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Notice

• Main Motive: 
• Flavor of reported fault attacks on Kyber and Dilithium (and countermeasures)
• Algorithmic properties and Implementation Choices facilitate efficient FIA
• Towards fault resistant implementations of Kyber and Dilithium

• Most fault attacks demonstrated on bare-metal PQC software running on ARM 
Cortex-M4 processor: Clock/Voltage Glitching, EMFI

• Talk includes published works from journals, conferences, and IACR ePrint Archive.

• Talk includes works of other researchers (cited appropriately)

• For easier explanation, we ‘simplify’ concepts, and contains lots of illustrations!!
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Key Encapsulation Mechanisms (KEMs)
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Two Modes Possible:
1. Ephemeral Key

2. Static Key



KEM in Ephemeral Mode: Attacking Alice
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q Single execution to target Key Generation: Key Recovery Attack
q Recover Secret key from Faulty but valid Public Key

q Decapsulation does not serve as an effective target – Attacker can only observe binary output (1-bit)



KEM in Ephemeral Mode: Attacking Bob
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q Single execution to target Encapsulation Procedure: Message Recovery Attack
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q Results in Decapsulation Failure (CCA Secure)



KEM in Ephemeral Mode: Attacking Bob
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q Single execution to target Encapsulation Procedure: Message Recovery Attack
q Recover Message from Faulty Ciphertext
q Results in Decapsulation Failure (CCA Secure)
q Attacker can still perform a MITM Attack!!!
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KEM in Static Mode: Attacking Alice

9

Alice Attacker

EncapsulationDecapsulation
(sk)

Chosen- ciphertexts
Malicious/Valid

(ct)

Shared Session Key (K)
/ Pseudo-Random Key (K’) Shared Session Key (K)

Chosen Ciphertext Output

CT1 Success

CT2 Failure

CT3 Success

… …

Key 
Recovery

Decryption Failure (DF) Oracle 
through Faults

Fault Assisted Chosen-Ciphertext 
Attacks



Fault Attack Characteristics
• We describe known fault attacks with the following characteristics:

• Attacker’s ability to communicate with DUT (DUT_IO_Access):
• Observe_DUT_IO: Can only passively observe target’s IO
• Communicate_DUT_IO: Can communicate with target

• Targeted or Not (Profiling, Knowledge of Implementation):
• Targeted_Fault
• Random_Fault

• Type of Fault: Control Flow, Data

• Number of Faults within Single Computation: Single/Multiple

• Total Number of Faulty Computations
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FIA on Key Generation

PRNG
a

Public Key (pk): (a,t)
Secret Key (sk): (s)
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+ t = a.s + e
(LWE Instance)

• Aim of FIA on KeyGen:
• Weak LWE instances (easily solveable)
• Secrets with Low Entropy



FIA on KeyGen: Weak LWE instances [RRB+19] 

13[RRB+19] Ravi, Prasanna, Debapriya Basu Roy, Shivam Bhasin, Anupam Chattopadhyay, and Debdeep Mukhopadhyay. "Number “not used” once-
practical fault attack on pqm4 implementations of NIST candidates." In Constructive Side-Channel Analysis and Secure Design: 10th International 
Workshop, COSADE 2019, Darmstadt, Germany, April 3–5, 2019, Proceedings 10, pp. 232-250. Springer International Publishing, 2019.

PRNG
a𝝈A Sampler

(Uniform)
𝞇A

PRNG
𝝈S|0 Sampler

(CBD)
𝞇S

x

s

PRNG
𝝈S|1 Sampler

(CBD)
𝞇E

e

+ t = a.s + e
(LWE Instance)

• Fault Vunerability: Seed used to sample s and e only differ by a single byte
• Inject fault to force using same seed for s and e

Public Key (pk): (a,t)
Secret Key (sk): (s)



FIA on KeyGen: Weak LWE instances [RRB+19] 

14[RRB+19] Ravi, Prasanna, Debapriya Basu Roy, Shivam Bhasin, Anupam Chattopadhyay, and Debdeep Mukhopadhyay. "Number “not used” once-
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• Weak LWE Instance: Solved by Gaussian Elimination
• Applicability to Kyber KEM: Inject k-2k targeted faults
• Round-1 Kyber used rounded public keys, but rounding was removed from Round-2



FIA on KeyGen: Weak LWE instances [RRB+19] 

15[RRB+19] Ravi, Prasanna, Debapriya Basu Roy, Shivam Bhasin, Anupam Chattopadhyay, and Debdeep Mukhopadhyay. "Number “not used” once-
practical fault attack on pqm4 implementations of NIST candidates." In Constructive Side-Channel Analysis and Secure Design: 10th International 
Workshop, COSADE 2019, Darmstadt, Germany, April 3–5, 2019, Proceedings 10, pp. 232-250. Springer International Publishing, 2019.

• Single fault enough for NewHope (Ring-LWE) and FrodoKEM (Standard-LWE)

• Impact: The algorithm of FrodoKEM (Finalist NIST PQC candidate) was modified in Round 2 to eliminate the 
fault vulnerability.
• Completely different seeds were used to sample s and e

Check 
Equality

s

e

Check X no.of coeffs.

Pass/Fail

Compute 
(pk,sk) 
in tmp

Copy if 
Pass

tmppk, tmpsk

(pk,sk)

One byte at a time

1. Protect with Dynamic Loop Counter
2. Not initializing status = Success



FIA on Kyber KeyGen/Encaps: Summary
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Attack Name DUT_IO_Access Type of 
Fault

Targeted_
or_Not 

No. of Faults within 
Single Computation

Total No. of 
Faulty Computations

Countermeasure

Nonce_Fault
_Attack

Observe_DUT_IO Data 
/Control

Targeted k-2k 1 Check equality of s and e
Copy Public Key if Pass
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FIA on KeyGen: Reduce Entropy of Secret [RYB+23] 

17
[RYB+23] Ravi, Prasanna, Bolin Yang, Shivam Bhasin, Fan Zhang, and Anupam Chattopadhyay. "Fiddling the Twiddle Constants-Fault Injection Analysis 
of the Number Theoretic Transform." IACR Transactions on Cryptographic Hardware and Embedded Systems (2023): 447-481.
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Polynomial multiplication is done 
using Number Theoretic Transform (NTT)
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ψ3

ψ7

Addition
Subtraction

Multiplication

x0

<latexit sha1_base64="X58lhKK9tzQhV1TsPC9ADPitADw=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyd9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0VmOsw==</latexit>

x1

<latexit sha1_base64="/tmWf31NXYXzivIEGtxSdkh9a2Y=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyb9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0t6OtA==</latexit>

x2

<latexit sha1_base64="0OScJCDxxlPdBuQQlU3tO+RRUlU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4rmFZoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMfRZLGL1EFKNgkv0DTcCHxKFNAoFtsPxzcxvP6LSPJb3ZpJgENGh5APOqLGS/9TLatNeueJW3TnIKvFyUoEczV75q9uPWRqhNExQrTuem5ggo8pwJnBa6qYaE8rGdIgdSyWNUAfZ/NgpObNKnwxiZUsaMld/T2Q00noShbYzomakl72Z+J/XSc3gKsi4TFKDki0WDVJBTExmn5M+V8iMmFhCmeL2VsJGVFFmbD4lG4K3/PIqadWqXr16cVevNK7zOIpwAqdwDh5cQgNuoQk+MODwDK/w5kjnxXl3PhatBSefOYY/cD5/ANRjjrU=</latexit>

x3

<latexit sha1_base64="cqTCs61Mkaq/NyRRMm8YRES6+qQ=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9nVih6LXjxWsB/QLiWbZtvYbLIkWbEs/Q9ePCji1f/jzX9jtt2Dtj4YeLw3w8y8IOZMG9f9dgorq2vrG8XN0tb2zu5eef+gpWWiCG0SyaXqBFhTzgRtGmY47cSK4ijgtB2MbzK//UiVZlLcm0lM/QgPBQsZwcZKrad+ej4t9csVt+rOgJaJl5MK5Gj0y1+9gSRJRIUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSgSOq/XR27RSdWGWAQqlsCYNm6u+JFEdaT6LAdkbYjPSil4n/ed3EhFd+ykScGCrIfFGYcGQkyl5HA6YoMXxiCSaK2VsRGWGFibEBZSF4iy8vk9ZZ1atVL+5qlfp1HkcRjuAYTsGDS6jDLTSgCQQe4Ble4c2Rzovz7nzMWwtOPnMIf+B8/gAMDY7K</latexit>

x4

<latexit sha1_base64="3TEKFhqmTSdX/qYNSbhn7UYPnqM=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVFj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtDYrDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atV63e1SuM6j6MIJ3AK5+DBJTTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwANk47L</latexit>

x7

<latexit sha1_base64="ZmgyYgPrr7aKsasj5HIaKFc1jBg=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVSj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtD4rDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atVL+9qlcZ1HkcRTuAUzsGDOjTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwASJY7O</latexit>

x̂0

<latexit sha1_base64="79eDNyJnpzZ3NBxfsAk3r85wAw8=">AAAB83icbVDLSgNBEOyNrxhfUY9eBoPgKexKRI9BLx4jmAdklzA7mSRDZh/M9Iph2d/w4kERr/6MN//G2WQPmljQUFR1093lx1JotO1vq7S2vrG5Vd6u7Ozu7R9UD486OkoU420WyUj1fKq5FCFvo0DJe7HiNPAl7/rT29zvPnKlRRQ+4CzmXkDHoRgJRtFIrjuhmD4NUjvLKoNqza7bc5BV4hSkBgVag+qXO4xYEvAQmaRa9x07Ri+lCgWTPKu4ieYxZVM65n1DQxpw7aXzmzNyZpQhGUXKVIhkrv6eSGmg9SzwTWdAcaKXvVz8z+snOLr2UhHGCfKQLRaNEkkwInkAZCgUZyhnhlCmhLmVsAlVlKGJKQ/BWX55lXQu6k6jfnnfqDVvijjKcAKncA4OXEET7qAFbWAQwzO8wpuVWC/Wu/WxaC1Zxcwx/IH1+QPeE5GU</latexit>

x̂1

<latexit sha1_base64="EeX/S9DxCKSQJ67XIuAdWQ/xOpI=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSRS0WPRi8cK9gOaUDbbbbt0swm7E7GE/A0vHhTx6p/x5r9x0+agrQ8GHu/NMDMviAXX6DjfVmltfWNzq7xd2dnd2z+oHh51dJQoyto0EpHqBUQzwSVrI0fBerFiJAwE6wbT29zvPjKleSQfcBYzPyRjyUecEjSS500Ipk+D1M2yyqBac+rOHPYqcQtSgwKtQfXLG0Y0CZlEKojWfdeJ0U+JQk4FyypeollM6JSMWd9QSUKm/XR+c2afGWVojyJlSqI9V39PpCTUehYGpjMkONHLXi7+5/UTHF37KZdxgkzSxaJRImyM7DwAe8gVoyhmhhCquLnVphOiCEUTUx6Cu/zyKulc1N1G/fK+UWveFHGU4QRO4RxcuIIm3EEL2kAhhmd4hTcrsV6sd+tj0Vqyiplj+APr8wffmpGV</latexit>

x̂2

<latexit sha1_base64="7RMOEymaSV39DwXsDGoZSXsR7QM=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4r2FZoQtlsN+3SzQe7E7GE/g0vHhTx6p/x5r9x0+agrQ8GHu/NMDPPT6TQaNvfVmltfWNzq7xd2dnd2z+oHh51dZwqxjsslrF68KnmUkS8gwIlf0gUp6Evec+f3OR+75ErLeLoHqcJ90I6ikQgGEUjue6YYvY0yBqzWWVQrdl1ew6ySpyC1KBAe1D9cocxS0MeIZNU675jJ+hlVKFgks8qbqp5QtmEjnjf0IiGXHvZ/OYZOTPKkASxMhUhmau/JzIaaj0NfdMZUhzrZS8X//P6KQZXXiaiJEUescWiIJUEY5IHQIZCcYZyaghlSphbCRtTRRmamPIQnOWXV0m3UXea9Yu7Zq11XcRRhhM4hXNw4BJacAtt6ACDBJ7hFd6s1Hqx3q2PRWvJKmaO4Q+szx/hIZGW</latexit>

x̂3

<latexit sha1_base64="dGwe2h7p+4a5G3zOVddbdlKVOOo=">AAAB83icbVBNS8NAEJ34WetX1aOXYBE8lUQreix68VjBfkATyma7bZduNmF3IpaQv+HFgyJe/TPe/Ddu2hy09cHA470ZZuYFseAaHefbWlldW9/YLG2Vt3d29/YrB4dtHSWKshaNRKS6AdFMcMlayFGwbqwYCQPBOsHkNvc7j0xpHskHnMbMD8lI8iGnBI3keWOC6VM/vciycr9SdWrODPYycQtShQLNfuXLG0Q0CZlEKojWPdeJ0U+JQk4Fy8peollM6ISMWM9QSUKm/XR2c2afGmVgDyNlSqI9U39PpCTUehoGpjMkONaLXi7+5/USHF77KZdxgkzS+aJhImyM7DwAe8AVoyimhhCquLnVpmOiCEUTUx6Cu/jyMmmf19x67fK+Xm3cFHGU4BhO4AxcuIIG3EETWkAhhmd4hTcrsV6sd+tj3rpiFTNH8AfW5w/iqJGX</latexit>

x̂4

<latexit sha1_base64="AfRuLaNDN1sbeucBAHmm4AWhHsk=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ac0oWy223bpZhN2J2IJ+RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6QwaNvfVmltfWNzq7xd2dnd2z+oHh51TBhrxtsslKHu+dRwKRRvo0DJe5HmNPAl7/rT29zvPnJtRKgecBZxL6BjJUaCUcwk151QTJ4GSSNNK4Nqza7bc5BV4hSkBgVag+qXOwxZHHCFTFJj+o4doZdQjYJJnlbc2PCIsikd835GFQ248ZL5zSk5y5QhGYU6K4Vkrv6eSGhgzCzws86A4sQse7n4n9ePcXTtJUJFMXLFFotGsSQYkjwAMhSaM5SzjFCmRXYrYROqKcMspjwEZ/nlVdK5qDuN+uV9o9a8KeIowwmcwjk4cAVNuIMWtIFBBM/wCm9WbL1Y79bHorVkFTPH8AfW5w/kL5GY</latexit>

x̂5

<latexit sha1_base64="fjGSpVaRm1I7x+/ThwNfIUUwbew=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ac0oWy2m3bpZhN2J2IJ/RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6UwaNvfVmltfWNzq7xd2dnd2z+oHh51TJRoxtsskpHu+dRwKRRvo0DJe7HmNPQl7/qT29zvPnJtRKQecBpzL6QjJQLBKGaS644ppk+DtDGbVQbVml235yCrxClIDQq0BtUvdxixJOQKmaTG9B07Ri+lGgWTfFZxE8NjyiZ0xPsZVTTkxkvnN8/IWaYMSRDprBSSufp7IqWhMdPQzzpDimOz7OXif14/weDaS4WKE+SKLRYFiSQYkTwAMhSaM5TTjFCmRXYrYWOqKcMspjwEZ/nlVdK5qDuX9cb9Za15U8RRhhM4hXNw4AqacActaAODGJ7hFd6sxHqx3q2PRWvJKmaO4Q+szx/ltpGZ</latexit>

x̂6

<latexit sha1_base64="kBRPEVm/wbzZsCUIz2xpKwb1wgU=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSTi17HoxWMF+wFNKJvttl262YTdiVhC/oYXD4p49c9489+4aXPQ1gcDj/dmmJkXxIJrdJxvq7Syura+Ud6sbG3v7O5V9w/aOkoUZS0aiUh1A6KZ4JK1kKNg3VgxEgaCdYLJbe53HpnSPJIPOI2ZH5KR5ENOCRrJ88YE06d+eplllX615tSdGexl4hakBgWa/eqXN4hoEjKJVBCte64To58ShZwKllW8RLOY0AkZsZ6hkoRM++ns5sw+McrAHkbKlER7pv6eSEmo9TQMTGdIcKwXvVz8z+slOLz2Uy7jBJmk80XDRNgY2XkA9oArRlFMDSFUcXOrTcdEEYompjwEd/HlZdI+q7vn9Yv781rjpoijDEdwDKfgwhU04A6a0AIKMTzDK7xZifVivVsf89aSVcwcwh9Ynz/nPZGa</latexit>

x5

<latexit sha1_base64="GPC0l/0BYAnmfzVAG3PbpxhdWWg=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ae0oWy2k3bp7ibsbsRS+he8eFDEq3/Im//GpM1BWx8MPN6bYWZeEAturOt+O4W19Y3NreJ2aWd3b/+gfHjUMlGiGTZZJCLdCahBwRU2LbcCO7FGKgOB7WB8m/ntR9SGR+rBTmL0JR0qHnJGbSY99WulfrniVt05yCrxclKBHI1++as3iFgiUVkmqDFdz42tP6XaciZwVuolBmPKxnSI3ZQqKtH40/mtM3KWKgMSRjotZclc/T0xpdKYiQzSTkntyCx7mfif101seO1PuYoTi4otFoWJIDYi2eNkwDUyKyYpoUzz9FbCRlRTZtN4shC85ZdXSeui6l1Wa/eXlfpNHkcRTuAUzsGDK6jDHTSgCQxG8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwBJdI3A</latexit>

x6

<latexit sha1_base64="iWHHCR93PjwtW/ceuh0S0HpJoWk=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8cI5gHJEmYns8mQmdllplcMIb/gxYMiXv0hb/6Nu8keNLGgoajqprsriKWw6LrfTmFldW19o7hZ2tre2d0r7x80bZQYxhsskpFpB9RyKTRvoEDJ27HhVAWSt4LRbea3HrmxItIPOI65r+hAi1Awipn01Lss9coVt+rOQJaJl5MK5Kj3yl/dfsQSxTUySa3teG6M/oQaFEzyaambWB5TNqID3kmppopbfzK7dUpOUqVPwsikpZHM1N8TE6qsHasg7VQUh3bRy8T/vE6C4bU/ETpOkGs2XxQmkmBEssdJXxjOUI5TQpkR6a2EDamhDNN4shC8xZeXSfOs6p1XL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Rle4c1Rzovz7nzMWwtOPnMIf+B8/gBK+Y3B</latexit>

x̂7

<latexit sha1_base64="0NYvXA+dOQ5J7V3VhXQlJvfQIrA=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRSqceiF48V7Ae2oWy2m3bpZhN2J2IJ/RdePCji1X/jzX/jps1BWx8MPN6bYWaeHwuu0XG+rcLa+sbmVnG7tLO7t39QPjxq6yhRlLVoJCLV9YlmgkvWQo6CdWPFSOgL1vEnN5nfeWRK80je4zRmXkhGkgecEjTSQ39MMH0a1GelQbniVJ057FXi5qQCOZqD8ld/GNEkZBKpIFr3XCdGLyUKORVsVuonmsWETsiI9QyVJGTaS+cXz+wzowztIFKmJNpz9fdESkKtp6FvOkOCY73sZeJ/Xi/B4MpLuYwTZJIuFgWJsDGys/ftIVeMopgaQqji5labjokiFE1IWQju8surpH1RdWvVy7tapXGdx1GEEziFc3ChDg24hSa0gIKEZ3iFN0tbL9a79bFoLVj5zDH8gfX5Ax30kI8=</latexit>

[RYB+22] Ravi, Prasanna, Bolin Yang, Shivam Bhasin, Fan Zhang, and Anupam Chattopadhyay. "Fiddling the Twiddle Constants-Fault Injection Analysis of 
the Number Theoretic Transform." IACR Transactions on Cryptographic Hardware and Embedded Systems (2023): 447-481.

FIA on KeyGen: Reduce Entropy of Secret [RYB+23] 

In MCU, Twiddle Constants are stored 
in Flash Memory as part of Firmware 

Binary

Flash Memory

Twiddle Factor 
Array

Tw_Addr
CPU1. Fetch 

Tw_Addr 2. Fetch from 
(Tw_Addr + j)

For jth twiddle factor

Main Observation: Tw_Addr is used as base-address to calculate 
address for all constants
Fault Vulnerability: Can an attacker fault the base address?

Tw_Addr

Implementation Style used in all publicly available optimized 
implementations of Kyber and Dilithium for ARM Cortex-M4 Processor
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x0

<latexit sha1_base64="X58lhKK9tzQhV1TsPC9ADPitADw=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyd9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0VmOsw==</latexit>

x1

<latexit sha1_base64="/tmWf31NXYXzivIEGtxSdkh9a2Y=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyb9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0t6OtA==</latexit>

x2

<latexit sha1_base64="0OScJCDxxlPdBuQQlU3tO+RRUlU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4rmFZoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMfRZLGL1EFKNgkv0DTcCHxKFNAoFtsPxzcxvP6LSPJb3ZpJgENGh5APOqLGS/9TLatNeueJW3TnIKvFyUoEczV75q9uPWRqhNExQrTuem5ggo8pwJnBa6qYaE8rGdIgdSyWNUAfZ/NgpObNKnwxiZUsaMld/T2Q00noShbYzomakl72Z+J/XSc3gKsi4TFKDki0WDVJBTExmn5M+V8iMmFhCmeL2VsJGVFFmbD4lG4K3/PIqadWqXr16cVevNK7zOIpwAqdwDh5cQgNuoQk+MODwDK/w5kjnxXl3PhatBSefOYY/cD5/ANRjjrU=</latexit>

x3

<latexit sha1_base64="cqTCs61Mkaq/NyRRMm8YRES6+qQ=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9nVih6LXjxWsB/QLiWbZtvYbLIkWbEs/Q9ePCji1f/jzX9jtt2Dtj4YeLw3w8y8IOZMG9f9dgorq2vrG8XN0tb2zu5eef+gpWWiCG0SyaXqBFhTzgRtGmY47cSK4ijgtB2MbzK//UiVZlLcm0lM/QgPBQsZwcZKrad+ej4t9csVt+rOgJaJl5MK5Gj0y1+9gSRJRIUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSgSOq/XR27RSdWGWAQqlsCYNm6u+JFEdaT6LAdkbYjPSil4n/ed3EhFd+ykScGCrIfFGYcGQkyl5HA6YoMXxiCSaK2VsRGWGFibEBZSF4iy8vk9ZZ1atVL+5qlfp1HkcRjuAYTsGDS6jDLTSgCQQe4Ble4c2Rzovz7nzMWwtOPnMIf+B8/gAMDY7K</latexit>

x4

<latexit sha1_base64="3TEKFhqmTSdX/qYNSbhn7UYPnqM=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVFj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtDYrDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atV63e1SuM6j6MIJ3AK5+DBJTTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwANk47L</latexit>

x7

<latexit sha1_base64="ZmgyYgPrr7aKsasj5HIaKFc1jBg=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVSj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtD4rDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atVL+9qlcZ1HkcRTuAUzsGDOjTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwASJY7O</latexit>

x̂0

<latexit sha1_base64="79eDNyJnpzZ3NBxfsAk3r85wAw8=">AAAB83icbVDLSgNBEOyNrxhfUY9eBoPgKexKRI9BLx4jmAdklzA7mSRDZh/M9Iph2d/w4kERr/6MN//G2WQPmljQUFR1093lx1JotO1vq7S2vrG5Vd6u7Ozu7R9UD486OkoU420WyUj1fKq5FCFvo0DJe7HiNPAl7/rT29zvPnKlRRQ+4CzmXkDHoRgJRtFIrjuhmD4NUjvLKoNqza7bc5BV4hSkBgVag+qXO4xYEvAQmaRa9x07Ri+lCgWTPKu4ieYxZVM65n1DQxpw7aXzmzNyZpQhGUXKVIhkrv6eSGmg9SzwTWdAcaKXvVz8z+snOLr2UhHGCfKQLRaNEkkwInkAZCgUZyhnhlCmhLmVsAlVlKGJKQ/BWX55lXQu6k6jfnnfqDVvijjKcAKncA4OXEET7qAFbWAQwzO8wpuVWC/Wu/WxaC1Zxcwx/IH1+QPeE5GU</latexit>

x̂1

<latexit sha1_base64="EeX/S9DxCKSQJ67XIuAdWQ/xOpI=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSRS0WPRi8cK9gOaUDbbbbt0swm7E7GE/A0vHhTx6p/x5r9x0+agrQ8GHu/NMDMviAXX6DjfVmltfWNzq7xd2dnd2z+oHh51dJQoyto0EpHqBUQzwSVrI0fBerFiJAwE6wbT29zvPjKleSQfcBYzPyRjyUecEjSS500Ipk+D1M2yyqBac+rOHPYqcQtSgwKtQfXLG0Y0CZlEKojWfdeJ0U+JQk4FyypeollM6JSMWd9QSUKm/XR+c2afGWVojyJlSqI9V39PpCTUehYGpjMkONHLXi7+5/UTHF37KZdxgkzSxaJRImyM7DwAe8gVoyhmhhCquLnVphOiCEUTUx6Cu/zyKulc1N1G/fK+UWveFHGU4QRO4RxcuIIm3EEL2kAhhmd4hTcrsV6sd+tj0Vqyiplj+APr8wffmpGV</latexit>

x̂2

<latexit sha1_base64="7RMOEymaSV39DwXsDGoZSXsR7QM=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4r2FZoQtlsN+3SzQe7E7GE/g0vHhTx6p/x5r9x0+agrQ8GHu/NMDPPT6TQaNvfVmltfWNzq7xd2dnd2z+oHh51dZwqxjsslrF68KnmUkS8gwIlf0gUp6Evec+f3OR+75ErLeLoHqcJ90I6ikQgGEUjue6YYvY0yBqzWWVQrdl1ew6ySpyC1KBAe1D9cocxS0MeIZNU675jJ+hlVKFgks8qbqp5QtmEjnjf0IiGXHvZ/OYZOTPKkASxMhUhmau/JzIaaj0NfdMZUhzrZS8X//P6KQZXXiaiJEUescWiIJUEY5IHQIZCcYZyaghlSphbCRtTRRmamPIQnOWXV0m3UXea9Yu7Zq11XcRRhhM4hXNw4BJacAtt6ACDBJ7hFd6s1Hqx3q2PRWvJKmaO4Q+szx/hIZGW</latexit>

x̂3

<latexit sha1_base64="dGwe2h7p+4a5G3zOVddbdlKVOOo=">AAAB83icbVBNS8NAEJ34WetX1aOXYBE8lUQreix68VjBfkATyma7bZduNmF3IpaQv+HFgyJe/TPe/Ddu2hy09cHA470ZZuYFseAaHefbWlldW9/YLG2Vt3d29/YrB4dtHSWKshaNRKS6AdFMcMlayFGwbqwYCQPBOsHkNvc7j0xpHskHnMbMD8lI8iGnBI3keWOC6VM/vciycr9SdWrODPYycQtShQLNfuXLG0Q0CZlEKojWPdeJ0U+JQk4Fy8peollM6ISMWM9QSUKm/XR2c2afGmVgDyNlSqI9U39PpCTUehoGpjMkONaLXi7+5/USHF77KZdxgkzS+aJhImyM7DwAe8AVoyimhhCquLnVpmOiCEUTUx6Cu/jyMmmf19x67fK+Xm3cFHGU4BhO4AxcuIIG3EETWkAhhmd4hTcrsV6sd+tj3rpiFTNH8AfW5w/iqJGX</latexit>

x̂4

<latexit sha1_base64="AfRuLaNDN1sbeucBAHmm4AWhHsk=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ac0oWy223bpZhN2J2IJ+RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6QwaNvfVmltfWNzq7xd2dnd2z+oHh51TBhrxtsslKHu+dRwKRRvo0DJe5HmNPAl7/rT29zvPnJtRKgecBZxL6BjJUaCUcwk151QTJ4GSSNNK4Nqza7bc5BV4hSkBgVag+qXOwxZHHCFTFJj+o4doZdQjYJJnlbc2PCIsikd835GFQ248ZL5zSk5y5QhGYU6K4Vkrv6eSGhgzCzws86A4sQse7n4n9ePcXTtJUJFMXLFFotGsSQYkjwAMhSaM5SzjFCmRXYrYROqKcMspjwEZ/nlVdK5qDuN+uV9o9a8KeIowwmcwjk4cAVNuIMWtIFBBM/wCm9WbL1Y79bHorVkFTPH8AfW5w/kL5GY</latexit>

x̂5

<latexit sha1_base64="fjGSpVaRm1I7x+/ThwNfIUUwbew=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ac0oWy2m3bpZhN2J2IJ/RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6UwaNvfVmltfWNzq7xd2dnd2z+oHh51TJRoxtsskpHu+dRwKRRvo0DJe7HmNPQl7/qT29zvPnJtRKQecBpzL6QjJQLBKGaS644ppk+DtDGbVQbVml235yCrxClIDQq0BtUvdxixJOQKmaTG9B07Ri+lGgWTfFZxE8NjyiZ0xPsZVTTkxkvnN8/IWaYMSRDprBSSufp7IqWhMdPQzzpDimOz7OXif14/weDaS4WKE+SKLRYFiSQYkTwAMhSaM5TTjFCmRXYrYWOqKcMspjwEZ/nlVdK5qDuX9cb9Za15U8RRhhM4hXNw4AqacActaAODGJ7hFd6sxHqx3q2PRWvJKmaO4Q+szx/ltpGZ</latexit>

x̂6

<latexit sha1_base64="kBRPEVm/wbzZsCUIz2xpKwb1wgU=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSTi17HoxWMF+wFNKJvttl262YTdiVhC/oYXD4p49c9489+4aXPQ1gcDj/dmmJkXxIJrdJxvq7Syura+Ud6sbG3v7O5V9w/aOkoUZS0aiUh1A6KZ4JK1kKNg3VgxEgaCdYLJbe53HpnSPJIPOI2ZH5KR5ENOCRrJ88YE06d+eplllX615tSdGexl4hakBgWa/eqXN4hoEjKJVBCte64To58ShZwKllW8RLOY0AkZsZ6hkoRM++ns5sw+McrAHkbKlER7pv6eSEmo9TQMTGdIcKwXvVz8z+slOLz2Uy7jBJmk80XDRNgY2XkA9oArRlFMDSFUcXOrTcdEEYompjwEd/HlZdI+q7vn9Yv781rjpoijDEdwDKfgwhU04A6a0AIKMTzDK7xZifVivVsf89aSVcwcwh9Ynz/nPZGa</latexit>

x5

<latexit sha1_base64="GPC0l/0BYAnmfzVAG3PbpxhdWWg=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ae0oWy2k3bp7ibsbsRS+he8eFDEq3/Im//GpM1BWx8MPN6bYWZeEAturOt+O4W19Y3NreJ2aWd3b/+gfHjUMlGiGTZZJCLdCahBwRU2LbcCO7FGKgOB7WB8m/ntR9SGR+rBTmL0JR0qHnJGbSY99WulfrniVt05yCrxclKBHI1++as3iFgiUVkmqDFdz42tP6XaciZwVuolBmPKxnSI3ZQqKtH40/mtM3KWKgMSRjotZclc/T0xpdKYiQzSTkntyCx7mfif101seO1PuYoTi4otFoWJIDYi2eNkwDUyKyYpoUzz9FbCRlRTZtN4shC85ZdXSeui6l1Wa/eXlfpNHkcRTuAUzsGDK6jDHTSgCQxG8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwBJdI3A</latexit>

x6

<latexit sha1_base64="iWHHCR93PjwtW/ceuh0S0HpJoWk=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8cI5gHJEmYns8mQmdllplcMIb/gxYMiXv0hb/6Nu8keNLGgoajqprsriKWw6LrfTmFldW19o7hZ2tre2d0r7x80bZQYxhsskpFpB9RyKTRvoEDJ27HhVAWSt4LRbea3HrmxItIPOI65r+hAi1Awipn01Lss9coVt+rOQJaJl5MK5Kj3yl/dfsQSxTUySa3teG6M/oQaFEzyaambWB5TNqID3kmppopbfzK7dUpOUqVPwsikpZHM1N8TE6qsHasg7VQUh3bRy8T/vE6C4bU/ETpOkGs2XxQmkmBEssdJXxjOUI5TQpkR6a2EDamhDNN4shC8xZeXSfOs6p1XL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Rle4c1Rzovz7nzMWwtOPnMIf+B8/gBK+Y3B</latexit>

x̂7

<latexit sha1_base64="0NYvXA+dOQ5J7V3VhXQlJvfQIrA=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRSqceiF48V7Ae2oWy2m3bpZhN2J2IJ/RdePCji1X/jzX/jps1BWx8MPN6bYWaeHwuu0XG+rcLa+sbmVnG7tLO7t39QPjxq6yhRlLVoJCLV9YlmgkvWQo6CdWPFSOgL1vEnN5nfeWRK80je4zRmXkhGkgecEjTSQ39MMH0a1GelQbniVJ057FXi5qQCOZqD8ld/GNEkZBKpIFr3XCdGLyUKORVsVuonmsWETsiI9QyVJGTaS+cXz+wzowztIFKmJNpz9fdESkKtp6FvOkOCY73sZeJ/Xi/B4MpLuYwTZJIuFgWJsDGys/ftIVeMopgaQqji5labjokiFE1IWQju8surpH1RdWvVy7tapXGdx1GEEziFc3ChDg24hSa0gIKEZ3iFN0tbL9a79bFoLVj5zDH8gfX5Ax30kI8=</latexit>

19

[RYB+22] Ravi, Prasanna, Bolin Yang, Shivam Bhasin, Fan Zhang, and Anupam Chattopadhyay. "Fiddling the Twiddle Constants-Fault Injection Analysis of 
the Number Theoretic Transform." IACR Transactions on Cryptographic Hardware and Embedded Systems (2023): 447-481.

FIA on KeyGen: Reduce Entropy of Secret [RYB+23] 
Flash Memory

Twiddle Factor 
Array

Tw_Addr
CPU1. Fetch 

Tw_Addr* 2. Fetch 
(Tw_Addr* + j)

For jth twiddle factor

Observation: Can zeroize the entire twiddle factor array in a single fault

25% of random memory locations yield zeros on ARM Cortex-M4 processor

What happens when twiddle factors are zeroized???

Tw_Addr

0000..

Tw_Addr*

In MCU, Twiddle Constants are stored 
in Flash Memory as part of Firmware 

Binary
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the Number Theoretic Transform." IACR Transactions on Cryptographic Hardware and Embedded Systems (2023): 447-481.

FIA on KeyGen: Reduce Entropy of Secret [RYB+23] 

.
a

NTT

s
NTT

a’

s’*
a.s’*NTT-1

The effective secret s*

• Secret (s’*) in NTT domain is used for Decaps
• Kyber saves secret in NTT domain 
• To avoid extra NTT/INTT conversions

• Originally sampled secret s is forgotten!!!
• Memoryless property of Kyber
• Not applicable to Dilithium

• Attack also applies to masked implementations

Valid (pk,sk)
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the Number Theoretic Transform." IACR Transactions on Cryptographic Hardware and Embedded Systems (2023): 447-481.

FIA on KeyGen: Reduce Entropy of Secret [RYB+23] 

• Sanity Check on Twiddle Constants:
• Check Arithmetic Properties of Twiddle Constants:

• nth root of unity
• Check Entropy of Twiddle Constants

• Not rely on single base address to access Twiddle Constant Array

• Check Entropy of NTT output
ψ4

ψ2

ψ2

ψ6

ψ

ψ

Stage 1 Stage 2 Stage 3

ψ4

ψ4

ψ4 ψ6

1

5

ψ3

ψ7

Addition
Subtraction

Multiplication

x0

<latexit sha1_base64="X58lhKK9tzQhV1TsPC9ADPitADw=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyd9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0VmOsw==</latexit>

x1

<latexit sha1_base64="/tmWf31NXYXzivIEGtxSdkh9a2Y=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyb9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0t6OtA==</latexit>

x2

<latexit sha1_base64="0OScJCDxxlPdBuQQlU3tO+RRUlU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4rmFZoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMfRZLGL1EFKNgkv0DTcCHxKFNAoFtsPxzcxvP6LSPJb3ZpJgENGh5APOqLGS/9TLatNeueJW3TnIKvFyUoEczV75q9uPWRqhNExQrTuem5ggo8pwJnBa6qYaE8rGdIgdSyWNUAfZ/NgpObNKnwxiZUsaMld/T2Q00noShbYzomakl72Z+J/XSc3gKsi4TFKDki0WDVJBTExmn5M+V8iMmFhCmeL2VsJGVFFmbD4lG4K3/PIqadWqXr16cVevNK7zOIpwAqdwDh5cQgNuoQk+MODwDK/w5kjnxXl3PhatBSefOYY/cD5/ANRjjrU=</latexit>

x3

<latexit sha1_base64="cqTCs61Mkaq/NyRRMm8YRES6+qQ=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9nVih6LXjxWsB/QLiWbZtvYbLIkWbEs/Q9ePCji1f/jzX9jtt2Dtj4YeLw3w8y8IOZMG9f9dgorq2vrG8XN0tb2zu5eef+gpWWiCG0SyaXqBFhTzgRtGmY47cSK4ijgtB2MbzK//UiVZlLcm0lM/QgPBQsZwcZKrad+ej4t9csVt+rOgJaJl5MK5Gj0y1+9gSRJRIUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSgSOq/XR27RSdWGWAQqlsCYNm6u+JFEdaT6LAdkbYjPSil4n/ed3EhFd+ykScGCrIfFGYcGQkyl5HA6YoMXxiCSaK2VsRGWGFibEBZSF4iy8vk9ZZ1atVL+5qlfp1HkcRjuAYTsGDS6jDLTSgCQQe4Ble4c2Rzovz7nzMWwtOPnMIf+B8/gAMDY7K</latexit>

x4

<latexit sha1_base64="3TEKFhqmTSdX/qYNSbhn7UYPnqM=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVFj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtDYrDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atV63e1SuM6j6MIJ3AK5+DBJTTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwANk47L</latexit>

x7

<latexit sha1_base64="ZmgyYgPrr7aKsasj5HIaKFc1jBg=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVSj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtD4rDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atVL+9qlcZ1HkcRTuAUzsGDOjTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwASJY7O</latexit>

x̂0

<latexit sha1_base64="79eDNyJnpzZ3NBxfsAk3r85wAw8=">AAAB83icbVDLSgNBEOyNrxhfUY9eBoPgKexKRI9BLx4jmAdklzA7mSRDZh/M9Iph2d/w4kERr/6MN//G2WQPmljQUFR1093lx1JotO1vq7S2vrG5Vd6u7Ozu7R9UD486OkoU420WyUj1fKq5FCFvo0DJe7HiNPAl7/rT29zvPnKlRRQ+4CzmXkDHoRgJRtFIrjuhmD4NUjvLKoNqza7bc5BV4hSkBgVag+qXO4xYEvAQmaRa9x07Ri+lCgWTPKu4ieYxZVM65n1DQxpw7aXzmzNyZpQhGUXKVIhkrv6eSGmg9SzwTWdAcaKXvVz8z+snOLr2UhHGCfKQLRaNEkkwInkAZCgUZyhnhlCmhLmVsAlVlKGJKQ/BWX55lXQu6k6jfnnfqDVvijjKcAKncA4OXEET7qAFbWAQwzO8wpuVWC/Wu/WxaC1Zxcwx/IH1+QPeE5GU</latexit>

x̂1

<latexit sha1_base64="EeX/S9DxCKSQJ67XIuAdWQ/xOpI=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSRS0WPRi8cK9gOaUDbbbbt0swm7E7GE/A0vHhTx6p/x5r9x0+agrQ8GHu/NMDMviAXX6DjfVmltfWNzq7xd2dnd2z+oHh51dJQoyto0EpHqBUQzwSVrI0fBerFiJAwE6wbT29zvPjKleSQfcBYzPyRjyUecEjSS500Ipk+D1M2yyqBac+rOHPYqcQtSgwKtQfXLG0Y0CZlEKojWfdeJ0U+JQk4FyypeollM6JSMWd9QSUKm/XR+c2afGWVojyJlSqI9V39PpCTUehYGpjMkONHLXi7+5/UTHF37KZdxgkzSxaJRImyM7DwAe8gVoyhmhhCquLnVphOiCEUTUx6Cu/zyKulc1N1G/fK+UWveFHGU4QRO4RxcuIIm3EEL2kAhhmd4hTcrsV6sd+tj0Vqyiplj+APr8wffmpGV</latexit>

x̂2

<latexit sha1_base64="7RMOEymaSV39DwXsDGoZSXsR7QM=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4r2FZoQtlsN+3SzQe7E7GE/g0vHhTx6p/x5r9x0+agrQ8GHu/NMDPPT6TQaNvfVmltfWNzq7xd2dnd2z+oHh51dZwqxjsslrF68KnmUkS8gwIlf0gUp6Evec+f3OR+75ErLeLoHqcJ90I6ikQgGEUjue6YYvY0yBqzWWVQrdl1ew6ySpyC1KBAe1D9cocxS0MeIZNU675jJ+hlVKFgks8qbqp5QtmEjnjf0IiGXHvZ/OYZOTPKkASxMhUhmau/JzIaaj0NfdMZUhzrZS8X//P6KQZXXiaiJEUescWiIJUEY5IHQIZCcYZyaghlSphbCRtTRRmamPIQnOWXV0m3UXea9Yu7Zq11XcRRhhM4hXNw4BJacAtt6ACDBJ7hFd6s1Hqx3q2PRWvJKmaO4Q+szx/hIZGW</latexit>

x̂3

<latexit sha1_base64="dGwe2h7p+4a5G3zOVddbdlKVOOo=">AAAB83icbVBNS8NAEJ34WetX1aOXYBE8lUQreix68VjBfkATyma7bZduNmF3IpaQv+HFgyJe/TPe/Ddu2hy09cHA470ZZuYFseAaHefbWlldW9/YLG2Vt3d29/YrB4dtHSWKshaNRKS6AdFMcMlayFGwbqwYCQPBOsHkNvc7j0xpHskHnMbMD8lI8iGnBI3keWOC6VM/vciycr9SdWrODPYycQtShQLNfuXLG0Q0CZlEKojWPdeJ0U+JQk4Fy8peollM6ISMWM9QSUKm/XR2c2afGmVgDyNlSqI9U39PpCTUehoGpjMkONaLXi7+5/USHF77KZdxgkzS+aJhImyM7DwAe8AVoyimhhCquLnVpmOiCEUTUx6Cu/jyMmmf19x67fK+Xm3cFHGU4BhO4AxcuIIG3EETWkAhhmd4hTcrsV6sd+tj3rpiFTNH8AfW5w/iqJGX</latexit>

x̂4

<latexit sha1_base64="AfRuLaNDN1sbeucBAHmm4AWhHsk=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ac0oWy223bpZhN2J2IJ+RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6QwaNvfVmltfWNzq7xd2dnd2z+oHh51TBhrxtsslKHu+dRwKRRvo0DJe5HmNPAl7/rT29zvPnJtRKgecBZxL6BjJUaCUcwk151QTJ4GSSNNK4Nqza7bc5BV4hSkBgVag+qXOwxZHHCFTFJj+o4doZdQjYJJnlbc2PCIsikd835GFQ248ZL5zSk5y5QhGYU6K4Vkrv6eSGhgzCzws86A4sQse7n4n9ePcXTtJUJFMXLFFotGsSQYkjwAMhSaM5SzjFCmRXYrYROqKcMspjwEZ/nlVdK5qDuN+uV9o9a8KeIowwmcwjk4cAVNuIMWtIFBBM/wCm9WbL1Y79bHorVkFTPH8AfW5w/kL5GY</latexit>

x̂5

<latexit sha1_base64="fjGSpVaRm1I7x+/ThwNfIUUwbew=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ac0oWy2m3bpZhN2J2IJ/RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6UwaNvfVmltfWNzq7xd2dnd2z+oHh51TJRoxtsskpHu+dRwKRRvo0DJe7HmNPQl7/qT29zvPnJtRKQecBpzL6QjJQLBKGaS644ppk+DtDGbVQbVml235yCrxClIDQq0BtUvdxixJOQKmaTG9B07Ri+lGgWTfFZxE8NjyiZ0xPsZVTTkxkvnN8/IWaYMSRDprBSSufp7IqWhMdPQzzpDimOz7OXif14/weDaS4WKE+SKLRYFiSQYkTwAMhSaM5TTjFCmRXYrYWOqKcMspjwEZ/nlVdK5qDuX9cb9Za15U8RRhhM4hXNw4AqacActaAODGJ7hFd6sxHqx3q2PRWvJKmaO4Q+szx/ltpGZ</latexit>

x̂6

<latexit sha1_base64="kBRPEVm/wbzZsCUIz2xpKwb1wgU=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSTi17HoxWMF+wFNKJvttl262YTdiVhC/oYXD4p49c9489+4aXPQ1gcDj/dmmJkXxIJrdJxvq7Syura+Ud6sbG3v7O5V9w/aOkoUZS0aiUh1A6KZ4JK1kKNg3VgxEgaCdYLJbe53HpnSPJIPOI2ZH5KR5ENOCRrJ88YE06d+eplllX615tSdGexl4hakBgWa/eqXN4hoEjKJVBCte64To58ShZwKllW8RLOY0AkZsZ6hkoRM++ns5sw+McrAHkbKlER7pv6eSEmo9TQMTGdIcKwXvVz8z+slOLz2Uy7jBJmk80XDRNgY2XkA9oArRlFMDSFUcXOrTcdEEYompjwEd/HlZdI+q7vn9Yv781rjpoijDEdwDKfgwhU04A6a0AIKMTzDK7xZifVivVsf89aSVcwcwh9Ynz/nPZGa</latexit>

x5

<latexit sha1_base64="GPC0l/0BYAnmfzVAG3PbpxhdWWg=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ae0oWy2k3bp7ibsbsRS+he8eFDEq3/Im//GpM1BWx8MPN6bYWZeEAturOt+O4W19Y3NreJ2aWd3b/+gfHjUMlGiGTZZJCLdCahBwRU2LbcCO7FGKgOB7WB8m/ntR9SGR+rBTmL0JR0qHnJGbSY99WulfrniVt05yCrxclKBHI1++as3iFgiUVkmqDFdz42tP6XaciZwVuolBmPKxnSI3ZQqKtH40/mtM3KWKgMSRjotZclc/T0xpdKYiQzSTkntyCx7mfif101seO1PuYoTi4otFoWJIDYi2eNkwDUyKyYpoUzz9FbCRlRTZtN4shC85ZdXSeui6l1Wa/eXlfpNHkcRTuAUzsGDK6jDHTSgCQxG8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwBJdI3A</latexit>

x6

<latexit sha1_base64="iWHHCR93PjwtW/ceuh0S0HpJoWk=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8cI5gHJEmYns8mQmdllplcMIb/gxYMiXv0hb/6Nu8keNLGgoajqprsriKWw6LrfTmFldW19o7hZ2tre2d0r7x80bZQYxhsskpFpB9RyKTRvoEDJ27HhVAWSt4LRbea3HrmxItIPOI65r+hAi1Awipn01Lss9coVt+rOQJaJl5MK5Kj3yl/dfsQSxTUySa3teG6M/oQaFEzyaambWB5TNqID3kmppopbfzK7dUpOUqVPwsikpZHM1N8TE6qsHasg7VQUh3bRy8T/vE6C4bU/ETpOkGs2XxQmkmBEssdJXxjOUI5TQpkR6a2EDamhDNN4shC8xZeXSfOs6p1XL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Rle4c1Rzovz7nzMWwtOPnMIf+B8/gBK+Y3B</latexit>

x̂7

<latexit sha1_base64="0NYvXA+dOQ5J7V3VhXQlJvfQIrA=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRSqceiF48V7Ae2oWy2m3bpZhN2J2IJ/RdePCji1X/jzX/jps1BWx8MPN6bYWaeHwuu0XG+rcLa+sbmVnG7tLO7t39QPjxq6yhRlLVoJCLV9YlmgkvWQo6CdWPFSOgL1vEnN5nfeWRK80je4zRmXkhGkgecEjTSQ39MMH0a1GelQbniVJ057FXi5qQCOZqD8ld/GNEkZBKpIFr3XCdGLyUKORVsVuonmsWETsiI9QyVJGTaS+cXz+wzowztIFKmJNpz9fdESkKtp6FvOkOCY73sZeJ/Xi/B4MpLuYwTZJIuFgWJsDGys/ftIVeMopgaQqji5labjokiFE1IWQju8surpH1RdWvVy7tapXGdx1GEEziFc3ChDg24hSa0gIKEZ3iFN0tbL9a79bFoLVj5zDH8gfX5Ax30kI8=</latexit>
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Attack Name DUT_IO_Access Type of 
Fault

Targeted_
or_Not 

No. of Faults within 
Single Computation

Total No. of 
Faulty Computations

Countermeasure

Nonce_Fault_
Attack

Observe_DUT_IO Data 
/Control

Targeted k 1 Check equality of s and e
Copy Public Key if Pass

NTT_Fault_ 
Attack

Observe_DUT_IO Data Targeted 1 1 Sanity Check on Twiddle 
Constants or NTT 

outputs 



Outline
q FIA on Kyber:

q FIA on Key Generation
q FIA on Decapsulation

q FIA on Dilithium
q FIA on Signing
q FIA on Verification

q Conclusion
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Decryption
(Secret Key)

Ciphertext
Re-Encryption

Key = F(Message)
Or

Reject/
Key = Random

IND-CCA Secure Decapsulation

FIA on Decapsulation

Message Ciphertext’
Compare

FO Transform
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Checks for the validity of 
Ciphertext 



Decryption
(Secret Key)

Chosen 
Ciphertexts

Re-Encryption
Key = F(Message)

IND-CCA Secure Decapsulation

FIA on Decapsulation: Skip CT Comparison [XIU+21]

Message Ciphertext’
Compare

FO Transform

25[XIU+21] Xagawa, Keita, Akira Ito, Rei Ueno, Junko Takahashi, and Naofumi Homma. "Fault-injection attacks against NIST’s post-quantum cryptography 
round 3 KEM candidates." In Advances in Cryptology–ASIACRYPT 2021: 27th International Conference on the Theory and Application of Cryptology and 
Information Security, Singapore, December 6–10, 2021, Proceedings, Part II 27, pp. 33-61. Springer International Publishing, 2021.

Bypass Comparison Downgrade from CCA to CPA Security

This attack could have been easily avoided with a more careful implementation



FIA on Decapsulation: Skip CT Comparison [XIU+21]

26[XIU+21] Xagawa, Keita, Akira Ito, Rei Ueno, Junko Takahashi, and Naofumi Homma. "Fault-injection attacks against NIST’s post-quantum cryptography 
round 3 KEM candidates." In Advances in Cryptology–ASIACRYPT 2021: 27th International Conference on the Theory and Application of Cryptology and 
Information Security, Singapore, December 6–10, 2021, Proceedings, Part II 27, pp. 33-61. Springer International Publishing, 2021.

Pre-Key 
Computation

Decrypted 
Message

Public Key

Valid Pre-Key

Stored in 
Variable T

Re-
Encryption

Received 
Ciphertext

Recomputed
Ciphertext Ciphertext

Comparison

Pass/Fail

Conditional 
Move

If Fail
Overwrite T = Rand

Final Pre-Key
KDF

Session Key

Stored in 
Variable T



FIA on Decapsulation: Skip CT Comparison [XIU+21]

27[XIU+21] Xagawa, Keita, Akira Ito, Rei Ueno, Junko Takahashi, and Naofumi Homma. "Fault-injection attacks against NIST’s post-quantum cryptography 
round 3 KEM candidates." In Advances in Cryptology–ASIACRYPT 2021: 27th International Conference on the Theory and Application of Cryptology and 
Information Security, Singapore, December 6–10, 2021, Proceedings, Part II 27, pp. 33-61. Springer International Publishing, 2021.

Pre-Key 
Computation

Decrypted 
Message

Public Key

Valid Pre-Key

Stored in 
Variable T

Re-
Encryption

Received 
Ciphertext

Recomputed
Ciphertext Ciphertext

Comparison

Pass/Fail

Conditional 
Move

Never Overwrite valid Pre-Key

Valid Pre-Key
KDF

Valid Session Key

Stored in 
Variable T



FIA on Decapsulation: Skip CT Comparison [XIU+21]

28[XIU+21] Xagawa, Keita, Akira Ito, Rei Ueno, Junko Takahashi, and Naofumi Homma. "Fault-injection attacks against NIST’s post-quantum cryptography 
round 3 KEM candidates." In Advances in Cryptology–ASIACRYPT 2021: 27th International Conference on the Theory and Application of Cryptology and 
Information Security, Singapore, December 6–10, 2021, Proceedings, Part II 27, pp. 33-61. Springer International Publishing, 2021.

Pre-Key 
Computation

Decrypted 
Message

Public Key

Valid Pre-Key

Stored in 
Variable T

Re-
Encryption

Received 
Ciphertext

Recomputed
Ciphertext Ciphertext

Comparison

Pass/Fail

MoveKDF
Final Pre-KeySession Key

If Pass
Write T’ = T

Stored in 
Variable T’

If Fail
Write T’ = Z
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Attack Name DUT_IO_Access Type of 
Fault

Targeted_
or_Not 

No. of Faults within 
Single Computation

Total No. of 
Faulty Computations

Countermeasure

Skip_CT_ 
Compare

Communicate_DUT
_IO

Control Targeted 1 Few thousand. Protected Conditional 
Move



Decryption
(Secret Key)

Chosen 
Ciphertexts

Re-Encryption

FIA on Decapsulation: Fault Assisted CCA [PP21,HPP21,D22]

Message Ciphertext’
Compare

[PP21] Pessl, Peter, and Lukas Prokop. "Fault attacks on CCA-secure lattice KEMs." IACR Transactions on Cryptographic Hardware and Embedded Systems (2021): 37-60.
[HPP21] Hermelink, Julius, Peter Pessl, and Thomas Pöppelmann. "Fault-enabled chosen-ciphertext attacks on Kyber." In Progress in Cryptology–INDOCRYPT 2021: 22nd 
International Conference on Cryptology in India, Jaipur, India, December 12–15, 2021, Proceedings 22, pp. 311-334. Springer International Publishing, 2021.
[D22] Delvaux, Jeroen. "Roulette: A Diverse Family of Feasible Fault Attacks on Masked Kyber." IACR Transactions on Cryptographic Hardware and Embedded Systems (2022)

Modus Operandi: Inject Faults to realize a Decryption Failure (DF) Oracle 

Key = F(Message)
Or

Reject/
Key = Random



x -u

s v

m’ = Enc(m) + esmall
Decode

(Erroneous Message Poly)

m

Decryption

esmall = f(s,e)

0 

q/2

0 

1 
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Chosen 
Ciphertext = (u, v)

Linear Relation esmall[i]

esmall[i]

FIA on Decapsulation: Fault Assisted CCA [PP21,HPP21,D22]

Knowledge of esmall[i] < 0 or esmall[i] > 0 
for chosen-ciphertexts

Modus Operandi: 
Use faults to learn esmall[i] < 0 or esmall[i] > 0 

for chosen-ciphertexts



x -u

s v

m’ = Enc(m) + esmall
Decode

(Erroneous Message Poly)

m

Decryption

esmall = f(s,e)

0 

q/2

0 

1 

Ciphertext = (u, v)

Linear Relation esmall[0] + ⌊q/4⌋

esmall[0] + ⌊q/4⌋

FIA on Decapsulation: Ineffective Fault Analysis [PP21]

Skip Addition 
Operation
(e.g.) m’[0]

Bit Flip when esmall[0] < 0
Decapsulation Failure 

No Bit Flip when esmall[0] > 0
Decapsulation Success 

Effective 
Fault

Ineffective 
Fault

Can also tolerate 
error 
(1%)

[PP21] Pessl, Peter, and Lukas Prokop. "Fault attacks on CCA-secure lattice KEMs." IACR Transactions on 
Cryptographic Hardware and Embedded Systems (2021): 37-60.
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Attack Name DUT_IO_Access Type of 
Fault

Targeted_or
_Not 

No. of Faults within 
Single Computation

Total No. of 
Faulty Computations

Countermeasure

Skip_CT_ 
Compare

Communicate_DUT
_IO

Control Targeted 1 Few thousands
(1k-3k)

Protected Conditional 
Move

Ineffective_FIA Communicate_DUT
_IO

Control Targeted 1 Few thousands
(5k-7k)

Shuffle Message 
Decoding



Decryption
(Secret Key) Re-Encryption

m’ = m ct’ = (u,v)
Compare

CCA Secure Decapsulation

Success
ct = 
(u ,

v + ⌊q/4⌋. x0)

0 

q/2

0 

1 
Decoding of m’[0]

No Decryption Failure Single bit change
in valid ct

ct

Correct the Bit Flip
(Laser Fault Injection)

FIA on Decapsulation: Fault Correction Attack [HPP21]

esmall[0] < 0

[HPP21] Hermelink, Julius, Peter Pessl, and Thomas Pöppelmann. "Fault-enabled chosen-ciphertext attacks on Kyber." In Progress in Cryptology–INDOCRYPT 2021: 22nd 
International Conference on Cryptology in India, Jaipur, India, December 12–15, 2021, Proceedings 22, pp. 311-334. Springer International Publishing, 2021.

Attacker 
learns

Only differ by single bit



FIA on Decapsulation: Fault Correction Attack [HPP21]

Decryption
(Secret Key) Re-Encryption

m’ ≠ m ct’ = (u’,v’)
Compare

CCA Secure Decapsulation

Failure

0 

q/2

0 

1 
Decoding of m’[0]

Decryption Failure 

ct

Correct the Bit Flip
(Laser Fault Injection)

Completely random ct’

esmall[0] < 0

Fault can be injected over 
a large time window

[HPP21] Hermelink, Julius, Peter Pessl, and Thomas Pöppelmann. "Fault-enabled chosen-ciphertext attacks on Kyber." In Progress in Cryptology–INDOCRYPT 2021: 22nd 
International Conference on Cryptology in India, Jaipur, India, December 12–15, 2021, Proceedings 22, pp. 311-334. Springer International Publishing, 2021.

ct = 
(u ,

v + ⌊q/4⌋. x0)

Single bit change
in valid ct

Attacker 
learns



FIA on Decapsulation: Fault Correction Attack [HPP21]

• Compute Hash of Ciphertext and Compare with Hash
• Inject fault before ciphertext sent to hash function
• Reduces Attack Surface, but does not prevent attack

• Attack of [HPP21] improved in Roulette Attack [D22]:
• Larger Attack Surface:

• Operations in Re-Encryption: Sampler, INTT
• Relaxed Fault Models:

• Set-to-0, random faults, arbitrary bit flips, instruction skips
• Allows larger errors:

• ≅ 25%

[D22] Delvaux, Jeroen. "Roulette: A Diverse Family of Feasible Fault Attacks on Masked Kyber." IACR Transactions on Cryptographic Hardware and Embedded Systems (2022)
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Attack Name DUT_IO_Access Type of 
Fault

Targeted_or_Not No. of Faults 
within Single 
Computation

Total No. of 
Faulty 

Computations

Countermeasure

Skip_CT_ 
Compare

Communicate_DUT
_IO

Control Targeted 1 Few thousands
(1k-3k)

Protected Conditional Move

Ineffective_FIA Communicate_DUT
_IO

Control Targeted 1 Few thousands
(5k-7k)

Shuffle Message Decoding

Fault_Correction
_Attack_1

Communicate_DUT
_IO

Control Targeted
(Bit Flip)

1 Few thousands
(5k-7k)

Redundancy

Fault_Correction
_Attack_2

Communicate_DUT
_IO

Control Targeted
(More Relaxed 
Fault Models)

1 Few tens-hundred 
thousands
(10k-100k)

Redundancy

Open Research Directions: Development of Algorithmic Countermeasures against fault 
assisted DF oracle attacks 
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Key 
Generation

(Offline)

Alice

Bob

VerificationSign
Public Key 

(pk)

Signature
(sig)

Secret Key 
(sk)

Pass/Fail

Signature Scheme: Background

39

Message
(m)

Message
(m)



Key 
Generation

(Offline)

Alice

Bob

VerificationSign
Public Key 

(pk*)

Signature
(sig)

Secret Key 
(sk*)

Pass/Fail

Signature Scheme: Attacking Alice

40

Message
(m)

Message
(m)

q Single execution to target Key Generation: Key Recovery Attack
q Recover Secret key from Faulty but valid Public Key
q But, key generation mostly done offline (PKI Infrastructure)



Key 
Generation

(Offline)

Alice

Bob

VerificationSign
Public Key 

(pk)

Signature
(sig*)

Secret Key 
(sk)

Pass/Fail

Signature Scheme: Attacking Alice

41

Message
(m)

Message
(m)

q Multiple Executions to target Signing Procedure:
q Single/Multiple faulty signatures used to recover secret key
q Most attractive target for attacker



Attacker Bob

VerificationForge Sign
Public Key 

(pk)

Signature’
(invalid_sig’)

Pass

Signature Scheme: Attacking Bob

42

Message
(m)

Message
(m)

q Single Execution to bypass Signature Verification:
q Application: Secure Boot
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Nonce 
Generation

Message (m)

Random

Fixed 
Nonce

Random 
Nonce

Gen
Challenge

Challenge
(c)

+x
Secret

(s)

Nonce
(n)

z = 
s . c + n

Signature:
(z, c), m

Deterministic / Randomized

FIA on Signing Procedure: Background

Rejection
Checks

Deterministic Signing appears to be 
susceptible to FIA more 

easily than Probabilistic Signing! 
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Nonce 
Generation

Message (m)

Random

Fixed 
Nonce

Random 
Nonce

Gen
Challenge

Challenge
(c)

+x
Secret

(s)

Nonce
(n)

z = s . c + n
Signature:

(z, c), m

Deterministic / Randomized
Random 

Fault

[BP18] Bruinderink, Leon Groot, and Peter Pessl. "Differential fault attacks on deterministic lattice signatures." IACR Transactions on Cryptographic 
Hardware and Embedded Systems (2018): 21-43.

FIA on Signing Procedure: DFA (Deterministic) [BP18]

Rejection
Checks
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Nonce 
Generation

Message (m)

Random

Fixed 
Nonce

Random 
Nonce

Gen
Challenge

+x
Secret

(s)

Nonce
(n)

Deterministic / Randomized
Random 

Fault

Challenge
(c*)

z* = s . c* + n
Faulty Signature:

(z*, c*), m

(Few Thousand 
Operations)

[BP18] Bruinderink, Leon Groot, and Peter Pessl. "Differential fault attacks on deterministic lattice signatures." IACR Transactions on Cryptographic 
Hardware and Embedded Systems (2018): 21-43.

FIA on Signing Procedure: DFA (Deterministic) [BP18]

Rejection
Checks

Force Nonce reuse 
through Faults
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z = s . c + n z* = s . c* + n

Valid Sig. Faulty Sig.

(z – z*) = s . (c – c*) 

s = (z – z*).(c – c*)-1

60% operations are vulnerable 
to DFA

Mitigation
Verify the generated Signatures

Verify
After SignSign

message signature Valid signature

FIA on Signing Procedure: DFA (Deterministic) [BP18]
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Nonce 
Generation

Message (m)

Random

Fixed 
Nonce*

Random 
Nonce

Gen
Challenge

+x
Secret

(s)

Nonce
(n*)

Random 
Fault

Challenge
(c*)

z* = s . c* + n*
Faulty yet Valid 

Signature
(z*, c*), m

[BP18] Bruinderink, Leon Groot, and Peter Pessl. "Differential fault attacks on deterministic lattice signatures." IACR Transactions on Cryptographic 
Hardware and Embedded Systems (2018): 21-43.

FIA on Signing Procedure: DFA (Deterministic) [BP18]

Rejection
Checks

Fault towards end of Sampling Procedure
Very few coefficients of nonce are changed



49

Nonce 
Generation

Message (m)

Random

Fixed 
Nonce*

Random 
Nonce

Gen
Challenge

+x
Secret

(s)

Nonce
(n*)

Random 
Fault

Challenge
(c*)

z* = s . c* + n*
Faulty yet Valid 

Signature
(z*, c*), m

[BP18] Bruinderink, Leon Groot, and Peter Pessl. "Differential fault attacks on deterministic lattice signatures." IACR Transactions on Cryptographic 
Hardware and Embedded Systems (2018): 21-43.

FIA on Signing Procedure: DFA (Deterministic) [BP18]

Rejection
Checks

Fault towards end of Sampling Procedure
Very few coefficients of nonce are changed

z = s . c + n z* = s . c* + n*
Valid Sig. Faulty Sig.

s = (z – z*).(c – c*)-1 - ε



50

Nonce 
Generation

Message (m)

Random

Fixed 
Nonce

Random 
Nonce

Gen
Challenge

+x
Secret

(s)

Nonce
(n)

Challenge
(c)

z = s . c + n

FIA on Signing Procedure: DFA (Deterministic)

Rejection
Checks

Hash

r
(Low Quality 

PRNG
Output)

Signature:
(z, c), m, r 

Attacker does not observe signatures 
for same nonce twice!! 

New Proposal (This Talk):
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Attack Name DUT_IO_Access Type of 
Fault

Targeted_or_Not No. of Faults 
within Single 
Computation

Total No. of 
Faulty 

Computations

Countermeasure

Generic_DFA Communicate_DUT
_IO

Data/
Control

Non_Targeted 1 1 Verify_after_Sign
Redundancy (Nonce Sample)
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Nonce 
Generation

Message (m)

Random

Fixed 
Nonce

Random 
Nonce

Gen
Challenge

+x
Secret

(s)

Nonce
(n*)

Det. / Rand.

Challenge
(c*)

z* = s . c* + n* Faulty Signature:
(z*, c*), m

[EFG+18] Espitau, Thomas, Pierre-Alain Fouque, Benoît Gérard, and Mehdi Tibouchi. "Loop-abort faults on lattice-based fiat-shamir and hash-and-sign signatures." In Selected Areas in 
Cryptography–SAC 2016: 23rd International Conference, St. John's, NL, Canada, August 10-12, 2016, Revised Selected Papers 23, pp. 140-158. Springer International Publishing, 2017.

FIA on Signing Procedure: Loop Abort Fault [EFG+18]

Rejection
Checks

Abort Sampling 
of nonce

Low Degree Nonce

• Unmask most coefficients 
of s.c in signature

z* = s. c + ε
• If nonce degree is low enough, 

single faulty sign enables 
full key recovery 
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[EFG+18] Espitau, Thomas, Pierre-Alain Fouque, Benoît Gérard, and Mehdi Tibouchi. "Loop-abort faults on lattice-based fiat-shamir and hash-and-sign signatures." In Selected Areas in 
Cryptography–SAC 2016: 23rd International Conference, St. John's, NL, Canada, August 10-12, 2016, Revised Selected Papers 23, pp. 140-158. Springer International Publishing, 2017.

FIA on Signing Procedure: Loop Abort Fault [EFG+18]
• Initializing nonce to random values and then sample

• Sanity Check of Nonce
• Check for high number of zeros
• Entropy Check
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Attack Name DUT_IO_Access Type of 
Fault

Targeted_or_Not No. of Faults 
within Single 
Computation

Total No. of 
Faulty 

Computations

Countermeasure

Generic_DFA Communicate_DUT
_IO

Data/
Control

Non_Targeted 1 1 Verify_after_Sign
Redundancy (Nonce Sample)

Loop_Abort Observe_DUT_IO Control Targeted 1 1 Redundancy (Nonce Sample)
Sanity Check on Nonce
Random Initialization
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Nonce 
Generation

Message (m)

Random

Fixed 
Nonce

Random 
Nonce

Gen
Challenge

+x
Secret

(s)

Nonce
(n)

Det. / Rand.

Challenge
(c)

z* = s . c + n

Faulty Signature
(z*, c), m

[RJH+19] Ravi, Prasanna, Mahabir Prasad Jhanwar, James Howe, Anupam Chattopadhyay, and Shivam Bhasin. "Exploiting determinism in lattice-based signatures: practical fault 
attacks on pqm4 implementations of NIST candidates." In Proceedings of the 2019 ACM Asia Conference on Computer and Communications Security, pp. 427-440. 2019.

FIA on Signing Procedure: Skip Addition [RJH+19]

Rejection
Checks

Skip Add of Single 
Coeffs.

Unmask coefficients 
of s.c or n

z* = s. c (Probabilistic)
or

z* = n (Only Deterministic)
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Nonce 
Generation

Message (m)

Random

Fixed 
Nonce

Random 
Nonce

Gen
Challenge

+
Secret

(s)

Nonce
(n)

Det. / Rand.

Challenge
(c)

[RJH+19] Ravi, Prasanna, Mahabir Prasad Jhanwar, James Howe, Anupam Chattopadhyay, and Shivam Bhasin. "Exploiting determinism in lattice-based signatures: practical fault 
attacks on pqm4 implementations of NIST candidates." In Proceedings of the 2019 ACM Asia Conference on Computer and Communications Security, pp. 427-440. 2019.

FIA on Signing Procedure: Skip Addition [RJH+19]

Rejection
Checks

Compute z in 
NTT Domain

INTT propagates the error to 
all coefficients  ensuring rejection of 

faulty signature with high probability!!!

NTT
Mult INTT

Ineffective Faults are still possible!
But, attacker complexity significantly increases 

by a factor of ≅ 223
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Attack Name DUT_IO_Access Type of 
Fault

Targeted_or_No
t 

No. of Faults 
within Single 
Computation

Total No. of 
Faulty 

Computations

Countermeasure

Generic_DFA Communicate_DUT
_IO

Data/
Control

Non_Targeted 1 1 Verify_after_Sign
Redundancy (Nonce Sample)

Loop_Abort Observe_DUT_IO Control Targeted 1 1 Redundancy (Nonce Sample)
Sanity Check on Nonce
Random Initialization

Skip_Addition Communicate_DUT
_IO/Observe_DUT_

IO

Data/
Control

Targeted 1 Few thousand Verify After Sign
Redundancy (Final Addition)

NTT Addition
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Nonce 
Generation

Message (m)

Random

Fixed 
Nonce

Random 
Nonce

Gen
Challenge

+x
Secret

(s*)

Nonce
(n)

Det. / Rand.

Challenge
(c)

z* = s* . c + n

Faulty Signature
(z*, c), m

[IMS+22] Islam, Saad, Koksal Mus, Richa Singh, Patrick Schaumont, and Berk Sunar. "Signature Correction Attack on Dilithium Signature Scheme." In 2022 
IEEE 7th European Symposium on Security and Privacy (EuroS&P), pp. 647-663. IEEE, 2022.

FIA on Signing Procedure: Erroneous Secret Key [IMS+22]

Rejection
Checks

Inject random errors in 
Single secret 
coefficients

Try to correct error in 
faulty signature

z** = z* + ε
which passes verification 
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Attack Name DUT_IO_Access Type of 
Fault

Targeted_or_No
t 

No. of Faults 
within Single 
Computation

Total No. of 
Faulty 

Computations

Countermeasure

Generic_DFA Communicate_DUT
_IO

Data/
Control

Non_Targeted 1 1 Verify_after_Sign
Redundancy (Nonce Sample)

Loop_Abort Observe_DUT_IO Control Targeted 1 1 Redundancy (Nonce Sample)
Sanity Check on Nonce
Random Initialization

Skip_Addition Communicate_DUT
_IO/Observe_DUT_

IO

Data/
Control

Targeted 1 Few thousand Verify After Sign
Redundancy (Final Addition)

NTT Addition

Erroneous_
Secret_Key

Observe_DUT_IO Data Targeted 1 Few thousand Verify After Sign
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Nonce 
Generation

Message (m)

Random

Fixed 
Nonce

Random 
Nonce

Gen
Challenge

+x
Secret

(s)

Nonce
(n)

Det. / Rand.

Challenge
(c) z* = n Faulty Signature

(z*, c), m

FIA on Signing Procedure: NTT Fault Attack [RYB+23]

Rejection
Checks

Inject Fault in 
NTT(c)

DFA Attack on 
Deterministic Variant 

c[0] = 0 NTT(c) = 0

[RYB+23] Ravi, Prasanna, Bolin Yang, Shivam Bhasin, Fan Zhang, and Anupam Chattopadhyay. "Fiddling the Twiddle Constants-Fault Injection Analysis of 
the Number Theoretic Transform." IACR Transactions on Cryptographic Hardware and Embedded Systems (2023): 447-481.
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FIA on Signing Procedure: NTT Fault Attack [RYB+23]

[RYB+23] Ravi, Prasanna, Bolin Yang, Shivam Bhasin, Fan Zhang, and Anupam Chattopadhyay. "Fiddling the Twiddle Constants-Fault Injection Analysis of 
the Number Theoretic Transform." IACR Transactions on Cryptographic Hardware and Embedded Systems (2023): 447-481.

Nonce 
Generation

Message (m)

Random

Fixed 
Nonce

Random 
Nonce

Gen
Challenge

+
Secret

(s)

Nonce
(n)

Det. / Rand.

Challenge
(c) Rejection

Checks
NTT
Mult INTT

Inject Fault in 
NTT(n)

n* = (n[0], 0, 0, 0, … 0)

Unmask all but one 
coefficient 

of s.c
z* = s. c (Probabilistic)
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Attack Name DUT_IO_Access Type of 
Fault

Targeted_or_No
t 

No. of Faults 
within Single 
Computation

Total No. of 
Faulty 

Computations

Countermeasure

Generic_DFA Communicate_DUT
_IO

Data/
Control

Non_Targeted 1 1 Verify_after_Sign
Redundancy (Nonce Sample)

Loop_Abort Observe_DUT_IO Control Targeted 1 1 Redundancy (Nonce Sample)
Sanity Check on Nonce
Random Initialization

Skip_Addition Communicate_DUT
_IO/Observe_DUT_

IO

Data/
Control

Targeted 1 Few thousand Verify After Sign
Redundancy (Final Addition)

NTT Addition

Erroneous_
Secret_Key

Observe_DUT_IO Data Targeted 1 Few thousand Verify After Sign

NTT_Fault_
Attack

Communicate_DUT
_IO/Observe_DUT_

IO

Data Targeted 1 1 Sanity Check on Twiddle 
Constants or NTT outputs
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FIA on Verification Procedure

pk0 x

z

c
(Challenge)

x

pk1

- Gen
Challenge Comparison

pk0

Signature: (z, c) , m
Public Key: (pk0, pk1)

cre
(Challengere) Pass

/Fail

Most Obvious Target
Can be fortified with known 

Countermeasures (redundancy)

Are there other fault vulnerabilities ???
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FIA on Verification: NTT Fault Attack [RYB+23]

pk0 x

z

x

pk1

- Gen
Challenge Comparison

pk0

Pass

0

Single Targeted Fault

z’

cbad
(Challengebad)

cbad
(Challengebad)

[RYB+23] Ravi, Prasanna, Bolin Yang, Shivam Bhasin, Fan Zhang, and Anupam Chattopadhyay. "Fiddling the Twiddle Constants-Fault Injection Analysis of 
the Number Theoretic Transform." IACR Transactions on Cryptographic Hardware and Embedded Systems (2023): 447-481.

For any 
Message m

Fault NTT(c)

Signature: (z, c) , m
Public Key: (pk0, pk1)
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q Variety of FIA are possible on unprotected Kyber and Dilithium
q Non-Monolitic nature of scheme: Arithmetic Domain, Boolean Domain

q Underlying algorithmic features and implementation choices render them susceptible to SCA and 
FIA

q Questions:
q Should we use dedicated countermeasures for every attack?
q Can we exploit algorithmic features for efficient and low-cost countermeasures?

q Refer to [RDB+22] for a systematic study of SCA, FIA of Kyber and Dilithium (NIST PQC Standards)

Conclusion

67
[RDB+22] Ravi, Prasanna, Anupam Chattopadhyay, Jan Pieter D'Anvers, and Anubhab Baksi. "Side-channel and fault-injection attacks over lattice-
based post-quantum schemes (Kyber, Dilithium): Survey and new results." Cryptology ePrint Archive (2022).



Thank you!

“In a way, these things are like gold nuggets that God left in the forest. If I'm walking 
along in the forest and I stubbed my toe on it, who's to say I deserve 
credit for discovering it?”

-- Dr. Martin Hellman on the discovery of Public-Key Cryptography
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