INFORMATIONSECURITYAND PRIVACYADVISORYBOARD

Established by the Computer Security Act of 1987
[Amended by the Federal Information Security Modernization Act of 2014]

MEETING AGENDA
October 25-26, 2023
JW Marriott Washington DC,
The Senate Room (Lobby Level)
1331 Pennsylvania Ave, Washington, DC 20004

*Please note: Speakers/times are subject to change without notice.

Wednesday, October 25, 2023

10:00 AM. — 10:15AM. Welcome and Opening Remarks
Board Introductions and Member Updates on Recent Activity
Review of Schedule and Discussion of Potential Issue Areas

Steve Lipner, Chair, ISPAB, and
Executive Director,

SAFECode
Board Members
10:15AM. - 10:45AM. ITL Update
Jim St. Pierre, Acting Director of ITL,
NIST
10:45 AM. — 11:00 AM. Board Questions for NIST ITL Director
11:00 AM. — 11:15AM. Break
Cybersecurity Threats Facing the USG, A Briefing
HASAM. - 1145PM. Colin Soutar, Managing Director,
Deloitte & Touche LLP
11:45 AM. - 12:00 PM. Board Questions for Threat Brief
12:00P.M. — 1:00P.M. Lunch
1:00PM. — 1:45PM.  IoT Cybersecurity Guidance, Recommendations and Labels
National Cybersecurity Implementation Plan 3.2.2
Kat Megas, loT Cybersecurity Project Lead,
NIST
1:45PM. — 2:00P.M Board Questions on IoT
2:00PM. - 2:30P.M.  Software Liability Overview and Issues for the USG

Melanie Teplinsky, Senior Fellow
Tech, Law, and Security Program,
American University, Washington College of Law
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Wednesday, October 25, 2023

2:30PM. - 2:45P.M.
2:45PM. - 3:30P.M.

3:30PM - 345PM

345PM. - 4:15PM.

4:15 P.M.

Board Questions on Software Liability

Open Source Security Request for Information Review
National Cybersecurity Implementation Plan 4.1.2

Anjana Rajan, Assistant National Cyber Director for Technology Security,
ONCD/EQOP

Nasreen Djouini, Senior Policy Advisor for Technology Security,
ONCD/EOP

Board Q& A and Discussion on OSS RFI

Public Comment Period

Day 1 Adjourned
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*Please note: Speakers/times are subject to change without notice.

Thursday, October 26, 2023

10:30 AM.

10:45 AM
11:15 AM.

11:30 A.M.
12:00 P.M.

12:15 P.M.
1:15 P.M.
1:45 P.M.

2:00 P.M.
2:15P.M.

2:45P.M.

3:00 P.M.

3:30 P.M

A Briefing on the EU Cyber Resilience Act

Christiane Kierketerp de Viron,
Head of Unit for Cybersecurity and Digital Privacy Policy,
European Commission

Board Q& A/Discussion

National Security Memo 10 and Post Quantum Cryptography
National Cybersecurity Implementation Plan 4.3.1

Dustin Moody, Post-Quantum Cryptography (PQC) Project Team Lead,
NIST

Dylan Presman, Director for Budget and Assessment,
ONCD/EOP
Board Q& A/Discussion on NSM 10 and PQC

Cybersecurity for USG Research and Development

Terry Carpenter, Deputy Office Head, Office of Business Information
Technology & Deputy CIO, NSF

Linnea Avallone, Chief Officer for Research Facilities,

NSF

Board Q&A/Discussion on Cybersecurity R&D
Lunch

NIST Cybersecurity for Research Guidance

Connie LaSalle, Senior Technology Policy Advisor,
NIST
Board Q& A/Discussion on Cybersecurity for Research

Break
CSF 2.0 Update

Cheri Pascoe, Director, NCCoE,

NIST
Board Q& A/Discussion on CSF 2.0

Board Work; Recommendations; Next Meeting Planning
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