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Notices and Disclaimers

Intel provides these materials as-is, with no express or implied warranties.

All products, dates, and figures specified are preliminary, based on current
expectations, and are subject to change without notice.

Intel, processors, chipsets, and desktop boards may contain design defects or errors
known as errata, which may cause the product to deviate from published
specifications. Current characterized errata are available on request.

Intel technologies’ features and benefits depend on system configuration and may
require enabled hardware, software or service activation. Performance varies
depending on system configuration. No product or component can be absolutely
secure. Check with your system manufacturer or retailer or learn more at

http://intel.com.

Some results have been estimated or simulated using internal Intel analysis or
architecture simulation or modeling, and provided to you for informational purposes.
Any differences in your system hardware, software or configuration may affect your

actual performance.

Intel and the Intel logo are trademarks of Intel Corporation in the United States and
other countries.

*Other names and brands may be claimed as the property of others.
© Intel Corporation
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AGENDA

= WWho's this guy

= Overview of Intel’s supply chain
= [ools and Processes used

= \What gaps exists
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WHO AM1?

* Began career at Sandia National Labs doing nation-state level, red
teaming activities.
 [Focused onreverse engineering and vulnerability exploitation work against embedded
systems

« Worked for Raytheon SI-Gov/Cyber Security Innovations group.
« SME onPRoT technologies for COTS equipment
* Graduate of Raytheon and US Navy anti-tamper courses

» Joined Intel in 2019 and now chief architect of new high-security
processing solutions

 Former SrDirector of Security Assurance and Cryptography

* Authored internal and external Intel documents for supply chain threat models
» Assisting in the development of supply chain specification for ISO and USG

* Primary interface to USG for security-related engagements
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LET'S LEVEL SET

’ |ﬂte| ComDUte !_IfeCVCle ASSUF8HC@4 <CLA> Comprehensive Supply Chain Security
initiative identifies four primary stages of
poroduct lifecycle: (3] spemraesy e
1.  Build =
2. Transfer SRl e oterae
3. Operate -
4. Retire | - f/q_b D%':%E
* What standards and efforts exist today are
orimarily focused on Transfer and Operate Qo B
phases, with little education or definition on the
Build phase.

* |nthis presentation, we'll focus on the Build
phase and how it can be assessed.
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THE SUPPLY CHAIN




Concept

1. Define customer
requirements

2. Register product
into SDL e database
3. Begin product
definition

4. Establish
execution team and
define product
timeline
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Development

Q

1. Create hardware
and/or software
design for product

2. ldentify external
components and
providers

3. Complete internal
program and
security reviews

SUPPLY GHAIN STAGES

Integration

1. Integrate custom
and 3™-party
components into
overall design

2. Complete full
system synthesis
and initial testing

3. Tape-out final
product and send to
manufacturing

Manufacturin

I

1. Create product
masks, typically one
per layer of IC

2.Begin mass
production of silicon
wafers

3. Conduct wafer
sort, validating
structural and
electrical
characteristics

4. Package wafers
for transfer to ATMs

1. Products are
assembled and
enclosed in product
packaging
2.Packaged
product begins first
stage testing

3. After thorough
testing, product are
transitioned into
high volume
manufacturing
(HVM) stage

Provisioning

1. Minimal provision
perform after
assembly to support
early product tests

2. Functional
product are fully
provisioned with
pre-generated
device dataand
settings

3. Final testingis
performed to
validate
provisioning

Deployment

1. Final products are
recorded in internal
databases and
sorted for
destinations

2. Coordinate
distribution of
products to partners
and customers

3. Manage disposal
of failed products

* Thanks to depositphotos.com for images
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Intel Global Manufacturing Footprint

Robust, geo-diverse and expanding supply for wafer and packaging

@ = @® sort @ ~ssemBLY/TEST @ DEVELOPMENT

Oregon:$3B "

® © Leixlip,Ireland
Y Magdeburg, Germany

® ® ® Oregon, USA

@ ® Arizona, USA Y Licking County, Ohio

() New Mexico, USA @ o KiryatGat, Israel

® Belen, CostaRica

Ohio: $20B

Newsite-under
construction
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® Chengdu, China

® Ho ChiMinh City, Vietnam

® Kulim, Malaysia




UNDERSTANDING THE THREATS




ICSUPPLY CHAIN THREATS (10K FT VIEW)

Conceptual Design Integration Provisioning/ Deployment
Configuring

Falsification of
Test Results

Insider
Threat

Third-Party
Plugins
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https://www.intel.com/content/dam/www/public/us/en/documents/white-papers/supply-chain-threats-v1.pdf

KEEP DRILLING DOWN (1K FT VIEW)

Assembly Class
Completed

Testing

Inaccurate
Production Count

Theft of Unlock
Product
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Falsification of Test
Results

Theft of Unlocked
Product

Compromise of Test
Equipment

Resale of Failed
Products

Unauthorized
Disclosure of Test
Procedure(s)

Modification of Fuse
Value(s)

System

Pt Validation

Extraction of
Unencrypted Fuses

Extraction of Key
Material

Failure to Wipe Fuse
Value(s)

Duplication of Fuse
Value(s) between
Parts

Resale of Failed
Products

Disclosure of Fuse
Map

Compromise of Test
Equipment

Unauthorized
Disclosure of Fusing
Process

Falsification of Test
Results

Theft of Product

Compromise of Test
Equipment

Resale of Failed
Products

Unauthorized
Disclosure of Test
Procedure(s)

Falsification of Test
Results

Theft of Product

Compromise of Test
Equipment

Resale of Failed
Products

Unauthorized
Disclosure of Test
Procedure(s)

Injection of Trojan
or Counterfeit
Products

Theft of Products

Disclosure of
Shipping Records

Falsification of
Shipping Records
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SW SUPPLY CHAIN THREATS (10K FT VIEW

Insider Threat
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Insider Threat

Compromise of
Design Documents

Compromise of
Requirements
Documents

Implementation
Insider Threat

Modification/
Poisoning of
Source Code

Compromise of
Code Repository

Failsification/
Compromise of
User Credentials

Modification of
Submission Logs

Compromise
Design Tools

Malicious Plugin
for Design Tools

Exfiltration of
Source Code or
Sensitive Data

Deletion of Data

Insider Threat

Modification/
Poisoning of
Source Code

Modification/
Poisoning of Build
Process

Compromise of
Build System

Injection of
Malicious/
Vulnerable Library

Compromise of
Signing Keys

Malicious Use of
Signing Keys

Impersonate
Library Repository

Integration

Insider Threat

Modification/
Poisoning of
Source Code

Injection of
Malicious/
Vulnerable Library

Trojan 3rd-party
Module

Compromise of
Code Repository

Modification of
3rd-party Product

Deletion of Data

Insider Threat

Modification/
Falsification of Test
Results

Compromise of
Test Equipment/
Tools

Disable/Bypass
Testing

Deployment

Insider Threat

Compromise of
Deployment
System

Compromise of
Update System

Malicious Insertion
of Unauthorized
Code

Replacement of
Valid Binaries/
Patches

Extraction of
Customer
Information



INTERNAL TOOLS




Challenge: Threats & Threat Model

Impersonate Library
Repasitory: Attacker poisons
DNS entries, or otherwise
redirects traffic, for employee
attempting to reach remote
repository and instead direct
them to attacker owned
repository with malicious/
vulnerable libraries.

Apply hardening
procedures on the
environment hosts (CIS
Benchmarks = just as a
starting point)

Perform periodic
vulnerability scans
(network and web
application)

Deploy and use a SIEM
(Security Information
and Event
Management) system

Monitor / perform
integrity checks of
executables, libraries,
configuration files, etc.

Usecentralized log
servers (with append
only, encryption, etc)

Use ntrusion detection
and protection systems

Usecryptography (in
transit and at rest)

Source: Intel Supply Chain Security Experts Team
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Threat
ID

Top 25 CICD Threats

Threat

Modification of Concept/Design content
Modification of Requirements content

Exfil of Concept/Reqts/Design content
Modification of Source code
Read/Modification of Defects/Vulns
Compromise of Design/Dev tools

Exfil of Source code & Defect/Vulns

Modification of Source code
Compromise of Build system
Modification of binaries
Malicious 3PIP, Bad dependency

Modification/Compromise of Keys

Exfil of source code, 3PIP, binaries, keys
Modification of Test content
Modification/Bypass of Test results

Compromise of Test tools
Exfil of Test content & results
Modification of Release content

Read/Modification of Customer content
Compromise of Deploy/Update systems
Exfil of release content, customer content
Compromise of Deployed product
Read/modification of Defects/Vulns
Read/modification of Customer content
Exfil of Defects/vulns, customer content

intel.
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Threat Model / Attack Tree

Compromise of Build
System: Attacker gains
ess to build system and

Apply hardening
procedures on the
environment hosts

(deploy / install only
signed and verified release
packages, etc)(logs in
place, integrity, etc).

Monitor / perform
integrity checks of build
artifacts (e.g. executables,
libraries, configuration
files, etc.)

modifies build settings to

introduce or inject
vulnerabilities into the
resulting product

The build service ensures
that the build steps run in
an ephemeral
environment, such asa
container or VM,
provisioned solely for this
build, and not reused from
a prior build

Use centralized log servers
(with append only,
enaryption, etc)

NIST Presentation — February 2024

Usea hermetic,
reproducible build process.
All transitive build steps,
sources, and dependencies
are fully dedared up front
with immutable refrences

Multiple independent
builds while preserving
automation (make sure the
final build output is the
same across
environments / building
processes)

Modification of Source
Code: Malicious insider, or
attacker who gains
execution on corporate

Use a fully scripted or
automated build process
that generates metadata
that enables provenance

to be created.

Use centralized log
servers (with append only,
encryption, etc).

network, downloads
source code from repo
and deliver modified
version to the build
system.

Use version control and a

hosted build service that

generates authenticated
provenance. All build
steps run using some
build service, not on a

Ensure that the build
platform meets specific
standards to guarantee

the auditability of the

source and the integrity of

Apply hardening
procedures on the
environment hosts (logs in
place, integrity, etc).

developer's workstation.

Apply hardening
procedures on the
environment hosts

(logs in place, integrity,
etc) - System & App
logs

Use centralized log
servers (with append

only, encryption, etc) -
System & App logs

DNS entries, or otherwise
redirects traffic, for employee

Use intrusion detection
and protection systems

Deploy and use a SIEM
(Security Information
and Event
Management) system

ttempting to reach remote

the provenance.

Perform diff between
backup and current
repos itory version

Don’t store secrets on
the code (keys,
password, etc)

Deploy and use a SIEM
(Security Information
and Event
Management) system

repository and instead direct
them to attacker owned
repository with malicious/
vulnerable libraries.

Apply hardening

Use cryptography (in
transit and at rest)

procedures on the
environment hosts (CIS
Benchmarks - just as a
starting point)

Monitor / perform
integrity checks of
executables, libraries,
configuration files, etc.

Use centralized log
servers (with append
only, encryption, etc)




INTEL THREAT MODELING TOOL (TMT]

 (Centralized tool and threat database to assist users in the creation of
robust/complete threat models

* Threat models are all stored in one location, making vulnerability triage easy
and fast

* Created from the ground up at Intel

Reviewedby;SAEEand/PSEs;
Productteaml//securityarchitect ilMTgstoresithethreatmodel - y ions of
efinelorchooscthreatom and makes|iteasily;accessible sl e

Assets
Az Adversary Models

\Attack Points

\»Attacks

N Mitigations
8 UseriDefined| \)
- QR Test
@ Erom|Database) Strateg ies
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MICROELECTRONICS QUANTIFIABLE ASSURANCE (MQA}

= USG/DoD - Problem/Challenge — need to grow supplier landscape
while increasing security/assurance of intellectual property (IP)

= In response to NDAA section 224, USG/DoD are defining a new
framework to govern the acquisition of microelectronics products &
services from commercial factories with additional assurance.

= MOA Framework foundation:
= Applies to custom ICs.
= Built on zero trust.
= Designed as a supplier risk assessment model.
= Allows for scalability — levels of assurance.

» Designed for integration with USG/DoD programs — RAMP, RAMP-C,
SHIP
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MOARESULTS

= Intel is supporting the framework development with feedback on
oractical implementation and pilot studies to demonstrate feasibility.

= MOA pilot demonstration helped to evaluate feasibility of MOA
process in commercial foundry

* Intel comprehended MOA as part of continuous improvement
foundation into its broader operations

» MOA standard can facilitate achievement of USG NDAA for
guantitative assurance framework for microelectronics

NIST Presentation — February 2024 intel
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INTEL" TRANSPARENT SUPPLY CHAIN HIGH LEVEL PROCESS

Data gathered and Creation of digital Digital certificate System authenticity
communicated on certificate for extended to cover verified against digital
sourced components platform full system certificates
Source Build Integrate Validate
Trusted Trusted «— » |
Computing Group Computing Group
Platform Delta
Certificate Certificate Truste_d System
. . Computing Snapshot
Component “As Built” “As Built” Group
Data Data Data Delta
Certificate
L I |
....... |
Suppliers Manufactures Integrators Deployers
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PROJECT AMBER: INTEL TRUST AUTHORITY

' ' SaaS service w/ 99.95%
What is Project Amber?
An Intel Service to remotely verify and Edge Support

assert trustworthiness of compute assets.
(TEESs, devices, Roots of Trust, etc.)

Operationally independent from the Cloud/Edge
infrastructure provider that is hosting confidential Provable

compute customer workloads. ure| Integrity/auditability of
Verification Process
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RELEVANT STANDARDS: NIST, DFARS, CHIPS

DEARS 246.870-2

Contractors’ Counterfeit Electronic Part Detection
and Avoidance

TSC aligns to DFARS

NIST SP800-161rl

Cybersecurity Supply Chain Risk Management
Practices for Systems and Organization

TSC alignsto NIST SP
TSC highlighted in Intel/Coalfire paper

Trusted Computing Group Platform
Certificate Specification vl.1

Trusted device manufacturing, traceability, and
transparency

TSC Delivers TCG Platform Certificate
V1.1limproved (April 2020) and gaining momentum

NIST NCCOE SP1800-34 (A,B,C)

Validating the Integrity of Computing Devices

Version C (12/2022) TSC specified within “How To”

US Government CHIPs Act

Mandates plan to identify and mitigate relevant
semiconductor supply chain security risks; access,
availability, confidentiality, integrity, and a lack of
geographic diversification in the covered entity’s
supply chain

TSC aligns to SEC 103. SEMICONDUCTOR INCENTIVES
Sectionsiii & iv page 16

NIST NCCoE Manufacturing
Supply Chain Traceability with
Blockchain Related Technology
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Introduces the concept of a manufacturing supply
chain "traceability chain," which is comprised of a
series of immutable manufacturing traceability
records written to industry- specific ecosystem
blockchain-related technologies.

TSC BC aligns to the manufacturing traceability with an
immutable ledger technology



https://www.acquisition.gov/dfars/246.870-2-policy.
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1.pdf
https://trustedcomputinggroup.org/wp-content/uploads/IWG_Platform_Certificate_Profile_v1p1_r19_pub_fixed.pdf
https://trustedcomputinggroup.org/wp-content/uploads/IWG_Platform_Certificate_Profile_v1p1_r19_pub_fixed.pdf
https://csrc.nist.gov/publications/detail/sp/1800-34/final
https://www.congress.gov/117/bills/hr4346/BILLS-117hr4346enr.pdf

EXISTING GAPS/CHALLENGES

» Consistent standards for security between integrators and suppliers
* Independent verifier of vendor HW/FW authenticity

» Data model specifications for Al engines to assess supply chain
security

= Tools/specifications for validating HW design compliance with
security reguirements
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INTEL CONTACTS

* Transparent Supply Chain: Tom Dodson
= Threat Modeling Tool: Jonny Valamehr

* Intel Foundry Services: Jeff Josiah

= Intel Trust Authority: Raghu Yeluri
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mailto:tom.dodson@intel.com
mailto:jonathan.k.valamehr@intel.com
mailto:jeff.josiah@intel.com
mailto:raghuram.yeluri@intel.com

Thank Youll
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