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Currently, the vast majority of symmetric-key cryptographic schemes are built as modes of
block ciphers. What would cryptography look like if it was built around another primitive?

In this presentation, we would like to explain our method to authentication, encryption and
authenticated encryption (AE) using a standard sponge function like SHAKE128 or SHAKE256,
or a reduced-round variant thereof, TurboSHAKE128 or TurboSHAKE256 [NIS15, BDH23]. In
more details, we consider two approaches, as illustrated in Figure 1.

« The first one consists in using a sponge-based mode inspired of SpongeWrap [BDPV11] to
build an efficient AE scheme whose security can be reduced to that of (Turbo)SHAKE.

« The second one consists in first defining a deck function on top of (Turbo)SHAKE, and then
using one of the different available modes of operation defined in [BDH" 22, Hof22].
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Figure 1: Our approaches to authenticated encryption. Note that BO is just one example of
mode on top of a deck function—the choice depends on the desired properties.
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The two approaches are specified in details in [DMV23]. They have different properties, also
depending on the chosen mode of use on top of the deck function. Nevertheless, both methods
lead to committing AE. An AE scheme is committing in the strongest sense when it is impossible
to generate the same ciphertext for different (K, [N, ] A, P) tuples, with K the key, N the nonce, A
the associated data and P the plaintext.

Also, both methods support to sessions. In modern applications, parties do not limit to ex-
change individual messages, but usually have to encrypt and authenticate sequences of messages
in bi-directional communications. A session deals with the authentication of such sequences of
messages by intermediate tags, which ensure that a message is authenticated in the context of
previously sent messages.

SpongeWrap-like approach

The main advantage of this first approach is the performance of the resulting AE scheme. Modes
like SpongeWrap make use of the duplex construction that can absorb and produce keystream
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for one block per call to the underlying permutation. There is therefore almost no overhead in
the speed of doing AE compared to the plain sponge function.

Deck function-based approach

The main advantage of this second approach is the rich variety of the modes, as well as their
robustness.

In [BDH'22], we describe five modes with different robustness properties. Four of these
modes, namely, BO, JAMBO, BOREE and JAMBOREE, are variations around a Feistel network
structure, with a consistent and unified approach. This Feistel network has two mandatory cen-
tral rounds and two optional outer rounds. The central rounds provide AE with nonce-misuse
robustness, while the optional round at the beginning reduces the ciphertext expansion and the
optional round at the end adds resistance against release of unverified plaintext (RUP). In fact,
JAMBOREE is constructed from a fully fledged tweakable wide block cipher that is SPRP secure.

In another paper [Hof22], we describe more modes that encrypt the nonce and any available
redundancy, as well as modes suitable for onion routing.
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