MEMORANDUM FOR: 
Secretarial Officers




Heads of Operating Units

FROM: 








Deputy Chief Human Capital Officer and





Director for Human Resources Management





Chief Information Officer

SUBJECT:


Executive Critical Elements for Information System Security Roles

The Office of Human Resources Management has collaborated with the Office of the Chief Information Officer to develop mandatory language for the Senior Executive/Professional Performance Agreement.  Mandatory objectives, activities, and outcomes/measures have been developed as part of an existing Leadership/Management critical element for the IT Security roles of Information System Security Authorizing Official and Information System Owner (ISO).  These elements highlight and reflect the significant level of responsibility Senior Executive Service (SES) and Senior Professional (ST/SL) employees assume when in these roles. 

Given the need to address the deficiencies in information technology security, mandatory critical elements for incorporation into the current FY XXXX performance agreements for SES and ST/SL Authorizing Officials and Information System Owners have been developed.   Attached is the required language to be included on the performance agreement to accurately capture activities and measurable results for these IT security roles. 

Issuance of the appropriate element to employees designated in these roles should be made at the mid-term review in April XXXX.  During that meeting, supervisors should review the criteria with the employee and inform them that these elements will be part of their performance agreement and, as such, they will be held accountable for them for the remainder of the performance cycle.  The attached criteria must be incorporated into the FY XXXX performance agreements as applicable.  If you have any questions, please contact your servicing executive resources human resources office.  

