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Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and
Technology (NIST) promotes the U.S. economy and public welfare by providing technical
leadership for the nation’s measurement and standards infrastructure. ITL develops tests, test
methods, reference data, proof of concept implementations, and technical analyses to advance the
development and productive use of information technology. ITL’s responsibilities include the
development of management, administrative, technical, and physical standards and guidelines for
the cost-effective security and privacy of other than national security-related information in
federal information systems. The Special Publication 800-series reports on ITL’s research,
guidelines, and outreach efforts in information system security, and its collaborative activities
with industry, government, and academic organizations.
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Authority

This publication has been developed by NIST to further its statutory responsibilities under the
Federal Information Security Management Act (FISMA), Public Law (P.L.) 107-347. NIST is
responsible for developing information security standards and guidelines, including minimum
requirements for federal information systems, but such standards and guidelines shall not apply to
national security systems without the express approval of appropriate federal officials exercising
policy authority over such systems. This guideline is consistent with the requirements of the
Office of Management and Budget (OMB) Circular A-130, Section 8b(3), Securing Agency
Information Systems, as analyzed in Circular A-130, Appendix IV: Analysis of Key Sections.
Supplemental information is provided in Circular A-130, Appendix III.

Nothing in this publication should be taken to contradict the standards and guidelines made
mandatory and binding on federal agencies by the Secretary of Commerce under statutory
authority. Nor should these guidelines be interpreted as altering or superseding the existing
authorities of the Secretary of Commerce, Director of the OMB, or any other federal official.
This publication may be used by nongovernmental organizations on a voluntary basis and is not
subject to copyright in the United States. Attribution would, however, be appreciated by NIST.

NIST Special Publication 800-128, 88 pages

(August 2011)

Certain commercial entities, equipment, or materials may be identified in this document in order to
describe an experimental procedure or concept adequately. Such identification is not intended to imply
recommendation or endorsement by NIST, nor is it intended to imply that the entities, materials, or
equipment are necessarily the best available for the purpose.

There may be references in this publication to other publications currently under development by NIST
in accordance with its assigned statutory responsibilities. The information in this publication, including
concepts and methodologies, may be used by federal agencies even before the completion of such
companion publications. Thus, until each publication is completed, current requirements, guidelines,
and procedures, where they exist, remain operative. For planning and transition purposes, federal
agencies may wish to closely follow the development of these new publications by NIST.

Organizations are encouraged to review all draft publications during public comment periods and
provide feedback to NIST. All NIST publications, other than the ones noted above, are available at
http://csrc.nist.gov/publications.

National Institute of Standards and Technology
Attn: Computer Security Division, Information Technology Laboratory
100 Bureau Drive (Mail Stop 8930) Gaithersburg, MD 20899-8930
Electronic mail: sec-cert@nist.gov
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Compliance with NIST Standards and Guidelines

In accordance with the provisions of FISMA,* the Secretary of Commerce shall, on the basis of
standards and guidelines developed by NIST, prescribe standards and guidelines pertaining to
federal information systems. The Secretary shall make standards compulsory and binding to the
extent determined necessary by the Secretary to improve the efficiency of operation or security of
federal information systems. Standards prescribed shall include information security standards
that provide minimum information security requirements and are otherwise necessary to improve
the security of federal information and information systems.

e Federal Information Processing Standards (FIPS) are approved by the Secretary of
Commerce and issued by NIST in accordance with FISMA. FIPS are compulsory and
binding for federal agencies.? FISMA requires that federal agencies comply with these
standards, and therefore, agencies may not waive their use.

e Special Publications (SPs) are developed and issued by NIST as recommendations and
guidance documents. For other than national security programs and systems, federal
agencies must follow those NIST Special Publications mandated in a Federal Information
Processing Standard. FIPS 200 mandates the use of Special Publication 800-53, as
amended. In addition, OMB policies (including OMB Reporting Instructions for FISMA
and Agency Privacy Management) state that for other than national security programs
and systems, federal agencies must follow certain specific NIST Special Publications.?

e Other security-related publications, including interagency reports (NISTIRS) and ITL
Bulletins, provide technical and other information about NIST's activities. These
publications are mandatory only when specified by OMB.

e Compliance schedules for NIST security standards and guidelines are established by
OMB in policies, directives, or memoranda (e.g., annual FISMA Reporting Guidance).

! The E-Government Act (P.L. 107-347) recognizes the importance of information security to the economic and
national security interests of the United States. Title 111 of the E-Government Act, entitled the Federal Information
Security Management Act (FISMA), emphasizes the need for organizations to develop, document, and implement an
organization-wide program to provide security for the information systems that support its operations and assets.

2 The term agency is used in this publication in lieu of the more general term organization only in those circumstances
where its usage is directly related to other source documents such as federal legislation or policy.

% While federal agencies are required to follow certain specific NIST Special Publications in accordance with OMB
policy, there is flexibility in how agencies apply the guidance. Federal agencies should apply the security concepts and
principles articulated in the NIST Special Publications in accordance with and in the context of the agency’s missions,
business functions, and environment of operation. Consequently, the application of NIST guidance by federal agencies
can result in different security solutions that are equally acceptable, compliant with the guidance, and meet the OMB
definition of adequate security for federal information systems. Given the high priority of information sharing and
transparency with the federal government, agencies should also consider reciprocity in developing their information
security solutions. When assessing federal agency compliance with NIST Special Publications, Inspectors General,
evaluators, auditors, and assessors should consider the intent of the security concepts and principles articulated within
the specific guidance document and how the agency applied the guidance in the context of its mission/business
responsibilities, operational environment, and unique organizational conditions.
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CHAPTER ONE

INTRODUCTION

THE NEED FOR CONFIGURATION MANAGEMENT TO PROTECT INFORMATION AND INFORMATION
SYSTEMS

An information system is composed of many components* that can be interconnected in a
multitude of arrangements to meet a variety of business, mission, and information security
needs. How these information system components are networked, configured, and
managed is critical in providing adequate information security and supporting an organization’s

risk management process.

An information system is typically in a constant state of change in response to new, enhanced,
corrected, or updated hardware and software capabilities, patches for correcting software flaws
and other errors to existing components, new security threats, changing business functions, etc.
Implementing information system changes almost always results in some adjustment to the
system configuration. To ensure that the required adjustments to the system configuration do not
adversely affect the security of the information system or the organization from operation of the
information system, a well-defined configuration management process that integrates information
security is needed.

Organizations apply configuration management (CM) for establishing baselines and for tracking,
controlling, and managing many aspects of business development and operation (e.g., products,
services, manufacturing, business processes, and information technology). Organizations with a
robust and effective CM process need to consider information security implications with respect
to the development and operation of information systems including hardware, software,
applications, and documentation. Effective CM of information systems requires the integration of
the management of secure configurations into the organizational CM process or processes. For
this reason, this document assumes that information security is an integral part of an
organization’s overall CM process; however, the focus of this document is on implementation of
the information system security aspects of CM, and as such the term security-focused
configuration management (SecCM) is used to emphasize the concentration on information
security. Though both IT business application functions and security-focused practices are
expected to be integrated as a single process, SecCM in this context is defined as the management
and control of configurations for information systems to enable security and facilitate the
management of information security risk.

1.1 PURPOSE AND APPLICABILITY

Federal agencies are responsible for “including policies and procedures that ensure compliance
with minimally acceptable system configuration requirements, as determined by the agency”
within their information security program.® Managing system configurations is also a minimum
security requirement identified in FIPS 200,° and NIST SP 800-53" defines security controls that
support this requirement.

* Information system components include, for example, mainframes, workstations, servers (e.g., database, electronic
mail, authentication, Web, proxy, file, domain name), network components (e.g., firewalls, routers, gateways, voice and
data switches, wireless access points, network appliances, sensors), operating systems, middleware, and applications.

> Federal Information Security Management Act (P.L. 107-347, Title 111), December 2002.

® National Institute of Standards and Technology Federal Information Processing Standards Publication 200, Minimum
Security Requirements for Federal Information and Information Systems, March 2006.
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In addition to general guidelines for ensuring that security considerations are integrated into the
CM process, this publication provides guidelines for implementation of the Configuration
Management family of security controls defined in NIST SP 800-53 (CM-1 through CM-9). This
publication also includes guidelines for NIST SP 800-53 security controls related to managing the
configuration of the information system architecture and associated components for secure
processing, storing, and transmitting of information. Configuration management is an important
process for establishing and maintaining secure information system configurations, and provides
important support for managing security risks in information systems.

The guidelines in this publication are applicable to all federal information systems other than
those systems designated as national security systems as defined in 44 U.S.C., Section 3542. The
guidelines have been broadly developed from a technical perspective to complement similar
guidelines for national security systems and may be used for such systems with the approval of
appropriate federal officials exercising policy authority over such systems. State, local, and tribal
governments, as well as private sector organizations are encouraged to consider using these
guidelines, as appropriate.

This publication is intended to provide guidelines for organizations responsible for managing and
administrating the security of federal information systems and associated environments of
operation. For organizations responsible for the security of information processed, stored, and
transmitted by external or service-oriented environments (e.g., cloud service providers), the
configuration management concepts and principles presented here can aid organizations in
establishing assurance requirements for suppliers providing external information technology
services.

1.2 TARGET AUDIENCE

This publication is intended to serve a diverse audience of information system and information
security professionals including:

¢ Individuals with information system and information security management and oversight
responsibilities (e.g., chief information officers, senior agency information security officers,
and authorizing officials);

e Individuals with information system development responsibilities (e.g., program and project
managers, mission/application owners, system designers, system and application
programmers);

e Individuals with information security implementation and operational responsibilities (e.g.,
information system owners, information owners, information system administrators,
information system security officers); and

¢ Individuals with information system and information security assessment and monitoring
responsibilities (e.g., auditors, Inspectors General, assessors/assessment teams).

Commercial companies producing information technology products and systems, creating
information security-related technologies, and providing information security services can also
benefit from the information in this publication.

"National Institute of Standards and Technology Special Publication 800-53, Recommended Security Controls for
Federal Information Systems and Organizations, as amended.
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1.3 RELATIONSHIP TO OTHER SECURITY PUBLICATIONS

Configuration management concepts and principles described in this publication provide
supporting information for NIST SP 800-53, Recommended Security Controls for Federal
Information Systems and Organizations, as amended. This publication also provides important
supporting information for the Implement Step (Step 3), Assess Step (Step 4), and the Monitor
Step (Step 6) of the Risk Management Framework (RMF) that is discussed in NIST SP 800-37,
Guide for Applying the Risk Management Framework to Federal Information Systems: A Security
Life Cycle Approach, as amended. More specific guidelines on the implementation of the Monitor
step of the RMF is provided in Draft NIST SP 800-137, Information Security Continuous
Monitoring for Federal Information Systems and Organizations. The purpose of the Monitor step
in the Risk Management Framework is to continuously monitor the effectiveness of all security
controls selected, implemented, and authorized for protecting organizational information and
information systems, which includes the Configuration Management security controls identified
in SP 800-53. The monitoring phase identified in the security-focused configuration management
(SecCM) process defined later in this document supports the RMF Monitoring phase by
providing specific activities associated with the monitoring of the information system structural
architecture and the configuration settings of the software and hardware that operate in that
system architecture.

Many of the SecCM concepts and principles described in this publication draw upon the
underlying principles established for managing information security risk in NIST SP 800-39,
Managing Information Security Risk: Organization, Mission, and Information System View.

This publication often refers to information from NIST SP 800-70, National Checklist Program
for IT Products--Guidelines for Checklist Users and Developers, as amended; NIST SP 800-117,
Guide to Adopting and Using the Security Content Automation Protocol (SCAP); and NIST SP
800-126, The Technical Specification for the Security Content Automation Protocol (SCAP),
Version 1.2, as a potential means of automated support in conducting many configuration
management activities.

Additionally, this publication refers to numerous NIST Special Publications that provide
guidelines on use and configuration of specific technologies for securing information systems.
Many of these publications are identified in Appendix F, Best Practices for Establishing Secure
Configurations.

1.4 ORGANIZATION OF THIS SPECIAL PUBLICATION
The remainder of this special publication is organized as follows:

o Chapter Two describes the fundamental concepts associated with SecCM including: (i) an
overview of general configuration management terms and concepts, and its relationship to
security-focused configuration management of information technology (IT) and information
systems; (ii) the major phases of SecCM; (iii) the fundamental concepts relevant to the
practice of SecCM; and (iv) the primary roles and responsibilities relevant to SecCM.

e Chapter Three describes the process of applying SecCM practices to information systems
within an organization including: (i) planning SecCM activities for the organization; (ii)
identifying and implementing secure configurations; (iii) controlling configuration changes to
information systems; (iv) monitoring the configuration of information systems to ensure that
configurations are not inadvertently altered from the approved baseline; and (v) the use of
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standardized Security Content Automation Protocol (SCAP) protocols for supporting
automated tools in verifying information system configurations.

e Supporting appendices provide more detailed SecCM information including: (A) general
references; (B) glossary of terms and definitions; (C) acronyms; (D) sample SecCM plan
outline; (E) sample configuration change request template; (F) best practices for establishing
secure configurations in information systems, (G) flow charts for various SecCM processes
and activities, and (H) sample Configuration Control Board (CCB) charter.
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CHAPTER TWO

THE FUNDAMENTALS

BASIC CONCEPTS OF SECURITY CONFIGURATION MANAGEMENT

(SecCM) including: (i) an overview of basic configuration management terms and
concepts, and the role of SecCM; (ii) the primary phases of SecCM; (iii) SecCM concepts;
and (iv) the roles and responsibilities relevant to SecCM.

This chapter presents the fundamentals of security-focused configuration management

2.1 OVERVIEW

This section provides an overview of SecCM including its importance in managing
organizational risks from information systems, the basic terms associated with configuration
management, and characterization of SecCM within the configuration management discipline.

2.1.1 BASIC CONFIGURATION MANAGEMENT

Configuration management has been applied to a broad range of products and systems in subject
areas such as automobiles, pharmaceuticals, and information systems. Some basic terms
associated with the configuration management discipline are briefly explained below.

Configuration Management (CM) comprises a collection of activities focused on establishing and
maintaining the integrity of products and systems, through control of the processes for
initializing, changing, and monitoring the configurations of those products and systems.

A Configuration Item (Cl) is an identifiable part of a system (e.g., hardware, software, firmware,
documentation, or a combination thereof) that is a discrete target of configuration control
processes.

A Baseline Configuration is a set of specifications for a system, or ClI within a system, that has
been formally reviewed and agreed on at a given point in time, and which can be changed only
through change control procedures. The baseline configuration is used as a basis for future builds,
releases, and/or changes.

A Configuration Management Plan (CM Plan) is a comprehensive description of the roles,
responsibilities, policies, and procedures that apply when managing the configuration of products
and systems. The basic parts of a CM Plan include:

- Configuration Control Board (CCB) — Establishment of and charter for a group of qualified
people with responsibility for the process of controlling and approving changes throughout
the development and operational lifecycle of products and systems; may also be referred to as
a change control board;

— Configuration Item Identification — methodology for selecting and naming configuration
items that need to be placed under CM;

— Configuration Change Control — process for managing updates to the baseline configurations
for the configuration items; and
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— Configuration Monitoring — process for assessing or testing the level of compliance with the
established baseline configuration and mechanisms for reporting on the configuration status
of items placed under CM.

This guideline is associated with the application of security-focused configuration management
practices as they apply to information systems. The configuration of an information system is a
representation of the system’s components, how each component is configured, and how the
components are connected or arranged to implement the information system. The possible
conditions in which an information system or system component can be arranged affect the
security posture of the information system. The activities involved in managing the configuration
of an information system include development of a configuration management plan,
establishment of a configuration control board, development of a methodology for configuration
item identification, establishment of the baseline configuration, development of a configuration
change control process, and development of a process for configuration monitoring and reporting.

2.1.2 THE CHALLENGE OF PROTECTING INFORMATION AND MANAGING RISK

As the ubiquity of information technology increases the dependence on information systems,
organizations are faced with an increase in the number and severity of threats that can have
adverse impacts on operations, assets, and individuals. Given the potential for harm that can arise
from environmental disruptions, human errors, and purposeful attacks by hostile entities and other
threats, an organization must place greater emphasis on the management of risk associated with
information systems as it attempts to carry out its mission and business processes. The
cornerstone of any effort to manage organizational risk related to information systems is an
effective information security® program.

It is incumbent upon the organization to implement its directives in a manner that provides
adequate security® for protecting information and information systems. As threats continue to
evolve in an environment where organizations have finite resources with which to protect
themselves, security has become a risk-based activity where the operational and economic costs
of ensuring that a particular threat does not exploit a vulnerability are balanced against the needs
of the organization’s mission and business processes. In a world of limited resources, the practice
of risk management is fundamental to an information security program.

In risk-based mission protection strategies, organizations explicitly identify and respond to risks
associated with the use of information systems in carrying out missions and business processes.
Careful consideration is given to how a range of diverse threats can expose existing
vulnerabilities and cause harm to the organization. In the management of risk, organizations often
have very little control over threats. Organizations cannot control earthquakes, floods, disgruntled
employees, hackers, and other threats; however, organizations can control vulnerabilities and
reduce threats via implementation of a robust SecCM process that is part of the overall risk
management process. Vulnerabilities’ represent the various types of weaknesses that can be
exploited by a threat. While an analysis of information system vulnerabilities reveals a variety of

8 Information security is the protection of information and information systems from unauthorized access, use,
disclosure, disruption, modification, or destruction in order to provide confidentiality, integrity, and availability [44
U.S.C., Sec. 3542]. For the purposes of this publication, “security” is used synonymously with “information security.”

o Adequate security is security commensurate with the risk and the magnitude of harm resulting from the loss, misuse,
or unauthorized access to or modification of information.

10 A vulnerability is a weakness in an information system, system security procedures, internal controls, or
implementation that could be exploited or triggered by a threat source [CNSS Inst. 4009, Adapted].
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potential causes, many vulnerabilities can be traced to software flaws and misconfigurations of
information system components.

The management of configurations has traditionally been viewed as an IT management best
practice.™ Using SecCM to gain greater control over and ensure the integrity of IT resources
facilitates asset management, improves incident response, help desk, disaster recovery and
problem solving, aids in software development and release management, enables greater
automation of processes, and supports compliance with policies and preparation for audits.

2.1.3 ROLE OF SECURITY-FOCUSED CONFIGURATION MANAGEMENT

The configuration of an information system and its components has a direct impact on the
security posture of the system. How those configurations are established and maintained requires
a disciplined approach for providing adequate security. Changes to the configuration of an
information system are often needed to stay up to date with changing business functions and
services, and information security needs. These changes can adversely impact the previously
established security posture; therefore, effective configuration management is vital to the
establishment and maintenance of security of information and the information system. The
security-focused configuration management process is critical to maintaining a secure state under
normal operations, contingency recovery operations, and reconstitution to normal operations.

Security-Focused Configuration Management (SecCM) is the management and control of secure
configurations for an information system to enable security and facilitate the management of risk.
SecCM builds on the general concepts, processes, and activities of configuration management by
attention on the implementation and maintenance of the established security requirements of the
organization and information systems.

Information security configuration management requirements are integrated into (or complement)
existing organizational configuration management processes (e.g., business functions,
applications, products) and information systems. SecCM activities include:

e identification and recording of configurations that impact the security posture of the
information system and the organization;

o the consideration of security risks in approving the initial configuration;

o the analysis of security implications of changes to the information system configuration; and

e documentation of the approved/implemented changes.

In cases where an organization has no existing CM process in place, security-focused
configuration management practices as defined in this document are developed and implemented
from process inception.

1 Best practices are often considered to be proven practices or processes that have been successfully used by multiple
organizations. 1T management best practices, as referred to in this publication, are viewed from an organization-wide
perspective as practices that best support the mission and business functions or services of the organization.

12 There are a number of organizations that have documented best practice standards and guidelines for configuration
management which precede this Special Publication and influence its direction including: International Organization
for Standardization (ISO) I1SO 10007:2003; IEEE Standard 828-2005; the Capability Maturity Model Integration
(CMMI) with their focus on configuration management for software development documents
(http://www.sei.cmu.edu/cmmi/); the Information Technology Infrastructure Library (ITIL) for its influence on the
integration of configuration within information technology management (http://www.itil-
officialsite.com/home/home.asp); and the International Organization for Standardization (ISO) for its attention to
configuration management within quality management systems.
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Initial implementation of a SecCM program may require considerable effort. If there is no
existing SecCM process within the organization, there will be an initial investment in developing
and implementing a program that is comprehensive enough to span multiple technologies, the
organizational structure, and disparate processes, and that can deliver consistent results while
supporting the organization’s missions and business processes. In addition, tools are procured and
implemented, system components inventoried and recorded, and processes modified to account
for new ways of managing technology in the context of SecCM.

Once in place, SecCM requires an ongoing investment in time and resources. Product patches,
fixes, and updates require time for security impact analysis even as threats and vulnerabilities
continue to exist. As changes to information systems are made, baseline configurations are
updated, specific configuration settings confirmed, and configuration items tracked, verified, and
reported. SecCM is a continuous activity that, once incorporated into IT management processes,
touches all stages of the system development life cycle (SDLC). Organizations that implement
SecCM throughout the SDLC and make its tenets a part of the IT management culture are most
likely to reap benefits in terms of improvement of security and functionality, and more effective
management of organizational risk.

2.2 THE PHASES OF SECURITY-FOCUSED CONFIGURATION MANAGEMENT

Security-focused configuration management of information systems involves a set of activities
that can be organized into four major phases — Planning, Identifying and Implementing
Configurations, Controlling Configuration Changes, and Monitoring. It is through these phases
that SecCM not only supports security for an information system and its components, but also
supports the management of organizational risk. Chapter 3 presents the detailed processes and
considerations in implementing the necessary activities in each of these phases.

The four phases of SecCM are illustrated in Figure 2-1 and described below.

Identifying and Controlling
Planning » Implementing »  Configuration Monitoring
Configurations Changes

1 1 !

Figure 2-1 — Security-focused Configuration Management Phases

2.2.1 PLANNING

As with many security activities, planning can greatly impact the success or failure of the effort.
As a part of planning, the scope or applicability of SecCM processes are identified.

Planning includes developing policy and procedures to incorporate SecCM into existing
information technology and security programs, and then disseminating the policy throughout the
organization. Policy addresses areas such as the implementation of SecCM plans, integration into
existing security program plans, Configuration Control Boards (CCBs), configuration change
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control processes, tools and technology, the use of common secure configurations*® and baseline
configurations, monitoring, and metrics for compliance with established SecCM policy and
procedures. It is typically more cost-effective to develop and implement a SecCM plan, policies,
procedures, and associated SecCM tools at the organizational level.

2.2.2 IDENTIFYING AND IMPLEMENTING CONFIGURATIONS

After the planning and preparation activities are completed, a secure baseline configuration for
the information system is developed, reviewed, approved, and implemented. The approved
baseline configuration for an information system and associated components represents the most
secure state consistent with operational requirements and constraints. For a typical information
system, the secure baseline may address configuration settings, software loads, patch levels, how
the information system is physically or logically arranged, how various security controls are
implemented, and documentation. Where possible, automation is used to enable interoperability
of tools and uniformity of baseline configurations across the information system.

2.2.3 CONTROLLING CONFIGURATION CHANGES

Given the continually evolving nature of an information system and the mission it supports, the
challenge for organizations is not only to establish an initial baseline configuration that represents
a secure state (which is also cost-effective, functional, and supportive of mission and business
processes), but also to maintain a secure configuration in the face of the significant waves of
change that ripple through organizations.

In this phase of SecCM, the emphasis is put on the management of change to maintain the secure,
approved baseline of the information system. Through the use of SecCM practices, organizations
ensure that changes are formally identified, proposed, reviewed, analyzed for security impact,
tested, and approved prior to implementation. As part of the configuration change control effort,
organizations can employ a variety of access restrictions for change including access controls,
process automation, abstract layers, change windows, and verification and audit activities to limit
unauthorized and/or undocumented changes to the information system.

2.2.4 MONITORING

Monitoring activities are used as the mechanism within SecCM to validate that the information
system is adhering to organizational policies, procedures, and the approved secure baseline
configuration. Planning and implementing secure configurations and then controlling
configuration change is usually not sufficient to ensure that an information system which was
once secure will remain secure. Monitoring identifies undiscovered/undocumented system
components, misconfigurations, vulnerabilities, and unauthorized changes, all of which, if not
addressed, can expose organizations to increased risk. Using automated tools helps organizations
to efficiently identify when the information system is not consistent with the approved baseline
configuration and when remediation actions are necessary. In addition, the use of automated tools
often facilitates situational awareness and the documentation of deviations from the baseline
configuration.

Processes and requirements within all four SecCM phases do not remain static thus all processes
in all four phases are reviewed and revised as needed to support organizational risk management.

3 A common secure configuration is a recognized, standardized, and established benchmark (e.g., National Checklist
Program, DISA STIGs, etc.) that stipulates specific secure configuration settings for a given IT platform. See

http://checklists.nist.gov.
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SecCM monitoring activities may loop back to any of the previous phases (as noted in Figure 2-1)
and precipitate changes.

SecCM monitoring is done through assessment and reporting activities. Reports address the
secure state of individual information system configurations and are used as input to Risk
Management Framework information security continuous monitoring requirements.'* SecCM
monitoring can also support gathering of information for metrics that can be used to provide
guantitative evidence that the SecCM program is meeting its stated goals, and can be used to
improve SecCM processes in general.

2.3 SECURITY-FOCUSED CONFIGURATION MANAGEMENT CONCEPTS

This section describes the fundamental concepts relevant to the practice of SecCM within an
organization. Recognizing that organizations have widely varying missions and organizational
structures, there may be differences in the way that SecCM is implemented and managed.

2.3.1 CONFIGURATION MANAGEMENT POLICY AND PROCEDURES

The development of documented SecCM policy communicates senior management’s expectations
for SecCM to members of the organization through specific, measurable, and confirmable
objectives. It is a top-down approach which defines what is required and what is not permitted
with respect to using SecCM to manage and control information resources.

While policy defines the objectives for what must be done, procedures describe how the policy
objectives are met through specific actions and results. SecCM procedures are developed to
describe the methodology and tasks for each activity that supports implementation of the SecCM

policy.

Documenting configuration management policy and procedures is performed during the Planning
phase and supports the implementation of NIST SP 800-53 control CM-1 Configuration
Management Policy and Procedures.

2.3.2 CONFIGURATION MANAGEMENT PLAN

The Configuration Management Plan serves to describe how SecCM policy will be implemented.
The SecCM Plan may be written to apply to an entire organization, or it may be localized and
tailored to an information system or a group of information systems within the organization. The
SecCM Plan may take the form of an all-inclusive, stand-alone document that describes all
aspects of SecCM or may be contained within more broadly defined CM procedures. A SecCM
Plan may also take the form of a set of documents and appendices that taken together describe all
aspects of SecCM. Finally, the SecCM Plan may take the form of a set of predefined data
elements in a repository.

The SecCM Plan is produced during the Planning phase and supports the implementation of NIST
SP 800-53 controls CM-1 Configuration Management Policy and Procedures and CM-9
Configuration Management Plan.

14 See NIST SP 800-137 for more information on information security continuous monitoring
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2.3.3 CONFIGURATION CONTROL BOARD

The Configuration Control Board (CCB) is a group typically consisting of two or more
individuals that have the collective responsibility and authority to review and approve changes to
an information system. The group, which represents various perspectives from within the
organization, is chosen to evaluate and approve changes to the information system. The CCB is a
check and balance on configuration change activity, assuring that changes are held to
organizationally defined criteria (e.g., scope, cost, impact on security) before being implemented.

The CCB may be less formal for information systems which have limited size, scope, and
criticality in the context of the mission of the organization. The organization determines the size
and formality of the CCB that is appropriate for a given information system (or systems) within
the organization.

The CCB establishment is part of the Planning phase of SecCM and supports the implementation
of NIST SP 800-53 control CM-3 Configuration Change Control.

2.3.4 COMPONENT INVENTORY

The component inventory is a descriptive record of the components within an organization down
to the information system level. A consolidated representation of the components within all of the
information systems within an organization allows the organization to have greater visibility into
and control over its information systems, facilitating the implementation, operation, and
management of a security program. The organization determines the level of granularity required
for tracking the components for SecCM. For example, one organization may track a workstation
(with all peripherals) as a single component while another may document each peripheral as a
separate component in the inventory.

Each component is associated with only one information system and the authority over and
responsibility for each component is with only one information system owner (i.e., every item in
the component inventory falls within the authorization boundary of a single information system).

Creating an inventory of information system components is part of the Planning phase of SecCM
and supports the implementation of the NIST SP 800-53 control CM-8 Information System
Component Inventory.

2.3.5 CONFIGURATION ITEMS

In the context of SecCM of information systems, a configuration item (CI) is an aggregation of
information system components that is designated for configuration management and treated as a
single entity throughout the SecCM process. This implies that the Cl is identified, labeled, and
tracked during its life cycle — the Cl is the target of many of the activities within SecCM, such as
configuration change control and monitoring activities. A CI may be a specific information
system component (e.g., server, workstation, router, application), a group of information system
components (e.g., group of servers with like operating systems, group of network components
such as routers and switches, an application or suite of applications), a non-component object
(e.q., firmware, documentation), or an information system as a whole. Cls give organizations a
way to decompose the information system into manageable parts whose configurations can be
actively managed.

The purpose of breaking up an information system into Cls is to allow more granularity and
control in managing the secure configuration of the system. The level of granularity will vary
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among organizations and systems and is balanced against the associated management overhead
for each CI. In one organization, it may be appropriate to create a single CI to track all of the
laptops within a system, while in another organization, each laptop may represent an individual
Cl.

Identification of the configuration items that compose an information system is part of the
Planning phase of SecCM and supports the implementation of NIST SP 800-53 control CM-3
Configuration Change Control.

2.3.6 SECURE CONFIGURATIONS OF INFORMATION SYSTEMS

Configurations represent the possible states in which an information system and its components
can be arranged. Secure configurations are designed to reduce the organizational security risk
from operation of an information system, and may involve using trusted or approved software
loads, maintaining up-to-date patch levels, applying secure configuration settings of the IT
products used, and implementation of endpoint protection platforms. Secure configurations for an
information system are most often achieved through the application of secure configuration
settings to the IT products (e.g., operating systems, databases, etc.) used to build the information
system. For example, a secure configuration for selected IT products used within the information
system or organization could incorporate the principle of least functionality. Least functionality
helps to minimize the potential for introduction of security vulnerabilities and includes, but is not
limited to, disabling or uninstalling unused/unnecessary operating system (OS) functionality,
protocols, ports, and services, and limiting the software that can be installed and the functionality
of that software.

Implementing secure configurations is part of the Identifying and Implementing Configurations
phase of SecCM and supports the implementation of NIST SP 800-53 controls CM-6
Configuration Settings and CM-7 Least Functionality.

2.3.7 BASELINE CONFIGURATION

A baseline configuration is a set of specifications for a system, or Configuration Item (CI) within
a system, that has been formally reviewed and agreed on at a given point in time, and which can
be changed only through change control procedures. The baseline configuration is used as a basis
for future builds, releases, and/or changes.

The baseline configuration of an information system may evolve over time depending on the
stage of the system development life cycle (SDLC). Early in the SDLC when an information
system is being initiated and acquired, the baseline may be a set of functional requirements. As
the information system is developed and implemented, the baseline may expand to include
additional configuration items such as the technical design, the software load, the architecture,
and configurations of the information system and its individual components. A baseline
configuration may also represent different information computing environments such as
development, test, and production.

When a new baseline configuration is established, the implication is that all of the changes from
the last baseline have been approved. Older versions of approved baseline configurations are
maintained and made available for review or rollback as needed.

Developing and documenting the baseline configuration for an information system is part of the

Identifying and Implementing Configurations phase of SecCM and supports the implementation
of NIST SP 800-53 control CM-2 Baseline Configuration.
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2.3.8 CONFIGURATION CHANGE CONTROL

Configuration change control is the documented process for managing and controlling changes to
the configuration of an information system or its constituent Cls. Configuration change control
for the information system involves the systematic proposal, justification, implementation,
test/evaluation, review, and disposition of changes to the system, including upgrades and
modifications. Configuration change control is applied to include changes to components of the
information system, changes to the configuration settings for information technology products,
emergency/unscheduled changes, and changes to remediate flaws. Changes are controlled from
the time the change is proposed to the implementation and testing of the change. Each step in the
change process is clearly articulated along with the responsibilities and authorities of the roles
involved.

Configuration change control falls under the Controlling Configuration Changes phase of SecCM
and supports the implementation of NIST SP 800-53 control CM-3 Configuration Change
Control and CM-5 Access Restrictions for Change.

2.3.9 SECURITY IMPACT ANALYSIS

Security impact analysis is the analysis conducted by qualified staff within an organization to
determine the extent to which changes to the information system affect the security posture of the
system. Because information systems are typically in a constant state of change, it is important to
understand the impact of changes on the functionality of existing security controls and in the
context of organizational risk tolerance. Security impact analysis is incorporated into the
documented configuration change control process.

The analysis of the security impact of a change occurs when changes are analyzed and evaluated
for adverse impact on security, preferably before they are approved and implemented, but also in
the case of emergency/unscheduled changes. Once the changes are implemented and tested, a
security impact analysis (and/or assessment) is performed to ensure that the changes have been
implemented as approved, and to determine if there are any unanticipated effects of the change on
existing security controls.

Security impact analysis is performed as a part of the Controlling Configuration Changes phase of
SecCM and supports the implementation of NIST SP 800-53 control CM-4 Security Impact
Analysis.

2.3.10 CONFIGURATION MONITORING

Configuration monitoring involves activities to determine whether information systems are
configured in accordance with the organization’s agreed-upon baseline configurations, and
whether the IS components identified within the information system are consistent with the 1S
component inventory being maintained by the organization.

Configuration monitoring helps to ensure that SecCM controls are operating as intended and are
providing effective security while supporting adherence to SecCM policies and procedures.
Configuration monitoring may also help to motivate staff members to perform SecCM activities
in accordance with policies and procedures. Additionally, configuration monitoring supports
organizations in their efforts to conform to the Risk Management Framework.*® Information

15 See NIST SP 800-37, as amended, for more information on the Risk Management Framework (RMF).
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gathered during configuration monitoring can be used to support overall continuous monitoring
activities™ including ongoing assessments of specific security controls and updates to security
documentation such as System Security Plans, Security Assessment Reports, and Security Status
Reports. Automation capabilities, such as those defined by SCAP, can be used to automate
assessment activities.

Configuration monitoring is part of the Monitoring phase of SecCM and supports the
implementation of all NIST SP 800-53 controls in the CM Family.

2.4  SECCM ROLES AND RESPONSIBILITIES

The set of roles (at the organizational as well as the information system level) that are relevant to
the SecCM program are defined along with the responsibilities. The responsibilities are in the
context of SecCM only and are not inclusive of other non-SecCM responsibilities the roles may
also have. Typically, SecCM roles and responsibilities include:

Chief Information Officer (CIO)
The CIO designates and/or provides a SecCM Program Manager for the organization and
approves the organizational SecCM plan and policies.

Senior Information Security Officer (SISO)

The SISO may act as the SecCM Program Manager for the organization. The SISO may also
provide staff with security expertise to serve on the CCB and/or to conduct security impact
analyses. Organizations may also refer to this position as the Chief Information Security Officer
(CISO).

Authorizing Official (AO)

The AO manages or participates in the CCB for systems s/he authorizes and may provide
technical staff to conduct and/or review security impact analyses. The AO coordinates with the
Risk Executive (Function) on SecCM issues and makes the final determination whether or not a
given change or set of changes continues to be an acceptable security risk.

Information System Owner (I1SO)

The I1SO identifies, defines, and ensures implementation of the aspects of SecCM for the
information system that have not been defined by the organization of which the information
system is a part. The ISO also ensures implementation of organizational-level SecCM
requirements for the information system.

SecCM Program Manager

The SecCM Program Manager develops SecCM policies and procedures, provides direction, and
oversees the implementation of the SecCM program for the organization and/or system level
SecCM program. The SecCM Program Manager may be the SISO (or someone designated by the
SISO or the CIO) at the organizational level or the 1SO (or someone designated by the 1SO) at the
system level.

Information System Security Officer (ISSO)
The ISSO assists the information system owner with implementation of SecCM for the system,
conducts configuration monitoring activities (reporting and analysis), and may serve on the CCB.

16 See Draft NIST SP 800-137 for more information on continuous monitoring (Step Six in the RMF).
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Information System Administrator (ISA)

The ISA implements agreed-upon secure baseline configurations, incorporates secure
configuration settings for IT products, and assists with security impact analyses and configuration
monitoring activities as needed. In addition, the ISA may be included in the process for
determining the appropriate baseline configuration for each Cl and may serve on the CCB. ISAs
are also responsible for complying with SecCM policies and implementing/following SecCM
procedures.

System/Software Developer

The developer ensures that secure configuration settings are built into applications in accordance
with security requirements and assists with security impact analyses and configuration monitoring
activities as needed. In addition, the developer may be included in the process for determining
the appropriate baseline configuration for relevant Cls and may serve on the CCB. Developers are
also responsible for complying with SecCM policies and implementing/following SecCM
procedures.

Information System User (ISU)

The ISU initiates change requests, assists with functional testing, and complies with SecCM
requirements.
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CHAPTER THREE

THE PROCESS

IMPLEMENTATION AND APPLICATION OF SECURITY-FOCUSED CONFIGURATION MANAGEMENT

to information systems within an organization. The goal of SecCM activities is to manage
and monitor the configurations of information systems to achieve adequate security and
minimize organizational risk while supporting the desired business functionality and services.

This chapter describes the process of applying security-focused configuration management

The following sections discuss activities that occur within each of the four phases of SecCM.
Some of these activities may be more efficiently performed at the organizational level (i.e.,
applying to more than one information system), while other activities may be more efficiently
performed at the system level (i.e., applying to a single information system). Each organization
determines what activities are conducted at the organizational level and what activities are
conducted at the system level in accordance with organizational management requirements.
Appendix G provides flow charts of the SecCM activities described here. The flow charts are
intended to serve as tools for organizations to draw upon for developing their own organizational
and information system SecCM processes.

3.1 PLANNING

This section describes various SecCM planning activities at both the organizational and
information system level.

3.1.1 PLANNING AT THE ORGANIZATIONAL LEVEL

The following subsections describe the planning phase activities that are normally conducted at
the organizational level. The subsections are listed in the order in which the planning activities
typically occur. As always, organizations have flexibility in determining which activities are
performed at what level and in what order. Planning at the organizational level includes SecCM
program documented policies and procedures that provide direction and support for managing
configurations of individual information systems within the organization.

Establish Organization-wide SecCM Program

The practice of SecCM for ensuring adequate security and facilitating the management of risk is
most effectively realized if it is implemented in a consistent manner across the organization.
Some SecCM activities are more effective when performed at the organizational level, with
responsibility assigned to the organization-wide SecCM program.

For organizations with varied and complex enterprise architecture, implementing SecCM in a
consistent and uniform manner across the organization requires organization-wide coordination of
resources. A senior management-level program manager designated to lead and oversee the
organization-wide SecCM program can provide this type of coordination. For many large
organizations, dedicated staff may be needed. For smaller organizations, or those with funding or
resource constraints, the organization-wide SecCM program may be implemented by senior
management-level staff that meet as a group to determine the SecCM-related activities for the
organization.
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The SecCM program manager provides knowledge and direction in the form of policies and
procedures, communications, training, defined roles and responsibilities, support, oversight of
program activities, and coordination with stakeholders. An organization-wide SecCM program
also demonstrates management commitment for the effort. This commitment from the top of the
organization is communicated throughout the organization down to the individual information
system owners.

The SecCM program manager facilitates communications regarding SecCM policies, procedures,
issues, etc., within the organization. Consideration is given to implementation of a security
information management console or “dashboard” to communicate basic project and operational
information to stakeholders in language they understand. The SecCM program manager also
considers other vehicles for communication such as Web site updates, emails, and newsletters to
share milestones, measures of value, and other SecCM-related news with stakeholders.

Primary Roles: SecCM Program Manager
Supporting Roles: SISO (if s/he is not the SecCM Program Manager); Cl1O; AO

Expected Input: Organizational risk tolerance; organizational security requirements; applicable
laws, regulations, policies, etc. from higher authorities

Expected Output: Functional organization-wide SecCM program

Develop Organizational SecCM Policy

The organization is typically responsible for defining documented policies for the SecCM
program. The SecCM program manager develops, disseminates, and periodically reviews and
updates the SecCM policies for the organization. The policies are included as a part of the overall
organization-wide security policy. The SecCM policy normally includes the following:

Purpose — the objective(s) in establishing organization-wide SecCM policy;

Scope — the extent of the enterprise architecture to which the policy applies;

Roles — the roles that are significant within the context of the policy;

Responsibilities — the responsibilities of each identified role;

Activities — the functions that are performed to meet policy objectives;

Common secure configurations — federal and/or organization-wide standardized
benchmarks for configuration settings along with how to address deviations; and

e Records — the records of configuration management activities to be maintained; the
information to be included in each type of record; who is responsible for writing/keeping
the records; and procedures for protecting, accessing, auditing, and ultimately deleting
such records.

SecCM policy may also address the following topics:

SecCM training requirements;

Use of SecCM templates;

Use of automated tools;

Prohibited configuration settings; and

Requirements for inventory of information systems and components.
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The SecCM policy emphasizes management commitment, clarifies the required level of
coordination among organizational entities, and defines the configuration monitoring approach.

Primary Roles: SecCM Program Manager
Supporting Roles: SISO (if s/he is not the SecCM Program Manager); CIO; AO

Expected Input: Organizational risk tolerance; organizational security requirements; applicable
laws, regulations, policies, etc. from higher authorities

Expected Output: Documented SecCM policies

Develop Organizational SecCM Procedures

The organization typically establishes and maintains common procedures for security-focused
configuration management activities; however, some SecCM procedures may require
development at the system level. Organizations may also provide hybrid procedures, i.e., the
organization establishes procedures that contain parameters to be defined at the system level. In
any case, the procedures are documented and disseminated to relevant staff, and in accordance
with organizational policy. SecCM procedures address the following, as applicable:

Templates - Establishes templates related to SecCM that integrate the organization-wide SecCM
policy and procedures and allow individual system owners to fill in information specific to their
information system. Templates may be developed for a SecCM Plan, system-specific
procedure(s), change requests, security impact analyses, reporting on SecCM, etc. Templates may
also be developed to apply specifically to low, moderate, or high-impact information systems.*’
Sample templates are provided in Appendices D and E.

IS Component Inventory — Describes how components are to be managed within the inventory
(e.g., how new components are added to the inventory, what information about each component is
tracked, and how updates are made including removal of retired components). If automated tools
are to be used, factors such as how often they will run, who will administer them, who will have
access, and how they will be audited are described.

Baseline Configuration — Identifies the steps for creation of a baseline configuration, content of
the baseline configuration, approval of the initial baseline configuration, maintenance of the
baseline configuration (i.e., when it should be updated and by whom), and control of the baseline
configuration. If applicable, requirements from higher regulatory bodies are considered and
integrated when defining baseline configurations (e.g., requirements from OMB memos, laws
such as Health Insurance Portability and Accountability Act (HIPAA), etc.).

Common Secure Configurations — Identifies commonly recognized and standardized secure
configurations to be applied to configuration items. The common secure configurations specified
in the procedure are derived from established federal, organizational, or industry specifications
(the National Checklist Program contains references to common secure configurations such as the
United States Government Configuration Baseline (USGCB), Federal Desktop Core
Configuration (FDCC), Defense Information System Agency (DISA) Security Technical

17 Information systems categorized in accordance with FIPS 199, Standards for Categorization of Federal Information
and Information Systems, and the security impact level derived from the categorization in accordance with FIPS 200,
Minimum Security Requirements for Federal Information and Information Systems.
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Implementation Guides (STIGs), Center for Internet Security (CIS) Benchmarks, etc.). Where
possible, common secure configurations use SCAP-expressed content. Deviations from the
common secure configurations are also addressed (e.g., identification of acceptable methods for
assessing, approving, documenting, and justifying deviations to common secure configurations,
along with identification of controls implemented to mitigate risk from the deviations), in the
event that the configuration for a given system must diverge from the defined configuration due
to mission requirements or other constraints.

Patch Management — Defines how an organization’s patch management process is integrated into
SecCM, how patches are prioritized and approved through the configuration change control
process, and how patches are tested for their impact on existing secure configurations. Also
defines how patches are integrated into updates to approved baseline configurations and how
patch implementation is controlled (access controls, etc.).

Configuration Change Control — Identifies the steps to move a configuration change from its
initial request to eventual release into the operational environment. The procedure includes, but is
not limited to:

e Change request and approval procedures;

o Criteria to determine the types of changes that are preapproved or exempt from
configuration control such as vendor-provided security patches, updated antivirus
signatures, creation or deletion of users, replacement of defective peripherals,
motherboard or hard drives, etc.;*®

e Security impact analysis procedures including how and with what level of rigor analysis
results are to be documented and requirements for post-implementation review to
confirm that the change was implemented as approved and that no additional security
impact has resulted;

o Criteria to determine whether a change is significant enough to trigger consideration of
system reauthorization activities;

e Review for consistency with organizational enterprise architecture;

e Establishment of a group that approves changes (e.g., a Configuration Control Board);

e Requirements for testing of changes for submission to the CCB (i.e., the format and types
of information to present to the CCB such as a test plan, schedule, and test results);

o If change approvals at the system level are permitted, criteria for elevating a change
request from system level approval to organizational approval (e.g., the change will
affect other organizational systems, the change will require a system outage that could
adversely impact the mission, etc.);

e Requirements for testing of changes prior to release into the operational environment;

e Requirements for access restrictions for change (i.e., who can make change to the
information system and under what circumstances);

o Requirements for rollback of changes in the event that problems occur;

¢ Requirements for management of unscheduled changes (e.g., changes needed for critical
flaw remediation) that are tailored to support expedited reviews and approvals; and

o Requirements for retroactive analysis, testing, and approval of changes that are
implemented outside of the change control process.

18 Preapproved changes are still tested and documented prior to implementation.
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Help Desk Procedures — Describes how change requests originating through the help desk are
recorded, submitted, tracked, and integrated into the configuration change control process.

SDLC Procedures — Describes how SecCM is used to manage and control system configurations
and changes within the organizationally defined SDLC process and throughout the life cycle of a
system.

Monitoring — Describes how monitoring activities and related reports are applied to assess the
secure state of the information system, and how to identify when the actual configuration
becomes different in some way from the approved baseline configuration (i.e., unauthorized
change) within an information system through analysis of monitoring and reporting activities.

Media Library Procedures — Describes management of the media library and includes naming
conventions for media, labeling procedures (name/version, date created, retention period, owner,
date for destruction, impact or classification level), tracking media, access controls, protections
for media integrity (e.g., checksums), inventory checks, capacity planning, and archiving of
media.

Primary Roles: SecCM Program Manager; 1SOs. Note: SecCM Program Managers and I1SOs both
have responsibility in determining which procedures are needed at their respective levels and how
they are documented (e.g., as several separate procedures, as a single procedure, as part of the
SecCM plan)

Supporting Roles: SISO or equivalent (if s/he is not the SecCM Program Manager); ISSO; ISA;
User

Expected Input: Organizational policies organizational risk tolerance; organizational security
requirements; applicable laws, regulations, policies, etc. from higher authorities

Expected Output: Documented SecCM procedures

Develop the SecCM Monitoring Strategy

SecCM monitoring verifies that the SecCM process is effective with respect to maintaining the
security posture of the organization and adherence to baseline configurations and SecCM policy.
The SecCM monitoring strategy is based on the risk tolerance of, and security requirements for,
the organization. The SecCM monitoring strategy is consistent with, and provides input to, the
organization’s overall continuous monitoring strategy. The organization typically develops the
SecCM monitoring strategy; however, organizations have the flexibility to develop some or all of
the SecCM monitoring strategy at the system level.

A schedule for SecCM monitoring and associated reporting is established as part of the strategy.
Scheduled and ad hoc assessments are included within the strategy. The monitoring schedule may
coincide with scheduled releases such that assessments are performed before and after
deployments. Ad hoc assessments may also be conducted so that staff does not become lax in
between scheduled assessments. Additionally, the schedule includes provisions for reviewing and
revising the SecCM monitoring strategy to ensure that the strategy continues to meet
organizational security requirements.

See Section 3.4 for more information on SecCM monitoring.

Primary Roles: SecCM Program Manager
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Supporting Roles: SISO or equivalent (if s/he is not the SecCM Program Manager); 1SO; ISSO

Expected Input: SecCM policy and procedures, overall organizational continuous monitoring
policy and procedures; organizational risk tolerance; organizational security requirements

Expected Output: Strategy and schedule for configuration monitoring and reporting

Define the Types of Changes That Do Not Require Configuration Change Control

In the interest of resource management, the organization may wish to designate the types of
changes that are preapproved (i.e., changes that are not sent to the CCB for approval)*® and
changes that are typically not included under configuration control (i.e., changes that are
completely exempt from SecCM). Vendor-provided security patches, updated antivirus
signatures, and replacement of defective peripherals or internal hardware are examples of changes
that may be preapproved. Database content updates, creating/removing/updating accounts, and
creation or deletion of user files are examples of changes that are typically exempt from
configuration change control.

Primary Roles: SecCM Program Manager; 1SO

Supporting Roles: SISO (if s/he is not the SecCM Program Manager); AO; ISSO; ISA;
System/Software Developers

Expected Input: SecCM policies and procedures; types of changes that typically occur within the
organization and/or system

Expected Output: Record of the types of changes that are exempt from configuration control;
record of the types of changes that are configuration controlled

Develop SecCM Training

SecCM is a fundamental part of an organizational security program, but often requires a change
in organizational culture. Staff is provided training to ensure their understanding of SecCM
policies and procedures. Training also provides a venue for management to communicate the
reasons why SecCM is important. SecCM training material is developed covering organizational
policies, procedures, tools, artifacts, and monitoring requirements. The training may be
mandatory or optional as appropriate and is targeted to relevant staff (e.g., system administrators,
system/software developers, system security officers, system owners, etc.) as necessary to ensure
that staff has the skills to manage the baseline configurations in accordance with organizational

policy.

Primary Roles: SecCM Program Manager; 1SO

Supporting Roles: SISO (if s/he is not the SecCM Program Manager); CIO; AO; ISSO
Expected Input: SecCM policies and procedures

Expected Output: Training materials and/or courses scheduled as necessary
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Identify Approved IT Products

Many organizations establish a list of approved hardware and software products for use across the
organization. Information system owners are able to select and use products from the approved
list without the need for explicit approval. Depending upon organizational policy, additional
products required for a particular information system may need to be approved by the CCB for
that information system; alternatively, a product used may need to be added to the
organizationally controlled and approved IT products list. Some organizations may also provide a
buying service or similar purchasing/contracting vehicle from which preapproved products may
be purchased or are required to be purchased.

Primary Roles: SecCM Program Manager and/or the Configuration Control Board; ISO
Supporting Roles: SISO (if s/he is not the SecCM Program Manager); AO; ISSO

Expected Input: SecCM policies and procedures; organizational security requirements;
acquisition/buying service information

Expected Output: List of approved IT Products for the organization

Identify Tools

Managing the myriad configurations found within information system components has become an
almost impossible task using manual methods like spreadsheets. When possible, organizations
look for automated solutions which, in the long run, can lower costs, enhance efficiency, and
improve the reliability of SecCM efforts.

In most cases, tools to support activities in SecCM phases two, three, and four are selected for use
across the organization by SecCM program management, and information system owners are
responsible for applying the tools to the SecCM activities performed on each information system.
Similarly, tools and mechanisms for inventory reporting and management may be provided to
information system owners by the organization. In accordance with federal government and
organizational policy, if automated tools are used, the tools are Security Content Automation
Protocol (SCAP)-validated to the extent that such tools are available. SCAP is described in more
detail in Section 3.5.

If not provided by the organization, tools are identified and deployed to support SecCM at the
information system level. When possible, existing SecCM tools from within the organization are
leveraged to support consistent organization-wide SecCM practices, centralized reporting, and
cost efficiency. Leveraging existing tools may require them to be installed and configured to
function on individual information systems. This usually requires that accounts be set up,
administrators identified, schedules determined, the appropriate baseline configurations set up,
and possibly installation of a client on each component to be configuration-controlled. If the tool
has already been deployed within the organization, instructions for installation, configuration, and
deployment are available or easy to produce if needed.

There are a wide variety of configuration management tools available to support an
organization’s SecCM program. At a minimum, the organization considers tools that can
automatically assess configuration settings of IS components. Automated tools should be able to
scan different information system components (e.g., Web server, database server, network
devices, etc.) running different operating systems, identify the current configuration settings, and
indicate where they are noncompliant with policy. Such tools import settings from one or more
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common secure configurations and then allow for tailoring the configurations to the
organization’s security and mission/functional requirements.

Tools that implement and/or assess configuration settings are evaluated to determine whether they
include requirements such as:

e Ability to pull information from a variety of sources (different type of components,
different operating systems, different platforms, etc.);

o Use of standardized specifications such as XML and SCAP;

¢ Integration with other products such as help desk, inventory management, and incident
response solutions;

e Vendor-provided support (patches, updated vulnerability signatures, etc.);

e Compliance with applicable federal laws, Executive Orders, directives, policies,
regulations, standards, and guidelines and link vulnerabilities to SP 800-53 controls;

e Standardized reporting capability (e.g. SCAP, XML) including the ability to tailor output
and drill down; and

o Data consolidation into Security Information and Event Management (SIEM) tools and
dashboard products.

Organizations may consider implementation of an all-in-one solution for configuration
management. For example, various configuration management functions are included in products
for managing IT servers, workstations, desktops, and services provided by applications. These
products may include functions such as:

Inventory/discovery of IS components;
Software distribution;

Patch management;

Operating system deployment;

Policy management;

Migration to new baseline configuration; and
Backup/recovery.

Primary Roles: SecCM Program Manager and/or the Configuration Control Board; ISO
Supporting Roles: SISO (if s/he is not the SecCM Program Manager); ClO; AO; ISSO; ISA

Expected Input: SecCM policies and procedures; organizational and information system security
requirements; acquisition/buying service information

Expected Output: Tools to be implemented in support of SecCM

Establish Configuration Test Environment and Program

Some organizations may wish to establish and maintain a configuration test environment and
program for testing IT products, tools, and proposed changes to them in a centrally managed
environment isolated from the production environment. The test environment is used for various
types of testing to include:

e |IT products proposed for approval and use within the organization;
e Configuration settings for approved IT products;
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Patches issued by suppliers prior to their rollout through the organization;
Validation of tools that detect unapproved configuration settings;
Verification of testing processes to validate approved configuration settings;
Security impact analyses; and

Other configuration-related changes.

NIST SP 800-115, Technical Guide to Information Security Testing and Assessment, provides
guidelines on how to establish and conduct an effective information security functional testing
program. Specific guidelines are provided for system configuration review and vulnerability
scanning which may be directly applied to the configuration test program.

Primary Roles: SecCM Program Manager; 1SO

Supporting Roles: SISO (if s/he is not the SecCM Program Manager); CIO; AO; ISSO; ISA
Expected Input: SecCM policies and procedures;

Expected Output: Isolated test environment and program in support of SecCM

3.1.2 PLANNING AT THE SYSTEM LEVEL

The following subsections describe the planning phase activities that are normally completed at
the system level. The subsections are listed in the order in which the planning activities typically
occur. As always, organizations have flexibility in determining which activities are performed at
the organizational level and which activities are performed at the system level, and in what order.
The system-level planning phase results in a completed SecCM Plan, an established
Configuration Control Board, an accurate information system component inventory, and defined
configuration items for the system.

Develop SecCM Plan for Information System

The primary goal of the SecCM Plan is to document or provide references to system-specific
SecCM-related information. The organization may define a master SecCM Plan and provide
templates that require a subset of the SecCM Plan to be documented for each information system,
or the system owner may be required to define the system SecCM Plan in its entirety. Regardless
of the format, a SecCM Plan is completed at the system level and typically covers the following
topics:

Brief description of the subject information system;

Information system component inventory;

Information system configuration items;

Rigor to be applied to managing changes to configuration items (e.g., based on the impact
level of the information system™);

Identification of the roles and responsibilities;

¢ Identification and composition of the group or individual(s) that consider change

1% Information systems categorized in accordance with FIPS 199, Standards for Categorization of Federal Information
and Information Systems, and FIPS 200, Minimum Security Requirements for Federal Information and Information
Systems.
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requests;

¢ Configuration change control procedures to be followed (including references to
organization-wide procedures);

o Identification on the location where SecCM artifacts (change requests, approvals, etc.)
are maintained (e.g., media libraries);

e Access controls employed to control changes to configurations;
Access controls to protect SecCM artifacts, records, reports, etc. (e.g., commensurate
with system impact level,

e SecCM tools that are used;
Identification of common secure configurations (e.g., FDCC/USGCB, DISA STIGs,
National Checklist Program, etc.) to be used as a basis for establishing approved baseline
configurations for the information system;

e Deviations from common secure configurations for configuration items including
justifications;

e Criteria for approving baseline configurations for the information system; and

¢ Handling of exceptions to the SecCM plan (e.g., location of SecCM artifacts,
configuration change control procedures, etc.).

The SecCM Plan may have various representations; it could be an actual document, a collection
of data stored within a SecCM tool, or a variety of other representations. SecCM procedures may
be covered separately or the SecCM plan may incorporate SecCM procedures. The SecCM Plan
may also be instantiated at the system level from organizational templates. The level of detail for
the SecCM plan is commensurate with the impact level of the subject information system.

SDLC Phase: Begin in Initiation phase, fine tune in Development/Acquisition phase, finalize in
Implementation/Assessment phase

Primary Roles: 1SO

Supporting Roles: ISSO; ISA; System/Software Developer; User

Expected Input: Organizational SecCM policies, procedures, and templates
Expected Output: System-level SecCM plan, including system-level procedures

Create or Update Information System Component Inventory

An information system component is a discrete identifiable 1T asset that represents a building
block of an information system. An accurate component inventory is essential to record the
components that compose the information system. The component inventory helps to improve the
security of the information system by providing a comprehensive view of the components that
need to be managed and secured. All information system components are tracked from
acquisition to retirement as part of the organization’s SDLC process.

The information system component inventory can be represented as:
IS Component Inventory = {ISC,, ISC,, ... ISC,},

where n is greater than or equal to one, and I1SC represents an information system component
within the organization.
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Every organizational component is included within the authorization boundary of one, and only
one, information system and is documented and tracked in an inventory which reflects the
association with the information system under which it is managed i.e., an component associated
with an information system is included in that information system component inventory. A
component may support information systems that are not within the same authorization boundary
(such as a server that supports several Web applications or virtual machines); however, the
owners of the supported information systems have neither authority over, nor responsibility for,
the supporting component and thus the component would not be included in the component
inventories of the supported information systems.

The component inventory is populated through a process of discovery. Discovery, which may be
manual or automated, is the process of obtaining information on IS components that compose the
information systems within the organization. The organization typically determines the types and
granularity of the components (peripherals versus workstations, routers, etc.) that are to be
identified within the inventory. In most organizations, it is impractical to manually collect this
information for inclusion in the inventory or for analysis against the authorized inventory. The
use of automated tools for discovery, analysis, and management of component inventories is
generally a more effective and efficient means of maintaining component inventories. Still, it is
important to note that even with automated inventory management tools, it may still be necessary
to enter some component inventory data elements manually. Examples include, but are not
limited to, organizational unique identifiers, information system association (depending on
network configuration, whether the inventory management tool installation is at the
organizational level or system level, etc.), system/component owner, administrator, or user,
configuration item association, or type of component. Tools that support inventory management
are usually database-driven applications to track and manage information system components
within a given environment. Once an inventory is established, automated tools are often used to
detect the removal or addition of components. Some inventory management tools allow for
expanded monitoring of components through the use of built-in hooks in the OS, installation of
agents on each component, or Application Programming Interfaces. With this functionality, the
inventory management system can monitor changes in the component’s configuration and report
the results to specified staff.

Inventory management tools are SCAP-validated, to the extent such tools are available. When
purchasing a commercial off-the-shelf (COTS) or customized inventory management application,
organizations are well advised to include SCAP requirements in requests for proposals, purchase
agreements, contracts, etc. Specifying components by a commonly recognized identifier such as
the Common Platform Enumeration (CPE) can facilitate interchange of data among SCAP-
compliant tools. See Section 3.5 for more information on SCAP. Use of commonly recognized
identifiers from the start of the acquisition process provides a common taxonomy for the
component inventory to track components throughout the entire SDLC (i.e., from acquisition to
retirement).

An IS component inventory adds real value to SecCM when each item in the inventory is
associated with information that can be leveraged for determination of approved configuration
baselines, configuration change control/security impact analysis, and monitoring/reporting. Some
data elements® typically stored for each component in the IS component inventory include:

e Unique Identifier and/or Serial Number;

0 5ee NISTIR 7693, Specifications for Asset Identification 1.1 for information on specifications for data elements.
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Information System of which the component is a part;*

Type of IS component (e.g., server, desktop, application);

Manufacturer/Model information;

Operating System Type and Version/Service Pack Level (preferably using the appropriate
Common Platform Enumeration Name);

Presence of virtual machines;*

Application Software Version/License information (preferably using the appropriate
Common Platform Enumeration Name);

Physical location (e.g., building/room number);

Logical location (e.g., IP address);

Media Access Control (MAC) address;

Owner;

Operational status;

Primary and secondary administrators; and

Primary user (if applicable).

Some additional data elements may also be recorded to facilitate SecCM, such as:

Status of the component (e.g., operational, spare, disposed, etc.);

Relationships to other IS components in the inventory;*

Relationships to/dependencies on other information systems;**

Other information systems supported by this component;**

Identification of any Service-Level Agreements (SLA) that apply to the component;
Applicable common secure configurations;

Configuration item (CI) of which it is a part;

Security controls supported by this component; and

Identification of any incident logs that apply to the component.

SDLC Phase: Begin in Development/Acquisition phase, finalize in Implementation/Assessment
phase, ongoing updates during Operations and Maintenance phase

Primary Roles: ISO
Supporting Roles: ISSO; ISA; ISU

Expected Input: Organizational and/or system-level tools, organizational and/or system-level
policies and procedures

Expected Output: Accurate IS component inventory

A single IS component may support additional information systems. For example, a server in a server farm may host
several virtual machines, and each virtual machine in turn may support a Web application. When such a server suffers a
service interruption or compromise, the information stored in the component inventory about the uses of that server can
assist in the quick identification of the applications that are impacted so that appropriate actions can be taken.
Additionally, virtual machines are included as separate items in IS component inventories and are under configuration
control. Identifying virtual machines and including them in the CM process is important in managing overall
organizational risk and system-level security.
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Determine Configuration Items

When implementing configuration management, the system owner determines how to best
decompose the information system (IS) into one or more configuration items (CIs). Cls may be
one or a group of IS components, documents, network diagrams, scripts, custom code, and
various other elements that compose the information system and which require configuration
management.

An IS can be represented as a set of one or more Cls as follows:
IS = {Cl,, Cl,, ...Cl,} where n is greater than or equal to 1.

There is a one-to-many relationship between 1Ss and Cls. Thus, each IS is composed of one or
more Cls and each Cl is part of one, and only one, IS. In cases where an organization establishes
and maintains a common configuration baseline for a given platform (e.g., Windows version X,
Linux version Y) or component type (e.g., workstation, server, router) each individual
information system inherits the common configuration baseline as a Cl, or part of a ClI, for that
information system. The CI is managed for use in that information system to include any
deviations as justified and recorded (See Section 3.2.2.iii). The point is that a Cl is owned and
managed as part of only one IS regardless of the common configuration baseline source.

A CI may be composed of one or more 1S components (ISCs) (e.g., server, workstation, router,
application), one or more non-component (NC) information system objects (e.g., documentation,
diagrams, firmware), or some combination thereof as indicated in the following representations:

i. Clay={ISCy, ISC,, ...ISC,.} where n is greater than or equal to one;

ii. Clg ={NCy, NC,, ...NC,} where n is greater than or equal to one; and/or

iii. Clc = {ISCy, ISC,, ...ISC, + NCy, NC,, ...NC.} where n is greater than or equal to
one.

For example, an information system with a number of servers using similar technology may be
taken together as one ClI (as in representation i). System applications may be represented as one
or more Cls (also as in representation i). All documentation for the system may be included in
one CI or each document may be treated as a separate Cl (as in representation ii). Conversely, the
system owner may find that it is more expedient to include the servers, applications running on
the servers, and supporting documentation in a single ClI (as in representation iii). When applying
representations i or ii, it is important to note that the rigor of the review and approval of change
proposals for one Cl (e.g., a Cl composed of servers) may be higher than that applied to another
Cl (e.g., a Cl composed of documentation). Furthermore, Cls within the same system may be
tracked using different tools.

Every item within the IS component inventory is associated with one and only one CI, and hence,
is included within the authorization boundary of a single information system.

Each ClI is assigned an unambiguous identifier so that it can be uniquely referenced within
SecCM processes. Each CI could have a series of approved baseline configurations as it moves
through its life cycle and is the object of configuration change control. As the Cl moves through
its life cycle, the organization manages version numbers for the CI.

A set of data elements is maintained for each CI to define and describe the ClI to enable it to be
rebuilt from scratch. The types of information that are associated with a Cl may include:
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The information system of which the Cl is a part;

Logical and/or physical placement within the system;
Ownership and management information;

Inventory of 1S components that makes up the CI;

Inventory of documentation that makes up the CI;

Version numbers for components and non-component objects;
Relationship to/dependencies on other Cls within the system;
Information related to custom software used within the ClI;

IT products or components common secure configurations; and
Any other information needed to rebuild or reconstitute the CI.

While decomposing an information system into a number of Cls may make it easier to manage
changes within the information system, it is important to note that when one CI within an IS
changes, other Cls within the IS may also be affected. Furthermore, approved changes to a Cl
may result in updates to the system IS component inventory.

Another potential type of configuration item that is considered, particularly with respect to
establishment and maintenance of a configuration test program is a Cl for SecCM tools and
testing processes. Tools and testing processes used to validate deviations from approved
information system baseline configurations are under configuration control to reduce the potential
for such testing to return false positive or false negative results (i.e., subject tools and processes
are able to detect unauthorized configuration settings and are able to successfully recognize
approved configuration settings).

SDLC Phase: Begin in Development/Acquisition phase, finalize in Implementation/Assessment
phase

Primary Roles: 1SO
Supporting Roles: ISSO; ISA

Expected Input: Organizational and/or system level policies and procedures; IS component
inventory; 1S documents; IS diagrams; IS scripts; IS custom code; any other IS elements that
require configuration management

Expected Output: IS components and hon-component objects grouped into Cls

Relationship between an Information System and Its Configuration Items and Information
System Components

Figure 3-1 depicts the relationship between the information system as a whole, individual
information system components and non-component objects, and information system
configuration items (CIs). The information system is composed of numerous individual
components and non-component objects as described above. The information system components
and non-component objects that require configuration management are grouped into Cls whose
configurations are managed as one. For instance, in Figure 3-1 at the component level we see
numerous individual desktops. At the CI level we see that all the desktops running OS QRS
version 8 have been grouped into one CI and all the desktops running OS XYZ version 5 have
been grouped into another CI. In this way, the system components and non-component objects
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with related/similar/identical configuration requirements are configuration-managed as a group
rather than as individual components.
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Figure 3-1 — Example of the Relationship between an IS and its Components and Cls

Establish Configuration Control Board (CCB) for Information System

A CCB or equivalent group is identified for the review and approval of configuration changes for
the information system. The CCB is established through the creation of a charter which defines
the authority and scope of the group and how it should operate. A charter may define the CCB’s
membership, the roles and responsibilities of its members, and whether it reports to an oversight
body like an Executive Steering Committee or the Risk Executive (Function). A charter also
describes the process by which the CCB operates, including how to handle changes and the range
of dispositions (approved, not approved, on hold, etc.), evaluation criteria, and the quorum
required to make configuration change control-related decisions.

The CCB plays an important role of gatekeeper in deciding which changes may be acted upon
and introduced into an information system. The CCB deliberately considers the potential effect of
a proposed change on the functionality and secure state of the information system and risk to the
mission should the change be implemented in the context of the risk tolerance established by the
organization. By reviewing each proposed and implemented modification, the CCB ensures that
there is a disciplined, systematic, and secure approach for introducing change. Having a clearly
defined process or framework for the evaluation and approval of change requests, including
predefined evaluation criteria, helps to ensure that each proposed and implemented change is
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evaluated in a consistent and repeatable manner balancing security, business, and technical
viewpoints.

Organizational policy may allow flexibility regarding the size and formality of the CCB. Low-
impact and/or small, uncomplicated information systems may require less formality such that the
CCB may be composed of as few as two members (typically the system owner and the ISSO). For
high-impact systems and complex moderate-impact systems, the organization may require a CCB
that is composed of at least three individuals, at least one of whom is an ISSO or ISSM.
Additionally, the organization may determine that it is necessary to formally submit proposed
changes to the CCB and go through formalized reviews and security impact analysis prior to
acceptance and approval.

Regardless of the size and formalism of the CCB for an information system, best practices for
configuration change control require that changes to the information system be vetted by at least
one authorized individual who is independent of the requestor — in other words, in order to
maintain adequate separation of duties, system administrators, developers, etc., are not given the
authority to unilaterally propose and approve changes to the configuration of an information
system (excluding changes identified in procedures as being exempt from SecCM). The vetting
activity is recorded in an artifact that can be archived (e.g., CCB minutes, actions to be taken,
assigned responsibilities for actions, reports generated, approvals/disapprovals and rationale,
etc.).

In selecting members of the CCB, an organization considers roles that represent a range of
stakeholders. The viewpoints and expertise of individuals representing the organizational and/or
system mission, information security (information system security officers, security architects,
etc.), information technology (e.g., system administrators, network engineers, enterprise
architects, etc.), end users, customers, vendors, etc., are considered for inclusion in the CCB. It is
not necessary that all participants have a voting role in the CCB, but their input may support
improved decision making. For example, vendor participation may be valuable for insight into
product-specific functions, features, or configurations but the vendor is not given a vote on
approval of the change.

SDLC Phase: Begin in Development/Acquisition phase, finalize in Implementation/Assessment
phase

Primary Roles: SecCM Program Manager (if established at the organizational level); ISO (if
established at the system level). Note: If a single CCB serves a number of information systems
but is not at the organizational level, the set of 1SOs for all of the participating information
systems are responsible for implementing the CCB

Supporting Roles: SISO (if s/he is not the SecCM Program Manager); 1ISSO

Expected Input: Organizational and/or system-level policies and procedures

Expected Output: Established Configuration Control Board and charter

3.2 IDENTIFYING AND IMPLEMENTING CONFIGURATIONS

The following subsections describe the Identifying and Implementing Configurations phase
activities. In this phase, the activities are typically completed at the system level following the
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applicable organizational and/or system-specific SecCM policy and procedures. The subsections
are listed in the general chronological order in which the configuration activities occur. As
always, organizations have flexibility in determining which activities are performed at what level
and in what order. Completion of the Identifying and Implementing Configurations phase results
in implementation of a secure configuration baseline for each information system and constituent
Cls, i.e., each established ClI is the object of a documented and approved secure configuration.

3.2.1 ESTABLISH SECURE CONFIGURATIONS

In developing and deploying an information system, secure configurations are established for the
information system and its constituent Cls. Secure configurations may include:

e Setting secure values (i.e., the parameters that describe how particular automated
functions of IT products behave) including, but not limited to:

o OS and application features (enabling or disabling depending on the specific
feature, setting specific parameters, etc.);

0 Services (e.g., automatic updates) and ports (e.g., DNS over port 53);

o0 Network protocols (e.g., NetBIOS, IPv6) and network interfaces (e.g., Bluetooth,
IEEE 802.11, infrared);

0 Methods of remote access (e.g., SSL, VPN, SSH, IPSEC);

0 Access controls (e.g., controlling permissions to files, directories, registry keys,
and restricting user activities such as modifying system logs or installing
applications);

0 Management of identifiers/accounts (e.g., changing default account names,
determining length of time until inactive accounts are disabled, using unique user
names, establishing user groups);

0 Authentication controls (e.g., password length, use of special characters,
minimum password age, multifactor authentication/use of tokens);

0 Audit settings (e.g., capturing key events such as failures, logons, permission
changes, unsuccessful file access, creation of users and objects, deletion and
modification of system files, registry key and kernel changes);

0 System settings (e.g., session timeouts, number of remote connections, session
lock); and

o0 Cryptography (e.g., using FIPS 140-2-validated cryptographic protocols and
algorithms to protect data in transit and in storage);

e Applying vendor-released patches in response to identified vulnerabilities, including
software updates;

e Using approved, signed software, if supported;

o Implementing safeguards through software to protect end-user machines against attack
(e.g., antivirus, antispyware, antiadware, personal firewalls, host-based intrusion
detection systems [HIDS]);

e Applying network protections (e.g., TLS, IPSEC);

e Establishing the location where a component physically and logically resides (e.g.,
behind a firewall, within a DMZ, on a specific subnet, etc.); and

¢ Maintaining and updating technical specification and design documentation, system
security documentation, system procedures, etc.

In many cases, organizational policies, in accordance with federal laws, standards, directives, and
orders, establish generally accepted common secure configurations (e.g., National Checklist
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Program, DISA STIGs, CIS benchmarks). Configurations identified in the National Checklist
Program? as well as SCAP-expressed checklists are a source for establishing common secure
configurations. Commercial product developers are also a potential source for common secure
configurations. Deviations from common secure configurations are justified and recorded (see
Section 3.2.2.iii).

In establishing and maintaining secure configurations, organizations consider potential
interoperability conflicts with interconnected systems. Coordination of secure configuration
baselines between system staff and/or the relevant CCB(s) helps ensure synchronization of secure
configurations between interconnected systems to meet desired security and operational
functionality.

If not identified in organizational policies and procedures, the IS owner, in coordination with the
ISSO, has the responsibility of establishing secure configurations (based on appropriate common
secure configurations, if available) for an information system and its constituent Cls. Regardless
of the responsible party, the secure configurations comply with all applicable federal
requirements and are approved in accordance with organizational policy.

SDLC Phase: Begin in Development/Acquisition phase, finalize in Implementation/Assessment
phase

Primary Roles: ISO; ISSO
Supporting Roles: ISA; System/Software Developer

Expected Input: Organizational and/or system-level policies and procedures including mandated
or suggested common secure configurations; System Security Plan/information system security
requirements; system/component technical documentation

Expected Output: Initial secure baseline configuration(s) for the information system and its CI(s)

3.2.2 IMPLEMENT SECURE CONFIGURATIONS

Implementing secure configurations for IT products is no simple task. There are many IT
products, and each has a myriad of possible parameters that can be configured. In addition,
organizations have mission and business process needs which may require that IT products be
configured in a particular manner. To further complicate matters, for some products, the
configuration settings of the underlying platform may need to be modified to allow for the
functionality required for mission accomplishment such that they deviate from the approved
common secure configurations.

Using the secure configuration previously established (see Section 3.2.1) as a starting point, the
following structured approach is recommended when implementing the secure configuration:
i. Prioritize Configurations

In the ideal environment, all IT products within an organization would be configured to the
most secure state that still provided the functionality required by the organization.

22 National Institute of Standards and Technology Special Publication 800-70, National Checklist Program for IT
Products: Guidance for Checklists Users and Developers, as amended, provides information on the National Checklist
Program. Also see http://checklists.nist.gov.
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However, due to limited resources and other constraints, many organizations may find it
necessary to prioritize which information systems, IT products, or Cls to target first for
secure configuration as they implement SecCM.

In determining the priorities for implementing secure configurations in information
systems, IT products, or Cls, organizations consider the following criteria:

e System impact level — Implementing secure configurations in information systems
with a high or moderate security impact level may have priority over information
systems with a low security impact level.

¢ Risk assessments — Risk assessments can be used to target information systems,

IT products, or Cls having the most impact on security and organizational risk.

¢ Vulnerability scanning — Vulnerability scans can be used to target information
systems, IT products, or Cls that are most vulnerable. For example, the Common
Vulnerability Scoring System (CVSS) is a specification within SCAP that provides
an open framework for communicating the characteristics of software flaw
vulnerabilities and in calculating their relative severity. CVSS scores can be used
to help prioritize configuration and patching activities.

o Degree of penetration — The degree of penetration represents the extent to
which the same product is deployed within an information technology
environment. For example, if a