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ABSTRACT

The National Ingtitute of Standards and Technology (NIST) Modes of Operation Validation
System (MOV S) specifies the procedures involved in validating implementations of the DES
algorithm in FIPS PUB 46-2 The Data Encryption Standard (DES) and the Skipjack algorithm in
FIPS PUB 185, Escrowed Encryption Sandard (ESS). The MOV Sis designed to perform
automated testing on Implementations Under Test (IUTs). This publication provides brief
overviews of the DES and Skipjack agorithms and introduces the basic design and configuration
of the MOVS. Included in this overview are the specifications for the two categories of tests
which make up the MOV S, i.e., the Known Answer tests and the Modes tests. The requirements
and administrative procedures to be followed by those seeking formal NIST validation of an
implementation of the DES or Skipjack algorithm are presented. The requirements described
include the specific protocols for communication between the IUT and the MOV S, the types of
tests which the [UT must pass for formal NIST validation, and general instructions for accessing
and interfacing with the MOV'S. An appendix with tables of values and results for the DES and
Skipjack Known Answer testsis also provided.

Key words: automated testing, computer security, cryptographic algorithms, cryptography, Data
Encryption Standard (DES), Federa Information Processing Standard (FIPS), NVLAP, Skipjack
algorithm, secret key cryptography, validation.

1. INTRODUCTION

1.1 Background

This publication specifies the various tests required to validate implementations under test (IUTS)
for conformance to the DES and Skipjack algorithms. When applied to IUTs of the DES
algorithm, the Modes of Operation Vaidation System (MOVS) provides conformance testing for
the various components of the algorithm, as well as testing for apparent operational errors. The
MOV Sisalso used to test for apparent operational errorsin IUTs of the Skipjack algorithm.

The MOV Sis composed of two types of validation tests, the Known Answer tests and the Modes
tests. Both of these are based on validation tests described in SPS00-20, Validating the
Correctness of Hardware | mplementations of the NBS Data Encryption Standard. As SP500-
20'stitle implies, the validation tests were written to validate hardware implementations of the
DES agorithm. SP800-17 expands on this by specifying how to validate implementations of the
DES agorithm in software, firmware, hardware, or any combination thereof. The document also
addresses implementations of the Skipjack agorithm, which must be implemented in electronic
devices (e.g., very large scale integration chips). The Known Answer tests and Modes tests are
based on the standard DES test set and the Monte-Carlo tests respectively, as specified in SP500-
20.



To perform the Known Answer tests, the MOV S supplies known valuesto the IUT. The lUT
then processes the input through the implemented agorithm, and the results are compared to
expected values. When applied to IUTs of the DES algorithm, the Known Answer tests verify
that the IUT correctly implements the components of the algorithm (e.g., S boxes, ...). When
applied to IUTs of the Skipjack algorithm, these same tests verify that the implemented algorithm
produces the correct results, i.e., given known input, the correct results are produced.

Since the test set used for the Known Answer tests is public knowledge, another type of
validation test has been designed to use pseudo-random data. Thistest isthe Modestest. The
Modes test verifies that the lUT has not been designed just to pass the Known Answer tests. A
successful series of Modes tests gives some assurance that an anomal ous combination of inputs
does not exist that would cause the test to end abnormally for reasons not directly related to the
implementation of the algorithm. An additional purpose of the Modes test is to verify that no
undesirable condition within the IUT will cause the key or plaintext to be exposed due to an
implementation or operational error. The Modes test is not areliability test, but merely checks for
the presence of an apparent operational error.

1.2 Organization

Section 2 gives a brief overview of the DES and Skipjack agorithms and the four modes of
operation allowed by both of these algorithms. Section 3 provides an overview of the tests which
make up the Modes of Operation Validation System (MOVS) for the DES and Skipjack
algorithms. Section 4 describes the basic protocol used by the MOVS. Section 5 provides a
detailed explanation of each test required by the MOV Sto validate an IUT of the DES and
Skipjack algorithms. Section 6 outlines the design of the MOVS.  Appendix A provides an
example of round outputs for the DES, and Appendix B provides tables of values for the Known
Answer tests for both the DES and Skipjack algorithms. These tablesinclude Table 1 - Resulting
Ciphertext from the Variable Plaintext Known Answer Test for DES, Table 2 - Resulting
Ciphertext from the Variable Key Known Answer Test for DES, Table 3 - Vaues to be Used for
the Permutation Operation Known Answer Test, Table 4 - Vauesto be Used for the Substitution
Tables Known Answer Test, Table 5 - Resulting Ciphertext from the Variable Plaintext Known
Answer Test for Skipjack, and Table 6 - Resulting Ciphertext from the Variable Key Known
Answer Test for Skipjack.



2. PRIVATEKEY ALGORITHMS
2.1 Data Encryption Standard (DES) (FIPS PUB 46-2)

FIPS PUB 46-2, The Data Encryption Sandard (DES), published on December 30, 1993, isa
cryptographic agorithm which has been standardized for use within the Federal Government for
protecting the transmission and storage of unclassified computer data. DES is a FIPS approved
cryptographic algorithm as required by FIPS 140-1, Security Requirements for Cryptographic
Modules, January 11, 1994.

The DES algorithm is arecirculating, 64-bit, block product cipher whose security is based on a
secret key. The DES keys are 64-bit binary vectors consisting of 56 information bits and 8 parity
bits. The parity bits are reserved for error detection purposes and are not used by the encryption
algorithm. The 56 information bits are used by the enciphering and deciphering operations and
are referred to as the active key.

In the enciphering computation, a block to be enciphered is subjected to an initial permutation
(IP), then to a complex key-dependent computation and finally to a permutation which is the
inverse of the initial permutation (IP%). The key-dependent computation can be defined in terms
of afunction f, called the cipher function, and a function KS, called the key schedule. The
function f involves E operators, substitution tables (S-boxes), and permutations (P). The 64 bit
input block is divided into two halves, each consisting of 32 bits. One half is used as input to the
function f, and the result is exclusive ORed to the other half. After oneiteration, or round, the
two halves of data are swapped, and the operation is performed again. The DES algorithm uses
16 rounds to produce a recirculating block product cipher. The cipher produced by the algorithm
displays no correlation to the input. Every bit of the output depends on every bit of the input and
on every hit of the active key. An example of round-by-round encryption for a given key and
plaintext is shown in Appendix A.

For athorough discussion of the DES algorithm and its components, consult FIPS PUB 46-2.
Guidelines on the proper usage of the DES are published in FIPS PUB 74, Guidelines for
Implementing and Using the NBS Data Encryption Standard. A brief description of the
components of the DES algorithm follows.



2.1.1 The S-boxes

The non-linear substitution tables, or S-boxes, constitute an important part of the agorithm. The
purpose of the S-boxes is to ensure that the algorithm is not linear. There are eight different S-
boxes. Figure 2.1 displays one of these. Each S-box contains 64 entries, organized as a 4x16
matrix. Each entry isafour bit binary number, represented as 0-15. A particular entry in asingle
S-box is selected by six bits, two of which select arow and four select acolumn. The entry in the
corresponding row and column is the output for that input. Each row in each S-box isa
permutation of the numbers 0-15, so no entry is repeated in any one row. The output of the
parallel connection of eight S-boxesis 32 hits.

14 4 13 2 15 11 8 3 10 6 12 5 9 0 7
1
0 15 7 14 2 13 1 10 6 12 11 9 5 3 8
4
4 1 14 13 6 2 11 15 12 9 7 3 10 5 0
8
15 12 8 4 9 1 7 5 11 3 14 10 0 6 13
2

Figure 2.1 One of the Eight S-Boxesin the DES
2.1.2 The Key Schedule

The key schedule provides alinear means of thoroughly intermixing the bits of the 56-bit key
specified for use in the DES operation to form a different 48-bit key for each of the 16 rounds of
the DES agorithm. Thisis donein the following manner: The key is subjected to a permuted
choice 1 (PC1) where the bits of the key are reorganized. The permuted key is then divided into
two parts denoted C, and D,. These parts are shifted left a predetermined number of times
producing C,,, and D,,,. The resulting values are subjected to a permuted choice 2 (PC2) which
reorganizes the bits again, producing the round key K;,,. To compute the next round key K,,,,
C.., and D, are shifted left a predetermined number of times. The resulting value is then
subjected to PC2. This procedure is repeated to calculate the 16 round keys.

Both the permutations in the key-schedule, PC1 and PC2, intermix the key bits among the round
keysin such away asto equalize key-bit utilization. It does this by forcing each key hit to be
used no more than 15 times and no less than 12 times.

Figure 2.2 shows how the key schedule determines the sixteen 48-bit round keys from the 56-bit
encryption key.



Left shift

D Reg

K ==pC1 > PC2 === K

C Reg

Figure 2.2 The Key Schedule for the DES

2.1.3 The Permutations and E Oper ator

Therole of the permutation P is to thoroughly mix the data bits so they cannot be traced back
through the S-boxes. Theinitia and final permutations are byte oriented, and the data is output
eight bitsat atime. The operator E expands a 32 bit input to a48 bit output that is added mod
two to the round key. The permutations in the key-schedule, PC1 and PC2, intermix the bits that
result from the S-box substitution in a complex way to prevent bit tracing.

Each permutation is a linear operator, and so can be thought of as an n x m matrix and can be
validated completely if it operates correctly on an appropriate maximal linearly independent set of
input vectors, i.e., asuitable basis.

2.2 Skipjack Encryption Algorithm

The Skipjack agorithm is a classified symmetric-key cryptographic algorithm designed by the
National Security Agency (NSA). The specifications for the Skipjack agorithm are contained in
the R21 Informal Technical Report entitled "SKIPJACK" (S), R21-TECH-044-91, May 21, 1991.
Organizations holding an appropriate security clearance and entering into a Memorandum of
Agreement with the National Security Agency regarding implementations of the standard will be
provided access to the classified specifications.

Asdiscussed in FIPS PUB 185, Escrowed Encryption Standard (ESS), the Skipjack algorithm has



been approved for government applications requiring the encryption of sensitive but unclassified
data telecommunications. The Skipjack algorithm is a 64-bit code book transformation that
utilizes the same four DES modes of operation as specified in FIPS PUB 81, DES Modes of
Operation and FIPS PUB 74, Guidelines for Implementing and Using the NBS Data Encryption
Sandard. Skipjack uses an 80-bit encryption/decryption key (compared with a 56-bit key used
by DES) and has 32 rounds of processing per single encrypt/decrypt operation (compared with 16
rounds for the DES). Skipjack outputs 64 bits of output per round.

The Skipjack agorithm may only be implemented in electronic devices (e.g., very large scale
integration chips). The devices may be incorporated in security equipment used to encrypt (and
decrypt) sensitive unclassified telecommunications data.

2.3 The Four Modes of Operation

The DES and Skipjack agorithms both utilize the same four modes of operation specified in FIPS
PUB 81, DES Modes of Operation. These modes are the Electronic Codebook (ECB) Mode, the
Cipher Block Chaining (CBC) Mode, the Cipher Feedback (CFB) Mode, and the Output
Feedback (OFB) Mode.



2.3.1 Electronic Codebook (ECB) Mode

ECB ENCRYPTION ECB DECRYPTION
PLAINTEXT CIPHERTEXT
(D1, D,, ..., Dgy) (C1, Cy ..., Cea)
(I, 1,, 1‘64) (I, 1 lﬁé)
INPUT BLOCK INPUT BLOCK
ENCRYPT DECRYPT
OUTPUT BLOCK OUTPUT BLOCK
(olv OZ! 1064) (Olv OZ! lom)
CIPHERTEXT PLAINTEXT
(Cy, Gy .y C) (D1, D, ..., D)

Figure 2.3 Electronic Codebook (ECB) Mode

The Electronic Codebook (ECB) mode is shown in Figure 2.3. In ECB encryption, a plaintext
datablock (D,, D,, ..., Dg,) isused directly asthe input block (1, I, ..., ls,). Theinput block is
processed through the DES or Skipjack algorithm in the encrypt state. The resultant output block
(O, O,,...,04,) isused directly as ciphertext (C,, C,,..., Cyy)-

In ECB decryption, a ciphertext block (C,, C,, ..., Cy,) is used directly as the input block (1,
l,,....1s,). Theinput block is then processed through the DES or Skipjack algorithm in the decrypt
state. The resultant output block (O,, O,,...,Og,) produces the plaintext (D,,D,,...,Dg,). The ECB
decryption process is the same as the ECB encryption process except that the decrypt state of the
DES or Skipjack algorithm is used rather than the encrypt state.



2.3.2 Cipher Block Chaining (CBC) Mode

NOTE: All variables are 64 bitsin length.
— TIME=1 TIME=2 e TIME=N

— () re—

ENCRYPT

ENCRYPT ENCRYPT ENCRYPT

) I1 l1 =T IC1

DECRYPT DECRYPT DECRYPT
[El | | |
Fol
g . !
g o %
LEGEND: D =DATA BLOCK | = INPUT BLOCK C = CIPHER BLOCK

IV =INITIALIZATION VECTOR D = EXCLUSIVE-OR

Figure 2.4 Cipher Block Chaining (CBC) Mode

As shown in the upper half of Figure 2.4, the Cipher Block Chaining (CBC) mode begins
processing by dividing a plaintext message into 64 bit data blocks. In CBC encryption, the first
input block (1, I,,...,15,) isformed by exclusive-ORing the first plaintext data block (D,, D,, ...,
Dg,) with a64-bit initialization vector 1V, i.e, (1,,1,,...,1g) = (IV,@D;, IV,eD,, ... IVgeDg,). The
input block is processed through the DES or Skipjack algorithm in the encrypt state, and the
resulting output block is used as the ciphertext, i.e., (C,,C,,...,Cy) = (0,,0,,...,0g,). Thisfirst
ciphertext block is then exclusive-ORed with the second plaintext data block to produce the
second input block, i.e., (1,,1,,...,15) = (C,eD,,C,eD,,...,Cs,®Dg,). Notethat | and D now refer to
the second block. The second input block is processed through the DES or Skipjack algorithm in
the encrypt state to produce the second ciphertext block. This encryption process continues to
"chain" successive cipher and plaintext blocks together until the last plaintext block in the message
isencrypted. If the message does not consist of an integral number of data blocks, then the final
partial data block should be encrypted in a manner specified for the application. One such method
is described in Appendix C of FIPS PUB 81.



In CBC decryption (see the lower half of Figure 2.4), the first ciphertext block of an encrypted
message is used as the input block and is processed through the DES or Skipjack algorithm in the
decrypt state, i.e., (I,1,,...,1¢1) = (C,,C,,...,Cqs). Theresulting output block, which equals the
original input block to the algorithm during encryption, is exclusive-ORed with the IV (which
must be the same as that used during encryption) to produce the first plaintext block, i.e.,
(D1,Dy,....Dgy) = (O01V,0,01V,,...,.040l V. The second ciphertext block is then used asthe
next input block and is processed through the DES or Skipjack agorithm in the decrypt state.
The resulting output block is exclusive-ORed with the first ciphertext block to produce the
second plaintext data block, i.e., (D;,D,,...,Dg,) = (0,0C,, O,8C,,...,04aC,,). (NoteD and O
refer to the second block.) The CBC decryption process continues in this manner until the last
complete ciphertext block has been decrypted. Ciphertext representing a partial data block must
be decrypted in a manner as specified for the application.



2.3.3 Cipher Feedback (CFB) Mode

ENCRYPTION DECRYPTION
SHIFT l SHIFT
~ -~
INPUT BLOCK INPUT BLOCK
(64-K)BITS :KBITS (64-K) BITS | KBITS
FEEDBACK '
1 K 1 K
K BITS
ENCRYPT ENCRYPT
OUTPUT BLOCK OUTPUT BLOCK
SELECT . DISCARD SELECT . DISCARD
KBITS | (64-K)BITS KBITS | (64-K)BITS
1 K 1 K
| C! PHERTEX T |y 2 _ | C| PHERTEXT
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Figure 2.5 Cipher Feedback (CFB) Mode

The Cipher Feedback (CFB) mode is shown in Figure 2.5. A message to be encrypted is divided
into K-bit data units, where K may equal 1 through 64 inclusively (K =1,2,...,64). In both the
CFB encrypt and decrypt operations, an initialization vector (1V) of length L is used, where L
may equa 1 through 64 inclusively (L=1,2,...,64). ThelV isplaced in the least significant bits of
the input block with the unused bits set to "0, i.e., (I,1,,...,15) = (0,0,...,0,IV,IV,,...,1IV,). This
input block is processed through the DES or Skipjack algorithm in the encrypt state to produce an
output block. During encryption, ciphertext is produced by exclusive-ORing a K-bit plaintext
data unit with the most significant K bits of the output block, i.e.,(C,,C,....,Cy) = (D,80,, D,@0,,
.., D@0Oy). Similarly, during decryption, plaintext is produced by exclusive-ORing a K-bit unit
of ciphertext with the most significant K bits of the output block, i.e., (D,,D,,...,Dy) =
(C,00,,C,00,,...,C ®0,). In both cases the unused bits of the output block are discarded. For
both the encryption and decryption processes, the next input block is created by discarding the
most significant K bits of the previous input block, shifting the remaining bits K positions to the
left and then inserting the K bits of ciphertext just produced in the encryption operation or just
used in the decryption operation into the least significant bit positions, i.e., (1,,1,,...,1¢) = (I
licszps -+ 16a:C1,Cy, ..Cy). Thisinput block is then processed through the DES or Skipjack
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algorithm in the encrypt state to produce the next output block. This process continues until the
entire plaintext message has been encrypted or until the entire ciphertext message has been
decrypted. For each operation of the DES or Skipjack algorithm, one K-bit unit of plaintext
produces one K-bit unit of ciphertext, and one K-bit unit of ciphertext produces one K-bit unit of
plaintext.
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2.3.4 Output Feedback (OFB) Mode
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Figure 2.6 Output Feedback (OFB) Mode

The Output Feedback (OFB) mode is shown in Figure 2.6. A message to be encrypted is divided
into K-bit data units, where K may equal 1 through 64 inclusively, (K =1,2,...,64). In both the
OFB encrypt and decrypt operations, an initiaization vector (1V) of length L is used, where L
may equa 1 through 64 inclusively, (L=1,2,...,64). ThelV isplaced in the least significant bits of
the input block with the unused bits set to "0, i.e., (I,1,,...,15) = (0,0,...,0,IV,IV,,...,1IV,). This
input block is processed through the DES or Skipjack algorithm in the encrypt state to produce an
output block. During encryption, ciphertext is produced by exclusive-ORing a K-bit plaintext
data unit with the most significant K bits of the output block, i.e., (C,,C,,...,C,) = (D,#0,, D,&0,,
..D®0y). Similarly, during decryption, plaintext is produced by exclusive-ORing a K-bit unit of
ciphertext with the most significant K bits of the output block, i.e,, (D,,D,,...,Dy) =
(C,00,,C,e0,,...,.C@0,). In both cases the next input block is assigned the value of the output
block, i.e., (I,15...,15) = (01,0, ...,0g,). Thisinput block is then processed through the DES or
Skipjack agorithm in the encrypt state to produce the next output block. This process continues
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until the entire plaintext message has been encrypted or until the entire ciphertext message has
been decrypted. For each operation of the DES or Skipjack algorithm, one K-bit unit of plaintext
produces one K-bit unit of ciphertext or one K-bit unit of ciphertext produces one K-bit unit of
plaintext.

Note that, originally, FIPS 81 alowed less than 64 bits of feedback to be used. It was discovered
that when thisis done, thereis arisk of generating short cycles. That is, when the samekey is
used, and multiple encryptions or decryptions have occurred, then the resulting output block may
be equal to an input block from a previous iteration. If that occurs, then further encryption or
decryption using the same key will result in a repetition of previously generated output and input
blocks. Thisincreasesthe risk of a cryptanalyst recovering the origina plaintext. Because of this
short cycle property, NIST does not support the use of the OFB mode for any amount of
feedback |ess than 64 bits. Note that this short cycle property is not a problem with the DES
algorithm, and would occur using any block cipher in asimilar manner.
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3. MODES OF OPERATION VALIDATION SYSTEM FOR THE DES AND SKIPJACK
ALGORITHMS

The MOV Sfor the DES and Skipjack algorithms consists of two types of tests, the Known
Answer tests and the Modes tests.  The MOV S provides conformance testing for the individual
components of an IUT of the DES agorithm and analyzes IUTs of the DES and Skipjack
algorithms for apparent operational errors. Note that the individual components of an IUT of the
Skipjack agorithm are not tested by the MOV S since Skipjack is classified.

The IUTs of the DES agorithm may be written in software, firmware, hardware, or any
combination thereof. The IUTs of the Skipjack agorithm must be implemented in electronic
devices (e.g., very large scale integration chips). For the remainder of this document , the word
implementation will reflect the definition pertaining to the algorithm being discussed.

An IUT must allow the MOV S to have control over the required input parameters for validation
to befeasible. The ability to initialize or load known va ues to the variables required by a specific
test may exist at the device level or the chip level inan IUT. If an IUT does not alow the MOVS
to have control over the input parameter values, the MOV S tests cannot be performed.

An IUT may implement encryption only, decryption only, or both encryption and decryption.
Thiswill determine which MOV S tests will be performed by an [UT.

The following subsections provide an overview of the Known Answer tests and the Modes tests.
Also discussed are the various tests required to validate IUTs of the DES and Skipjack
algorithms.

3.1 TheKnown Answer Tests

The Known Answer tests are based on the standard DES test set discussed in SPS00-20. When
applied to IUTs of the DES algorithm, the Known Answer tests verify that the IUT correctly
performs the algorithm. The tests also provide conformance testing for the following components
of an IUT of the DES algorithm: theinitial permutation IP, the inverse permutation IP*, the
expansion matrix E, the data permutation P, the key permutations PC1 and PC2, and the
substitution tables S, S,,...,S;. When applied to IUTs of the Skipjack algorithm, these same tests
verify that the implemented algorithm produces the correct results, i.e., given known input, the
correct results are produced.

A generic overview of the sets of Known Answer tests required for the validation of IUTs

implementing the encryption and/or decryption processes of all modes of operation for both the
DES and Skipjack algorithms are discussed below.
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3.1.1 TheEncryption Process

An IUT of the DES algorithm which allows encryption requires the successful completion of five
Known Answer tests. These are the Variable Plaintext Known Answer test, the Inverse
Permutation Known Answer test for the Encryption Process, the Variable Key Known Answer
test for the Encryption Process, the Permutation Operation Known Answer test for the
Encryption Process, and the Substitution Table Known Answer test for the Encryption Process.
The Permutation Operation and the Substitution Table Known Answer tests do not apply to the
Skipjack algorithm. Therefore, an IUT of the Skipjack algorithm which allows encryption
requires only the successful completion of the Variable Plaintext Known Answer test, the Inverse
Permutation Known Answer test for the Encryption Process, and the Variable Key Known
Answer test for the Encryption Process.

These Known Answer tests are also used in the testing of IUTs implementing the CFB and OFB
modes of operation in the decryption process. The reason for thisis that both of these modes
utilize the encrypt state in the decryption process.

3.1.1.1 TheVariable Plaintext Known Answer Test

To perform the Variable Plaintext Known Answer test, the MOV S supplies the IUT with initial
values for the plaintext and, if applicable, the initiaization vector. These values are dependent
upon the mode of operation being implemented. The key should be initialized to zero. Each
block of datainput into the DES or Skipjack algorithm is represented as a 64-bit basis vector. By
definition, a basis vector is a vector consisting of a"1" in the i position and "0" in all of the other
positions. The input block is processed through the algorithm in the encrypt state. The resulting
output block is used in the calculation of the ciphertext which is then recorded. Each of the basis
vectorsistested. At the completion of the 64" test, all results are verified for correctness.

If correct results are obtained from an IUT of the DES agorithm, the Variable Plaintext Known
Answer test has verified the initial permutation (1P) and the expansion matrix E by presenting a
full set of basis vectors to the IP and to the E. If the results from each test of an IUT of the
Skipjack algorithm match the expected results, the Skipjack algorithm has been verified.

3.1.1.2 TheInverse Permutation Known Answer Test for the Encrypt State
To perform the Inverse Permutation Known Answer test, the MOV S supplies the IUT with initial

values for the plaintext and, if applicable, the initialization vector. The plaintext values are set to
the ciphertext results obtained from the Variable Plaintext Known Answer test.
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The key being used by thistest iscalled aself dual key. A self dual key is akey with the property
that when you encrypt twice with this key the result isthe initial input. Therefore, it islike
encrypting and decrypting with the same key. The key should be initialized to zero, the same
value used in the Variable Plaintext Known Answer test.

The input block is processed through the algorithm in the encrypt state. The resulting output
block is used in the calculation of the ciphertext which isthen recorded. The ciphertext should be
the same as the plaintext used as input to the Variable Plaintext Known Answer test. At the
completion of the 64™ test, all results are verified for correctness.

Thistest, when applied to an IUT of the DES algorithm, verifies the inverse permutation (1P*) by
presenting each basis vector to the IP* as the basis vectors are recovered. |If the results from each
test of an IUT of the Skipjack algorithm match the expected results, the Skipjack algorithm has
been verified.

3.1.1.3 The Variable Key Known Answer Test for the Encryption Process

To implement the Variable Key Known Answer test for the Encryption Process, the MOV S
suppliesthe IUT with initial values for the key, the plaintext, and, if applicable, the initialization
vector. During the initialization process, the plaintext and the initialization vector are set to zero.
The key isinitialized to an n-bit vector, where n is 56 if DES is being implemented, and 80 if
Skipjack is being implemented. This vector will contain a"1" in the i™ significant position and
"0"sisal remaining significant positions of akey wherei = 1ton. (Note that the parity bits are
not counted in the significant bits. These parity bits may be "1"sor "0"sto maintain odd parity.)
Aninput block is then formed according to the mode of the algorithm being implemented, and
encrypted. The resulting output block is used in the calculation of the ciphertext whichis
recorded for later comparison. Thistest is repeated n times, alowing for every possible vector to
be tested. At the completion of the n™ test, all results are verified for correctness.

When thistest is performed for an IUT of the DES algorithm, the 56 possible basis vectors which
yield unique keys are presented to PC1 verifying the key permutation, PC1. Since the key
schedule consists of |eft shifts, asi ranges over the index set, a complete set of basis vectorsis
presented to PC2 as well, so thisis verified. If the results from each test of an IUT of the
Skipjack algorithm match the expected results, the Skipjack algorithm has been verified.

3.1.1.4 The Permutation Operation Known Answer Test for the Encryption Process
The Permutation Operation Known Answer test for the Encryption Process only appliesto IUTs
of the DES algorithm. To implement thistest, the MOV S suppliesthe IUT with initial values for

the key, the plaintext and, if applicable, the initialization vector, with the plaintext and
initialization vector being set to zero. Based on the mode of operation of DES implemented, an
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input block is formed and encrypted. The resulting output block is used in the calculation of the
ciphertext which is recorded for later comparison. Thistest is repeated 32 times, allowing for 32
given values to be tested. At the completion of the 32™ test, all results are verified for
correctness.

Thistest presents a complete set of basis vectors to the permutation operator P. By doing so, Pis
verified.

3.1.1.5 The Substitution Table Known Answer Test for the Encryption Process

The Substitution Table Known Answer test for the Encryption Process only appliesto IUTs of
the DES algorithm. The MOV S suppliesthe IUT with initial values for the key, the plaintext and,
if applicable, the initialization vector which isinitialized to zero. Based on the mode of operation
of DES implemented, an input block is formed and encrypted. The resulting output block is used
in the calculation of the ciphertext which is recorded for later comparison. Thistest is repeated
19 times in order to process a set of 19 key-data pairs. At the completion of the 19" test, all
results are verified for correctness.

The set of 19 key-data pairs used in this test result in every entry of all eight S-box substitution

tables being used at least once. Thus, this test verifies the eight substitution tables of 64 entries
each.
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3.1.2 The Decryption Process

The five Known Answer tests required for validation of IUTs implementing the decryption
process of the DES or Skipjack algorithms consist of the Variable Ciphertext Known Answer test,
the Initia Permutation Known Answer test for the Decryption Process, the Variable Key Known
Answer test for the Decryption Process, the Permutation Operation Known Answer test for the
Decryption Process and the Substitution Table Known Answer test for the Decryption Process.
These tests can only be performed by 1UTs that support the Electronic Codebook (ECB) and the
Cipher Block Chaining (CBC) modes of operation since only these modes of operation utilize the
decrypt state during the decryption process. The CFB and OFB modes of operation utilize the
encrypt state in the decryption process and therefore should be tested using the same Known
Answer tests used for IUTs that support the encryption process. Only the Variable Ciphertext
Known Answer test, the Initial Permutation Known Answer test for the Decryption Process, and
the Variable Key Known Answer test for the Decryption Process apply to the Skipjack agorithm.

3.1.2.1 The Variable Ciphertext Known Answer Test

To perform the Variable Ciphertext Known Answer test, the values of the ciphertext, the key,
and, if gpplicable, the initialization vector are initialized, with the key and the initialization vector
being initialized to zero. If the IUT performs both encryption and decryption, the values resulting
from the encryption performed in the Variable Plaintext Known Answer test will be used to
initialize the ciphertext. Otherwise, the MOV Swill supply the IUT with the ciphertext values.

The value of the ciphertext is used directly as the input block of data. The input block is
processed through the algorithm in the decrypt state, resulting in an output block. The output
block is used in the calculation of the plaintext which is then recorded. Thistest is repeated for
64 cycles and should result in a set of 64 different basis vectors. For IUTs of the DES algorithm,
this test verifies the inverse permutation IP* by presenting the basis vectorsto the IP* as they are
recovered.

If the Skipjack algorithm isimplemented and the IUT produces correct results (i.e., the basis
vectors are recovered), this test ends successfully.

3.1.2.2 Thelnitial Permutation Known Answer Test for the Decryption Process

To perform the Initial Permutation Known Answer test for the Decryption Process, the values of
the ciphertext are set to the resulting plaintext values obtained from the Variable Ciphertext
Known Answer test. The key, and, if applicable, the initialization vector are set to the same
values used in the Variable Ciphertext Known Answer test, i.e., they are set to zero.

The value of the ciphertext is used directly as the input block of data. The input block is
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processed through the algorithm in the decrypt state, resulting in an output block. The output
block is used in the calculation of the plaintext which is then recorded. Thistest is repeated for
64 cycles and should result in the set of ciphertext values used as input to the Variable Ciphertext
Known Answer test.

For IUTs of the DES agorithm, theinitia permutation 1P and the expansion matrix E are verified
by presenting the full set of basis vectors to both of them.

If the Skipjack algorithm isimplemented and the IUT produces correct results (i.e., the basis
vectors are recovered), this test ends successfully.

3.1.2.3 The Variable Key Known Answer Test for the Decryption Process

To implement the Variable Key Known Answer test for the Decryption Process, the values of the
ciphertext, key, and, if applicable, the initialization vector are initialized. The ciphertext is
initialized in one of two ways. If the IUT performs both encryption and decryption, the values
resulting from the encryption performed in the Variable Key Known Answer test for the
Encryption Process will be used to initialize the ciphertext. Otherwise, the IUT will obtain the
ciphertext values from the MOVS. ThelV isset to zero. The key isinitialized to an n-bit vector,
where nis56 if DES is being implemented and 80 if Skipjack is being implemented. This vector
will contain a"1" in the i™ significant position and "0"sis al remaining significant positions of a
key wherei = 1ton. (Note that the parity bits are not counted in the significant bits. These
parity bits may be"1"sor "0"sto maintain odd parity.)

The value of the ciphertext is used directly as the input block of data. The input block is
processed through the algorithm in the decrypt state. According to the mode of operation
supported by the IUT, the resulting output block is used in the calculation of the plaintext which
isrecorded for later comparison. Thistest is repeated n times alowing for every possible vector
to be tested. At the completion of the n™ test, all results are verified against known values for
correctness. If the results are correct for an IUT of the DES algorithm, it can be assumed that
this test verifies the right shifts in the key schedule as the basis vectors are recovered.

If the results from each test of an IUT of the Skipjack algorithm match the expected results, the
Skipjack algorithm has been verified.

3.1.2.4 The Permutation Operation Known Answer Test for the Decryption Process

The Permutation Operation Known Answer test for the Decryption Process only appliesto IUTs
of the DES algorithm. To implement this test, values for the key and ciphertext are supplied in

one of two ways. If the lUT performs both encryption and decryption, values for the key and
ciphertext resulting from the encryption performed in the Permutation Operation Known Answer
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test for the Encryption Process will be used. Otherwise, the key and ciphertext values will be
supplied by the MOVS. If applicable, the initiaization vector will be set to zero.

The value of the ciphertext is used directly as the input block of data. The input block is
processed through the algorithm in the decrypt state. According to the mode of operation
supported by the IUT, the resulting output block is used in the calculation of the plaintext which
isrecorded for later comparison. Thistest is repeated 32 times allowing for the 32 key-ciphertext
valuesto be tested. At completion, the results of each of the 32 tests is verified to be zero.

The 32 key values used in this test present a complete set of basis vectors to the permutation
operator P. By doing so, Pisverified.

3.1.2.5 The Substitution Table Known Answer Test for the Decryption Process

The Substitution Table Known Answer test for the Decryption Process only appliesto IUTs of
the DES agorithm. To implement this test, values for the key and ciphertext are supplied in one
of two ways. If the [UT performs both encryption and decryption, the values for the key and
ciphertext resulting from the encryption performed in the Substitution Table Known Answer test
for the Encryption Process will be used. Otherwise, the key and ciphertext vaues will be supplied
by the MOVS. If applicable, the initialization vector will be set to zero.

The value of the ciphertext is used directly asthe input block of data. Thisinput block is
processed through the algorithm in the decrypt state. Based on the mode of operation
implemented by the IUT, the resulting output block is used in the calculation of the plaintext
which isrecorded for later comparison. Thistest isrepeated 19 timesin order to process the set
of 19 key-data pairs that result in every entry of all eight substitution tables being used at least
once. At the completion of the 19" test, all results are verified for correctness. If the lUT
produces correct results, the eight S-box substitution tables of 64 entries each have been verified.

3.2 TheModes Test

The Modes test is the second type of validation test required to validate IUTs of the DES and
Skipjack agorithms. The Modes test is based on the Monte-Carlo test discussed in SPS00-20.
They are designed to use pseudo-random data to verify that the IUT has not been designed just to
pass the Known Answer tests. A successful series of Modes tests gives some assurance that an
anomalous combination of inputs does not exist that would cause the test to end abnormally for
reasons not directly related to the implementation of the algorithm. An additional purpose of the
Modes test is to verify that no undesirable condition within the IUT will cause the key or plaintext
to be exposed due to an implementation error. Thistest also checks for the presence of an
apparent operational error.
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The MOV S suppliesthe IUT with initia input values for the key, the plaintext (or ciphertext),
and, if applicable, an initialization vector. The Modes test is then performed (as described in the
following paragraph) and the resulting ciphertext (or plaintext) values are recorded and compared
to known results. If an error is detected, the erroneous result is recorded, and the test terminates
abnormally. Otherwise, the test continues. If the IUT's results are correct, the Modes test for the
IUT ends successfully.

Each Modes test consists of four million cycles through the DES or Skipjack algorithm
implemented in the IUT. These cycles are divided into four hundred groups of 10,000 iterations
each. Each iteration consists of processing an input block through the DES or Skipjack algorithm
resulting in an output block. At the 10,000™ cycle in an iteration, new values are assigned to the
variables needed for the next iteration. The results of each 10,000 encryption or decryption
cycle are recorded and evaluated as specified in the preceding paragraph.
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4. BASIC PROTOCOL
4.1 Overview

Input and output messages used to convey information between the MOV S and the IUT shall
consist of specific fields. The format of these input and output messages is beyond the scope of
this document and the testing laboratories have the option to determine the specific formats of
those messages. However, the results sent to NIST must include certain minimum information,
which is specified in Section 4.4 Output Types.

A separate message shall be created for each mode of operation supported by an IUT. The
information shall indicate the algorithm used (DES or Skipjack), the mode of operation (ECB,
CBC, CFB-including feedback amounts, or OFB), the state (encrypt and/or decrypt), the test
being performed (one of the various Known Answer tests, or the Modes tests), and the required
datafields. Therequired datamay consist of counts, keys, initialization vectors, and data
representing plaintext or ciphertext. Every field in an output message shall be clearly labeled to
indicate its contents - this is especially important for NIST to be able to ensure that test results are
complete.

4.1.1 Conventions

The following conventions shall be used in the data portion of messages between the MOV S and
the IUT:

1. Integers. integers shall be unsigned and shall be represented in decimal notation.
(See Section 4.1.2 for these notations.)

2. Hexadecimal strings: shall consist of ASCII hexadecimal characters. The ASCII
hexadecimal characters to be used shall consist of the ASCII characters 0-9 and A-
F (or af), which represent 4-bit binary values.
3. Characters: the characters to be represented are A-Z (or a-z), 0-9, and underscore
).
4.1.2 Message Data Types
The following data types shall be used in messages between the MOV S and the [UT:

1. Decimal integers. adecimal integer shal have the form

ddd...dd
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where each 'd' shall represent a decimal character (0-9); one or more characters
shall be present. The characters must be contiguous.

2. Hexadecimal strings. a hexadecimal string shall have the form

hhh ... hh

where each 'h' shall represent an ASCII character 0-9 or A-F (or af). Each'h’
shall represent a4-bit binary value.

3. Characters. an ASCII character shall have theform

c

where 'c' shall represent an ASCII character A-Z (or az), 0-9, and underscore ().

4.2 M essage Contents

The information included in a message shall consist of the following:

Algorithm - selections shall consist of DES or Skipjack,

Mode - selections shall consist of ECB, CBC, CFB-including feedback amounts,
or OFB,

Process - selections shall consist of ENCRY PT or DECRYPT,

Test - selections shall consist of:

VTEXT for Variable Plaintext/Ciphertext Known Answer test
VKEY for Variable Key Known Answer test

INVPERM for Inverse Permutation Known Answer test
INITPERM for Initial Permutation Known Answer test
PERM for Permutation Operation Known Answer test

SUB for Substitution Table Known Answer test

MODES for Modes test

Input/Output Data

The contents of the input/output data included in a message shall depend on the algorithm, mode,
process, and test being performed. These different combinations of data have been organized into
input types and output types. The input types shall be used by the MOV S to supply data to the

IUT for testing. The output types shall be used by the IUT to supply results from the tests to the
MOVS, and eventually to NIST.
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4.3 Input Types

Twelve different combinations of input data shall be used by the MOV S to support the various
Known Answer tests and Modes tests .

4.3.1 Input Typel
Input Type 1 shall consist of:
KEY and DATA

where KEY shall be represented as k bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). If the IUT implements the DES agorithm, the KEY shall consist
of 16 hexadecimal characters (i.e., 64 bits, k = 64). The 8 parity bits shall be present but
ignored, yielding 56 significant bits. For consistency purposes, the DES key shall be
presented in odd parity. If the lUT implements the Skipjack algorithm, the KEY shall
consist of 20 hexadecimal characters (i.e. 80 bits, k = 80). Skipjack does not check parity,
thus every bit in the key is significant; and

DATA shall be a 16 character ASCII hexadecimal string representing plaintext if the
encrypt process is being tested, or ciphertext if the decrypt processis being tested.

4.3.2 Input Type?2
Input Type 2 shall consist of:
KEY,IV, and DATA

where KEY shall be represented as k bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). If the IUT implements the DES agorithm, the KEY shall consist
of 16 hexadecimal characters (i.e., 64 bits, k = 64). The 8 parity bits shall be present but
ignored, yielding 56 significant bits. For consistency purposes, the DES key shall be
presented in odd parity. If the IUT implements the Skipjack algorithm, the KEY shall
consist of 20 hexadecimal characters (i.e. 80 bits, k = 80). Skipjack does not check parity,
thus every bit in the key is significant;

IV shall be a 16 character ASCII hexadecimal string representing the 64-bit initialization
vector; and

DATA shdl be 1 to 64 binary bits represented as a 16 character ASCI| hexadecimal string
representing plaintext if the encrypt process is being tested, or ciphertext if the decrypt
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process is being tested.

4.3.3 Input Type 3
Input Type 3 shall consist of:
KEY ,n,CT,CT,,..CT,
where KEY shall be represented as k bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). If the IUT implements the DES agorithm, the KEY shall consist
of 16 hexadecimal characters (i.e., 64 bits, k = 64). The 8 parity bits shall be present but
ignored, yielding 56 significant bits. For consistency purposes, the DES key shall be
presented in odd parity. If the IUT implements the Skipjack algorithm, the KEY shall
consist of 20 hexadecimal characters (i.e. 80 bits, k = 80). Skipjack does not check parity,
thus every bit in the key is significant;
n is an integer which shall indicate the number of ciphertext (CT) values to follow; and
each CT,, shall be 1 to 64 binary bits represented as a 16 character ASCII hexadecimal
string.
4.3.4 Input Type4d
Input Type 4 shall consist of:
KEY

where KEY shall be represented as k bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). If the IUT implements the DES agorithm, the KEY shall consist
of 16 hexadecimal characters (i.e., 64 bits, k = 64). The 8 parity bits shall be present but
ignored, yielding 56 significant bits. For consistency purposes, the DES key shall be
presented in odd parity. If the IUT implements the Skipjack agorithm, the KEY shall
consist of 20 hexadecimal characters (i.e. 80 bits, k = 80). Skipjack does not check parity,
thus every hit in the key is significant.

4.3.5 Input Type5
Input Type 5 shall consist of:

KEY,IV,nTEXT,TEXT,,..TEXT,
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where KEY shall be represented as k bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). If the IUT implements the DES agorithm, the KEY shall consist
of 16 hexadecimal characters (i.e., 64 bits, k = 64). The 8 parity bits shall be present but
ignored, yielding 56 significant bits. For consistency purposes, the DES key shall be
presented in odd parity. If the lUT implements the Skipjack algorithm, the KEY shall
consist of 20 hexadecimal characters (i.e. 80 bits, k = 80). Skipjack does not check parity,
thus every bit in the key is significant;

IV shall be a 16 character ASCII hexadecimal string representing the 64-bit initialization
vector;

n is an integer which shall indicate the number of TEXT values to follow; and

each TEXT,, shall be 1 to 64 binary bits represented as a 16 character ASCI| hexadecimal
string. TEXT shall represent PT, CT, or RESULT.

4.3.6 Input Type6
Input Type 6 shall consist of:
KEY and IV
where KEY shall be represented as k bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). If the IUT implements the DES agorithm, the KEY shall consist
of 16 hexadecimal characters (i.e., 64 bits, k = 64). The 8 parity bits shall be present but
ignored, yielding 56 significant bits. For consistency purposes, the DES key shall be
presented in odd parity. If the IUT implements the Skipjack algorithm, the KEY shall
consist of 20 hexadecimal characters (i.e. 80 bits, k = 80). Skipjack does not check parity,
thus every bit in the key is significant; and
IV shall be a 16 character ASCII hexadecimal string representing the 64-bit initialization
vector.
4.3.7 Input Type7
Input Type 7 shall consist of
PT,KEY KEY,,..KEY,,

where PT shall be 1 to 64 binary bits represented as a 16 character ASCII hexadecimal
string; and
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each KEY,, where i=1 to 32, shall be represented as k bitsin hexadecimal notation (i.e., 4
bits per hexadecimal character). If the IlUT implements the DES algorithm, the KEY shall
consist of 16 hexadecimal characters (i.e., 64 bits, k = 64). The 8 parity bits shall be
present but ignored, yielding 56 significant bits. For consistency purposes, the DES key
shall be presented in odd parity. If the IUT implements the Skipjack algorithm, the KEY
shall consist of 20 hexadecimal characters (i.e. 80 bits, k = 80). Skipjack does not check
parity, thus every bit in the key is significant.

4.3.8 Input Type8
Input Type 8 shall consist of:
TEXT,IV,KEY ,KEY,,..KEY,

where TEXT shall be 1 to 64 binary bits represented as a 16 character ASCII hexadecimal
string. (NOTE: TEXT may be referred to as plaintext or text.);

IV shall be a 16 character ASCII hexadecimal string representing the 64-bit initialization
vector; and

each KEY,, where i=1 to 32, shall be represented as k bitsin hexadecimal notation (i.e., 4
bits per hexadecimal character). If the [lUT implements the DES algorithm, the KEY shall
consist of 16 hexadecimal characters (i.e., 64 bits, k = 64). The 8 parity bits shall be
present but ignored, yielding 56 significant bits. For consistency purposes, the DES key
shall be presented in odd parity. If the IUT implements the Skipjack algorithm, the KEY
shall consist of 20 hexadecimal characters (i.e. 80 bits, k = 80). Skipjack does not check
parity, thus every bit in the key is significant.

4.3.9 Input Type9
Input Type 9 supplies n key/input block pairs. It shall consist of:

n,PAIR,PAIR,,...PAIR,

In thisinput type, the integer n shall indicate the number of KEY valuesto follow. Each
PAIR,; shal consist of:

KEY, and TEXT,
where each KEY;, where i=1 to n, shall be represented as k bits in hexadecimal notation

(i.e., 4 bits per hexadecimal character). If the IUT implements the DES algorithm, the
KEY shall consist of 16 hexadecimal characters (i.e., 64 bits, k = 64). The 8 parity bits
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4.3.10

4.3.11

shall be present but ignored, yielding 56 significant bits. For consistency purposes, the
DES key shall be presented in odd parity. If the IUT implements the Skipjack algorithm,
the KEY shall consist of 20 hexadecimal characters (i.e. 80 bits, k = 80). Skipjack does
not check parity, thus every bit in the key is significant; and
each TEXT,, fori = 1 to n, shall be a 16 character ASCI| hexadecimal string representing
either plaintext or ciphertext.
Input Type 10
Input Type 10 shall consist of:

n,KEY KEY,,..KEY,
where n is an integer which shall indicate the number of KEY values to follow; and
each KEY,, where i=1 to n, shall be represented as k bitsin hexadecimal notation (i.e., 4
bits per hexadecimal character). If the IlUT implements the DES algorithm, the KEY shall
consist of 16 hexadecimal characters (i.e., 64 bits, k = 64). The 8 parity bits shall be
present but ignored, yielding 56 significant bits. For consistency purposes, the DES key
shall be presented in odd parity. If the IUT implements the Skipjack algorithm, the KEY
shall consist of 20 hexadecimal characters (i.e. 80 bits, k = 80). Skipjack does not check
parity, thus every bit in the key is significant.
Input Type 11
Input Type 11 shall consist of:

INITVAL,n,PAIR,,PAIR,,...PAIR,
where INITVAL shall be a 16 character ASCII hexadecimal string representing either the
64 bit IV or the TEXT, depending on the mode of operation implemented by the IUT.
(NOTE: The TEXT may be referred to as plaintext, ciphertext, or text.);
nisan integer which shall indicate the number of KEY/INPUT PAIRsto follow.
Each PAIR, shal consist of:

KEY, and IB,

where each KEY;, where i=1 to n, shall be represented as k bits in hexadecimal notation
(i.e., 4 bits per hexadecimal character). If the IUT implements the DES algorithm, the
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4.3.12

KEY shall consist of 16 hexadecimal characters (i.e., 64 bits, k = 64). The 8 parity bits
shall be present but ignored, yielding 56 significant bits. For consistency purposes, the
DES key shall be presented in odd parity. If the IUT implements the Skipjack algorithm,
the KEY shall consist of 20 hexadecimal characters (i.e. 80 bits, k = 80). Skipjack does
not check parity, thus every bit in the key is significant; and

each IB; shall be a 16 character ASCII hexadecimal string representing either the 64 bit
IV, PT or CT, depending on the mode of operation implemented.

Input Type 12
Input Type 12 shall consist of:
INITVAL,n,KEY ,KEY,,...KEY

where INITVAL shall be a 16 character ASCII hexadecimal string representing either the
64 bit 1V or the 64 bit TEXT depending on the mode of operation implemented by the
IUT. (NOTE: The TEXT may be referred to as ciphertext.);

n is an integer which shall indicate the number of KEY S to follow; and

each KEY,, where i=1 to n, shall be represented as k bitsin hexadecimal notation (i.e., 4
bits per hexadecimal character). If the IlUT implements the DES algorithm, the KEY shall
consist of 16 hexadecimal characters (i.e., 64 bits, k = 64). The 8 parity bits shall be
present but ignored, yielding 56 significant bits. For consistency purposes, the DES key
shall be presented in odd parity. If the IUT implements the Skipjack algorithm, the KEY
shall consist of 20 hexadecimal characters (i.e. 80 bits, k = 80). Skipjack does not check
parity, thus every bit in the key is significant.

4.4 Output Types

Two different combinations of output data are used by the MOV S to support the various Known
Answer tests and Modes tests.

441 Output Typel

Output Type 1 shall consist of:
COUNT,KEY,DATA, and RESULT

where COUNT shall be an integer between 1 and 400, i.e., 0 < COUNT <= 400,
representing the output line;
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KEY shall be represented as k bitsin hexadecimal notation. If the IUT implements the
DES agorithm, the KEY shall consist of 16 hexadecimal characters (i.e., 64 bits, k = 64).
The parity bits shall be ignored, yielding 56 significant bits. For consistency purposes, the
DES key shall be displayed in odd parity. If the lUT implements the Skipjack agorithm,
the KEY shall consist of 20 hexadecimal characters (i.e. 80 bits, k = 80). Skipjack does
not check parity, thus every bit in the key is significant;

DATA shall be a 16 character hexadecimal string representing plaintext if the encrypt
process is being tested or ciphertext if the decrypt processis being tested; and

RESULT shall be a 16 character hexadecimal string indicating the resulting value.
Depending on the process of the IUT being tested, the resulting value shall represent
ciphertext (if encrypting) or plaintext (if decrypting).

4.4.2 Output Type2
Output Type 2 shall consist of:
COUNT,KEY,CV,DATA, and RESULT

where COUNT shall be an integer between 1 and 400, i.e., 0 < COUNT <= 400,
representing the output line;

KEY shall be represented as k bitsin hexadecima notation. If the IUT implements the
DES agorithm, the KEY shall consist of 16 hexadecimal characters (i.e., 64 bits, k = 64).
The parity bits shall be ignored, yielding 56 significant bits. For consistency purposes, the
DES key shall be displayed in odd parity. If the IUT implements the Skipjack algorithm,
the KEY shall consist of 20 hexadecimal characters (i.e. 80 bits, k = 80). Skipjack does
not check parity, thus every bit in the key is significant;

CV shdl be a 16 character ASCII hexadecimal string;

DATA shall be a 16 character hexadecimal string representing plaintext if the encrypt
process is being tested or ciphertext if the decrypt processis being tested.; and

RESULT shall be a 16 character hexadecimal string indicating the resulting value.

Depending on the process of the IUT being tested, the resulting value may be ciphertext
(if encrypting) or plaintext (if decrypting).
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5. TESTSREQUIRED TO VALIDATE AN IMPLEMENTATION OF THE DESOR
SKIPJACK ALGORITHM

The validation of IUTs of the DES and Skipjack algorithms shall require the successful
completion of an applicable set of Known Answer tests and the successful completion of the
appropriate Modes tests. The tests required for validation of an IUT shall be determined by
severd factors. These include the agorithm implemented (DES or Skipjack), the mode(s) of
operation supported ( ECB, CBC, CFB, OFB), and the alowed cryptographic processes
(encryption, decryption, both).

A separate set of Known Answer tests has been designed for use with each of the four modes of
DES and Skipjack. Within these sets of tests are separate subsets of tests corresponding to the
encrypt and decrypt processes. If an I[UT implements multiple modes of operation but does not
implement the ECB mode, each supported mode of operation shall be tested. If an IUT
implements multiple modes of operation which does include the ECB mode, the set of Known
Answer tests corresponding to the implemented cryptographic state of the ECB mode of
operation shall be the only set of Known Answer tests conducted. The reasoning behind thisis
that other modes of operation implemented should follow the same logic as that for the ECB
mode of operation.

The Modes tests have been designed for use with each of the four modes of DES and Skipjack.
For the ECB, CBC, and CFB modes of operation, there are two tests associated with each: one to
be used for IUTs allowing the encryption process and the other to be used for IUTs allowing the
decryption process. If both the encryption and decryption processes are allowed by an IUT, both
tests shall be required. The OFB mode of operation only requires one Modes test which is
designed for use with both the encryption and decryption processes of an IUT. For example, if an
IUT implements the CBC mode of operation in the encryption process only, the Modes test for
the encryption process of the CBC mode of operation shall be successfully completed to validate
the IUT. Likewise, if an IUT implements both the encryption and decryption processes of the
CFB mode of operation, both the Modes test for the CFB encryption process and the Modes test
for the CFB decryption process shall be successfully completed to validate the IUT. If an IUT
implements both the encryption and decryption processes of the OFB mode of operation, the
Modes test for the OFB mode of operation shall be successfully completed to validate the IUT.

If an IUT of the DES or Skipjack algorithm supports more than one mode of operation, the
Modes test corresponding to each supported mode shall be performed successfully. For example,
if an IUT implements the ECB and CBC modes of operation for the encryption process, the
Modes test for the encryption process of the ECB mode of operation and the Modes test for the
encryption process of the CBC mode of operation shall be successfully completed to validate the
IUT.
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The tests required to successfully validate IUTs of the DES and Skipjack algorithms are detailed
in the following sections. These sections are categorized by mode of operation. Within each

mode of operation, the tests are divided into tests to use with the encryption process and tests to
use with the decryption process.

32



5.1 Electronic Codebook (ECB) Mode

The IUTs of the DES or Skipjack algorithm in the Electronic Codebook (ECB) mode shall be
validated by the successful completion of a series of Known Answer tests and Modes tests
corresponding to the cryptographic processes allowed by the IUT.

5.1.1 Encryption Process

The process of validating an IUT of the DES algorithm which implements the encryption process
of the ECB mode of operation shall involve the successful completion of the following six tests:

1. The Variable Plaintext Known Answer Test - ECB mode

2. The Inverse Permutation Known Answer Test for the Encryption Process - ECB mode
3. The Variable Key Known Answer Test for the Encryption Process - ECB mode

4. The Permutation Operation Known Answer Test for the Encryption Process - ECB
mode

5. The Substitution Table Known Answer Test for the Encryption Process - ECB mode
6. The Modes Test for the Encryption Process - ECB mode

The validation process for an IUT of the Skipjack algorithm which implements the encryption
process of the ECB mode of operation shall require the successful completion of tests 1,2,3, and 6
only.

An explanation of the tests follows.
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5.1.1.1 TheVariable Plaintext Known Answer Test - ECB Mode

MOVS: Initialize KEY: If DES, KEY=0101010101010101 (odd parity set)
If Skipjack, KEY=00000000000000000000
PT, = 8000000000000000
Send KEY, PT,

IUT: FORi=1to64
{
IB, = PT,
Perform algorithm in encrypt state, resulting in CT,
Sendi, KEY, PT, CT,;
PT,,, = basis vector where single"1" bit isin position 1+1

}

MOVS: Compare results from each loop with known answers
If DES, use Appendix B, Table 1. If Skipjack, use Appendix B, Table 5.

Figure5.1 The Variable Plaintext Known Answer Test - ECB Mode

Figure 5.1 illustrates the Variable Plaintext Known Answer test for the ECB mode of operation.

1. The MOV S shall:

a

Initialize the KEY parameter to the constant hexadecimal value 0. For IUTs of the
DES agorithm, the KEY,,, =01 01 01 01 01 01 01 O1. Note that the significant
bits are set to "0" and the parity bitsare set to "1" to make odd parity.

For IUTs of the Skipjack algorithm, the KEY,,, = 00 00 00 00 00 00 00 00 00 00.
Initialize the 64 bit plaintext PT, to the basis vector containing a"1" in the first bit
position and "0" in the following 63 positions, i.e., PT, ,;,, = 10000000 00000000
00000000 00000000 00000000 00000000 OOO00O00 00000000. The equivalent
of this value in hexadecimal notation is 80 00 00 00 00 00 00 00.

Forward thisinformation to the IUT using Input Type 1.

2. The IUT shall perform the following for i=1 through 64:

a

Set the input block 1B, equal to the value of PT,, i.e, (IB1,,1B2,...1B64,) =
(PT1,PT2,...,.PT64).
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b. Process I B, through the DES or Skipjack algorithm in the encrypt state, resulting
in ciphertext CT,.

C. Forward the current values of the loop number i, KEY, PT,, and the resulting CT,
to the MOV S as specified in Output Type 1.

d. Retain CT, for use with the Inverse Permutation Known Answer test for the ECB
Mode (Section 5.1.1.2), and, if the IUT supports the decryption process, for use
with the Variable Ciphertext Known Answer test for the ECB Mode (Section
5.1.2.1).

e Assign anew value to PT,,; by setting it equal to the value of abasis vector with a
"1" bit in position i+1, where i+1=2..64.

NOTE: This continues until every possible basis vector has been represented by the PT,

i.e. 64 times. The output from the IUT shall consist of 64 output strings. Each output
string shall consist of information included in Output Type 1.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values found in Appendix B, Table 1 for DES or Table 5 for Skipjack.
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http:i+1=2..64

5.1.1.2 Thelnverse Permutation Known Answer Test - ECB Mode

MOVS: Initialize KEY: If DES, KEY=0101010101010101 (odd parity set)
If Skipjack, KEY =00000000000000000000
PT; (wherei=1-64) = 64 CT values from the Variable Plaintext Known
Answer test
Send KEY, 64, PT, ... PTg,

IUT: FORi =1to64

{
IB, = PT,
Perform algorithm in encrypt state, resulting in CT,
Send i, KEY, PT;, CT;
PT,., = corresponding PT,,, from MOV S
}

MOVS: Compare results from each loop with known answers.
Should be the set of basis vectors.

Figure 5.2 The Inverse Permutation Known Answer Test - ECB Mode

Figure 5.2 illustrates the Inverse Permutation Known Answer test for the ECB mode of operation.
1. The MOV S shall:
a Initialize the KEY parameter to the constant hexadecimal value 0. For IUTs of the
DES algorithm, the KEY,,, =01 01 01 01 01 01 01 01. Note that the significant
bits are set to "0" and the parity bitsare set to "1" to make odd parity.
For IUTs of the Skipjack agorithm, the KEY,, = 00 00 00 00 00 00 00 00 00 00.

b. Initialize the 64 bit plaintext values PT, (where i=1- 64) to the CT, results obtained
from the Variable Plaintext Known Answer test.

C. Forward thisinformation to the IUT using Input Type 3.

2. The IUT shall perform the following for i=1 through 64:

a Set the input block 1B; equal to the value of PT,, i.e, (IB1;,1B2,...1B64) =
(PT1,PT2,...PT64).
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b. Process I B, through the DES or Skipjack algorithm in the encrypt state, resulting
in ciphertext CT,.

C. Forward the current values of the loop number i, KEY, PT,, and the resulting CT,
to the MOV S as specified in Output Type 1.

d. Assign anew value to PT,,, by setting it equal to the corresponding output from
the Variable Plaintext Known Answer test for the ECB mode.

NOTE: The output from the IUT shall consist of 64 output strings. Each output string
shall consist of information included in Output Type 1.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values. The CT values should be the set of basis vectors.
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5.1.1.3 The Variable Key Known Answer Test for the Encryption Process- ECB Mode

MOVS: Initialize KEY,: If DES, KEY, = 8001010101010101 (with odd parity)
If Skipjack, KEY ; = 80000000000000000000
PT=0000000000000000
Send KEY,, PT

IUT: FORi=1ton,wheren=64if DES, 80 if Skipjack
{
|F (algorithm == SKIPJACK) { process every bit}
OR
(algorithm == DES AND | %8 != 0)
{ process every bit except parity bits}

IB,=PT

Perform algorithm in encrypt state using KEY;, resulting in CT;
Send i, KEY, PT, CT;

KEY,, = vector consisting of "0" in every significant bit position
except for asingle "1" bit in position i+1. Each parity bit may have
thevaue "1" or "0" to make the KEY odd parity.

}

MOVS: Compare results of the n encryptions with known answers
For DES, use Appendix B, Table 2. For Skipjack, use Appendix B, Table 6.

Figure 5.3 The Variable Key Known Answer Test for the Encryption Process- ECB
Mode

As summarized in Figure 5.3, the Variable Key Known Answer test for the ECB Encryption
Process shall be performed as follows:

1. The MOV S shall:

a Initialize the KEY ; to contain "0" in every significant bit except for a"1" in the
first position. For example, if validating an IUT of the DES algorithm, the 64 bit
KEY i, = 10000000 00000001 00000001 00000001 00000001 00000001
00000001 00000001. The equivaent of this value in hexadecimal notation is 80
01010101010101. Notethat the parity bits are set to "0" or "1" to get odd

parity.

If validating an IUT of the Skipjack agorithm, the 80 bit KEY , ,;, = 10000000
00000000 00000000 00000000 00000000 00000000 OOO000000 00000000
00000000 00000000. The equivaent of this value in hexadecimal notation is 80
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00 00 00 00 00 00 00 00 00.

Initialize the 64 bit plaintext PT to the value of 0, i.e., PT,,=00 00 00 00 00 00 00
00.

Forward thisinformation to the IUT using Input Type 1.

The IUT shall perform the following for i=1ton: (NOTE: n equalsthe number of
significant bitsin a DES or Skipjack key.)

a

Set the input block 1B, equal to the value of PT, i.e, (IB1,,1B2;,...1B64,) =
(PT1,PT2,...,PT64).

Using the corresponding KEY , process I B, through the DES or Skipjack algorithm
in the encrypt state, resulting in ciphertext CT..

Forward the current values of the loop number i, KEY;, PT, and the resulting CT,
to the MOV S as specified in Output Type 1.

If the IUT supports the decryption process, retain CT, for use with the Variable
Key Known Answer test for the Decryption Process for the ECB Mode (Section
5.1.2.3).

Set KEY ;,; equal to the vector consisting of "0" in every significant bit position
except for asingle"1" bit in position i+1. The parity bits may contain "1" or "0" to
make odd parity.

NOTE: The above processing continues until every significant basis vector has been
represented by the KEY parameter. The output from the IUT for thistest shall consist of
56 output strings if DES isimplemented and 80 output strings if Skipjack isimplemented.
Each output string shall consist of information included in Output Type 1.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values found in Appendix B, Table 2 for DES, or Table 6 for Skipjack.

39



5.1.1.4 Permutation Operation Known Answer Test for the Encryption Process - ECB
Mode

NOTE: Thistest shall only be performed for IUTs of the DES algorithm.

MOVS: Initialize KEY; (wherei= 1-32) = 32 KEY valuesin Appendix B, Table 3
PT = 0000000000000000
Send PT, 32, KEY, KEY,....KEY,
IUT: FORi=1to032
{
IB, = PT,

Perform DES algorithm in encrypt state using KEY ;, resulting in CT;
Send i, KEY, PT, CT;
KEY,; = KEY;,; from MOVS

}

MOVS: Compare results with known answers

Figure 5.4 The Permutation Operation Known Answer Test for the Encryption Process -
ECB Mode

Figure 5.4 illustrates the Permutation Operation Known Answer test for the ECB Encryption
Process.

1. The MOV S shdll:
a Initialize the KEY with the 32 constant KEY values from Appendix B, Table 3.
b. Initialize the plaintext PT to the value of 0, i.e., PT,,= 00 00 00 00 00 00 00 00.

C. Forward thisinformation to the IUT using Input Type 7.

2. The IUT shall perform the following for i= 1 to 32

a Set the input block 1B, equal to the value of PT, i.e, (IB1,,1B2;,...1B64,) =
(PTL1,PT2,...,PT64).

b. Using the corresponding KEY , process I B, through the DES agorithm in the
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encrypt state, resulting in ciphertext CT.,.

C. Forward the current values of the loop number i, KEY;, PT, and the resulting CT,
to the MOV S as specified in Output Type 1.

d. If the IUT supports the decryption process, retain CT, for use with the Permutation
Operation Known Answer test for the Decryption Process for the ECB mode
(Section 5.1.2.4).

e Set KEY ,,; equd to the next KEY supplied by the MOV S.

NOTE: The above processing shall continue until all 32 KEY values are processed. The

output from the IUT for thistest shall consist of 32 output strings. Each output string
shall consist of information included in Output Type 1.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values found in Appendix B, Table 3.

41



5.1.1.5 Substitution Table Known Answer Test for the Encryption Process- ECB Mode

NOTE: Thistest shall only be performed for IUTs of the DES algorithm.

MOVS: Initialize KEY; (wherei=1-19) = 19 KEY valuesin Appendix B, Table 4
PT; (wherei=1-19) = 19 corresponding PT valuesin Table 4
Send 19, KEY,, PT,, KEY,, PT,,..., KEY o, PT 4
IUT: FORi=1t0o19
{
IB, =PT
Perform DES agorithm in encrypt state resulting in CT,
Send i, KEY,, PT, CT,
KEY,, = KEY;,; from MOVS
PT,,, =PT,, fromMOVS
}

MOVS: Compare results with known answers

Figure5.5 The Substitution Table Known Answer Test for the Encryption
Process - ECB Mode

As summarized in Figure 5.5, the Substitution Table Known Answer test for the ECB Encryption
Process shall be performed as follows:

1. The MOV S shall:

a Initialize the KEY -plaintext (KEY -PT) pairs with the 19 constant KEY -PT vaues
from Appendix B, Table 4.

b. Forward thisinformation to the IUT using Input Type 9.

2. The IUT shall perform the following for i= 1 to 19:

a Set the input block 1B; equal to the value of PT,, i.e, (IB1;,1B2,...1B64) =
(PT1,PT2,...PT64).

b. Using the corresponding KEY , process I B, through the DES agorithm in the
encrypt state, resulting in ciphertext CT.,.

C. Forward the current values of the loop number i, KEY,, PT,, and the resulting CT,
to the MOV S as specified in Output Type 1.
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d. If the IUT supports the decryption process, retain CT, for use with the Substitution
Table Known Answer test for the Decryption Process for the ECB mode (Section
5.1.2.5).

e Set KEY,,; equal to the next KEY supplied by MOVS.

f. Set PT,,, equal to the corresponding PT supplied by MOV S.

NOTE: The above processing shall continue until al 19 KEY-PT pairs are processed.

The output from the IUT for thistest shall consist of 19 output strings. Each output
string shall consist of information included in Output Type 1.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values found in Appendix B, Table 4.
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5.1.1.6 Modes Test for the Encryption Process- ECB Mode

MOVS: Initidize KEY, PT,
Send KEYo: I:)TO

IUT: FORi=0TO 399

{
Record i, KEY;, PT,
FOR|j=0TO 9,999
{
IB, = PT,
Perform algorithm in encrypt state, resulting in CT;
PT,,, =CT,
}
Record CT;
Send i, KEY, PT,, CT,
KEY ;= KEY; @ last n bits of CT, where n=64 if DES, n=80 if Skipjack
PT, = CToggg
}

MOVS: Check IUT's output for correctness

Figure5.6 The Modes Test for the Encryption Process - ECB Mode

As summarized in Figure 5.6, the Modes test for the ECB Encryption Process shall be performed
asfollows:

1. The MOV S shall:

a Initialize the KEY and plaintext PT variables. The PT shall consist of 64 bits,
while the KEY length shall be dependent on the algorithm implemented by the
IUT.

b. Forward thisinformation to the IUT using Input Type 1.

2. The IUT shall perform the following for i= 0 through 399:

a Record the current values of the outer loop number i, KEY;, and PT,,.



b. Perform the following for j=0 through 9999:

l. Set the input block 1B, equal to the value of PT, i.e, (IBL;, IB2, ..., IB64)
= (PTY, PT2,..., PT64).

il. Process I B; through the DES or Skipjack algorithm in the encrypt state
resulting in CT,.

iii. Prepare for loop j+1 by assigning PT,, with the current vaue of CT,, i.e,
(PTL,,, PT2,,, ... PT64,,) = (CT1, CT2, ..., CT64).

C. Record CTJ- )

d. Forward all recorded information for this loop, as specified in Output Type 1, to
the MOV S.

e Assign anew valueto KEY in preparation for the next outer loop. The new KEY
shall be calculated by exclusve-ORing the current KEY with the current CT. For
|UTs of the DES algorithm, this shall equate to (KEY 1,,,, KEY2,,, ... KEY64,,,)
= (KEY 1eCT 1499, KEY 206CT 29, ... KEY 64,0CT64900)-

For IUTs of the Skipjack algorithm, CT shall be expanded in length to 80 bits (the
length of a Skipjack key) before the new KEY can be formed. This expansion
shall be accomplished by concatenating the 16 rightmost bits of the previous CT
(CTgggg) With the 64 bits of the current CT (CTyo). This value shall then be
exclusive-ORed with the current KEY to form the new KEY, i.e,, (KEY 1,,,
KEY2,,, ... KEY80,,,) = (KEY 1,6CT49%q KEY20CT504, -..

KEY 16,0CT64u45 KEY 17,6CT 1ogge, KEY 18 0CT 25005, ... KEY 80.0CT64g00).

f. Assign anew value to PT in preparation for the next outer loop. PT, shall be
assigned the value of the current CT, i.e., (PT1,, PT2,,...,PT64,) = (CT lyg,
CT294,-..,CT649y0,). (Note that the new PT shall be denoted as PT, to be used
for the first pass through the inner loop when j=0.)

NOTE: The output from the IUT for this test shall consist of 400 output strings. Each
output string shall consist of information included in Output Type 1.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values.
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5.1.2 Decryption Process

The process of validating an IUT for the ECB mode of the DES agorithm which implements the
decryption process shal involve the successful completion of the following six tests:

1. The Variable Ciphertext Known Answer Test

2. TheInitia Permutation Known Answer Test

3. The Variable Key Known Answer Test for the Decryption Process

4. The Permutation Operation Known Answer Test for the Decryption Process
5. The Substitution Table Known Answer Test for the Decryption Process

6. The Modes Test for the Decryption Process

The validation process for an IUT of the Skipjack algorithm using the ECB mode of operation in
the decryption process shall require the successful completion of tests 1, 2, 3, and 6 only.

An explanation of the tests follows.
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5.1.2.1 The Variable Ciphertext Known Answer Test - ECB Mode

MOVS: InitidizeKEY: If DES, KEY=0101010101010101 (odd parity set)
If Skipjack, KEY=00000000000000000000

If encryption is supported by IUT:
Send KEY
If encryption is not supported by IUT:
Initialize CT values: If DES, use valuesin Appendix B, Table 1
If Skipjack, use valuesin Appendix B, Table5
Send KEY, 64, CT,, CT,,...CTg,

IUT: If encryption is supported by IUT:
Initialize CT, = first value from output of Variable Plaintext Known Answer test.
Otherwise, use thefirst value received from the MOV'S.

FORi=1to64
{
IB, = CT;
Perform algorithm in decrypt state, resulting in PT,
Send i, KEY, CT;, PT;
If encryption is supported:
CT,.,= corresponding CT;,, from output of Variable Plaintext Known Answer test
else
CT,,,= the corresponding CT;,, value from MOV'S

}

MOVS: Compare results from each loop with known answers

Figure5.7 The Variable Ciphertext Known Answer Test - ECB Mode

As summarized in Figure 5.7, the Variable Ciphertext Known Answer test for the ECB Mode of
Operation shall be performed as follows:

1. The MOVSshal:
a Initialize the KEY parameter to the constant hexadecimal value 0. For IUTs of the
DES agorithm, KEY,, =01 01 01 01 01 01 01 01. Note that the significant bits
are set to "0" and the parity bitsare set to "1" to make odd parity. For IUTs of
the Skipjack algorithm, KEY . = 00 00 00 00 00 00 00 00 00 00.

b. If the IUT implements the DES agorithm and it does not support encryption,

a7



initialize the 64 ciphertext CT values with the 64 constant CT values from
Appendix B, Table 1. Likewise, if the IUT is of the Skipjack algorithm, and it
does not support encryption, initialize the 64 ciphertext CT values with the 64
constant CT values from Appendix B, Table 5.

If encryption is supported by the IUT, forward the KEY to the IUT using Input
Type 4. If encryption is not supported by the IUT, forward the KEY and 64 CT
valuesto the IUT using Input Type 3.

2. The IUT shal:

a

If encryption is supported, initialize the CT value with the first CT value retained
from the Variable Plaintext Known Answer test for the ECB Mode (Section
5.1.1.1). Otherwise, use the first value received from the MOV S.

Perform the following for i=1 through 64:

I Set the input block 1B, equal to the value of CT, i.e, (1B1,,I1B2,...,1B64) =
(CT1,CT2,...,.CT64).

il. Process I B, through the DES or Skipjack agorithm in the decrypt state,
resulting in plaintext PT,.

iii. Forward the current values of the loop number i, KEY, CT,, and the
resulting PT; to the MOV S as specified in Output Type 1.

iv.  Retain PT, for use with the Initial Permutation Known Answer test for the
ECB mode (Section 5.1.2.2).

V. If encryption is supported, set CT,,, equal to the corresponding output
from the Variable Plaintext Known Answer test for the ECB mode. If
encryption is not supported, assign anew value to CT,,, by setting it equa
to the corresponding CT,,, value supplied by the MOVS.

NOTE: The output from the IUT for this test shall consist of 64 output strings. Each
output string shall consist of information included in Output Type 1.

3. The MOV S shall check the IUT's output for correctness by comparing the received results
to known values.
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5.1.2.2 Thelnitial Permutation Known Answer Test - ECB Mode

{

}

MOVS: InitidizeKEY: If DES, KEY=0101010101010101 (odd parity set)

IUT:  Initidlize CT, = first value from output of Variable Ciphertext Known Answer test.

FORi=1to64

MOVS: Compare results from each loop with known answers. For DES, use Appendix B, Table 1. For
Skipjack, use Appendix B, Table 5.

If Skipjack, KEY =00000000000000000000

CT, (where i=1-64) = 64 PT values from Variable Ciphertext Known Answer test
Send KEY, 64, CT,, CT,,...CTg,

IB, = CT;

Perform algorithm in decrypt state, resulting in PT,
Send i, KEY, CT;, PT;

CT,,,= the corresponding CT;,, value from MOV'S

Figure 5.8 Thelnitial Permutation Known Answer Test - ECB Mode

As summarized in Figure 5.8, the Initia Permutation Known Answer test for the ECB Mode of
Operation shall be performed as follows:

1. TheMOVS shdl:

a

Initialize the KEY parameter to the constant hexadecimal value 0. For IUTs of the
DES agorithm, KEY,,, =01 01 01 01 01 01 01 01. Note that the significant bits
are set to "0" and the parity bits are set to "1" to make odd parity. For IUTs of
the Skipjack algorithm, KEY,,, = 00 00 00 00 00 00 00 00 00 00.

Initialize the 64 CT values with the 64 PT values obtained from the Variable
Ciphertext Known Answer test.

Forward the KEY and the 64 CT valuesto the IUT using Input Type 3.

2. The IUT shall perform the following for i=1 through 64:

a

Set the input block 1B, equal to the value of CT,, i.e, (IB1,IB2,...,IB64) =
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(CT1,CT2,...,CT64).

b. Process I B, through the DES or Skipjack algorithm in the decrypt state, resulting
in plaintext PT,.

C. Forward the current values of the loop number i, KEY, CT,, and the resulting PT,
to the MOV S as specified in Output Type 1.

d. Set CT,,, equal to the corresponding CT,,, value supplied by the MOVS.

NOTE: The output from the IUT for this test shall consist of 64 output strings. Each
output string shall consist of information included in Output Type 1.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values.
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5.1.2.3 The Variable Key Known Answer Test for the Decryption Process- ECB Mode

MOVS: InitidizeKEY,;: If DES, KEY,; = 8001010101010101 (odd parity)
If Skipjack, KEY ; = 80000000000000000000

If encryption is supported by the IUT:
Send KEY,
If encryption is not supported by the IUT:
Initialize CT values: If DES, initialize CT values with valuesin Appendix B, Table 2
If Skipjack, initialize CT values with valuesin Appendix B,
Table 6
Send KEY,, n(wheren=64 if DES, 80 if Skipjack), CT,, CT,,...,CT,

IUT: If encryption is supported by the IUT:
Initialize CT, = first value from output of Variable Key Known Answer test for the
Encryption Process for the ECB Mode.
Otherwise, use thefirst value received from the MOV'S.

FORi =1ton, wheren = 64 if DES, 80 if Skipjack
{
|F (algorithm == SKIPJACK) { process every bit}
OR
(algorithm == DES AND i %8 != 0)
{ process every hit except parity bits}

IB, = CT;

Perform algorithm in decrypt state, resulting in PT,

Send i, KEY,, CT,, PT,

KEY,, = vector consigting of "0" in every
significant bit position except for asingle "1" bit in position
i+1. Note that odd parity is set.

If encryption is supported by the IUT:
CT,.,= corresponding CT;,, from output of Variable Key
Known Answer test for the Encryption Process for the ECB
Mode

else
CT,,,= corresponding CT,,, from MOV S

}

MOVS: Compare results of the n decryptions with known answers

Figure 5.9 The Variable Key Known Answer Test for the Decryption Process - ECB
Mode
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Figure 5.9 illustrates the Variable Key Known Answer test for the ECB Decryption Process.

1.The MOVS shdl:

a

Initialize the KEY ; to contain "0" in every significant bit except for a"1" in the
first position. For example, if validating an IUT of the DES algorithm, the 64 bit
KEY ., = 1000000 00000001 00000001 00000001 00000001 00000001
00000001 00000001. The equivalent of this value in hexadecimal notation is 80
0101 0101010101. Note that the parity bits are set to "0" or "1" to set odd

parity.

If validating an IUT of the Skipjack agorithm, the 80 bit KEY , ,;, = 10000000
00000000 00000000 00000000 00000000 00000000 OOO00000 00000000
00000000 00000000. The equivaent of this value in hexadecimal notation is 80
00 00 00 00 00 00 00 00 00.

If the IUT implements the DES algorithm and encryption is not supported,
initialize CT, values with the 56 constant CT values from Appendix B, Table 2. If
the IUT implements the Skipjack algorithm, and encryption is not supported,
initialize CT, values with the 80 constant CT values from Appendix B, Table 6.

If encryption is not supported by the IUT, forward KEY and the CT values to the
IUT using Input Type 3. Otherwise, forward the KEY to the lUT using Input
Type 4.

2. The IUT shal:

a

If encryption is supported, initialize the CT value with the first CT value retained
from the Variable Key Known Answer test for the Encryption Process for the ECB
Mode (Section 5.1.1.3). Otherwise, use the first value received from the MOV S.
Perform the following for i=1 to n, where n = 56 for DES or 80 for Skipjack:

I Set the input block 1B, equal to the value of CT,, i.e., (IB1;, IB2,..., IB64)
=(CTy, CT2,...,CT64).

il. Process I B, through the DES or Skipjack agorithm in the decrypt state,
resulting in plaintext PT,.

iii. Forward the current values of the loop number i, KEY,, CT,, and the
resulting PT; to the MOV S as specified in Output Type 1.
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iv.  Set KEY,,, equa to the vector consisting of "0" in every significant bit
position except for asingle "1" bit in position i+1. The parity bits are set
for odd parity.

V. If encryption is supported, set CT,,, equa to the corresponding CT,,, vaue
retained from the Variable Key Known Answer test for the Encryption
Process for ECB mode. If encryption is not supported by the IUT, set
CT,,, equal to the corresponding CT,,, value supplied by the MOV S.

NOTE: The output from the IUT for this test shall consist of 56 output stringsif DESis
implemented or 80 output strings if Skipjack isimplemented. Each output string shall
consist of information included in Output Type 1.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values.
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5.1.2.4 Permutation Operation Known Answer Test for Decryption Process - ECB Mode

NOTE: Thistest shall only be performed for IUTs of the DES algorithm.

MOVS: Initialize KEY; (wherei=1-32) = KEY valuesin Appendix B, Table 3

If encryption is supported by the IUT:
Send 32, KEY ;, KEY,,..., KEY 5,

If encryption is not supported by the IUT:
Initialize CT, (wherei=1-32) = corresponding CT valuesin Table 3
Send 32, KEY,, CT,, KEY,, CT,,...KEY 4, CT,

IUT: If encryption is supported by the IUT:
Initialize CT, = first value retained from Permutation Operation Known Answer test for
the Encryption Process for the ECB Mode.
Otherwise, use thefirst values received from the MOV'S.

FORi=1to32
{
IB, = CT;
Perform DES algorithm in decrypt state using KEY , resulting in PT;
Send i, KEY,, CT,, PT,
KEY,, = corresponding KEY supplied by MOV S
If encryption is supported by the IUT:
CT,,,= the corresponding CT;,, retained from Permutation Operation Known
Answer test for the Encryption Process for the ECB Mode
else
CT,,,= the corresponding CT,,, from MOV S
}

MOVS: Compare results from each loop with known answers

Figure5.10 The Permutation Operation Known Answer Test for the Decryption Process -
ECB Mode

As summarized in Figure 5.10, the Permutation Operation Known Answer test for the ECB
Decryption Process shall be performed as follows:

1. The MOV S shall:

a If the IUT supports encryption, initialize the KEY values with the 32 constant
KEY vaues supplied from Table 3. If the IUT does not support encryption,
initialize the KEY -ciphertext (KEY-CT) pairs with the 32 constant KEY-CT pairs
from Appendix B, Table 3.
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b. If encryption is supported by the IUT, forward the 32 KEY values using Input
Type 10. If encryption is not supported by the IUT, forward the 32 KEY and CT
pairsto the IUT using Input Type 9.

2. The IUT shal:

a If encryption is supported by the IUT, initialize the CT value with the first CT
value retained from the Permutation Operation Known Answer test for the
Encryption Process for the ECB Mode (Section 5.1.1.4). Otherwise, use the first
value received from the MOV S.

b. Perform the following for i = 1 to 32:

Set the input block 1B, equal to the value of CT,, i.e,
(IB1,IB2,...1B64)=(CT1,CT2,..., CT64).

Using the corresponding KEY , process I B, through the DES agorithm in
the decrypt state, resulting in plaintext PT..

Forward the current values of the loop number i, KEY,, CT,, and the
resulting PT; to the MOV S as specified in Output Type 1.

Assign anew value to KEY ., by setting it equal to the corresponding KEY
value supplied by the MOV S.

If encryption is supported, set CT,,, equal to the corresponding CT value
retained from the Permutation Operation Known Answer test for the
Encryption Process for ECB mode. If encryption is not supported, set
CT,,, equa to the corresponding CT value supplied by the MOV S.

NOTE: The above processing shall continue until all 32 KEY-CT values are passed as
specified in Input Type 9 or al 32 KEY values are passed as specified in Input Type 10.
The output from the IUT for thistest shall consist of 32 output strings. Each output
string shall consist of information included in Output Type 1.

3. The MOV S shall check the IUT's output for correctness by comparing the received results
to known values.
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5.1.2.5 Substitution Table Known Answer Test for the Decryption Process- ECB Mode

NOTE: Thistest shall only be performed for IUTs of the DES algorithm.

MOVS: Initialize KEY; (wherei=1-19) = KEY valuesin Appendix B, Table 4

If encryption is supported by the IUT:
Send 19, KEY;, KEY,,...,.KEY 4

If encryption is not supported by the IUT:
Initialize CT, (wherei=1-19) = corresponding CT valuesin Table 4
Send 19, KEY,, CT,, KEY,, CT,,...KEY o, CTy4

IUT: If encryption is supported by the IUT:
Initialize CT, = first value from output of Substitution Table Known Answer test for the
Encryption Process for the ECB Mode.
Otherwise, use thefirst value received from the MOV'S.

FORi=1t019
{

IB, = CT;

Perform DES algorithm in decrypt state using KEY , resulting in PT;

Send i, KEY,, CT,, PT,

KEY,, = corresponding KEY,, supplied by MOV S

If encryption is supported
CT,.,= corresponding CT;,, from output of Substitution Table Known
Answer test for the Encryption Process for the ECB Mode

else
CT,,,= the corresponding CT,,, from MOV S

}

MOVS: Compare results from each loop with known answers

Figure5.11 The Substitution Table Known Answer Test for the Decryption Process - ECB
Mode

Figure 5.11 illustrates the Substitution Table Known Answer test for the ECB Decryption
Process.

1. The MOV S shall:

a If the IUT supports encryption, initialize the KEY values with the 19 constant
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KEY values supplied from Appendix B, Table 4. If the IlUT does not support
encryption, initialize the KEY -ciphertext (KEY -CT) pairs with the 19 constant
KEY-CT pairs from Appendix B, Table 4.

b. If encryption is supported by the IUT, forward the 19 KEY values using Input Type
10. Forward the 19 KEY-CT pairsto the IUT using Input Type 9 if encryption is not
supported by the IUT.

The IUT shall:

a If encryption is supported, initialize the CT value with the first CT value retained
from the Substitution Table Known Answer test for the Encryption Process for the
ECB Mode (Section 5.1.1.5). Otherwise, use the first value received from the
MOVS.

b. Perform the following for i = 1 to 19:

I Set the input block IB; equal to the value of CT;, i.e, (IB1;,1B2,...1B64) =
(CT1,CT2,...,CT64).

il. Using the corresponding KEY , process I B, through the DES agorithm in the
decrypt state, resulting in plaintext PT,.

ii. Forward the current values of the loop number i, KEY, CT,, and the resulting
PT, to the MOV S as specified in Output Type 1.

V. Set KEY ,,, equa to the corresponding KEY supplied by MOV S.

V. If encryption is supported, set CT,,, equal to the corresponding CT value
retained from the Substitution Table Known Answer test for the Encryption
Process for the ECB mode. If encryption is not supported, set CT,,; equal to
the corresponding CT value supplied by the MOVS.

NOTE: The above processing shall continue until al 19 KEY-CT pairs, as specified in Input
Type9, or al 19 KEY values, as specified in Input Type 10, are processed. The output from
the IUT for thistest shall consist of 19 output strings. Each output string shall consist of
information included in Output Type 1.

The MOV S shall check the IUT's output for correctness by comparing the received results to
known values.
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5.1.2.6 Modes Test for the Decryption Process- ECB Mode

MOVS: Initialize KEY,, CT,
Send KEY,, CT,
IUT: FORi=0TO 399
{
Record i, KEY,, CT,
FOR|j=0TO 9,999
{
IB, = CT,
Perform algorithm in decrypt state, resulting in PT,
CT,.,=PT,
}
Record PT;
Sendi, KEY,, CT,, PT;
KEY ., = KEY; e last n bits of PT,
where n=64 if DES and n=80 if Skipjack
CTy= PTg
}
MOV S:Check IUT's output for correctness

Figure5.12 The Modes Test for the Decryption Process - ECB Mode

Figure 5.12 illustrates the M odes test for the ECB Decryption Process.

1. The MOV S shall:

a Initialize KEY and ciphertext CT variables. The CT shall consist of 64 bits, while the
KEY length shall be dependent on the a gorithm implemented by the IUT.

b. Forward these valuesto the IUT using Input Type 1.

2. The IUT shall perform the following for i=0 through 399:

a Record the current values of the outer loop number i, the KEY, and the CT,,.

b. Perform the following for j=0 through 9999:

i Set the input block 1B, equal to the value of CT}, i.e,, (IBL;, IB2, ..., IB64) =
(CT1, CT2,..., CT64).
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il. Process | B; through the DES or Skipjack algorithm in the decrypt state,
resulting in plaintext PT,.

iii. Prepare for loop j+1 by assigning CT,, with the current value of PT;, i.e,
(CT1,, CT2,,, ... CT64,,) = (PT1, PT2, ..., PT64).

C. Record the PT,; .
d. Output all recorded information for this loop as specified in Output Type 1.

e Assign anew vaue to the KEY in preparation for the next outer loop. The new KEY
shall be calculated by exclusive-ORing the current KEY with the current PT. For
IUTs of the DES algorithm, this shall equate to (KEY 1,,,, KEY2,,, ... KEY64,,,) = (
(KEY 1,ePT 15590, KEY 20PT 24y, ... KEY 64,0PT644,).

For IUTsfor the Skipjack agorithm, the PT shall be expanded in length to 80 bits
(the length of a Skipjack key) before the new KEY can be formed. This expansion
shall be accomplished by concatenating the 16 rightmost bits of the previous PT
(PTgggg) With the 64 bits of the current PT (PTgo). Thisvalue shal then be exclusive-
ORed with the current KEY to form the new KEY, i.e.,, (KEY1,;, KEY2,,, ...
KEY80.,,) = (KEY 1,0PT4945, KEY 2,0PT504, ... KEY 16,0PT 6455,

KEY 17,0PT 1gge, KEY 18 ®PT 24500, ... KEY 80,0PT64504,).

f. Assign anew valueto CT in preparation for the next outer loop. CT, shall be
assigned the value of the current PT, i.e., (CT1,, CT2,,...,CT64,) = (PT 1gg,
PT 25690;--,PT64459,). (Note that the new CT shall be denoted as CT,, to be used for
the first pass through the inner loop when j=0.)

NOTE: The output from the IUT for this test shall consist of 400 output strings consisting of
information included in Output Type 1.

The MOV S shall check the IUT's output for correctness by comparing the received results to
known values.
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5.2 Cipher Block Chaining (CBC) Mode

The IUTsfor the DES or Skipjack algorithm in the Cipher Block Chaining (CBC) mode shall be
validated by successfully completing a series of Known Answer tests and Modes tests corresponding
to the cryptographic processes allowed by the IUT.

5.2.1 Encryption Process

The process of validating an IUT for the DES algorithm which implements the encryption process of
the CBC mode of operation shall involve the successful completion of the following six tests:

1. The Variable Plaintext Known Answer Test - CBC mode

2. The Inverse Permutation Known Answer Test - CBC mode

3. The Variable Key Known Answer Test for the Encryption Process - CBC mode

4. The Permutation Operation Known Answer Test for the Encryption Process - CBC mode
5. The Substitution Table Known Answer Test for the Encryption Process - CBC mode

6. The Modes Test for the Encryption Process - CBC mode

The validation process for an IUT of the Skipjack algorithm which implements the encryption
process of the CBC mode of operation shall require the successful completion of tests 1, 2, 3, and 6
only.

An explanation of the tests follows.
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5.2.1.1 TheVariable Plaintext Known Answer Test - CBC Mode

Send

{

}

MOVS: Initialize KEY: If DES, KEY =0101010101010101 (odd parity set)

IUT: FORi=1to64

MOVS: Compare results from each loop with known answers
If DES, use Appendix B, Table 1. If Skipjack, use Appendix B, Table 5.

If Skipjack, KEY = 00000000000000000000
IV = 0000000000000000
PT, = 8000000000000000
KEY, IV, PT,

IB=PT® IV

Perform algorithm in encrypt state, resulting in CT,

Send i, KEY, IV, PT,, CT,

PT,,, = basis vector where single"1" bit isin position i+1

Figure5.13 The Variable Plaintext Known Answer Test - CBC Mode

Figure 5.13 illustrates the Variable Plaintext Known Answer test for the CBC mode.

1. The MOV S shall:

a

Initialize the KEY parameter to the constant hexadecimal value 0. For IUTs of the
DES agorithm, the KEY,,, =01 01 01 01 01 01 01 O1. Note that the significant
bits are set to "0" and the parity bitsare set to "1" to make odd parity.

For IUTs of the Skipjack agorithm, the KEY,,,, = 00 00 00 00 00 00 00 00 00 00.

Initialize the 64 bit IV parameter to the constant hexadecimal value 0, i.e., IV =
00 00 00 00 00 00 00 00.

Initialize the 64 bit plaintext PT, to the basis vector containing a"1" in the first bit
position and "0" in the following 63 positions, i.e., PT, ,,, = 10000000 00000000
00000000 00000000 00000000 00000000 OOO00000 00000000. The equivalent
of this value in hexadecimal notation is 80 00 00 00 00 00 00 00.

Forward thisinformation to the IUT using Input Type 2.

2. The IUT shall perform the following for i = 1 through 64:
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a Calculate the input block 1B; by exclusive-ORing PT, with IV, i.e,,
(IB1,1B2,...1B64) = (PTLelV1,PT2elV2,.., PT640IV64).

b. Process I B, through the DES or Skipjack algorithm in the encrypt state, resulting
in ciphertext CT,.

C. Forward the current values of the loop number i, KEY, IV, PT,, and the resulting
CT, to the MOV S as specified in Output Type 2.

d. Retain CT, for use with the Inverse Permutation Known Answer test for the CBC
Mode of Operation (Section 5.2.1.2), and, if the IUT supports decryption, for use
with the Variable Ciphertext Known Answer test for the CBC Mode (Section
5.2.2.1).

e Assign anew value to PT,,, by setting it equal to the value of abasis vector with a
"1" bit in position i+1, where i+1=2..64.

NOTE: This continues until every possible basis vector has been represented by the PT,
i.e. 64 times. The output from the IUT shall consist of 64 output strings. Each output
string shall consist of information included in Output Type 2.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values found in Appendix B, Table 1 for DES or Table 5 for Skipjack.
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http:i+1=2..64

5.2.1.2 Thelnver se Per mutation Known Answer Test - CBC Mode

MOVS: Initialize KEY: If DES, KEY =0101010101010101 (odd parity set)
If Skipjack, KEY = 00000000000000000000
[V = 0000000000000000
PT; (wherei=1-64) = 64 CT values from the Variable Plaintext Known Answer

test
Send KEY, IV, 64, PT,..PT,,
IUT: FORi=1to64
{
IB=PT,e IV

Perform algorithm in encrypt state, resulting in CT,
Send i, KEY, IV, PT, CT,
PT,,, = corresponding PT,,, from MOV S

}

MOVS: Compare results from each loop with known answers
Should be the set of basis vectors

Figure5.14 The Inverse Permutation Known Answer Test - CBC Mode

Figure 5.14 illustrates the Inverse Permutation Known Answer test for the CBC mode.
1. The MOV S shall:
a Initialize the KEY parameter to the constant hexadecimal value 0. For IUTs of the
DES agorithm, the KEY,,, =01 01 01 01 01 01 01 O1. Note that the significant
bits are set to "0" and the parity bitsare set to "1" to make odd parity.

For IUTs of the Skipjack agorithm, the KEY,,,, = 00 00 00 00 00 00 00 00 00 00.

b. Initialize the 64 bit IV parameter to the constant hexadecimal value 0, i.e., IV =
00 00 00 00 00 00 00 00.
C. Initialize the 64 bit plaintext values PT; (where i=1-64) to the CT, results obtained

from the Variable Plaintext Known Answer test.

d. Forward thisinformation to the IUT using Input Type 5.

2. The IUT shall perform the following for i = 1 through 64:

a Calculate the input block 1B; by exclusive-ORing PT, with IV, i.e,,
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(IB1,IB2,...1B64) = (PTLelV1,PT2elV2,.., PT64elV64).

b. Process I B, through the DES or Skipjack algorithm in the encrypt state, resulting
in ciphertext CT,.

C. Forward the current values of the loop number i, KEY, IV, PT,, and the resulting
CT, to the MOV S as specified in Output Type 2.

d. Assign anew value to PT,,, by setting it equal to the corresponding output from
the Variable Plaintext Known Answer test for the CBC mode.

NOTE: This processing continues until all ciphertext values from the Variable Plaintext
Known Answer test have been used asinput. The output from the IUT shall consist of 64
output strings. Each output string shall consist of information included in Output Type 2.

The MOV S shall check the IUT's output for correctness by comparing the received results

to known values. The CT values should be the set of basis vectors that were used as
plaintext for the Variable Plaintext Known Answer test.
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5.2.1.3 TheVariable Key Known Answer Test for the Encryption Process- CBC Mode

MOVS: Initialize KEY,: If DES, KEY, =8001010101010101 (with odd parity)
If Skipjack, KEY ; = 80000000000000000000
[V = 0000000000000000
PT = 0000000000000000
Send KEY,, IV, PT

IUT: FORIi=1ton, wheren=64if DES, 80if Skipjack
{
IF (algorithm == SKIPJACK) { process every bit}
OR
(algorithm == DES AND i %8 !=0)
{ process every bit except parity bits}
{

IB,=PT oIV

Perform algorithm in encrypt state using KEY,, resulting in CT,

Send i, KEY,, IV, PT, CT,

KEY,, = vector consisting of "0" in every significant bit position
except for asingle"1" bit in position i+1. Note that parity bits are "0"
or "1" to make the KEY odd parity.

}

MOVS: Compare results of the n encryptions with known answers
For DES, use Appendix B, Table 2. For Skipjack, use Appendix B, Table 6.

Figure5.15 The Variable Key Known Answer Test for the Encryption Process - CBC
Mode

As summarized in Figure 5.15, the Variable Key Known Answer test for the CBC Encryption
Process shall be performed as follows:

1. The MOV S shall:

a Initialize KEY , to contain "0" in every significant bit except for a"1" in the first
position. For example, if validating an IUT of the DES algorithm, the 64 bit KEY ,
win = 10000000 00000001 00000001 00000001 00000001 00000001 00000001
00000001. The equivaent of thisvauein hexadecimal notation is 80 01 01 01 01
01 01 01. Note that the parity bits are set to "0" or "1" to get odd parity.
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If validating an IUT for the Skipjack algorithm, the 80 bit KEY, ,;, = 10000000
00000000 00000000 00000000 00000000 00000000 OOO00000 00000000
00000000 00000000. The equivaent of this value in hexadecimal notation is 80
00 00 00 00 00 00 00 00 00.

Initialize the 64 bit initialization vector IV to the value of 0, i.e., 1V,,=00 00 00 00
00 00 00 00.

Initialize the 64 bit plaintext PT to the value of 0, i.e., PT,,=00 00 00 00 00 00 00
00.

Forward thisinformation to the IUT using Input Type 2.

The IUT shall perform the following for i =1ton: (NOTE: n equals the number of
significant bitsin a DES or Skipjack key.)

a

Calculate the input block 1B, by exclusive-ORing PT with the 1V, i.e,
(IB1,IB2,...1B64) = (PT1elV1,PT2slV2,... PT64alV64).

Using the corresponding KEY ,, process I B, through the DES or Skipjack algorithm
in the encrypt state, resulting in ciphertext CT..

Forward the current value of the loop number i, KEY;, IV, PT, and the resulting
CT, to the MOV S as specified in Output Type 2.

If the IUT supports decryption, retain CT, for use with the Variable Key Known
Answer test for the Decryption Process for the CBC Mode (Section 5.2.2.3).

Set KEY ;,; equal to the vector consisting of "0" in every significant bit position
except for asingle "1" bit in position i+1. The parity bits are set for odd parity.

NOTE: The above processing continues until every significant basis vector has been
represented by the KEY parameter. The output from the IUT for thistest shall consist of
56 output strings if DES isimplemented and 80 output strings if Skipjack isimplemented.
Each output string shall consist of information included in Output Type 2.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values found in Appendix B, Table 2 for DES or Table 6 for Skipjack.
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5.2.1.4 Permutation Operation Known Answer Test for the Encryption Process- CBC
Mode

NOTE: Thistest shall only be performed for IUTs of the DES algorithm.

MOVS: Initialize KEY; (wherei=1-32) = 32 KEY valuesin Appendix B, Table 3
IV = 0000000000000000
PT = 0000000000000000
Send PT, IV,KEY,, KEY,, ... KEY 5,

IUT: FORi=1to032
{
IB,=PT &IV
Perform DES algorithm in encrypt state using KEY ;, resulting in CT;
Send i, KEY,, IV, PT, CT,
KEY,, = KEY;,; from MOVS
}

MOVS: Compare results with known answers

Figure5.16 The Permutation Operation Known Answer Test for the Encryption Process
- CBC Mode

Figure 5.16 illustrates the Permutation Operation Known Answer test for the CBC Encryption
Process.

1. The MOV S shall:

a Initidlize KEY,, where i=1-32, with the 32 constant KEY values from Appendix B,
Table 3.

b. Initialize the 64 bit 1V to the value of 0, i.e, 1V,,=00 00 00 00 00 00 00 Q0.
C. Initialize the plaintext PT to the value of O, i.e., PT,,=00 00 00 00 00 00 00 00.

d. Forward thisinformation to the IUT using Input Type 8.

2. The IUT shall perform the following for i = 1 to 32:

a Calculate the input block 1B, by exclusive-ORing PT with 1V, i.e,
(IB1,IB2,...1B64) = (PT1elV1,PT2elV2,..., PT64elV64).
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b. Using the corresponding KEY , process I B, through the DES agorithm in the
encrypt state, resulting in ciphertext CT.,.

C. Forward the current value of the loop number i, KEY, IV, PT, and the resulting
CT, to the MOV S as specified in Output Type 2.

d. If the IUT supports decryption, retain CT, for use with the Permutation Operation
Known Answer test for the Decryption Process for the CBC mode (Section
5.2.2.4).

e Set KEY ;,; equd to the corresponding KEY supplied by the MOV S.

NOTE: The above processing shal continue until all 32 KEY values as specified in Input

Type 8 are processed. The output from the IUT for this test shall consist of 32 output
strings. Each output string shall consist of information included in Output Type 2.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values found in Appendix B, Table 3.
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5.2.1.5 Substitution Table Known Answer Test for the Encryption Process- CBC Mode

NOTE: Thistest shall only be performed for IUTs of the DES algorithm.

MOVS: Initialize KEY; (wherei=1-19) = 19 KEY valuesin Appendix B, Table 4

PT, = (where i=1-19) = 19 corresponding PT valuesin Table 4
IV = 0000000000000000

Send 1V, 19, KEY,, PT,, KEY,, PT,,....KEY 4, PTyq
IUT: FORi=1t019

{
IB,=PT, @ IV
Perform DES algorithm in encrypt state using KEY ;, resulting in CT;
Send i, KEY,, IV, PT;, CT;
KEY,; = KEY;,; from MOVS
PT,., = corresponding PT,,, from MOV S

}

MOVS: Compare results from each loop with known answers

Figure5.17 The Substitution Table Known Answer Test for the Encryption Process -
CBC Mode

As summarized in Figure 5.17, the Substitution Table Known Answer test for the CBC
Encryption Process shall be performed as follows:

1. The MOV S shall:

a Initialize the KEY -plaintext (KEY -PT) pairs with the 19 constant KEY -PT vaues
from Appendix B, Table 4.

b. Initialize 1V to thevalue of O, i.e., 1V,,=00 00 00 00 00 00 00 00.

C. Forward thisinformation to the IUT using Input Type 11.

2. The IUT shall perform the following for i = 1 to 19:

a Calculate the input block 1B, by exclusive-ORing PT, with the 1V, i.e,
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(IB1,1B2,...1B64) = (PTLelV1,PT2elV2,...PT640lV64).

b. Using the corresponding KEY ,, process I B, through the DES agorithm in the
encrypt state, resulting in ciphertext CT.,.

C. Forward the current value of the loop number i, KEY, IV, PT;, and the resulting
CT, to the MOV S as specified in Output Type 2.

d. If the IUT supports decryption, retain CT, for use with the Substitution Table
Known Answer test for the CBC Decryption Process (Section 5.2.2.5).

e Set KEY ,,; equa to the corresponding KEY value supplied by MOV'S.
f. Set PT,,, equal to the corresponding PT value supplied by MOV S.
NOTE: The above processing continues until all 19 KEY -PT pairs, as specified in Input

Type 11, are processed. The output from the IUT for this test shall consist of 19 output
strings. Each output string shall consist of information included in Output Type 2.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values found in Appendix B, Table 4.
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5.2.1.6 Modes Test for the Encryption Process- CBC Mode

MOVS: InitidizeKEY, IV, PT,
Send KEY,, IV, PT,

IUT: FORi=0TO 399
{
If (i==0) CV,= IV
Record i, KEY;, CV,, PT,
FORj=0TO 9,999
{
IB,=PT, @ CV,
Perform algorithm in encrypt state, resulting in CT,
IFj=0
PT;,, =CV,
ELSE
PT,,, =CT},
CV,;,=CT,
}
Record CT;
Sendi, KEY,, CV,, PT,, CT,
KEY ., = KEY; ® last n bits of CT, where n=64 if DES, n=80 if Skipjack
PT, = CTggs
CV = CTgggg

Figure5.18 The Modes Test for the Encryption Process - CBC Mode

As summarized in Figure 5.18, the Modes test for the CBC Encryption Process shall be
performed as follows:

1. The MOV S shdll:
a Initialize the KEY, initialization vector 1V and plaintext PT variables. The PT and
IV shall consist of 64 bitseach. The KEY length shall be dependent on the
algorithm implemented by the IUT.

b. Forward these valuesto the IUT using Input Type 2.

2. The IUT shall perform the following for i = 0 through 399:

a If i=0 (if thisis the first time through this loop), set the chaining value CV, equal
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tothelV.
Record the current value of the outer loop number i, KEY;, CV, and PT,,.
For j = 0 through 9999, perform the following:
I Set the input block 1B; equal to the value of PT; exclusive-ORed with the
Cv, ie, (IB, B2, ..,IB64) = (PTLeCV1], PT2eCV2, ..,
PT64,0CV64)).

il. Process I B; through the DES or Skipjack algorithm in the encrypt state,
resulting in CT,.

iii. Prepare for loop j+1 by doing the following:

- Assign CV,,, with the current value of CT}, i.e,, (CV1,,, CV2,,, ...
Cve4,) = (CTY, CT2, ..., CT64).

- If the inner loop being processed isthe first loop, i.e., j = 0, assign
PT;,, with the current value of CV,, i.e,, (PT1,, PT2,, ..., PT64,) =
(CV1, CV2, ..., CV64,). Otherwise, assign PT,, with the CT
from the previousinner cycle, CT, 4, i.e., (PTL,,, PT2,,,...,PT64,,)
=(CTy,, CT2,,..CT64,,).

Record the CTJ- )

Output all recorded information from this loop, as specified in Output Type 2, to
the MOV S.

Assign anew value to the KEY in preparation for the next outer loop. The new

KEY shall be calculated by exclusive-ORing the current KEY with the current CT.

For IUTs of the DES algorithm, this shall equate to (KEY 1,,,, KEY2,,, ...
KEY64,,) = (KEY 1,eCT 1lgggg, KEY20CT 2y, ... KEY 64,0CT 64544,).

For IUTs of the Skipjack algorithm, CT shall be expanded in length to 80 bits (the
length of a Skipjack key) before the new KEY can be formed. This expansion
shall be accomplished by concatenating the 16 rightmost bits of the previous CT
(CTgggg) With the 64 bits of the current CT (CTyo). This value shall then be
exclusive-ORed with the current KEY to form the new KEY, i.e,, (KEY 1,,,
KEY2,,, ... KEY80,,,) = (KEY 1,6CT49%q KEY20CT50u, -..

KEY 16,0CT64u45 KEY 17,6CT 1ogge, KEY 18 0CT 25005, ... KEY 80.0CT64g00).

Assign anew valueto CV,, in preparation for the next outer loop. CV, shal be
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assigned the value of the current CT, i.e., (CV1,, CV2,, ..., CV64,) = (CT 1y,
CT 24559, ---» CT644900).(Note that the new CV shall be denoted as CV , because this
valueis used for the first pass through the inner loop when j=0.)

h. Assign anew value to the PT in preparation of the next outer loop. PT, shal be
assigned the value of the CT from the previous cycle, i.e., (PT1,, PT2,,...,PT64,) =
(CT1ggeg CT2ggg,...,CT64yys). (Note that the new PT shall be denoted as PT,
because this value is used for the first pass through the inner loop when j=0.)

NOTE: The output from the IUT for this test shall consist of 400 output strings. Each
output string shall consist of information included in Output Type 2.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values.

73



5.2.2 Decryption Process

The process of validating an IUT for the CBC mode of the DES a gorithm which implements the
decryption process shal involve the successful completion of the following six tests:

1. The Variable Ciphertext Known Answer Test - CBC mode

2. The Initial Permutation Known Answer Test - CBC mode

3. The Variable Key Known Answer Test for the Decryption Process - CBC mode

4. The Permutation Operation Known Answer Test for the Decryption Process - CBC

mode
5. The Substitution Table Known Answer Test for the Decryption Process - CBC mode
6. The Modes Test for the Decryption Process - CBC mode

The validation process for an IUT of the Skipjack algorithm using the CBC mode of operationin
the decryption process shall require the successful completion of tests 1, 2, 3, and 6 only.

An explanation of the tests follows.
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5.2.2.1 The Variable Ciphertext Known Answer Test - CBC Mode

MOVS: If encryption is supported by the IUT:
Initialize KEY: If DES, KEY =0101010101010101 (odd parity set)
If Skipjack, KEY=00000000000000000000
IV = 0000000000000000
Send KEY, IV

If encryption is not supported by the IUT:
Initidlize KEY: If DES, KEY=0101010101010101 (odd parity set)
If Skipjack, KEY=00000000000000000000
IV = 0000000000000000
CT, (where i=1-64): If DES, CT valuesin Appendix B, Table 1
If Skipjack, CT valuesin Appendix B, Table 5
Send KEY, IV, 64, CT,, CT,,...,.CTg,

IUT: If encryption is supported:
Initialize CT = first value from output of Variable Plaintext Known Answer test.
Otherwise, use thefirst value received from the MOV'S.

FORi=1to64
{
IB, = CT;
Perform algorithm in decrypt state, resulting in OB;
PT,=0B,; e IV

Send i, KEY, IV, CT,, PT,
If encryption is supported:

CT,,, = corresponding CT,,, from output of Variable Plaintext Known Answer test
else

CT,,, = corresponding CT,,; value from MOV S

}

MOVS: Compare results from each loop with known answers

Figure5.19 The Variable Ciphertext Known Answer Test - CBC Mode

As summarized in Figure 5.19, the Variable Ciphertext Known Answer test for the CBC mode of
operation shall be performed as follows:
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1. The MOV S shall:

a

Initialize the KEY parameter to the constant hexadecimal value 0. For IUTs of the
DES agorithm, KEY,,, =01 01 01 01 01 01 01 01. Note that the significant bits
are set to "0" and the parity bits are set to "1" to make odd parity. For Skipjack
implementations, the KEY ., = 00 00 00 00 00 00 00 00 00 00.

Initialize the initialization vector 1V to the constant hexadecimal value 0, i.e., 1V,
=00 00 00 00 00 00 00 00.

If the IUT is of the DES algorithm, and it does not support encryption, initialize
the 64 ciphertext CT vaues with the 64 constant CT values from Appendix B,
Table 1. If the IUT is of the Skipjack algorithm, and it does not support
encryption, initialize the 64 ciphertext CT vaues with the 64 constant values from
Appendix B, Table 5.

If encryption is supported by the IUT, forward the KEY and IV to the IUT, as
specified in Input Type 6. If encryption is not supported by the IUT, forward the
KEY, IV and CT to the IUT, as specified in Input Type 5.

2. The IUT shal:

a

If encryption is supported, initialize the CT value with the first CT value retained
from the Variable Plaintext Known Answer test for the CBC Mode (Section
5.2.1.1). Otherwise, use the first value received from the MOV S.

Perform the following for i=1 through 64:

I Set the input block 1B, equal to the value of CT, i.e, (1B1,,I1B2,...,1B64) =
(CT1,CT2,...,CT64).

il. Process I B, through the DES or Skipjack agorithm in the decrypt state,
resulting in the output block OB,.

iii. Calculate the plaintext PT; by exclusve-ORing OB, with 1V, i.e., (PT1,
PT2,...,PT64) = (OBLelV1, OB2elV2,...,0B64elV64).

V. Forward the current value of the loop number i, KEY, IV, CT,, and the
resulting PT; to the MOV S using Output Type 2.

V. If encryption is supported, set CT,,; equal to the corresponding output
from the Variable Plaintext Known Answer test for CBC mode. If
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encryption is not supported, assign anew value to CT,,, by setting it equal
to the corresponding CT,,, vaue supplied by the MOV'S.

NOTE: The output from the IUT for this test shall consist of 64 output strings. Each
output string shall consist of information included in Output Type 2.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values.
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5.2.2.2 Thelnitial Permutation Known Answer Test - CBC Mode

MOVS: Initialize KEY: If DES, KEY =0101010101010101 (odd parity set)
If Skipjack, KEY =00000000000000000000
IV = 0000000000000000
CT, (where i=1-64): 64 PT values from Variable Ciphertext Known
Answer test
Send KEY, IV, 64, CT,, CT,,....CTg,

IUT:  Initidlize CT,=first value from output of Variable Ciphertext Known Answer test.

FORi=1to64
{
IB, = CT;
Perform algorithm in decrypt state, resulting in OB;
PT,=0B,; e IV

Send i, KEY, IV, CT,, PT,
CT,,, = corresponding CT,,; value from MOV S
}

MOVS: Compare results from each loop with known answers. For DES, use Appendix B, Table 1, For
Skipjack, use Appendix B, Table 5.

Figure5.20 Thelnitial Permutation Known Answer Test - CBC Mode

As summarized in Figure 5.20, the Initial Permutation Known Answer test for the CBC mode of
operation shall be performed as follows:

1. The MOV S shall:

a Initialize the KEY parameter to the constant hexadecimal value 0. For IUTs of the
DES agorithm, KEY,,, =01 01 01 01 01 01 01 01. Note that the significant bits
are set to "0" and the parity bits are set to "1" to make odd parity. For Skipjack
implementations, the KEY ., = 00 00 00 00 00 00 00 00 00 00.

b. Initialize the initialization vector 1V to the constant hexadecimal value 0, i.e., 1V,
=00 00 00 00 00 00 00 00.
C. Initialize the 64 CT values with the 64 PT values obtained from the Variable

Ciphertext Known Answer test.
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d.

Forward the KEY/, IV and the 64 CT vauesto the IUT, as specified in Input Type
5.

The IUT shall perform the following for i=1 through 64:

a

e.

Set the input block 1B; equal to the value of CT,, i.e, (IB1,1B2,...,I1B64) =
(CTL,CT2,...,CT64).

Process I B, through the DES or Skipjack algorithm in the decrypt state, resulting
in the output block OB,.

Calculate the plaintext PT; by exclusve-ORing OB, with 1V, i.e., (PT1,
PT2,...,PT64) = (OBLelV1, OB2elV2,...,0B64elV64).

Forward the current value of the loop number i, KEY, IV, CT,, and the resulting
PT, to the MOV S using Output Type 2.

Set CT,,, equal to the corresponding CT,,, value supplied by the MOVS.

NOTE: The output from the IUT for this test shall consist of 64 output strings. Each
output string shall consist of information included in Output Type 2.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values.
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5.2.2.3 The Variable Key Known Answer Test for the Decryption Process- CBC Mode

MOVS: Initidlize KEY: If DES, KEY; = 8001010101010101 (odd parity set)
If Skipjack, KEY ; = 80000000000000000000
1V=0000000000000000
If encryption is supported by the IUT:
Send KEY,, IV
If encryption is not supported by the IUT:
Initialize CT values: If DES, initialize CT values with valuesin Appendix B, Table 2
If Skipjack, initialize CT values with values in Appendix B,
Table 6.
Send KEY, IV, n (where n=64 if DES, 80 if Skipjack), CT,, CT,,..., CT,
IUT: If encryption is supported by the IUT:
Initialize CT, = first value from output of Variable Key Known Answer test for the
Encryption Process for the CBC Mode.
Otherwise, use thefirst value received from the MOV'S.

FOR i =1ton, wheren =56 if DES, 80 if Skipjack

{
|F (algorithm == SKIPJACK) { process every bit}
OR
(algorithm == DES AND i %8 != 0)
{ process every hit except parity bits}
{
IB, = CT;
Perform algorithm in decrypt state, resulting in OB;
PT,=0B, & IV
Send i, KEY,, IV, CT;, PT;
KEY,, = vector consisting of "0" in every significant bit position except
for asingle"1" bit in thei+1% position. Note that odd parity is set.
If encryption is supported by the IUT:
CT,,, = corresponding CT,,, from output of Variable Key Known
Answer test for the Encryption Process for CBC Mode
else
CT,,, = corresponding CT,,; value from MOV S
}
}

MOVS: Compare results of the n decryptions with known answers

Figure5.21 The Variable Key Known Answer Test for the Decryption Process - CBC
Mode

Figure 5.21 illustrates the Variable Key Known Answer test for the CBC Decryption Process.

1.

The MOV S shall:

80




Initialize KEY , to contain "0" in every significant bit except for a"1" in the first
position. (Note that odd parity is set on the KEY.) For example, if validating an
IUT of the DES algorithm, the 64 bit KEY , ,;, = 10000000 00000001 00000001
00000001 00000001 00000001 00000001 00000001. The equivalent of this value
in hexadecimal notation is 80 01 01 01 01 01 01 O1.

If validating an IUT of the Skipjack agorithm, the 80 bit KEY , ,;, = 10000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000. The equivaent of this value in hexadecimal notation is 80
00 00 00 00 00 00 00 00 00.

Initialize 1V to contain the value of zero, i.e., 1V, = 00 00 00 00 00 00 00 00.

If the IUT is of the DES algorithm, and encryption is not supported, initialize CT,
values with the 56 constant CT vaues from Appendix B, Table 2. Otherwise, if
the IUT is of the Skipjack algorithm, and encryption is not supported, initialize the
CT, vaues with the 80 constant CT values from Appendix B, Table 6.

If encryption is not supported by the IUT, forward the KEY/, IV, and the multiple
CT valuesto the IUT, as specified in Input Type 5. Otherwise, forward the KEY
and IV to the IUT, as specified in Input Type 6.

2. The IUT shal:

a

If encryption is supported, initialize the CT value with the first CT value retained
from the Variable Key Known Answer test for the Encryption Process for the CBC
Mode (Section 5.2.1.3). Otherwise, use the first value received from the MOV S.
Perform the following for i=1 to n, where n = 56 for DES or 80 for Skipjack:

I Set the input block 1B, equal to the value of CT,, i.e., (IB1;, IB2,..., IB64)
=(CTy, CT2,...,CT64).

il. Process I B, through the DES or Skipjack agorithm in the decrypt state,
resulting in output block OB..

iii. Calculate the plaintext PT; by exclusve-ORing OB, with 1V, i.e., (PT1,
PT2,...,PT64) = (OBLelV1, OB2elV2,...,0B64elV64).

V. Forward the current values of the loop number i, KEY, IV, CT, and the
resulting PT; to the MOV S using Output Type 2.
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V. Set KEY ,,; equal to the vector consisting of "0" in every significant bit
position except for asingle "1" bit in the i+1% position. The parity bits are
set for odd parity.

Vi. If encryption is supported, set CT,,, equa to the corresponding CT,,, vaue
retained from the Variable Key Known Answer test for the Encryption
Process for CBC mode. |If encryption is not supported by the I[UT, set
CT,,, equal to the corresponding CT,,, value supplied by the MOV S.

NOTE: The output from the IUT for this test shall consist of 56 output stringsif DESis
being implemented, or 80 output strings if Skipjack isimplemented. Each output string
shall consist of information included in Output Type 2.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values.
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5.2.2.4 Permutation Operation Known Answer Test for Decryption Process- CBC Mode

NOTE: Thistest shall only be performed for IUTs of the DES algorithm.

MOVS: Initialize KEY; (wherei=1-32) = KEY valuesin Appendix B, Table 3
IV = 0000000000000000
If encryption is supported by the IUT:
Send 1,32, KEY ;, KEY ,,...,.KEY 5,
If encryption not supported by the IUT:
Initialize CT, (where i=1-32) = corresponding CT valuesin Table 3
Send IV,32, KEY,, CT,, KEY,, CT,,...KEY 4, CT,,

IUT: If encryption is supported by the IUT:
Initialize CT, = first value retained from Permutation Operation Known Answer test for the
Encryption Process for the CBC Mode.
Otherwise, use thefirst value received from the MOV'S.

FORi=1to32
{
IB, = CT;
Perform DES algorithm in decrypt state using KEY;, resulting in OB;
PT,=0B, e IV

Send i, KEY,, IV, CT;, PT;

KEY,, = corresponding KEY supplied by MOV S

If encryption is supported:
CT,,, = corresponding CT,,; from output of Permutation Operation Known Answer
test for the Encryption Process for the CBC mode

else
CT,,, = corresponding CT,,; from MOV'S

}

MOVS: Compare results from each loop with known answers

Figure 5.22 The Permutation Operation Known Answer Test for the Decryption Process -
CBC Mode

As summarized in Figure 5.22, the Permutation Operation Known Answer test for the CBC
Decryption Process shall be performed as follows:

1. The MOV S shall:

a If the IUT supports encryption, initialize the KEY values with the 32 constant
KEY values supplied from Appendix B, Table 3. If the IlUT does not support
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encryption, initialize the KEY -ciphertext (KEY -CT) pairs with the 32 constant
KEY-CT pairs from Table 3.

Initialize IV to contain the value of zero, i.e., 1V, = 00 00 00 00 00 00 00 Q0.
If encryption is supported by the IUT, forward the KEY and IV, as specified in

Input Type 12. Forward the KEY, CT, and IV to the IUT using Input Type 11 if
encryption is not supported by the IUT.

2. The IUT shal:

a

If encryption is supported, initialize the CT value with the first CT value retained
from the Permutation Operation Known Answer test for the Encryption Process
for the CBC Mode (Section 5.2.1.4). Otherwise, use the first value received from
the MOV S.

Perform the following for i = 1 to 32:

I Set the input block IB; equal to the value of CT;, i.e, (IB1;,1B2,...1B64) =
(CT1,CT2,...,.CT64).

il. Using the corresponding KEY , process I B, through the DES agorithm in
the decrypt state, resulting in OB,.

ii. Calculate PT,; by exclusve-ORing OB, with 1V, i.e,, (PT1,, PT2,...,PT64) =
(OBLelV1, OB2elV2,..,0B64elV64).

V. Forward the current values of the loop number i, KEY, IV, CT, and the
resulting PT; to the MOV S using Output Type 2.

v.  SetKEY,,, equa to thei+1¥ value supplied by the MOVS.

Vi. If encryption is supported, set CT,,, equa to the corresponding CT,,, vaue
retained from the Permutation Operation Known Answer test for the
Encryption Process for CBC Mode. If encryption is not supported, set
CT,,, equal to the corresponding CT,,, value supplied by the MOV S.

NOTE: The above processing shall continue until al 32 KEY-CT values, as
specified in Input Type 11, or al 32 KEY values, as specified in Input Type 12 are
processed. The output from the IUT for this test shall consist of 32 output strings.
Each output string shall consist of information contained in Output Type 2.
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3. The MOV S shall check the IUT's output for correctness by comparing the received results
to known values.
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5.2.2.5 Substitution Table Known Answer Test for the Decryption Process- CBC Mode

NOTE: Thistest shall only be performed for IUTs of the DES algorithm.

MOVS: Initialize: KEY; (wherei=1-19)= KEY vauesin Appendix B, Table 4
IV = 0000000000000000
If encryption is supported by the IUT:
Send 1V, 19, KEY ;, KEY,,...,.KEY 4
If encryption not supported:
Initialize CT, (wherei=1-19)= CT valuesin Table 4
Send 1V, 19, KEY ,, CT,, KEY,, CT,,....KEY ;5, CTg

IUT: If encryption is supported:
Initialize CT, = first CT vaue from output of Substitution Table Known Answer test for the
Encryption Process for the CBC Mode.
Otherwise, use thefirst value received from the MOV'S.

FORi=1t019
{
IB, = CT;
Perform DES algorithm in decrypt state using KEY ;, resulting in OB,
PT,=0B; & IV

Send i, KEY,, IV, CT;, PT;
KEY,, = corresponding KEY supplied by MOV'S
If encryption is supported:
CT,,, = corresponding CT from output of Substitution Table Known Answer test
for the Encryption Process for the CBC mode
else
CT,,, = corresponding CT from MOV S

}

MOVS: Compare results from each loop with known answers

Figure 5.23 The Substitution Table Known Answer Test for the Decryption Process - CBC
Mode

Figure 5.23 illustrates the Substitution Table Known Answer test for the CBC Decryption
Process.

1. The MOV S shall:
a If the IUT supports encryption, initialize the KEY values with the 19 constant
KEY values supplied from Appendix B, Table 4. If the IlUT does not support
encryption, initialize the KEY -ciphertext (KEY-CT) pairs with 19 constant KEY -
CT pairsfrom Appendix B, Table 4.

b. Initialize 1V to contain the value of zero, i.e., 1V, = 00 00 00 00 00 00 00 00.
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C. If encryption is supported by the IUT, forward the IV and the 19 KEY values, as
specified in Input Type 12. Otherwise, forward the IV and the 19 KEY-CT pairs
to the IUT, as specified in Input Type 11.

2. The IUT shal:

a If encryption is supported, initialize the CT value with the first CT value retained
from the Substitution Table Known Answer test for the Encryption Process for the
CBC Mode (Section 5.2.1.5). Otherwise, usethefirst CT value received from the
MOVS.

b. Perform the following for i = 1 to 19:

I Set the input block IB; equal to the value of CT;, i.e, (IB1;,1B2,...1B64) =
(CT1,CT2,...,CT64).

il. Using the corresponding KEY , process I B, through the DES agorithm in
the decrypt state, resulting in the output block OB.,.

ii. Calculate PT; by exclusve-ORing OB, with 1V, i.e,, (PT1,, PT2,...,PT64) =
(OBLelV1, OB2elV2, ...,O0B64slIV64).

V. Forward the current values of the loop number i, KEY, IV, CT, and the
resulting PT; to the MOV S as specified in Output Type 2.

v. SetKEY,,, equa toi+1* value supplied by MOVS.

Vi. If encryption is supported, set CT,,, equa to the corresponding CT,,, vaue
retained from the Substitution Table Known Answer test for the
Encryption Process for the CBC Mode. If encryption is not supported, set
CT,,, equal to the corresponding CT,,, value supplied by the MOV S.

NOTE: The above processing shall continue until the 1V and al 19 KEY-CT pairs, as
specified in Input Type 11, or the IV and all 19 KEY values, as specified in Input Type 12,
are processed. The output from the IUT for this test shall consist of 19 output strings.
Each output string shall consist of information included in Output Type 2.

3. The MOV S shall check the IUT's output for correctness by comparing the received results
to known values.
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5.2.2.6 Modes Test for the Decryption Process- CBC Mode

MOVS: Initidize KEY,, IV,, CT,
Send KEY,, IV,, CT,

IUT: FORi=0TO 399
{

If (i==0) CV, =1V,

Record i, KEY;, CV,, CT,

FORj=0TO 9,999

{

IB, = CT,
Perform algorithm in decrypt state, resulting in OB;
PT,= 0B, e CV,
CV,,=CT,
CT,,, =PT,

}
Record PT,

Sendi, KEY,, CV,, CT,, PT;
KEY ., = KEY, e last n bits of PT, where n=64 if DES, n=80 if Skipjack
CV = CTgge

) CTo = PToge

MQOVS: Check IUT's output for correctness

Figure5.24 The Modes Test for the Decryption Process - CBC Mode

Figure 5.24 illustrates the Modes test for the CBC Decryption Process.

1. The MOV S shall:
a Initialize KEY, the initiaization vector 1V and ciphertext CT variables. The CT
and IV shall consist of 64 bits, while the KEY length shall be dependent on the
algorithm implemented by the IUT.

b. Forward these valuesto the IUT using Input Type 2.
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The IUT shall perform the following for i=0 through 399:

a

If i=0 (if thisis the first time through this loop), set the chaining value CV, equal
tolV.

Record the current value of the outer loop number i, KEY;, CV,, and CT,,.
For j=0 through 9999, perform the following:

i Set the input block 1B, equal to the value of CT}, i.e, (IBL;, IB2, ..., IB64)
= (CTY, CT2,..., CT64).

il. Process the I B; through the DES or Skipjack algorithm in the decrypt state,
resulting in an output block OB,.

iii. Form the plaintext PT,; by exclusive-ORing OB; with the current CV,, i.e.,
(PTL, PT2,...,PT64) = (OBLeCV1, OB2eCV2Z, ..., OB64,eCV64).

iv.  Preparefor the j+1 loop by:

- Assgning CV,,, with the value of the current CT;, i.e., (CV1,,,,
Cv2,,, ..., CV64,,)) = (CTL, CT2, ..., CT64),

- Assgning CT;,, with the value of the current PT, i.e., (CT1,,,,
CT2.,, ..., CT64,,) = (PTL, PT2,...,PT64).

Record PT;.
Output all the recorded information from this loop using Output Type 2.

Assign anew value to the KEY in preparation for the next outer loop. The new
KEY shall be calculated by exclusive-ORing the current KEY with the current PT.
For IUTs of the DES algorithm, this shall equate to (KEY 1,,,, KEY2,,, ...
KEY64,,) = (KEY 1ePT 1y, KEY26PT2y,, ... KEY 64,0PT64q).

For IUTs of the Skipjack agorithm, the PT shall be expanded in length to 80 bits
(the length of a Skipjack key) before the new KEY can be formed. This expansion
shall be accomplished by concatenating the 16 rightmost bits of the previous PT
(PT gg05) With the 64 bits of the current PT (PTy). Thisvalue shal then be
exclusive-ORed with the current KEY to form the new KEY, i.e, (KEY1,,,
KEY2,,, ... KEY80,,) = (KEY 1,0PT49yy,, KEY 2,0PT50gyg, ...

KEY 16,0PT 645, KEY 17,0PT 1ygge, KEY 180PT 24y, ... KEY 80.0PT644).

Assign anew valueto CV in preparation for the next outer loop. CV, shdl be
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assigned the value of the current CT, i.e., (CV1,, CV2,,...,CV64,) = (CT 1,
CT24gg9,..-,CT64gg0). (Note that the new CV shall be denoted as CV , to be used
for the first pass through the inner loop when j=0.)

h. Assign anew valueto CT in preparation for the next outer loop. CT, shall be
assigned the value of the current PT, i.e., (CT1,, CT2,,...,CT64,) = (PT 1yg,
PT 25690, -,PT64459,). (Note that the new CT shall be denoted as CT,, to be used
for the first pass through the inner loop when j=0.)

NOTE: The output from the IUT for this test shall consist of 400 output strings
consisting of information included in Output Type 2.

The MOV S shall check the IUT's output for correctness by comparing the received results
to known values.
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5.3 The Cipher Feedback (CFB) Mode

The IUTs of the DES or Skipjack algorithm in the Cipher Feedback (CFB) mode of operation
shall be validated by successfully completing (1) a set of Known Answer tests applicable to both
IUTs supporting encryption and/or decryption and (2) a Modes test for each cryptographic
process supported by the IUT.

The process of validating an IUT of the DES algorithm which supports the encryption and/or
decryption processes of the K-bit CFB mode shall involve the successful completion of the
following six tests:

The Variable Text Known Answer Test - K-bit CFB mode

The Inverse Permutation Known Answer Test - K-bit CFB mode

The Variable Key Known Answer Test - K-bit CFB mode

The Permutation Operation Known Answer Test - K-bit CFB mode

The Substitution Table Known Answer Test - K-bit CFB mode

The Modes Test for the Encryption Process - K-bit CFB mode (if encryption is
supported)

ourwbdpE

OR
The Modes Test for the Decryption Process - K-bit CFB mode (if decryption is
supported)

Note, for IUTs of the DES algorithm, K can range from 1 to 64 bits.

The validation process for an IUT of the Skipjack algorithm which supports the encryption and/or
decryption process of the 64-bit CFB mode of operation shall involve the successful completion
of tests 1, 2, 3, and 6 only.

An explanation of the tests follows.

5.3.1 TheKnown Answer Tests- CFB Mode

The K-bit CFB mode shall only have one set of Known Answer tests which shall be used
regardless of supported process, i.e., the same set of Known Answer tests shall be used for IUTs
supporting the encryption and/or decryption processes.

Throughout this section, TEXT and RESULT will refer to different variables depending on
whether the encryption or decryption processis being tested. If the IUT performs CFB
encryption, TEXT refersto plaintext, and RESULT refersto ciphertext. If the IUT performs
CFB decryption, TEXT refersto ciphertext, and RESULT refers to plaintext.
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5.3.1.1 TheVariable Text Known Answer Test - CFB Mode

NOTE: If Skipjack, K shall equal 64.

MOVS: Initialize KEY: If DES, KEY =0101010101010101 (odd parity set)
If Skipjack, KEY = 00000000000000000000
IV, = 8000000000000000
K-bit TEXT =0
Send KEY, IV,, K-bit TEXT

IUT: FORi=1to64
{
IB, =1V,
Perform algorithm in encrypt state, resulting in OB,
K-bit RESULT,= LM¥(OB))® K-bit TEXT
Send i, KEY, IV, K-bit TEXT, K-bit RESULT,
IV,,, = basis vector where single "1" bit isin position i+1

}

MQOVS: Compare RESULT from each |oop with known answers
If DES, use K bits of output in Appendix B, Table 1. If Skipjack, use 64 bits of output in Appendix
B, Table 5.

Figure5.25 The Variable Text Known Answer Test - CFB Mode

As summarized in Figure 5.25, the Variable Text Known Answer test for the CFB mode shall be
performed as follows (Note, in the following text, if the IUT is of the Skipjack agorithm, K shall
equal 64.):

1. The MOV S shall:

a Initialize the KEY parameter to the constant hexadecimal value 0. For IUTs of the
DES algorithm, the KEY =01 01 01 01 01 01 01 01. Note that the significant bits
are set to "0" and the parity bits are set to "1" to make odd parity.

For IUTs of the Skipjack algorithm, the KEY = 00 00 00 00 00 00 00 00 00 00.
b. Initialize the 64 bit initialization vector 1V, to the basis vector containing a"1" in
the first bit position and "0" in the following 63 positions, i.e., IV, ;, = 10000000

00000000 000000