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572, Table Wi t hi n t he APer f or nior DFBil modesof opeEafoachapge €
62 the ELSE command to |j36. The subscript wasg which wasmcorrect
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Revision History

April 2000
Section Revision
OVERALL | Rename the Modes Tests to the Monte Carlo Tests to coincide with all other
documents.
OVERALL [ Represent fAthrioughodo as A. .0 not A
OVERALL | Draw a box around the Triple DES operations in the pseudocode to indicate wk
code is from the Tiple DES standard and what code is part of the Validation test
OVERALL | Replace subscript numbers with subscript variable names. For exagyplés C
replaced with €
2 Make reference to the three different keying options specified in FIPS PA3B 46
4.3.2 Input Type2’r emove fAérepresented as a 16
férepresented as an ASCI I éo
4.3.5 Input Type 5" same as above
4.3.8 Input Type 8 same as above
4.3.13 Input Type 13 same as above
4.3.15 Input Type 15 same as abe
4.3.18 Input Type 18 same as above
4.3.21 Input Type 21 same as above
4.3.22 Input Type22 f or TEXT1, TEXT2, and TEXTS3
replace with Aé6d4 binaryéo
4.3.24 Input Type 24 same as above
4.4.2 Output Type 2 for DATAand RESULT remove fAéis a

hexi deci mal €0, T &pihasy bies reprvasdnted ad aniASCII 1
hexi deci mal é0




4.4.3

Output Type 3 same as above

4.4.6 Output Type @ same as above
4.4.7 Output Type 7 same as above
4.4.8 Output TypeBT same as above
5.1.1.1 | In pseudocode, Send stateniettie subscript on C should be lowercase i.
Table 1
5.1.1.6 | Replace P= CyggoWith Py = G
Table 6
5.2.1.1 | In pseudocode, the subscript should be lowercase i
Table 13
5.2.1.6, 2.f| Switch 2) an®) to make the text coincide with the pseudocode
5.3.1.1 | In pseudocode, Send statenieiit;, 12, and I3 should be sent instead of;PR2,
Table 25 | and P3
5.3.1.1 | Clock Cycle T4, 2) The subscript on TEMP3 should be 1.
Table 25
53.11 b.7 Replae P1, P2, P3 with 11;, 12;, 13,.
5.3.1.6 | Replace Clyogwith Ck;_; and replace GlgooWith Ck;
Table 30
5.3.1.6 | Clock Cycle T4, a) replace DEA with DEA;
b) T replace DEAwith DEA,
replace KEY3with KEY2
Swap a) and b) to make the text coincide with the pseudocode.
5.3.1.6 |Inf),g)andhy
Replace subscript 9999 with j
Replace subscript 9998 witH |
Replace subscript 9997 witi2j
5.3.2.6 |Inthe pseudocode,dd A FOR k = 1 to 30

Table 36




5.3.2.6 | Replace subscript 9999 with |
Table 36
5.3.2.6 | InClock Cycle T1 b), Clock Cycle T2: b), and Clock Cycle T3: b):
The jin 11j, 12}, and I3}, respectively, should be a subscripti2], 13;.
5.3.2.6 |In2b)i Add comma aftr P3.
5326 |InfiAdd comment H@ANote j=9999. 0
5.3.2.6 |Inf),g)andhy
Replace subscript 9999 with j
Replace subscript 9998 witH |
Replace subscript 9997 witi2j
5.4.2.1 | In pseudocode, replace the subscript 9999 with |
Table 42
5421 |In2)and3) Replace the subscript 9999 with |
54.2.1 |In3)7 Add subscriptsto | and-kit C so they read &nd G
5.4.2.2 | In pseudocode, replace the subscript 9999 with j.
Table 43
5.4.2.2 |1In2)and 3) Replace the subscript 9999tkvj.
5.4.2.2 |In2)i Add subscripts to | and-kit C so they read &nd G
5.5.2.1 | In pseudocode, the code pertaining to the Triple DES algorithm does not coinci
Table 49 | with the Triple DES standard. The subscript on RESULT shoulk8beg.,
lj = RM ©®*9(1(j-1)) || Kbit RESULT, ,
Should be
lj = RM ©®*9(1(j-1)) || K-bit RESULT, 5
5.5.2.2 | Add a separate Monte Carlo Test for the Encryption and Decryption processes
CFB-P Mode of operation.
5.5.2.2 | In pseudocode, régce 19999 with |j.
Table 50

Vi




5.5.2.2 | InDb2), replace subscrip@j with j-3.

5522 |In3)and4y Repl ace the subscript 9999 wi
5.6.2 At the end of the external loop, where new values are generated for ththkegst
Table 56 | and the input block, it was unclear in the generation of the new text which value

text was being referred to in this statement:
TEXT,=TEXT,®|;
TEXT, is referring to the initial text of the INTERNAL loop. Therefore, add the
following code to make this clear:
Il n pseudocode, add st@atemenhefnkbNt &i
internal loop. This will capture the initial text used for each internal loop.
Also, modify the statement at the end of the external loop:
TEXT,=TEXT,®|;
To read
TEXT, = INITTEXT @ |
5.6.2 In the pseudocode, replace the subscript 9999 with j.
Table 56
5.6.2 In the text, add after b:
Ac. Assi gn tol&lITMVMEXT. Thes wil €ontainEné ihitial text from
every |j = 0 |l oop. o
5.6.2 Reletter text.
5.6.2 Ing 1), 2), and 3) Replace subscript 9999 with |.
Replace subscript 9998 witH
Replace subscript 9997 witi2]
5.6.2 Ing 2)i This should read:
Assign a new value to the TEXT The TEXT, should be assigned the valaf
INITTEXT exclusiveORed with |.
5.6.2 In g NOTET P should be replaced with TEXT.

vii



57.2
Table 62

In the pseudocode, Replace the subscript 9999 with j.

5.7.2

Replace subscript 9999 with j.

Table A5

Replace column headings PLAINTEXT1, 2, andi;jwiNPUTBLOCK1, 2, and 3.

Table A.7

Replace column headings PLAINTEXT1, 2, and 3 with one column labeled
CIPHERTEXTS.

Replace column headings CIPHERTEXT1, 2, and 3 with PLAINTEXT 1, 2, an(

Table A.8

Start ROUND numbers with O.

Table A.8

Replace colm headings PLAINTEXT1, 2, and 3 with one column labeled
PLAINTEXTS.

Table A.9

Replace column headings PLAINTEXT1, 2, and 3 with PLAINTEX# IV1,
PLAINTEXT2 @ IV2, and PLAINTEXT3® IV3, respectively.

Table A.10

Replace column headings PLAINTEXT1, 2, é&dith IV1, 2, and 3.

viii



1.

TABLE OF CONTENTS

INTRODUCTION ...ttt eeeeis bbbttt et e et e e aaeese e s e e e et e et e e teeaaeeeeeeaaamt et e e e aeaaeeeeaeesaasaaaaanmneaaaaeaaas 1
I = 7N 3 (] 210 18/ o PO 1
1.2 ORGANIZATION . ctetttttti e s eeeaeeeeteemmmeaeaeaeeteestata s e e e aamasa s aeseeeeeeeeeessaebaasammme e s e beba e e s e e e eeaeeeenannneeaaseeeenns 2
1.3 DEFINITION(S) . uttteteteetautueeeseesaianesasssseeesesaasssseeesessamansasssseeseesasssseessesamnnssansssssesessansssseesessannesssnsssseens 3
1.4 SYMBOLS (AND ACRONYMS) ..eeeeiiiutiiiieeesiiutteeesaaaeeesssstseeseesssssssesssnantesssssssssseesssssssssessssssesssssssneeeesssnnss b

TRIPLE DATA ENCRYPTI ON ALGORITHM (TDEA)  .ooiiiiiiiiiiiiieee ettt neeeeee e 6
2.1 TDEAELECTRONIC CODEBOOK(TECB)IMODE......uuuuiiiiiiiiiiiiieiiesceeeeeeeeeee e et e aaa e e e e e e e s e s smmmneaeaaaaaeeaeeeeaenannnan 7.
2.2 TDEA CIPHERBLOCK CHAINING (TCBC)MODE.......uuuuutiriiiiiieeeeeeriaansnstenseneeeeeeeeersesssemmseseseeseeseeeaaeeenees 8.
2.3 TDEA CIPHERBLOCK CHAINING - INTERLEAVED (TCBC-) MODE......cciiiieeeeeie i ceeeccmeee e 9
2.4 TDEA CIPHERFEEDBACK (TCFB)MODE-......iiiiiiiiie i ettt eene s e s e aeeena 11
2.5 TDEA CIPHERFEEDBACK MODE OFOPERATION- PIPELINED (TCFB-P)......cuviiiiiiiiiiiiiieeec et 12
2.6 TDEA OUTPUT FEEDBACK (TOFB)IMODE..........ccii it iisccciteees s e s s s s s et e e e s enneeeeeeeeennnns 13
2.7 TDEA OuTPUT FEEDBACK MODE OFOPERATION- INTERLEAVED (TOFB-I) ....cccoiiiiiiiiiiiveees s 14

MODES OF OPERATION VALIDATION SYSTEM FOR THE TRIPLE DES (TDE S) ALGORITHM

........................................................................................................................................................... 15
3.1 THE KNOWN ANSWER TEST S, ittt iitiitiittet bt eee ettt e e e e e e e e et e e exass bt e b b e s s et ettt et e e e e e e e emmmssneeeeeeeaaaaaaaaans 15

3,11 ThE ENCIYPLION PrOCESS. . .ueiiiiiiiiiiiiie e s ieeees ettt e e sttt e e e e s rmeee sttt e e e e s s sabbe e e e e e s smmaessnsbeeeeeeesanes 15

3.1.1.1 The Variable Plaintext KNOWN ANSWET TESL......cccuiiiiieiiieieemeesiie et e stteesiee e tsammmeee e sseeesseeesseeesneeesmemeseees 16
3.11.2 The Inverse Permutation KNOWN ANSWET TESE.....ccueirieiiiiriiimamre ettt sttt ssemmmee e sneesmons 16
3.1.1.3 The Variable Key Known Answer Test for the ENCryption PrOCESS.........cocvveiiiiieemenieeiieesieeesee e 17
3.1.1.4 The Permutation Operation Known Answer Test for the ENcryptioGeBED. ...........cccvevvviieiiiecmescieneenneen 18
3.1.1.5 The Substitution Table Known Answer Test for the Encryption ProCess..........ccccvvviemeeienieneeninns 19
3.1.2  THE DECIYPLON PrOCESS. .. evitieeiiittiiiiee e s iieeesaitteee e e s s stbeeeeeesssmaeessstbeeeeaessastbeeeeeessnaesssraeeaeeesanes 20
3.1.2.1 The Variable Ciphertext KNOWN ANSWEISEE........ccuiiiiiieriieitimmre ettt smem st ee e 20
3.1.2.2 The Initial Permutation KNOWN ANSWET TESL......c.ciiiuiiiiieiiiemmeeesieesteesteesieeesimmme e ssveessseesnseesssssmmnree s 21
3.1.2.3 The Variable Key Known Answer Test for the Decryption PrOCESS........cocveuiiiicmmeieeie e ieas 21
3.1.2.4 The Permutation Operatiddnown Answer Test for the Decryption ProCess........ccocvveivveivieereveevveesee 22
3.1.2.5 The Substitution Table Known Answer Test for the Decryption ProCess.........ccocvviviecmiveeiiesecieeiiieens 23
3.2 THE MONTE CARLOD TEST . .uuiuiiiieieeiieieeiiettitimeeeees b s e e e e e e e et et e amaaeaaaeeeeeebss b an i ee e e e s amansa s e eeeeaeeeeeeennnnnan 24

BASIC PROTOQCOL ..ttt ettt ettt e e e e e et e s ammmt ettt e e e e e e e e e e e e e s s s s s ammme e e e e e e s e e s e e e s nnn s nnn s 25
A1 OVERVIEW ...ttt teeaas bbbt e ettt ettt e+ £aae s b e e e et ettt e et e et e e e e e e e eamme et ettt e e aeeeeeeeaeeeaesaammtaeaaeaeeaeeaaaas 25

o I A @0 V7= o1 1o o PO PPPPT R 25

O N |V [T T Y= Vo TR B = L= T Y o= PP 25
4.2 MESSAGECONTENTS . ..ttttettttettttttettaeaaeeeaameeetettettaataaaaaaaaaaaaaaateetteaaaaaaaaaaaasaasaaaammeaeeeeeaaesaesaaaaaannnnrnnnss 26
A3 INPUT TYPES ittt iiiittttttee ettt eeea bbbt bt ettt ettt e eaaas s e e e e s st £ ettt et e et e e e e e e emmmteee e e et e et eeaaeeeaeeesasammmeaeaaaeaaaaens 26

T N [ 0T 01U | A 1Y o= 00 U 27

G B [ 01U | A 1Y o= S 27

G T N [ 0T 01U | A 1Y o= PSS 27

T N [ o1 o 10 1A I/ 1= T PP PP PP PP TP PP PP 28

G TR T [ 0] o 10 1A I/ o 1= T TP PP PP TP PP P PP 28

A.3.6  INPUL TYPE Bttt ettt ettt e e e e e e eeeme ettt ettt et e e e e e e e e e e e e e s st e e e e e e e e e e e e e e e e e e e e nnne e s 28

R T A [ 01 o 10 1A I/ L= I O PP O PP PP PP TP P P PP 28

TR S B 0 o1 | A 1Y oL - S TSP PP PRPPPPR 29

o TR I 0 o[ | A Y oL AT TP PPRPPPPR 29



e 0 0 [ T o1 | A 1Y o= 200U 29
0 0 5 A [ T o1 | A 1Y = 200 e S 30
G T 2 T o1 | A 1Y o= 200U 30
B T T [ T o1 | A 1Y o= 00 U 30
O Tt I A [ o o 10 [ A I/ 1= 0 TSP TP OPPPPPOPPPPPPPPRTIN 31
R Tt T [ o1 o 10 [ I/ o 1= 0 K PSP TP OPPPPPPPPPPPPPPTN 31
4.3.16 INPUE TYPE LB .. iiiiiiiiiiii ittt ettt e e e s e s et eb bbb bt e s e e emeeassss s bt be b b s b ee e e e e e eeeeanenne 32
A.3.07 INPUE TY P L. ittt e e e s s a kbt e bbbt bt s s e e emeeasss s bbb bbb s b be e e e e e eeeeaaenne 32
R Tt T [ 0T o 10 [ I/ o 1= ST PO P OPPPPPPPPPPPPPPTN 33
4.3.19  INPUE TYPE L.ttt e e e ettt eeeea e e e e e et et eet bbb e e e e e s emmaan e e e e eeeeeeeeernbnnnnammmee 33
4.3.20  INPUE TYPE 200, . ettt ettt r e e e e et e et eeeeeeeeeeee et eae bbb e e e e e s amaa s e s e e eeeeeeeeensnbnnnnammmne 34
4.3.21 INPUE TYPE 2.t oo e et et eeeee e e e e e ettt eaebab e e e e e s amaa e e e e e e eeeeeeeeernbnnnnammmne 34
4.3.22  INPUE TYPE 22ttt et e e e et ettt e eee e e e ee et eeeee b ab i aa e e e s aema e e s e e eeeeeeeeensnbnnnnammmne 34
e T B [ 0 o1 | R 1Y o= TP PO PP P PTPPUPUTTRRRRIN 35
4.3.24 INPUE TYPE 24 et e e et ettt e ee e e e e e ettt ettt ab e et e e e amaa e e e e e eeeeeeeeenbnbannammmee 35
4.3.25 INPUE TYPE 25 ettt ettt et ee e e et e ettt ettt e et e e s amea e e e e e e aeeeeeeeebnbannammmee 36
A4 OUTPUT Y PES. . i iiiiieittttttt e e eeeet s e e e e et e et eeeetbaa ot e et be ko oo o2 e e e e eeeesbmnae e e et eeeesbaba s e e e e eeeeaaannseeeeaaes 36
R @ V14 o 11 [ A Y/ o1 I DTSR PTPPTPTRR 36
442  OULPUL TYPE 2.ttt ettt oo e eee e e oo e e e e e e e et et bbb et e e bbb e e e e e e e e e eeeeeesananas 37
O B O V14 o 11 [ Y/ o 1< PSR PUPPTPTRR 37
444 OULPUL TYPE 4.ttt oo eee e e oo e e et e e ettt bttt e e bbb e e e e e e e e aeeeeesbnanas 38
4.4.5  OULPUL TYPE Bttt eeeee ettt e et e e ener e et e e ettt e e e e e e e e e e smmme et e et e eeteeaeeeeeeesnessammns 38
4.4.6  OULPUL TYPE Bttt ettt eeeeit bttt et e e et e emes e e et ettt et e et e e e e e e e smmmr e et e et e e teeaeeeeeeessessammns 39
4. 4.7 OULPUL TYPE 7.ttt teeess ettt e e e et e emes e e et e ettt et e et e e e e e e e sammr et ettt e et eeaeeeenaessessammns 39
4.4.8  OULPUL TYPE 8.ttt ettt teeei e e et ettt e et e erer e e e et e ettt et e e e eeeeeessamt e et et teeeeeeeeeeenessessammne s 40
5. TESTS REQUIRED TO VALIDATE AN IMPLEMENTA TION OF THE TRIPLE D ES
Y I 1 ] 8 = 1Y RS

........................................................................................................................................................... 41
5.1 TDEA ELECTRONIC CODEBOOK(TECB)MODE......cctiiiiiiiiiiiieeiiiieeeiieeeeeesssiiieeeaesssmnesssseeeesssnnnssneeens 43
oI 0 R =1 Tod Y/ o) 1o g I = £ Lo P UU R PURR 43
5.1.1.1 The Variable Plaintext Known Answer TESEECB MOUE...........c.coiueeiiieiiiieme e steeseteesveessnmmssee e sree e 44
5.1.1.2 The Inverse Permutation Known Answer TESECB MOUE..........cccevceeiiieiiiecmineesreeeies e siee s veeme e 40
5.1.1.3 The Variable KeyKnown Answer Test for the Encryption ProceFECB MOde.........ccocveeiiieiiieiieenrsnnen 48
5.1.1.4 Permutation Operation Known Answer Test for the Encryption PreCESEB Mode...........c.ccccvvevvvennnees 50
5.1.1.5 Substitution Table Known Answer Tdstr the Encryption ProcesSTECB Mode...........cccocevvveniienecmenene 52
5.1.1.6 Monte Carlo Test for the Encryption ProCeTECB MOUE.........ccocviiiiiiiiieiieeee ettt see s smmmre e 54
5.1.2  DECIYPUION PrOCESS. ... iiiiiiiititttttteiee et ab et e st e et e e e eaaassbbe b be s b e e st e e et e et e e e e aaasesseeeeeaaeaaaaaaaaaens 57
5.1.2.1 The Variable Cipheext Known Answer TEStTTECB MOUE.........cccooiuiiiiiiieiiiimmee e enme e 58
5.1.2.2 The Initial Permutation Known Answer TESTECB MOUE..........cocueiuieriiiiiiiieaieenieeie e vemmeee e 61
5.1.2.3 The Variable Key Known Answer Test for the Decryption Proe@&SCB Mode...........cccecevveiiieiveeennn 63
5.1.2.4 Permutation Operation Known Answer Test for Decryption ProcEEEB Mode..........ccccccveeviveivvieennn. 66
5.1.2.5 Substitution Table Known Answer Test for the Decryption Proc@&CB Mode...........ccooeeveeriieiecmnnnnd 69
5.1.2.6 Monte Carlo Test for the Decryption ProceTECB Mode...........ccceeeiiieiiiiiieeee e svsmmie e sne e L 2
5.2 CIPHERBLOCK CHAINING (TCBC)MODE........uuiiiiiiiiiiiiiiiie ettt ettt e e e e s e 75
5.2.1  ENCIYPLION PrOCESS... .. eiiiiiiiiiiiiie ettt ettt eeeme e e e ettt e e e e e sttt e eeemt e e e e e nnnbr e e e e e e aaneee 75
5.2.1.1 The Variable Plairext Known Answer TEStTCBC MOE........cccuivuiierriieniicme et seeme e 76
5.2.1.2 The Inverse Permutation Known ANSWETCBC MOUE..........ceeiuieriiiiriiiame ettt eesmeme et 78
5.2.1.3 The Variable Key Known Answer Test for the Encryption Proe@&BC Mode.........ccoceeiiieiiiiiieennnen 80
5.2.1.4 Permutation Operation Known Answer Test for the Encryption ProCESBC Mode............ccoceevvieninees 83
5.2.1.5 Substitution Table Known Answer Test for the Encryption Proc@&BC Mode...........cocoeeeiiiiiiiicmnnnnd 85
52.1.6 Monte Carlo Test for the Encryption ProceTEBC MOGE.........cceiiiuiiiiiiiiiiicmee e eeme e 87
5.2.2  DECIYPLON PIOCESS.......utiiiiieiiiitii et eeee ettt e e e e ettt e eeamt e e e e e bbb et e e e e e aeb b et e eeamt e e e e s anbbaeeeeeeaaneee 91
5.2.2.1 The Variable Ciphertext Known Answer TeSICBC MOGE.........c.cooiuiiiiiiiiiiicmee e eeme e 92
5.2.22  The Initial Permutation Known Answer TESICBC MOGE..........ccocueiiiiiiiiiiieen et ammmaee e 95



5.2.2.3 The Variable Key Known Answer Test for the Decryption Proe@&BC Mode...........cccovevvviveivicmnennnn
5.2.2.4 Permutation Operation Known Answer TestBacryption ProcessTCBC Mode.........ccccoeeveieviicieecnnene
5.2.2.5 Substitution Table Known Answer Test for the Decryption Proc@&8C Mode............ccevveivenivienns
5.2.2.6 Monte Carlo Test for the Decryption ProceFEBC MOAE..........cccvviiiieiiiiiiemie e
5.3 CIPHERBLOCK CHAINING MODE - INTERLEAVED (TCBCH) ....uuiiiiiiiiiiiiiiieceee et
5.3.1  ENCIYPLION PrOCESS. ... tiiiiiee ittt ettt e e sttt seete e e e s e st e e e e e s antbeeeenneeeeessbbeaeeeeesane
5.3.1.1 The Variable Plaintext Known Answer TESECBC-I MOUE.........cccceiiiiiiiieiiiemee e veeme e
5.3.1.2 The Inverse Permutation Known Answer TEECBC-I MOUE..........ccooiiiiiiiiiiimie e
5.3.1.3 The Variable Key Known Answer Test for the Encryption Proe@$3BC-| Mode..........ccccovvevviiiiiiecnne.
5.3.1.4 Permutation Opeation Known Answer Test for the Encryption Proce$€BC-1 Mode
5.3.1.5 Substitution Table Known Answer Test for the Encryption Proe@8&BC-| Mode...........ccccoeevviverivineece.
5.3.1.6 Monte Carlo Test for the Engption Process TCBC-I MOUE..........ccoeiiiiiiiiiiiieeece e
5.3.2  DECIYPLION PrOCESS... ... tviiiiieiiiitiiiitieeste e et sttteeee e e s stbte e e seeateeeesastbaeeaeeesastbseeananteeeessnsrbaeeeeesanes
5.3.2.1 The Variable Ciphertext Known Answer TEFCBC-I MOUE.........ccoeiiriiiiiiniiiemsic et emns
5.3.2.2 The Initial Permutation Kown ANSWer TCBC-I MOGE..........cocuiiiiiiiiiiieiemee e
5.3.2.3 The Variable Key Known Answer Test for the Decryption Proed@$3BC-1 Mode..........cccccvvevvvecirrcceme.
5.3.2.4 Permutation Operation Known Answer Test for the Decryption PreceSBC-| Mode
5.3.2.5 Substitution Table Known Answer Test for the Decryption Proe@&BC-I Mode...........ccccevevvvecirecveene.
5.3.2.6 Monte Carlo Test for the Decryption ProceIEBCT MOUE.........cccveeiiiiiiiecivimme e e
5.4 THE CIPHERFEEDBACK (TCFB)IMODE .....ccciiiiitiiitiee ittt ieete ettt net et e et e e e e an e ee e
5.4.1 The KNown ANSWer TESTTCFB MOUE.........ccuuiiiiiiiiie et e e
5.4.1.1 The Variable TEXT Known Answer TESTCFB MOUE..........ccuviiiiiiieeiiieeneecerree e eenteeeesveee s smmmreeeesenreee s
5.4.1.2 The Inverse Permutation Known Answer TEECFB MOdE.........c.ooceiiiiiiiiiicemeeeee e e
5.4.1.3 The Variable KEY Known Answer TesTCFB Mode,
5.4.1.4 The Permutation Operation Known Answer TEBEFB MOdE...........cccoeiiiiiiiiiiimenie e
5.4.1.5 The Substitution Table Known Answer TEFICFB MOE...........coouiieiiieriieieeie e emmee e
5.4.2 The Monte Carlo TESESTCFB MOUE...........uuuiiiiiiiiiiiiiieeeiiiiiiiiieree e e s eseseeeeeeeeeeeeeeeeeeeeees
5.42.1 The Monte Carlo Test for the Encryption ProC€EEFB MOCE...........cccceeiiiiiiiiiiieene e 177
5.4.2.2 The Monte Carlo Test for the Decryption Proce€EEFB MOdE...........coiiiiiiiiiiiiiieen e 181
5.5 THE CIPHERFEEDBACK (CFB-P)MODE.........uutiiiiiiiiiiiii it aeet ettt ettt e s eeees 185
5.5.1 The Known Answer TESITCFBP MOUE.......uuuiiiiiiiiiiiiiiei ettt 185
5.5.1.1 The Variable TEXT Known Answer TeSTCFB-P MOU@........ccccooiiiiiiiiiiimie e 186
5.5.1.2 The Inverse Permutation Known Answer TESCFB-P MOUE..........coociiiiiiiiiiicanie e 190
5.5.1.3 The Variable KEY Known Aswer Test TCFB-P MOGE.........cccoiiiiiiiiiii et 194
5.5.1.4 The Permutation Operation Known Answer TEECFB-P MOd@.........cccooiiiiiiiiiiee e 198
5.5.1.5 The Substitution Table Known Answer TeSICFB-P MOdE...........ccccoiiiiiiiiiieeniee e emmmaee e 202
5.5.2 The Monte Carlo TESESTCFB-P MOUE..........ccoiiiiiiiieiireei s esena e eeeeeee e 206
5.5.2.1 The Monte Carlo Test for the Encryption Proce$sbit TCFB-P MOde.........coooiiiiiiiieieee e 206
5.5.2.2 The Monte Carlo Test for the Decryption Processbit TCFB-P Mode............ccoioiiiiiiiieiee e 209
5.6 THEOUTPUT FEEDBACK MODE - TOFBMODE.........ciii ittt ee e eeees e e e e
5.6.1 The Known Answer TESITOFB MOUE.......coiiuiiiiiieiiiiieeeiieiee et sreease e nnaeeee s
5.6.1.1 The Variable TEXT Known Answer TESTOFB MOUE..........coiiiiiiiiiiieeaee et ameee e
5.6.1.2 The Inverse Permutation Known Answer TeSOFB Mode
5.6.1.3 The Variable KEY Known Answer TeSTOFB MOGE...........cccoiiiiiiiiiiicanie e ememee e
5.6.1.4 The Permutation Operation Known gwer Test TOFB MOE..........ccceoiiiiiiriniiaciie e 221
5.6.1.5 The Substitution Table Known Answer Te§tOFB Mode
5.6.2 The Monte Carlo TESITOFB MOUE............coviiiiiiiiiiiieeee et e e sebaee e e e eneaen
5.7 THE OUTPUT FEEDBACK INTERLEAVED (OFB-1) MODE..........ccciiiiitietiieees e s e eeasnnnnnnnes
5.7.1  The Known Answer TEStTOFB-I MOUE..........uuiiiiiiiiiiiiiii ettt e e
5.7.1.1 The Variable TEXT Known Answer TESTOFB-I MOUE..........ccceiiiiiiiieieeiee e s
5.7.1.2 The Inverse Permutationdwn Answer Test TOFB-I Mode..........cccooiiiiiiiiiiiiccmie e e 234
5.7.1.3 The Variable KEY Known Answer TESTTOFB-I MOE...........ccciiiiiiiiiiieeie s 23
5.7.1.4 The Permutation Operation Known Answer TEBOFB-1 MOE...........ccooiiiiiiiiiiieie e e 242
5.7.1.5 The Substitution Table Known Answer Te§tOFB-| Mode
5.7.2 The Monte Carlo TeSESTOFB-I MOUE........ccuuiiiieiiiiiiiicceee et e e

6. DESIGN OF THE TRIPLE DES MODES OF OPERATION VALIDATION SYSTEM (TMOVS) ...254

Xi



ST A B =553 (] N [ TS0 = 2N 254
6.20PERATION OF THETIMIOV S ... oottt ettt e et et e et e e e eeeme et e et e e st e e eaa e e s s b anessbasesbnsssannseen

APPENDIX A TABLES OF VALUES FOR THE KNOWN ANSWER TESTS.......cccociiiiereeee e

REFERENCES

Xii



FIGURES

Figure 1 TDEA Electronic Codebook (TECB) MOde............ccooiiiiiiiimmmiiiiiiiiieeeeeeee e 7
Figure 2 TDEA Cipher Block Chaining (TCBC) MOE.........c.uuieiiiiieiiimeeee e 8
Figure 3 TDEA Cipher Feedick (TCFB) MOUE.........cuuiiiiiiiiiiieee i vemre e 11
Figure 4 TDEA Output Feedback (TOFB) Mode............cooiiiiiiiiimemee e 13

Xiii



TABLES

Table 1 The Variable Plaintext Known Answer TEXECB Mode...........cccuveeeeiiiiiiiceneeeeennns 44
Table 2 The Inverse Permutation Known Answer T€BECB Mode...........cccceeeveivviviecceeenne 46
Table 3 The Variable Key Known Answer Tefslr the Encryption ProcesSECB Mode........ 48
Table 4 The Permutation Operation Known Answer Test for the Encryption ProtéssB
1Yo o PSP 50
Table 5 The Substitution Table Known Answer Test for thefgption ProcessTECB Mode.....
................................................................................................................................ 52
Table 6 The Monte Carlo Test for the Encryption ProceBECB Mode...............ccvvvvvvvvvviaeee. 54
Table 7 The Variable Ciphertext Known Answer TestBECB Mode...........cccevvvvviiiiiiiiceen.nn. 58
Table 8 Initial Permutation Known Answer TesTECB Mode............cccvviiiiiiiiccmeee e 61
Table 9 The Variable Key Known Answer Tests for the Decryption Proc€&CB Mode.......63
Table 10 The Permutation Operation Known Aver Test for the Decryption ProceSEECB
1Y [0 o =TSP ET PP PR 66
Table 11 The Substitution Table Known Answer Test for the Decryption PreGds€B Mode.....
................................................................................................................................ 69
Table 12 The Monte Carlo Test for the DecryptioroBess TECB Mode............ccccvvvvvveeeviene. 72
Table 13 The Variable Plaintext Known Answer TeXCBC MOdEe..........ccccvveveeeeiiiivieeneeeeaenns 76
Table 14 The Inverse Permutation Known Answer T€BCBC Mode............cooocvieeeeeeiiicennnnee. 78
Table 15 The Variable Key Known Answer Test for the Encryption Proed$SBC Mode........ 80
Table 16 The Permutation Operation Known Answer Test for the Encryption Prot&3C
1Yo o = SRR 83
Table 17 The Substitution Tdb Known Answer Test for the Encryption Proce$€BC Mode.....
................................................................................................................................ 85
Table 18 The Monte Carlo Test for the Encryption ProceBEBC Mode...........cccvveeiiiereiieene. 87
Table 19 The Variable Ciphertext Known Answer TeSICBC Mode.............cccccvvvvviivvicennennnn. 92
Table 20 The Initial Permutation Known Answer TeSECBC Mode...........ccooecvveveeeeiiieennnenn. 95
Table 21 The Variable Key Known Answer Test for the Decryption Proe@$3BC Mode........ 97

Xiv



Table 2 The Permutation Operation Known Answer Test for the Decryption ProT&C

1Yo o PRSP PR 99
Table 23 The Substitution Table Known Answer Test for the Decryption PreG&S8C Mode.....
.............................................................................................................................. 103

Table 24 TheMonte Carlo Test for the Decryption Proce3$CBC Mode............cccceveiiiveeenes 106
Table 25 The Variable Plaintext Known Answer TeSICBC-I Mode..........ccccceeviiiiiiiiiccnnns 111
Table 26 The Inverse Permutation Known Answer T€8CBC-| Mode...........ccccceeeevivvveriacee. 115

Table 27 The Variable Key Known Answer Test for the Encryption Proe@$3BC-l Mode....119

Table 28 The Permutation Operation Known Answer Test for the Encryption Pro€€3C-I

1Y/ o [P E PR PO PR 123
Table 29 The Substitution Table Known Answer Test for the Encryption PredeS8C-| Mode
127
Table 30 The Monte Carlo Test for the Encryption ProceBE€BC-I Mode...............ccvvvveveeeee. 131
Tale 31 The Variable Ciphertext Known Answer TeSICBC-I Mode..........ccccceeeeevivvveriacee. 137
Table 32 The Initial Permutation Known Answer TeSECBC-l Mode...........ocvvvveveieeeeeiiiaee.. 140

Table 33 The Variable Key Known Answer Test for the Decryptferocess TCBC-| Mode....145

Table 34 The Permutation Operation Known Answer Test for the Decryption Prot&3C-|

eeeéeéeceééececeéeececeééeececeeceeéeeeéeeeé 155

Table 36 The Monte Carlo Test for the Decryption ProceBE€BC-1 Mode............c.ceeuvvneeen. 160
Table 37 The Variable TEXT Known Answer TesT CFB Mode..........cccccooiiiiieiiicmnniineen. 166
Table38 The Inverse Permutation Known Answer TeBCFB Mode...........cccceeviiviiiviccnnns 168
Table 39 The Variable Key Known Answer TesTCFB Mode...........ccvvvviiiiiiiiiiiccce s 170
Table 40 The Permutation Operation Known Answer T€ECFB Mode............ccccceeeevvivivinn. 173
Table 41 The Substitution Table Known Answer TeStCFB Mode...........ccccoviiiiiiiiiicmnnnee. 175
Table 42 The Monte Carlo Test for the Encryption ProceBEFB Mode.............ccoeveiiiveeanes a77
Table 43 The Monte Carlo Test fahe Decryption ProcesSCFB Mode...............cccvvvveeeeee. 181

XV



Table 44 The Variable TEXT Known Answer TesTCFB-P Mode........coouveeeeiieiiiiiiiieeai 186

Table 45 The Inverse Permutation Known Answer T€8CFB-P Mode.............c.oocvviieeiiniceasd 190
Table 46 The Variable KEY Known Answer TesT CFB-P Mode............ccccvviveiiiiiieemiennnennd 194
Table 47 The Permutation Operation Known Answer T-€ECFB-P Mode................cccoeeeene 198
Table 48 The Substitution Table Known Answer TeJtCFB-P Mode..........cc.cccoccvvvvveeeieennes 202
Table 49 The Monte Carlo Test for the Encryption Procdssbit TCFB-P Mode.................... 206
Table 50 The Monte Carlo Test for the Decryption Procasshit TCFB-P Mode.................... 209
Table 51 The Variable TEXT Known Answer TesT OFB Mode...........cccccoocvviieiiiccennnenn. 215
Table 52 The Inverse Permutation Known Answer T€BOFB Mode............ccccoviivviiviecnnns 217
Table 53 The Variable Key Known Answer TesTOFB MOde...........ccccveeeeeiiiiimeeienee e 219
Table 54 The Permutation Operation Known Answer T€EOFB Mode...........cccccceeeeveiiiine 221
Table 55 The Substitution Table Known Answer TeStOFB Mode..........cccccooevvveereesicmnnnnee. 223
Table 56 The Monte Carlo TESITOFB MOUE.......cccooiiiiiiiiiiiiieemiiiee e eeme e 225
Table 57 The Variable TEXT Known Answer TesT OFB-l Mode..............ccccvveveeeiiiieeneennnnn. 230
Table 58 The Inverse Permutation Known Answer T-€8OFB-I Mode...........ccccceeviiiiienieen. 234
Table 59 The Varialle KEY Known Answer Test TOFB-I MOde............cccvveeeeeiiivieemneeeeenns 238
Table 60 The Permutation Operation Known Answer T€8FB-1 Mode...........cccvvveveeeenennnc 242
Table 61 The Substitution Table Known Answer TeStOFB-I Mode...........ccccevviiviiiviecenns 246

,,,,,,,,,,,,,,,,

Table A.1 Resulting Ciphertext from the Variable Plaintext Known Answer Test for the TECB,
TCBC, TCFB, and TOFB Modes of OperatiQn..........ccccveeeeeeiiccee e s e 255

Table A.2 Resulting Ciphertext from the Variable Key Known Answer Teshéf ECB, TCBC,
TCFB, and TOFB Modes Of OPEratiOn............ccueeeiiuriimcmieeee et eiieeme e 260

Table A.3 Values To Be Used for the Permutation Operation Known Answer Test for the TECB,
TCBC, TCFB, and TOFB Modes of OperatiQn..........ccccveeeeeeiicccee e e 264

Table A4 Values To Be Used for the Substitution Table Known Answer Test for the TECB, TCBC,
TCFB, and TOFB Modes Of OPeration.............uuueeiiiuvimemeeeeesiiieneeeesssseessmme e s essssnnees 267

XVi



Table A.5 Resulting Ciphertext from the Variable Plaintext Known Answer Test for TGBGe
(0] @] o= ¢ 1T ] o RO PP PP PPN 269

Table A.6 Resulting Ciphertext from the Inverse Permutation Known Answer Test for-TCBC
Mode of Operation (ENCryption PrOCESS).......ccociicuuvviiiiimemirrrrieeereeeeeeeeeeesssimmmessssnnnnes 274

Table A.7 Resulting Ciphertext from the Initial Peratidn Known Answer Test for TCBCMode
of Operation (DeCryptioN PrOCESS).......ceuiiuiiiiiiiiieieie e eitee et e eemee st e e e e 277

Table A.8 Values To Be Used for the Substitution Table Known Answer Test for T&BGe of
L@ 01T = 1[0 o PP EUPPPPUPR 280

Table A.9 Resulting Ciphertext from the Variable TEXT Known Answer Test for T&Rand
TOFB-1 MOdeS Of OPEIatiOn.....cccuiiiiieeiiiieiiisimme sttt e e e e e s st e e e e e e e e e e e e s sannsnesrnens 281

Table A.10 Values to be Used for the Substitution Table Known Answer Test for -PQRB
TOFB-1 MOdeS Of OPEIatiON........cuviieiiiiiiiiie e sitiiee e e e e sttt ee e e s smmmseeeeeae e s snnnreeeeeeesnmes 286

Table A.11 Resulting Ciphertext from the Variable KEY Known Answer Test for FTCBCFB-
P and TOFB Modes Of OPEration.............coouiiiiiuuiimmmiiiiiieeeeeeeeeeesaeesssmmme e e e e e s s ssssssnnnes 288

Table A.12 Values To Be Used for the Permutation Operation KnowwekrTl est for TCBE,
TCFB-P and TOFB Modes Of OPEration.............cueeerueieiimmeeeeaiiieeesieee et emmsinee e 292

XVii






ABSTRACT

The National Institute of Standards and Technology (NIST) Triple Data Encryption Algorithm
(TDEA) Modes of Operation Validation Sgsn (TMOVS) specifies the procedures involved in
validating implementations of the Triple DES algorithm in FIPS PUB D&ta Encryption

Standard (DESj§and ANSI X9.52° 1998). The TMOVS is designed to perform automated testing
on Implementations Under Ttig$UTSs). This publication provides brief overviews of the Triple DES
algorithm and introduces the basic design and configuration of the TMOVS. Included in this
overview are the specifications for the two categories of tests that make up the TMOV, i.e., t
Known Answer tests and the Monte Carlo tests. The requirements and administrative procedures to
be followed by those seeking formal NIST validation of an implementation of the Triple DES
algorithm are presented. The requirements described includesttifcgprotocols for

communication between the IUT and the TMOVS, the types of tests which the IUT must pass for
formal NIST validation, and general instructions for accessing and interfacing with the TMOVS. An
appendix with tables of values and resultstie Triple DES Known Answer tests is also provided

Key words: automated testing, computer security, cryptographic algorithms, cryptography, Triple
Data Encryption Algorithm (TDEA), Triple Data Encryption Standard (TDES), Federal
Information Processingt&dard (FIPS), NVLAP, secret key cryptography, validation.

1. Introduction
1.1 Background

The publication specifies the tests required to validate Implementations Under Test (IUTs) for
conformance to the Triple DES algorithm (TDEA) asafied in ANSI X9.52 Triple Data

Encryption Algorithm Modes of Operatiowhen applied to IUTs that implement the TDEA, the
TDEA Modes of Operation Validation System (TMOVS) provides testing to determine the
correctness of the algorithm implementatidrhis involves both testing the specific components of

the algorithm, as well as, exercising the entire algorithm implementation. In addition to determining
conformance, the TMOVS is structured to detect implementation flaws including pointer problems,
insufficient allocation of space, improper error handling, and incorrect behavior of the TDEA
implementation.

The TMOVS is composed of two types of validation tests, the Known Answer tests and the Monte
Carlo tests. The validation tests are based on thessthBdES test set and the Monte Carlo test
described in Special Publication 80@, Modes of Operation Validation System (MOVS):
Requirements and ProcedureBy applying the same framework specified in Special Publication
800-17 to TDES, the TMOVS speciihow to validate implementations of the TDEA in software,
firmware, hardware, or any combination thereof.

The Known Answer tests are designed to verify the components of the DES algorithm in the IUT
(e.g., S boxes, per mutsaeachdihofdvaycbnmpanentojthe The te
algorithm implementation. This is accomplished by processing all possible basis vectors through the
IUT. To perform the Known Answer tests, the TMOVS supplies known values to the IUT and the



IUT then processes thepat through the implemented algorithm. The results produced by the IUT
are compared to the expected values.

The Monte Carlo Test is designed to exercise the entire implementation of the TDEA, as opposed to
testing only the individual components. The msgof the Monte Carlo Test is to detect the

presence of flaws in the IUT that were not detected with the controlled input of the Known Answer
test. The Monte Carlo Test does not guarantee ultimate reliability of the IUT that implements the
TDEA (i.e., hadware failure, software corruption, etc.). To perform the Monte Carlo Test, the
TMOVS supplies the IUT with pseudorandom values for the initial plaintext, key(s), and, if
applicable, initialization vector(s). Using these values, the IUT is exercisedythfour million

DES encryption/decryption iterations. The results are then compared to the expected values.

The successful completion of the tests contained within the TMOVS is required to claim
conformance of Triple DES implementations as defined WSHPUB 463, Data Encryption
Standard (DES) Testing for single DES implementations is defined in Special PublicatictB00
Modes of Operation Validation System (MOVS): Requirements and Proced@stg for the
cryptographic module in which TripleES is implemented is defined in FIPS PUB 14 &ecurity
Requirements for Cryptographic Modules.

1.2  Organization

Section 2 gives a brief overview of the Triple DES algorithm and the five modes of operation
allowed by this algorithm as well as the intexled and pipelined versions of several of these modes.
Section 3 provides an overview of the tests that make up the Triple DES Modes of Operation
Validation System (TMOVS). Section 4 describes the basic protocol used by the TMOVS. Section 5
provides a detked explanation of each test required by the TMOVS to validate an IUT of the

TDEA. Section 6 outlines the design of the TMOVS. Appendix A provides tables of values for the
Known Answer tests for TDEA. These tables include:

o} For modes of operation includ) TECB, TCBC, TCFB, and TOFB:
Table A.1- Resulting Ciphertext from the Variable Plaintext Known Answer Test
Table A.2- Resulting Ciphertext from the Variable Key Known Answer Test
Table A.3- Values to be Used for the Permutation Operation Known AnSesr
Table A.4- Values to be Used for the Substitution Tables Known Answer Test
o} For the TCBGI mode of operation:

Table A.5- Resulting Ciphertext from the Variable Plaintext Known Answer Test for
TCBCH

Table A.6- Resulting Ciphertext from the Inver®ermutation Known Answer Test for
TCBCH



Table A.71 Resulting Ciphertext from the Initial Permutation Known Answer Test for
TCBCH

Table A.8- Values to be Used for the Substitution Tables Known Answer Test for FICBC
o} For the TCFBP and TOFBE modes 6operation:

Table A.9- Resulting Ciphertext from the Variable Text Known Answer Test for T-@FB
and TOFBI

Table A.10i Values to be Used for the Substitution Tables Known Answer Test for TCFB
P and TOFBE

o} For the TCBGI, TCFB-P, and TOFB modes of peration:

Table A.11- Resulting Ciphertext from the Variable Key Known Answer Test for TCBC
TCFB-P and TOFB

Table A.12 Values to be Used for the Permutation Operation Known Answer Test for
TCBCH, TCFB-P and TOFH

1.3  Definition(s)

1.3.1Basis vetor
A vector consii¥paosigt iodn aamdofiom itmeal |l of the

1.3.2Block

A binary vector. In this document, the input and output of encryption and decryption operation are
64-bit block. The bits are numbered from left tatigT he plaintext and ciphertext are segmented to
k-bit blocks, k = 1, 8, 64.

1.3.3 Ciphertext
Encrypted (enciphered) data.

1.3.4 Cryptographic boundary

An explicitly defined contiguous perimeter that establishes the physical bounds around the set of
hardware, software and firmware which is used to implement the TDEA and the associated
cryptographic processes.

1.3.5 Cryptographic key

A parameter that determines the transformation from plaintext to ciphertext and vice versa. (A DEA
key is a 64bit parameteconsisting of 56 independent bits and 8 parity bits). Multiple (1, 2 or 3)
keys may be used in the Triple Data Encryption Algorithm.

1.3.6 Data Encryption Algorithm
The algorithm specified in FIPS PUB -&6Data Encryption Algorithm (DEA)

1.3.7 Decryption
The process of transforming ciphertext into plaintext.



1.3.8 Encryption
The process of transforming plaintext into ciphertext.

1.3.9 Exclusive-OR
The bitby-bit modulo 2 addition of binary vectors of equal length.

1.3.10Initialization Vector

A binaryvector used as the input to initialize the algorithm for the encryption of a plaintext block
sequence to increase security by introducing additional cryptographic variance and to synchronize
cryptographic equipment. The initialization vector need not treseSome of the Triple Data
Encryption Algorithm Modes of Operation require 3 initialization vectors.

1.3.11 Key
See cryptographic key.

1.3.12 Plaintext

Intelligible data that has meaning and can be read or acted upon without the application of
decrypton. Also known as cleartext.

1.3.13 SeHdual Key

A key with the property that when you encrypt twice with this key, the result is the initial input.

1.3.14 Triple Data Encryption Algorithm
The algorithm specified in FIPS PUB-8G 1999,Data Encryption Agorithm

1.4  Symbols (and Acronyms)

141 C Ciphertext

142 Cn Block of data representing the Ciphertext

1.4.3 C', é **C Bits of the Ciphertext Block

1.4.4 Dyeyy(Y) Decrypt Y with the key KEY

1.45 DEA The Data Encryption Algorithm specified inFF$ 463
1.4.6 DES Data Encryption Standard specified in FIPS346
1.4.7 Exevy(Y) Encrypt Y with the key KEY

1.4.8 FIPSPUB Federal Information Processing Standard Publication
149 1 Input Block

1.4.101In Block of data representing the Input Blatk

1.4.111%, &%  IBits of the Input Block



1.4.12 IUT
1.4.131V
1.4.141Vn
1.4.15KEYn
1.4.16 NIST
1.4.17 0
1.4.180% ¢é o
1.4.19 On

1.4.20 P
1.421P, & %P
1.4.22 Pn

1.4.23 RESULTN

1.4.24TCBC
1.4.25 TCBCH
1426 TCFB
1.4.27 TCFB-P
1.4.28 TDEA
1.4.29 TDES
1.4.30 TECB

1.431TEXTn

Implementation Under Test

Initialization Vector

Block of data representing IV

Block of data representing KEY

National Institute of Standards and firology
Output Block

Bits of the Output Block

Block of data representing Output Blogk
Plaintext

Bits of the Plaintext Block

Block of data representing Plaintext

Block of data representing Plaintextif encryption state, or Ciphertext if

decryption state

TDEA Cipher Block Chaining Mode of Operation

TDEA Cipher Block Chaining Mode of Operatieinterleaved

TDEA Cipher Fedback Mode of Operation

TEA Cipher Feedback Mode of OperatioRipelined
Triple Data Encryption Algorithm specified in FIPS-36
Triple Data Encryption Standard specified in FIPS346
TDEA Electronic @debook Mode of Operation

Block of data representing Plaintaxtif encryption state, or Ciphertext

if decryption state

1.4.32 TMOVS
1.4.33 TOFB

1.4.34 TOFB

1.4.35 VARIABLE, Block of data representing the valueV#RIABLEfor then™ iteration

TDEA Modes of Operation Validation System

TDEA Output Feedback Mode of Operation

TDEA Output Feedback Mode of Operatiointerleaved



1436 XDY Bit-wise inclusiveor of two bitstrings X and Y of the same bit length.

2. Triple Data Encryption Algorithm (TDEA)

FIPS PUB 463 - 1999,Data Encryption Standard (DESjand ANSI X9.52 1998) specifies the
Triple Data Encryption Algorithm (TDEA) modes of operation for the enhanced cryptographic
protection of digital data. The modes of operaf@mnl DEA provide a means of extending the
effective key space of the Data Encryption Algorithm (DE2ertain modes also provide increased
protection against more sophisticated cryptanalytic attacks. FIPS PBB X9 enhances the
basic level of cryptgraphic protection of digital data provided by DEA, thus extending the useful
lifetime of this technology.

The TDEA consists of three componentfie DES algorithm (DEA), multiple keys, and

initialization vector(s). The DEA is called three times in tlEER. The TDEA utilizes one to three
keys and, depending on the mode of operation being implemented, zero, one or three initialization
vectors (IVs).

The basic processing involved in the TDEA is as follows: An input block is read into the first DEA
(DEAL) and encrypted using the first key (KEY1). The output produced from this stage is read
directly into the second DEA (DEA2) and decrypted using the second key (KEY?2). The output
produced by the second stage is directly read into the third DEA (DEA3) angtedanging the

third key (KEY3). The resultant output block is used, according to the mode implemented, in the
calculation of the ciphertext. Note that the output for the intermediate DEA stages is never revealed
outside the cryptographic boundary.

Three dfferent keying options are allowed by the TDEA. The first option specifies that all the keys
are independent, i.e., KEY1, KEY2, and KEY3 are independent. This is referred to as Keying
Option 1 in FIPS PUB 48171 1999 (and ANSI X9.52 1998). It will bereferred to as-Bey

TDES in this document. The second option specifies that KEY1 and KEY?2 are independent and
KEY3 is equal to KEY1, i.e., KEY1 and KEY2 are independent, KEY3 = KEY1. Thisis referred
to as Keying Option 2 in FIPS PUB-8G 1999 (and ANSI X9.521 1998) and will be referred to

as 2key TDES in this document. And the third option specifies that KEY1, KEY2 and KEY3 are
equal, i.e., KEY1=KEY2=KEY3. This is referred to as Keying Option 3 in FIPS PUBi46999

(and ANSI X9.52" 1998 and Wl be referred to as-key TDES in this document.-Key TDES is
equivalent to single DES.

The initialization vector (IV) must meet the following attributes as specified by the TDEA:

e For TECB, no IV is used.

e For all modes using an 1V, the IV may be pulshiormation.

e For TOFB and TOFB, the IV should never be a constant.

e |f the mode of operation implemented requires one IV, it may be generated in one of two ways:

- Randomly or Pseud@andomly



- As a counter
e If the mode of operation implemented requitege Vs, they should be generated as follows:
- IV1 should be generated in the same manner as one IV (described above).
- IV2=1V1 + R, mod 2*, where R= 5555555555555555.
- IV3=IV1 + R, mod 2, where R= AAAAAAAAAAAAAAAA.

A thorough explanationfahe processing involved in the four modes of operation supplied by
TDEA, as well as the new messagterleaved and pipelined versions of these modes can be found
in FIPS PUB 4631 1999 (and ANSI X9.52998). A brief explanation of each mode is found
below.

2.1  TDEA Electronic Codebook (TECB) Mode

TECB ENCRYPTION TECB DECRYPTION
PLAINTEXT CIPHERTEXT
P C
1 1
DEA ENCRYPT gy, DEA DECRYPTgvs
DEA DECRYPT gy, DEA ENCRYPTzy»
DEA ENCRYPTgys DEA DECRYPT gy,
e )
CIPHERTEXT PLAINTEXT
C =

Figure 1 TDEA Electronic Codebook (TECB) Mode

The TDEA Electronic Codebook (TECB) mode is shown in Figure 1. In TECB encryptiorhiti 64
plaintext data block (P) is used directly as the input block (I). et iblock is processed through

the first DEA (DEAL) in the encrypt state using KEY1. The output of this process is fed directly to
the input of the second DEA (DEAZ2) where DES is performed in the decrypt state using KEY2. The
output of this process is felirectly to the input of the third DEA (DEA3) where DES is performed

in the encrypt state using KEY3. The resultanb@4utput block (O) is used directly as ciphertext

(©).



In TECB decryption, a 68it ciphertext block (C) is used directly as the injplock (). The keying
sequence is reversed from the encrypt process. The input block is processed through DEA3 in the
decrypt state using KEY3. The output of this process is fed directly to the input of DEA2, where
DES is performed in the encrypt statengKEY 2, and the result is directly fed to the input of

DEAL, where DES is performed in the decrypt state using KEY1. The resulthiitd@#put block

(O) produces the plaintext (P).

2.2  TDEA Cipher Block Chaining (TCBC) Mode

NOTE: All variables are 64 bits in length.
- TIME=1 TIME=2 TIME=N
W [ p ] [ p ] [P ]
\ \2 2
@ > & > @
g 2 \ 2
O I 1 I 2 I N
& ENCRYPT ¢y, ENCRYPT ¢y, ENCRYPT ¢y,
DECRYPT ¢y, DECRYPT ¢y, DECRYPT ¢y,
ENCRYPT s ENCRYPT ¢y5 ENCRYPT s
C, C, [N
DECRYPT s DECRYPT ¢y3 DECRYPT ys
ENCRYPT ¢y, ENCRYPT .y, ENCRYPT ¢y,
DECRYPT ¢y, DECRYPT, ., DECRYPT ¢y,
E O, O, On
x v y ¥
a ] —>® — @
s { s
B LEGEND: P=Data Block I=Input Block C=Cipher Block IV=Initialization Vectog=Exclusive-OR

Figure 2 TDEA Cipher Block Chaining (TCBC) Mode

As shown in the upper half of Figure 2, the TDEA Cipher Block Chaining (TCBC) mode begins
processing by dividing a plaintext message intd4lata blocks. In TCBC encryption, the first

input block () is formed by exclusiv®Ring te first plaintext data block (Pwith a 64bit

initialization vector 1V, i.e., (| = IV @ P,). The input block is processed through DEAL in the
encrypt state using KEY1. The output of this process is fed directly to the input of DEA2, which
performs DESn the decrypt state using KEY2. The output of this process is fed directly to the input
of DEA3, which performs DES in the encrypt state using KEY3. The resultant 6dtput block

(Oy) is used directly as ciphertext,jCi.e., (G = O,). This first cphertext block is then exclusive
ORed with the second plaintext data block to produce the second input block) Fe(GI® P,).

Note that § and B now refer to the second block. The second input block is processed through the
TDEA to produce the sead ciphertext block. This encryption process continues to “chain”



successive cipher and plaintext blocks together until the last plaintext block in the message is
encrypted. If the message does not consist of an integral number of data blocks, thahpbetitl
data block should be encrypted in a manner specified for the application.

In TCBC decryption (see the lower half of Figure 2), the first ciphertext blogkg@sed directly

as the input block (). The keying sequence is reversed from tloeygr process. The input block is
processed through DEAS3 in the decrypt state using KEY3. The output of this process is fed directly
to the input of DEA2, where DES is processed in the encrypt state using KEY2. This resulting value
is directly fed to theriput of DEAL, where DES is processed in the decrypt state using KEY1. The
resulting output block is exclusi@Red with the IV (which must be the same as that used during
encryption) to produce the first plaintext block, i.e;, ¥R, ® 1V). The second ghertext block is

then used as the next input block and is processed through the TDEA as shown above. The resulting
output block is exclusiv®Red with the first ciphertext block to produce the second plaintext data
block, i.e., (B= 0, ® C,). (NOTET P, and Q refer to the second block.) The TCBC decryption
process continues in this manner until the last complete ciphertext block has been decrypted.
Ciphertext representing a partial data block must be decrypted in a manner as specified for the
application

2.3  TDEA Cipher Block Chaining - Interleaved (TCBC-1) Mode

Both the encryption and decryption processes of the TDEA Cipher Block Chailmtegleaved

(TCBC-1l) mode of operation require 3 1Vs, arblock message interleaved into three-sexts, and

3 keys. The IVs, denoted 1V1, IV2, and 1V3, are generated based on the specifications mentioned in
Section 2. For both the encryption and decryption processes of the-T@Bde of operation, these
values are assigned to the initial values of C1, C2, and C3.

Prior to commencing both the TCB@ncryption and decryption processes, the TEXT (which refers
to plaintext, P, if encrypting and ciphertext, C, if decrypting) is interleaved into thréexdab This

is accomplished by taking amblock TEXT and subdiding it into groups consisting of three

blocks each accordingly:

TEXT=(TEXTy, TEXT,,..., TEXT,) =(TEXT, 4, TEXT,1, TEXT31, TEXT1,, TEXT,0,
TEXTs, TEXT, s TEXT,s TEXTss,.... TEXT,;, TEXT,;, TEXT,), where i = n/3.

Then the TEXT is decimatedttthree sutiexts:
TEXT'= TEXT, 4, TEXTy 5 TEXTy 5., TEXTy g
TEXT? = TEXT,4, TEXT, 5 TEXT, 5., TEXT, 0
TEXT® = TEXT34, TEXT5, TEXTss,..., TEXTy s
where
-if nmod 3 = 0, them1 = n2 = n3 = n/3 The last block in TEXT is TEXJs.

-if nmod 3 =1, theml = (n+2)/3, n2 = n3 = (R1)/3; The last block in TEXT is
TEXT 1.



-if nmod 3 = 2, them1l = n2 = (n+1)/3, n3 = (R2)/3; The last block in TEXT is
TEXT 0.

The TCBGI mode of operation is intended for systems equipped with multiple [@&éessors.

Each of the DEA processors used in both the encryption and decryption processes utilize the same
processing as that used in the TCBC mode of operation for all thréexssibl he DEA processors
operate simultaneously.

During the encryption jacess of the TCBLmode of operation, for j=1 to 3 and i=1npthe R is
exclusiveORed with the ¢ ;. This value is processed through DEAL in the encrypt state using
KEY1. The output of this process is fed directly to the input of DEA2, whichnoesf®ES in the
decrypt state using KEY2. The output of this process is fed directly to the input of DEA3, which
performs DES in the encrypt state using KEY 3. The resultabitGutput block is used directly as
the G;.

With three DEA functional block§EAL, DEA2, and DEA3, which are simultaneously clocked,
the encryption of three stfaintexts can be interleaved.

In pseudocode terms,

Forj=1to3{
Cj,O = |VJ
Fori=1ton{
Ci = Exevs (Dkev2 (Exevi (Pj,i ®Cj,i-1)))
Output C;;
}

}
During the decryption process of the TCB@ode of operation, for j=1 to 3 and i=1rpthe G; is

processed through DEA3 in the decrypt state using KEY3. The output of this process is fed directly
to the input of DEA2, which perforni3ES in the encrypt state using KEY2. The output of this
process is fed directly to the input of DEA1, which performs DES in the decrypt state using KEY1.
The resultant 64it output block is exclusiv®Red with the ¢.,. This value is used directly asth

P

Because there are three DEA functional blocks, REXA,, and DEA, which are simultaneously
clocked, the decryption of three saiphertexts can be interleaved.

In terms of pseudocode,

Forj=1to 3{
Cj,O = |VJ
Fori=1ton;{
Pii = Dkeva (Ekevz (Dkevs (Cjp))) © Cjia
Output Pj;
}
}
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2.4  TDEA Cipher Feedback (TCFB) Mode

ENCRYPTION DECRYPTION
SHIFT SHIFT
«— ¥ «—

INPUT BLOCK INPUT BLOCK
(64-K) BITS | KBITS (64-K) BITS | KBITS
ENCRYPT, ., FEEDBACK ENCRYPT, .,
DECRYPT,.,, KBITS DECRYPT,.,,
ENCRYPT s ENCRYPT s
OUTPUT BLOCK OUTPUT BLOCK
SELECT| DISCARD SELECT| DISCARD
K BITS | (64-K) BITS K BITS | (64-K) BITS

1 6 —K 1 & K
v CIPHERTEXT 9/ CIPHERTEXT
Rﬁ K BITS > EE'TKS T
16 K
PLAINTEXT PLAINTEXT
K BITS INPUT BLOCK INITIALLY K BITS
16 K CONTAINS AN IV RIGHT 16 K
JUSTIFIED.

Figure 3 TDEA Cipher Feedback (TCFB) Mode

The TDEA Cipher Feedback (TCFB) mode is shown in Figure 3. A message to be encrypted is
divided into Kbit data units, where K may equal 1 through 64 inclusively (K = 1,2,...,64). In both
the TCFB encrypt and decrypt operations, an initialization vector (V) of length 64 is used. The
input block is assigned the value of the IV, i.e., (I = IV). The inputkii®processed through

DEAL in the encrypt state using KEY1. The output of this process is fed directly to the input of
DEA2, where DES is performed in the decrypt state using KEY2. The output of this process is fed
directly to the input of DEA3, where DESperformed in the encrypt state using KEY3. During
encryption, ciphertext is produced by exclusi¥®ing a kbit plaintext data unit with the most
significant K bits of the output block, i.e.{C?....,.C") = (P ® O', P @ O7,..., P ® O), where

eachC', P, and Orepresents a single bit of the ciphertext block C, plaintext block P, and output
block O, respectively. Similarly, during decryption, plaintext is produced by exclO$tueg a k

bit unit of ciphertext with the most significant K bits oétbutput block, i.e., (F7,....F) = (C' @

O, C® 0%..., C @ 0"). Inboth cases, the unused bits of the output block are discarded. For both
the encryption and decryption processes, the next input block is created by discarding the most
significantK bits of the previous input block, shifting the remaining bits K positions to the left and
then inserting the K bits of ciphertext just produced in the encryption operation or just used in the
decryption operation into the least significant bit positioas, (I,12,...,18%) = (&, <2

1°4 CLC?,...,C°). NOTE-- I, P, and C now refer to the second block. The second block is processed
through the TDEA to produce the second ciphertext block (or plaintext block, if decrypting). The
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input block & then processed through DEAL in the encrypt state. This process continues until the
entire plaintext message has been encrypted or until the entire ciphertext message has been
decrypted. For each operation of the TDEA, oraitkunit of plaintext producesne K-bit unit of
ciphertext, and one it unit of ciphertext produces onebit unit of plaintext.

2.5 TDEA Cipher Feedback Mode of Operation- Pipelined (TCFB-P)

Both the encryption and decryption processes of the TDEA Cipher FeadBguined (TCFBP)
mode of operation require 3 1Vs, alit TEXT and 3 keys. The IVs, denoted IV1, IV2, and IV3 are
generated based on the specifications mentioned in the introduction of Section 2. For both the
encryption and decryption processes of the T®&HRBode of opration, the IV values are assigned to
the input block of DEAL in succession.

The TCFBP mode of operation is intended for systems equipped with multiple DEA processors.
Each of the DEA processors used in both the encryption and decryption processahe ti@me
processing as that used in the TCFB mode of operation. With three DEA functional blocks, which
are simultaneously clocked, and with three IVs, the TCFB encryption and decryption processes can
be pipelined.

Prior to commencing both the TCHBencyption and decryption processes,-at&p initialization
process must be conducted as follows:

Step 1: IV1isinput to DEA1 and encrypted using KEY1.

Step 2: The output of DEA1 is input to DEA2 and decrypted using KEY2. Simultaneously,
IV2 is input to DEAL and encrypted using KEY1.

Step 3: The output of DEAZ is input to DEA3 and encrypted using KEY3. This produces
the first output block. Simultaneous with encryption by DEA3, the output of DEAL
(from step 2) is input to DEA2 and decrypted using KEY 2, 1&i3dis input to
DEA1 and encrypted using KEY1.

During encryption, a Kit ciphertext block is produced by exclus@&ing the most
significant Kbits of the output block from DEA3 with theltit plaintext block.

Successive input blocks for DEA1 are fodr®y discarding the most significant K bits of the

previous DEAL input block, shifting the remaining bits K positions to the left and then inserting the
K bits of the newest Wit ciphertext block into the least significant bit positions. DEA1, DEA2 and
DEAS3 are run simultaneously to produce successive output blocks that are exoRsi¢o
successive Kit plaintext blocks to produce successiviKciphertext blocks.
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Decryption is performed in the same manner as encryption, except that the relplafrttext and
the ciphertext are reversed.

2.6  TDEA Output Feedback (TOFB) Mode

ENCRYPTION DECRYPTION
INPUT BLOCK INPUT BLOCK
64BITS 64BITS
ENCRYPT ., FEEDBACK ENCRYPT ¢y,
DECRYPT, ., 64 BITS DECRYPT,.,,
ENCRYPT g4 ENCRYPT ¢4
OUTPUT BLOCK OUTPUT BLOCK

\l/ CIPHERTEXT 9/ CIPHERTEXT \l/
'ef;ﬁ > %‘ip;
PLAINTEXT PLAINTEXT
INPUT BLOCK INITIALLY
CONTAINS AN IV RIGHT
JUSTIFIED.

Figure 4 TDEA Output Feedback (TOFB) Mode

The TDEA Output Feedback (TOFB) mode is shown in Figure 4. A message to be encrypted is
divided into 64bit data units. In both thEOFB encrypt and decrypt operations, a4

initialization vector (IV) is used. The IV is used as input in the first round, i.e., (I = IV). This input
block is processed through DEAL where DES is processed in the encrypt state using KEY1. The
output ofthis process is fed directly to the input of DEA2 where DES is processed in the decrypt
state using KEY2. The output of this process is fed directly to the input of DEA3 where DES is
processed in the encrypt state using KEY3. During encryption, ciphisrfaxduced by exclusive
ORing a plaintext data unit with an output block, i.e., (C& ®). Similarly, during decryption,
plaintext is produced by exclusi@Ring a ciphertext with an output block, i.e., (P £©). In

both cases the next input bloclaissigned the value of the output block, i.e., (I = O). This input
block is then processed through the TDEA as described above. This process continues until the
entire plaintext message has been encrypted or until the entire ciphertext message has been
deaypted.
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2.7  TDEA Output Feedback Mode of Operation- Interleaved (TOFB-I)

Both the encryption and decryption processes of the TDEA Output Feddbaekeaved (TOFB

I) mode of operation require 3 IVs, a TEXT and 3 keys. The IVs, denoted 1V1, IV2, andrd/3
generated based on the specifications mentioned in the introduction of Section 2. For both the
encryption and decryption processes of the TDRBde of operation, the IV values are assigned to
the input block of DEAL in succession.

The TOFBI mode d operation is intended for systems equipped with multiple DEA processors.

Each of the DEA processors used in both the encryption and decryption processes utilize the same
processing as that used in the TOFB mode of operation. With three DEA functiarhkal, bich

are simultaneously clocked, and with three IVs, the TOFB encryption and decryption processes can
be interleaved.

Prior to commencing both the TOHRENcryption and decryption processes;&ep initialization
process must be conducted as folow

Step 1: IV1is input to DEAL and encrypted using KEY1.

Step 2: The output of DEAL is input to DEA2 and decrypted using KEY2. Simultaneously,
IV2 is input to DEA1 and encrypted using KEY1.

Step 3: The output of DEAZ2 is input to DEA3 and encrypted usiig3. This produces
the first output block. Simultaneous with encryption by DEA3, the output of DEAL
(from step 2) is input to DEA and decrypted using KEY2, and IV3 is input to DEAL
and encrypted using KEY1.

During encryption, a ciphertext block is prmed by exclusiv®©Ring the output
block from DEA3 with the plaintext block.

Successive input blocks for DEAL are formed by assigning them the value of the newest ciphertext
block. DEA1, DEA2 and DEAS are run simultaneously to produce successive owipks thiat
are exclusivéDRed to successive plaintext blocks to produce successive ciphertext blocks.

Decryption is performed in the same manner as encryption, except that the role of the plaintext and
the ciphertext are reversed.
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3. MODES OF OPERATION VAL IDATION SYSTEM FOR
THE TRIPLE DES (TDES) ALGORITHM

The TMOVS for the Triple DES algorithm (TDEA) consists of two types of tests, the Known
Answer tests and the Monte Carlo tests. The TMOVS provides conformance testing for the
components of the algorithnms avell as testing for apparent implementation errors.

The IUTs may be written in software, firmware, hardware, or any combination thereof.

An IUT must allow the TMOVS to have control over the required input parameters for validation to
be feasible. Thelality to initialize or load known values to the variables required by a specific test
may exist at the device level or the chip level in an IUT. If an IUT does not allow the TMOVS to
have control over the input parameter values, the TMOVS tests canpatdrened.

An IUT may implement encryption only, decryption only, or both encryption and decryption. This
will determine which TMOVS tests will be performed by an IUT.

The following subsections provide an overview of the Known Answer tests and the Mdote Ca
tests. This overview discusses the functionality of each test and the components of the TDEA tested
by the individual tests.

3.1 The Known Answer Tests

The Known Answer tests are based on the standard DES test set discussed in Special Publication
500-20. They are designed to verify the components of the DES algorithm in the IUT. These
components include the initial permutation IP, the inverse permutatipthiexpansion matrix E,

the data permutation P, the key permutations PC1 and PC2, anbgtiisan tables S S,,...,S.

The tests exercise each bit of every component of the algorithm by processing all possible basis
vectors through the IUT.

A generic overview of the sets of Known Answer tests required for the validation of IUTs
implementirg the encryption and/or decryption processes of all modes of operation for the TDEA is
discussed below.

3.1.1 The Encryption Process

An IUT which allows encryption requires the successful completion of five Known Answer tests: the
Variable Plaintext Knowinswer Test, the Inverse Permutation Known Answer Test, the Variable
Key Known Answer Test for the Encryption Process, the Permutation Operation Known Answer
Test for the Encryption Process, and the Substitution Table Known Answer Test for the Encryption
Process.

These Known Answer tests are also used in the testing of IUTs implementing the decryption process
of the TCFB, TCFBP, TOFB and TOFB modes of operation. This is due to the fact that these
modes call the three DEA stages in the same order floiths® encryption and decryption processes,

i.e., encrypt KEY1, decrypt KEY2 and encrypt KEY3.
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3111 The Variable Plaintext Known Answer Test

To perform the Variable Plaintext Known Answer Test, the TMOVS supplies the IUT with
initial values for the thiekeys, the plaintext(s) and, if applicable, the initialization vector(s).
For IUTs supporting the interleaved and pipelined configurations of TDES, initial values for
three initialization vectors are supplied by the TMOVS. For IUTs supporting the TICBC
mode of operation, an initial value is supplied to three plaintext variables. These three
plaintext variables are initialized to the same value. The other modes of operation only
require one plaintext variable. The TMOVS initializes all keys to zert @dt parity set).

Each block of data input into the TDEA is represented aslat®ésis vector.

For the four basic modes of operation (TECB, TCBC, TCFB, and TOFB), the input block is
processed through the DEA three timdgst in the encrypt stateith KEY1, next in the

decrypt state with KEY2, and lastly, in the encrypt state with KEY3. The resulting output
block is used in the calculation of the ciphertext.

For modes of operation supporting interleaving and pipelining (FGBCFB-P, TOFBI),

it is assumed that multiprocessing is possible, i.e., each block of input data is processed by
three DES processors. Therefore, three input blocks are processed simultaneously through
the three DES processors resulting in three output blocks which are ¢aen tise

calculation of the three ciphertext values. The formation of the input block is dependent
upon the mode of operation supported. Note that the design of the TMOVS assumes that,
for security reasons, an IUT is designed so that intermediate vafudtsng from the first

two DES calls are never revealed.

This test is repeated 64 times, using the 64 input basis vectors, allowing for every possible
basis vector to be tested. At the completion of thedydle, all results are verified for
correctnes.

If correct results are obtained from an IUT, the Variable Plaintext Known Answer Test has
verified the initial permutation IP and the expansion matrix E via the encrypt operation by
presenting a full set of basis vectors to IP and to E. The testegiies the inverse
permutation IP via the decrypt operation. It does this by presenting the recovered basis
vectors to IP.

3.1.1.2 The Inverse Permutation Known Answer Test

To perform the Inverse Permutation Known Answer Test, the TMOVS supplig$Tthe

with initial values for the three keys, the plaintext(s) and, if applicable, the initialization
vector(s). For IUTs supporting the interleaved and pipelined configurations of TDES, three
plaintext values and three initialization vector values are mtppYy the TMOVS. The

values supplied are dependent upon the modes of operation being implemented.

This test performs the same processing as the Variable Plaintext Known Answer Test. The
difference is that the plaintext value(s) for this test are $betoiphertext result(s) obtained
from the Variable Plaintext Known Answer Test for the corresponding modes of operation.
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The key is initialized to zero (with odd parity set). This key is ackedt key. A sekdual

key is a key with the property that emyou encrypt twice with this key, the result is the

initial input. Therefore, the result is the same as encrypting and decrypting with the same
key. Using a selflual key allows basis vectors to be presented to components of the DEA to
val i dat eperfoimancel This & discussed further in the last paragraph of this
section.

For the four basic modes of operation (TECB, TCBC, TCFB, and TOFB), the input block is
processed through the DEA three timdgst in the encrypt state with KEY1, next imet

decrypt state with KEY2, and lastly, in the encrypt state with KEY3. The resulting output
block is used in the calculation of the ciphertext, which is then recorded.

For modes of operation supporting interleaving and pipelining (FTGBCFB-P, TOFBI),

it is assumed that multiprocessing is possible, i.e., each block of input data is processed by
three DES processors. Therefore, three input blocks are processed simultaneously through
the three DES processors, resulting in three output blocks whidheairaged in the

calculation of the three ciphertext values. The formation of the input block is dependent

upon the mode of operation supported. Note that the design of the TMOVS assumes that, for
security reasons, an IUT is designed so that intermediktesveesulting from the first two

DES calls are never revealed.

Using the plaintext and, i f applicable, the
TDES for 64 cycles. At the completion of thé"&4cle, all results are verified for
correctness.

This test, when applied to an IUT, verifies the inverse permutatiof iR the encrypt

operation, because as the basis vectors are recovered, each basis vector is presented to the
inverse permutation IR By performing the decrypt operation, the inifi@rmutation IP and

the expansion matrix E are verified by presenting the full set of basis vectors to them as well.

3.1.1.3 The Variable Key Known Answer Test for the Encryption Process

To implement the Variable Key Known Answer Test for the EncryRiatess, the

TMOVS supplies the IUT with initial values for the three keys, the plaintext(s), and, if
applicable, the initialization vector(s). For IUTs supporting the interleaved and pipelined
configurations of TDES, three initialization vector valuessangplied by the TMOVS. For
IUTs supporting the TCBLmode of operation, an initial value is supplied to three
plaintext variables. These three plaintext variables are initialized to the same value. The
other modes of operation only require one plaintexiable.

During the initialization process, the plaintext value(s) and the initialization vector value(s)
are set to zero. All three keys for each round are initialized teldt K&y basis vector which
contains a "1" in thé"isignificant position am"0"s in all remaining significant positions of

the keys, i.e., KEY1 = KEY2 = KEY3. (NOTE the parity bits are not considered as
significant bits. These parity bits may be "1"s or "0"s to maintain odd parity.)

For the four basic modes of operation (EEQG CBC, TCFB, and TOFB), the input block is
processed through the DEA three timegst in the encrypt state with KEY1, next in the
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decrypt state with KEY2, and lastly, in the encrypt state with KEY3. The resulting output
block is used in the calculat of the ciphertext, which is then recorded.

For modes of operation supporting interleaving and pipelining (FTGBCFB-P, TOFBI),

it is assumed that multiprocessing is possible, i.e., each block of input data is processed by
three DES processors. Th@are, three input blocks are processed simultaneously through
the three DES processors, resulting in three output blocks which are then used in the
calculation of the three ciphertext values. The formation of the input block is dependent
upon the mode adperation supported. Note that the design of the TMOVS assumes that, for
security reasons, an IUT is designed so that intermediate values resulting from the first two
DES calls are never revealed.

This test is repeated 56 times, using the 56 key baswmrsé¢otallow for every possible
vector to be tested. At the completion of th& Bgcle, all results are verified for correctness.

When this test is performed for an IUT, the 56 possible key basis vectors which yield unique
keys are presented to PC1,ifyéng the key permutation PC1 via the encrypt operation.

Also, during the encrypt operation, a complete set of key basis vectors is presented to PC2 as
well, so PC2 is verified.

This test also verifies the right shifts in the key schedule via the DEgtieperation as
the basis vectors are recovered.

3.1.14 The Permutation Operation Known Answer Test for the Encryption
Process

To implement the Permutation Operation Known Answer Test for the Encryption Process,
the TMOVS supplies the IUT with 32 keyluas. The TMOVS also supplies initial values
for the plaintext(s) and, if applicable, the initialization vector(s). For IUTs supporting the
interleaved and pipelined configurations of TDES, initial values for three initialization
vectors are supplied bigg TMOVS. For IUTs supporting the TCB®@node of operation,

an initial value to be assigned to all three plaintext values is supplied. The other modes of
operation only require one plaintext value. During the initialization of a test, the plaintext
valugs) and the first (or only) initialization vector value are set to 0, while the key values
are assigned to one of the 32 key values supplied by the TMOVS. Note that
KEY1=KEY2=KEY3. If more than one initialization vector is used by a TDES mode of
operatiam, the other IVs are computed according to specifications in Section 2.

For the four basic modes of operation (TECB, TCBC, TCFB, and TOFB), the input block is
processed through the DEA three timdgst in the encrypt state with KEY1, next in the
decrypt state with KEY2, and lastly, in the encrypt state with KEY3. The resulting output
block is used in the calculation of the ciphertext, which is then recorded.

For modes of operation supporting interleaving and pipelining (FTGBCFB-P, TOFBI),

it is assumed that multiprocessing is possible, i.e., each block of input data is processed by
three DES processors. Therefore, three input blocks are processed simultaneously through
the three DES processors, resulting in three output blocks which are them tinged

calculation of the three ciphertext values. The formation of the input block is dependent
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upon the mode of operation supported. Note that the design of the TMOVS assumes that,
for security reasons, an IUT is designed so that intermediate vasuésgefrom the first
two DES calls are never revealed.

Each of the 32 key values supplied by the TMOVS is tested. At the completion ofthe 32
cycle, all results are verified for correctness.

The 32 key values used in this test present a completelsetisfvectors to the permutation
operator P. By doing so, P is verified. This occurs when both the encrypt and decrypt
operations are performed.

3.1.15 The Substitution Table Known Answer Test for the Encryption Process

To implement the Substitution ke Known Answer Test for the Encryption Process, the
TMOVS supplies the IUT with 19 kegata sets. Depending on the mode of operation
implemented, the data value will be assigned to the plaintext or to the initialization vector
variables. For IUTs suppiing the interleaved and pipelined configurations of TDES, initial
values for three initialization vectors are also supplied by the TMOVS. For the-TCBC

mode of operation, initial values for three plaintext variables are supplied as well. The other
mockes of operation only require one plaintext variable. During initialization, the plaintext
values (or the initialization vector values, depending on the mode of operation supported),
and the key values are initialized to one of the 19dag sets suppliby the TMOVS.

For the four basic modes of operation (TECB, TCBC, TCFB, and TOFB), the input block is
processed through the DEA three timdgst in the encrypt state with KEY1, next in the
decrypt state with KEY2, and lastly, in the encrypt stath WY 3. The resulting output

block is used in the calculation of the ciphertext, which is then recorded.

For modes of operation supporting interleaving and pipelining (FGBCFB-P, TOFBI),

it is assumed that multiprocessing is possible, i.e., eack bfonput data is processed by

three DES processors. Therefore, three input blocks are processed simultaneously through
the three DES processors, resulting in three output blocks which are then used in the
calculation of the three ciphertext values. Tdrenation of the input block is dependent

upon the mode of operation supported. Note that the design of the TMOVS assumes that,
for security reasons, an IUT is designed so that intermediate values resulting from the first
two DES calls are never revealed.

This test is repeated for each of the 19-#ata sets, allowing every value in the set of 19
key-data sets to be tested. At the completion of ttfese§ all results are verified for
correctness.

The set of 19 kegata sets used in this test resuktvery entry of all eight-$ox
substitution tables being used at least once during both the encrypt and decrypt operations.
Thus, this test verifies the 64 entries in each of the eight substitution tables.
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3.1.2 The Decryption Process

The five Known Answetests required for validation of IUTs implementing the decryption process
of the TDEA consist of the Variable Ciphertext Known Answer Test, the Initial Permutation Known
Answer Test, the Variable Key Known Answer Test for the Decryption Process, thet&teym
Operation Known Answer Test for the Decryption Process and the Substitution Table Known
Answer Test for the Decryption Process. These tests are only performed by IUTs that support the
TECB, TCBC, and TCB& modes of operation, since only these nsooleoperation utilize the

three DES stages in reverse order during the decryption process. The TCFBPTTBBB, and
TOFB-I modes of operation utilize the DES calls in the same order used in the encryption process,
i.e., encrypt with KEY1, decrypt witkEY2 and encrypt with KEY3. Therefore, these modes of
operation should be tested using the same Known Answer tests used for IUTs that support the
encryption process.

3.1.2.1 The Variable Ciphertext Known Answer Test

To perform the Variable Ciphertext Kiwa Answer Test, the TMOVS supplies the IUT with

64 ciphertext values. These values are obtained from the results of the Variable Plaintext
Known Answer Test if the IUT performs both encryption and decryption. Otherwise, the
TMOVS will supply the IUT withthe ciphertext values. If applicable, the TMOVS also

supplies initial values for the initialization vector(s). For IUTs supporting the interleaved
configuration of the TCBC mode of operation (TGB(C64 sets of ciphertext values

consisting of three cipertext values each and three initialization vectors are supplied. These
supplied values are dependent upon the mode of operation being implemented. The keys and
initialization vectors are initialized to zero for each test.

For the TECB and TCBC modes gfaration, the value of the ciphertext is used directly as
the input block of data. The input block is processed through the DEA three-tiirstsn

the decrypt state with KEY3, next in the encrypt state with KEY2, and lastly, in the decrypt
state withKEY 1. The resulting output block is used in the calculation of the plaintext, which
is then recorded.

For the TCBGI mode of operation, it is assumed that multiprocessing is possible, i.e., each
block of input data is processed by three DES processasefblre, three input blocks are
processed simultaneously through the three DES processors, resulting in three output blocks
which are then used in the calculation of the three plaintext values. Note that the design of
the TMOVS assumes that, for securgasons, an IUT is designed so that intermediate

values resulting from the first two DES calls are never revealed.

This test is repeated once for each of the 64 ciphertext values. If the 64 resulting plaintext
values form the set of basis vectors, it caagsimed that all of the operations were
performed successfully.

As the basis vectors are recovered via the decrypt operation, they are presented to the inverse
permutation 1P, thus verifying it. This test also verifies the initial permutation IP and the
expansion matrix E via the encrypt operation by presenting a full set of basis vectors to these
components.
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3.1.2.2 The Initial Permutation Known Answer Test

To perform the Initial Permutation Known Answer Test, the TMOVS supplies the IUT with
initial values for the ciphertext, the keys, and, if applicable, the initialization vector(s). For
IUTs supporting the TCBL mode of operation, three ciphertext values and three
initialization vector values are supplied. The values supplied are dependent upod¢he m
of operation being implemented. The ciphertext value(s) are set to the plaintext result(s)
obtained from the Variable Ciphertext Known Answer Test.

The key is initialized to zero (with odd parity set). This key is ackedt key. A seHdual

key is akey with the property that when you decrypt (or encrypt) twice with this key, the
result is the initial input. Therefore, the result is the same as encrypting and decrypting with
the same key. Using a sdifial key allows basis vectors to be presentedmngponents of

the DEA to validate the |1 UT6s performance.
of this section.

For the TECB and TCBC modes of operation, the values of the ciphertext are used directly
as the input block of data. The input blaslprocessed through the DEA three timdgst

in the decrypt state with KEY3, next in the encrypt state with KEY2, and lastly, in the
decrypt state with KEY1. The resulting output block is used in the calculation of the
plaintext, which is then recoed.

For the TCBGI mode of operation, it is assumed that multiprocessing is possible, i.e., each
block of input data is processed by three DES processors. Therefore, three input blocks are
processed simultaneously through the three DES processorsngesuthiree output blocks

which are then used in the calculation of the three plaintext values. The three input blocks
are directly assigned the values of the three ciphertext values for each iteration. Note that the
design of the TMOVS assumes that,decurity reasons, an IUT is designed so that
intermediate values resulting from the first two DES calls are never revealed.

This test is run for each of the 64 ciphertext values. At the completion of'tfuy@é, all
results are verified for correctrses

This test, when applied to an IUT, verifies the initial permutation IP and the expansion

matrix E via the decrypt operation, by presenting the full set of basis vectors to these
components. Via the encrypt operation, this test also verifies the ipesrsatation (IP)

aslthe basis vectors are recovered by presenting each basis vector to the inverse permutation
IP-.

3.1.2.3 The Variable Key Known Answer Test for the Decryption Process

To implement the Variable Key Known Answer Test for the Deaoypfirocess, the

TMOVS supplies the IUT with 56 keys or, for the TCB@&ode of operation, 56 key sets
consisting of three keys each. The TMOVS also supplies initial values for the initialization
vector values, if applicable.

During the initialization proess, the ciphertext value(s) are initialized in one of two ways. If
the IUT supports both encryption and decryption, the values resulting from the encryption
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performed in the Variable Key Known Answer Test for the Encryption Process will be used
to initialize the ciphertext values. Otherwise, the TMOVS will supply the ciphertext values
along with the information discussed in the previous paragraph. The initialization vector
value(s) are set to zero for each test. All three keys for each round are@dtialia S5@it

key basis vector which contains a "1" in tsignificant position and "0"s in all remaining
significant positions of the keys, i.e., KEY1=KEY2=KEY3. (NO¥Ehe parity bits are not
considered as significant bits. These parity bits b&yl"s or "0"s to maintain odd parity.)

For the TECB and TCBC modes of operation, the values of the ciphertext are used directly
as the input blocks of data. The input blocks are processed through the DEA three times
first in the decrypt state with KE3, next in the encrypt state with KEY2, and lastly, in the
decrypt state with KEY1. The resulting output blocks are used in the calculation of the
plaintext values, which are then recorded.

For the interleaved configuration of the TCBC mode of operédli@BC-), it is assumed

that multiprocessing is possible, i.e., each block of input data is processed by three DES
processors. Therefore, three input blocks are processed simultaneously through the three
DES processors, resulting in three output block€kvhre then used in the calculation of the
three plaintext values. The three input blocks are directly assigned the values of the three
corresponding ciphertext values for each iteration. Note that the design of the TMOVS
assumes that, for security reasoan IUT is designed so that intermediate values resulting
from the first two DES calls are never revealed.

This test is repeated for each of the 56 key basis vectors, allowing for every possible key
basis vector to be tested. At the completion of tHedy6le, all results are verified for
correctness.

This test verifies the right shifts in the key schedule via the DES decrypt operation as the
basis vectors are recovered.

During the encrypt operation, a complete set of basis vectors is presentekitp the
permutation, PC1, thus verifying PC1. Since the key schedule consists of left shifts, a
complete set of basis vectors is also presented to PC2 verifying PC2 as well.

3.1.24 The Permutation Operation Known Answer Test for the Decryption
Process

To implement the Permutation Operation Known Answer Test for the Decryption Process,
the TMOVS supplies the IUT with 32 kelata sets, consisting of an initial value for the
three keys and values for the ciphertext. The TMOVS also supplies initial values for the
initialization vector(s), if applicable. For IUTs supporting the TCGBGode of operation,

three ciphertext values are included in the-#tata sets, and three initialization vector values
are supplied for each set. The values for the key and cipharestigplied in one of two

ways. If the IUT performs both encryption and decryption, values for the key and ciphertext
resulting from the encryption performed in the Permutation Operation Known Answer Test
for the Encryption Process will be used. Otherwtise key and ciphertext values will be
supplied by the TMOVS. If applicable, the initialization vector will be set to zero for each
test.
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For the TECB and TCBC modes of operation, the values of the ciphertext are used directly
as the input blocks of datéhe input blocks are processed through the DEA three times

first in the decrypt state with KEY 3, next in the encrypt state with KEY2, and lastly, in the
decrypt state with KEY1. The resulting output blocks are used in the calculation of the
plaintext vdues, which are then recorded.

For the TCBC mode of operation supporting interleaving (TE@BE is assumed that
multiprocessing is possible, i.e., each block of input data is processed by three DES
processors. Therefore, three input blocks are predessiultaneously through the three

DES processors, resulting in three output blocks which are then used in the calculation of the
three plaintext values. The three input blocks are directly assigned the values of the three
corresponding ciphertext valutes each iteration. Note that the design of the TMOVS

assumes that, for security reasons, an IUT is designed so that intermediate values resulting
from the first two DES calls are never revealed.

This test is repeated for each of the 32-#ata sets. Athe completion of the 32set, the
results of each of the 32 tests are verified to be zero.

The 32 key sets used in this test present a complete set of basis vectors to the permutation
operator P. By doing so, P is verified. This occurs when both tingpeaand decrypt
operations are performed.

3.1.25 The Substitution Table Known Answer Test for the Decryption Process

To implement the Substitution Table Known Answer Test for the Decryption Process, the
TMOVS supplies the IUT with 19 kegata sets corsing of an initial value for the three

keys and values for the ciphertext. The TMOVS also supplies initial values for the
initialization vector, if applicable. For IUTs supporting the TCGBi@ode of operation, three
ciphertext values are included in theydata sets and three initialization vector values are
supplied for each set. The values for the keys and the ciphertext value(s) are supplied in one
of two ways. If the IUT performs both encryption and decryption, the values for the key and
ciphertext esulting from the encryption performed in the Substitution Table Known Answer
Test for the Encryption Process will be used. Otherwise, the key and ciphertext values will
be supplied by the TMOVS. If applicable, the initialization vector will be set tofaesach

test.

For the TECB and TCBC modes of operation, the values of the ciphertext are used directly
as the input blocks of data. The input blocks are processed through the DEA three times
first in the decrypt state with KEY 3, next in the encryptesivith KEY2, and lastly, in the
decrypt state with KEY1. The resulting output blocks are used in the calculation of the
plaintext blocks, which are then recorded.

For the TCBC mode of operation supporting interleaving (TE@BE is assumed that
multiprocessing is possible, i.e., each block of input data is processed by three DES
processors. Therefore, for interleaved modes of operation, three input blocks are processed
simultaneously through the three DES processors, resulting in three output blatkaneh

then used in the calculation of the three plaintext values. The three input blocks are directly
assigned the values of the three corresponding ciphertext values for each iteration. Note that
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the design of the TMOVS assumes that, for security nsasm IUT is designed so that
intermediate values resulting from the first two DES calls are never revealed.

This test is repeated for each of the 19-#ata sets allowing for the set of 19 laata sets
to be processed. At the completion of th& 46 all results are verified for correctness.

The set of 19 keylata sets used in this test result in every entry of all eigbkS
substitution tables being used at least once during both the encrypt and decrypt operations.
Thus, this test verifies the @&htries in each of the eight substitution tables.

The Monte Carlo Test

The Monte Carlo Test is the second type of validation test required to validate IUTs. The Monte
Carlo Test is based on the Moi@arlo test discussed in Special Publication-200tt is designed

to exercise the entire implementation of the TDEA, as opposed to testing only the individual
components. The purpose of the Monte Carlo Test is to detect the presence of flaws in the IUT that
were not detected with the controlled input & Enown Answer tests. Such flaws may include

pointer problems, errors in the allocation of space, improper error handling, and incorrect behavior
of the TDEA implementation when random values are introduced. The Monte Carlo Test does not
guarantee ultimatreliability of the IUT that implements the TDEA (i.e., hardware failure, software
corruption, etc.).

The TMOVS supplies the IUT with initial input values for the keys, the plaintext(s) (or

ciphertext(s)), and, if applicable, initialization vector(f)eTMonte Carlo Test is then performed (as
described in the following paragraph), and the resulting ciphertext (or plaintext) values are recorded
and compared to expected values. If an error is detected, the erroneous result is recorded, and the test
termirates abnormally. Otherwise, the test continues. If the IUT's results are correct, the Monte

Carlo Test for the IUT ends successfully.

Each Monte Carlo Test consists of four million cycles through the TDEA implemented in the IUT.
These cycles are dividedanfour hundred groups of 10,000 iterations each. Each iteration consists
of processing an input block through three operations of the DEA resulting in an output block. For
IUTs of the encryption process, the three DES operations are encrypted with KEEW/teld with

KEY2, and encrypted with KEY3. For IUTs of the decryption process, the three DES operations are
decrypted with KEY3, encrypted with KEY2, and decrypted with KEY1. At the 18.89€le in an
iteration, new values are assigned to the variatdeded for the next iteration. The results of each
10,000" encryption or decryption cycle are recorded and evaluated as specified in the preceding
paragraph.
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4. BASIC PROTOCOL

4.1 Overview

Input and output messages used to convey information betvee@MiBVS and the IUT consist of
specific fields. The format of these input and output messages is beyond the scope of this document,
and the testing laboratories have the option to determine the specific formats of those messages.
However, the results setat NIST must include certain minimum information, which is specified in
Section 4.4 Output Types.

A separate message should be created for each mode of operation supported by an IUT. The
information should indicate the algorithm used (Triple DES), theenebdperation (TECB, TCBC,
TCBCH, TCFB-including feedback amounts, TCHRIncluding feedback amounts, TOFB, TOFB

), the cryptographic process supported (encryption and/or decryption), the test being performed (one
of the various Known Answer tests, betMonte Carlo Tests), and the required data fields. The
required data may consist of counts, keys, initialization vectors, and data representing plaintext or
ciphertext. Every field in an output message should be clearly labeled to indicate its edhieigs
especially important for NIST to be able to ensure that test results are complete.

4.1.1 Conventions

The following conventions should be used in the data portion of messages between the TMOVS and
the IUT: (See Section 4.1.2 for these notations.)

1. Integers: integers should be unsigned and should be represented in decimal notation.

2. Hexadecimal strings: should consist of ASCII hexadecimal characters. The ASCII
hexadecimal characters to be used should consist of the ASCII chare@tensl &F (or &
f), which represent-bit binary values.

3. Characters: the characters to be represented-Zr@Aaz), 09, and underscore ().
4.1.2 Message Data Types
The following data types should be used in messages between the TMOVS and the IUT:
1. Decimalintegers: a decimal integer should have the form

ddd ... dd

where each Ado repr eR;eneorsnorachataeterssmauld c har
be present. The characters must be contiguous.

2. Hexadecimal strings: a hexadecimal string should have the form

hhh ... hh
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where each Aho shoul d -9cAF(eafe)n.t Eac hA SACH d
represents a-8it binary value.

3. Characters: an ASCII character should have the form
c
where ficdo repr es e rt(swazp®, cAlh@eisdorée. har act er
4.2 Message Contents
The information included in a message consists of the following:
Algorithm - Triple DES,

Mode- selections consist of TECB, TCBC, TCBCT CFB-including feedback amounts, TCHB
including feedback amounts, TOFB, TO#B

Process selections consist of ENCRYPT or DECRYPT,
Test- selections consist of:
VTEXT for Variable Plaintext/Ciphertext Known Answer Test
VKEY for Variable KEY Known Answer Test
INVPERM for Inverse Permutation Known Answer Test
INITPERM for Initial Permutation Kown Answer Test
PERM for Permutation Operation Known Answer Test
SUB for Substitution Table Known Answer Test
MODES for Monte Carlo Test
Input/Output Data

The contents of the input/output data included in a message depend on the algorithm, mode, process,
and test being performed. These different combinations of data have been organized into input types
and output types. The input types are used by the TMOVS to supply data to the IUT for testing. The
output types are used by the IUT to supply results fremdsts to the TMOVS, and eventually to

NIST.

4.3 Input Types

Twentyfive different combinations of input data are used by the TMOVS to support the various
Known Answer tests and Monte Carlo tests.
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4.3.1 Input Type 1
Input Type 1 consists of:
KEY and DATA

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal character).
The 8 parity bits should be present but ignored, yielding 56 significant bits. For consistency
purposes, the DES key should be presented in odd paEl r&presents the value of KEY1,

KEY2, and KEY3; and

DATA is a 16 character ASCII hexadecimal string representing plaintext if the encryption process is
being tested, or ciphertext if the decryption process is being tested.

4.3.2 Input Type 2
Input Type 2consists of:
KEY, IV, and DATA

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal character).
The 8 parity bits should be present but ignored, yielding 56 significant bits. For consistency
purposes, the DES key shdule presented in odd parity. KEY represents the value of KEY1,

KEY2, and KEY3;

IV is a 16 character ASCII hexadecimal string representing tHet Gditialization vector; and

DATA is 1 to 64 binary bits represented as an ASCII hexadecimal string reprgggaintext if the
encrypt process is being tested, or ciphertext if the decrypt process is being tested.

4.3.3 Input Type 3
Input Type 3 consists of:
KEY, n, DATA,, DATA,,...,.DATA,

where KEY is represented as 64 bits in hexadecimal notation (i.¢s, gebihexadecimal character).
The 8 parity bits should be present but ignored, yielding 56 significant bits. For consistency
purposes, the DES key should be presented in odd parity. KEY represents the value of KEY1,
KEY2, and KEY3;

nis an integer whichndicates the number of ciphertext (C) values to follow; and
each DATA, is 1 to 64 binary bits represented as a 16 character ASCII hexadecimal string. This

field should provide plaintext if the encryption process is being tested, or ciphertext if thdidecryp
process is being tested.
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4.3.4 Input Type 4
Input Type 4 consists of:
KEY

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal character).
The 8 parity bits should be present but ignored, yielding 56 signifidsnHoir consistency
purposes, the DES key should be presented in odd parity. KEY represents the value of KEY1,
KEY2, and KEY3.
4.3.5 Input Type 5
Input Type 5 consists of:
KEY, IV, n, TEXT,, TEXT,,...,TEXT,

where KEY is represented as 64 bits in hexaddanoiation (i.e., 4 bits per hexadecimal character).
The 8 parity bits should be present but ignored, yielding 56 significant bits. For consistency
purposes, the DES key should be presented in odd parity. KEY represents the value of KEY1,
KEY2, and KEY3;

IV is a 16 character ASCII hexadecimal string representing té @4tialization vector;

nis an integer which indicates the number of TEXT values to follow; and

each TEXT, is 1 to 64 binary bits represented as an ASCII hexadecimal string. TEXT répiesen
C, or RESULT.

4.3.6 Input Type 6
Input Type 6 consists of:
KEY and IV

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal character).
The 8 parity bits should be present but ignored, yielding 56 significanEbitsonsistency
purposes, the DES key should be presented in odd parity. KEY represents the value of KEY1,
KEY2, and KEY3; and
IV is a 16 character ASCII hexadecimal string representing tHet 6ditialization vector.
4.3.7 Input Type 7
Input Type 7 casists of
P, KEY,, KEY,,...,KEY;,

where P is 1 to 64 binary bits represented as a 16 character ASCII hexadecimal string; and
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each KEY, where i=1 to 32, is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 pabits should be present but ignored, yielding 56 significant bits.

For consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY3.

4.3.8 Input Type 8
Input Type 8 consists of:
TEXT,IV,KEY ,KEY,,...,.KEY3,

where TEXT is 1 to 64 binary bits represented as an ASCII hexadecimal string. (NDEXT
may be referred to as plaintext or text.);

IV is a 16 character ASCII hexadecimal string representing thet @ditialization vector; and

each KEY, whee i=1 to 32, is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant bits.
For consistency purposes, the DES key should be presented in odd{taYitsepresents the value

of KEY1, KEY2, and KEY3.

4.3.9 Input Type 9
Input Type 9 supplies key/input block pairs. It consists of:
n,PAIR,PAIR,,...,PAIR,

In this input type, the integerindicates the number of KEY values to follow. Each PAighsists
of:

KEY; and TEXT

where each KEY where i=1 ta, is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant bits.
For consistency purposes, the ®key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY3; and

each TEXT, fori = 1 ton, is a 16 character ASCII hexadecimal string representing either plaintext
or ciphertext.

4.3.10 Input Type 10
Input Type 10 consistd:0
n, KEY,, KEY,,...,KEY,

wheren is an integer which indicates the number of KEY values to follow; and
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each KEY, wherei=1 ton, is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 patrity bits should be prese ignored, yielding 56 significant bits.

For consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY3;

4.3.11 Input Type 11
Input Type 11 consists of:
INITVAL, n, PAIR,, PAIR,,...,PAIR,

where INITVAL is a 16 character ASCII hexadecimal string representing either th BAor the
TEXT, depending on the mode of operation implemented by the IUT. (NOTHe TEXT may be
referred to as plaintext, ciphertext, or text.);

nis an integer, whicindicates the number of KEY/INPUT PAIRs to follow.
Each PAIRconsists of:
KEY; and |

where each KEY wherei=1 ton, is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present bugedgneelding 56 significant bits.

For consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY3; and

each |is a 16 character ASCII hexadecimal string representing either 4bi¢ 184 P or C,
depending on the mode of operation implemented.

4.3.12 Input Type 12
Input Type 12 consists of:
INITVAL, n, KEY;, KEY,,..., KEY,

where INITVAL is a 16 character ASCII hexadecimal string representing either i€ 184or the
64-bit TEXT depending on theode of operation implemented by the IUT. (NOFEhe TEXT
may be referred to as ciphertext.);

nis an integer which indicates the number of KEYS to follow; and

each KEY, wherei=1 ton, is represented as 64 bits in hexadecimal notation (i.e., 4 bits pe
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant bits.
For consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY3.

4.3.13 Input Type 13

Input Type 13 consists of:
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KEY, IV1, IV2, IV3, DATA

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal character).
The 8 parity bits should be present but ignored, yielding 56 significant bits. For consistency
purposes, thBES key should be presented in odd parity. KEY represents the value of KEY1,

KEY2, and KEY3;

IV1is a 16 character ASCII hexadecimal string representing i @aitialization vector;
IV2 is assigned the value of IV1 + Riod 2%, where R= 555555555555555;

IV3 is assigned the value of IV1 + Riod 2¢, where R= AAAAAAAAAAAAAAAA;

and

DATA is 1 to 64 binary bits represented as an ASCII hexadecimal string representing plaintext if the
encrypt process is being tested, ciphertext if the decrypt predassg tested, or TEXT for TCFB

P mode. DATA may represent the value of DATAL, DATA2 and DATAS for Interleaved modes of
operation.

4.3.14 Input Type 14
Input Type 14 consists of:
KEY, IV1, IV2, V3

where KEY is represented as 64 bits in hexadecimalioot@te., 4 bits per hexadecimal character).
The 8 parity bits should be present but ignored, yielding 56 significant bits. For consistency
purposes, the DES key should be presented in odd parity. KEY represents the value of KEY1,
KEY2, and KEY3;

IV1 is al6 character ASCIl hexadecimal string representing tHgitgditialization vector;
IV2 is assigned the value of IV1 + Rod 2* where R= 5555555555555555;
IV3 is assigned the value of IV1 + Riod 2%, where R= AAAAAAAAAAAAAAAA;
4.3.15 Input Type 15
Input Type 15 consists of:
KEY, IV1, IV2, IV3, n, TEXTL,,.... TEXT1,, TEXT2,,....,TEXT2, TEXT3,,..., TEXT3
where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal character).
The 8 parity bits should be present but igaryielding 56 significant bits. For consistency
purposes, the DES key should be presented in odd parity. KEY represents the value of KEY1,
KEY2, and KEY3;

IV1 is a 16 character ASCII hexadecimal string representing tiu @4itialization vector;
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IV2 is assigned the value of IV1 + Rod 24 where R= 5555555555555555;
IV3 is assigned the value of IV1 + Riod 2*, where R= AAAAAAAAAAAAAAAA;
nis an integer, which indicates the number of TEXT1s, TEXT2s, and TEXT3s to follow;

each TEXT] is 1 to 64 Imary bits represented as an ASCII hexadecimal string. TEXT1 represents
P, C, or RESULT;

each TEXTZis 1 to 64 binary bits represented as an ASCII hexadecimal string. TEXT2 represents
P, C, or RESULT; and

each TEXT3is 1 to 64 binary bits representedaasASCII hexadecimal string. TEXT3 represents
P, C, or RESULT.

4.3.16 Input Type 16
Input Type 16 consists of:
IV1, IV2, IV3, n,KEY, KEY,,....KEY,
where IV1 is a 16 character ASCII hexadecimal string representing i€ i6#ialization vector;
IV2 is assigned the value of IV1 + Riod 2*, where R= 5555555555555555;
IV3 is assigned the value of IV1 + Riod 2*, where R= AAAAAAAAAAAAAAAA;
nis an integer which indicates the number of KEY values to follow; and

each KEY, wherei=1 ton, is represemd as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant bits.
For consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY3;

4.3.17 Input Type 17
Input Type 17 consists of:
V1, IV2, IV3, n, GROUR, GROUB,..., GROUR
where IV1 is a 16 character ASCII hexadecimal string representing bi¢ i6#ialization vector;
IV2 is assigned the value of IV1 + Riod 2*, where R= 5555555555555555;
IV3 is assigned the value of IV1 + Riod 2*, where R= AAAAAAAAAAAAAAAA;
nis an integer, which indicates the number of KEY/INPUT GROUPs to follow.

Each GROUPconsists of:
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KEY;, TEXTY, TEXT2, and TEXT3

where ach KEY,, wherei=1 ton, is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant bits.
For consistency purposes, the DES key should be preseradd parity. KEY represents the value

of KEY1, KEY2, and KEY3; and

each TEXT], TEXTZ2, and TEXT3is a 16 character ASCII hexadecimal string representing the
64-bit C1, C2, and C3 respectively.

4.3.18 Input Type 18
Input Type 18 consists of
TEXT, IV1, IV2, IV3, KEY4, KEY,,...,KEY3,

Where TEXT is 1 to 64 binary bits represented as an ASCII hexadecimal string. TEXT may
represent P or TEXT depending on the mode of operation being implemented,;

IV1 is a 16 character ASCII hexadecimal string representing4ttd initialization vector;
IV2 is assigned the value of IV1 + Rod 24, where R= 5555555555555555;
IV3 is assigned the value of V1 + Riod 2* where R= AAAAAAAAAAAAAAAA; and

each KEY, where i=1 to 32, is represented as 64 bits in hexadecotatlon (i.e., 4 bits per

hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant bits.
For consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY3.

4.319 Input Type 19
Input Type 19 consists of:
V1, IV2, IV3, n, PAIR,, PAIR,,..., PAIR,
where IV1 is a 16 character ASCII hexadecimal string representing i€ i6#ialization vector;
IV2 is assigned the value of IV1 + Riod 2*, where R= 555555555555555;
IV3 is assigned the value of IV1 + Riod 2*, where R= AAAAAAAAAAAAAAAA;
nis an integer which indicates the number of KEY/INPUT PAIRs to follow.
Each PAIRconsists of:

KEY; and TEXT
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where each KEY wherei=1 ton, is represented as 64 bitshexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant bits.
For consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY3; and

each TEXTis a 16 character ASCII hexadecimal string. TEXT may represent thi¢d GEXT1,
TEXTZ2, and TEXT3 values, or the IV1 value depending on the mode of operation implemented.

4.3.20 Input Type 20
Input Type 20 consists of:
KEY1, KEYZ2, KEY3, DATA

where KEY1, KEY2, and KEY3 are represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant bits.
For consistency purposes, the DES key shoujorésented in odd parity; and

DATA is a 16 character ASCII hexadecimal string representing plaintext if the encryption process is
being tested, or ciphertext if the decryption process is being tested.

4.3.21 Input Type 21
Input Type 21 consists of:
KEY1, KEY2, KEYS3, IV, and DATA

where KEY1, KEY2, and KEY3 are represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant bits.
For consistency purposes, the DIy should be presented in odd parity.;

IV is a 16 character ASCII hexadecimal string representing tHit Gditialization vector; and

DATA is 1 to 64 binary bits represented as an ASCII hexadecimal string representing plaintext if the
encrypt processibeing tested, or ciphertext if the decrypt process is being tested.

4.3.22 Input Type 22
Input Type 22 consists of:
KEY1, KEY2, KEY3, IV1, IV2, IV3, TEXT1, TEXT2, and TEXT3

where KEY1, KEY2, and KEY3 are represented as 64 bits in hexadecimal notatiof lits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant bits.
For consistency purposes, the DES key should be presented in odd parity.;

IV1 is a 16 character ASCII hexadecimal string representing4ttd initialization vector;

IV2 is assigned the value of IV1 + Rod 24 where R= 5555555555555555;
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IV3 is assigned the value of IV1 + Riod 2%, where R= AAAAAAAAAAAAAAAA;

TEXTL1 is 64 binary bits represented as a 16 character ASCII hexadetringatapresenting
plaintext if the encrypt process is being tested, or ciphertext if the decrypt process is being tested,;

TEXT2 is 64 binary bits represented as a 16 character ASCII hexadecimal string representing
plaintext if the encrypt process is bebegted, or ciphertext if the decrypt process is being tested; and

TEXT3 is 1 to 64 binary bits represented as an ASCII hexadecimal string representing plaintext if
the encrypt process is being tested, or ciphertext if the decrypt process is being tested.

4.3.23 Input Type 23
Input Type 23 consists of:
KEY, IV1, IV2, IV3, n, TEXT,,...,TEXT,

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal character).
The 8 parity bits should be present but ignored, yielding 56 signifbits. For consistency

purposes, the DES key should be presented in odd parity. KEY represents the value of KEY1,

KEY2, and KEY3;

IV1is a 16 character ASCII hexadecimal string representing it @aitialization vector;
IV2 is assigned the valué /1 + R, mod 2* where R= 5555555555555555;

IV3 is assigned the value of IV1 + Riod 2¢, where R= AAAAAAAAAAAAAAAA;

nis an integer which indicates the number of TEXT values to follow; and

each TEXT, is 1 to 64 binary bits represented as a 16atiar ASCIl hexadecimal string. TEXT1
represents P, C, or RESULT;

4.3.24 Input Type 24
Input Type 24 consists of:
KEY1, KEY2, KEY3, IV1, IV2, V3, and TEXT

where KEY1, KEY2, and KEY3 are represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexalecimal character). The 8 parity bits should be present but ignored, yielding 56 significant bits.
For consistency purposes, the DES key should be presented in odd parity.;

IV1is a 16 character ASCII hexadecimal string representing tit @itialization vector;
IV2 is assigned the value of IV1 + Rod 2* where R= 5555555555555555;

IV3 is assigned the value of IV1 + Riod 24, where R= AAAAAAAAAAAAAAAA; and

35



TEXT is 1 to 64 binary bits represented as an ASCII hexadecimal string representitexpitihe
encrypt process is being tested, or ciphertext if the decrypt process is being tested.

4.3.25 Input Type 25
Input Type 25 consists of:
TEXT, n, GROUR, GROUR,..., GROUR

where TEXT is 1 to 64 binary bits represented as a 16 character AS@tldoanal string
representing plaintext if the encrypt process is being tested, or ciphertext if the decrypt process is
being tested,

nis an integer which indicates the number of KEY/IV1/IV2/IV3 groups to follow.
Each GROUPconsists of:
KEY;, IV1,, IV2;, and IV3

where each KEY wherei=1 ton, is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant bits.
For consistency purposes, the DES key khba presented in odd parity. KEY represents the value

of KEY1, KEY2, and KEY3;

IV1;is a 16 character ASCII hexadecimal string representing tié @itialization vector;
IV2; is assigned the value of IV1 + Riod 2%, where R= 5555555555555555; and
IV3; is assigned the value of IV1 + Riod 24, where R= AAAAAAAAAAAAAAAA,

4.4  Output Types

Eight different combinations of output data are used by the TMOVS to support the various Known
Answer tests and Monte Carlo tests.

4.4.1 Output Type 1
Output Type 1 consists of:
COUNT, KEY, DATA, and RESULT

where COUNT is an integer between 1 and 64, i.e., 0 < COUNT <= 64, representing the output
line;

KEY should be represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal
character). The 8 pity bits should be present but ignored, yielding 56 significant bits. For
consistency purposes, the DES key should be presented in odd parity. KEY represents the value of
KEY1, KEY2, and KEY3;
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DATA is a 16 character hexadecimal string representing plairtdwe encrypt process is being
tested or ciphertext if the decrypt process is being tested; and

RESULT is a 16 character hexadecimal string indicating the resulting value. Depending on the
process of the IUT being tested, the resulting value represpghéstext (if encrypting) or plaintext
(if decrypting).

4.4.2 Output Type 2
Output Type 2 consists of:
COUNT, KEY, CV, DATA, and RESULT

where COUNT is an integer between 1 and 64, i.e., 0 < COUNT <= 64, representing the output
line;

where KEY is represead as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal character).
The 8 parity bits should be present but ignored, yielding 56 significant bits. For consistency
purposes, the DES keys should be presented in odd parity. KEY representselod K& 1,

KEY2, and KEY3;

CV is a 16 character ASCII hexadecimal string;

DATA is 1-64 binary bits represented as an ASCII hexadecimal string representing plaintext if the
encrypt process is being tested, or ciphertext if the decrypt process is bethgdeste

RESULT is 164 binary bits represented as an ASCII hexadecimal string indicating the resulting
value. Depending on the process of the IUT being tested, the resulting value may be ciphertext (if
encrypting) or plaintext (if decrypting).

4.4.3 Output Type 3

Output Type 3 consists of:

COUNT, KEY, IV1, IV2, IV3, DATA1, DATA2, DATA3, RESULT1, RESULT2,
RESULT3

where COUNT is an integer between 1 and 64, i.e., 0 < COUNT <= 64, representing the output
line;

KEY is represented as 64 bits in hexadecimal ranidt.e., 4 bits per hexadecimal character). The 8
parity bits should be present but ignored, yielding 56 significant bits. For consistency purposes, the
DES key should be presented in odd parity. KEY represents the value of KEY1, KEY2, and KEY 3;
IV1 is al6 character ASCII hexadecimal string representing tHatGditialization vector;

IV2 is assigned the value of IV1 + Rod 24 where R= 5555555555555555;

IV3 is assigned the value of IV1 + Riod 2%, where R= AAAAAAAAAAAAAAAA;
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DATA1L, DATA2, andDATA3 are 164 binary bits represented as an ASCII hexadecimal strings
representing values of plaintext P1, P2, and P3 or input blocks I1, 12, and I3 respectively, if the
encrypt process is being tested, or values of ciphertext for C1, C2, and C3 drip deocess is
being tested,

RESULT1, RESULTZ2, and RESULTS3 aret binary bits represented as an ASCII hexadecimal
strings indicating the resulting values corresponding to either C1, C2, and C3 or P1, P2, and P3.
Depending on the process of the IUTrgetested, the resulting value may be ciphertext (if
encrypting) or plaintext (if decrypting).

4.4.4 Output Type 4
Output Type 4 consists of:

COUNT, KEY1, KEY2, KEY3, CV1, CV2, CV3, DATAL, DATA2, DATA3, RESULT1,
RESULTZ2, RESULT3

where COUNT is an integeetween 1 and 64, i.e., 0 < COUNT <= 64, representing the output
line;

where KEY1, KEY2, and KEY3 is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding S&asigits.
For consistency purposes, the DES keys should be presented in odd parity.;

CV1 is a 16 character ASCII hexadecimal string representing thé B4tialization vector;
CV?2 is assigned the value of IV1 + Riod 2, where R= 5555555555555555;
CV3 is assigned the value of IV1 4 Rod 2, where R= AAAAAAAAAAAAAAAA;

DATAL, DATA2, and DATA3 are 16 character hexadecimal strings representing values of
plaintext for P1, P2, and P3 respectively, if the encrypt process is being tested, or values of
ciphertext for C1, C2, and C3 if the decrypt process is being tested,;

RESULT1, RESULTZ2, and RESULTS3 are 16 character hexadecimal strings indicating the resulting
values corresponding to either C1, C2, and C3 or P1, P2, and P3. Depending on the ghecess of
IUT being tested, the resulting value may be ciphertext (if encrypting) or plaintext (if decrypting).

4.45 Output Type 5
Output Type 5 consists of:
COUNT, KEY1, KEY2, KEY3, DATA, and RESULT

where COUNT is an integer between 1 and 400, i.e., 0 < COUNADO0, representing the output
line;
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KEY1, KEY2, and KEY3 are represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant bits.
For consistency purposdabe DES keys should be presented in odd parity.;

DATA is a 16 character hexadecimal string representing plaintext if the encrypt process is being
tested, or ciphertext if the decrypt process is being tested; and

RESULT is a 16 character hexadecimal gtimdicating the resulting value. Depending on the
process of the IUT being tested, the resulting value represents ciphertext (if encrypting) or plaintext
(if decrypting).

4.4.6 Output Type 6
Output Type 6 consists of:
COUNT, KEY1, KEY2, KEY3, CV, DATA, ad RESULT

where COUNT is an integer between 1 and 400, i.e., 0 < COUNT <= 400, representing the output
line;

KEY1, KEY2, and KEY3 are represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be grbséignored, yielding 56 significant bits.
For consistency purposes, the DES keys should be presented in odd parity.;

CV is a 16 character ASCII hexadecimal string representing IV or | depending on the mode
implemented,

DATA is 1-64 binary bits represesd as an ASCII hexadecimal string representing plaintext if the
encrypt process is being tested, or ciphertext if the decrypt process is being tested; and

RESULT is 264 binary bits represented as an ASCII hexadecimal string indicating the resulting
value.Depending on the process of the IUT being tested, the resulting value should represent
ciphertext (if encrypting) or plaintext (if decrypting).

4.4.7 Output Type 7
Output Type 7 consists of:
COUNT, KEY, IV1, IV2, IV3, DATA, RESULT1, RESULT2, RESULT3

whereCOUNT is an integer between 1 and 64, i.e., 0 < COUNT <= 64, representing the output
line;

KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal character). The 8
parity bits should be present but ignored, yielding 56 saamfi bits. For consistency purposes, the
DES key should be presented in odd parity. KEY represents the value of KEY1, KEY2, and KEYS3;

IV1is a 16 character ASCII hexadecimal string representing tit @aitialization vector;
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IV2 is assigned the value Bf1 + R, mod 2*, where R= 5555555555555555;
IV3 is assigned the value of IV1 + Riod 2*, where R= AAAAAAAAAAAAAAAA;

DATA is 1-64 binary bits represented as an ASCII hexadecimal string representing the value of the
plaintext if the encrypt processlbeing tested, or the value of the ciphertext if the decrypt process is
being tested; and

RESULT1, RESULT2, and RESULTS3 is64 binary bits represented as an ASCII hexadecimal
string indicating the resulting values, which may be ciphertext (if encryptng)aintext (if
decrypting).

4.4.8 Output Type 8
Output Type 8 consists of:
COUNT, KEY1, KEY2, KEY3, 11, 12, 13, DATA, and RESULT

where COUNT is an integer between 1 and 400, i.e., 0 < COUNT <= 400, representing the output
line;

KEY1, KEY2, and KEY3 areepresented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant bits.
For consistency purposes, the DES keys should be presented in odd parity;

11 is a 16 chracter ASCII hexadecimal string representing IV or I;
12 is assigned the value of 11 4 Riod 2 where R= 5555555555555555;
13 is assigned the value of 11 4 Rod 2*, where R= AAAAAAAAAAAAAAAA;

DATA is 1-64 binary bits represented as an ASCII liecmal string representing plaintext if the
encrypt process is being tested or ciphertext if the decrypt process is being tested; and

RESULT is 164 binary bits represented as an ASCII hexadecimal string indicating the resulting
value. Depending on thegmess of the IUT being tested, the resulting value should represent
ciphertext (if encrypting) or plaintext (if decrypting).
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5. TESTS REQUIRED TO VALIDATE AN
IMPLEMENTATION OF THE TRIPLE DES ALGORITHM

The validation of IUTs of the Triple DES algorithm (EB) should require the successful

completion of an applicable set of Known Answer tests and the appropriate Monte Carlo tests. The
tests required for validation of an IUT should be determined by several factors. These include the
mode(s) of operation supged (TECB, TCBC, TCB@, TCFB, TCFBP, TOFB, TOFRI), the

keying option used, and the allowed cryptographic processes (encryption, decryption, both).

A separate set of Known Answer tests has been designed for use with each of the seven modes of
TDES. Withn these sets of tests are separate subsets of tests corresponding to the encryption and
decryption processes. If an IUT implements multiple modes of operation, the set of Known Answer
tests corresponding to each supported mode of operation should the teste

The Monte Carlo tests have been designed for use with each of the seven modes of TDES. For the
TECB, TCBC, TCBGI, TCFB, and TCFBEP modes of operation, there are two tests associated

with each: one to be used for IUTs allowing the encryption proaegsha other to be used for

IUTs allowing the decryption process. If both the encryption and decryption processes are allowed
by an IUT, both tests are required. The TOFB and TOFBdes of operation only require one

Monte Carlo test, which is designed tese with both the encryption and decryption processes of an
IUT. For example, if an IUT implements the TCBC mode of operation in both the encryption and
decryption processes, the Monte Carlo Test for the encryption process and the Monte Carlo Test for
the decryption process of the TCBC mode of operation should be successfully completed to validate
the IUT. If an IUT implements both the encryption and decryption processes of theHd @6Be of
operation, the Monte Carlo Test for the encryption procestharidonte Carlo Test for the

decryption process of the TCHBmMode of operation should be successfully completed to validate

the IUT. If an IUT implements both the encryption and decryption processes of the TOFB mode of
operation, the Monte Carlo Test e TOFB mode of operation should be successfully completed

to validate the IUT.

If an IUT supports more than one mode of operation, the Monte Carlo Test corresponding to each
supported mode should be performed successfully. For example, if an IUT enfdehe TECB

and TCBC modes of operation in the encryption process, the Monte Carlo Test for the encryption
process of both the TECB and the TCBC modes of operation should be successfully completed to
validate the IUT.

If an IUT supports the-Bey keyingoption, where KEY1, KEY2 and KEY3 are independent, the
Monte Carlo Test should be successfully completed three timese where the three keys are
independent, once where KEY1 and KEY2 are independent and KEY3 = KEY1, and once where
KEY1 = KEY2 = KEY31 to validate the IUT. If an IUT supports thek8y keying option, where

KEY1 and KEY2 are independent and KEY3 = KEY1, the Monte Carlo Test should be successfully
completed two timeis once where KEY1 and KEY2 are independent and KEY3 = KEY1, and once
wher KEY1 = KEY2 = KEY3i to validate the IUT. If an IUT only supports thé&dy keying

option, where KEY1=KEY2=KEY 3, the Monte Carlo Test should be successfully completed once
with all the keys being equal to validate the IUT.
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The tests required to succeshf validate IUTs are detailed in the following sections. These sections
are categorized by mode of operation. Within each mode of operation, the tests are divided into tests
to use with the encryption process and tests to use with the decryption process.
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5.1  TDEA Electronic Codebook (TECB) Mode

The IUTs which implement the TDES Electronic Codebook (TECB) mode should be validated by
the successful completion of a series of Known Answer tests and Monte Carlo tests corresponding to
the cryptographic procsss allowed by the IUT.

5.1.1 Encryption Process

The process of validating an IUT which implements the TECB mode of operation for the encryption
process should involve the successful completion of the following six tests:

1. The Variable Plaintext Knownmswer Test TECB mode

2. The Inverse Permutation Known Answer T€EECB mode

3. The Variable Key Known Answer Test for the Encryption Proc&§3CB mode

4, The Permutation Operation Known Answer Test for the Encryption Prot&$sB mode
5. The Substution Table Known Answer Test for the Encryption Proed45CB mode

6. The Monte Carlo Test for the Encryption ProceBECB mode

An explanation of the tests follows.
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5.1.1.1The Variable Plaintext Known Answer Test- TECB Mode

Table 1 The Variable Plaintext Known Answer Test- TECB Mode

TMOVS: Initialize KEYs: KEY1 = KEY2 = KEY3 =0101010101010101 (odd parity set

P, = 8000000000000000

Send KEY (representing KEY1, KEY2, KEY3),,P
IUT: FORi =1to 64
{
li=R

l; is read into TDEA and is encrypted by DE#sing KEY1, resulting

in TEMP1
Perform
Triple DES: | TEMPL1 is decrypted by DEAusing KEY2, resulting in TEMP2

TEMP2 is encrypted by DEAIsing KEY 3, resulting in C

Send i, KEY (representing KEY1, KEY2, and KEY3), €
P., = basis vector where single "1" bit is in position i+1
}
TMOVS: Compare results from each loop with known answers.

See Table A.1.

Table 1 illustrates the Variable Plaintext Known Answer Test for the TECB mode of operation.

1. The TMOVS:

a Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant
hexadecimal value 0 with odd parity set, i.e., KEEKEY 2;,.,=KEY3,,=01 01 01
01010101 01.

b. Initializes the 64bit plaintext R to the basis vector containing a"1" in the firdt bi
position and "0" in the following 63 positions, i.e;,,R= 10000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000. The equivalent of
this value in hexadecimal notation is 80 00 00 00 00 00 00 00.

C. Forwards this information to th&T using Input Type 1.
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a.

b.

The IUT should perform the following for i=1 through 64:

Set the input block kBqual to the value of P

Process;lthrough the three DEA stages resulting in ciphertext Qis involves
processing; lthrough the first DEAstage, denoted DEAIn the encrypt state using
KEY1, resulting in intermediate value TEMP1. TEMP1 is fed directly into the
second DEA stage, denoted DE A the decrypt state using KEY2, resulting in
intermediate value TEMP2. TEMP2 is fed directly irite third DEA stage, denoted
DEA;, in the encrypt state using KEY 3, resulting in ciphertext C

Forward the current values of the loop number i, KEY (where KEY represents the
value of KEY1, KEY2, and KEY3),,Pand the resulting;@o the TMOVS as
specfied in Output Type 1.

Retain Gfor use with the Inverse Permutation Known Answer Test for the TECB
Mode (Section 5.1.1.2 ), and, if the IUT supports the decryption process, for use with
the Variable Ciphertext Known Answer Test for the TECB Modet(@eb.1.2.1).

Assign a new value tg,R by setting it equal to the value of a basis vector with a "1"
bit in position i+1, where i+1=2,...,64.

NOTE -- This continues until every possible basis vector has been represented by the P, i.e., 64 tiouguifrem the IUT
should consist of 64 output strings. Each output string should consist of information included in Output Type 1.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
known values found in Table A.1.
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51.1.2The Inverse Permutation Known Answer Test TECB Mode

Table 2 The Inverse Permutation Known Answer Test TECB Mode

TMOVS: Initialize: KEYs: KEY1 = KEY2 = KEY3 = 0101010101010101 (odd parity set)

P, (where i=1..64) = 64 C values from the VariaBlaintext Known Answer

Test
Send KEY (representing KEY1, KEY2, and KEY3);P.,R,
IUT: FORi =1to64
{
li=R

l; is read into TDEA and is encrypted by DE#sing KEY1, resulting in

TEMP1
Perform
Triple DES: | TEMP1 is decrypted by DEAIsing KEY2, resulting in TEMP2

TEMP2 is encrypted by DEAIsing KEY 3, resulting in C

Send i, KEY (representing KEY1, KEY2, and KEY3), €

P, = corresponding;B from TMOVS
}

TMOVS: Compare results from each loop with known answers

Should be the set of basis vectors.

Table 2 illustrates the Inverse Permutation Known Answer Test for the TECB mode of operation.
1. The TMOVS:

a. Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant
hexadecimal value 0 with odd pargigt, i.e., KEY lo,=KEY 2,.,/KEY3,,=01 01 01
01010101 01.

b. Initializes the 64bit plaintext P (where i=1..64) to the;@esults obtained from the
Variable Plaintext Known Answer Test.

C. Forwards this information to the IUT using Input Type 3.
2. ThelUT should perform the following for i=1 through 64:
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a. Set the input block kqual to the value of. P

b. Process; lthrough the three DEA stages resulting in ciphertext ks involves
processing; lthrough the first DEA stage, denoted DE# the ecrypt state using
KEY1, resulting in intermediate value TEMP1. TEMP1 is fed directly into the
second DEA stage, denoted DE A the decrypt state using KEY2, resulting in
intermediate value TEMP2. TEMP2 is fed directly into the third DEA stage, denoted
DEA;, in the encrypt state using KEY 3, resulting in ciphertext C

C. Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
and KEY3), B, and the resulting;@ the TMOVS as specified in Output Type 1.

d. Assign a new value tg,R by setting it equal to the corresponding output from the
TMOVS.

NOTE -- The output from the IUT should consist of 64 output strings. Each output string should consist of information included
in Output Type 1.

3. The TMOVS checks the IUT's output for aectness by comparing the received results to
known values. The C values should be the set of basis vectors.
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5.1.1.3 The Variable Key Known Answer Test for the Encryption Process

TECB Mode
Table 3 The Variable Key Known Ansv(\j/er Test for the Encryption Pracess TECB
Mode
TMOVS: Initialize KEYs: KEY1, = KEY2; = KEY3; =8001010101010101 (odd parity set)

P=0000000000000000

Send KEY (representing KEY3 KEY2;, KEY3,), P
IUT: FORi=1to0 64
{
IF (i % 8= 0) {process every bit except parity bits}
{
=P

l'is read into TDEA and is encrypted by DE#sing KEY1, resulting in TEMP1

Perform Triple

DES: TEMPLis decrypted by DEAusing KEY 2, resulting in TEMP2

TEMP2is encrypted by DEAusing KEY 3, resulting in €

Send i, KEY (representing KEY,JKEY2;, and KEY3), P, G
KEY1;;; =KEY2;,; =KEY3,,; = vector consisting of "0" in every significant bit

position except for a single "1" bit in position i+1. Each parity bit may have the vz
"1" or "0" to make the KEY odd patrity.

}

TMOVS: Compare results of the 56 encryptions with known answers.

Use Table A.2.

As summarized in Table 3, the Variable Key Known Answer Test for the TECB Encryption Process
is performed as follows:

1. The TMOVS:
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C.

Initializes the KEY panmeters KEY1, KEY2,, and KEY3 to contain "0" in every
significant bit except for a "1" in the first position, i.e., thet®KEY 1, ;= KEY2,

pin= KEY3; ;= 10000000 00000001 00000001 00000001 00000001 00000001
00000001 00000001. The equivalent of tlakie in hexadecimal notation is 80 01
010101010101.

NOTE -- the parity bits are set to "0" or "1" to get odd parity.

Initializes the 64bit plaintext P to the value of 0, i.e.f= 00 00 00 00 00 00 00
00.

Forwards this information to tHeJT using Input Type 1.

2. The IUT should perform the following for i = 1 to 56:

NOTE-- 56 is the number of significant bits in a TDES key.

a.

b.

Set the input block | equal to the value of P.

Using the corresponding KEY, KEY?2,, and KEY 3 parametergrocess | through

the three DEA stages resulting in ciphertext This involves processing | through

the DEA stage DEAIn the encrypt state using KEY tesulting in intermediate

value TEMP1. TEMPL1 is fed directly into the DEA stage DiitAthe decrypstate
using KEY 2, resulting in intermediate value TEMP2. TEMP2 is fed directly into the
DEA stage DEAIn the encrypt state using KEY3esulting in ciphertext C

Forward the current values of the loop number i, KE&presenting KEY1KEY2,,
KEY 3), P, and the resulting, @ the TMOVS as specified in Output Type 1.

If the IUT supports the decryption process, retaifoCuse with the Variable Key
Known Answer Test for the Decryption Process for the TECB Mode (Section
5.1.2.3).

Set KEY1,,, KEY2,,, and KEY3,, equal to the vector consisting of "0" in every
significant bit position except for a single "1" bit in position i+1. The parity bits may
contain "1" or "0" to make odd parity.

NOTE -- The above processing continues until everyiiggmt basis vector has been represented by the KEY parameter. The
output from the IUT for this test should consist of 56 output strings. Each output string should consist of informatied inclu

Output Type 1.

3. The TMOVS checks the IUT's output foorrectness by comparing the received results to
known values found in Table A.2.
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51.14 Permutation Operation Known Answer Test for the Encryption
Process TECB Mode

Table 4 The Permutation Operation Known Answer Test for the Encryption Process
TECB Mode
TMOVS: Initialize KEY1, = KEY2 = KEY3; (where i = 132)=32 KEY values in Tabl
A3

P =0000000000000000

Send P, KEY;, KEY,,...,KEY3, (Since all three keys are the same, thes
key values represent the values of KEY1, KEY2, and KEY3.)
IUT: FORi=11to 32
{
=P

Perform Triple| 1 is read into TDEA and is encrypted by DEAsing KEY 1,
DES: resulting in TEMP1

TEMPLlis decrypted by DEAusing KEY2, resulting in TEMP2

TEMP2is encrypted by DE4using KEY 3, resulting in €

Serd i, KEY; (representing KEY;1KEY2,, KEY3), P, G
KEY1,, = KEY2,, = KEY3., = KEY,,, from TMOVS

}

TMOVS: Compare results from each loop with known answers. Use Table A.3.

Table 4 illustrates the Permutation Operation Known Answer TetdofECB Encryption
Process.

1. The TMOVS:

a. Initializes the KEY1, KEY2, and KEY3 variables with the 32 constant KEY values
from Table A.3.

b. Initializes the plaintext P to the value of 0, i.#00 00 00 00 00 00 00 00.

C. Forwards this informatioto the IUT using Input Type 7.
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2. The IUT should perform the following for i = 1 to 32:

a.

b.

e.

Set the input block | equal to the value of P.

Using the corresponding KEY, KEY?2;, and KEY3values, process | through the
three DEA stages resulting in ciphett G. This involves processing | through the
DEA stage DEAIn the encrypt state using KEY Tesulting in intermediate value
TEMP1. TEMP1 is fed directly into the DEA stage DEAthe decrypt state using
KEY2;, resulting in intermediate value TEMP2. MIB2 is fed directly into the DEA
stage DEAin the encrypt state using KEY 3esulting ciphertext C

Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
KEY3), P, and the resulting, @ the TMOVS as specified in Output Te/fh.

If the IUT supports the decryption process, retaifoCuse with the Permutation
Operation Known Answer Test for the Decryption Process for the TECB mode
(Section 5.1.2.4).

Set KEY1,,;, KEY2,,, and KEY3,; equal to the next key supplied bythMOVS.

NOTE-- The above processing should continue until all 32 KEY values are processed. The output from the IUT for this test should
consist of 32 output strings. Each output string should consist of information included in Output Type 1.

3. The TMOVSchecks the IUT's output for correctness by comparing the received results to
known values found in Table A.3.
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5.1.15 Substitution Table Known Answer Test for the Encryption Process

TECB Mode
Table 5 The Substitution Table Known Answer Test for the Encyption Process-
TECB Mode
TMOVS: Initialize KEY1,;, KEY2;, KEY3; (where i=1..19) = 19 KEY values in
Table A.4
P, (where i=1..19) = 19 corresponding P values in Table A.4
Send KEY,, P, KEY,, P,,..., KEYyq, Pig(Since all three keys are th
same, theskey values represent the values of KEY1, KEY2,
and KEY3.)
IUT: FORi=11t019
{
=R

Perform Triple | I;is read into TDEA and is encrypted by DEAsing
DES: KEY1,, resulting in TEMP1

TEMPL1lis decrypted by DEAusing KEY 2, resultingin
TEMP2

TEMP2is encrypted by DE4using KEY 3, resulting in €

Send i, KEY (representing KEYIKEY2,,KEY3), B, G
KEY1;;; = KEY2,; = KEY3,; = KEY,; from TMOVS
P.1 = P, from TMOVS

}

TMOVS: Compare results from each loop withdewn answers. Use Table A.4.

As summarized in Table 5, the Substitution Table Known Answer Test for the TECB Encryption
Process is performed as follows:

1. The TMOVS:

a. Initializes the KE¥plaintext (KEY-P) pairs with the 19 constant KEFY values
from Table A.4. The KEY value indicates the value of KEY1, KEY2, and KEY 3,
i.e., KEY1=KEY2=KEY3.
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b.

Forwards this information to the IUT using Input Type 9.

2. The IUT should perform the following for i = 1 to 19:

a.

b.

e.

f.

Set the input block equal to the value @?.

Using the corresponding KEY,KEY?2;, and KEY 3 values, processthrough the
three DEA stages resulting in ciphertext This involves processingthrough the
first DEA stage, denoted DEAIN the encrypt state using KEY tesulting in
intermadiate value TEMP1. TEMP1 is fed directly into the second DEA stage,
denoted DEA, in the decrypt state using KEY Pesulting in intermediate value
TEMP2. TEMP2 is fed directly into the third DEA stage, denoted PDiEAhe
encrypt state using KEY,3esuting in ciphertext €

Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
KEY3), B, and the resulting;@o the TMOVS as specified in Output Type 1.

If the IUT supports the decryption process, retaifoCuse with the 8bstitution
Table Known Answer Test for the Decryption Process for the TECB mode (Section
5.1.2.5).

Set KEY1,,, KEY2,,, and KEY3,; equal to the KEY; supplied by the TMOVS.

Set R, equal to the corresponding Pvalue supplied by the TMOVS.

NOTE-- The above processing should continue until all 19 KENairs are processed. The output from the IUT for this test
should consist of 19 output strings. Each output string should consist of information included in Output Type 1.

3. The TMOVS checks thiJT's output for correctness by comparing the received results to
known values found in Table A.4.

53



5.1.1.6 Monte Carlo Test for the Encryption Process TECB Mode

Table 6 The Monte Carlo Test for the Encryption Process TECB Mode

TMOVS: Initialize KEY1,, KEY2,, KEY3,, R
Send KEY1,, KEY2,, KEY3y, Ry
IUT: FORi=0TO 399
{

Record i, KEY], KEY2;, KEY3, Py
FORj=0TO 9,999

{

Perform l;is read into TDEA and is encrypted by DEAsing
Triple DES: | KEY1,, resulting inTEMP1

TEMPL1is decrypted by DEAusing KEY 2, resulting in

TEMP2
TEMP2is encrypted by DEAusing KEY 3, resulting in
G
Pa=G
}
Record ¢

Send i, KEY1, KEY2, KEY3, Py, G
KEY1,,= KEY1, @ C,

If (KEY1; and KEY2 are independent and KEY3 KEY1,) or
(KEY1;, KEY2, and KEY3are independent),

KEY2,,= KEY2 @ C;
else

KEY2i+1: KEYZ, (&) Cj
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TMOVS:

Check IUT's output for correctness.

}

If (KEY1; =KEY2; =KEY3;) or (KEY], and KEYZ2 are
independent and KEY3 KEY1),

KEY3,,,= KEY3, @ C,
else
KEY3i+1: KEY3| (&) Cj-2

P=G

As summarized in Table 6, the Monte Carlo Test for the TECB Encryption Process is performed as

follows:

1. The TMOVS:

a.

b.

Initializes the KEY parameters KEY1, KEY2, and KEY3, and the plaintext P
variables. The P and KEYs consist of 64 bits.

Forwards this information to the IUT using Input Type 20.

2. The IUT should perform the following for i = 0 through 399:

a.

Record the cuent values of the output loop number i, KEEYKEY 2, KEY3;, and

Ps.

Perform the following for j = O through 9999:

1)

2)

3)

Set the input block equal to the value of P

Using the corresponding KEY, KEY2; and KEY3 values, process |

through the thre DEA stages resulting in ciphertext This involves
processing;ithrough the DEA stage DEAn the encrypt state using KEY1
resulting in intermediate value TEMP1. TEMP1 is fed directly into the DEA
stage DEAin the decrypt state using KEY 2esulthg in intermediate value
TEMP2. TEMP?2 is fed directly into the DEA stage DEAthe encrypt state
using KEY3, resulting in ciphertext,C

Prepare for loop j+1 by assigning;Rvith the current value of,C

Record G

55



d. Forward all recorded inforation for this loop, as specified in Output Type 5, to the
TMOVS.

e. Assign new values to the KEY parameters, KEY1, KEY2, and KEY3 in preparation
for the next outer loop. Note j=9999.

The new KEY1,; should be calculated by exclusi@Ring the current KEY;with
the G.

The new KEY 2, calculation is based on the values of the keys. If KEYidl
KEY?2; are independent and KEY3 KEY1;, or KEY];, KEY2, and KEY3are
independent, the new KEY,2should be calculated by exclusi@Ring the current
KEY2; with the G,. If KEY1=KEY2,=KEY3;, the new KEYZ2, should be
calculated by exclusiv®Ring the current KEY;2vith the G.

The new KEY 3, calculation is also based on the values of the keys. If KEY1
KEY2;, and KEY 3 are independent, the new KEY;3shauld be calculated by
exclusiveORing the current KEY3with the G,. If KEY1; and KEYZ are
independent and KEY3 KEY1,, or if KEY1,=KEY2,=KEY3;, the new KEY3;
should be calculated by exclusi@Ring the current KEY;3vith the C.

f. Assign a new vale to P in preparation for the next output logpstivuld be
assigned the value of the current Glote j = 9999.

NOTE -- the new P should be denoted gdd?be used for the first pass through the inner loop when j=0.

NOTE-- The output from the IUT fiothis test should consist of 400 output strings. Each output string should consist of
information included in Output Type 5.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
known values.
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5.1.2 Decryption Process

The process of validating an IUT which implements the TECB mode of operation in the decryption
process should involve the successful completion of the following six tests:

1.

2.

o o

The Variable Ciphertext Known Answer TeIECB mode

The Initial Permutatiotnown Answer Test TECB mode

The Variable Key Known Answer Test for the Decryption PreCEEEB mode

The Permutation Operation Known Answer Test for the Decryption Prdde€8 mode
The Substitution Table Known Answer Test for the DecrypBoocess TECB mode

The Monte Carlo Test for the Decryption Proe@4sCB mode

An explanation of the tests follows.
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5.1.2.1 The Variable Ciphertext Known Answer Test- TECB Mode

Table 7 The Variable Ciphertext Known Answer Tests- TECB Mode

TMOVS: Initialize KEYs: KEY1=KEY2=KEY3=0101010101010101 (odd parity set)
If encryption is supported by IUT:
Send KEY (representing KEY1, KEY2, and KEY3)
If encryption is not supported by IUT:
Initialize G (where i=1..64) = 64 C values in Table A.1
Send KEY (representing KEY1, KEY2, and KEY3),, C,,...,G,
IUT: If encryption is supported by IUT:

Initialize C, = first value from output of Variable Plaintext Known Answe
Test.

Otherwise, use the first value received from the TMOVS.

FORi=1to 64
{

li=G
Perform
Triple DES: | |; is read into TDEA and is decrypted by DEfsing KEY3,
resulting in TEMP1

TEMPL is encrypted by DEAusing KEY2, resulting in
TEMP2

TEMP2 is decrypted by DEAusing KEY1, resulting in P

Sendi, KEY (representing KEY1, KEY2, and KEY3),, @
If encryption is supported:

Ci.1= corresponding & from output of Variable Plaintext Known
Answer Test

else

Ci.1= the corresponding;G value from TMOVS
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TMOVS: Compare results fro each loop with known answers. Should be the set of basis
vectors.

Table 7 illustrates the Variable Ciphertext Known Answer test for the TECB mode of operation.
1. The TMOVS:

a. Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant
hexadeimal value 0 with odd parity set, i.e., KEEKEY 2,.,=KEY 3,,=01 01 01
0101010101.

b. If the IUT does not support encryption, the 64 constant ciphertext values from Table
A.1 are initialized.

C. If encryption is supported by the IUT, the KEYs amevarded to the IUT using
Input Type 4. If encryption is not supported by the IUT, forward the KEYs and 64 C
values to the IUT using Input Type 3.

2. The IUT should:

a. If encryption is supported, initialize the C value with the first C value retained from
the Variable Plaintext Known Answer Test for the TECB Mode (Section 5.1.1.1).
Otherwise, use the first value received from the TMOVS.

b. Perform the following for i=1 through 64:
1) Set the input block kBqual to the value of;,C

2) Process; lthrough thehree DEA stages resulting in plaintext Phis
involves processing through the DEA stage DEAn the decrypt state using
KEY3, resulting in intermediate value TEMP1. TEMP1 is fed directly into
the DEA stage DEAINn the encrypt state using KEY2, resog) in
intermediate value TEMP2. TEMP2 is fed directly into the DEA stage,DEA
in the decrypt state using KEY1, resulting plaintext P

3) Forward the current values of the loop number i, KEY (representing KEY1,
KEY2, and KEY3), G and the resulting; B the TMOVS as specified in
Output Type 1.

4) Retain Pfor use with the Initial Permutation Known Answer Test for the
TECB Mode (Section 5.1.2.2).

5) If encryption is supported, sef,Cequal to the corresponding output from the
Variable Plaintext KnowAnswer Test for the TECB mode. If encryption is
not supported, assign a new value tq By setting it equal to the
corresponding (& value supplied by the TMOVS.
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NOTE-- The output from the IUT for this test should consist of 64 output strings. Eachit stripg should consist of information
included in Output Type 1.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
known values. The P results should be the set of basis vectors.
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5.1.2.2 The Initial Permutation K nown Answer Test- TECB Mode
Table 8 Initial Permutation Known Answer Test - TECB Mode
TMOVS: Initialize KEYs: KEY1 =KEY2 = KEY3 =0101010101010101 (odd parit
set)
Ci (where i=1..64)=64 P values from Variable Ciphertext
Known Answer Test
Send KEY (representing KEY1, KEY2, and KEY3),,C Gy,
IUT: FORi=1t064
{
li=G
Perform
Triple DES: | [;is read into TDEA and is decrypted by DFAsing KEY 3, resulting
in TEMP1
TEMPL1 is encrypted by DEAusing KEY2 , resulting in TEMP2
TEMP2 is decrypted by DEAusing KEY1, resulting in P
Send i, KEY (representing KEY1, KEY2, and KEY3), B
Ci.1= corresponding & from TMOVS
}
TMOVS: Compare results from each loop with known answers.
See Table A.1.

Table 8 illustratede Initial Permutation Known Answer Test for the TECB mode of operation.

1. The TMOVS:

a.

Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant
hexadecimal value 0 with odd parity set, i.e., KEEKEY 2;,.,=KEY3,,=01 01 01
01010101 01.

NOTE -- the significant bits are set to "0" and the parity bits are set to "1" to make odd parity.

Initializes the 64bit ciphertext C(where i=1,...,64) to the, Results obtained from
the Variable Ciphertext Known Answer Test.
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C. Forwards this infanation to the IUT using Input Type 3.
2. The IUT should perform the following for i=1 through 64:
a. Set the input block kqual to the value of,C

b. Process; lthrough the three DEA stages resulting in plaintext Ris involves
processing; throughthe DEA stage DEAINn the decrypt state using KEY 3,
resulting in intermediate value TEMP1. TEMP1 is fed directly into the DEA stage
DEA, in the encrypt state using KEY2, resulting in intermediate value TEMP2.
TEMP?2 is fed directly into the DEA stage DE the decrypt state using KEY1,
resulting in plaintext P

C. Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
and KEY3), G, and the resulting; o the TMOVS as specified in Output Type 1.

d. Set G, equal to the correspomg) G,, value supplied by the TMOVS.

NOTE-- The output from the IUT should consist of 64 output strings. Each output string should consist of information included in
Output Type 1.

3. The TMOVS checks the IUT's output for correctness by comparing theegcesults to
known values.
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5.1.2.3 The Variable Key Known Answer Test for the Decryption Process

TECB Mode
Table 9 The Variable Key Known AnSV\(/jer Tests for the Decryption ProcessTECB
Mode
TMOVS: Initialize KEY : KEY1, = KEY2, = KEY3,; =800101010010101 (odd
parity set)

If encryption is supported by the IUT:
Send KEY, (representing KEY4{ KEY2;, and KEY3)
If encryption is not supported by the IUT:
Initialize G(where i=1..56): 56 C values in Table A.2
Send KEY, (representing KEY3 KEY2;, and KEY3), C,, C,,...,Gs
IUT: If encryption is supported by the IUT:

Initialize G = first value from output of Variable Key Known Answer Test
for the Encryption Process

Otherwise, use the first value received from the TMOVS.

FOR i = 1to 64
{
IF (i mod 8= 0) {process every bit except parity bits}
{
Perform i=G
Triple : : : -
l; is read into TDEA and is decrypted by DE4#sing

JlEs KEY3; resulting in TEMP1

TEMPL1 is encrypted by DEAusing KEY 2 resulting
in TEMP2

TEMP?2 is decrypted by DEAUSIng KEY1 resulting
inP,

Send i, KEY (representing KEY1KEY2,, and KEY3), G,
Pi

KEY1,, =KEY2;,; =KEY3;;;, = vector consisting of "0" in
every significant bit position except for a single "1" bit in
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postion i+1. NOTE-- odd parity is set.
If encryption is supported by the IUT:

Ci,1= corresponding & from output of Variable
Key Known Answer Test for the Encryption

Process
else
Ci.1= corresponding & from TMOVS
}
}
TMOVS: Compare results of the 56 decryptions with known answers.

Should be P=0000000000000000 for all 56 rounds.

Table 9 illustrates the Variable Key Known Answer Test for the TECB Decryption Process.

1. The TMOVS:

a. Initializes the KEY parameters KBY, KEY?2,, and KEY 3 to contain "0" in every
significant bit except for a "1" in the first position, i.e., thel®4KEY 1, ;= KEY2;
pin= KEY3; ;= 10000000 00000001 00000001 00000001 00000001 00000001
00000001 00000001. The equivalent of this valugexadecimal notation is 80 01
010101010101.

NOTE -- the parity bits are set to "0" or "1" to get odd parity.

b. If the IUT does not support encryption, thev@lues are initialized with the 56
constant C values from Table A.2.

C. If encryption isnot supported by the IUT, the KEY (representing KEY1, KEY2,
KEY3), and the 56 C values are forwarded to the IUT using Input Type 3.
Otherwise, the KEY (representing KEY1, KEY2, and KEY3) is forwarded to the
IUT using Input Type 4.

2. The IUT should:

a. If encryption is supported, initialize the C value with the first C value retained from
the Variable KEY Known Answer Test for the Encryption Process for the TECB
Mode (Section 5.1.1.3). Otherwise, use the first value received from the TMOVS.

b. Perform thdollowing for i = 1 to 56:
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NOTET 56 is the number of significant bits in a TDES key.
1) Set the input block kBqual to the value of,C

2) Using the corresponding KEY, KEY2,, and KEY 3 parameters, process |
through the three DEA stages resultingleimtext R. This involves
processing;lthrough the DEA stage DEAn the decrypt state using KEY 3
resulting in intermediate value TEMP1. TEMPL1 is fed directly into the DEA
stage DEAin the encrypt state using KEY 2esulting in intermediate value
TEMP2. TEMP2 is fed directly into the DEA stage DEAthe decrypt state
using KEY1, resulting in plaintext P

3) Forward the current values of the loop number i, KE&presenting KEY;1
KEY2;, and KEY3), G, and the resulting; Bo the TMOVS as specdd in
Output Type 1.

4) Set KEY1,,, KEY2,,, and KEY3,,, equal to the vector consisting of "0" in
every significant bit position except for a single "1" bit in position i+1. The
parity bits may contain "1" or "0" to make odd parity.

NOTE -- KEY1i;11 = KEY2,; = KEY3i;.

5) If encryption is supported, set.Cequal to the corresponding,Cvalue
retained from the Variable Key Known Answer Test for the Encryption
Process for TECB mode. If encryption is not supported by the IUT,,set C
equal to theorresponding ¢; value supplied by the TMOVS.

NOTE -- The output from the IUT for this test should consist of 56 output strings. Each output string should consist of
information included in Output Type 1.

3. The TMOVS checks the IUT's output for cotreess by comparing the received results to
known values. The P results should be all zeros.

65



5.1.2.4 Permutation Operation Known Answer Test for Decryption Process

Table 10

TECB Mode

The Permutation Operation Known Answer Test for the Decryption Process
TECB Mode

TMOVS:

IUT:

Initialize KEY1, =KEY2; =KEY 3; =(where i=1..32) = 32 KEY values in Table A.3
If encryption is supported by the IUT:

Send KEY;, KEY,,..., KEY3, (Since all three keys are the same, these K
values represent the values of KEY1, KE'4Ad KEY3.)

If encryption is not supported by the IUT:
Initialize G (where i=1..32) = corresponding C values in Table 3

Send KEY;, C,, KEY,, C,,...,KEY3,, Cs, (The key values represent the
values of KEY1, KEY2, and KEY3.)

If encryption is apported by the IUT:

Initialize G = first value retained from Permutation Operation Known
Answer Test for the Encryption Process

Otherwise, use the first value received from the TMOVS.

FORi=1to 32
{

) li=G
Perform Triple
DES: l; isread into TDEA and is decrypted by DE#sing
KEY3;, resulting in TEMP1

TEMP1 is encrypted by DEAIsing KEY2, resulting in
TEMP2

TEMP?2 is decrypted by DEAusing KEY 1, resulting in
Pi

Send i, KEY (representing KEY1KEY2;, and KEY3J), G, P

KEY1;,; = KEY2,; = KEY3,,,; = corresponding KE}Y;
supplied by TMOVS

If encryption is supported:

66



TMOVS:

Cis1 = corresponding & from output of
Permutation Operation Known Answer Test for th
Encryption Process

else
Ci., = corresponding G, from TMOVS
}
Compare results from each loop with known answers.

Should be P=0000000000000000 for all 32 rounds.

Table 10 illustrates the Permutation Operation Known Answer Test for the TECB Decryption

Process.

1. The TMOVS:

a.

If the IUT supports encryption, the KEY1, KEY2, and KEY3 variables are
initialized with the 32 constant KEY values from Table A.3. If the IUT does not
support encryption, the KEiphertext (KEY¥-C) pairs are initialized with the 32
constant KEYC pairsfrom Table A.3.

NOTE-- KEY1=KEY2=KEY3.

If encryption is supported by the IUT, the 32 KEY values for KEY1, KEY2, and
KEY3 are forwarded using Input Type 10. If encryption is not supported by the IUT,
the 32 KEY-C pairs are forwarded to the IUT usingput Type 9.

2. The IUT should:

a.

If encryption is supported, initialize the C value with the first C value retained from
the Permutation Operation Known Answer Test for the Encryption Process for the
TECB Mode (Section 5.1.1.4). Otherwise, use theVastie received from the
TMOVS.

Perform the following for i = 1 to 32:
1) Set the input block kBqual to the value of,C

2) Using the corresponding KEY,KEY2;, and KEY3values, process |
through the three DEA stages resulting in plaintext Ris nvolves
processing;lthrough the DEA stage DEAn the decrypt state using KEY 3
resulting in intermediate value TEMP1. TEMPL1 is fed directly into the DEA
stage DEAin the encrypt state using KEY 2esulting in intermediate value
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TEMP2. TEMP2 is fed dectly into the DEA stage DEAN the decrypt state
using KEY1, resulting in plaintext P

3) Forward the current values of the loop humber i, KEY (representing KEY1,
KEY2, and KEY3), G and the resulting; B the TMOVS as specified in
Output Type 1.

4) Assign a new value to KEY1, KEY2,,,, and KEY3,, by setting them
equal to the corresponding KEYvalue supplied by the TMOVS.

NOTE -- KEY1=KEY2=KEY3.

5) If encryption is supported, set.Cequal to the corresponding.Cvalue
retained from th&ermutation Operation Known Answer Test for the
Encryption Process for the TECB mode. If encryption is not supported, set
Ci.1 equal to the corresponding.Cvalue supplied by the TMOVS.

NOTE-- The above processing should continue until all 32 KEValues are passed as specified in Input Type 9, or all 32 KEY
values are passed as specified in Input Type 10. The output from the IUT for this test should consist of 32 outpuadrings. E
output string should consist of information included in Output Type 1.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
known values. The P results should be all zeros.
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5.1.2.5 Substitution Table Known Answer Test for the Decryption Process

Table 11

TECB Mode

The Substitution Table Known Answer Test for the Decryption Process
TECB Mode

TMOVS:

IUT:

Perform
Triple DES: | |; isread into TDEA and is decrypted by Df#sing KEY 3,

Initialize KEY1, = KEY2, = KEY3; (Where i=1..19) = 19 KEY values in Table A.4
If encryption is supported by the IUT:

Send KEY;, KEY,,...,KEY;4(Since all three keys are the same, thesesakies
represent the values of KEY1, KEY2, and KEY3.)

If encryption is not supported by the IUT:
Initialize G (where i=1..19) = corresponding C values in Table A.4

Send KEY;, C;, KEY,, C,,...,KEY;q, Ci9(The key values represent the value
of KEY1, KEY2 and KEY3.)

If encryption is supported by the IUT:

Initialize C, = first value retained from the Substitution Table Known Answs
Test for the Encryption Process

Otherwise, use the first value received from the TMOVS.

FORi=1to 19
{

li=G

resulting in TEMP1
TEMP1 is encrypted by DEAISing KEY 2, resulting in TEMP2

TEMP2 is decrypted by DEAusing KEY 1, resulting in P

Send i, KEY;, G, P (where KEY represents the value of KEY1, KEY?2
and KEY3)

KEY1;,, = KEY2,; = KEY3,,; = corresponding KEY; supplied by
TMOVS

If encryption is supported:

Ci,1 = corresponding & from output of Substitution Table Known
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TMOVS:

Answer Test fothe Encryption Process for the TECB mode
else
Ci,1 = corresponding & from TMOVS

Compare results from each loop with known answers. See Table A.4.

As summarized in Table 11, the Substitution Table Known Answer Test for the TECBpimtry
Process is performed as follows:

1. The TMOVS:

a.

If the IUT supports encryption, the KEY1, KEY2, and KEY3 variables are
initialized with the 19 constant KEY values from Table A.4. If the IUT does not
support encryption, the KEiphertext (KEY¥-C) pdrs are initialized with the 19
constant KEYC pairs from Table A.4.

NOTE-- KEY1=KEY2=KEY3.

If encryption is supported by the IUT, the 19 KEY values for KEY1, KEY2, and
KEY3 are forwarded to the IUT using Input Type 10. The 19 KEairs are
forwardel to the IUT using Input Type 9 if encryption is not supported by the IUT.

2. The IUT should:

a.

If encryption is supported, initialize the @lue with the first C value retained from
the Substitution Table Known Answer Test for the Encryption Procetisefd@ ECB
Mode (Section 5.1.1.5). Otherwise, use the first C value received from the TMOVS.

Perform the following for i =1 to 19:
1) Set the input block kBqual to the value of,C

2) Using the corresponding KEY, KEY2,, and KEY3values, process |
through the three DEA stages resulting in plaintexflis involves
processing; lthrough the DEA stage DEAN the decrypt state using KEY 3
resulting in intermediate value TEMP1. TEMP1 is fed directly into the DEA
stage DEAin the encrypt state ugy KEY2, resulting in intermediate value
TEMP2. TEMP2 is fed directly into the DEA stage DHEAthe decrypt state
using KEY1, resulting in plaintext P

3) Forward the current values of the loop number i, KEY (representing KEY1,
KEY2, and KEY3), G andthe resulting Pto the TMOVS as specified in
Output Type 1.
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4) Set KEY1,,, KEY2,,, and KEY3,; equal to the next key supplied by the
TMOVS.

5) If encryption is supported, set.Cequal to the corresponding,Cvalue
retained from the Substitution TlalKknown Answer Test for the Encryption
Process for the TECB mode. If encryption is not supported,.setdlial to
the corresponding;G value supplied by the TMOVS.

NOTE--The above processing should continue until all 19 KE¥airs, as specified imput Type 9, or all 19 KEY values, as
specified in Input Type 10, are processed. The output from the IUT for this test should consist of 19 output stringgpEach ou
string should consist of information included in Output Type 1.

3. The TMOVS checks the U3 output for correctness by comparing the received results to
known values.
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5.1.2.6 Monte Carlo Test for the Decryption Process TECB Mode

Table 12 The Monte Carlo Test for the Decryption Process TECB Mode

Initialize KEY1,, KEY2,, KEY3,, C,
Send KEY 1o, KEY2o, KEY3,, G,

FORi=0TO 399

{
Record i, KEY], KEY2, KEY3, G,
FORj=0TO 9,999
{
Process 1=

Triple DES: | |; isread into TDEA and is decrypted by Dffsing
KEY3;, resulting in TEMP1

TEMPL1is encrypted by DEAusing KEY 2, resulting in

TEMP2
TEMP2 is decrypted by DEAusing KEY 4, resulting in
Pj
Cra=h
}
Record P

Send i, KEY1, KEY2, KEY3;, Gy, P

KEY1,,,= KEY1, ®P,

If (KEY1; and KEY2 are indepedent and KEY3= KEY1,) or (KEYY,,
KEY2;, and KEY 3 are independent),

KEY2;,;= KEY2, & Pj_l
else

KEY2,,= KEY2, ® P,

If (KEY1; =KEY2; =KEY3;) or (KEY], and KEYZ2 are independent and
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KEY3, = KEY1),
KEY3,,= KEY3 ® P,
else
KEY3i.;= KEY3 @ P,
Co=P
}
TMOVS: Check IUT's output for correctness.

As summarized in Table 12, the Monte Carlo Test for the TECB Decryption Process is performed as
follows:

1. The TMOVS:

a. Initializes the KEY parameters KEY1, KEY2, and KEX¥@d the ciphertext C
variables. The C and KEYs consist of 64 bits.

b. Forwards this information to the IUT using Input Type 20.
2. The IUT should perform the following for i = 0 through 399:

a. Record the current values of the output loop number i, KEBEY2;, KEY3;, and
Co.

b. Perform the following for j = 0 through 9999:
1) Set the input block equal to the value of;C

2) Using the corresponding KEYKEY2;, and KEY 3 values, process |
through the three DEA stages resulting in plaintext Ris inwlves
processing; ithrough the DEA stage DEAN the decrypt state using KEY3
resulting in intermediate value TEMP1. TEMP1 is fed directly into the DEA
stage DEAin the encrypt state using KEY 2esulting in intermediate value
TEMP2. TEMP2 is fed diitly into the DEA stage DEAIn the decrypt state
using KEY, resulting in plaintext;P

3) Prepare for loop j+1 by assigning Qwith the current value of;P

c. Record P
d. Forward all recorded information for this loop, as specified in Output Tyethe t
TMOVS.
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e. Assign new values to the KEY parameters, KEY1, KEY2, and KEY3 in preparation
for the next outer loop. Note j = 9999.

The new KEY1,, should be calculated by exclusi@Ring the current KEY,with
the R.

The new KEYZ2,, calculation is bagkon the values of the keys. . If KEYdnd
KEY2; are independent and KEY3 KEY1,;, or KEY1, KEY2, and KEY3are
independent, the new KEY,2 should be calculated by exclusi@Ring the current
KEY2; with the ;. If KEY1,=KEY2,=KEY3,, the new KEY2, should be
calculated by exclusiv®Ring the current KEY2vith the R.

The new KEY 3, calculation is also based on the values of the keys. If KEY1
KEY2;, and KEY 3 are independent, the new KEY;3hould be calculated by
exclusiveORing the currenKEY3; with the R,. If KEY1; and KEYZ are
independent and KEY3 KEY1,, or if KEY1,=KEY2,=KEY3;, the new KEY3;
should be calculated by exclusi@Ring the current KEY;3with the R.

f. Assign a new value to C in preparation for the next output {Goghould be
assigned the value of the currept Rote j = 9999.

NOTE -- the new C should be denoted ast@€be used for the first pass through the inner loop when j=0.

NOTE -- The output from the IUT for this test should consist of 400 output strisgch output string should consist of
information included in Output Type 5.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
known values.
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5.2  Cipher Block Chaining (TCBC) Mode

The IUTs which implement the Ciphetdgk Chaining (TCBC) mode are validated by successfully
completing a series of Known Answer tests and Monte Carlo tests corresponding to the
cryptographic processes allowed by the IUT.

5.2.1 Encryption Process

The process of validating an IUT which impients the TCBC mode of operation in the encryption
process should involve the successful completion of the following six tests:

1. The Variable Plaintext Known Answer TeSiCBC mode

2. The Inverse Permutation Known Answer T€8CBC mode

3. The Varable Key Known Answer Test for the Encryption ProedsSBC mode

4, The Permutation Operation Known Answer Test for the Encryption Prot€&BC mode
5. The Substitution Table Known Answer Test for the Encryption Pre@&S8C mode

6. The Monte Carld est for the Encryption Proces§CBC mode

An explanation of the tests follows.
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5211 The Variable Plaintext Known Answer Test- TCBC Mode

Table 13 The Variable Plaintext Known Answer Test- TCBC Mode

TMOVS: Initialize KEYs: KEY1=KEY2=KEY3=010010101010101 (odd parit
set)

IV = 0000000000000000
P, = 8000000000000000
Send KEY (representing KEY1, KEY2, and KEY3), IV, P

IUT: FORi=1to 64

{

Perform |I1=RP®IV
Triple
DES: l; is read into TDEA and is encrypted by DE#singKEY1,
resulting in TEMP1

TEMPL1 is decrypted by DEAusing KEY2, resulting in TEMP2

TEMP?2 is encrypted by DEAusing KEY 3, resulting in C

Send i, KEY (representing KEY1, KEY2, and KEY3), I\, &
P, = basis vector where single "1" m8tin position i+1

}

TMOVS: Compare results from each loop with known answers. See Table A.1.

Table 13 illustrates the Variable Plaintext Known Answer Test for the TCBC mode of operation.

1. The TMOVS:

a. Initializes the KEY parameters KEY1, K2Y and KEY3 to the constant
hexadecimal value 0 with odd parity set, i.e., KEEAKEY 2;,.,=KEY 3,,,,=01 01 01
0101 010101.

b. Initializes the 64bit IV parameter to the constant hexadecimal value 0, i.g.,3V
00 00 00 00 00 00 00 00.

C. Initializes the 64bit plaintext R to the basis vector containing a"1" in the first bit
position and "0" in the following 63 positions, i.e;,,R= 10000000 00000000
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d.

00000000 00000000 00000000 00000000 00000000 00000000. The equivalent of
this value in hexadecimabtation is 80 00 00 00 00 00 00 00.

Forwards this information to the IUT using Input Type 2.

2. The IUT should perform the following for i=1 through 64:

a.

b.

Calculate the input block by exclusiveORing R with 1V.

Process;lthrough the three DEAa&ges resulting in ciphertext.d his involves
processing; lthrough the first DEA stage, denoted DE/ the encrypt state using
KEY1, resulting in intermediate value TEMP1. TEMP1 is fed directly into the
second DEA stage, denoted DE A the decrypttate using KEY2, resulting in
intermediate value TEMP2. TEMP2 is fed directly into the third DEA stage, denoted
DEA;, in the encrypt state using KEY 3, resulting in ciphertext C

Forward the current values of the loop number i, KEY (representing KEFFY 2K
and KEY3), IV, R, and the resulting ;@ the TMOVS as specified in Output Type
2.

Retain Gfor use with the Inverse Permutation Known Answer Test for the TCBC
Mode (Section 5.2.1.2 ), and, if the IUT supports the decryption process, for use with
the Variable Ciphertext Known Answer Test for the TCBC Mode (Section 5.2.2.1).

Assign a new value tg,R by setting it equal to the value of a basis vector with a "1"
bit in position i+1, where i +1=2,...,64.

NOTE -- This continues until every posggtbasis vector has been represented by the P, i.e., 64 times. The output from the IUT
should consist of 64 output strings. Each output string should consist of information included in Output Type 2.

3. The TMOVS checks the IUT's output for correctnessdiyparing the received results to
the known values found in Table A.1.
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521.2 The Inverse Permutation Known Answer- TCBC Mode

Table 14 The Inverse Permutation Known Answer Test TCBC Mode

TMOVS: Initialize KEYs: KEY1=KEY2=KEY3=01010101010101(bdd parity
set)

[V =0000000000000000

P. (where i=1..64) = 64 C values from the Variable Plainte
Known Answer Test

Send KEY (representing KEY1, KEY2, and KEY3), IV,P.,.R4
IUT: FORi =1to 64
{
Perform |!i=R®IV
Brll—:%e l;is re_ad !nto TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP1
TEMPL1 is decrypted by DEAusing KEY2, resulting in TEMP2
TEMP2 is encrypted by DEAusing KEY 3, resulting in C
Send i, KEY (representing KEY1, KEY2, KEY3), IV,, &
P, = corresponding & from TMOVS
}

TMOVS: Compare results from each loop with known answers.

Should be the set of basis vectors.

Table 14 illustrates the Inverse Permutation Known Answer Test for the TCBC mode of operation.
1. The TMOVS:

a Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant
hexadecimal value 0 with odd parity set, i.e., KEEKEY 2;,.,=KEY3,,=01 01 01
01 01 0101 01.

NOTE -- the significant bits are set to "0" and the parity bits are set to "1" to malkeauitly.
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d.

Initializes the 64pit IV parameter to the constant hexadecimal value 0, i.g,, ¥V
00 00 00 00 00 00 00 00.

Initializes the 64pit plaintext R(where i=1..64) to the @esults obtained from the
Variable Plaintext Known Answer Test.

Forwards this information to the IUT using Input Type 5.

2. The IUT should perform the following for i=1 through 64:

a.

b.

Calculate the input block Iby exclusiveORing R with IV.

Process;lthrough the three DEA stages resulting in ciphertext Risinvolves
processing; lthrough the first DEA stage, denoted DE/ the encrypt state using
KEY1, resulting in intermediate value TEMP1. TEMPL1 is fed directly into the
second DEA stage, denoted DEA the decrypt state using KEY2, resulting in
intermedate value TEMP2. TEMP?2 is fed directly into the third DEA stage, denoted
DEA;, in the encrypt state using KEY 3, resulting in ciphertext C

Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
and KEY3), IV, R, and the resulig G to the TMOVS as specified in Output Type
2.

Assign a new value tg,R by setting it equal to the corresponding output from the
TMOVS.

NOTE -- The output from the IUT should consist of 64 output strings. Each output string should consistdtiofoincluded

in Output Type 2.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
known values. The C values should be the set of basis vectors.
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5.2.1.3 The Variable Key Known Answer Test for the Encryption Proces -

TCBC Mode
Table 15 The Variable Key Known Ansvxéer Test for the Encryption Process TCBC
Mode
TMOVS: Initialize KEY : KEY1, = KEY2, = KEY3, =8001010101010101 (odd
parity set)

IV =0000000000000000
P = 0000000000000000
Send KEY, (representing EY1,, KEY2,, and KEY3), IV, P
IUT: FORi=11to064

{

IF (imod 8= 0) {process every bit except parity bits}

{

i=P®IV
Perform
Triple DES: | |; is read into TDEA and is encrypted by DEAsing
KEY1,, resulting in TEMP1

TEMPL1is decrypted by DEAusing KEY 2, resulting in
TEMP2

TEMP2 is encrypted by DEAusing KEY 3, resulting in
G

Send i, KEY (representing KEY1KEY2, and KEY3J), IV, P,
G

KEY1,,,; = KEY2,; = KEY3,,; = vector consisting of "0" in
every sgnificant bit position except for a single "1" bit in
position i+1.

NOTE-- that parity bits are "0" or "1" to make the KEYs odd patrity.

}

TMOVS: Compare results of the 56 encryptions with known answers.
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Use Table A.2.

As summarized in Tabl15, the Variable Key Known Answer Test for the TCBC Encryption
Process is performed as follows:

1. The TMOVS:

a. Initializes the KEY parameters KEY,JKEY2;, and KEY3 to contain "0" in
every significant bit except for a "1" in the first position, itlkee, 64bit
KEY1, ;= KEY2; ;= KEY3; ;= 10000000 00000001 00000001
00000001 00000001 00000001 00000001 00000001. The equivalent of
this value in hexadecimal notation is 80 01 01 01 01 01 01 01.

NOTE -- the parity bits are set to "0" or "1" to getdparity.

b. Initializes the 64bit IV parameter to the constant hexadecimal value 0, i.g, 3V
00 00 00 00 00 00 00 00.

C. Initializes the 64pit plaintext P to the value of 0, i.e.f= 00 00 00 00 00 00 00
00.
d. Forwards this information to tH&)T using Input Type 2.

2. The IUT should perform the following for i = 1 to 56:
NOTE-- 56 is the number of significant bits in a TDES key.

a. Calculate the input block Iby exclusiveORing P with 1V,

b. Using the corresponding KEY, KEY?2,, and KEY 3 parameters, processhrough
the three DEA stages resulting in ciphertextT@is involves processingthrough
the first DEA stage, denoted DEAN the encrypt state using KEY tesulting in
intermediate value TEMP1. TEMP1 is fed directly intosbeond DEA stage,
denoted DEA, in the decrypt state using KEY 2esulting in intermediate value
TEMP2. TEMP2 is fed directly into the third DEA stage, denoted DE#Athe
encrypt state using KEY,3esulting in ciphertext,C

C. Forward the current vaéis of the loop number i, KEYrepresenting KEY1KEY2,,
and KEY3)), IV, P, and the resulting; @ the TMOVS as specified in Output Type
2.

d. If the IUT supports the decryption process, retaifoCuse with the Variable KEY

Known Answer Test for thBecryption Process for the TCBC Mode (Section
5.2.2.3).
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e. Set KEY1,,, KEY2,;, and KEY3,;, equal to the vector consisting of "0" in every
significant bit position except for a single "1" bit in position i+1. The parity bits may
contain "1" or "0" tanake odd parity.

NOTE-- The above processing continues until every significant basis vector has been represented by the KEY parameter. The
output from the IUT for this test should consist of 56 output strings. Each output string should consist ofiorfanciatied in
Output Type 2.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.2.
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5.2.1.4 Permutation Operation Known Answer Test for the Encryption
Process TCBC Mode

Table 16 The Permutation Operation Known Answer Test for the Encryption Process
TCBC Mode

TMOVS: Initialize KEY1, = KEY2 = KEY3; (where i=1..32) =32 KEY values in
Table A.3

IV =0000000000000000
P =0000000000000000

Send P, IV, KEY,, KEY,,...,KEY3, (Since all three keys are the same,
these key values represent the values of KEY1, KEY2 and KEY
IUT: FORi=11t032
{

li=P&®IV
Perform Triple
DES: l; is read into TDEA and is encrypted by DE#sing KEY 1,
resulting in TEMP1

TEMPL1 is derypted by DEA using KEY2, resulting in
TEMP2

TEMPZ2 is encrypted by DEAUsing KEY 3, resulting in €

Send i, KEY (representing KEY1KEY2, and KEY3J), IV, P, G
KEY1,, = KEY2,, = KEY3;,; = KEY,; from TMOVS

}

TMOVS: Compare resultwith known answers. Use Table A.3.

Table 16 illustrates the Permutation Operation Known Answer Test for the TCBC Encryption
Process.

1. The TMOVS:

a. Initializes the KEY1, KEY2, and KEY 3 variables with the 32 constant KEY values
from Table A.3.

b. Initializes the 64bit IV parameter to the constant hexadecimal value 0, i.g, ¥V
00 00 00 00 00 00 00 00.
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C. Initializes the plaintext P to the value of 0, i.#00 00 00 00 00 00 00 00.
d. Forwards this information to the IUT using Input Type 8.

2. The IUT should perform the following for i = 1 to 32:
a. Calculate the input block by exclusiveORing P with IV.

b. Using the corresponding KEY, KEY?2;, and KEY3values, processthrough the
three DEA stages resulting in ciphertext This involvesprocessing; ithrough the
first DEA stage, denoted DEAIn the encrypt state using KEY tesulting in
intermediate value TEMP1. TEMP1 is fed directly into the second DEA stage,
denoted DEA, in the decrypt state using KEY Pesulting in intermediate rge
TEMP2. TEMP2 is fed directly into the third DEA stage, denoted DEAhe
encrypt state using KEY,3esulting in ciphertext,C

C. Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
and KEY3), IV, P, and the resulting 6 the TMOVS as specified in Output Type
2.

d. If the IUT supports the decryption process, retaifoCuse with the Permutation

Operation Known Answer Test for the Decryption Process for the TCBC mode
(Section 5.2.2.4).

e. Set KEY1,,, KEY2,,, and KEY3,; equal to the next key supplied by the TMOVS.

NOTE -- The above processing should continue until all 32 KEY values are processed. The output from the IUT for this test
should consist of 32 output strings. Each output string should consist of inforimaticsed in Output Type 2.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.3.
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5.2.1.5 Substitution Table Known Answer Test for the Encryption Process

TCBC Mode
Table 17 The Substitution Table Known Answer Test for the Encryption Process
TCBC Mode
TMOVS: Initialize KEY1, = KEY2, = KEY3;(where i=1..19) = 19 KEY values in Table

A4
P, (where i=1..19) = 19 corresponding P values in Table A.4

IV = 0000000000000000

Send IV, 19, KEY;, P, KEY,, P,...,KEY 4, Pio(Since all three keys are the
same, these key values represent the values of KEY1, KEY2 and
KEY3.)
IUT: FORi=11t019
{
i=RP®IV
Perform

Triple DES: | I;is read into TDEA and is encrypted by DEASIngKEY 1;,
resulting in TEMP1

TEMPL is decrypted by DEAusing KEY2, resulting in TEMP2

TEMP2 is encrypted by DEAusing KEY 3, resulting in ¢

Send i, KEY (representing KEY,1KEY2;, and KEY3J), IV, B, G
KEY1,, = KEY2,; = KEY3,, = KEY,,; from TMOVS
P, = corresponding;B from TMOVS

}

TMOVS: Compare results from each loop with known answers. Use Table A.4.

As summarized in Table 17, the Substitution Table Known Answer Test for the TCBC Encryption
Process is performed as follsw

1. The TMOVS:

a. Initializes the KE¥plaintext (KEY-P) pairs with the 19 constant KEFY values
from Table A.4. The KEY value indicates the value of KEY1, KEY2, and KEY3,
i.e., KEY1=KEY2=KEY3.
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b.

C.

Initializes the 64bit IV parameter to the constant hexeid®al value 0, i.e., V.=
00 00 00 00 00 00 00 00.

Forwards this information to the IUT using Input Type 11.

2. The IUT should perform the following for i = 1 to 19:

a.

b.

e.

f.

Calculate the input block by exclusiveORing R with 1V.

Using the correspaling KEY 1, KEY2;, and KEY3values, processthrough the
three DEA stages resulting in ciphertext This involves processingthrough the
first DEA stage, denoted DEAIn the encrypt state using KEY tesulting in
intermediate value TEMP1. TEMR4 fed directly into the second DEA stage,
denoted DEA, in the decrypt state using KEY Pesulting in intermediate value
TEMP2. TEMP2 is fed directly into the third DEA stage, denoted DEAhe
encrypt state using KEY,3esulting in ciphertext,C

Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
and KEY3), IV, R, and the resulting ;@ the TMOVS as specified in Output Type
2.

If the IUT supports the decryption process, retaifoCuse with the Substitution
Table Known Answer Test for the Decryption Process for the TCBC mode (Section
5.2.2.5).

Set KEY1,,, KEY2,,, and KEY3,, equal to the KEY/; supplied by the TMOVS.

Set R,; equal to the corresponding Pvalue supplied by the TMOVS.

NOTE -- The above pcessing should continue until all 19 KEYpairs are processed. The output from the IUT for this test
should consist of 19 output strings. Each output string should consist of information included in Output Type 2.

3. The TMOVS checks the IUT's output focorrectness by comparing the received results to
the known values found in Table A.4.
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5.2.1.6 Monte Carlo Test for the Encryption Process TCBC Mode

Table 18 The Monte Carlo Test for the Encryption Process TCBC Mode

TMOVS:  Initialize KEY1,, KEY2,, KEY3,, IV, P,

Send KEY1,, KEY2o, KEY3,, IV, P,

FORi=0TO 399

{
If (i==0) CV, = IV
Record i, KEY1, KEY2;, KEY3;,, CV,, P,
FORj=0TO 9,999
{
i =R®CV,
Process

Triple DES: | I;is read into TDEA and is encrypted b¥B; using
KEY1,, resulting in TEMP1

TEMPL1 is decrypted by DEAusing KEY 2, resulting in
TEMP2

TEMP2 is encrypted by DEAusing KEY3, resulting in ¢

IF j=0
P = CVo
ELSE
P1=Ga
CVir= G
}
Record €

Send i, KEY3, KEY2, KEY3;, CV,, P, G
KEY1,; = KEYL ® C

IF (KEY1, and KEY2 are independent and KEY3 KEY1,) or (KEY1,
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KEY2;, and KEY3 are independent)
KEY2,,= KEY2; ® C,

ELSE
KEY2,,= KEY2, & C,

IF (KEY1= KEY2=KEY3) or (KEY], and KEY2 are independent and
KEY3; = KEY1)

KEY3.,= KEY3 @ C,
ELSE
KEY3..,= KEY3 ® C;,
P =Gy
CVo=G
}
TMOVS: Check IUT's output for correctness.

As summarized in Table 18, the Monte Carlo Test for the TEBE&yption Process is performed as
follows:

1. The TMOVS:

a. Initializes the KEY parameters KEY1, KEY2, and KEY 3, the initialization vector
IV, and the plaintext P variables. The P, 1V, and KEY's consist of 64 bits each.

b. Forwards this information to tH&JT using Input Type 21.
2. The IUT should perform the following for i = 0 through 399:

a. If i=0 (if this is the first time through this loop), set the chaining valug €&Mal to
the IV.

b. Record the current values of the output loop number i, KBYY 2;, KEY3;, CV,,
and R.

C. Perform the following for j = 0 through 9999:

1) Calculate the input block Iby exclusiveORing R with CV,.
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2)

3)

Using the corresponding KEYKEY2;, and KEY3values, process |

through the three DEA stages resulting in cighar€G. This involves
processing; through the first DEA stage, denoted DE# the encrypt state
using KEY1, resulting in intermediate value TEMP1. TEMP1 is fed directly
into the second DEA stage, denoted DHA the decrypt state using KEY2
resultng in intermediate value TEMP2. TEMP?2 is fed directly into the third
DEA stage, denoted DEAIn the encrypt state using KEY Besulting in
ciphertext G

Prepare for loop j+1 by doing the following:

a) If the inner loop being processed in the ficgiy, i.e., j=0, assign.p
with the current value of GV Otherwise, assign,k with the Cfrom
the previous inner cycle, C

b) Assign CV,; with the current value of,C

Record the C

Forward all recorded information from this loop, as spediin Output Type 6, to
the TMOVS.

In preparation for the next outer loop (Note j = 9999):

1)

2)

Assign new values to the KEY parameters, KEY1, KEY2, and KEY3 in
preparation for the next outer loop.

The new KEY1,; should be calculated by exclusi@Ringthe
current KEY1 with the G.

The new KEY 2, calculation is based on the values of the keys. If
KEY1,; and KEYZ2 are independent and KEY3 KEY1;, or KEY1;, KEY2,
and KEY3 are independent, the new KEY;Zhould be calculated by
exclusiveORing thecurrent KEY2 with the G;. If KEY1=KEY2;=KEY3,,
the new KEY?2,; should be calculated by exclusi@Ring the current KEY;2
with the G.

The new KEY3; calculation is also based on the values of the keys.
If KEY1;, KEY2, and KEY3are independenthe new KEY 3, should be
calculated by exclusiv®Ring the current KEY3vith the G.,. If KEY1; and
KEY2; are independent and KEY3 KEY1,, or if KEY1,=KEY2,=KEY3;,
the new KEY 3 should be calculated by exclusi@Ring the current KEY;3
with the G.

Assign a new value tg,fh preparation for the next output loop.9hould be
assigned the value of.C
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NOTE -- the new P should be denoted gsdPbe used for the first pass through the inner loop when
j=0.

3) Assign a new value to G\in prepaation for the next outer loop. G¢hould
be assigned the value of C

NOTE -- the new CV should be denoted asd@¥cause this value is used for the first pass through
the inner loop when j=0.

NOTE-- The output from the IUT for this test should consfs4@0 output strings. Each output string should consist of
information included in Output Type 6.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values.
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5.2.2 Decryption Process

The process of validatinan IUT for the TCBC mode which implements the decryption process
involves the successful completion of the following six tests:

1.

2.

o o

The Variable Ciphertext Known Answer Te§iICBC mode

The Initial Permutation Known Answer TesECBC mode

The Vaiable Key Known Answer Test for the Decryption ProceBEBC mode

The Permutation Operation Known Answer Test for the Decryption Pro€€&8C mode
The Substitution Table Known Answer Test for the Decryption PreGgS8C mode

The Monte Cdo Test for the Decryption ProcessCBC mode

An explanation of the tests follows.
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5.2.2.1 The Variable Ciphertext Known Answer Test- TCBC Mode

Table 19 The Variable Ciphertext Known Answer Test- TCBC Mode

TMOVS: Initialize KEYs: KEY1 =KEY2 = KEY3=0101010101010101 (odd
parity set)

vV = 0000000000000000
If encryption is supported by the IUT:
Send KEY (representing KEY1, KEY2, and KEY3), IV
If encryption is not supported by the IUT:
Initialize  C; (where i=1..64) = C values in Table A.1
Send KEY (representing KEY1, KEYZ2, and KEY3), IV,,CC,,...,Gua
IUT: If encryption is supported
Initialize C,= first value from output of Variable Plaintext Known Answer T¢

Otherwise, use the first value received from the TMOVS.

FORi=1to 64
{
Perform | 117G
Eré%e l; is read into TDEA and is decrypted by Dfsing KEY 3,

resulting in TEMP1
TEMP1 is encrypted by DEAISing KEY 2, resulting in TEMP2
TEMP2 is decrypted by DEAusing KEY 1, resulting in ©

P=0®IV

Send i, KEY (representing KEY1, KEY2, and KEY3), IV, €
If encryption is supported:

Ci,1 = corresponding & from output of Variable Plaintext Known
Answer Test

else
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Ci,1 = corresponding & value from TMOVS
}

TMOVS: Compae results from each loop with known answers. Should be the set of basig
vectors.

Table 19 illustrates the Variable Ciphertext Known Answer Test for the TCBC mode of operation.
1. The TMOVS:

a. Initializes the KEY parameters KEY1, KEY2, and KEY3 to tbestant
hexadecimal value O with odd parity set, i.e., KEEKEY 2;,.,=KEY3,,,,=01 01 01
01 010101 01.

b. Initializes the 64bit IV parameter to the constant hexadecimal value 0, i.g, 3V
00 00 00 00 00 00 00 00.
C. If the IUT does not support enciygn, the 64 constant ciphertext values are

initialized with the 64 constant C values from Table A.1.

d. If encryption is supported by the IUT, the KEYs and the IV are forwarded to the
IUT, as specified in Input Type 6. If encryption is not supportedcheyWT, the
KEYs, the IV, and 64 C values are forwarded to the IUT using Input Type 5.

2. The IUT should:

a. If encryption is supported, initialize the C value with the first C value retained from
the Variable Plaintext Known Answer Test for the TCBC M(fslection 5.2.1.1).
Otherwise, use the first value received from the TMOVS.

b. Perform the following for i=1 through 64:
1) Set the input block kBqual to the value of,C

2) Process; lthrough the three DEA stages resulting in the output blecK s
involves processing through the DEA stage DEAIn the decrypt state
using KEY 3, resulting in intermediate value TEMP1. TEMP1 is fed directly
into the DEA stage DEA in the encrypt state using KEY2, resulting in
intermediate value TEMP2. TEMP2 is fedetitly into the DEA stage
DEA,, in the decrypt state using KEY1, resulting in output block O

3) Calculate the plaintext; By exclusiveORing Q with V.

4) Forward the current values of the loop number i, KEY (representing KEY1,
KEY2, and KEY3), IV, G, and the resulting;o the TMOVS as specified in
Output Type 2.
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5) Retain Rfor use with the Initial Permutation Known Answer Test for the
TCBC Mode (Section 5.2.2.2).

6) If encryption is supported, set.Cequal to the corresponding output from the
Variable Plaintext Known Answer Test for the TCBC mode. If encryption is
not supported, assign a new value g By setting it equal to the
corresponding ¢, value supplied by the TMOVS.

NOTE -- The output from the IUT for this test should consist of 6¢potistrings. Each output string should consist of
information included in Output Type 2.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values. The P results should be the set of basis vectors.
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5222 The Initial Permutation Known Answer Test - TCBC Mode

Table 20 The Initial Permutation Known Answer Test - TCBC Mode

TMOVS:

IUT:

TMOVS:

Initialize KEYs: KEY1 = KEY2 = KEY3 =0101010101010101 (odd parity
IV = 0000000000000000

Ci (where i=1..64) = 64 P vadis from Variable Ciphertext Known
Answer Test

Send KEY (representing KEY1, KEY2, and KEY3), IV,,CCq,
FORi=1to 64
{
Perform | 1= G
Eré%e l; is read into TDEA and is decrypted by DE#sing KEY 3, resulting
' in TEMP1

TEMP1 isencrypted by DEAusing KEY2, resulting in TEMP2
TEMP?2 is decrypted by DEAUSing KEY1, resulting in O

P=0®IV

Send i, KEY (representing KEY1, KEY2, and KEY3), IV, €

Ci,1 = corresponding & value from TMOVS

}

Compare results from each loop with known answers.

Table 20 illustrates the Initial Permutation Known Answer Test for the TCBC mode of operation.

1. The TMOVS:

a.

Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant
hexadecimal value 0 with ddparity set, i.e., KEYLEKEY 2., =KEY3,,=01 01 01
01 01 0101 01.

Initializes the 64bit IV parameter to the constant hexadecimal value 0, i.g,, ¥V
00 00 00 00 00 00 00 00.
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c Initializes the 64 C values with the 64 P values obtained from thabla
Ciphertext Known Answer Test.

d. Forwards the KEY (representing KEY1, KEY2, and KEY3), IV, and the 64 C
values to the IUT using Input Type 5.

2. The IUT should perform the following for i=1 through 64:
a. Set the input block bBqual to the value @;.

b. Process;lthrough the three DEA stages resulting in the output blocKlis
involves processing through the DEA stageDEAN the decrypt state using KEY 3,
resulting in intermediate value TEMP1. TEMP1 is fed directly into the DEA stage
DEA, in the encrypt state using KEY2, resulting in intermediate value TEMP2.
TEMP?2 is fed directly into the DEA stage DE& the decrypt state using KEY1,
resulting in Q.

C. Calculate the plaintext; By exclusiveORing Q with V.

d. Forward the current valsef the loop number i, KEY (representing KEY1, KEY2,
and KEY3), IV, G, and the resulting; o the TMOVS as specified in Output Type
2.

e. Set G, equal to the corresponding,Cvalue supplied by the TMOVS.

NOTE-- The output from the IUT should consef 64 output strings. Each output string should consist of information included
in Output Type 2.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values.
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5.2.2.3 The Variable Key Known Answer Test forthe Decryption Process

TCBC Mode
Table 21 The Variable Key Known Ansvxéer Test for the Decryption Process TCBC
Mode
TMOVS: Initialize KEYs: KEY1, = KEY2, = KEY3,; = 8001010101010101 (odd

parity set)
[\V=0000000000000000
If encryption is supported by¢ IUT:
Send KEY , (representing KEY4, KEY2,, and KEY3), IV

If encryption is not supported by the IUT:

Initialize C; values (where i=1..56): C valuesin Table A.2

Send KEY, (representing KEY4, KEY2,, and KEY3), IV, C;, C,,..., Gg
IUT: If encryption is supported by the IUT:

Initialize C, = first value from output of Variable Key Known Answer Test fi

the Encryption Process
Otherwise, use the first value received from the TMOVS.
FORi=1to064
{

IF (i mod 8% 0) {process every bexcept parity bits}

{

Perform li=G

'I[')rllzpsle l; is read into TDEA and is decrypted by Dfssing KEY 3,
: resulting in TEMP1

TEMPL1 is encrypted by DEAusing KEY2, resulting in TEMP2
TEMP2 is decrypted by DEAusing KEY 1, resulthg in Q

P=0®IV

Send i, KEY (representing KEY,1KEY2,, and KEY3J), IV, C, R
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TMOVS:

KEY1,, = KEY2,, = KEY3,,; = vector consisting of "0" in every
significant bit position except for a single "1" bit in the 4gbsition.
NOTE -- odd parity is set.

If encryption is supported by the IUT:

Ci,1 = corresponding & from output of Variable Key Known
Answer Test for the Encryption Process

else

Ci,1 = corresponding & value from TMOVS

}

Conpare results of the 56 decryptions with known answers.

Should be P=0000000000000000 for all 56 rounds.

Table 21 illustrates the Variable Key Known Answer Test for the TCBC Decryption Process.

1. The TMOVS:

a.

Initializes the KEY parameters KEY,JKEY?2,, and KEY 3 to contain "0" in every
significant bit except for a "1" in the first position, i.e., thel®dKEY 1, ;= KEY2;

pin= KEY3; ;= 10000000 00000001 00000001 00000001 00000001 00000001
00000001 00000001. The equivalent of this value in hexadéammation is 80 01
010101010101.

NOTE -- the parity bits are set to "0" or "1" to get odd parity.

Initializes the 64bit IV parameter to the constant hexadecimal value 0, i.g,,#V
00 00 00 00 00 00 00 00.

If the IUT does not support enygtion, the Gvalues are initialized with the 56
constant C values from Table A.2.

If encryption is not supported by the IUT, the KEY (representing KEY1, KEY2, and
KEY3), IV, and the 56 C values are forwarded to the IUT, as specified in Input Type
5. Otherwise, the KEY1, KEY2, KEY3, and IV are forwarded to the IUT, as
specified in Input Type 6.

2. The IUT should:
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a. If encryption is supported, initialize thg @alue with the first C value retained from
the Variable KEY Known Answer Test for the Endigp Process for the TCBC
Mode (Section 5.2.1.3). Otherwise, use the first value received from the TMOVS.

b. Perform the following for i = 1 to 56:

NOTE-- 56 is the number of significant bits in a TDES key.
1) Set the input block kBqual to the value @;.

2) Using the corresponding KEY, KEY2,, and KEY 3 parameters, process |
through the three DEA stages resulting in the output blecklis involves
processing; lthrough the DEA stage DEAN the decrypt state using KEY 3
resulting in intermediatealue TEMP1. TEMPL is fed directly into the DEA
stage DEAn the encrypt state using KEY 2esulting in intermediate value
TEMP2. TEMP2 is fed directly into the DEA stage DEAthe decrypt state
using KEY1, resulting in Q

3) Calculate the plaintex® by exclusiveORing Q with V.

4) Forward the current values of the loop number i, KE&presenting KEY;1
KEY2;, and KEY3J), IV, C;, and the resulting; B the TMOVS as specified
in Output Type 2.

5) Set KEY1,,, KEY2,;, and KEY3,,, equal tohe vector consisting of "0" in
every significant bit position except for a single "1" bit in position i+1. The
parity bits may contain "1" or "0" to make odd parity.

NOTE-- KEY1;; = KEY2,; = KEY3.;.

6) If encryption is supported, set,Cequal tathe corresponding;G value
retained from the Variable Key Known Answer Test for the Encryption
Process for TCBC mode. If encryption is not supported by the IUT;,set C
equal to the corresponding,Cvalue supplied by the TMOVS.

NOTE -- The output fronthe IUT for this test should consist of 56 output strings. Each output string should consist of
information included in Output Type 2.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values. The P remushould be all zeros.

5.2.2.4 Permutation Operation Known Answer Test for Decryption Process
TCBC Mode
Table 22 The Permutation Operation Known Answer Test for the Decryption Process
TCBC Mode
TMOVS: Initialize KEY1; = KEY2 = KEY3; (where i=1..32F 32 KEY values in Tablgq

A3
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IUT:

If encryption is supported by the IUT:

Send

If encryption not suppaoetd by the IUT:

Initialize

Send

If encryption is supported by the IUT:

Initialize

Otherwise, use the first value received from the TMOVS.

IV =0000000000000000

IV, KEY 1, KEY,,...,KEY3, (Since all three keys are the same, thes
key values represent the values of KEY1, KEY2, and KEY3.)

Ci (where i=1..32) = corresponding C values in Table A.3

IV, KEY,, C, KEY,, C,,...,KEY3,, Cs, (The key values represent th
values of KEY1, KEY2, and KEY3.)

C, =first value retained from Permutation Operation Known Ansy
Test for the Encryption Process

FORi=11t032
{
perform |i=G
'Igrllzpsle l; is read into TDEA and is decrypted by DE4sing KEY3, resulting

in TEMP1
TEMPL1 is encrypted by DEAising KEY2, resulting in TEMP2
TEMP2 is decrypted by DEAIsing KEY 1, resulting in @

P=0®IV

Send i, KEY (representing KEY,1KEY2, and KEY?J), IV, C, P

KEY1,,; =KEY2,,; = KEY3,,; = corresponding KEY; supplied by
TMOVS

If encryption is supported:

Ci,1 = corresponding & from output of Permutation Operation Know
Answer Test for the Encryption Process

else
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TMOVS:

Ci,1 = corresponding & from TMOVS
}

Compare results from each loop with known answers.

Should be P=0000000000000000 for all 32 rounds.

Table 22 illustrates the Permutation Operation Known Answer Test for the TCBC Decryption

Process.

1. The TMOVS:

a.

If the IUT supports encryn, the KEY1, KEY2, and KEY3 variables are
initialized with the 32 constant KEY values from Table A.3. If the IUT does not
support encryption, the KE¥iphertext (KEY¥-C) pairs are initialized with the 32
constant KEYC pairs from Table A.3.

NOTE -- KEY1=KEY2=KEY3.

Initializes the 64bit IV parameter to the constant hexadecimal value 0, i.g,, ¥V
00 00 00 00 00 00 00 00.

If encryption is supported by the IUT, the 32 KEY values for KEY1, KEYZ2, and
KEY3, and the IV value are forwarded to the 1U3ing Input Type 12. If encryption

is not supported by the IUT, the 32 KEY and C pairs and the IV value are forwarded
to the IUT using Input Type 11.

2. The IUT should:

a.

If encryption is supported, initialize the ¥alue with the first C value retainédm

the Permutation Operation Known Answer Test for the Encryption Process for the
TCBC Mode (Section 5.2.1.4). Otherwise, use the first value received from the
TMOVS.

Perform the following for i = 1 to 32:
1) Set the input block kqual to the valuef C.

2) Using the corresponding KEY,KEY2;, and KEY3values, process |
through the three DEA stages resulting in output blocK Qs involves
processing; lthrough the DEA stage DEAN the decrypt state using KEY 3
resulting in intermediate valuUeEMP1. TEMP1 is fed directly into the DEA
stage DEAin the encrypt state using KEY 2esulting in intermediate value
TEMP2. TEMP2 is fed directly into the DEA stage DEAthe decrypt state
using KEY1, resulting in Q
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3) Calculate the plaintext; By exclusiveORing Q with IV.

4) Forward the current values of the loop number i, KEY (representing KEY1,
KEY2, and KEY3), IV, G, and the resulting; o the TMOVS as specified in
Output Type 2.

5) Assign a new value to KEYJ1, KEY2,,,, and KEY3,, by seting them
equal to the corresponding KEYvalue supplied by the TMOVS.

NOTE -- KEY1=KEY2=KEY3.

6) If encryption is supported, set,Cequal to the corresponding,Cvalue
retained from the Permutation Operation Known Answer Test for the
EncryptionProcess for the TCBC mode. If encryption is not supported, set
Ci.1 equal to the corresponding.Cvalue supplied by the TMOVS.

NOTE-- The above processing should continue until all 32 KEVYalues are passed as specified in Input Type 11, or all 32 KEY
values are passed as specified in Input Type 12. The output from the IUT for this test should consist of 32 outpuadrings. E
output string should consist of information included in Output Type 2.

3. The TMOVS checks the IUT's output for correctnessdiyparing the received results to
the known values. The P results should be all zeros.
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5.2.2.5 Substitution Table Known Answer Test for the Decryption Process

Table 23

TCBC Mode

The Substitution Table Known Answer Test for the Decryption Process
TCBC Mode

TMOVS: Initialize KEY1,;, KEY2, KEY3; (where i=1..19)= 19 KEY values in Table A4
IV = 0000000000000000
If encryption is supported by the IUT:
Send IV, KEY 4, KEY,,...,.KEY4 (Since all three keys are the same, these
values represent theluas of KEY1, KEY2, and KEY3.)
If encryption not supported:
Initialize C (where i=1..19)= 19 C values in Table A.4
Send IV, KEY 4, C,, KEY,, G,,...,KEY;q Cio (These key values represent
values of KEY1, KEY2, and KEY3.)
IUT: If encryption is spported:
Initialize C, = first C value retained from the Substitution Table Known Answ
Test for the Encryption Process.
Otherwise, use the first value received from the TMOVS
FORi=1to 19
{
Perform i=G
Eril_:psle _Ii is read into TIEA and is decrypted by DEAIsing KEY 3, resulting
in TEMP1

TEMPL1 is encrypted by DEAIsing KEY2, resulting in TEMP2
TEMP?2 is decrypted by DEAIsing KEY1, resulting in @

P=0® IV

Send i, KEY, IV, C;, P (where KEY, represents thealue of KEY1, KEY2
and KEY3)

KEY1,, = KEY2,, = KEY3,,; = corresponding KEY; supplied by
TMOVS
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TMOVS:

If encryption is supported:

Ci,1 = corresponding C from output of Substitution Table Known Answ
Test for the Encryption Process for the TCBGda

else

Ci,1 = corresponding & from TMOVS

}

Compare results from each loop with known answers. See Table A.4.

As summarized in Table 23, the Substitution Table Known Answer Test for the TCBC Decryption
Process is performed asl@iss:

1. The TMOVS:

a.

If the IUT supports encryption, the KEY1, KEY2, and KEY3 variables are
initialized with the 19 constant KEY values from Table A.4. If the IUT does not
support encryption, the KE¥iphertext (KEY¥-C) pairs are initialized with the 19
constant KE¥C pairs from Table A.4.

NOTE-- KEY1=KEY2=KEY3.

Initializes the 64bit IV parameter to the constant hexadecimal value 0, i.g,, ¥V
00 00 00 00 00 00 00 00.

If encryption is supported by the IUT, the IV and the 19 KEY values for KEY1
KEY2, and KEY 3 are forwarded to the IUT using Input Type 12. Otherwise, if
encryption is not supported by the IUT, the IV and the 19 KEpairs are
forwarded to the IUT using Input Type 11.

2. The IUT should:

a.

If encryption is supported, initializearC, value with the first C value retained from
the Substitution Table Known Answer Test for the Encryption Process for the TCBC
Mode (Section 5.2.1.5). Otherwise, use the first C value received from the TMOVS.

Perform the following for i = 1 to 19:
1) Set the input block kqual to the value of;,C

2) Using the corresponding KEY,KEY2;, and KEY 3 values, process |
through the three DEA stages resulting in the output blecKls involves
processing; through the DEA stage DEAN the decrypt statesing KEY 3,
resulting in intermediate value TEMP1. TEMPL1 is fed directly into the DEA
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3)

4)

5)

6)

stage DEAin the encrypt state using KEY 2esulting in intermediate value
TEMP2. TEMP2 is fed directly into the DEA stage DHEAthe decrypt state
using KEY1, restting in O.

Calculate the plaintext; By exclusiveORing Q with V.

Forward the current values of the loop number i, KEY (representing KEY1,
KEY2, and KEY3), IV, G, and the resulting; o the TMOVS as specified in
Output Type 2.

Set KEY1,,, KEY2,,,, and KEY3,; equal to the next key supplied by the
TMOVS.

If encryption is supported, set.Cequal to the corresponding.Cvalue

retained from the Substitution Table Known Answer Test for the Encryption
Process for the TCBC mode. If encigptis not supported, set,Cequal to

the corresponding;G value supplied by the TMOVS.

NOTE-- The above processing should continue until all 19 KEairs, as specified in Input Type 11, or all 19 KEY values, as
specified in Input Type 12, are presed. The output from the IUT for this test should consist of 19 output strings. Each output
string should consist of information included in Output Type 2.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the knowrvalues.
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5.2.2.6 Monte Carlo Test for the Decryption Process TCBC Mode

Table 24 The Monte Carlo Test for the Decryption Process TCBC Mode

TMOVS: Initialize KEY1,, KEY2,, KEY3,, IV, C,

Send KEY1,, KEY2,, KEY3,, IV, C,
IUT: FOR =0 TO 399
{
If (i==0) CV, = IV

Record i, KEY], KEY2;, KEY3;,, CV,, G

FOR =0 TO 9,999
{

;=G
Perform
Triple DES: | |;is read into TDEA and is decrypted by DEAsing KEY3,
resulting in TEMP1

TEMPL1 is encrypted by DEAusing KEY2, resuting in
TEMP2

TEMP?2 is decrypted by DEAusing KEY1, resulting in

R=0@ecy
CVin=G
Cpa=h
}
Record P

Send i, KEY1, KEY2, KEY3;, CV,, Gy, P
KEY1,; = KEY1, ®P,

IF (KEY1; and KEYZ2 are independent arKEY3; = KEY1,) or (KEY1,
KEY2;, and KEY 3 are independent),

KEY2,,= KEY2 ® P,
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TMOVS:

ELSE
KEY2,,= KEY2, ® P,

IF (KEY1; =KEY2; =KEY3;) or (KEY1, and KEY2 are independent and
KEY3; = KEY1),

KEY3,,,= KEY3, ® P,
ELSE
KEY3,,,= KEY3, @ P,

CVo=C

}

Check IUT's output for correctness.

As summarized in Table 24, the Monte Carlo Test for the TCBC Decryption Process is performed

as follows:

1. The TMOVS:

a.

b.

Initializes the KEY parameters KEY1, KEY2, an@EK3, the initialization vector
IV, and the ciphertext C variables. All variables consist of 64 bits.

Forwards this information to the IUT using Input Type 21.

2. The IUT should perform the following for i = 0 through 399:

a.

If i=0 (if this is the firsttime through this loop), set the chaining value,@yual to
V.

Record the current values of the output loop number i, KB¥EY2,, KEY3;, CV,
and G.

Perform the following for j = O through 9999:
1) Set the input block equal to the value of;C

2) Using the corresponding KEY,KEY2;, and KEY3values, process |
through the three DEA stages resulting in the output blgckits involves
processing;fthrough the DEA stage DEAn the decrypt state using KEY3
resulting in intermediate valueEMP1. TEMP1 is fed directly into the DEA
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stage DEAin the encrypt state using KEY 2esulting in intermediate value
TEMP2. TEMP2 is fed directly into the DEA stage DHEAthe decrypt state
using KEY, resulting in Q

3) Calculate the plaintext; By exclusiveORing Q with CV,.
4) Prepare for loop j+1 by:

a) Assigning CV,; with the current value of,C

b) Assigning G, with the current value of;P

d. Record P

e. Forward all recorded information for this loop, as specified in Output Type 6 to the
TMOVS.
f. Assign new values to the KEY parameters, KEY1, KEY2, and KEY3 in preparation

for the next outer loop. Note j = 9999.

The new KEY1,, should be calculated by exclusi@Ring the current KEY,with
the R.

The new KEYZ2,; calculation is based on tialues of the keys. If KEY.-and
KEY2; are independent and KEY3 KEY1,;, or KEY1, KEY2, and KEY3are
independent, the new KEY,2 should be calculated by exclusi@Ring the current
KEY2; with the R;. If KEY1,=KEY2;=KEY3;, the new KEY2, should e
calculated by exclusiv®Ring the current KEY;2vith the R.

The new KEY 3, calculation is also based on the values of the keys. If KEY1
KEY2;, and KEY 3 are independent, the new KEY;3hould be calculated by
exclusiveORing the current KEY3vith the R,. If KEY1; and KEYZ are
independent and KEY3 KEY1,, or if KEY1=KEY2,=KEY3;, the new KEY3;
should be calculated by exclusi@Ring the current KEY;3with the R.

g. Assign a new value to G\ih preparation for the next outer loop. £3houd be
assigned the value of the current ote j = 9999.

NOTE-- the new CV should be denoted as{3¥ be used for the first pass through the inner loop when j=0.

h. Assign a new value togn preparation for the next outer loop, $hould be
assignd the value of the currenf. PNote j = 9999.

NOTE -- the new C should be denoted ast@€be used for the first pass through the inner loop when j=0.

NOTE -- The output from the IUT for this test should consist of 400 output strings. Each outputtsirird sonsist of
information included in Output Type 6.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values.
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5.3  Cipher Block Chaining Mode - Interleaved (TCBC-I)

The IUTs in the Cipher Block Chainimgode- Interleaved (TCB@) are validated by successfully
completing a series of Known Answer tests and Monte Carlo tests corresponding to the
cryptographic processes allowed by the IUT.

The interleaved configuration is intended for systems equippedwitiple DEA processors. By
interleaving the data, throughput is improved and propagation delay is minimized by initializing the
three individual DEA stages and then simultaneously clocking them. Thus, with each clock cycle,

data is processed by each QEfage (where i = 1, 2, 3) and passed onward to the output buffer or
the next stage so that idle DEsdages are minimized.

The processing for each Known Answer test and Monte Carlo Test is broken down into clock cycles
T1, T2, T3.... Within each clock cig; the processing occurring on each active DEA is discussed.

For convenience, let KEY1 represent the key used on processqr RE#A2 represent the key used

on processor DEA and KEY 3 represent the key used on processorsDEA

5.3.1 Encryption Process

Theprocess of validating an IUT which implements the TGBfode of operation in the
encryption process involves the successful completion of the following six tests:

1. The Variable Plaintext Known Answer TesEtCBC-I mode

2. The Inverse Permutation Knowimswer Test TCBC-I mode

3. The Variable Key Known Answer Test for the Encryption Proe&$3BC-l| mode

4. The Permutation Operation Known Answer Test for the Encryption Pro€€&BC-| mode
5. The Substitution Table Known Answer Test for the Encrypfimcess TCBC-1 mode

6. The Monte Carlo Test for the Encryption ProceE€BC-| mode

An explanation of the tests follows.
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5311 The Variable Plaintext Known Answer Test- TCBC-I Mode

Table 25
TMOVS: Initialize

The Variable Plaintext Known Answer Test- TCBC-1 Mode
KEY1 =KEY2 = KEY3 =0101010101010101 (odd parity set)

IV1=0000000000000000

IV2 = 5555555555555555 (based on specifications in ANSI X9

1998)

IV3 = AAAAAAAAAAAAAAAA (based on specifications in ANSI

X9.52-1998)
Pl = P2 = P3; = 8000000000000000

Send KEY (representing KEY1, KEY2, and KEY3), IV1, IV2, IV3, B1
P2, P3
IUT: FORi=1to 64
{
T, 11=P1i®IV1
Perform Triple
DES: 11, is read into TDEA and is encrypted by DE#sing KEY1,

resulting in TEMP1

T2: 12=P2®IV2
12; is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP2
TEMP1, is decrypted by DEAusing KEY2, resulting in
TEMPL,

T3: 13=P3®IV3
I3, is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP3
TEMP2; is decrypted by DEAusing KEY 2, resulting in
TEMP2,
TEMPL; is encrypted by DEAusing KEY 3, resulting in G1

T4: TEMPS3, is decrypted by DEAusing KEY2, resulting in

TEMP3,
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TEMP2; is encrypted by DEAusing KEY3, resulting in G2

T5: TEMPS3, is encrypted by DEAusing KEY3, resulting in G3

Send i, KEY (representing KEY1, KEY2, and KEY3), IV1, IV2, IV3,,11
I2il and I?ﬁ C]11C2|!C3

P1,, = P2,, = P3,, = basis vector where single "t is in position i+1

}

TMOVS: Compare results from each loop with known answers. See Table A.5.

Table 25 illustrates the Variable Plaintext Known Answer Test for the FOBQe of operation.
1. The TMOVS:

a. Initializes the KEY parameters KEYKEY2, and KEY3 to the constant
hexadecimal value 0 with odd parity set, i.e., KEEKEY 2;,.,=KEY 3,,,,=01 01 01
01 01 01 01 01.

b. Initializes the 64pit IV parameters, IV1, IV2, and IV3. IV1 is initialized to the
constant hexadecimal value 0, i.e., }\ME 00 00 00 00 00 00 00 00. Based on
specifications in ANSI X9.52998, 1V2 is computed by the following equation:
IV1 + R, mod 2* where R=5555555555555555, i.e., V2= 55 55 55 55 55 55
55 55. V3 is computed by the equation IV1 #rRod 2* where
R,=AAAAAAAAAAAAAAAA, i.e., IV3 o= AA AA AA AA AA AA AA AA.

C. Initializes the 64bit plaintext values P1P2, P3 to the basis vector containing a
"1" in the first bit position and "0" in the following 63 positions, i.e.; F P2 i,
= P3 ,»=10000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000. The equivalent of this value in hexadecimal notation is 80 00
00 00 00 00 00 00.

d. Forwards this information to the IUT using Input Type 13.

2. The IUT should perform the followingff i=1 through 64:

NOTE -- the processing for each clock cycieifdisplayed.
a. At clock cycle T1:
1) Calculate the input block | by exclusiveORing P1with IV1.

2) Process llthrough the first DEA stage, denoted DE/ the encrypt state
using KEY1, resulting in intermediate value TEMP1
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At clock cycle T2:
1) Calculate the input block | By exclusiveORing P2with V2.

2) Process I2Zhrough the first DEA stage, denoted DE# the encrypt state
using KEY1, resulting in intermediate value MIB2;.

3) Process TEMPthrough the second DEA stage, denoted RE#Athe
decrypt state using KEY2, resulting in intermediate value TEMP1

At clock cycle T3:
1) Calculate the input block |8y exclusiveORing P3with V3.

2) Process Ihrough thdirst DEA stage, denoted DEAIn the encrypt state
using KEY1, resulting in intermediate value TEMP3

3) Process TEMP2hrough the second DEA stage, denoted RE#Athe
decrypt state using KEY2, resulting in intermediate value TEMP2

4) Process TEME, through the third DEA stage, denoted DE# the encrypt
state using KEY3, resulting in the ciphertext valug C1

At clock cycle T4:

1) Process TEMP2hrough the third DEA stage, denoted DEi the encrypt
state using KEY3, resulting in the ciptext value C2

2) Process TEMP2hrough the second DEA stage, denoted RE#Athe
decrypt state using KEY2, resulting in intermediate value TEMP3

At clock cycle T5:

1) Process TEMPahrough the third DEA stage, denoted D the encrypt
stateusing KEY 3, resulting in the ciphertext value;C3

b. Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
and KEY3), IV1, IV2, IV3, 1}, 12, I13;, and the resulting G1C2, and C3 to the
TMOVS as specified in Output Type 3.

C. Retain C], C2, and C3 for use with the Inverse Permutation Known Answer Test
for the TCBCGI Mode (Section 5.3.1.2 ), and, if the IUT supports the decryption
process, for use with the Variable Ciphertext Known Answer Test for the TCBC
Mode (Sectia 5.3.2.1).

d. Assign a new value to R1, P2,,, and P3,, by setting them equal to the value of a
basis vector with a "1" bit in position i+1, where i+1=2,...,64.

NOTE -- This continues until every possible basis vector has been represented by iabl&syae., 64 times. The output from
the IUT should consist of 64 output strings. Each output string should consist of information included in Output Type 3.
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3. The TMOVS checks the IUT's output for correctness by comparing the received C1 results
to the known values found in Table A.5.
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5.3.1.2

Table 26

The Inverse Permutation Known Answer Test TCBC-1 Mode

The Inverse Permutation Known Answer Test TCBC-1 Mode

TMOVS: Initialize

KEY1 = KEY2 = KEY3 = 0101010101010101 (odd parity set)
1V1=000000000000000

IV2 = 5555555555555555 (based on specifications in ANSI X9.1
1998)

IV3 = AAAAAAAAAAAAAAAA (based on specifications in ANSI
X9.52-1998)

Pk (where k=1..3 and i=1..64) = 64 corresponding\@kues from
Variable Plaintext Known Answerebt

Send KEY (representing KEY1, KEY2, and KEY3), IV1, IV2, IV3,
PL,...P%4 P2,...,P2, P3,....P3,
IUT: FORi=1to 64
{
T, 11=P3@®IVl
Perform
Triple DES: I1; is read into TDEA and is encrypted by DE#sing KEY1,

resulting in TBMP1,;

T2: 12=P2®IV2
12; is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP2
TEMP1, is decrypted by DEAusing KEY2, resulting in
TEMPL,

T3: 13;=P3@®IV3
I3; is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP3
TEMP2, is decrypted by DEAusing KEY2, resulting in
TEMP2,
TEMPL,; is encrypted by DEAusing KEY 3, resulting in G1

T4: TEMP3, is decrypted by DEAusing KEY2, resulting in
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TEMP3,
TEMPZ2; is encryptedy DEA; using KEY 3, resulting in G2

T5: TEMPS3 is encrypted by DEAusing KEY3, resulting in G3

Send i, Key (representing KEY1, KEY2, and KEY3), IV1, IV2, IV3;,P1
P2, P3, C1,C2,C3

Pk, (where k=1..3) = corresponding Ckfrom TMOVS
}
TMOVS: Compare C1, C2, and C3 results from each loop with known answers. See Talk

C1 should be the set of basis vectors.

Table 26 illustrates the Inverse Permutation Known Answer Test for the T@G#®@e of operation.
1. The TMOVS:

a Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant
hexadecimal value 0 with odd parity set, i.e., KEEKEY 2;,.,=KEY 3,,,=01 01 01
0101010101.

b. Initializes the 64bit IV parameters, IV1, IV2, and IV3. IV1 is initialized to the
congant hexadecimal value 0, i.e., [\]= 00 00 00 00 00 00 00 00. Based on
specifications in ANSI X9.54998, 1V2 is computed by the following equation:
IV1 + R, mod 2* where R=5555555555555555, i.e., V2= 55 55 55 55 55 55
55 55. V3 is computedytthe equation V1 + Rmod 2* where
R,=AAAAAAAAAAAAAAAA, i.e., IV3 = AA AA AA AA AA AA AA AA.

C. Initializes the 64bit plaintext values P1, P2, R8the 64bit ciphertext values C1,
C2, and C3 respectively, obtained from the Variable Plaintext Kdowwer Test.

d. Forwards this information to the IUT using Input Type 15.

2. The IUT should perform the following for i=1 through 64
NOTE -- the processing for each clock cycieidisplayed.
a. At clock cycle T1:
1) Calculate the input block | by exclusiveORing P1with IV1.
2) Process llthrough the first DEA stage, denoted DE/ the encrypt state
using KEY1, resulting in intermediate value TEMP1
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At clock cycle T2:
1) Calculate the input block |®y exclusiveORing P2with V2.

2) Process$2; through the first DEA stage, denoted DE# the encrypt state
using KEY1, resulting in intermediate value TEMP2

3) Process TEMPthrough the second DEA stage, denoted RE#Athe
decrypt state using KEY2, resulting in intermediate value TEMP1

At clock cycle T3:
1) Calculate the input block |8y exclusiveORing P3with V3.

2) Process Ihrough the first DEA stage, denoted DE/ the encrypt state
using KEY1, resulting in intermediate value TEMP3

3) Process TEMP2hrough the secondEA stage, denoted DEAINn the
decrypt state using KEY2, resulting in intermediate value TEMP2

4) Process TEMPRthrough the third DEA stage, denoted DE# the encrypt
state using KEY3, resulting in the ciphertext valug C1

At clock cycle T4:

1) Process TEMP2through the third DEA stage, denoted DE# the encrypt
state using KEY3, resulting in the ciphertext valug C2

2) Process TEMP2hrough the second DEA stage, denoted RE#Athe
decrypt state using KEY2, resulting in intermediate valE¥P3,.

At clock cycle T5:

1) Process TEMPahrough the third DEA stage, denoted DER the encrypt
state using KEY3, resulting in the ciphertext valug C3

b. Forward the current values of the loop number i, KEY (which represents KEY1,
KEY2, and KEY3) IV1, IV2, IV3, P1, P2, and P3 and the resulting G1C2, and
C3, to the TMOVS as specified in Output Type 3.

C. Assign a new value to the plaintext values, RPP2,,, and P3,, by setting them
eqgual to the corresponding output from the TMOVS.

NOTE -- This processing continues until all ciphertext values from the Variable Plaintext Known Answer Test have been used as
input. The output from the IUT should consist of 64 output strings. Each output string should consist of informationimcluded
Output Type 3.

3.

The TMOVS checks the IUT's output for correctness by comparing the received C1, C2, and
C3 results to known values. The C1 values should be the set of basis vectors. See Table
A.6.
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5.3.1.3 The Variable Key Known Answer Test for the Enciyption Process-

TCBC-I Mode
Table 27 The Variable Key Known Answgr Test for the Encryption Process TCBC-I
Mode
TMOVS: Initialize KEY1, = KEY2, = KEY3; = 8001010101010101 (odd parity
set)

IV1=0000000000000000

V2 = 5555555555555555

IV3 = AAAAAAA AAAAAAAAA

P1 = P2 = P3 =0000000000000000

Send KEY, (representing KEY{, KEY?2,, and KEY3), IV1, IV2,
IV3, P1, P2, P3
IUT: FORi=1to064
{
IF (i mod 8= 0) {process every bit except parity bits}
{
Perform T1. 11=P1®IV1
-I[-):IE%e 11; is read into TDEA and is encrypted by DEAsing

KEY1,, resulting in TEMP1
T2: 12=P2®1IV2

12; is read into TDEA and is encrypted by DEAsing
KEY1,, resulting in TEMP2

TEMP1, is decrypted by DEAusing KEY2, resulting in
TEMPL,

T3: 13=P3®IV3

I3, is read into TDEA and is encrypted by DEAsing
KEY1,, resulting in TEMP3

TEMP2; is decrypted by DEAusing KEY 2, resulting in
TEMP2,




TEMP, is encrypted by DEAusing KEY 3, resulting in
Cl

T4: TEMP3, is decrypted by DEAusing KEY2, resulting in
TEMP3,

TEMP2; is encrypted by DEAusing KEY 3, resulting in
C2

T5: TEMPS3,is encrypted by DEAusing KEY 3, resulting in
C3

Send i, KEY (representing KEY1KEY2, and KEY3J), IV1, IV2,
V3, P1, P2, P3, G1C2, C3

KEY1l,, =KEY2,;=KEY3,,= vector consi st
significant bit position except for a single "1" bit in position i+1.

NOTE--t he parity bits are A0" or A1l" to

}

TMOVS: Compare results of the 3 triple DES encryptions per 56 different keys with know
answers. See Table A.11.

Table 27 illustrates the Variable Key Known Answer Test for the Encryption Process for the TCBC
| mode of operation.

1. The TMOVS:

a. Initializes he KEY parameters KEY;1KEY?2,, KEY3; to contain "0" in every
significant bit except for a "1" in the first position, i.e., thel®4KEY 1, ,;,= KEY2;
bin = KEY3; i, = 10000000 00000001 00000001 00000001 00000001 00000001
00000001 00000001. The equivatlef this value in hexadecimal notation is 80 01
010101010101.

NOTE -- the parity bits are set to "0" or"1" to get odd parity.

b. Initializes the 64pit IV parameters, IV1, IV2, and IV3. IV1 is initialized to the
constant hexadecimal value 0, i1&1.,= 00 00 00 00 00 00 00 00. Based on
specifications in ANSI X9.52998, 1V2 is computed by the following equation:
IV1 + R, mod 2* where R=5555555555555555, i.e., V2= 55 55 55 55 55 55
55 55. V3 is computed by the equation V1 #rRod 2* where
R,=AAAAAAAAAAAAAAAA, i.e., IV3 o= AA AA AA AA AA AA AA AA.
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C. Initializes the P parameters P1, P2, and P3 to the constant hexadecimal value 0, i.e.,
Pl ePZe=P3,=00 00 00 00 00 00 00 00.

d. Forwards this information to the IUT using Input Byp3.
2. The IUT should perform the following for i=1 through 56:

NOTE -- 56 is the number of significant bits in a TDES key.

NOTE -- the processing for each clock cycleisTdisplayed.
a. At clock cycle T1:
1) Calculate the input block | by exclusiveORing P1 with IV1

2) Process Idthrough the first DEA stage, denoted DE# the encrypt state
using KEY1, resulting in intermediate value TEMP1

At clock cycle T2:
1) Calculate the input block By exclusiveORing P2 with IV2

2) Process I2Zhrough the first DEA stage, denoted DE A the encrypt state
using KEY1, resulting in intermediate value TEMP2

3) Process TEMPIthrough the second DEA stage, denoted RE#Athe
decrypt state using KEY2esulting in intermediate value TEMP1

At clock cycle T3:
1) Calculate the input block |8y exclusiveORing P3 with IV3

2) Process Ihrough the first DEA stage, denoted DE/ the encrypt state
using KEY1, resulting in intermediate value TEMP3

3) Process TEMP2hrough the second DEgtage, denoted DEAIN the
decrypt state using KEY,2esulting in intermediate value TEMP2

4) Process TEMP.through the third DEA stage, denoted Dfix the encrypt
state using KEY3resulting in the ciphertext value C1

At clock cycle T4:

1) Pracess TEMPZthrough the third DEA stage, denoted Dfi the encrypt
state using KEY3resulting in the ciphertext value C2

2) Process TEMPahrough the second DEA stage, denoted RE#Athe
decrypt state using KEY2esulting in intermediate valleEMP3,.

At clock cycle T5:
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1) Process TEMPhrough the third DEA stage, denoted Dfi the encrypt
state using KEY3resulting in the ciphertext value C3

b. Forward the current values of the loop number i, K&hich represents KEY,1
KEY2;, andKEY3), IV1, IV2, IV3, P1, P2, and P3, and the resulting, C2, and
C3, to the TMOVS as specified in Output Type 3.

C. If the IUT supports the decryption process, retain C1, C2, and C3 for use with the
Variable KEY Known Answer Test for the DecryptiBnocess for the TCBC
Mode (Section 5.3.2.3).

d. Assign a new value to KEY4, KEY2,,,, and KEY3,,, by setting them equal to the
vector consisting of "0" in every significant bit position except for a single "1" bit in
position i+1. The parity bits magontain "1" or "0" to make odd parity.

NOTE -- The above processing continues until every significant basis vector has been represented by the KEY parameters, i.e., 56
times. The output from the IUT should consist of 56 output strings. Each outputsstoialgl consist of information included in

Output Type 3.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
known values found in Table A.11.
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5314

Permutation Operation Known Answer Test for the Encryption

Process- TCBC-I Mode

Table 28 The Permutation Operation Known Answer Test for the Encryption Process

TCBC-I Mode

TMOVS: Initialize

Send

KEY1,; =KEY2, = KEY3; (where i=1..32) = 32 KEY values from Tab

A.l12

I\V1=0000000000000000

V2 = 5555555555555555

IV3 = AAAAAAAAAAAAAAAA

P1=P2 = P3 =0000000000000000

P (where P represents the values of P1, P2, and P3),

V1, IV2, and IV3,

KEY 4, KEY,,..., KEY;, (Where KEY represents the values of KEY1,

KEY2, and KEY3)

IUT: FORi=1to0 32

{

Process
Triple DES:

T1:

T2:

T3:

11,= P1® IV1

11; is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP1

12)= P2® IV2

12; is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP2

TEMPYL; is decrypted by DEAusing KEY 2, resulting in
TEMPL,

13,= P3® IV3

13; is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP3

TEMPZ2, is decrypted by DEAusing KEY2, resulting in
TEMP2,
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TEMPL, is encrypted by DEAusing KEY 3, resulting in Cl

T4: TEMP3, is decrypted by DEAusing KEY2, resulting in
TEMP3,

TEMP2; is encrypted by DEAusing KEY3, resulting in C2

T5: TEMPS3 is encrypted by DEAusing KEY 3, resulting in C3

Send i, KEY (representing KEY;, KEY2,, and KEY?3J), IV1, IV2, IV3, P1,
P2, P3, C1C2,C3

KEY1,, = KEY2,, = KEY3., = KEY,,, from TMOVS

}

TMOVS: Compare results with known answers. See Table A.12.

Table 28 illustrates the Permutation Operation Known Answer Testddricryption Process for
the TCBCGI mode of operation.

1. The TMOVS:

a. Initializes the KEY parameters KEY,IKEY2,, KEY3; to the 32 constant KEY
values from Table A.12.

b. Initializes the 64bit IV parameters, IV1, IV2, and IV3. IV1 is initialized toeth
constant hexadecimal value 0, i.e., }\ME 00 00 00 00 00 00 00 00. Based on
specifications in ANSI X9.54998, 1V2 is computed by the following equation:
IV1 + R, mod 2* where R=5555555555555555, i.e., V2= 55 55 55 55 55 55
55 55. V3 is compted by the equation V1 +,Rnod 2 where
R,=AAAAAAAAAAAAAAAA, i.e., IV3 o= AA AA AA AA AA AA AA AA.

C. Initializes the P parameters P1, P2, and P3 to the constant hexadecimal value 0, i.e.,
PlemP2.e=P3,,=00 00 00 00 00 00 00 00.

d. Forwards thisnformation to the IUT using Input Type 18.

2. The IUT should perform the following for i=1 through 32:
NOTE -- that the processing for each clock cydlesTdisplayed.

a. At clock cycle T1:

1) Calculate the input block | by exclusiveORing P1 with V1
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2) Process I1through the first DEA stage, denoted DE# the encrypt state
using KEY1, resulting in intermediate value TEMP1

At clock cycle T2:
1) Calculate the input block 1By exclusiveORing P2 with 1V2

2) Process IZhrough the first DEAstage, denoted DEAINn the encrypt state
using KEY1, resulting in intermediate value TEMP2

3) Process TEMPIthrough the second DEA stage, denoted RE#Athe
decrypt state using KEY,2esulting in intermediate value TEMP1

At clock cycle T3:
1) Calculate the input block |®y exclusiveORing P3 with IV3

2) Process Ithrough the first DEA stage, denoted DE/ the encrypt state
using KEY1, resulting in intermediate value TEMP3

3) Process TEMP2hrough the second DEA stage, denoted RE#Athe
decrypt state using KEY,2esulting in intermediate value TEMP2

4) Process TEMP.through the third DEA stage, denoted Dfix the encrypt
state using KEY3resulting in the ciphertext value C1

5) Set ciphertextl GEqual to the value of Q1
At clock cycle T4:

1) Process TEMP2hrough the third DEA stage, denoted DE# the encrypt
state using KEY3resulting in the ciphertext value C2

2) Process TEMPahrough the second DEA stage, denoted R&Athe
decrypt state using KEY,2esuting in intermediate value TEMR3

At clock cycle T5:

1) Process TEMP&hrough the third DEA stage, denoted DE# the encrypt
state using KEY3resulting in the ciphertext value C3

b. Forward the current values of the loop number i, KEY (whichessmts KEY1,
KEY2, and KEY3), IV1, IV2, IV3, Pl P2, and P3 and the resulting G1C2, and
C3, to the TMOVS as specified in Output Type 3.

C. If the IUT supports the decryption process, retain C2, and C3for use with the
Permutation Operatidknown Answer Test for the Decryption Process for the
TCBC-l Mode (Section 5.3.2.4).
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d. Assign a new value to KEYJ1, KEY2,,, and KEY3,,, by setting them equal to the
next key supplied by the TMOVS.

NOTE -- The above processing continues until all 32KB&lues are processed. The output from the IUT should consist of 32
output strings. Each output string should consist of information included in Output Type 3.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.12.
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5.3.1.5

Table 29

Substitution Table Known Answer Test for the Encryption Process
TCBC-I Mode

The Substitution Table Known Answer Test for the Encryption Process

TCBC-I Mode

TMOVS: Initialize

Send

KEY1; =KEY2; = KEYS3, (wher i=1..19) = 19 KEY values from
Table A.8

P1 =P2 = P3 (where i=1..19) = 19 corresponding P values from
Table A.8

V1 = 0000000000000000

IV2 = 5555555555555555

IV3 = AAAAAAAAAAAAAAAA

IV1, IV2, and IV3,

Pi, P,,..., Bo(where P repents the values of P1, P2, and P3),

KEY 4, KEY,,..., KEY;, (Where KEY represents the values of KEY1
KEY2, and KEY3)

IUT: FORi=11t019

Perform
Triple
DES:

{

T1:

T2:

T3:

11,= P1® IV1

I1; is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMPL

2= P2® IV2

12; is read into TDEA and is encrypted by DEAsing KEY1,
resulting in TEMP2

TEMPYL; is decrypted by DEAusing KEY2, resulting in
TEMPL,

13= P3® IV3

I3; is read into TDEA and isnerypted by DEA using KEY1,
resulting in TEMP3

TEMPZ2; is decrypted by DEAusing KEY2, resulting in




TEMP2,
TEMPL; is encrypted by DEAusing KEY 3, resulting in C1

T4: TEMPS3, is decrypted by DEAusing KEY 2, resulting in
TEMP3,

TEMPZ2; is encrypted by DEAusing KEY 3, resulting in C2

T5: TEMPS,; is encrypted by DEAusing KEY 3, resulting in C3

Send i, KEY (representing KEY1KEY2, and KEY3J), IV1, IV2, IV3, P,
P2, P3, C1,C3,C3

KEY1; = KEY2,, = KEY3,,; = KEY},; from TMOVS
P1,,=P2,,=P3,, = corresponding;B from TMOVS
}

TMOVS: Compare results from each loop with known answers. See Table A.8.

Table 29 illustrates the Substitution Table Known Answer Test for the Encryption Prioitess o
TCBC-I mode of operation.

1. The TMOVS:

a. Initializes the KEY parameters KEY1, KEY2, KEY3 to the 19 constant KEY values
from Table A.8.

b. Initializes the 64bit IV parameters, 1V1, IV2, and IV3. IV1 is initialized to the
constant hexadecimal valOei.e., IV1,.,= 00 00 00 00 00 00 00 00. Based on
specifications in ANSI X9.52998, 1V2 is computed by the following equation:
IV1 + R; mod 2* where R=5555555555555555, i.e., I\2= 55 55 55 55 55 55
55 55. 1V3 is computed by the equation V1 #rRod 2¢ where
R,=AAAAAAAAAAAAAAAA, i.e., IV3 o= AA AA AA AA AA AA AA AA.

C. Initializes the P parameters P1, P2, and P3 to the 19 constant P values from Table
A.8.

d. Forwards this information to the IUT using Input Type 19.

2. The IUT should perfornmtie following for i=1 through 19:

NOTE -- the processing for each clock cycleisTdisplayed.

a. At clock cycle T1:
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1) Calculate the input block | by exclusiveORing P1with IV1.

2) Process Ilthrough the first DEA stage, denoted DE/A the encrypstate
using KEY1, resulting in intermediate value TEMP1

At clock cycle T2:
1) Calculate the input block |®y exclusiveORing P2with V2.

2) Process I2hrough the first DEA stage, denoted DE# the encrypt state
using KEY1, resulting in interradiate value TEMP2

3) Process TEMPthrough the second DEA stage, denoted RE#Athe
decrypt state using KEY,2esulting in intermediate value TEMP1

At clock cycle T3:
1) Calculate the input block |8y exclusiveORing P3with V3.

2) Process3; through the first DEA stage, denoted DE/ the encrypt state
using KEY1, resulting in intermediate value TEMP3

3) Process TEMP2hrough the second DEA stage, denoted RE#Athe
decrypt state using KEY,2esulting in intermediate value TEMP2

4) Process TEMPRthrough the third DEA stage, denoted DE# the encrypt
state using KEY3resulting in the ciphertext value C1

At clock cycle T4:

1) Process TEMP2hrough the third DEA stage, denoted DE# the encrypt
state using KEY3resuting in the ciphertext value G2

2) Process TEMPahrough the second DEA stage, denoted R&Athe
decrypt state using KEY,2esulting in intermediate value TEMP3

At clock cycle T5:

1) Process TEMPahrough the third DEA stage, denoted Dy the encrypt
state using KEY3resulting in the ciphertext value C3

Forward the current values of the loop number i, KE&presenting KEY1KEY2;,
and KEY3), IV1, IV2, IV3, P1, P2, P3, and the resulting G1C2, and C3 to the
TMOVS as speciéd in Output Type 3.

If the IUT supports the decryption process, retain C1, C2, and C3 for use with the
Substitution Table Known Answer Test for the Decryption Process for the ICBC
Mode (Section 5.3.2.5).



d. Assign a new value to KEY1, KEY2,,,, andKEY3;,; by setting them equal to the
next key supplied by the TMOVS.

e. Assign a new value to R4, P2,,, and P3; by setting them equal to the
corresponding P supplied by the TMOVS.

NOTE -- The above processing continues until all 19 KEYalues arprocessed. The output from the IUT should consist of 19
output strings. Each output string should consist of information included in Output Type 3.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known valuesound in Table A.8.
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5.3.1.6 Monte Carlo Test for the Encryption Process TCBC-I Mode

Table 30 The Monte Carlo Test for the Encryption Process TCBC-I Mode

TMOVS: Initialize KEY1,, KEY2,, KEY3,, IV1, IV2, IV3, P1,,P2, P3,
Send KEY1,, KEY2,, KEY3,, IV1, IV2, IV3, P1,,P2, P3,
IUT: FOR i =0 TO 399
{
If (i==0)
FORk=1TO 3
CVk, = IVK

Record i, KEY], KEY2, KEY3,, CV],, CV2, CV3, P, P2, P3

FOR|j=0TO 9,999

{
perform | T+ 157 P3O CV],
-II;rll:pSle 11, isread into TDEA and is encrypted by DE#sing

KEY1,, resulting in TEMP1
T2: 12=P2® CV2

12, is read into TDEA and is encrypted by DE#sing
KEY1,, resulting in TEMP2

TEMPY, is decrypted by DEAusing KEY2, resulting in
TEMPL,

T3: I13=P3®CV3,

I3, is read into TDEA and is encrypted by DEAsing
KEY1,, resulting in TEMP3

TEMP2, is decrypted by DEAusing KEY2, resulting in
TEMP2,

TEMP1, is encrypted by DEAusing KEY3, resulting in C1

T4: TEMP3, is decrypted by DEAusing KEY2, resulting in
TEMP3,
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TEMPZ, is encrypted by DEAusing KEY3, resulting in C2

T5: TEMP3; is encrypted by DEAusing KEY3, resulting in C3

FORk=1TO3
Pk, = CVk,
ELSE
FORk=1TO3
Pk, = Ck 4
FORk=1TO3
CVK;.; = CK
}
Record C1C2,C3

Send i, KEY], KEY2, KEY3,, CV1,, CV2,, CV3, P, P2, P3, C1, C2,
C3

KEY1,,, = KEYL; ® C1,

IF (KEYZ1; and KEY?2 are independent and KEY3 KEY1,) or (KEY],,
KEY2;, and KEY3 are independent)

KEY2,,,= KEY2, @ C2,,
ELSE
KEY2,,= KEY2, @ C1,

IF (KEY1= KEY2= KEY3) or (KEY1, and KEYZ2 are independent and
KEY3, = KEY1)

KEY3,,,= KEY3; ® C1,
ELSE
KEY3,.,= KEY3, @ C3,

FORk=1TO3
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Pk, = Ck 4
CVk, = Ck

}
TMOVS: Check IUT's output for correctness.

As summarized in Table 30, the Monte Carlo Test for the T<CB@cryption Process is perfoat
as follows:

1. The TMOVS:

a. Initializes the KEY parameters KEY1, KEY2, and KEY3, the initialization vectors
IV1, IV2, and V3, and the plaintext variables P1, P2, and P3. The P, IV, and KEY
parameters consist of 64 bits each. V2 is assigned theofdMg+R; mod 2*
where R = 5555555555555555. 1V3 is assigned the value of I\\Iméd 2*
where B = AAAAAAAAAAAAAAAA.

b. Forwards this information to the IUT using Input Type 22.
2. The IUT should perform the following for i = 0 through 399:

a. If i=0 (if this is the first time through this loop), set the chaining value/&dlal to
the IV1, CV2 equal to the IV2, and C\{Zqual to the IV3.

b. Record the current values of the output loop number i, KB¥EY2,, KEY3;,
CV1,, CV2, CV3,, and P}, P2, P3,.

C. Perform the following for j = 0 through 9999:
NOTE -- the processing for each clock cycleidisplayed.
1) At clock cycle T1:
a) Calculate the input block |by exclusiveORing P]with CV1,.

b) Process Ilthrough the first DEA stage, denoted ®fin the encrypt
state using KEY{ resulting in intermediate value TEMP1

At clock cycle T2:
a) Calculate the input block |By exclusiveORing P2with CV2,.
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e.

2)

b) Process IZhrough the first DEA stage, denoted DEA the encrypt
state using KEY{ resulting in intermediate value TEMP2

C) Process TEMPthrough the second DEA stage, denoted REA
the decrypt state using KEY 2esulting in intermediate value
TEMPL,.

At clock cycle T3:
a) Calculate the input block |8y exclusiveORing P3with CV3,.

b) Process I3through the first DEA stage, denoted DA the encrypt
state using KEY{1 resulting in intermediate value TEMP3

C) Process TEMP2hrough the second DEA stage, denoted REA
the decrypt state using KEY 2esulting in inteamediate value
TEMP2,.

d) Process TEMPRJthrough the third DEA stage, denoted Df-ih the
encrypt state using KEY3esulting in the ciphertext value C1

At clock cycle T4:

a) Process TEMPahrough the second DEA stage, denoted REA
the decrypt st using KEY2 resulting in intermediate value
TEMP3,.

b) Process TEMP2Zhrough the third DEA stage, denoted D the
encrypt state using KEY3esulting in the ciphertext value C2

At clock cycle T5:

a) Process TEMPahrough the third DEA stagy denoted DEA in the
encrypt state using KEY3esulting in the ciphertext value C3

Prepare for loop j+1 by doing the following:

a) If the inner loop being processed is the first loop, i.e., j=0, assign
Pl.,, P2.1, and P3,, with the current Vae of CVl, CVZ, and
CV3,, respectively. Otherwise, assign.RWith C1,;, P2, with C2.
1, and P3; with C3;.

b) Assign CV1,,, CVZ,,, CV3,,, with the current value of GIC2,
C3, respectively.

Record the G1C2, C3.

Forward all recordd information from this loop, as specified in Output Type 4, to
the TMOVS.
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f. Assign new values to the KEY parameters, KEY1, KEY2, and KEY3 in preparation
for the next outer loop. Note j = 9999.

The new KEY1,; should be calculated by exclusi@Ring the
current KEY %} with the C1L

The new KEY 2, calculation is based on the values of the keys. If
KEY1; and KEYZ2 are independent and KEY3 KEY1,;, or KEY], KEY2,
and KEY3 are independent, the new KEY;2hould be calculated by
exclusiveORing the curent KEY?Z, with the C2;. If
KEY1=KEY2,=KEY 3;, the new KEYZ, should be calculated by exclusive
ORing the current KEY;2vith the C1.

The new KEY 3 calculation is also based on the values of the keys.
If KEY1;, KEY2, and KEY3are independent, ¢mew KEY 3,; should be
calculated by exclusiv®Ring the current KEY3vith the C3,. If KEY1,
and KEY2 are independent and KEY3 KEY1,, or if
KEY1,=KEY2,=KEY3;, the new KEY 3, should be calculated by exclusive
ORing the current KEY;3with the C1

g. Assign new values to C\1CV2,, and CV3, in preparation for the next outer loop.
CV1,, CVZ, and CV3 should be assigned the value of the current €3, and

C3.
NOTE -- the new CV should be denoted asd®Mcause this value is used for the firass through the inner

loop when j=0.

h. Assign a new value to R1P2,, and P3in preparation for the next output loop.,P1
should be assigned the value of the CP2 should be assigned the value of the C2
1, and P3should be assigned the valuelu C3;.

NOTE -- the new P variables, P1, P2, and P3 should be denoted,&22and P3, respectively, to be used
for the first pass through the inner loop when j=0.

NOTE -- The output from the IUT for this test should consist of 400 output stifagdh output string should consist of
information included in Output Type 4.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
known values.
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5.3.2 Decryption Process

The process of validating an IUT for the TCB@&ode which implements the decryption process
involves the successful completion of the following six tests:

1.

2.

A

The Variable Ciphertext Known Answer Te§ICBC-1 mode

The Initial Permutation Known Answer TesECBC-I mode

The Variable Key Known Anser Test for the Decryption ProcesSECBC-| mode

The Permutation Operation Known Answer Test for the Decryption Pro€€&8C-1 mode
The Substitution Table Known Answer Test for the Decryption PredeS8C-1 mode

The Monte Carlo Test for the Dryption ProcessTCBC-I mode

An explanation of the tests follows.
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5.3.2.1 The Variable Ciphertext Known Answer Test- TCBC-I Mode

Table 31 The Variable Ciphertext Known Answer Test- TCBC-I Mode

TMOVS: Initialize KEY1 =KEY2 = KEY3 = 0101010101010101dd parity set)
[\V1=0000000000000000

IV2 = 5555555555555555 (based on specifications in ANSI
X9.5271 1998)

IV3 = AAAAAAAAAAAAAAAA (based on specifications in
ANSI X9.5271 1998)

Send KEY (representing KEY1, KEY2, and KEY3), IV1,IV2,IV3

If encrygion is not supported by the IUT:

Initialize Ck; (where k=1..3 and i=1..64) = Ck values in Table A.5
Send Cl, CL,....Cl, C2, C2,...C2,C3,, C3,...,C3,

IUT: If encryption is supported:
Initialize C1,, C2, C3, = corresponding values froautput of Variable

Plaintext Known Answer Test.

Otherwise, use the corresponding values received from the TMOVS.

FORi=1to064
{
Process | 11+ Mi=Cl
Er"_:psle 11; is read into TDEA and is decrypted by DE#sing KEY 3,

resulting in TEMR,
T2: 12,=C2

12; is read into TDEA and is decrypted by DEAsing KEY3,
resulting in TEMP2

TEMPYL; is encrypted by DEAusing KEY2, resulting in
TEMPL,

T3: 13,=C3

I3; is read into TDEA and is decrypted by DE#sing KEY3,




TMOVS:

resulting in TEMP3

TEMPZ2, is encrypted by DEAusing KEY2, resulting in
TEMP2,

TEMPJ, is decrypted by DEAusing KEY1, resulting in Q1
P1=01®IV1

T4: TEMP3 is encrypted by DEAusing KEY2, resulting in
TEMP3,

TEMPZ; is decrypted by DEAusing KEY1, resulting in Q2
P2=02 @ IV2
T5: TEMP3, is decrypted by DEAusing KEY1, resulting in Q3

P3=03@IV3

Send i, KEY (representing KEY1, KEY2, and KEY3), IV1, IV2, IV3,
C1, C2, C3, P1, P2, P3

If encryption is supported:

Cki,1 (where k=1..3) = corresponding Gkrom output of Variable
Plaintext Known Answer Test

}

Compare results from each loop with known answers. Should be the set of ba
vectors.

Table 31 illustratethe Variable Ciphertext Known Answer Test for the TGB®@ode of operation.

1. The TMOVS:

a.

Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant
hexadecimal value 0 with odd parity set, i.e., KEEAKEY 2;,.,=KEY 3,,,,=01 01 01
0101010101

Initializes the 64bit IV parameters, IV1, IV2, and IV3. IV1 is initialized to the
constant hexadecimal value 0, i.e., }\ME 00 00 00 00 00 00 00 00. Based on
specifications in ANSI X9.52998, 1V2 is computed by the following equation:
IV1 + R, mod 2* where R=5555555555555555, i.e., V2= 55 55 55 55 55 55
55 55. V3 is computed by the equation IV1 #rfod 2 where
R,=AAAAAAAAAAAAAAAA, i.e., IV3 o= AA AA AA AA AA AA AA AA.
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C. If the IUT does not support encryption, the 64 constant digkteralues C1, C2, and
C3 are initialized with the corresponding 64 constant C1, C2, and C3 values from
Table A.5.

d. If encryption is supported by the IUT, the KEYs and the IVs are forwarded to the
IUT, as specified in Input Type 14. If encryption is sopported by the IUT, the
KEYs, the IVs, and the 64 GIC2, and C3values are forwarded to the IUT using
Input Type 15.

2. The IUT should:

a. If encryption is supported, initialize the C values (12, and C3, with the
corresponding C1 C2;, and C3 values retained from the Variable Plaintext Known
Answer Test for the TCBCMode (Section 5.3.1.1). Otherwise, use the first values
received from the TMOVS.

b. Perform the following for i = 1 through 64:
NOTE -- the processing for each clock cycleiddisplayed.
At clock cycle T1:
1) Set the input block IEqual to the value of G1

2) Process Ilthrough the DEA stage DEAIn the decrypt state using KEY 3,
resulting in intermediate value TEMP1

At clock cycle T2:
1) Set the input block ({2qualto the value of C2

2) Process I2hrough the DEA stage DEAN the decrypt state using KEY3,
resulting in intermediate value TEMP2

3) Process TEMPRthrough the second DEA stage, denoted RE#Athe
encrypt state using KEY2, resulting in intermeeigalue TEMP1

At clock cycle T3:
1) Set the input block I2qual to the value of G3

2) Process I3through the DEA stage DEAn the decrypt state using KEY3,
resulting in intermediate value TEMP3

3) Process TEMP2hrough the second DEA stage, died DEA, in the
encrypt state using KEY2, resulting in intermediate value TEMP2

4) Process TEMPRJthrough the DEA stage DEAN the decrypt state using
KEY1, resulting in the output block @1



5) Calculate the plaintext Py exclusiveORing O1 with IV1.
At clock cycle T4:

1) Process TEMP2Zhrough the DEA stage DEAN the decrypt state using
KEY1, resulting in the output block @2

2) Calculate the plaintext PBy exclusiveORing O2 with V2.

3) Process TEMP2hrough the second DEA stage, deddDEA,, in the
encrypt state using KEY2, resulting in intermediate value TEMP3

At clock cycle T5:

1) Process TEMPahrough the DEA stage DEAn the decrypt state using
KEY1, resulting in the output block @3

2) Calculate the plaintext PBy exclusve-ORing O3 with V3.

C. Forward the current values of the loop number i, KEY (which represents KEY1,
KEY2, and KEY3), IV1, IV2, IV3, C], C2, and C3 and the resulting R1P2 and
P3, as specified in Output Type 3.

d. Retain P}, P2, and P3 for usewith the Initial Permutation Known Answer Test for
the TCBCI Mode (Section 5.3.2.2).

e. If encryption is supported, set 1 C2,,, and C3, equal to the corresponding
output from the Variable Plaintext Known Answer Test for the T@BR@de. If
encnyption is not supported, assign new values tQ,CC2,,, and C3,, by setting
them equal to the corresponding C values supplied by the TMOVS.

NOTE -- The output from the IUT should consist of 64 output strings. Each output string should consistodtiofoincluded
in Output Type 3.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values. The values of the P1, P2, and P3 variables should be the set of basis
vectors.

53.2.2 The Initial Permutation Kn own Answer- TCBC-1 Mode

Table 32 The Initial Permutation Known Answer Test - TCBC-I Mode

TMOVS: Initialize KEY1 =KEY2 =KEY3=0101010101010101 (odd parity set)
[V1=0000000000000000
IV2 = 5555555555555555

IV3 = AAAAAAAAAAAAAAAA

14C



IUT:

Send KEY (representing KEY1, KEY2, and KEY3), IV1, IV2, IV3,
Cy,...,.C%,4 C2,...,C2,, C3,...,C3,
FORi=1t064
{
T1: 11, = CJ;
Perform
Triple _ _ . _
DES: 11; is read into TDEA and is decrypted by DE#sing KEY 3,
resulting in TEMP1
T2: |2| = CZ
12; is read into TDEA and is decrypted by DE#sing KEY 3,
resulting in TEMP2
TEMPL, is encrypted by DEAusing KEY2, resulting in
TEMPL,
T3: 13, =C3
I3; is read into TDEA and is decrypted by DEssing KEY 3,
resulting in TEMP3
TEMPZ2, is encrypted by DEAusing KEY2, resulting in
TEMP2,
TEMPJL; is decrypted by DEAusing KEY1, resulting in Q1
P1=01®IV1
T4: TEMP3, is encrypted by DEAusing KEY2, resulting in
TEMP3,
TEMPZ2; is decrypted by DEAusing KEY1, resulting in Q2
P2=02 & IV2
T5: TEMP3, is decrypted by DEAusing KEY1, resulting in Q3
P3=03®1IV3

Ck; (where k=1..3 and i=1..64) = 64 corresponding P&lues from

Variable Ciphertext Known Answer Test
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TMOVS:

Compare C1, C2, and C3 results from each loop with known answers.

See Table A.7.

Send i, KEY (representing KEY1, KEY2, and KEY3), IV1, IV2, IV3, ¢1
C2, C3, P1,P2,P3

Ck ;1 (where k=1..3) = corresponding;Rrom TMOVS
}

Table 32 ilustrates the Initial Permutation Known Answer Test for the TCB©Ode of operation.

1. The TMOVS:

a.

d.

Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant

hexadecimal value 0 with odd parity set, i.e., KEEKEY 2;,.,,KEY3,,=01 01 01
01 0101 01 01.

Initializes the 64bit IV parameters, 1V1, IV2, and IV3. IV1 is initialized to the
constant hexadecimal value 0, i.e., % 00 00 00 00 00 00 00 00. Based on
specifications in ANSI X9.54998, 1V2 is computed by the following equation:
IV1 + R, mod 2* where R=5555555555555555, i.e., V2= 55 55 55 55 55 55
55 55. V3 is computed by the equation IV1 #rRod 2* where
R,=AAAAAAAAAAAAAAAA i.e., IV3 = AA AA AA AA AA AA AA AA.

Initializes the 64bit ciphertext values G1C2, andC3 to the corresponding
plaintext values R1P2, and P3 respectively, obtained from the Variable Ciphertext
Known Answer Test.

Forwards this information to the IUT using Input Type 15.

2. The IUT should perform the following for i=1 through 64:

NOTE -- the processing for each clock cycleiSTdisplayed.

a.

At clock cycle T1:
1) Set the input block {Equal to the value of G1

2) Process I1through the DEA stage DEAN the decrypt state using KEY3,
resulting in intermediate value TEMP1

At clock cycle T2:

1) Set the input block I2qual to the value of G2
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2) Process I2hrough the DEA stage DEAN the decrypt state using KEY3,
resulting in intermediate value TEMP2

3) Process TEMPthrough the second DEA stage, denoted RE#Athe
ercrypt state using KEY2, resulting in intermediate value TEMP1

At clock cycle T3:
1) Set the input block {&qual to the value of G3

2) Process I3hrough the DEA stage DEAN the decrypt state using KEY3,
resulting in intermediate value TEMP3

3) Process TEMP2hrough the second DEA stage, denoted RE#Athe
encrypt state using KEY2, resulting in intermediate value TEMP2

4) Process TEMPRJthrough the DEA stage DEAIn the decrypt state using
KEY1, resulting in the output block @1

5) Calculde the plaintext Rby exclusiveORing Ol with V1.
At clock cycle T4:

1) Process TEMP2hrough the DEA stage DEAN the decrypt state using
KEY1, resulting in the output block @2

2) Calculate the plaintext PBy exclusiveORing O2 with V2.

3) Process TEMP3through the second DEA stage, denoted RE#Athe
encrypt state using KEY2, resulting in intermediate value TEMP3

At clock cycle T5:

1) Process TEMP3hrough the DEA stage DEAn the decrypt state using
KEY1, resulting in the output btk O3.

2) Calculate the plaintext PBy exclusiveORing O3 with V3.

b. Forward the current values of the loop number i, KEY (which represents KEY1,
KEY2, and KEY3), IV1, IV2, IV3, C], C2, and C3 and the resulting R1P2 and
P3 as specified in Oput Type 3.

C. Set C1,4, C2,4, and C3, equal to the corresponding output supplied by the
TMOVS.

NOTE-- The output from the IUT should consist of 64 output strings. Each output string should consist of information included
in Output Type 3.

3. The TMOVS checks the IUT's output for correctness by comparing the received C1, C2, and
C3 results to the known values. See Table A.7.
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5.3.2.3 The Variable Key Known Answer Test for the Decryption Process

TCBC-I Mode
Table 33 The Variable Key Known Ar;\ﬁ\c/)vgé Teg for the Decryption Process- TCBC-I
TMOVS: Initialize KEY1,= KEY2, = KEY3; =8001010101010101 (odd parity set)
I\V1=0000000000000000
V2 = 5555555555555555
IV3 = AAAAAAAAAAAAAAAA
If encryption supported by IUT:
Send KEY, (representing EY1,, KEY2,, and KEY3), IV1, IV2, IV3
If encryption is not supported by the IUT:
Initialize  Ck; (where k=1..3 and i=1..56) = Ck values in Table A.11
Send KEY, (representing KEY{, KEY2,, and KEY3), IV1,IV2,IV3,
Cl,....Ckg C2,,...,C2¢ C3,,...C36
IUT: If encryption is supported by the IUT:

Initialize  Ck; (where k=1..3) = corresponding values from output of Variable
Known Answer Test for the Encryption Process.

Otherwise, use the corresponding value received from the TMOVS.

FORi=1to0 64
{
If (i mod 8= 0) {process every bit except parity bits}
{
Perform T1: I1;=C4
E%F)Sle I1; is read into TDEA and is decrypted by DE#sing

KEY3;, resulting in TEMP1
T2: 12,=C2

12; is read into TDEA and decrypted by DEAusing
KEY3;, resulting in TEMP2
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TMOVS:

}

TEMPY; is encrypted by DEAusing KEY 2, resulting in
TEMPL,

T3:  13,=C3

13; is read into TDEA and is decrypted by DE4sing
KEY3;, resulting in TEMP3

TEMPZ2, is encypted by DEA using KEY2, resulting in
TEMP2,

TEMPL, is decrypted by DEAusing KEY, resulting in O1
P1=01&IV1

T4: TEMP3, is encrypted by DEA using KEY 2, resulting in
TEMP3,

TEMPZ; is decrypted by DEAusing KEY'1;, resulting in O2
P2=02 & IV2
T5: TEMP3, is decrypted by DEAusing KEY1, resulting in O3

P3=03 @ IV3

Send i, KEY (representing KEY1KEY2, and KEY?3), IV1, IV2, IV3,
C1, C2, C3, P1, P2, P3

KEY1l,,=KEY2,;,= KEY3,;, = vector consi sti
significant bit positi onpositow Bopet
-- odd parity is set.

If encryption is supported:

Assign C1,4, C2,,, and C3; to corresponding G}, C2,,, and
C3,: values from Variable Key Known Answer Test for the
Encryption Process

else

Ck ;1 (where k=1..3) corresponding Ck value from TMOVS

Compare results from the 56 decryptions with known answersil&he PE P2=
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P3 = 0 for all 56 rounds.

Table 33 illustrates the Variable Key Known Answer Test for the Decryption PrOCESRC-|
mode of operation.

1. The TMOVS:

a. Initializes the KEY parameters KEY,JKEY2,, and KEY3 to contain "0" in every
signficant bit except for a "1" in the first position, i.e., thel@KEY1, ,,= KEY2;
pin= KEY3; ;= 10000000 00000001 00000001 00000001 00000001 00000001
00000001 00000001. The equivalent of this value in hexadecimal notation is 80 01
010101010101.

NOTE -- the parity bits are set to "0" or "1" to get odd parity.

b. Initializes the 64pit IV parameters, IV1, IV2, and IV3. IV1 is initialized to the
constant hexadecimal value 0, i.e., }\% 00 00 00 00 00 00 00 00. Based on
specifications in ANSI X%2-1998, 1V2 is computed by the following equation:
IV1 + R, mod 2* where R=5555555555555555, i.e., V2= 55 55 55 55 55 55
55 55. V3 is computed by the equation V1 #rRod 2* where
R,=AAAAAAAAAAAAAAAA, i.e., IV3 o= AA AA AA AA AA AA AA AA.

C. If the IUT does not support encryption,;OC2, and C3values are initialized with
the constant G1C2, and C3values from Table A.11 where i=1..56.

d. If encryption is not supported by the IUT, KEY (representing KEY1, KEY2, and
KEY3), IV1, IV2, and IV3, and the 56 C1, C2, and C3 values are forwarded to the
IUT, as specified in Input Type 15. Otherwise, the KEY (representing KEY1,
KEY2, and KEY3), IV1, IV2, and V3 are forwarded to the IUT, as specified in
Input Type 14.

2. The IUT should:

a. If encryption is supported, initialize the GIC2;, and C3 values with the first
corresponding C1, C2, and C3 values retained from the Variable KEY Known
Answer Test for the Encryption Process for the TABMde (Section 5.3.1.3).
Otherwise, use the first kees received from the TMOVS.

b. Perform the following for i = 1 to 56:
NOTE-- 56 is the number of significant bits in a TDES key.

NOTE -- the processing for each clock cycleiSTdisplayed.

1) At clock cycle T1:

a) Set the input block {Equal to te value of C1



2)

b) Process IAthrough the DEA stage DEAn the decrypt state using
KEY 3;, resulting in intermediate value TEMP1

At clock cycle T2:
a) Set the input block I2qual to the value of G2

b) Process IZhrough the DEA stage DEAn thedecrypt state using
KEY3;, resulting in intermediate value TEMP2

C) Process TEMP1through the DEA stage DEAn the encrypt state
using KEY 2, resulting in intermediate value TEMP1

At clock cycle T3:
a) Set the input block (&qual to the valuef&3..

b) Process I3through the DEA stage DEAN the decrypt state using
KEY3;, resulting in intermediate value TEMP3

C) Process TEMP2hrough the DEA stage DEAn the encrypt state
using KEY 2, resulting in intermediate value TEMP2

d) Process TEN1, through the DEA stage DEAn the decrypt state
using KEY1, resulting in the output block @1

e) Calculate the plaintext Py exclusiveORing O1 with V1.
At clock cycle T4:

a) Process TEMP2hrough the DEA stage DEAn the decrypt state
usingKEY1;, resulting in the output block @2

b) Calculate the plaintext PBy exclusiveORing O2 with V2.

C) Process TEMP3hrough the DEA stage DEAN the encrypt state
using KEY 2, resulting in intermediate value TEMP3

At clock cycle T5:

a) Proces TEMP3 through the DEA stage DEAN the decrypt state
using KEY1, resulting in the output block @3

b) Calculate the plaintext PBy exclusiveORing O3 with V3.
Forward the current values of the loop number i, KE&presenting KEY;1

KEYZ2;, ard KEY3), IV1, IV2, IV3, C1;, C2, C3, and the resulting R1P2,
and P3to the TMOVS as specified in Output Type 3.
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3) Set KEY1,,, KEY2,;, and KEY3,,, equal to the vector consisting of "0" in
every significant bit position except for a single Kilt'in position i+1. The
parity bits may contain "1" or "0" to make odd parity.

NOTE--KEY1;,; = KEY2,; = KEY3i;.

4) If encryption is supported, set the C values.CLC2,,, and C3,, equal to
the corresponding G1, C2,,, and C3; values retmed from the Variable
KEY Known Answer Test for the Encryption Process for TGBfiode. If
encryption is not supported by the IUT, set.GXC2,,, and C3, equal to
the corresponding G1, C2,,, and C3,, values supplied by the TMOVS.

NOTE-- The ouput from the IUT for this test should consist of 56 output strings. Each output string should consist of
information included in Output Type 3.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values. TéhP1, P2, and P3 results should be all zeros.



5324

Permutation Operation Known Answer Test for the Decryption Process

- TCBC-I Mode
Table 34 The Permutation Operation Known Answer Test for the Decryption Process
TCBC-I Mode
TMOVS: Initialize KEY1, =KEY2, = KEY3; (where i=1..32) = 32 KEY values from
Table A.12
V1 = 0000000000000000
IV2 = 5555555555555555
IV3 = AAAAAAAAAAAAAAAA
If encryption is supported by the IUT:
Send IV1, IV2, and IV3
KEY, KEY,,..., KEY3, (Where KEY represents tivalues of
KEY1, KEY2, and KEY3)
If encryption is not supported by the IUT:
Initialize Ck; (where k=1..3 and i=1..32) = corresponding kues from
Table A.12
Send IV1, IV2, and IV3,
KEY,, KEY,,..., KEY;3, (Where KEY represents the values of
KEY1, KEY2, and KEY3)
CL,...CL, C2,....C2,, C3,...,.C3,
IUT: If encryption is supported by the IUT:
Initialize C1,, C2, C3, values with corresponding values retained from
Permutation Operation Known Answer Test for Encryption
Process.
Otherwse, use the first values received from the TMOVS.
FORi=11032
{
Perform T1: 134=C4
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Triple DES:

I1; is read into TDEA and is decrypted by DEssing KEY3,
resulting in TEMP1

T2: 12,=C2

12; is read into TDEA and is decryptéy DEA; using KEY3,
resulting in TEMP2

TEMPL, is encrypted by DEAusing KEY 2, resulting in
TEMPL,

T3: 13;=C3

I3; is read into TDEA and is decrypted by DE#sing KEY 3,
resulting in TEMP3

TEMPZ2, is encrypted by DEAusing KEY2;, resulting in
TEMP2,

TEMP1, is decrypted by DEAusing KEY1, resulting in O1
P1=0L &IVl

T4: TEMP3 is encrypted by DEAusing KEY 2, resulting in
TEMP3,

TEMP2, is decrypted by DEAusing KEY1, resulting in O2
P2=02 @ IV2
T5: TEMP3 is decrypted by DEAusing KEY1, resulting in O3

P3=03@IV3

Send i, KEY (representing KEY1KEY2, and KEY?3), IV1, IV2, IV3,
C1, C2, C3, P1, P2, P3

KEY1,,; = KEY2,; = KEY3,,; = corresponding KEY; supplied from
TMOVS

If encryption is supported:

Cki,1 (where k=1..3) = corresponding Gkfrom Permutation
Operation Known Answer Test for the Encryption Process

else

Cki;1 (where k=1..3) = corresponding &Gkrom TMOVS
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}

TMOVS: Compare results with known answers. Results should be P1=P2=P3=0.

Table 34 illustrates the Permutation Operation Known Answer Test for the TOBEGyption
Process.

1. The TMOVS:

a. If the IUT supports encryption, the KEYKEY2;, and KEY 3 varialles are
initialized with the 32 constant KEYalues from Table A.12. If the IUT does not
support encryption, the KEY variables, KEYKEY2,, and KEY3, and the C
variables, C1, C2, and C3 are initialized with the 32 constant KEY and C1, C2, and
C3 value from Table A.12.

NOTE-- KEY1=KEY2=KEY3.

b. Initializes the 64bit IV parameters, 1V1, IV2, and IV3. IV1 is initialized to the
constant hexadecimal value 0, i.e., }\% 00 00 00 00 00 00 00 00. Based on
specifications in ANSI X9.54998, 1V2 is compted by the following equation:
IV1 + R, mod 2* where R=5555555555555555, i.e., V2= 55 55 55 55 55 55
55 55. V3 is computed by the equation IV1 #rRod 2* where
R,=AAAAAAAAAAAAAAAA, i.e., IV3 .= AA AA AA AA AA AA AA AA.

C. If encryption is suported by the IUT, the 32 KEY values for KEY1, KEY?2, and
KEY3, and the IV1, IV2, and IV3 values are forwarded to the IUT using Input Type
16. If encryption is not supported by the IUT, the 32 KEY, C1, C2, and C3 groups
and the IV1, IV2, and IV3 values a@warded to the IUT using Input Type 17.

2. The IUT should:

a. If encryption is supported by the IUT, initialize the,CT2;, and C3 values with
the first C1, C2;, and C3 values retained from the Permutation Operation Known
Answer Test for the Encryipn Process for the TCBCMode (Section 5.3.1.4).
Otherwise, use the first values received from the TMOVS.

b. Perform the following for i = 1 to 32:

NOTE -- the processing for each clock cycieifdisplayed.

1) At clock cycle T1:
a) Set the input blockl; equal to the value of G1

b) Process llthrough the DEA stage DEAn the decrypt state using
KEY3;, resulting in intermediate value TEMP1
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2)

3)

At clock cycle T2:
a) Set the input block 2qual to the value of G2

b) Process I2hrough the DEA sige DEA; in the decrypt state using
KEY 3;, resulting in intermediate value TEMP2

C) Process TEMPthrough the DEA stage DEAn the encrypt state
using KEY 2, resulting in intermediate value TEMP1

At clock cycle T3:
a) Set the input block {®qual tathe value of C3

b) Process Ithrough the DEA stage DEAn the decrypt state using
KEY3;, resulting in intermediate value TEMP3

C) Process TEMP2hrough the DEA stage DEAN the encrypt state
using KEY 2, resulting in intermediate value TEMP2

d) Process TEMPRthrough the DEA stage DEAn the decrypt state
using KEY1, resulting in the output block Q1

e) Calculate the plaintext Py exclusiveORing O1 with IV1.
At clock cycle T4:

a) Process TEMP2hrough the DEA stage DEAn the decrypstate
using KEY1, resulting in the output block Q2

b) Calculate the plaintext PBy exclusiveORing O2 with V2.

C) Process TEMPahrough the DEA stage DEAn the encrypt state
using KEY 2, resulting in intermediate value TEMP3

At clock cycle T5

a) Process TEMP&hrough the DEA stage DEAn the decrypt state
using KEY1, resulting in the output block @3

b) Calculate the plaintext PBy exclusiveORing O3 with 1V3.

Forward the current values of the loop number i, KE&presenting KEY;1
KEY2;, and KEY3J), IV1, IV2, IV3, C1, C2, C3, and the resulting R1P2,
and P3to the TMOVS as specified in Output Type 3.

Assign new values to KEY.%, KEY2;,,, and KEY3,; by setting them
equal to the corresponding KEY values supplied byTtROVS.

NOTE-- KEY1=KEY2=KEY3.
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4) If encryption is supported, set the C values.CLC2,,, and C3, equal to
the corresponding G1, C2,,, and C3, values retained from the
Permutation Operation Known Answer Test for the Encryption Process for
TCBC-I mode. If encryption is not supported by the IUT, setCC2,,,
and C3, equal to the corresponding 1 C2,,, and C3, values supplied
by the TMOVS.

NOTE -- The above processing should continue until all 32 KEY values are processedtfinerom the IUT for this test
should consist of 32 output strings. Each output string should consist of information included in Output Type 3.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
known values. The seilting P1, P2, and P3 results should be all zeros.
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5.

Table

3.25 Substitution Table Known Answer Test for the Decryption Process
TCBC-I Mode

35 The Substitution Table Known Answer Test for the Decryption Process

TCBC-I Mode

TMOVS:

IUT:

Initialize

If encryption is supported by the IUT:

Send

If encryption is not supported by the IUT:

Initialize

Send

If encryption is supported by the IUT:

Initialize

Otherwise, use the first valueceived from the TMOVS.

KEY1, =KEY2, = KEY3; (wherei=1..19) = 19 KEY values from
Table A.8

IV1=0000000000000000
V2 = 5555555555555555

IV3 = AAAAAAAAAAAAAAAA

IV1, IV2, and IV3,

KEY 4, KEY,,..., KEY;q (Where KEY represents tvalues of
KEY1, KEY2, and KEY3)

Ck; (where k=1..3 and where i=1..19) = correspondingv@kies
from Table A.8

IV1, IV2, and IV3,

KEY,, KEY,,..., KEY;q (Where KEY represents the values of
KEY1, KEY2, and KEY3)

CL,...,ClLy, C2,...,.C2,, C3,,...,C3

C1,, C2, C3, values retained from Substitution Table Known
Answer Test for Encryption Process.

FORi=11t019
{
T1:. 11,=Cj
Perform
Triple DES: 11, is read into TDEA and is decrypted by DE#sing KEY3,
resulting in TEMP1
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T2: 12,=C2

12; is read into TDEA and is decrypted by DE#sing KEY 3,
resulting in TEMP2

TEMPY, is encrypted by DEAusing KEY2, resulting in
TEMPL,

T3: 13,=C3

13; is read into TDEA and is decrypted by DE#sing KEY3,
resulting in TEMP3

TEMPZ2, is encrypted by DEAusing KEY2, resulting in
TEMP2,

TEMPL; is decrypted by DEAusing KEYZ, resulting in O1
P1=01 @IVl

T4: TEMP3, is encrypted by DEA2 using KEY,Zesulting in
TEMP3,

TEMPZ; is decrypted by DEAusing KEY1, resulting in O2
P2=02 ®IV2
T5: TEMPS3, is decrypted by DEAusing KEY1, resulting in O3

P3= 03 @ IV3

Send i, KEY (representing KEY1KEY2;, and KEY3J), IV1, IV2, IV3,
C1, C3, C3, P3,P2,P3

KEY1;,; = KEY2,, = KEY3,,; = corresponding KEY; supplied from
TMOVS

If encryption is supported:

Cki;1 (where k=1..3) = corresponding Gkfrom output of
Substitution Table Known Answer Test for the Encryption Proc

else

Cki;, (where k=1..3) = corresponding Gkvalues from TMOVS
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TMOVS: Compae results with known answers.

Table 35 illustrates the Substitution Table Known Answer Test for the TIdBLCryption Process.

1. The TMOVS:

a. If the IUT supports encryption, the KEYKEY?2;, and KEY3variables are
initialized with the 19 constant KEYalues from Table A.8. If the IUT does not
support encryption, the KEY variables, KEY1, KEY2, and KEY3, and the C
variables, C1, C2, and C3 are initialized with the 19 constant KEY and C1, C2, and
C3 values from Table A.8.

NOTE -- KEY1=KEY2=KEY3.

b. Initializes the 64it IV parameters, IV1, IV2, and IV3. IV1 is initialized to the
constant hexadecimal value 0, i.e., }\% 00 00 00 00 00 00 00 00. Based on
specifications in ANSI X9.54998, 1V2 is computed by the following equation:
IV1 + R, mod 2* where R=5555555555555555, i.e., V2= 55 55 55 55 55 55
55 55. V3 is computed by the equation V1 #rRod 2* where
R,=AAAAAAAAAAAAAAAA, i.e., IV3 o= AA AA AA AA AA AA AA AA.

C. If encryption is supported by the IUT, the 19 KEY values for KEY1, KEaf#
KEY3, and the IV1, IV2, and IV3 values are forwarded to the IUT using Input Type
16. If encryption is not supported by the IUT, the 19 KEY, C1, C2, and C3 groups
and the IV1, IV2, and IV3 values are forwarded to the IUT using Input Type 17.

2. The IUT should:

a. If encryption is supported by the IUT, initialize the C1, C2, and C3 values with the
first C1, C2, and C3 values retained from the Substitution Table Known Answer
Test for the Encryption Process for the TGBKlode (Section 5.3.1.5). Otherwjse
use the first value received from the TMOVS.

b. Perform the following for i =1 to 19:

NOTE -- the processing for each clock cycleiSdisplayed.
1) At clock cycle T1:
a) Set 11 equal to the value of G1

b) Process Iithrough the DEA stage DEAn the decrypt state using
KEY 3;, resulting in intermediate value TEMP1

At clock cycle T2:

a) Set 12 equal to the value of G2



2)

3)

4)

b) Process I2hrough the DEA stage DEAN the decrypt state using
KEY 3;, resulting in intermediate value TEMP2

C) Proces TEMPY, through the DEA stage DEAn the encrypt state
using KEY 2, resulting in intermediate value TEMP1

At clock cycle T3:
a) Set 13 equal to the value of G3

b) Process I3hrough the DEA stage DEAN the decrypt state using
KEY3;, resulting inntermediate value TEMR3

C) Process TEMP2hrough the DEA stage DEAN the encrypt state
using KEY 2, resulting in intermediate value TEMP2

d) Process TEMPRthrough the DEA stage DEAn the decrypt state
using KEY1, resulting in the output bl&cO1;.

e) Calculate the plaintext Phy exclusiveORing O1 with V1.
At clock cycle T4:

a) Process TEMP2hrough the DEA stage DEAn the decrypt state
using KEY1, resulting in the output block Q@2

b) Calculate the plaintext PBy exclusiveORing C2; with V2.

C) Process TEMPahrough the DEA stage DEAn the encrypt state
using KEY 2, resulting in intermediate value TEMP3

At clock cycle T5:

a) Process TEMPahrough the DEA stage DEAn the decrypt state
using KEY1, resulting in the outpuilock O3.

b) Calculate the plaintext PBy exclusiveORing O3 with V3.

Forward the current values of the loop number i, KE&presenting KEY;1
KEY2;, and KEY3J), IV1, IV2, IV3, C1, C2, C3, and the resulting R1P2,
and P3to the TMOVS as ggzified in Output Type 3.

Assign new values to KEY,%, KEY2;,,, and KEY3,,, by setting them
equal to the corresponding KEYvalues supplied by the TMOVS.

NOTE-- KEY1,; = KEY2,; = KEY3,;.

If encryption is supported, set the C values. CLC2,,, and C3, equal to
the corresponding G1, C2,,, and C3, values retained from the
Substitution Table Known Answer Test for the Encryption Process for
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TCBC-I mode. If encryption is not supported by the IUT, setCC2,,,
and C3, equal tathe corresponding G1, C2,,, and C3, values supplied
by the TMOVS.

NOTE-- The above processing should continue until all 19 KEY, C1, C2, and C3 groups, as specified in Input Type 17, or all 19
KEY values, as specified in Input Type 16, are proaksEee output from the IUT for this test should consist of 19 output
strings. Each output string should consist of information included in Output Type 3.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known alues.



5.3.2.6 Monte Carlo Test for the Decryption Process TCBC-I Mode

Table 36 The Monte Carlo Test for the Decryption Process TCBC-I Mode

TMOVS Initialize KEY1,, KEY2,, KEY3,, IV1, IV2, IV3, C1,,C2, C3,
Send KEY1,, KEY2,, KEY3,, IV1, IV2, IV3, C1,,C2, C3,
IUT: FOR i =0 TO 399
{
If (i==0)
FOR k=1to 3
CVk, = IVK

Record i, KEY], KEY2, KEY3;, CV],, CV2, CV3, C1,, C%, C

FOR|j=0TO 9,999

{

T1: 11, = CJ
Perform
Triple DES: 11, is read into TDEAand is decrypted by DEAISIng
KEY3;, resulting in TEMP1

T2: 12,=C2

12, is read into TDEA and is decrypted by DE4sing
KEY3;, resulting in TEMP2

TEMP1, is encrypted by DEAusing KEY 2, resulting in
TEMPL,

T3: 13,= C3

I3, is read into TDEA and is decrypted by DE#sing
KEY3;, resulting in TEMP3

TEMPZ2, is encrypted by DEAusing KEY2, resulting
in TEMP2,

TEMPY, is decrypted by DEAusing KEY 1, resulting in
03

16C




P1= 01 @ CV1

T4: TEMP3, is encrypted bYDEA, using KEY 2, resulting
in TEMP3,

TEMPZ; is decrypted by DEAusing KEY1, resulting in
02
P2=02 ® CVv2

T5: TEMP3, is decrypted by DEAusing KEY 1, resulting in
O3

P3= 03 ® CV3

FORk=1to3
{
Cij+]_ = CK

Ckjvs = PK

}
Record P11 P2, P3

Send i, KEY], KEY2, KEY3,, CV1y, CV2,, CV3y, Cly, C2, C3, P1, P2,
P3

KEY1,,; = KEY1; ® P1,

IF (KEY1, and KEY2 are independent and KEY3 KEY1,) or (KEY1,
KEY2;, and KEY 3 are independs)

KEY2,,,= KEY2, @ P2,
ELSE
KEY2,,,= KEY2, @ PJ,

IF (KEY1= KEY2= KEY3) or (KEY1; and KEYZ2 are independent and
KEY3, = KEY1)

KEY3;,,= KEY3; @ P1,

161




ELSE
KEY3;;,= KEY3; @ P3.,
FORk=1t0o3

{
CVk, = Ck
Cko = Pk

}
TMOVS Check IUT's output for correctness.

As summarized in Table 36, the Monte Carlo Test for the TCBEcryption Process is performed
as follows:

1. The TMOVS:

a. Initializes the KEY parameters KEY1, KEY2, and KEY 3, theiaization vectors
IV1, IV2, and IV3, and the ciphertext variables C1, C2, and C3. The C variables, the
IV variables , and the KEY variables consist of 64 bits each. V2 is assigned the
value of IV1+R mod 2 where R = 5555555555555555. V3 is assigribd
value of IV1+R mod 2 where B = AAAAAAAAAAAAAAAA,

b. Forwards this information to the IUT using Input Type 22.
2. The IUT should perform the following for i = 0 through 399:

a. If i=0 (if this is the first time through this loop), set the chainiafue CV} equal to
the IV1, CV2z equal to the IV2, and C\{Zqual to the IV3.

b. Record the current values of the output loop number i, KB¥EY2,, KEY3;,
CV1,, CV2, CV3,, and C}, C2, C3,.

C. Perform the following for j = 0 through 9999:
NOTE -- theprocessing for each clock cyclei§ displayed.
1) At clock cycle T1:

a) Set the input block |lequal to the value of G1
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2)

b) Process I1through the DEA stage DEAn the decrypt state using
KEY3;, resulting in intermediate value TEMP1

At clock cycke T2:

a) Set the input block |2qual to the value of G2

b) Process IZhrough the DEA stage DEAN the decrypt state using
KEY3;, resulting in intermediate value TEMP2

C) Process TEMP1through the DEA stage DEAN the encrypt state
using KEY 2, resulting in intermediate value TEMP1

At clock cycle T3:

a) Set the input block {&qual to the value of G3

b) Process I3through the DEA stage DEAn the decrypt state using
KEY3;, resulting in intermediate value TEMP3

C) Process TEMP2hroughthe DEA stage DEAIn the encrypt state
using KEY 2, resulting in intermediate value TEMP2

d) Process TEMP.through the DEA stage DEAN the decrypt state
using KEY, resulting in the output block Q1

e) Calculate the plaintext Pty exclusiveORing OJ; with IV1.

At clock cycle T4:

a) Process TEMP2hrough the DEA stage DEAn the decrypt state
using KEY, resulting in the output block Q2

b) Calculate the plaintext PBy exclusiveORing O2 with IV2.

C) Process TEMP3hrough the DEA stage D% in the encrypt state
using KEY 2, resulting in intermediate value TEMP3

At clock cycle T5:

a) Process TEMPhrough the DEA stage DEAN the decrypt state
using KEY, resulting in the output block Q3

b) Calculate the plaintext PBy exclusiveORing O3 with V3.

Prepare for loop j+1 by doing the following:

a)

Assign CV1,,, CV2,,, CV3;, the current value of G1C2, C3,
respectively.
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b) Assign C1,,, C2,,, C3,, the current value of R1P2, P3,
respectively.

d. Record Pl P2, P3.

e. Forward all recorded information for this loop, as specified in Output Type 4, to the
TMOVS.
f. Assign new values to the KEY parameters, KEY1, KEY2, and KEY3 in preparation

for the next outer loop. Note j = 9999.

The new KEY1,; should be calculated by exsiue-ORing the
current KEY1with the P1

The new KEY2,; calculation is based on the values of the keys. If
KEY1,; and KEYZ2 are independent and KEY3 KEY1;, or KEY1;, KEY2,
and KEY3 are independent, the new KEY;Zshould be calculated by
exclusive-ORing the current KEYavith the P2;. If
KEY1,=KEY2,=KEY3;, the new KEYZ2, should be calculated by exclusive
ORing the current KEY;2with the P1

The new KEY 3, calculation is also based on the values of the keys.
If KEY1;, KEY2, and KEY3areindependent, the new KEY,3should be
calculated by exclusiv®Ring the current KEY3with the P3,. If KEY],
and KEY2 are independent and KEY3 KEY1,, or if
KEY1,=KEY2,=KEY3;, the new KEY 3, should be calculated by exclusive
ORing the current KEY3vith the P1

g. Assign new values to C\1CV2, and CV3, in preparation for the next outer loop.
CV1,, CV2, and CV3 should be assigned the value of the currentC3, and
C3, respectively.

NOTE-- the new CV should be denoted asd®@écause tisivalue is used for the first pass through the inner
loop when j=0.

h. Assign a new value to G1C2), and C3in preparation for the next output loop. {1
should be assigned the value of the Pikewise, CZ should be assigned the value
of the P2 andC3, should be assigned the value of the P3

NOTE-- the new C variables, C1, C2, and C3 should be denotedya€%land C3, respectively, to be
used for the first pass through the inner loop when j=0.

NOTE-- The output from the IUT for this test glid consist of 400 output strings. Each output string should consist of
information included in Output Type 4.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
known values.
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5.4 The Cipher Feedback (TCFB) Mode

ThelUTs in the TDES Cipher Block Feedback (TCFB) mode of operation are validated by
successfully completing (1) a set of Known Answer tests applicable to both IUTs supporting
encryption and/or decryption and (2) a Monte Carlo test for each cryptographissgopeorted by
the IUT.

The process of validating an IUT which supports tHa&tkif CFB mode in either the encryption
and/or decryption process involves the successful completion of the following six tests

1. The Variable Text Known Answer TedK-bit TCFB mode

2. The Inverse Permutation Known Answer T-estbit TCFB mode
3. The Variable Key Known Answer TesK-bit TCFB mode

4. The Permutation Operation Known Answer T-dstbit TCFB mode
5. The Substitution Table Known Answer Test-bit TCFB mode

6. The Monte Carlo Test for the Encryption Procdssbit TCFB mode (if encryption is
supported)

OR

The Monte Carlo Test for the Decryption Processhit TCFB mode (if decryption is
supported)

NOTE-- For IUTs, K can range from 1 to 64 bits.

An explangion of the tests follows
5.4.1 The Known Answer Tests- TCFB Mode

The K-bit TCFB mode has one set of Known Answer tests which is used regardless of supported
process, i.e., the same set of Known Answer tests is for IUTs supporting the encryption and/or
decryption processes.

Throughout this section, TEXT and RESULT will refer to different variables depending on whether
the encryption or decryption process is being tested. If the IUT performs TCFB encryption, TEXT
refers to plaintext, and RESULT refersciphertext. If the IUT performs TCFB decryption, TEXT
refers to ciphertext, and RESULT refers to plaintext.

The notation LM(A) refers to the leftmost its of A.
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5411 The Variable TEXT Known Answer Test- TCFB Mode

Table 37 The Variable TEXT Known A nswer Test- TCFB Mode

TMOVS:

IUT:

TMOVS:

Initialize KEYS: KEY1=KEY2=KEY3=0101010101010101 (odd pari
set)

IV,=8000000000000000

K-bit TEXT =0
Send KEY (representing KEY1, KEY2, and KEY3), |VK-bit TEXT
FORi=1to 64
{
Perform li =1V
[T):'E%e l; is read into TDEA and is encrypted by DE#sing KEY1,
' resulting in TEMP1
TEMPL is decrypted by DEAusing KEY2, resulting in
TEMP2
TEMP?2 is encrypted by DEAusing KEY 3, resulting in ©
K-bit RESULT, = LM"(O,) ® K-bit TEXT
Send i, KEY (representing KEY1, KEY2, and KEY 3),,I¥-bit
TEXT, K-bit RESULT,
IVi;, = basis vector where single "1" bit is in position i+1
}

Compare RESULT from each loop with known answers.

Use K bits of output in Table A.1.

As summarized in Table 37, the Variable TEXT Known Answer Test for the TCFB mode of
operation is performed as follows:

1. The TMOVS:
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a. Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant
hexadecimal value 0 with odd parity set, i.e., KEEKEY 2;,.,=KEY 3,01 01 01
0101 010101.

b. Initializes the 64pit initialization vector 1\ to the basis vector containing a"1" in
the first bit position and "0" in the following 63 positions, i.e.; iy= 10000000
00000000 00000000 00000000 00000®OOO0000 00000000 00000000. The
equivalent of this value in hexadecimal notation is 80 00 00 00 00 00 00 00.

C. Initializes the Kbit TEXT parameter to the constant hexadecimal value 0, i.e.,
TEXT=00 00 00 00 00 00 00 00.

d. Forwards this informatin to the IUT using Input Type 2.
2. The IUT should perform the following for i=1 through 64:
a. Assign the value of the initialization vector; itd the input block;l

b. Process; lthrough the three DEA stages, resulting in eo4utput block Q This
involves processing through the first DEA stage, denoted DE#A the encrypt
state using KEY1, resulting in intermediate value TEMP1. TEMPL1 is fed directly
into the second DEA stage, denoted DEA the decrypt state using KEY2,
resulting in intermeiate value TEMP2. TEMP?2 is fed directly into the third DEA
stage, denoted DEAIn the encrypt state using KEY3, resulting in output block O

C. Calculate the Kbit RESULT; by exclusiveORing the leftmost Koits of Q with the
K-bit TEXT, i.e., (RESULT,, RESULT,,..., RESULT) = (O" ® TEXT®, 0% @
TEXT?,..., G4 @ TEXTY).

d. Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
and KEY3), IV, K-bit TEXT, and the resulting #it RESULT, to the TMOVS as
specified in Output Typg.

e. Retain the Kbit RESULT values for use with the Inverse Permutation Known
Answer Test for the TCFB Mode (Section 5.4.1.2).

f. Assign a new value to [\ by setting it equal to the value of a basis vector with a
"1" bit in position i+1, where i+1=2,,64.

NOTE -- This continues until every possible basis vector has been represented by the 1V, i.e., 64 times. The output from the IUT
should consist of 64 output strings. Each output string should consist of information included in Output Type 2.

3. TheTMOVS checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.1. For IUTs where K is less than 64, the leftmost K bits
of output for each RESULT value in Table A.1 are used.



541.2 The Inverse Pernutation Known Answer Test- TCFB Mode

Table 38 The Inverse Permutation Known Answer Test TCFB Mode

TMOVS: Initialize KEYs: KEY1 = KEY2 =KEY3=0101010101010101
(odd parity set)

K-bit TEXT; (where i=1..64)=64 RESULT values from the
Variable TEXT Krown Answer Test

IV,=8000000000000000

Send KEY (representing KEY1, KEY2, and KEY 3), |VK-bit
TEXT,,...,K-bit TEXTg,
IUT: FORi=1to 64
{
li =1V,
?ﬁrfl(; fm l; is read into TDEA and is encrypted by DE#sing KEY 1, resulting
RS, in TEMP1

TEMPL is decrypted by DEAusing KEY2, resulting in TEMP2
TEMP2 is encrypted by DEAusing KEY 3, resulting in ©

K-bit RESULT,= LMX(O,) ® K-bit TEXT,

Send i, KEY (representing KEY1, KEY2, and KEY 3),,I%-bit TEXT;,
K-bit RESULT;

IVi;, = basis vector where single "1" bit is in position i+1
K-bit TEXT;,, = corresponding Koit RESULT value from the TMOVS
}
TMOVS: Compare RESULT from each loop with known answers.

The RESULTSs should be all zeros.

As summarized in Tabl@8, the Inverse Permutation Known Answer Test for the TCFB mode of
operation is performed as follows:

1. The TMOVS:
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d.

a.

b.

Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant
hexadecimal value 0 with odd parity set, i.e., KEEKEY 2;,.,=KEY 3,,=01 01 01
0101 010101.

Initializes the 64pit initialization vector 1\ to the basis vector containing a"1" in
the first bit position and "0" in the following 63 positions, i.e.; iy= 10000000

00000000 00000000 00000000 00000000 00000000 0O@O@BOO0000. The
equivalent of this value in hexadecimal notation is 80 00 00 00 00 00 00 00.

Initializes the Kbit TEXT, (where i=1..64) to the RESUL.Values obtained from
the Variable TEXT Known Answer Test.

Forwards this information to the IUT ing Input Type 5.

The IUT should perform the following for i=1 through 64:

Assign the value of the initialization vector; itd the input block;l

Process; lthrough the three DEA stages, resulting in eo4utput block Q This
involves procssing ] through the first DEA stage, denoted DE A the encrypt

state using KEY1, resulting in intermediate value TEMP1. TEMPL1 is fed directly
into the second DEA stage, denoted DEA the decrypt state using KEY2,
resulting in intermediate value TEMPTEMP?2 is fed directly into the third DEA
stage, denoted DEAIn the encrypt state using KEY3, resulting in output block O

Calculate the Kbit RESULT; by exclusiveORing the leftmost Koits of Q with the
K-bit TEXT;, i.e., (RESULT;, RESULT,.., RESULT") = (O' @ TEXTY, 0% @
TEXT?,..., O @ TEXTX).

Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
and KEY3), IV, kbit TEXT;, and the resulting #it RESULT, to the TMOVS as
specified in Output Type 2.

Assign a new value to 1V; by setting it equal to the value of a basis vector with a
"1" bit in position i+1, where i+1=2,...,64.

Assign a new value to TEX] by setting it equal to the corresponding output from
the TMOVS.

NOTE -- This processing continuesitil all RESULT values from the Variable TEXT Known Answer Test have been used as
input. The output from the IUT should consist of 64 output strings. Each output string should consist of informationimcluded

Output Type 2.

3. The TMOVS checks the 1U3 output for correctness by comparing the received results to
the known values. The RESULT values should be all zeros.



5413 The Variable KEY Known Answer Test- TCFB Mode

Table 39 The Variable Key Known Answer Test- TCFB Mode

TMOVS: Initialize KEYs: KEY1, = KEY2;, = KEY3; =8001010101010101 (odd
parity set)

[V = 0000000000000000
K-bit TEXT =0
Send KEY, (representing KEY{ KEY2,, and KEY3), IV, K-bit TEXT
IUT: FORi=1to0 64

{
IF(i mod 8= 0) {process all bits except parity bits}

{

=V

l; is read into TDEA and is encrypted by DE#sing KEY1,

FERE resulting in TEMP1

Triple DES:

TEMPL1 is decrypted in DEAusing KEY2, resulting in
TEMP2

TEMP2 is encrypted by DEAIsing KEY3, resulting in @

K-bit RESULT.= LM¥(O,) ® K-bit TEXT

Send i, KEY (representing KEY1KEY2;, and KEY3J), IV, K-bit
TEXT, K-bit RESULT;

KEY1,,; =KEY2;,; =KEY3;,; = vector consisting of "0" in every
significant bit position except for a single "1" bit in positiod i+

NOTE: Each parity bit may have the value "1" or "0" to make the KEY odd parity.

}

TMOVS: Compare results of the 56 encryptions with known answers.

Use K bits of the results in Table A.2.
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As summarized in Table 39, the Variable K&yown Answer Test for the TCFB mode of operation
is performed as follows:

1. The TMOVS:

a. Initializes the KEY parameters KEY,JKEY2,, and KEY3 to contain "0" in every
significant bit except for a "1" in the first position, i.e., thet®KEY 1, ,,= KEY2,
pin= KEY3; ;= 10000000 00000001 00000001 00000001 00000001 00000001
00000001 00000001. The equivalent of this value in hexadecimal notation is 80 01
010101010101.

NOTE -- the parity bits are set to "0" or "1" to get odd parity.

b. Initializesthe 64bit IV parameter to the constant hexadecimal value 0, i.g,, 3V
00 00 00 00 00 00 00 00.

C. Initializes the kbit TEXT to the constant hexadecimal value 0. It is represented as K
binary bits, where K=1,...,64, i.e., TEXJ= 0' 0%...,0°. Thisis then translated into
hexadecimal.

d. Forwards this information to the IUT using Input Type 2.

2. The IUT should perform the following for i = 1 to 56:

NOTE-- 56 is the number of significant bits in a TDES key.
a. Assign the value of the initializatiorector 1V to the input block.|

b. Process; lthrough the three DEA stages, resulting in ebo4utput block Q This
involves processing through the first DEA stage, denoted DE# the encrypt
state using KEY1 resulting in intermediate value TEM. TEMP1 is fed directly
into the second DEA stage, denoted DEA the decrypt state using KEY 2
resulting in intermediate value TEMP2. TEMP2 is fed directly into the third DEA
stage, denoted DEAINn the encrypt state using KEY Besulting in outpublock Q.

C. Calculate the Kbit RESULT; by exclusiveORing the leftmost Koits of Q with the
K-bit TEXT, i.e., (RESULT,, RESULT:,..., RESULT") = (O ® TEXT!, O% @
TEXT?,..., &Y\ @ TEXT).

d. Forward the current values of the loop number i, KEYr@gsgnting KEY1, KEY2,
and KEY3), IV, Kbit TEXT, and the resulting it RESULT, to the TMOVS as
specified in Output Type 2.

e. Set KEYL,;, KEY2,,, and KEY3,;e q u a | to the vector consi
significant bit po"$iiirtposgionit+e Xleegitybitd or a si
contain Al1l" or AO0O" to make odd parity.

NOTE -- This processing should continue until every significant basis vector has been represented by the KEY parameters. The
output from the IUT should consist of 56 output gisnEach output string should consist of information included in Output
Type 2.
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3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.2. For IUTs where K is less than 64, the leftroiist K
of output for each RESULT in Table A.2 are used.
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54.1.4 The Permutation Operation Known Answer Test- TCFB Mode

Table 40 The Permutation Operation Known Answer Test- TCFB Mode

TMOVS: Initialize KEY1, = KEY2 = KEY3; (wherei=1..32) =32 KEY vaks in Table
A.3

IV = 0000000000000000
K-bit TEXT =0

Send K-bit TEXT, IV, KEY,, KEY,,...,KEY3, (Since all three keys are the
same, these KEY values represent the values of KEY1, KEY2, an
KEY3.)

IUT: FORi=11to 32

{

Perform
Triple
DES:

l; is read into TDEA and is encrypted by DE#sing KEY1, resulting
in TEMP1

TEMPL1 is decrypted by DEAIsing KEY2, resulting in TEMP2
TEMP?2 is encrypted by DEAUsing KEY 3, resulting in @

K-bit RESULT.= LMX(O,) ® K-bit TEXT

Send i, KEY (representing KEY,1KEY2,, and KEY3), IV, K-bit TEXT, K-
bit RESULT;

KEY1;,, =KEY2;,; =KEY3,,; = corresponding KEY; from TMOVS

}

TMOVS: Compare results from each loop with known answers. Use Table A.3.

As summarized in Tab 40, the Permutation Operation Known Answer Test for the TCFB mode of
operation is performed as follows:

1. The TMOVS:

a. Initializes the KEY parameters KEY1, KEY2, and KEY3 with the 32 constant KEY
values from Table A.3.
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b. Initializes the 64bit IV parameter to the constant hexadecimal value 0, i.g., ¥V
00 00 00 00 00 00 00 00.

C. Initializes the kbit TEXT parameter to the constant hexadecimal value 0, i.e.,
TEXTe= 00 00 00 00 00 00 00 00.

d. Forwards this information to the IUT using Input &y§.
2. The IUT should perform the following for i=1 through 32:
a. Assign the value of the initialization vector IV to the input blqgck |

b. Process; lthrough the three DEA stages resulting in eb4utput block Q This
involves processing throudh the first DEA stage, denoted DEAn the encrypt
state using KEY{ resulting in intermediate value TEMP1. TEMP1 is fed directly
into the second DEA stage, denoted DHA the decrypt state using KEY2
resulting in intermediate value TEMP2. TEMP2ed tlirectly into the third DEA
stage, denoted DEAIn the encrypt state using KEY 8esulting in output block O

C. Calculate the Koit RESULT; by exclusiveORing the leftmost Koits of Q with the
K-bit TEXT, i.e., (RESULT;,, RESULT,,..., RESULT) = (O} ® TEXT", O’ @
TEXT?,..., &Y @ TEXT).

d. Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
and KEY3), IV, Kbit TEXT;, and the resulting #it RESULT, to the TMOVS as
specified in Output Type 2.

e. Set KEY1,,, KEY2,,, and KEY3;, equal to the corresponding KEYsupplied by
the TMOVS.

NOTE -- The above processing should continue until all 32 KEY values are processed. The output from the IUT for this test
should consist of 32 output strings. Each output string shauldist of information included in Output Type 2.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.3. For IUTs where K is less than 64, the leftmost K bits
of output for each RESULValue in Table A.3 are used.
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5415 The Substitution Table Known Answer Test- TCFB Mode

Table 41 The Substitution Table Known Answer Test- TCFB Mode

TMOVS: Initialize KEY1; ,KEY2 ,KEY3; (where i=1..19) = 19 KEY values in Table
A4

IV; (where i=1.19) = 19 corresponding TEXT values in Table A.4
K-bit TEXT =0

Send K-bit TEXT, 19, KEY,, IV, KEY,, IV,,..., KEY;q V1o (Since all
three keys are the same, these key values represent the values
KEY1, KEY2 and KEY3.)

IUT: FORi=1t019
{
li = 1V,
Pgrform l; is read into TDEA and is encrypted by DEAsing KEY 1,
Ve resulting in TEMP1
DES:
TEMPL1 is decrypted by DEAusing KEY2, resulting in TEMP2
TEMPZ2 is encrypted by DEAUsing KEY 3, resulting in @
K-bit RESULT= LMX(O)) @ K-bit TEXT
Send i, KEY (representing KEY1KEY2;, and KEY3J), IV;, K-bit
TEXT, K-bit RESULT;
KEY1;,, = KEY2,, = KEY3;;; = KEY;; from TMOVS
IV.,, = corresponding DAT A, from TMOVS
}
TMOVS: Compare results from each loop withdewn answers. Use Table A.4.

As summarized in Table 41, the Substitution Table Known Answer Test for the TCFB mode of
operation is performed as follows:

1. The TMOVS:
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a. Initializes the KEYIV pairs with the 19 constant KEDATA values from Table
A.4. The DATA values are assigned to the values of the initialization vectors IV.
The KEY value indicates the values of KEY1, KEY2, and KEY3, i.e.,
KEY1=KEY2=KEY3.

b. Initializes the kbit TEXT parameter to the constant hexadecimal value 0, where
K=1,...,64, i.e TEXT,,= 0" @*..., ¢ .

C. Forwards this information to the IUT using Input Type 11.
2. The IUT should perform the following for i=1 through 19:
a. Assign the value of the initialization vector; itd the input block;l

b. Process;lthrough the thre DEA stages resulting in a-®4 output block Q This
involves processing through the first DEA stage, denoted DE/ the encrypt
state using KEY/1resulting in intermediate value TEMP1. TEMP1 is fed directly
into the second DEA stage, denoted DHA the decrypt state using KEY2
resulting in intermediate value TEMP2. TEMP2 is fed directly into the third DEA
stage, denoted DEAIn the encrypt state using KEY 8esulting in output block O

C. Calculate the Koit RESULT; by exclusiveORIng theleftmost K-bits of Q,
LM"(O,), with the Kbit TEXT, i.e., (RESULT, RESULT,..., RESULT) = (O
® TEXT!, O4 @ TEXT?,..., & @ TEXTY).

d. Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
and KEY3), IV, kbit TEXT;, andthe resulting Kbit RESULT, to the TMOVS as
specified in Output Type 2.

e. Set KEY1,,, KEY2,,, and KEY3,; equal to the corresponding KEYsupplied by
the TMOVS.

f. Set 1\i;; equal to the corresponding DAT.Asupplied by the TMOVS.

NOTE -- The above pcessing should continue until all 19 KEDATA are processed. The output from the IUT for this test
should consist of 19 output strings. Each output string should consist of information included in Output Type 2.

3. The TMOVS checks the IUT's output fasreectness by comparing the received results to
the known values found in Table A.4. For IUTs where K is less than 64, the leftmost K bits
of output for each RESULT value in the Table A.4 are used.
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5.4.2 The Monte Carlo Tests- TCFB Mode

The Monte Carlo €sts required to validate an IUT for the TCFB mode of operation are determined
by the process or processes allowed by an IUT. Fhi# KCFB Monte Carlo Test for the

Encryption Process is successfully completed if an IUT supports the encryption praloesE@FB
mode of operation. The-Kit TCFB Monte Carlo Test for the Decryption Process is successfully
completed if an IUT supports the decryption process.

5421 The Monte Carlo Test for the Encryption Process TCFB Mode

Table 42 The Monte Carlo Testfor the Encryption Process- TCFB Mode

TMOVS: Initialize KEY 10,KEY20,KEY3,, IV, K-bit P,
Send KEY 10,KEY20,KEY3,, IV, K-bit P,
IUT: FORi=0TO 399
{
(Part of Triple| If (i==0) I = IV
DES

processing):

Record i, KEYLKEY2,KEY3, P,

FOR j=0TO 9,999

{

l; is read into TDEA and is encrypted by DE#sing KEY1,
Perform | resulting in TEMP1

Triple
DES: TEMP1 is decrypted by DEAISIng KEY 2, resulting in
TEMP2

TEMP?2 is encrypted by DEAUsing KEY3, resulting in Q

Select the leftmost K bits of the, @M*(0)), discarding the
rest.

K-bit G = LM*(O)) ® K-bit B

K-bit P, = LM"(l;)

(Part of Triple [ 1, = RM®*9(1;) || K-bit C,
DES processing)




}

}
Record kbit G, |,

Send i, KEY], KEY2;, KEY3;, |, K-bit P, K-bit C;
Concatenate enough Cs together to get (length(KEY)*3) bits (192 bits
KEY1;,, = KEY]; @ bits 129192 of C

IF (KEY1; and KEY2 are independent and KEY3 KEY1,) or (KEY1,
KEY2;, KEY3, are independent),

KEY2,,= KEY2 @ bits 65128 of C
ELSE
KEY2,, = KEY2, ® bits 129192 of C

IF (KEY1=KEY2,=KEY3)) or (KEY]; and KEY?2 are independent and
KEY3, = KEY1),

KEY3.,= KEY3 @ bits 129192 of C
ELSE

KEY3,,. = KEY3; @ bits 1-64 of C
K-bit Py = LM*(1))

lo = RM®*9(1)) || K-bit C,

TMOVS: Check the IUT's output for correctness.

As summarized in Table 42, the Monte Carlo Test for the TCFB Encryption Process is performed as

follows:

1. The TMOVS:

a.

Initializes the KEY paameters KEY1, KEY2, and KEY 3, the initialization vector
IV, and the plaintext P variables. The IV, and KEY's consist of 64 bits each. The P is
represented as-Kits, where K=1,...,64.

Forwards this information to the IUT using Input Type 21.
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2. The IUT should perform the following for i = 0 through 399:

a.

If i=0 (if this is the first time through this loop), assign the value of the initialization
vector IV to the input block.|

Record the current values of the output loop number i, KBY¥RY?2;, KEY3;, and
the K-bit P,.

Perform the following for j = 0 through 9999:

1) Using the corresponding KEYKEY?2;, and KEY3values, process |
through the three DEA stages resulting in output blocK fis involves
processing;ithrough the first DEA stagelenoted DEA in the encrypt state
using KEY1, resulting in intermediate value TEMP1. TEMP1 is fed directly
into the second DEA stage, denoted DEA the decrypt state using KEY2
resulting in intermediate value TEMP2. TEMP2 is fed directly into tind th
DEA stage, denoted DEAIn the encrypt state using KEY 8esulting in
output block Q

2) Calculate the Koit C; by exclusiveORing the leftmost Koits of Q,
LM*(0)), with the Kbit P, i.e., (C;, C’..., C) = (O} ® P}, O/, @ P,...,
o @ PY).

3) Prepare for loop j+1 by doing the following:

a) Assign the Kbit P+l with the value of the leftmost-Kits of the |,
I e (F;]+la JE REREE] ]+1) - (Il IZ IKJ)

b) Assign |.; with the value of the concatenation of the rightmost (64
K) bits of | with the Kbit G, i.e.,(Fs1, Fa1,-, 1) = (Y,
I[K+2] |64 Cl C2 CK)
Record the Kbit C; and |,

Forward all recorded values for this loop, as specified in Output Type 6, to the
TMOVS.

In preparation fothe next output loop:

1) Assign new values to the KEY parameters KEY1, KEY2, and KEY3. This is

accomplished by exclusi@Ring C with the KEY value to obtain the new

KEY. If the length of the C is less than 64 (the length of a DES key), then C
should beexpanded in length to 64*3 (to correspond to the combined lengths

of KEY1+KEY2+KEY3) before forming the new KEY values. This

expansion should be accomplished by concatenating X of the most current Cs

together to obtain 192 bits of C. For example if tingtle of the C is 50 bits
(K 50), the expanded C g(!Q%’ 999& Clogone - C° 9997

C 9998 -+ C'G 9998 C 9999 -+ 9999)



Bits 129192 of the expanded C will be exclus@®ed with KEY1 to form
the new KEY1.

The calculation of the new KEY2nd KEY3 are based on the values of the
keys. . If KEY1and KEYZ2 are independent and KEY3 KEY1;, or

KEY1, KEY2 and KEY3 are independent, the new KEY2 should be
calculated by exclusiv®Ring the current KEY?2 with bits 6528 of the
expanded C. If KEY=KEY2=KEY3, the current KEY2 will be exclusive
ORed with bits 12992 of the expanded C to calculate the new KEY2.

If KEY1, KEY2, and KEY3 are independent, the new KEY3 should be
calculated by exclusiv®Ring the current KEY3 with bits-@4 of the
expamed C. Otherwise, the current KEY3 will be exclusi¥@ed with bits
129192 of the expanded C to calculate the new KEY 3.

2) Assign a new value to the-lsit F,. The Kbit P, should be assigned the value
of the leftmost Kbits of the currentli.e., (o, P%,...,”0) = (IY, I5,..., ).
Note j = 9999.

3) Assign a new value t@.ll; should be assigned the value of the rightmost
(64-K) bits of the current; kconcatenated with the currentidt G, i.e., (o,
1Zg0eeny Pho) = (IFCH (02 P4 Y, C,a, €). Note j = 9999.

NOTE -- the new P and | should be denoted @aritl | because these values are used for the first
pass through the inner loop when j=0.

NOTE -- The output from the IUT for this test should consist of 400 outpmgstrEach output string should consist of
information included in Output Type 6.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values.
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54.2.2 The Monte Carlo Test for the Decryption Process TCFB Mode

Table 43 The Monte Carlo Test for the Decryption Process TCFB Mode

TMOVS: Initialize KEY1y,KEY2,,KEY3,, 1V, K-bit C,
Send KEY1,,KEY2,KEY3,, IV, K-bit C,
IUT: FORi=0TO 399
{
(Part of Triple | If (i==0) I, =1V
DES

processing):

Recordi, KEY1;,KEY2,,KEY3;, K-bit Cy
FORj=0TO 9,999
{

l; is read into TDEA and is encrypted by DE#sing KEY 1,

Perform Triple| "esulting in TEMP1

DES: TEMP1 is decrypted by DEAIsing KEY2, resulting in

TEMP2
TEMP?2 is encrypted by D& using KEY3, resulting in ©Q

Select the leftmost K bits of the, @M*(0)),discarding the
rest.

K-bit B = LM*(0)) ® K-bit G

lia = RMEHO(1)) || Kebit G

K-bit G, = LM®(O)
}
Record §, K-bit P,
Send i, KEYL;, KEY2;, KEY3;, |, K-bit B, K-bit G
Concatenate enough Ps together to get (length(KEY)*3) bits (192 bits

KEY1,, = KEYL, ® bits 129192 of P
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TMOVS:

}

Check the IUT's output for correctness.

IF (KEY1; and KEY2 are independent and KEY3 KEY1,) or (KEY1,
KEY2;, KEY3; are independent)

KEY2,, = KEY2 @ bits 65128 of P
ELSE
KEY2,, = KEY2 ® bits 129192 of P

IF (KEY1=KEY2,=KEY3)) or (KEY] and KEY2 are independent and
KEY3; = KEY1),

KEY3.., = KEY3 @ bits 129192 of P
ELSE

KEY3;,, = KEY3; @ bits 1-64 of P
lo = RM®*(1)) || K-bit C,

K-bit Co = LM“(O)

As summarized in Table 43, the Monte Carlo Test for the TCFB Decryption Process is performed as

follows:

1. The TMOVS:

a.

b.

Initializes he KEY parameters KEY1, KEY2, and KEY3, the initialization vector
IV, and the ciphertext C variables. The IV and KEY's consist of 64 bits each. The C
is represented as-bits, where K=1,...,64.

Forwards this information to the IUT using Input Type 21.

2. The IUT should perform the following for i = 0 through 399:

a.

If i=0 (if this is the first time through this loop), assign the value of the initialization
vector |V to the input block.|

Record the current values of the output loop number i, KB¥RY?2,, KEY3;, and
the K-bit C,,.

Perform the following for j = 0 through 9999:
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1)

2)

3)

Using the corresponding KEY, KEY2;, and KEY3values, process |

through the three DEA stages resulting in output blocK fis involves
processing; through the first [EA stage, denoted DEAIn the encrypt state
using KEY1, resulting in intermediate value TEMP1. TEMP1 is fed directly
into the second DEA stage, denoted DHA the decrypt state using KEY2
resulting in intermediate value TEMP2. TEMP?2 is fed directly the third
DEA stage, denoted DEAIn the encrypt state using KEY Besulting in

output block Q

Calculate the Koit P, by exclusiveORing the leftmost Koits of Q,
LM*(0), with the Kbit G, i.e., (B;, P%,..., ) = (O} ® C, O/, @ C,..,
O @ CY).
Prepare for loop j+1 by doing the following:
a) Assign |, with the value of the concatenation of the rightmost (64
K) bits of | with the K-bit G, i.e.,(Fq, P, *500) = (K4,
K+2 4 1
I[ ]j,..., PJ,CJ,CZJ,,C,K])

b) Assign the Kbit C,; with the value of the leftmost-Kits of the G
i.e., (dj+l’ Czj+1,..., C<j+1) = (Olj, OZJ',..., d<j)

Record the Kbit B and |,

Forward all recorded values for this loop, as specified in Output Type 6, to the
TMOVS.

In prepaation for the next output loop:

1)

Assign new values to the KEY parameters KEY1, KEY2, and KEY3. This is
accomplished by exclusiM@Ring P with the KEY value to obtain the new

KEY. If the length of the P is less than 64 (the length of a DES key), then P
should be expanded in length to 64*3 (to correspond to the combined lengths
of KEY1+KEY2+KEY 3) before forming the new KEY values. This

expansion should be accomplished by concatenating X of the most current Ps
together to obtain 192 bits of P. For examiblhe length of the P is 50 bits
(K=50), the expanded P =%Bs...,P 5996 Pogor--., Po09n Pogss---P 998
P19999.---’F50999 .

Bits 129192 of the expanded P will be exclus®&ed with KEY1 to form
the new KEY1.

The calculation of theew KEY2 and KEY3 are based on the values of the
keys. . If KEY1and KEYZ2 are independent and KEY3 KEY1;, or

KEY1, KEY2 and KEY3 are independent, the new KEY2 should be
calculated by exclusiv®Ring the current KEY?2 with bits 6528 of the
expanded PIf KEY1=KEY2=KEY3, the current KEY2 will be exclusive
ORed with bits 12992 of the expanded P to calculate the new KEY2.
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2)

3)

If KEY1, KEY2, and KEY3 are independent, the new KEY3 should be
calculated by exclusiv®Ring the current KEY3 with bits-@4 ofthe
expanded P. Otherwise, the current KEY3 will be exclu@iRed with bits
129192 of the expanded P to calculate the new KEY3.

Assign a new value t@.ll; should be assigned the value of the rightmost
(64-K) bits of the current; kconcatenated witthe current Kbit G, i.e., (o,
12000, P%) = (IEH 02 P, C,-n, €). Note j = 9999.

Assign a new value to the it C,. The Kbit C, should be assigned the
value of the leftmost Kits of the current Qi.e., (Co, C,-.., C') = (O,
0%,..., 39). Note j = 9999,

NOTE -- the new C and | should be denoted gad | because these values are used for the first
pass through the inner loop when j=0.

NOTE -- The output from the IUT for this test should consist of 400 wusfrings. Each output string should consist of
information included in Output Type 6.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values.
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5.5 The Cipher Feedback (CFBP) Mode

The IUTs that implen the Cipher Block FeedbaelPipelined (CFBP) mode of operation are
validated by successfully completing (1) a set of Known Answer tests applicable to both IUTs
supporting encryption and/or decryption and (2) a Monte Carlo test designed for use mittebot
encryption process and the decryption process.

The pipelined configuration is intended for systems equipped with multiple DEA processors. By
pipelining the data, throughput is improved and propagation delay is minimized by initializing the
three indvidual DEA stages and then simultaneously clocking them. Thus, with each clock cycle,
data is processed by each QEfage and passed onward to the output buffer or the next stage so
that idle DEA stages are minimized.

The processing for each Known Answest and Monte Carlo test is broken down into clock cycles
T1, T2, T3,.... Within each clock cycle, the processing occurring on each active DEA is discussed.
For convenience, let KEY1 represent the key used on processqr REA2 represent the key used

on processor DEA and KEY 3 represent the key used on processorsDEA

The process of validating an IUT which only supports tHatkl CFB-P mode in either the
encryption and/or decryption processes involves the successful completion of the followiatgsix te

1. The Variable Text Known Answer TesK-bit TCFB-P mode
2. The Inverse Permutation Known Answer T-e<tbit TCFB-P mode
The Variable Key Known Answer TesK-bit TCFB-P mode

The Permutation Operation Known Answer T-dstbit TCFB-P mode

a >

The Substitution Table Known Answer Test-bit TCFB-P mode
6. The Monte Carlo TestK-bit TCFB-P mode

NOTE -- for IUTs, K can range from 1 to 64 bits.

The notation LM (A) refers to the leftmost K bits of A.

An explanation of the tests follows.

5.51 The Known Answer Tests- TCFB-P Mode

The K-bit TCFB-P mode has only one set of Known Answer tests which are used regardless of
process, i.e., the same set of Known Answer tests are used for IUTs supporting the encryption and/or
decryption processes.

Throughout this section, TEXT and RESULT will refer to different variables depending on whether
the encryption or decryption process is being tested. If the IUT performs-P@&rBryption, TEXT
refers to plaintext, and RESULT refers to ciphertext. If the pdifforms TCFBP decryption,

TEXT refers to ciphertext, and RESULT refers to plaintext.
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5511 The Variable TEXT Known Answer Test- TCFB-P Mode

Table 44

The Variable TEXT Known Answer Test- TCFB-P Mode

TMOVS: Initialize

Send

IUT: FORi=1to 64

{

KEY1 = KEY2 = KEY3 = 010101010110101 (odd parity set)
IV1, = 8000000000000000

IV2, = D555555555555555 (based on specifications in ANSI
X9.52-1998)

IV3, = 2AAAAAAAAAAAAAAA (based on specifications in
ANSI X9.52-1998)

K-bit TEXT =0

KEY (representing KEY1, KEY2, and KE3), IV1,, IV2,, IV3,,
K-bit TEXT

Perform
Triple DES:

With the feedback path disconnected:

T1:

T2:

T3:

Connect the feedback path:

11 = IVL,

I1 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP1

12 = IV2,

I2is read into TDEA and is encrypted by DEAsing KEY1,
resulting in TEMP2

TEMPL, is decrypted by DEAusing KEY2, resulting in
TEMPL,

13 = IV3,

I3 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP3

TEMP2, is decrypted by DEAusing KEY2, resulting in
TEMP2,

TEMPJ, is encrypted by DEAusing KEY3, resulting in Q1

18¢



TMOVS:

K-bit RESULT% = LM*(01,) @ K-bit TEXT

T4: TEMPS3, is decrypted by DEAusing KEY2, resulting in
TEMP3,

TEMPZ2; is encrypted by DEAusing KEY 3, resulting in Q2
K-bit RESULT2 = LM"(02) @ K-bit TEXT
T5: TEMPS3,; is encrypted by DEAusing KEY 3, resulting in Q3

K-bit RESULT3 = LMX(03) ® K-bit TEXT

Send i, KEY (represging KEY1, KEY2, and KEY3), 11, 12, 13, Kit
TEXT, K-bit RESULTZ, K-bit RESULT2, K-bit RESULT3

IV1,;, = basis vector where single "1" bit is in position i+1
V2,1 = IV1; +R; mod 2* where R=5555555555555555
V3., = IV1;, +R, mod 24 where R=AAAAAAAAAAAAAAAA

}

Compare RESULT1, RESULT2, and RESULT3 from each loop with known
answers.

Use K bits of output in Table A.9.

As summarized in Table 44, the Variable TEXT Known Answer Test for the T’CFBde of
operation is performeas follows:

1. The TMOVS:

a.

Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant
hexadecimal value 0 with odd parity set, i.e., KEEKEY 2;,.,=KEY3,,=01 01 01
01 01 01 01 01.

Initializes the 3 initialization vectors accordingly: IM§ set to the basis vector
containing a"1" in the first bit position and "0" in the following 63 positions, i.g., IV
pin = 10000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000. The equivalent of this value in hexadecimal notation i6 80 00 00

00 00 00. Based on specifications in ANSI X9B398, 1V2 is computed by the
following equation: IV1+ R; mod 2*where R=5555555555555555 . In
hexadecimal, this equates to D5 55 55 55 55 55 55 55. Andd\¥¢8mputed by

the equation IV1+ R, mod 2* where R=AAAAAAAAAAAAAAAA . In

hexadecimal, this equates to 2A AA AA AA AA AA AA AA.



2.

C.

d.

Initializes the Kbit TEXT parameter to the constant hexadecimal value 0, i.e.,
TEXTe= 00 00 00 00 00 00 00 00.

Forwards this information to the TUusing Input Type 13.

The IUT should perform the following for i=1 through 64:

a.

With the feedback path disconnected:

1) Attime T1:

a)

b)

At time T2:
a)

b)

c)

At time T3:
a)

b)

c)

Assign the value of the initialization vector IMa the input block I1.

Process I1 through the DEA stage DHEAthe encrypt state using
KEY1, resulting in intermediate value TEMP1

Assign the value of the initialization vector IM2 the input block 12.

Process 12 through the DEA stage DHEA\the encrypt state using
KEY1, resulting in intermdiate value TEMP2

TEMPY, is fed into the DEA stage DEAN the decrypt state using
KEY2, resulting in intermediate value TEMP1

Assign the value of the initialization vector IM8 the input block 13.

Process I3 through the DEA gaDEA in the encrypt state using
KEY1, resulting in intermediate value TEMP3

TEMPZ2, is fed into the DEA stage DEAN the decrypt state using
KEY2, resulting in intermediate value TEMP2

Connect the feedback path:

d)

€)

At time T4:

a)

TEMP1, is fed into the DEA sge DEA; in the encrypt state using
KEY3, resulting in output block Q.1

Calculate the Koit RESULTZ by exclusiveORing the leftmost K
bits of O1 with the K-bit TEXT.

TEMPZ; is fed into the DEA stage DEAN the encrypt

state usindKEY 3, resulting in output block G2
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b) Calculate the Koit RESULT2 by exclusiveORing the leftmost K
bits of O2 with the K-bit TEXT.

C) TEMP3, is fed into the DEA stage DEAN the decrypt
state using KEY2, resulting in intermediate value TEMP3

At time T5:

a) TEMPS, is fed into the DEA stage DEAN the encrypt
state using KEY 3, resulting in output block ;03

b) Calculate the Koit RESULT3 by exclusiveORing the leftmost K
bits of O3 with the K-bit TEXT.

b. Forward the current value$the loop number i, KEY (representing KEY1, KEY2,
and KEY3), IV1, IV2;, IV3;, K-bit TEXT, K-bit RESULT1, K-bit RESULT?Z2, and
K-bit RESULT3, to the TMOVS as specified in Output Type 7.

C. Retain the Kbit RESULT1, RESULTZ2, and RESULT3 values for usenwite
Inverse Permutation Known Answer Test for the TEHFBlode (Section 5.5.1.2).

d. Assign a new value to the IV variables. [\{1s set to the value of a basis vector
with a "1" bit in position i+1, where i+1=2,...,64. I\/2is set to the value of IV} +
R; mod 2*where R=5555555555555555. And I3 s set to IV],; + R, mod 2*
where B=AAAAAAAAAAAAAAAA.

NOTE -- This continues until every possible basis vector has been represented by the IV1, i.e., 64 times. The output from the IUT
should consisbf 64 output strings. Each output string should consist of information included in Output Type 7.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.9. For IUTs where K is less@hathe leftmost K bits
of output for each RESULT value in the Table A.9 are used.



55.1.2

Table 45

The Inverse Permutation Known Answer Test TCFB-P Mode

The Inverse Permutation Known Answer Test TCFB-P Mode

TMOVS: Initialize

KEY1 = KEY2 = KEY3 = 001010101010101 (odd parity set)
IV1, = 8000000000000000

IV2, = D555555555555555

IV3, = 2AAAAAAAAAAAAAAA

K-bit TEXTr, (where r=1..3 and i=1..64) = 64 corresponding
RESULT values from Variable TEXT Known Answer Test

Send KEY (representing EY1, KEY2, and KEY3), IV}, IV2,, IV3,, K-
bit TEXT1,,..., K-bit TEXT 154, K-bit TEXT2,,..., K-bit TEXT 24,4, K-
bit TEXT3,,..., K-bit TEXT3;,
IUT: FORi=1to64
{

Perform
Triple DES:

With the feedback path disconnected:

T1:

T2:

T3:

Connect the feedback path:

11 = IV,

I1 is read into TDEA and is encrypted by DEAsing KEY1,
resulting in TEMP1

12 = IV2,

12 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP2

TEMPL, is decrypted by DEAusing KEY2, resulting in
TEMPL,

13 = IV3;

I3 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP3

TEMP2, is decrypted by DEAusing KEY2, resulting in
TEMP2,

TEMPJ, is encrypted by DEAusing KEY 3, resulting in Q1
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TMOVS:

K-bit RESULTZ = LM*(01,) @ K-bit TEXTY,

T4: TEMPS3, is decrypted by DEAusing KEY2, resulting in
TEMP3,

TEMPZ2; is encrypted by DEAusing KEY 3, resulting in Q2
K-bit RESULT2 = LM*(02) @ K-bit TEXT2,
T5: TEMPS; is encrypted by DEAusing KEY 3, resulting in O3

K-bit RESULT3 = LM*(O3) @ K-bit TEXT3,

Send i, KEY (representing KEY1, KEY2, and KEY3), 11, 12, I3bK
TEXTY,;, , K-bit TEXT2;, K-bit TEXT3;, K-bit RESULT1, K-bit RESULT2,
K-bit RESULT3

IV1,,, = basis vectowhere single "1" bit is in position i+1

IV2:,1 = IV1; + R, mod 2* where R=5555555555555555

V3, = IV1, + R, mod 2* where RB=AAAAAAAAAAAAAAAA

K-bit TEXTr;,, (where r = 1..3)= correspondingit RESULTTF,, value
from the TMOVS

}
Compare RESULT1, RESULT2, and RESULT3 from each loop with known ans

They should be all zeros.

As summarized in Table 45 the Inverse Permutation Known Answer Test for theH @ielHe of
operation is performed as follows:

1. The TMOVS:

a.

Initializesthe KEY parameters KEY1, KEY2, and KEY3 to the constant hexadecimal
value 0 with odd parity set, i.e., KEY.JFKEY 2,,e,=KEY3;,,=01 01 01 01 01 01 01 O1.

Initializes the 3 initialization vectors accordingly: IM#$ set to the basis vector

containing a"1in the first bit position and "0" in the following 63 positions, i.e.4,]\=
10000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000. The equivalent of this value in hexadecimal notation is 80 00 00 00 00 00
00 00. Based on specificatis in ANSI X9.521998, 1V2 is computed by the following
equation: 1V1+ R, mod 2* where R=5555555555555555 . In hexadecimal, this
eguates to D5 55 55 55 55 55 55 55. And;I\3omputed by the equation IVt R,
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d.

mod 2* where RB=AAAAAAAAAAAAAAAA . In hexadecimal, this equates to 2A AA
AA AA AA AA AA AA.

Initializes the Kbit TEXTr,( wher e r =1, é, 3 and i cbthined, 6 4)
from the Variable TEXT Known Answer Test.

Forwards this information to the IUT using Input Type 15.

2. The IUT should perform the following for i=1 through 64:

a.

With the feedback path disconnected:
1) Attime T1:
a) Assign the value of the initialization vector IMd the input block 1.

b) Process 11 through the DEA stage DEAthe encrypt state using
KEY1, resulting in intermediate value TEMP1

At time T2:
a) Assign the value of the initialization vector IM2 the input block 12.

b) Process 12 through the DEA stage DHEAthe encrypt state using
KEY1, resulting in intermediate value TEMP2

C) TEMP1, is fed into the DEA stage DEAn the decrypt state using
KEY2, resulting in intermediate value TEMP1

At time T3:
a) Assign the value of the initialization vector IM8 the input block 13.

b) Process 13 through the DEA stage DEAthe encrypt state ung
KEY1, resulting in intermediate value TEMP3

C) TEMPZ, is fed into the DEA stage DEAN the decrypt state using
KEY2, resulting in intermediate value TEMP2

Connect the feedback path:

d) TEMPL; is fed into the DEA stage DEAN the encrypt state ung
KEY3, resulting in output block Q1

e) Calculate the Koit RESULT 1 by exclusiveORing the leftmost K
bits of O1 with the K-bit TEXTZ,.

At time T4:
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a) TEMPZ2, is fed into the DEA stage DEAN the encrypt
state using KEY 3, resulting in outpubbk O2.

b) Calculate the Koit RESULTZ2 by exclusiveORing the leftmost K
bits of O2 with the K-bit TEXT?2..

C) TEMP3, is fed into the DEA stage DEAn the decrypt
state using KEY2, resulting in intermediate value TEMP3

At time T5:

a) TEMP3, is fed into the DEA stage DEAn the encrypt
state using KEY3, resulting in output block 03

b) Calculate the Koit RESULT3 by exclusiveORing the leftmost K
bits of O3 with the K-bit TEXT3..

b. Forward the current values of the loop number i, KEYr@gsenting KEY1, KEY2,
and KEY3), IV1, IV2;, IV3;, K-bit TEXTZ,;, K-bit TEXT2, K-bit TEXT3,, K-bit
RESULT], K-bit RESULTZ2, and kbit RESULT3, to the TMOVS as specified in

Output Type 3.
C. Assign a new value to the IV variables. |\1s set to the @alue of a basis vector
with a "1" bit i n posi;tissetnothevalleofMther e

+ R, mod 2* where R=5555555555555555. And 1V3 is set to IV1,; + R, mod
2°* where RB=AAAAAAAAAAAAAAAA.

d. Assign a new value to thebit TEXT1,,,, K-bit TEXT2,,, and kbit TEXT3;,; by
setting it equal to the corresponding output from the TMOVS.

NOTE -- This continues until every RESULT1, RESULT2, and RESULT3 value from the Variable TEXT Known Answer Test has
been used as input. The outpratrh the IUT should consist of 64 output strings. Each output string should consist of information
included in Output Type 3.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
known values. The RESULT1, RESULT2, anBRJLT3 values should be all zeros.
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55.1.3 The Variable KEY Known Answer Test- TCFB-P Mode
Table 46 The Variable KEY Known Answer Test- TCFB-P Mode
TMOVS: Initialize KEY1, = KEY2, = KEY3; =8001010101010101 (odd parity set
IVl = 0000000000000000
V2 = 5555555555555555
IV3 = AAAAAAAAAAAAAAAA
K-bit TEXT =0
Send KEY, (representing KEY{] KEY2,, and KEY3), IV1, IV2, IV3, K-
bit TEXT
IUT: FORi=1to 64
IF (i mod &0){process all bits except parity bits}
{
With the feedback phatdisconnected:
Perform T1: 11=1IV1
Erllzpsle I1 is read into TDEA and is encrypted by DE#sing KEY1,

resulting in TEMP1
T2: 12=1V2

12 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP2

TEMPL is decrypted by DEAusing KEY 2, resulting in
TEMPL,

T3: 13=1V3

I3 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP3

TEMPZ2, is decrypted by DEAusing KEY2, resulting in
TEMP2,

Connect the feedback path:

TEMPL, is encrypted by DEAusing KEY 3, resulting in O1
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TMOVS:

K-bit RESULT% = LMX(01) ® K-bit TEXT

T4: TEMP3, is decrypted by DEAusing KEY 2, resulting in
TEMP3,

TEMPZ is encrypted by DEAusing KEY 3, resulting in O2
K-bit RESULT2; = LM"(02) ® K-bit TEXT
T5: TEMPS3, is encrypted by DEAusing KEY 3, resulting in O3

K-bit RESULT3 = LMX(03) ® K-bit TEXT

Send i, KEY (representing KEY1KEY2;, and KEY3J), 11, 12, 13, K-bit
TEXT, K-bit RESULTZ, K-bit RESULTZ2, K-bit RESULT3

KEYl,,=KEY2,,=KEY3,,= vector consistin

significant bit position except
bit may have the value Al1l" or i

}

Compare resultsf the 56 encryptions with known answers.

Use K bits of the results in Table A.11.

As summarized in Table 46, the Variable KEY Known Answer Test for the TREWB®de is
performed as follows:

1. The TMOVS:

a.

Initializes the KEY parameters KEY,JKEY?2,, and KEY3 to contain "0" in every
significant bit except for a "1" in the first position, i.e., thel®4KEY 1, ;= KEY2;

pin= KEY3; ;= 10000000 00000001 00000001 00000001 00000001 00000001
00000001 00000001. The equivalent of this value in hexadecotation is 80 01
010101010101.

NOTE -- the parity bits are set to "0" or "1" to get odd parity.

Initializes the 3 initialization vectors accordingly: IV1 is assigned the value 0, i.e.,

IV1 =00 00 00 00 00 00 00 00. Based on specificatioiANSI X9.521998,

IV2 is computed by the following equation: 1V1 + Rod 2* where
R,=5555555555555555. In hexadecimal, this equates to 55 55 55 55 55 55 55 55.
And 1IV3 is computed by the equation V1 + Rod 2* where
R,=AAAAAAAAAAAAAAAA. In hex adecimal, this equates to AA AA AA AA

AA AA AA AA.
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2.

C.

d.

Initializes the Kbit TEXT parameter to the constant hexadecimal value 0, i.e.,
TEXTe= 00 00 00 00 00 00 00 00.

Forwards this information to the IUT using Input Type 13.

The IUT should perforrthe following for i=1 through 64:

a.

With the feedback path disconnected:
1) Attime T1:
a) Assign the value of the initialization vector IV1 to the input block 1.

b) Process I1 through the DEA stage DHEAthe encrypt state using
KEY1,, resulting in inermediate value TEMR1

At time T2:
a) Assign the value of the initialization vector IV2 to the input block 12.

b) Process 12 through the DEA stage DHEA\the encrypt state using
KEY1,, resulting in intermediate value TEMP2

C) TEMPY, is fed into the DEAstage DEAin the decrypt state using
KEY2;, resulting in intermediate value TEMP1

At time T3:
a) Assign the value of the initialization vector IV3 to the input block 13.

b) Process I3 through the DEA stage DHR/A\the encrypt state using
KEY1,, resulthg in intermediate value TEMR3

C) TEMPZ2, is fed into the DEA stage DEAN the decrypt state using
KEY2;, resulting in intermediate value TEMP2

Connect the feedback path:

d) TEMP1, is fed into the DEA stage DEAn the encrypt state using
KEY3;, resuting in output block O1

e) Calculate the Koit RESULTZ by exclusiveORing the leftmost K
bits of O1 with the K-bit TEXT.

At time T4:

a) TEMPZ; is fed into the DEA stage DEAN the encrypt
state using KEY3resulting in output block Q2
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b) Cdculate the kbit RESULT2 by exclusiveORing the leftmost K
bits of O2 with the K-bit TEXT.

C) TEMP3, is fed into the DEA stage DEAN the decrypt
state using KEYZ resulting in intermediate value TEMP3

At time T5:

a) TEMPS, is fed into the DB stage DEA in the encrypt
state using KEY3resulting in output block Q3

b) Calculate the Koit RESULT3 by exclusiveORing the leftmost K
bits of O3 with the K-bit TEXT.

b. Forward the current values of the loop number i, KE&presenting KEY1KEY2;,
and KEY3), IV1, IV2, IV3, K-bit TEXT, K-bit RESULT1, K-bit RESULTZ2, and
K-bit RESULT3, to the TMOVS as specified in Output Type 7.

C. Set KEYL,,, KEY2,,, and KEY3,;e q u a | to the vector consi
significant bit positionexget f or a single A1" bit in po
contain Al1l" or AO0" to make odd parity.

NOTE -- This processing should continue until every significant basis vector has been represented by the KEY parameters. The
output from the IUT should consist 56 output strings. Each output string should consist of information included in Output
Type 7.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.11. For IUTs where K is less@hathe leftmost K bits
of output for each RESULT value in the Table A.11 are used.



55.14 The Permutation Operation Known Answer Test- TCFB-P Mode

Table 47 The Permutation Operation Known Answer Test- TCFB-P Mode

TMOVS: Initialize KEY1, = KEY2 = KEY3; (where i=1..32) = 32 KEY values in
Table A.12

V1= 0000000000000000
V2 =5555555555555555
IV3 =AAAAAAAAAAAAAAAA
K-bit TEXT =0

Send IV1, IV2, IV3, K-bit TEXT, KEY,, KEY,...,KEY3, (Since all three
keys are the same, these key values septahe values of KEY1,
KEY2, and KEY3.)

IUT: FORi=1to 32
{

With the feedback path disconnected:

Perform
Triple

DES: I1 is read into TDEA and is encrypted by DEA using KEY1
resulting in TEMP1

T1: 11=1V1

T2: 12 =1V2

12 is read into TDEA and is encrypted by DEA using KEY1
resulting in TEMP2

TEMPL, is decrypted by DEA using KEY,2resulting in
TEMPL,

T3: 13 =1V3

I3 is read into TDEA and is encrypted by DEA using KEY1
resulting in TEMP3

TEMP2; is decrypted by DEA using KEY,Zesulting in
TEMP2,

Connect the feedback path:

TEMPL, is encrypted by DEA using KEY,3esulting in Ol
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K-bit RESULT = LMX(01) ® K-bit TEXT

T4: TEMP3, is decrypted by DEAusing KEY2, resulting in
TEMP3,

TEMPZ; is encrypted by DEAusing KEY 3, resulting in O2
K-bit RESULT2 = LM"(02) @ K-bit TEXT
T5: TEMP3, is encrypted by DEAusing KEY 3, resulting in O3

K-bit RESULT3 = LMX(03) ® K-bit TEXT

Send i, KEY (represenhg KEY1;,, KEY2, and KEY?J), 11, 12, I3, K-bit
TEXT, K-bit RESULTZ, K-bit RESULT2, K-bit RESULT3

KEY1;;; = KEY2,, = KEY3,,;= corresponding KEY; from TMOVS.
TMOVS: Compare results from each loop with known answers.

Use K bits of output in TablA.12.

As summarized in Table 47, the Permutation Operation Known Answer Test for theF @BBe
of operation is performed as follows:

1. The TMOVS:

a. Initializes the KEY parameters KEY1, KEY2, and KEY 3 with the 32 constant KEY
values from Table A.12.

b. Initializes the 3 initialization vectors accordingly: IV1 is assigned the value 0, i.e.,
IV ,ex= 00 00 00 00 00 00 00 00. Based on specifications in ANS| XPOS3,
IV2 is computed by the following equation: 1V1 + Rod 2* where
R,=55555555555555h In hexadecimal, this equates to 55 55 55 55 55 55 55 55.
And 1IV3 is computed by the equation V1 + Rod 2* where
R,=AAAAAAAAAAAAAAAA. In hexadecimal, this equates to AA AA AA AA
AA AA AA AA.

C. Initializes the Kbit TEXT parameter to the constdrgxadecimal value 0, i.e.,
TEXT &= 00 00 00 00 00 00 00 00.

d. Forwards this information to the IUT using Input Type 18.
2. The IUT should perform the following for i=1 through 32:

a. With the feedback path disconnected:



1) At time T1:

a)

b)

At time T2:
a)

b)

c)

At time T3:
a)

b)

c)

Assign the vala of the initialization vector IV1 to the input block 1.

Process I1 through the DEA stage DHEA\the encrypt state using
KEY1,, resulting in intermediate value TEMP1

Assign the value of the initialization vector 1V2 to the input bltitk

Process 12 through the DEA stage DHEAthe encrypt state using
KEY1,, resulting in intermediate value TEMP2

TEMPY, is fed into the DEA stage DEAN the decrypt state using
KEY2;, resulting in intermediate value TEMP1

Assignthe value of the initialization vector 1V3 to the input block 13.

Process I3 through the DEA stage DHEA\the encrypt state using
KEY1;, resulting in intermediate value TEMP3

TEMPZ, is fed into the DEA stage DEAN the decrypt state using
KEY2;, resulting in intermediate value TEMR?2

Connect the feedback path:

d)

€)

At time T4:

a)

TEMPJ,; is fed into the DEA stage DEAN the encrypt state using
KEY3;, resulting in output block Q1

Calculate the Koit RESULTZ by exclusiveORing the leftmost K
bits of O1 with the Kbit TEXT.

TEMPZ; is fed into the DEA stage DEAN the encrypt

state using KEY3resulting in output block Q2

b)

C)

At time T5:

Calculate the Koit RESULT2 by exclusiveORing the leftmost K
bits of O2 with the K-bit TEXT.

TEMP3, is fed into the DEA stage DEAN the decrypt
state using KEYZ resulting in intermediate value TEMP3
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a) TEMP3, is fed into the DEA stage DEAn the encrypt
state using KEY3resulting in output block Q3

b) Calculate the Koit RESULT 3; by exclusiveORing the leftmost K
bits of O3 with the K-bit TEXT.

b. Forward the current values of the loop number i, KE&presenting KEY1KEY2;,
and KEY3), IV1, IV2, IV3, K-bit TEXT, K-bit RESULT1, K-bit RESULTZ2, and
K-bit RESULTS, to the TMOVS as specified in Output Type 7.

C. Set KEY1,,, KEY2,,, and KEY3,, equal to the corresponding KEYsupplied by
the TMOVS.

NOTE -- The above processing should continue until all 32 KEY values are processed. The output from the IUT for this test
shoud consist of 32 output strings. Each output string should consist of information included in Output Type 7.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values found Table A.12. For IUTs where Kss than 64, the leftmost K bits of
output for each RESULT value in Table A.12 are used.
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5515 The Substitution Table Known Answer Test- TCFB-P Mode

Table 48 The Substitution Table Known Answer Test- TCFB-P Mode

TMOVS: Initialize KEY1; = KEY2 = KEY3; (where i=1..19) = 19 KEY values in Tab
A.10

IV1; (where i=1..19F 19 corresponding TEXT values in Table A.]
IV2; = IV1; + Ry mod 2* where R=5555555555555555

IV3, = IV, + R, mod 2* where R=AAAAAAAAAAAAAAAA

K-bit TEXT =0
Send IV1;, IV2;, IV3;, K-bit TEXT, KEY4, KEY,,...,KEY,4 (These key
values represent the values of KEY1, KEY2, and KEY3.)
IUT: FORi=1t019
{
With the feedback path disconnected:

Perform {1, 13 = va,

Triple

DES: I1 is read into TDEA and is engted by DEA using KEY1,

resulting in TEMP1
T2: 12=1V2

12 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP2

TEMPL, is decrypted by DEAusing KEY 2, resulting in
TEMPL,

T3: 13=1V3,

I3 is readnto TDEA and is encrypted by DEAIsing KEY1,
resulting in TEMP3

TEMP2, is decrypted by DEAusing KEY?2, resulting in
TEMP2,

Connect the feedback path:

TEMPL, is encrypted by DEAusing KEY 3, resulting in O1
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K-bit RESULT% = LM*(01,) @ K-bit TEXT

T4: TEMPS3, is decrypted by DEAusing KEY2, resulting in
TEMP3,

TEMPZ2; is encrypted by DEAusing KEY 3, resulting in O2
K-bit RESULT2 = LMX(02) ® K-bit TEXT
T5: TEMPS3,is encrypted by DEAusing KEY 3, resulting in O3

K-bit RESULT3 = LMX(03) ® K-bit TEXT

Send i, KEY (representing KEY,1KEY2, and KEY?J), IV1,, IV2;, IV3;, K-
bit TEXT, K-bit RESULT1, K-bit RESULT2, K-bit RESULT3

KEY1;;, = KEY2,, = KEY3,;;= Corresponding KEY; from TMOVS
IV1;,,= corresponding DATA, from TMOVS
V2., = IV1,,; + R, mod 2* where R=5555555555555555
V3,1 = IV1,,; + R, mod 2* where R=AAAAAAAAAAAAAAAA
}
TMOVS: Compare results from each loop with known answers.

Use K bits of outpuin Table A.10.

As summarized in Table 48, the Substitution Table Known Answer Test for the-POiRle is
performed as follows:

1. The TMOVS:

a. Initializes the KE¥IV1 pairs with the 19 constant KEDATA values from Table
A.10. The DATA values are ageed to the values of the initialization vectors
IV1,. The KEY value indicates the values of KEYHEY?2,, and KEY3, i.e.,
KEY1,=KEY2,=KEY 3,. Based on specifications in ANSI X9:8898, IV2is set to
IV1; + R, mod 2* where R=5555555555555555 and IM8 set to IV1+ R, mod
2% where RB=AAAAAAAAAAAAAAAA,

b. Initializes the kbit TEXT parameter to the constant hexadecimal value 0, i.e.,
TEXTe= 00 00 00 00 00 00 00 00.

C. Forwards this information to the IUT using Input Type 25.
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2. The IUT should pedrm the following for i=1 through 19:

a.

With the feedback path disconnected:

1) At time T1:

a)

b)

At time T2:
a)

b)

c)

At time T3:
a)

b)

c)

Assign the value of the initialization vector IMd the input block I1.

Process |1 through the DEA stage DHRA\the encrypt state using
KEY1,, resulting n intermediate value TEMR1

Assign the value of the initialization vector IM2 the input block 12.

Process 12 through the DEA stage DEAthe encrypt state using
KEY1;, resulting in intermediate value TEMP2

TEMPL, is fed into he DEA stage DEAINn the decrypt state using
KEY2;, resulting in intermediate value TEMP1

Assign the value of the initialization vector IM8 the input block 3.

Process I3 through the DEA stage DHRA\the encrypt state using
KEY1,, resulting in intermediate value TEMP3

TEMPZ, is fed into the DEA stage DEAN the decrypt state using
KEY2;, resulting in intermediate value TEMP2

Connect the feedback path:

d)

€)

At time T4:

a)

TEMP1, is fed into the DEA stage DEAn the encrypt state using
KEY3;, resulting in output block Q1

Calculate the Koit RESULTZ by exclusiveORing the leftmost K
bits of O1 with the K-bit TEXT.

TEMPZ; is fed into the DEA stage DEAN the encrypt

state using KEY3resulting in output block Q2

b)

C)

Calculate the Koit RESULT2 by exclusiveORing the leftmost K
bits of O2 with the K-bit TEXT.

TEMP3, is fed into the DEA stage DEAN the decrypt
state using KEYZ resulting in intermediate value TEMP3
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At time T5:

a) TEMPS, is fed intothe DEA stage DEAIN the encrypt
state using KEY3resulting in output block Q3

b) Calculate the Koit RESULT3 by exclusiveORing the leftmost K
bits of O3 with the K-bit TEXT.

b. Forward the current values of the loop number i, KE&dpresentindkEY1;, KEY2,,
and KEY3), IV1;, IV2;, IV3;, K-bit TEXT, K-bit RESULTZ, K-bit RESULT2, and
K-bit RESULT3, to the TMOVS as specified in Output Type 7.

C. Set KEY1,,, KEY2,,, and KEY3,, equal to the corresponding KEYsupplied by
the TMOVS.

d. Set IV1,,; equal to the corresponding DATAsupplied by the TMOVS. Based on
specifications in ANSI X9.54998, IV2,, is set to IV1,; + R, mod 2* where
R;=5555555555555555 and I\3is set to IV1,; + R, mod 2* where
R,=AAAAAAAAAAAAAAAA.

NOTE -- The aboverocessing should continue until all 19 KIDATA are processed. The output from the IUT for this test
should consist of 19 output strings. Each output string should consist of information included in Output Type 7.

3. The TMOVS checks the IUT's output foorrectness by comparing the received results to
the known values found in Table A.10. For IUTs where K is less than 64, the leftmost K bits
of output for each RESULT value in the Table A.10 are used.
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5.5.2 The Monte Carlo Tests- TCFB-P Mode

The Monte CHo tests required to validate an IUT for theoK TCFB-P mode of operation are
determined by the process or processes allowed by an IUT. -bihdKFB-P Monte Carlo Test
for the Encryption Process is successfully completed if an IUT supports thetemcpypcess of the
TCFB-P mode of operation. Thelsit TCFB-P Monte Carlo Test for the Decryption Process is
successfully completed if an IUT supports the decryption process.

55.2.1 The Monte Carlo Test for the Encryption Process K-bit TCFB -P
Mode

Table 49 The Monte Carlo Test for the Encryption Process K-bit TCFB -P Mode

TMOVS: Initialize KEY1,,KEY2,,KEY3,, IV1, IV2, IV3, K-bit R,
Send KEY1,KEY2,,KEY3,, IV1, IV2, IV3, K-bit B,
IUT: FORi=0TO 399
{
FORj=0TO 9,999
{
Perform IF(==0,1,0r2)
Triple DES: lj = IV (j+1)
ELSE

lj = RM®* (1(-1)) || Kbit C5

lj is read into TDEA and is encrypted by DEésing KEY 1,
resulting in TEMP1

TEMPL1 is decrypted by DEAusing KEY2, resulthg in TEMP2
TEMP2 is encrypted by DEAIsing KEY3, resulting in Q

K-bit G; = LM* (O)) ® K-bit B

K-bit P,; = LM" (lj)
}
Record 10, €

Send i, KEY], KEY2;, KEY3, 10, I1, 12, K-bit P, K-bit C,
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TMOVS:

Concatenate enought@gether to get (length(KEY)*3) bits (192 bits)
KEY1;,; = KEY1, @ bits 129192 of C

IF (KEY1; and KEYZ2 are independent and KEY3 KEY1,) or (KEY1,
KEY2;, KEY3; are independent),

KEY2,, = KEY2 @ bits 65128 of C
ELSE
KEY2,, = KEY2, ® bits 129192 of C

IF (KEY1=KEY2,=KEY3)) or (KEY] and KEYZ2 are independent and
KEY3;, = KEY1),

KEY3,,, = KEY3; @ bits 129192 of C
ELSE
KEY3.,= KEY3 @ bits 1-64 of C
K-bit P,= LM"(lj)
10 = RM®*(1j) || K-bit C,
11 =10+ R, mod 2 where R=5555555555555555
12 =10+ R, mod 2* where RB=AAAAAAAAAAAAAAAA

}

Check the IUT's output for correctness.

As summarized in Table 49, the Monte Carlo Test for the TTEMcryption Process is performed

as follbows:

1. The TMOVS:

a.

Initializes the KEY parameters KEYIKEY2,, and KEY3, the initialization
vectors V1, 1V2, and IV3, and the-Kit plaintext B. The IVs, and KEY's consist of
64 bits each. The P is represented dst& where K=1,...,64. 1V2 is dgsed the
value of IV1+R mod 2 where R = 5555555555555555. V3 is assigned the
value of IV1+R mod 2 where B = AAAAAAAAAAAAAAAA,

Forwards this information to the IUT using Input Type 24.



2.

The IUT should perform the following for i = 0 througB9:

a. Record the current values of the output loop number i, KBY¥RY 2, KEY3;, IV1,
V2, IV3, and R.
b. Perform the following for j = O through 9,999:
1) Ifj =0, 1, or 2, assign the value of the initialization vectqr,/t6 the input
block 1j.
2) If j > 2, assign |j with the value of the concatenation of the rightmosKj64
bits of I(j-1) with the kbit C.
3) Process; through the DEA stage DEAn the encrypt state using KEY'1
resulting in intermediate value TEMPL1.
4) TEMPL is fed intdhe DEA stage DEAIn the decrypt state using KEY 2
resulting in intermediate value TEMP2.
5) TEMP2 is fed into the DEA stage DE# the encrypt state using KEY3
resulting in output block O
6) Calculate the Koit C; by exclusiveORing the leftmost Koits of Q with the
K-bit P.
7) Prepare for loop j+1 by assigning thebK P, with the value of the leftmost
K-bits of the Ij.
C. Record the current values of the input block 10 apd C
d. Forward all recorded values for this loop, as specifiedutp@ Type 8, to the
TMOVS.
e. In preparation for the next output loop:

1) Concatenate enough C values together to obtain (length (KEY)*3) bits of
data (192 bits).

2) Assign new values to the KEY parameters KEY1, KEY2, and KEY3. This is
accomplished by exclig-ORing C with the KEY value to obtain the new
KEY. If the length of the C is less than 64 (the length of a DES key), the C
should be expanded in length to 64*3 (to correspond to the combined lengths
of KEY1+KEY2+KEY3) before forming the new KEY valuéghis
expansion should be accomplished by concatenating X of the most current Cs
together to obtain 192 bits of C. For example if the length of the C is 50 bits
(K 50), the expanded C =1%o+ C%s96 Co997 1 o997 Clogos.

1
C 9998 C99%1 o] 9999)
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Bits 129192 of the expanded C will be exclus@®ed with KEY1 to form
the new KEY1.

The calculation of the new KEY2 and KEY3 are based on the values of the
keys. . If KEY1and KEYZ2 are independent and KEY3 KEY1;, or

KEY1, KEY2 and KEY3 are independent, the new KEY2 should be
calculated by exclusiv®Ring the current KEY?2 with bits 6528 of the
expanded C. If KEY1=KEY2=KEY3, the current KEY2 will be exclusive
ORed with bits 12992 of the expanded C to calculate the new KEY2.

If KEY1, KEY2, and KEY3 are independent, the new KEY3 should be
calculated by exclusiv®Ring the current KEY3 with bits-@4 of the
expanded C. Otherwise, the current KEY3 will be exclu€i®Red with bits
129192 of the expanded C to calculate the ndxnYK.

3) Assign a new value to thelbit P,. The kbit P, should be assigned the value
of the leftmost Kbits of the current,/where j = 9999, i.e., (R P, € [oP
= (Ilj, |2j,..., IKJ)

4) Assign a new value to the | parametegsshibuld be assigdehe value of the
concatenation of the rightmost (84 bits of |, with the K-bit C;, i.e. (o,
1%, € %)= (I, 12 g % ch, &, é ))C Iy should be assigned the
value of h+R; mod 2* where R = 5555555555555555., $hould be
assignd the value of+R, mod 2* where B = AAAAAAAAAAAAAAAA.
Note j = 9999.

NOTE-- the new P and | should be denoted @arRl |, because these values are used for the first pass
through the inner loop when j=0.

NOTE -- The output from the IUT for this teshould consist of 400 output strings. Each output string should consist of
information included in Output Type 8.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values.

55.2.2 The Monte Carlo Test for the Decryption Process K-bit TCFB-P
Mode

Table 50 The Monte Carlo Test for the Decryption Process K-bit TCFB -P Mode

TMOVS: Initialize KEY1,,KEY2,KEY3,, IV1, IV2, IV3, K-bit G,
Send KEY1,,KEY2,,KEY3,, IV1, IV2, IV3, K-bit C,
IUT: FOR =0 TO 399
{
FOR =0 TO 9,999




Perform

Triple DES:

IF(j==0,1,0r2)
lj = IV (j+1)
ELSE
lj = RM®* (1(-1)) || Kbit C5

lj is read into TDEA and is encrypted by DEésing KEY1,
resulting in TEMP1

TEMPL1 is decrypted by DEAusing KEY2, resulting in TEMP2
TEMP2 is encrypted by DEAIsing KEY3, resulting in Q

K-bit B = LM" (O)) ® K-bit G,

K-bit C,; = LM" (O)
}
Record 10, Kbit B
Send i, KEY], KEY2;, KEY3;, 10, 11, 12, K-bit Gy, K-bit P,
Concatenate enough Ps together to get (length(KEY)*3) bits (192 bits
KEY1,,; = KEY1, @ bits 129192 of P

IF (KEYZ1; and KEYZ2 are independent and KEY3 KEY1,) or (KEY1,
KEY2;, KEY3; are independent),

KEY2,., = KEY2 ® bits 65128 of P
ELSE
KEY2,, = KEY2 ® bits 129192 of P

IF (KEY1,=KEY2,=KEY3)) or (KEY and KEY2 are independent and
KEY3; = KEY1),

KEY3,, = KEY3 ® bits 129192 of P

ELSE

KEY3., = KEY3 @ bits 1-64 of P
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10 = RM®*(1j) || K-bit C
11 =10+ R, mod 2* where R=5555555555555555
12 =10+ R, mod 2 where B=AAAAAAAAAAAAAAAA
K-bit C, = LM"(Oj)
}
TMOVS: Check the IUT's output for correctness.

As summarized in Table 50, the Monte CarlotTesthe TCFBP Decryption Process is performed
as follows:

1. The TMOVS:

a. Initializes the KEY parameters KEY,IKEY2,, and KEY 3, the initialization
vectors IV1, IV2, and IV3, and the-Kit C,. The IVs, and KEYs consist of 64 bits
each. The C is represted as kits, where K=1,...,64. V2 is assigned the value of
IV1+R, mod 2* where R = 5555555555555555. 1V3 is assigned the value of
IV1+R, mod 2* where B = AAAAAAAAAAAAAAAA.

b. Forwards this information to the IUT using Input Type 24.
2. The IUT $ould perform the following for i = 0 through 399:

a. Record the current values of the output loop number i, KB¥RY2,, KEY3;, IV1,
V2, IV3, and G.

b. Perform the following for j = O through 9,999:

1) Ifj=0, 1, or 2, assign the value of the imiiization vector IV,, to the input
block Ij.

2) If j > 2, assign Ij with the value of the concatenation of the rightmosKj64
bits of 1(j-1) with the kbit C_.

3) Process; through the DEA stage DEAN the encrypt state using KEY'1
resulting inintermediate value TEMP1.

4) TEMPL is fed into the DEA stage DEA the decrypt state using KEY 2
resulting in intermediate value TEMP2.

5) TEMP2 is fed into the DEA stage DE# the encrypt state using KEY3
resulting in output block O
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6) Calculatethe K-bit P, by exclusiveORing the leftmost Koits of Q with the
K-bit C;.
7) Prepare for loop j+1 by assigning thebK C;,; with the value of the
leftmost K-bits of the Q
c. Record the current values of the input block 10 araitk3.

d. Forwardall recorded values for this loop, as specified in Output Type 8, to the TMOVS.

e. In preparation for the next output loop:

1)

3)

3)

Concatenate enough P values together to obtain (length (KEY)*3) bits of
data (192 bits).

Assign new values to the KEY parameté€Esy1, KEY2, and KEY3. This is
accomplished by exclusiM@Ring P with the KEY value to obtain the new

KEY. If the length of the P is less than 64 (the length of a DES key), the P
should be expanded in length to 64*3 (to correspond to the combined lengths
of KEY1+KEY2+KEY3) before forming the new KEY values. This

expansion should be accomplished by concatenating X of the most current Ps
together to obtain 192 bits of P. For example, if the length of the P is 50 bits

(K0:50), the exparg)ded P =%B6.-» P o096 P'oge7--r P o097 Progag--s
P 9098 P'agg--- P o909)-

Bits 129192 of the expanded P will be exclus@®ed with KEY1 to form
the new KEY1.

The calculation of the new KEY2 and KEY3 are based on the values of the
keys. . If KEY1and KEY2; are independent and KEY3 KEY1,, or

KEY1, KEY2 and KEY3 are independent, the new KEY2 should be
calculated by exclusiv®Ring the current KEY?2 with bits 6528 of the
expanded P. If KEY1=KEY2=KEY3, the current KEY2 will be exclusive
ORed with bits 29-192 of the expanded P to calculate the new KEY?2.

If KEY1, KEY2, and KEY3 are independent, the new KEY3 should be
calculated by exclusiv®Ring the current KEY3 with bits-&4 of the
expanded P. Otherwise, the current KEY3 will be exclu@Red with lits
129192 of the expanded P to calculate the new KEY3.

Assign a new value to the | parametegsshbuld be assigned the value of
the concatenation of the rightmost {}bits of | with the kbit G, i.e. (o,
1%, € %)= (I, 12 e % ch, &, é [)C I, should be assigned the
value of h+R; mod 2* where R = 5555555555555555 ., $hould be
assigned the value gfiR, mod 2* where B =

AAAAAAAAAAAAAAAA. Note j=9999.

21z



4) Assign a new value to thelit C,. The Kbit C, should le assigned the
value of the leftmost Kits of the current Qwhere j = 9999, i.e., (G,
Czo, é ,Kop: (Olj, Ozj,..., d<j)

NOTE-- the new C and | should be denoted g& b because these values are used for the first pass
through the inner loop wing=0.

NOTE -- The output from the IUT for this test should consist of 400 output strings. Each output string should consist of
information included in Output Type 8.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values.
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5.6 The Output Feedback Mode- TOFB Mode

The IUTs which implement the Output Feedback (TOFB) mode of operation are validated by
successfully completing a set of Known Answer tests and a Monte Carlo test applicable to both IUTs
supporing encryption and/or decryption. Encryption and decryption using the TOFB mode of
operation involve processing an input block through the encryption process of the specified
algorithm. Therefore, the same set of Known Answer tests and Monte Carlo testaggpiied to

IUTs supporting both encryption and decryption.

The process of validating an IUT which supports the encryption and/or decryption processes of the
TOFB mode of operation involves the successful completion of the following six tests:

1. The Variable Text Known Answer Tesf OFB mode

2 The Inverse Permutation Known Answer T€BOFB mode
3. The Variable Key Known Answer TesT OFB mode

4. The Permutation Operation Known Answer T<€BOFB mode
5. The Substitution Table Known Answer Te3tOFB mode

6. The Monte Carlo TestTOFB mode

An explanation of the tests for the TOFB mode follows.
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5.6.1 The Known Answer Tests- TOFB Mode

In the following description of the Known Answer tests, TEXT refers to plaintext, and RESULT
refers to ciphertext the IUT performs TOFB encryption. If the IUT supports TOFB decryption,
TEXT refers to ciphertext, and RESULT refers to plaintext

56.1.1 The Variable TEXT Known Answer Test- TOFB Mode

Table 51 The Variable TEXT Known Answer Test- TOFB Mode

TMOVS: Initialize KEYs: KEY1 = KEY2 = KEY3 =0101010101010101 (odd parity
set)

IV,=8000000000000000

TEXT = 0000000000000000

Send KEY (representing KEY1, KEY2, and KEY3), IVTEXT
IUT: FORi=1to 64
{
I =1V,
Perform

Triple DES: | |; is read inb TDEA and is encrypted by DEAising KEY1,
resulting in TEMP1

TEMPL1 is decrypted by DEAusing KEY2, resulting in TEMPZ
TEMP?2 is encrypted by DEAUsing KEY 3, resulting in O

RESULT= O @ TEXT

Send i, KEY (representing KEY1, KEY2, and KBY IV;, TEXT,
RESULT;

IVi,1 = basis vector where single "1" bit is in position i+1

}

TMOVS: Compare results from each loop with known answers. Use Table A.1.

As summarized in Table 51, the Variable TEXT Known Answer Test for the TOFB mode of
opeation is performed as follows:

1. The TMOVS:
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a. Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant
hexadecimal value 0 with odd parity set, i.e., KEEKEY 2;,.,=KEY 3,01 01 01
0101 010101.

b. Initializes the 64pit initialization vector 1V; to the basis vector containing a"1" in
the first bit position and "0" in the following 63 positions, i.e.; iy= 10000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000. The
equivalent of this value in hexadecimal notationd<® 00 00 00 00 00 00.

C. Initializes the TEXT parameter to the constant hexadecimal value 0, i.e.,. J.EXT
00 00 00 00 00 00 00 00.

d. Forwards this information to the IUT using Input Type 2.
2. The IUT should perform the following for i=1 through 64:
a. Assign the value of the initialization vector; itd the input block;l

b. Process; lthrough the three DEA stages, resulting in eo4utput block Q This
involves processing through the first DEA stage, denoted DE#A the encrypt
state usindKEY1, resulting in intermediate value TEMP1. TEMP1 is fed directly
into the second DEA stage, denoted DEA the decrypt state using KEY2,
resulting in intermediate value TEMP2. TEMP2 is fed directly into the third DEA
stage, denoted DEAIn the encrypstate using KEY 3, resulting in output block O

C. Calculate the Kbit RESULT; by exclusiveORing the leftmost Koits of Q with the

K-bit TEXT.

d. Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
and KEY3), IV, TEXT, andthe RESULTto the TMOVS as specified in Output
Type 2.

e. Retain the RESULT values for use with the Inverse Permutation Known Answer

Test for the TOFB Mode (Section 5.6.1.2).

f. Assign a new value to [\ by setting it equal to the value of a basis veaiith a
"1" bit in position i+1, where i+1=2,¢€e,6

NOTE -- This continues until every possible basis vector has been represented by the 1V, i.e., 64 times. The output from the IUT
should consist of 64 output strings. Each output string should congigowhation included in Output Type 2.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.1.
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56.1.2 The Inverse Permutation Known Answer Test TOFB Mode

Table 52 The Inverse Permuation Known Answer Test- TOFB Mode

TMOVS: Initialize KEYs:KEY1 = KEY2 = KEY3 =0101010101010101 (odd parity
set)

TEXT; (where i=1..64)=64 RESULT values from the Variable
TEXT Known Answer Test

IV,=8000000000000000

Send KEY (representing KEY1, KE2, and KEY3), I\{, TEXT,..TEXTg,
IUT: FORi=1to0 64
{
Perform 5
Triple

l; is read into TDEA and is encrypted by DE#sing KEY1,

== resulting in TEMP1

TEMPL is decrypted by DEAusing KEY2, resulting in TEMP2
TEMP2 is encrypte by DEA; using KEY 3, resulting in O

RESULT= O @ TEXT,

Send i, KEY (representing KEY1, KEY2, and KEY3),,IVEXT,,
RESULT,

IVi;, = basis vector where single "1" bit is in position i+1
TEXT,,; = corresponding RESUL], value from the TMO6
}
TMOVS: Compare RESULT from each loop with known answers.

The TEXT should be all zeros.

As summarized in Table 52 the Inverse Permutation Known Answer Test for the TOFB mode of
operation is performed as follows:

1. The TMOVS:



d.

a.

b.

Initializes theKEY parameters KEY1, KEY2, and KEY3 to the constant
hexadecimal value 0 with odd parity set, i.e., KEEKEY 2;,.,=KEY 3,01 01 01
0101 010101.

Initializes the 64pit initialization vector 1\ to the basis vector containing a"1" in

the first bit pogion and "0" in the following 63 positions, i.e., {},= 10000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000. The
equivalent of this value in hexadecimal notation is 80 00 00 00 00 00 00 00.

Initializes the TEXT (where i=1,...,8) to the RESULTvalues obtained from the
Variable TEXT Known Answer Test.

Forwards this information to the IUT using Input Type 5.

The IUT should perform the following for i=1 through 64:

Assign the value of the initialization vector; if@ theinput block |.

Process; lthrough the three DEA stages resulting in eb4utput block Q This
involves processing through the first DEA stage, denoted DE#A the encrypt

state using KEY1, resulting in intermediate value TEMP1. TEMPL1 is fedthi

into the second DEA stage, denoted DEA the decrypt state using KEY2,
resulting in intermediate value TEMP2. TEMP2 is fed directly into the third DEA
stage, denoted DEAIn the encrypt state using KEY3, resulting in output block O

Calculae the RESULTby exclusiveORing the Qwith the TEXT,.

Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
and KEY3), IV, TEXT,, and the RESUL;Tto the TMOVS as specified in Output
Type 2.

Assign a new value to [\ by setting it equal to the value of a basis vector with a
"1" bit in position i+1, where i+1=2,...,64.

Assign a new value to TEXJ by setting it equal to the corresponding output from
the TMOVS.

NOTE -- This processing continues until all RESULT valuesyf the Variable TEXT Known Answer Test have been used as
input. The output from the IUT should consist of 64 output strings. Each output string should consist of informationimcluded

Output Type 2.

3. The TMOVS checks the IUT's output for correctngssdimparing the received results to
the known values. The RESULT values should be all zeros.
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56.1.3 The Variable KEY Known Answer Test- TOFB Mode

Table 53 The Variable Key Known Answer Test- TOFB Mode

TMOVS: Initialize KEYs: KEY1, = KEY2, = KEY3; =8001010101010101 (odd
parity set)

IV = 0000000000000000

TEXT = 0000000000000000

Send KEY, (representing KEY{, KEY2,, and KEY3), IV, TEXT
IUT: FORi=1to 64
{
IF (i mod 8% 0) {process all bits except parity bits}
{
Perform =1V
-I[-):'E%e l; is read into TDEA and is encrypted by DE#sing KEY1,
: resulting in TEMP1
TEMPL1 is decrypted by DEAusing KEY 2, resulting in TEMP2
TEMP2 is encrypted by DEAusing KEY3, resulting in @
RESULT= O @& TEXT
Send i, KEY; (representing KEYIKEY2;, and KEY3J), IV, TEXT,
RESULT,
KEY1;;, = KEY2,; = KEY3,; = vector consisting of "0" in every
significant bit position except for a single "1" bit in position i+1. Ea
parity bit may have the value "1" or "@3 make the KEY odd parity.
}
}
TMOVS: Compare results of the 56 encryptions with known answers. Use Table A.2.

As summarized in Table 53, the Variable Key Known Answer Test for the TOFB mode is
performed as follows:
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1. The TMOVS:

a. Initializes the KEY parameters KEY,IKEY?2,, and KEY 3 to contain "0" in every
significant bit except for a "1" in the first position, i.e., thel®4KEY 1, ;= KEY2;
pin= KEY3; ;= 10000000 00000001 00000001 00000001 00000001 00000001
00000001 00000001. The egaient of this value in hexadecimal notation is 80 01
010101010101.

NOTE -- the parity bits are set to "0" or "1" to get odd parity.

b. Initializes the 64bit IV parameter to the constant hexadecimal value 0, i.g., 3V
00 00 00 00 00 00 00 00.

C. Initializes the TEXT to the constant hexadecimal value 0, i.e., TEXT00 00 00
00 00 00 00 o0.

d. Forwards this information to the IUT using Input Type 2.

2. The IUT should perform the following for i = 1 to 56:
NOTE -- 56 is the number of signifant bits in a TDES key.

a. Assign the value of the initialization vector IV to the input blqgck |

b. Process;lthrough the three DEA stages resulting in ebi4utput block Q This
involves processing through the first DEA stage, denoted D the encrypt
state using KEY{ resulting in intermediate value TEMP1. TEMP1 is fed directly
into the second DEA stage, denoted DHA the decrypt state using KEY2
resulting in intermediate value TEMP2. TEMP?2 is fed directly into the third DEA
stage, deoted DEA,, in the encrypt state using KEY Besulting in output block O

C. Calculate the RESUL Dby exclusiveORing the Qwith the TEXT.

d. Forward the current values of the loop number i, KéE&presenting KEY1KEY2,,
and KEY3J), IV, TEXT, and tle resulting RESUL Tto the TMOVS as specified in
Output Type 2.

e. Set KEYL,,, KEY2,,, KEY3,;equal to the vector consi st
significant bit position except for a si
contain Al"oddparith 0" t o make

NOTE -- This processing should continue until every significant basis vector has been represented by the KEY parameters. The
output from the IUT should consist of 56 output strings. Each output string should consist of information incDialigaiin
Type 2.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.2.
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5.6.1.4 The Permutation Operation Known Answer Test- TOFB Mode

Table 54 The Permutation Operation Known Answer Test- TOFB Mode

TMOVS: Initialize KEY1,=KEY2,=KEY3; (where i=1..32) = 32 KEY values in Tab
A.3

[V = 0000000000000000

TEXT = 0000000000000000

Send TEXT, IV, KEY 1, KEY,,..., KEY3, (Since all three keys are the
same, these key values representvétiees of KEY1, KEY2, and
KEY3.)
IUT: FORi=1to0 32
{
=1V
Perform

Triple DES: [ |; is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP1

TEMPL is decrypted by DEAusing KEY2, resulting in TEMP2
TEMP2 is encrpted by DEA using KEY 3, resulting in @

RESULT= O @ TEXT

Send i, KEY (representing KEY,JKEY2;, and KEY3J), IV, TEXT,
RESULT,

KEY1;;, = KEY2,, = KEY3;; = Corresponding KEY; in Table A.3

}

TMOVS: Compare results with known answetdse Table A.3.

As summarized in Table 54, the Permutation Operation Known Answer Test for the TOFB mode of
operation is performed as follows:

1. The TMOVS:

a. Initializes the KEY], KEY2;, and KEY 3 variables with the 32 constant KEY values
from TableA.3.
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b. Initializes the 64pit IV parameter to the constant hexadecimal value 0, i.g,, ¥V
00 00 00 00 00 00 00 00.

C. Initializes the TEXT to the constant hexadecimal value 0, i.e., TEXTD0 00 00
00 00 00 00 00.

d. Forwards this information tdé IUT using Input Type 8.
2. The IUT should perform the following for i=1 through 32:
a. Assign the value of the initialization vector IV to the input blqgck |

b. Process; lthrough the three DEA stages resulting in eb4utput block Q This
involves processing through the first DEA stage, denoted DE/A the encrypt
state using KEY{ resulting in intermediate value TEMP1. TEMP1 is fed directly
into the second DEA stage, denoted DHA the decrypt state using KEY2
resulting in intermediatealue TEMP2. TEMP2 is fed directly into the third DEA
stage, denoted DEAIn the encrypt state using KEY 8esulting in output block O

C. Calculate the RESUL DBy exclusiveORing the Qwith the TEXT.

d. Forward the current values of the loop numb&IEY ; (representing KEY;1KEY2,
and KEY3), IV, TEXT, and the RESUL;Tto the TMOVS as specified in Output
Type 2.

e. Set KEY1,,, KEY2,,, and KEY3,, equal to the corresponding KEYsupplied by
the TMOVS.

NOTE--The above processing should continuélafl 32 KEY values are processed. The output from the IUT for this test should
consist of 32 output strings. Each output string should consist of information included in Output Type 2.

3. The TMOVS checks the IUT's output for correctness by comparegeteived results to
the known values found in Table A.3.
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56.1.5 The Substitution Table Known Answer Test- TOFB Mode

Table 55 The Substitution Table Known Answer Test- TOFB Mode

TMOVS: Initialize KEY1;, KEY2, KEY3; (where i=1..19) = 19 KEY values in
Table A4

IV; (where i=1..19) = 19 corresponding DATA values in Tabl
A4

TEXT = 0000000000000000

Send TEXT, KEY4, IV, KEY,, IV,,...,KEY;,, IV19(Since all three
keys are the same, these key values represent the values of
KEY1, KEY2, and KEY3.)

IUT: FORi=1to019

Perform
Triple

DES: l; is read into TDEA and is encrypted by DE#sing KEY 1, resulting in

TEMP1
TEMPL1lis decrypted by DEAusing KEY 2, resulting in TEMP2
TEMPZ2 is encrypted by DEAusing KEY 3, resultingin O,

RESULT= 0O @ TEXT

Send i, KEY (representing KEY1KEY2;, and KEY3), IV;, TEXT, RESULT;
KEY1,, =KEY2;,; = KEY3,;; = KEY;;; from TMOVS
IV;,1 = corresponding DATA, from TMOVS

}

TMOVS: Compare results from each loop with knoswrswers. Use Table A.4.

As summarized in Table 55, the Substitution Table Known Answer Test for the TOFB mode of
operation is performed as follows:

1. The TMOVS:

22¢



a. Initializes the KEYIV pairs with the 19 constant KEDATA values from Table
A.4. The DATA values are assigned to the values of the initialization vectors IVs.
The KEY value indicates the value of KEY1, KEY2 and KEY3, i.e.,
KEY1=KEY2=KEY3.

b. Initializes the TEXT parameter to the constant hexadecimal value 0, i.e.,, LEXT
00 00 00 00 00 000 00.

C. Forwards this information to the IUT using Input Type 11.
2. The IUT should perform the following for i=1 through 19:
a. Assign the value of the initialization vector; itd the input block;l

b. Process;lthrough the three DEA stages, reswgtin an output block OThis
involves processing through the first DEA stage, denoted DE/ the encrypt
state using KEY/1resulting in intermediate value TEMP1. TEMP1 is fed directly
into the second DEA stage, denoted DEA the decrypt state ung) KEY2,
resulting in intermediate value TEMP2. TEMP2 is fed directly into the third DEA
stage, denoted DEAIn the encrypt state using KEY 8esulting in output block O

C. Calculate the RESUL DBy exclusiveORing the Qwith the TEXT.

d. Forward tle current values of the loop number i, KEMepresenting KEY1KEY2;,
and KEY3), IV;, TEXT, and the RESULTo the TMOVS as specified in Output
Type 2.

e. Set KEY1,,, KEY2,,, and KEY3,; equal to the corresponding KEYvalue
supplied by the TMOVS.

f. Set I\, equal to the corresponding DATAvalue supplied by the TMOVS.

NOTE-- The above processing should continue until all 19 KEATA pairs are processed. The output from the IUT for this test
should consist of 19 output strings. Each outputgsimould consist of information included in Output Type 2.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.4.
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5.6.2 The Monte Carlo Test- TOFB Mode

The TOFB mode has one Montair test that is used regardless of process, i.e., the same Monte
Carlo test is used for IUTs supporting the encryption and/or decryption processes.

Table 56 The Monte Carlo Test- TOFB Mode

TMOVS: Initialize KEY1,KEY2,, KEY3,, IV, TEXT,
Send KEY1,,KEY2,, KEY3,, IV, TEXT,
IUT: FORi=0TO 399
{
(Part of Triple| If (i==0) I, = IV
DES

processing):

Record i, KEY1, KEY2, KEY3, TEXT,
INITTEXT = TEXT,

FOR|j=0TO 9,999

{
l; is read into TDEA and is encryptegt DEA; using KEY1,
I resulting in TEMP1
Triple DES: . . o
TEMPL1 is decrypted by DEAIsing KEY 2, resulting in
TEMP2
TEMP2 is encrypted by DEAIsing KEY3, resulting in Q
RESULT; = O @ TEXT;
TEXTJ+1 = |J
(Part of liv1 = G
Triple DES
processing):
}

Record ), RESULT,

Send i,KEYL,KEY2, KEY3, lp, TEXT,, RESULT
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KEY1;,; = KEY1; ® RESULT,

IF (KEY1; and KEY2 are independent and KEY3 KEY1,) or
(KEY1;, KEY2, and KEY3are independent)

KEY2,,,= KEY2, @ RESULT,,
ELSE
KEY2,,,= KEY2, @ RESULT,

IF (KEY1= KEY2= KEY3) or (KEY]; and KEY2 are independent
and KEY3 = KEY1)

KEY3,.,= KEY3, ® RESULT,
ELSE
KEY3;,;= KEY3; ® RESULT,
TEXT, = INITTEXT @ I
lo=0
}
TMOVS: Check IUT'soutput for correctness.

As summarized in Table 56, the Monte Carlo Test for the TOFB mode of operation is performed as
follows:

1. The TMOVS:

a. Initializes the KEY parameters KEY,IKEY?2,, and KEY3, the initialization vector
IV, and the TEXT, variables. All variables consist of 64 bits each.

b. Forwards this information to the IUT using Input Type 21.
2. The IUT should perform the following for i = 0 through 399:

a. If i=0 (if this is the first time through this loop), assign the value of the inititdin
vector IV to the input block!

b. Record the current values of the output loop number i, KB¥RY?2;, KEY3;, and
the TEXT,.
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Assign the value of TEXJto INITTEXT. This will contain the initial value of the
text from every j = 0 loop.

Perfam the following for j = O through 9999:

1) Using the corresponding KEYKEY2;, and KEY3values, process |
through the three DEA stages resulting in output blocK fis involves
processing; through the first DEA stage, denoted DA the encrypttate
using KEY1, resulting in intermediate value TEMP1. TEMP1 is fed directly
into the second DEA stage, denoted DHA the decrypt state using KEY2
resulting in intermediate value TEMP2. TEMP?2 is fed directly into the third
DEA stage, denoted DEAIn the encrypt state using KEY Besulting in
output block Q

2) Calculate the RESUL by exclusiveORing the Qwith the TEXT,.
3) Prepare for loop j+1 by doing the following:

a) Assign the TEXT,, with the value of the, |

b) Assign |,, with the valueof the Q.
Record the RESULTand the §,

Forward all recorded information for this loop, as specified in Output Type 6, to the
TMOVS.

In preparation for the next output loop (note j = 9999):

1) Assign new values to the KEY parameters, KEY1, RE&nd KEY3 in
preparation for the next outer loop.

The new KEY1,; should be calculated by exclusi@Ring the
current KEY1with the RESULT.

The new KEY2,; calculation is based on the values of the keys. If
KEY1,; and KEYZ2 are independent and KEY3 KEY1;, or KEY1;, KEY2,
and KEY3 are independent, the new KEY;Zshould be calculated by
exclusiveORing the current KEY2vith the RESULT,. If
KEY1=KEY2,=KEY 3;, the new KEYZ, should be calculated by exclusive
ORing the current KEY;2vith the RESULT,.

The new KEY 3, calculation is also based on the values of the keys.
If KEY1;, KEY2, and KEY3are independent, the new KEY;3should be
calculated by exclusiv®Ring the current KEY3vith the RESULT.,. If
KEY1,; and KEYZ2 are independenind KEY3 = KEY1,, or if
KEY1,=KEY2,=KEY3;, the new KEY 3, should be calculated by exclusive
ORing the current KEY;3vith the RESULT.



2) Assign a new value to the TEXTThe TEXT, should be assigned the value
of INITTEXT exclusiveORed with |.

3) Assigna new value togl |, should be assigned the value of the O

NOTE -- the new TEXT and | should be denoted as TEXd b because these values are used for
the first pass through the inner loop when j=0.

NOTE-- The output from the IUT for this test shdudonsist of 400 output strings. Each output string should consist of
information included in Output Type 6.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values.
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5.7  The Output Feedback Interleaved OFB-I) Mode

The IUTs which implement the Output Feedback Interleaved ((pRdde are validated by

successfully completing a set of Known Answer tests and a Monte Carlo test applicable to both IUTs
supporting encryption and/or decryption. Encryption arwiygi¢ion using the TOFB mode of

operation involve initializing the three individual DEA stages and then simultaneously clocking

them. This improves the throughput and minimizes the propagation delay. Each clock cycle involves
the data being processeddnch DEAstage and passing it onward to the output buffer or the next
stage so that idle DEAtages are minimized. The pipelined configuration is intended for systems
equipped with multiple DEA processors. The same set of Known Answer tests and Mdmtestar

can be applied to IUTs supporting both encryption and decryption because the same sequence of
encrypt with KEY 1, decrypt with KEY2 and encrypt with KEY3 is used for both encryption and
decryption.

The processing for each Known Answer test and BI@arlo test is broken down into clock cycles

T1, T2, T3,.... Within each clock cycle, the processing occurring on each active DEA is discussed.
For convenience, let KEY1 represent the key used on processqr REXA2 represent the key used

on processor DE,, and KEY 3 represent the key used on processor;DEA

The process of validating an IUT which supports the T@OR®de of operation in the encryption
and/or the decryption processes involves the successful completion of the following six tests:

1. The Varable Text Known Answer TesfT OFB-I| mode

2. The Inverse Permutation Known Answer T€8OFB-I mode
3. The Variable Key Known Answer TesT OFB-I mode

4. The Permutation Operation Known Answer T-€BOFB-I mode
5. The Substitution Table Known Answé&est- TOFB-I mode

6. The Monte Carlo TestTOFB-I mode

An explanation of the tests for the TOFBiode follows.

5.7.1 The Known Answer Tests- TOFB-I Mode

In the following description of the Known Answer tests, TEXT refers to plaintext, and RESULT
refers to ciphertext if the IUT performs TOHB=ncryption. If the IUT supports TOFBdecryption,
TEXT refers to ciphertext, and RESULT refers to plaintext.



5711 The Variable TEXT Known Answer Test- TOFB-I Mode

Table 57

The Variable TEXT Known Answer Test- TOFB-I Mode

TMOVS: Initialize

Send

KEY1 = KEY2 = KEY3 = 0101010101010101 (odd parity set)
IV1, = 8000000000000000

IV2, = D555555555555555

IV3; = 2AAAAAAAAAAAAAAA

TEXT =0

KEY (representing KEY1, KEY2, and KEY3), IV1IV2,, IV3,,
TEXT

IUT: FORi=1to 64

{

Perform
Triple DES:

With feedback path disconnected:

T1:

T2:

T3:

Connect the feedback path:

11 = IVL,

I1 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP1

12 = IV2,

12 is read into TDEA and is encrypted b¥B; using KEY1,
resulting in TEMP2

TEMPYL, is decrypted by DEAusing KEY2, resulting in
TEMPL,

13 = IV3,

I3 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP3

TEMP2; is decrypted by DEAusing KEY2, esulting in
TEMP2,

TEMPY, is encrypted by DEAusing KEY3, resulting in Q1

RESULTZ1 = 01, @ TEXT
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TMOVS:

T4: TEMPS3, is decrypted by DEAusing KEY2, resulting in
TEMP3,

TEMPZ; is encrypted by DEAusing KEY 3, resulting in O2
RESULT2 = 02 ® TEXT
T5: TEMPS3,; is encrypted by DEAusing KEY 3, resulting in Q3

RESULT3 =03 @ TEXT

Send i, KEY (representing KEY1, KEY2, and KEY3), I1, 12, 13, TEXT,
RESULTZ, RESULT2, RESULT3

IV1,,, = basis vector where single "1" bit is in position i+1

IV2;,, = IV1;,; + R, mod 2* where R=5555555555555555

V3., = IV1,,; + R, mod 2% where R=AAAAAAAAAAAAAAAA
}

Compare RESULT1, RESULTZ2, and RESULT3 from each loop with known
angvers. See Table A.9.

As summarized in Table 57, the Variable TEXT Known Answer Test for the TIOf®Rle is
performed as follows:

1. The TMOVS:

a.

Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant
hexadecimal value 0 with odd parity,Set., KEY 1, =KEY 2, =KEY3,,=01 01 01
01 01 01 01 01.

Initializes the 3 initialization vectors accordingly: IM#$ set to the basis vector
containing a"1" in the first bit position and "0" in the following 63 positions, i.g., IV
pin = 10000000 000000 00000000 00000000 00000000 00000000 00000000
00000000. The equivalent of this value in hexadecimal notation is 80 00 00 00 00
00 00 00. Based on specifications in ANSI X9B388, 1V2 is computed by the
following equation: 1V1+ R, mod 2*where R=5555555555555555. In
hexadecimal, this equates to D5 55 55 55 55 55 55 55. Andd\¢8mputed by

the equation IV1+ R, mod 2* where R=AAAAAAAAAAAAAAAA. In

hexadecimal, this equates to 2A AA AA AA AA AA AA AA.

Initializes the TEXT parameter the constant hexadecimal value 0, i.e., TEXF
00 00 00 00 00 00 00 00.
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d. Forwards this information to the IUT using Input Type 13.

2. The IUT should perform the following for i=1 through 64:

a. With the feedback path disconnected:

1) At time T1:
a) Assign tke value of the initialization vector IVY1o the input block 11.
b) Process I1 through the DEA stage DHEAthe encrypt state using
KEY1, resulting in intermediate value TEMP1
2) At time T2:
a) Assign the value of the initialization vector IM2 the input bbck 12.
b) Process 12 through the DEA stage DHEAthe encrypt state using
KEY1, resulting in intermediate value TEMP2
C) TEMP1, is fed into the DEA stage DEAN the decrypt state using
KEY2, resulting in intermediate value TEMP1
3) At time T3:
a) Assign the value of the initialization vector 1V® the input block 13.
b) Process 13 through the DEA stage DHEAthe encrypt state using
KEY1, resulting in intermediate value TEMP3
C) TEMPZ2, is fed into the DEA stage DEAN the decrypt state using
KEY2, resulting in intermediate value TEMR2
Connect the feedback path:
d) TEMPJ,; is fed into the DEA stage DEAN the encrypt state using
KEY3, resulting in output block Q1
e) Calculate the RESULT by exclusiveORing O1 with TEXT1,.
At time T4:

a) TEMP2; is fed into the DEA stage DEAN the encrypt
state using KEY 3, resulting in output block;02

b) Calculate RESULT2by exclusiveORing O2 with TEXT2..
C) TEMP3, is fed into the DEA stage DEAN the decrypt

state using KEY2, resulting intermediate value TEMB3
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At time T5:

a) TEMPS, is fed into the DEA stage DEAN the encrypt
state using KEY 3, resulting in output block 03

b) Calculate the RESULT, ®y exclusiveORing O3 with TEXT3,.

b. Forward the current values of the loop numb&EY (representing KEY1, KEY2,
and KEY3), IV4, IV2;, IV3;, TEXT, RESULT], RESULTZ2, and RESULT3 to the
TMOVS as specified in Output Type 7.

C. Retain the RESULT1, RESULT2, and RESULTS3 values for use with the Inverse
Permutation Known Answer Testrfthe TOFBI Mode (Section 5.7.1.2).

d. Assign a new value to the IV variables. |\M1s set to the value of a basis vector
with a "1" bit in position i+1, where i+1=2,...,64. [\V2is set to the value of I\(} +
R; mod 2* where R=5555555555555555.1 V3, is set to IV],; + R, mod 2*
where B=AAAAAAAAAAAAAAAA.

NOTE -- This continues until every possible basis vector has been represented by the 1V1, i.e., 64 times. The output from the IUT
should consist of 64 output strings. Each output stringlshaonsist of information included in Output Type 7.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.9.
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5.7.1.2 The Inverse Permutation Known Answer Test TOFB-I Mode
Table 58 The Inverse Permutation Known Answer Test TOFB-I Mode
TMOVS: Initialize KEY1 =KEY2 =KEY3 =0101010101010101 (odd parity set)
V1, = 8000000000000000
IV2, = D555555555555555
V3, = 2AAAAAAAAAAAAAAA
TEXTr; (where r=1..3 and i=1..64) = 64rcesponding RESULTYr
values from Variable TEXT Known Answer Test
Send KEY (representing KEY1, KEY2, and KEY3), IV1IV2,, IV3;
TEXTL,,....TEXT X, TEXT2,,...,TEXTZ,, TEXT3,,...,TEXT3,
IUT: FORi=1to 64
{
With the feedbackath disconnected:
Perform T1. 11=1IV]
Triple DES:
I1 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP1
T2: 12=1V2
12 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP2
TEMPL, is decrypted by DEAusing KEY2, resulting in
TEMPL,
T3: 13=1V3

I3 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP3

TEMP2, is decrypted by DEAusing KEY2, resulting in
TEMP2,

Connect the feedback path:

TEMPJ, is encryted by DEA using KEY3, resulting in Q1
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TMOVS:

RESULT1 = 01 ® TEXTY,

T4: TEMPS3, is decrypted by DEAusing KEY2, resulting in
TEMP3,

TEMPZ2; is encrypted by DEAusing KEY 3, resulting in Q2
RESULT2 = 02 & TEXT2,
T5: TEMPS3,is ercrypted by DEA using KEY3, resulting in Q3

RESULT3 = 03 @ TEXTS3

Send i, KEY (representing KEY1, KEY2, and KEY3), I1, 12, 13, TEXT1
TEXT2, TEXT3, RESULT}, RESULT2, RESULT3

IV1,,, = basis vector where single "1" bit is in positi®t
IV2:,1 = IV1; + R, mod 2* where R=5555555555555555
V3, = IV1, + R, mod 2* where RB=AAAAAAAAAAAAAAAA

TEXTr,, (where r = 1..3)= corresponding RESULTwalue from the
TMOVS

}
Compare RESULT1, RESULT2, and RESULT3 from elacip with known answers

They should be all zeros.

As summarized in Table 58 the Inverse Permutation Known Answer Test for the[Trodd? is
performed as follows:

1. The TMOVS:

a.

Initializes the KEY parameters KEY1, KEY2, and KEY3 to the constant
hexadecimal value 0 with odd parity set, i.e., KE¥ZKEY2,.,=KEY3,.,=01 01 01
01 01 01 01 01.

Initializes the 3 initialization vectors accordingly: IM#$ set to the basis vector
containing a"1" in the first bit position and "0" in the following 63 poss, i.e., I

bin = 10000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000. The equivalent of this value in hexadecimal notation is 80 00 00 00 00
00 00 00. Based on specifications in ANSI X9B388, V2 is computed by the
following equation: 1V1 + R, mod 2* where R=5555555555555555. In
hexadecimal, this equates to D5 55 55 55 55 55 55 55. Andd\¥¢8mputed by
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the equation IV1+ R, mod 2* where R=AAAAAAAAAAAAAAAA. In
hexadecimal, this equates to 2A AA AA AA AA AA AA AA.

C. Initializes the TEXTr( wher e r =1, €, 3 and i ebthined, 6 4)
from the Variable TEXT Known Answer Test.

d. Forwards this information to the IUT using Input Type 15.
2. The IUT should perform the following for i=1 through 64:
a. With the feelback path disconnected:
1) Attime T1:

a) Assign the value of the initialization vector M the input block
1.

b) Process 11 through the DEA stage DEAthe encrypt state using
KEY1, resulting in intermediate value TEMP1

2) At time T2:
a) Assign the vala of the initialization vector 1\2o the input block 12.

b) Process 12 through the DEA stage DHEAthe encrypt state using
KEY1, resulting in intermediate value TEMP2

C) TEMP1, is fed into the DEA stage DEAN the decrypt state using
KEY2, resultingin intermediate value TEMB1

3) At time T3:

a) Assign the value of the initialization vector IM8 the input block
3.

b) Process 13 through the DEA stage DEAthe encrypt state using
KEY1, resulting in intermediate value TEMP3

C) TEMPZ, is fed intothe DEA stage DEAIN the decrypt state using
KEY2, resulting in intermediate value TEMP2

Connect the feedback path:

d) TEMPJ,; is fed into the DEA stage DEAN the encrypt state using
KEY3, resulting in output block Q1

e) Calculate the RESULT by exclusiveORing O with TEXT1,.
At time T4:
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a) TEMPZ2, is fed into the DEA stage DEAN the encrypt
state using KEY 3, resulting in output block;02

b) Calculate the RESULT 2y exclusiveORing O2 with TEXT2,.

C) TEMP3, is fed into the DEA stageEA, in the decrypt
state using KEY2, resulting in intermediate value TEMP3

At time T5:

a) TEMP3, is fed into the DEA stage DEAN the encrypt
state using KEY 3, resulting in output block;03

b) Calculate the RESULT ®y exclusiveORing O3 with TEXT3,.

b. Forward the current values of the loop number i, KEY (representing KEY1, KEY2,
and KEY3), IV1, IV2;, IV3;,, TEXTL, TEXT2, TEXT3, RESULT1, RESULT2Z,
and RESULT3 to the TMOVS as specified in Output Type 3.

c. Assign a new value to the IV vahles. IV1,, is set to the value of a basis vector with a
"1" bit in positi ony,issetltqthewdiue of B(L +Ryrhod2, ¢, 6 4
2°* where R=5555555555555555. And V3 s set to IV],; + R, mod 2* where
R,=AAAAAAAAAAAAAAAA.

d. Assigna new value to the TEXTA, TEXT2,,, and TEXT3,; by setting it equal to the
corresponding output from the TMOVS.

NOTE -- This continues until every RESULT1, RESULT2, and RESULT3 value from the Variable TEXT Known Answer Test has
been used as input. &output from the IUT should consist of 64 output strings. Each output string should consist of information
included in Output Type 3.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
known values. The RESULT1, RESU2, and RESULT3 values should be all zeros.



5713 The Variable KEY Known Answer Test- TOFB-1 Mode

Table 59 The Variable KEY Known Answer Test- TOFB-1 Mode
TMOVS: Initialize KEY1, = KEY2, = KEY3; =8001010101010101 (odd parity set

IV1 = 000000@00000000
V2 = 5555555555555555

IV3 = AAAAAAAAAAAAAAAA

TEXT =0
Send KEY, (representing KEY{ KEY2,, and KEY3), IV1, IV2, IV3,
TEXT
IUT: FORi=1to 64

IF (i mod 8= 0){process all bits except parity bits}

{
With the feedback path disconnected:
perform 11, 1= w1
Triple
DES: I1 is read into TDEA and is encrypted by DE#sing KEY1,

resulting in TEMP1
T2: 12 =1V2

12 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP2

TEMPYL, is decrypted by DEA using KEY 2, resulting in
TEMPL,

T3: 13 =1V3

I3 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP3

TEMPZ2, is decrypted by DEAusing KEY2, resulting in
TEMP2,

Connect the feedback path:

TEMPL, is encrypted by DEAusing KEY 3, resulting in O1
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RESULT1 = Ol ® TEXT

T4: TEMP3, is decrypted by DEAusing KEY2, resulting in
TEMP3,

TEMPZ is encrypted by DEAusing KEY 3, resulting in O2
RESULT2 = 02 @ TEXT
T5: TEMP3, is encrypted by DEAusing KEY 3, resulting in O3

RESULT3 =03 @ TEXT

Send i, KEY (representing KEY1KEY2, and KEY3J), 11, 12, I3, TEXT,
RESULTL,RESULT2, RESULT3

KEY1l;; =KEY2;;,;,=KEY3;;,,= vector conevensti ng

significant bit position except
bit may have the value fAilo or (

}

TMOVS: Compare results of the 56 encryptions with known answers.

See Table A.11.

As summarizeih Table 59, the Variable KEY Known Answer Test for the TARBode is
performed as follows:

1. The TMOVS:

a. Initializes the KEY parameters KEY,JKEY?2,, and KEY3 to contain "0" in every
significant bit except for a "1" in the first position, i.e., @2ebit KEY1, ,;,= KEY2;
pin= KEY3; ;= 10000000 00000001 00000001 00000001 00000001 00000001
00000001 00000001. The equivalent of this value in hexadecimal notation is 80 01
010101010101.

NOTE -- the parity bits are set to "0" or "1" to get oddifya

b. Initializes the 3 initialization vectors accordingly: I\&lset to zero, i.e., IM,ex= 00
00 00 00 00 00 00 00. Based on specifications in ANSI X2%28, 1V2is
computed as V1 + Rnod 2* where R = 5555555555555555 and [\é8
computed asM1 + R, mod 2* where B = AAAAAAAAAAAAAAAA. Since
V1= 0000000000000000, this equates toy2 5555555555555555 and
V3= AAAAAAAAAAAAAAAA.
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C.

d.

Initializes the TEXT parameter to the constant hexadecimal value 0, i.e.,. J.EXT
00 00 00 00 00 000 00.

Forwards this information to the IUT using Input Type 13.

2. The IUT should perform the following for i=1 through 64:

a.

With the feedback path disconnected:
1) Attime T1:
a) Assign the value of the initialization vector IV1 to the input block I1.

b) Process I1 through the DEA stage DHEA the encrypt state using
KEY1,, resulting in intermediate value TEMP1

2) At time T2:

a) Assign the value of the initialization vector IV2 to the input block
12.

b) Process 12 through the DEA stage DEAthe errypt state using
KEY1,, resulting in intermediate value TEMP2

C) TEMPY, is fed into the DEA stage DEAN the decrypt state using
KEY2;, resulting in intermediate value TEMP1

3) At time T3:
a) Assign the value of the initialization vector IV3 to theut block 13.

b) Process I3 through the DEA stage DHEA\the encrypt state using
KEY1,, resulting in intermediate value TEMP3

C) TEMPZ2, is fed into the DEA stage DEAN the decrypt state using
KEY?2;, resulting in intermediate value TEMP2

Connect tk feedback path:

d) TEMP1, is fed into the DEA stage DEAn the encrypt state using
KEY3;, resulting in output block Q.1

e) Calculate the RESULT by exclusiveORing O with TEXT.
At time T4:

a) TEMPZ; is fed into the DEA stage DEAN the encrypt
state using KEY3resulting in output block Q2

b) Calculate the RESULT 2y exclusiveORing O2 with TEXT.
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C) TEMP3, is fed into the DEA stage DEAN the decrypt
state using KEYZ resulting in intermediate value TEMP3

At time T5:

a) TEMP3, is fed into the DEA stage DEAn the encrypt
state using KEY3resulting in output block Q3

b) Calculate the RESULT ®y exclusiveORing O3 with TEXT.

b. Forward the current values of the loop number i, KEdpresenting KEY1KEY2;,
and KEY3), IV1, IV2, IV3, TEXT, RESULT], RESULTZ2, and RESULTS3 to the
TMOVS as specified in Output Type 7.

C. Set KEYL,;, KEY2,,, and KEY3,;e q u a | to the vector consi
significant bit position excpamythitsf or a si
contain Al1l0 or A0O0O to make odd parity.

NOTE -- This processing should continue until every significant basis vector has been represented by the KEY parameters. The
output from the IUT should consist of 56 output strings. Each output strindggstamsist of information included in Output
Type 7.

3. The TMOVS checks the 1 UT6s output for corre
the known values found in Table A.11.
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5.7.1.4 The Permutation Operation Known Answer Test- TOFB-I Mode

Table 60 The Permutation Operation Known Answer Test TOFB-1 Mode

TMOVS: Initialize KEY1, = KEY2 = KEY3; (where i=1..32) = 32 KEY values in
Table A.12

V1= 0000000000000000
V2 =5555555555555555

IV3 =AAAAAAAAAAAAAAAA

TEXT =0
Send IV1, IV2, IV3, TEXT, KEY,, KEY,,...,KEY3, (Since all three keys
are the same, these key values represent the values of KEY1, k
and KEY3.)
IUT: FORi=1t032
{
With the feedback path disconnected:

Perform 114, j1=1v1

Triple

DES: I1 is read into TIEA and is encrypted by DEA using KEY'1

resulting in TEMP1
T2: 12 =1V2

12 is read into TDEA and is encrypted by DEA using KEY1
resulting in TEMP2

TEMPL, is decrypted by DEA using KEY,2resulting in
TEMPL,

T3: 13 =1V3

I3 is read into TDEA and is encrypted by DEA using KEY1
resulting in TEMP3

TEMPZ2; is decrypted by DEA using KEY,2resulting in
TEMP2,

Connect the feedback path:
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TEMPL, is encrypted by DEA using KEY,3esulting in O1
RESULTZ = O1 @ TEXT

T4: TEMP3, is decrypted by DEAusing KEY 2, resulting in
TEMP3,

TEMP2; is encrypted by DEAusing KEY 3, resulting in O2
RESULT2 = 02 & TEXT
T5: TEMPS; is encrypted by DEAusing KEY 3, resulting in O3

RESULT3 = 03 ® TEXT

Send i, KEY (representing KEY1KEY2, and KEY3J), 11, 12, I3, TEXT,
RESULTZ, RESULT2, RESULT3

KEY1;;; = KEY2,; = KEY3,,;= corresponding KEY; from TMOVS.
TMOVS: Compare results from each loop with known answers.

See Table A.12.

As summarized in Table 60, the Permutation Operation Known Answer Test for the TNDdei®
is performed as follows:

1. The TMOVS:

a. Initializes the KEY parameters KEY1, KEY2, and KEY3 with the 32 constant KEY
values from Table A.12.

b. Initializes the3 initialization vectors accordingly: IV1 is assigned the value 0, i.e.,
IV 1,ex= 00 00 00 00 00 00 00 00. Based on specifications in ANSI XPO%3,
IV2 is computed by the following equation: 1V1 + Rod 2* where
R;=5555555555555555. In hexadecintals equates to 55 55 55 55 55 55 55 55.
And 1IV3 is computed by the equation IV1 + Rod 2* where
R,=AAAAAAAAAAAAAAAA. In hexadecimal, this equates to AA AA AA AA
AA AA AA AA.

C. Initializes the TEXT parameter to the constant hexadecimal value TEXT =
00 00 00 00 00 00 00 00.

d. Forwards this information to the IUT using Input Type 18.

2. The IUT should perform the following for i=1 through 32:
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a.

With the feedback path disconnected:
1) At time T1:
a) Assign the value of the initializationet@r 1V1 to the input block 11.

b) Process I1 through the DEA stage DHEAthe encrypt state using
KEY1,, resulting in intermediate value TEMP1

At time T2:
a) Assign the value of the initialization vector IV2 to the input block 12.

b) Process 12 througtihe DEA stage DEAIn the encrypt state using
KEY1,, resulting in intermediate value TEMP2

C) TEMP1, is fed into the DEA stage DEAN the decrypt state using
KEY2;, resulting in intermediate value TEMP1

At time T3:
a) Assign the value of the initiaation vector 1V3 to the input block 13.

b) Process 13 through the DEA stage DHEAthe encrypt state using
KEY1,, resulting in intermediate value TEMP3

C) TEMPZ2, is fed into the DEA stage DEAN the decrypt state using
KEY2;, resulting in intermediatealue TEMP2.

Connect the feedback path:

d) TEMPL, is fed into the DEA stage DEAn the encrypt state using
KEY3;, resulting in output block Q1

e) Calculate the RESULT by exclusiveORing O1 with TEXT.
At time T4:

a) TEMPZ2, is fed into the DEA stge DEA in the encrypt
state using KEY3resulting in output block Q2

b) Calculate the RESULT 2y exclusiveORing O2 with TEXT.

C) TEMP3, is fed into the DEA stage DEAN the decrypt
state using KEYZ resulting in intermediate value TEMP3

At time T5:

a) TEMP3, is fed into the DEA stage DEAn the encrypt
state using KEY3resulting in output block Q3
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b) Calculate the RESULT ®y exclusiveORing O3 with TEXT.

b. Forward the current values of the loop number i, KE&presenting EY1;, KEY2,
and KEY3), IV1, IV2, IV3, TEXT, RESULTY], RESULTZ2, and RESULT3 to the
TMOVS as specified in Output Type 7.

C. Set KEY1,,, KEY2,,, and KEY3,, equal to the corresponding KEYsupplied by
the TMOVS.

NOTE -- The above processing shoulinginue until all 32 KEY values are processed. The output from the IUT for this test
should consist of 32 output strings. Each output string should consist of information included in Output Type 7.

3. The TMOVS checks the IUT's output for correctness lgparing the received results to
the known values found Table A.12.
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57.15 The Substitution Table Known Answer Test- TOFB-I Mode

Table 61 The Substitution Table Known Answer Test- TOFB-I Mode

TMOVS: Initialize KEY1, = KEY2 = KEY3; (where i=1..19) = 1XEY values in Table
A.10

IV1; (where i=1..19F 19 corresponding TEXT values in Table A.]
IV2; = IV1; + Ry mod 2* where R=5555555555555555

IV3, = IV, + R, mod 2* where R=AAAAAAAAAAAAAAAA

TEXT =0
Send IV1,, IV2;, IV3,, TEXT, KEY;, KEY,,...,KEY;q (These key values
represent the values of KEY1, KEY2, and KEY3.)
IUT: FORi=11t019
{

With the feedback path disconnected:

Perform T1: 11=1V],

Triple DES:
I1 is read into TDEA and is encrypted by DE#sing KEY1,
resultingin TEMP1;

T2: 12=1V2

12 is read into TDEA and is encrypted by DE#sing KEY1,
resulting in TEMP2

TEMPL, is decrypted by DEAusing KEY 2, resulting in
TEMPL,

T3: I13=1IV3

I3 is read into TDEA and is encrypted by DE#sing KEY1,,
resulting in TEMP3

TEMP2, is decrypted by DEAusing KEY?2, resulting in
TEMP2,

Connect the feedback path:

TEMPL, is encrypted by DEAusing KEY 3, resulting in O1
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RESULT1 = 01 ® TEXT

T4: TEMP3, is decrypted by DEAusing KEY2, resulting in
TEMP3,

TEMPZ2; is encrypted by DEAusing KEY 3, resulting in O2
RESULT2 = 02 @ TEXT
T5: TEMPS3 is encrypted by DEAusing KEY3, resulting in O3

RESULT3 =03 @ TEXT

Send i, KEY (representing KE1;, KEY2;, and KEY3J), IV1,, IV2;, IV3,,
TEXT, RESULT}, RESULT2, RESULT3

KEY1;,; = KEY2,, = KEY3,,;= Corresponding KEY; from TMOVS
IV1,,,= corresponding DATA, from TMOVS
V2., = V1, + R, mod 2* where R=5555555555555555
V3., = V1, + R, mod 24 where R=AAAAAAAAAAAAAAAA
}
TMOVS: Compare results from each loop with known answers.

See Table A.10.

As summarized in Table 61, the Substitution Table Known Answer Test for the-POiRle is
performed as follows:

1. The TMOVS:

a. Initializes the KE¥IV1 pairs with the 19 constant KEDATA values from Table
A.10. The DATA values are assigned to the values of the initialization vectors
IV1;. The KEY value indicates the values of KEYREY?2,, and KEY3, i.e.,
KEY1,=KEY2,=KEY 3,. Based on specifications in ANSI X9:8898, IV2is
computed as IV R, mod 2* where R = 5555555555555555 and M8
computed as IVi+ R, mod 2* where B = AAAAAAAAAAAAAAAA,

b. Initializes the TEXT parameter to the constant hexadecimal valiee, 0 EXTe,=
00 00 00 00 00 00 00 00.

C. Forwards this information to the IUT using Input Type 25.



2.

The IUT should perform the following for i=1 through 19:

a.

With the feedback path disconnected:
1) At time T1:
a) Assign the value of the initializain vector IV1to the input block I1.

b) Process |1 through the DEA stage DHRA\the encrypt state using
KEY1,, resulting in intermediate value TEMP1

At time T2:
a) Assign the value of the initialization vector IM2 the input block 12.

b) Process 12hrough the DEA stage DEAn the encrypt state using
KEY1;, resulting in intermediate value TEMP2

C) TEMPY, is fed into the DEA stage DEAN the decrypt state using
KEY2;, resulting in intermediate value TEMP1

At time T3:
a) Assign the value of theitialization vector 1V3to the input block 3.

b) Process I3 through the DEA stage DHRA\the encrypt state using
KEY1,, resulting in intermediate value TEMP3

C) TEMPZ, is fed into the DEA stage DEAN the decrypt state using
KEY2;, resulting in intemediate value TEMP2

Connect the feedback path:

d) TEMP1, is fed into the DEA stage DEAn the encrypt state using
KEY3;, resulting in output block Q1

e) Calculate the RESULT by exclusiveORing O with TEXT.
At time T4:

a) TEMPZ; is fed into tle DEA stage DEAIn the encrypt
state using KEY3resulting in output block Q2

b) Calculate RESULT2by exclusiveORing O2 with TEXT.

C) TEMP3, is fed into the DEA stage DEAN the decrypt
state using KEYZ resulting in intermediate value MP3,.

At time T5:
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a) TEMP3, is fed into the DEA stage DEAn the encrypt
state using KEY3resulting in output block Q3

b) Calculate the RESULT ®y exclusiveORing O3 with TEXT.

b. Forward the current values of the loop number i, KE&presentig KEY1, KEY2;,
and KEY3), IV1,, IV2,, IV3;, TEXT, RESULT], RESULT2, and RESULT3 to
the TMOVS as specified in Output Type 7.

C. Set KEY1,,, KEY2,,, and KEY3,, equal to the corresponding KEYsupplied by
the TMOVS.

d. Set IV1,, equal to the coasponding DATA, supplied by the TMOVS. Based on
specifications in ANSI X9.54998, IV2,, is set to IV],; + R, mod 2* where
R,=5555555555555555 and 1\/Jis set to IV1,; + R, mod 2* where
R,=AAAAAAAAAAAAAAAA.

NOTE-- The above processing should done until all 19 KE¥DATA are processed. The output from the IUT for this test
should consist of 19 output strings. Each output string should consist of information included in Output Type 7.

3. The TMOVS checks the IUT's output for correctness by comgdiie received results to
the known values found in Table A.10.



5.7.2 The Monte Carlo Tests- TOFB-I Mode

The TOFBI mode of operation has one Monte Carlo test that is used regardless of the process, i.e.,
the same Monte Carlo test is used for IUT osuiiing the encryption and/or decryption process. In

the following description of the Monte Carlo test, TEXT refers to plaintext, and RESULT refers to
ciphertext if the IUT performs TOFBencryption. If the IUT supports TOFBdecryption, TEXT

refers tociphertext, and RESULT refers to plaintext

Table 62 The Monte Carlo Test- TOFB-I Mode

TMOVS: Initialize KEY1,,KEYZ2,,KEY3,, IV1, IV2, IV3, TEXT,
Send KEY1,,KEY2,,KEY3,, IV1, IV2, IV3, TEXT,
IUT: FORi=0TO 399
{
FORj=0TO 9,999
{
Peaform Triple IF(j==0,1,0r2)
DES:
lj = IV(j+1)
ELSE
j=0;.5

lj is read into TDEA and is encrypted by DEésing KEY1,
resulting in TEMP1

TEMPL1 is decrypted by DEAusing KEY2, resulting in TEMP2
TEMP2 is encrypted by DEAIsing KEY3, resulting in Q

RESULT, = O @ TEXT,

TEXT,,, = |j

}
Record 10, RESULT

Send i, KEY], KEY2;, KEY3;, 10, I1, 12, TEXT,, RESULT;

KEY1;,; = KEY1; @ RESULT,
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TMOVS:

}

IF (KEY1; and KEY2 are independent and KEY3 KEY1,) or (KEY1,
KEY2;, and KEY3 are independent)

KEY2;,,= KEY2; @ RESULT,,
ELSE
KEY2;,,= KEY2, ® RESULT,

IF (KEY1= KEY2=KEY3) or (KEY]; and KEY2 are independent and
KEY3; = KEY1)

KEY3;,,= KEY3; ® RESULT,
ELSE
KEY3;,,= KEY3; ® RESULT,,
TEXTo= TEXT,® ]
10=0
11 =10 + R, mod 2 where R=5555555555555555

12 =10+ R, mod 2* where R=AAAAAAAAAAAAAAAA

Check the IUT's output for correctness.

As summarized in dble 62, the Monte Carlo Test for the TOFB performed as follows:

1. The TMOVS:

a.

b.

Initializes the KEY parameters KEY,IKEY2,, and KEY 3, the initialization
vectors IV1, IV2, and IV3, and the TEXTThe TEXT, IVs, and KEYs consist of 64
bits each. 1V3s assigned the value of IV1+Rod 2* where R =
5555555555555555. 1V3 is assigned the value of \ImBd 2* where B =
AAAAAAAAAAAAAAAA.

Forwards this information to the IUT using Input Type 24.

2. The IUT should perform the following for i = @Grough 399:

a.

Record the current values of the output loop number i, KBYRY 2, KEY3;, IV1,
V2, IV3, and TEXT,.
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Perform the following for j = O through 9,999:

1)

2)

3)

4)

5)

6)

7)

Ifj=0, 1, or 2, assign the value of the initialization vector IV(j+1) to the
input block Ij.

If j > 2, assign |j with theralue of the output block Og).

Process lj through the DEA stage DEA the encrypt state using KEY1
resulting in intermediate value TEMPL1.

TEMPL1 is fed into the DEA stage DE# the decrypt statesing KEY?2,
resulting in intermediate value TEMP2.

TEMP?2 is fed into the DEA stage DE the encrypt state using KEY 3
resulting in output block O

Calculate the RESUL by exclusiveORing the Qwith the TEXT,.

Prepare for loop j+1 by assigg the TEXT,, with the value of the I].

Record the current values of the input block 10 and RESULT

Forward all recorded values for this loop, as specified in Output Type 8, to the
MOVS.

In preparation for the next output loop:

1)

2)

Assign newvalues to the KEY parameters, KEY1, KEY2, and KEY3 in
preparation for the next outer loop.

The new KEY1,; should be calculated by exclusi@Ring the
current KEY1 with the RESULT.

The new KEYZ2,; calculation is based on the values of the keys. If
KEY1, and KEYZ2 are independent and KEY3 KEY1;, or KEY1;, KEY2,
and KEY3 are independent, the new KEY;Zhould be calculated by
exclusiveORing the current KEY2vith the RESULT,;. If
KEY1,=KEY2,=KEY3;, the new KEYZ2, should be calculated by exsiue
ORing the current KEY;2vith the RESULT.

The new KEY3, calculation is also based on the values of the keys.
If KEY1;, KEY2;, and KEY3are independent, the new KEY;3hould be
calculated by exclusiv®Ring the current KEY3vith the RESULT,. If
KEY1; and KEY?2 are independent and KEY3 KEY1,, or if
KEY1=KEY2,=KEY 3;, the new KEY 3, should be calculated by exclusive
ORing the current KEY;3vith the RESULT.

Assign a new value to the TEXTThe TEXT, should be assigned the value
of thecurrent Ij exclusivéDRed with TEXT,.
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3) Assign a new value to the | parameters. 10 should be assigned the value of
O;. 11 should be assigned the value of 1Q+Rd 2* where R =

5555555555555555. Ehould be assigned the value of 1§+Rod 2*
whereR, = AAAAAAAAAAAAAAAA,

NOTE -- the new TEXT and | should be denoted as TEXAd | because these values are used for the first
pass through the inner loop when j=0.

NOTE -- The output from the IUT for this test should consist of 400 output strings. Egghtstring should consist of
information included in Output Type 8.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
known values.
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6. DESIGN OF THE TRIPLE DES MODES OF OPERATION
VALIDATION SYSTEM (TMOVS)

6.1 Design Philosophy

NIST validation programs are conformance tests rather than measures of product security. NIST

validation tests are designed to assist in the detection of accidental implementation errors, and are
not designedio detect intentional attempts to misrepresent conformance. Thus, validation by NIST

should not be interpreted as an evaluation or endorsement of overall product security.

An IUT is considered validated for a test option when it passes the approdrit& VS tests.
TMOVS testing is via statistical sampling, so validation of an option does not guarantee 100 %
conformance with the option in the standards.

The intent of the validation process is to provide a rigorous conformance process that can be
peaformed at modest cost. NIST does not try to prevent a dishonest vendor from purchasing a
validated implementation and using this implementation as the vendor's IUT. Customers who wish
to protect themselves against a dishonest vendor could requireethvantdor revalidate the IUT in

the customer's presence.

6.2 Operation of the TMOVS

TMOVS testing is done through the NIST Cryptographic Module Validation (CMV) Program. The
CMV Program uses laboratories accredited eyNKST National Voluntary Laboratory

Accreditation Program (NVLAP) to perform conformance tests to cryptograghied FIPS. A

vendor contracts with a Cryptographic Module Testing (CMT) Laboratory accredited by NVLAP.

The CMT laboratory either condudte TMOVS tests on the IUT or supplies initial values to the

vendor to conduct the tests. If the vendor conducts the tests, the vendor sends the results to the CMT
where they are verified. In both situations, the CMT laboratory submits the resul&Ttdadx|

validation. If the IUT has successfully completed the tests, NIST issues a validation certificate for

the IUT to the vendor. A list of CMT laboratories is available at http://csrc.nist.gov/cryptval.
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Tables of Values for the Known Answer Tests

Tables A.1 through A.4 were used with single DES. They will work with the triple DES Validation Modes that are backwaatibleomp

Appendix A

with their single counterparts. These include TECB, TCBC, TCFB, and TOFB.

The other tables include the valuesanhed for ciphertexts C2 and C3. These values are a result of having three initialization vectors.
These tables can be used with the interleaved and pipelined configurations of the Triple DES modes of operation.

Table A.1 Resulting Ciphertext from the Variable Plaintext Known Answer Test

for the TECB, TCBC, TCFB, and TOFB Modes of Operation

(NOTE-- KEY1=KEY2=KEY3 = 01 01 01 01 01 01 01 01 (odd parity set))

ROUND PLAINTEXT or IV CIPHERTEXT
(depending on mode)

0 80 00 00 00 00 00 00 00 95 F8 A5 E5 DD 3D9 00
1 40 00 00 00 00 00 00 00 DD 7F 12 1C A5 01 56 19
2 20 00 00 00 00 00 00 00 2E 86 53 10 4F 38 34 EA
3 10 00 00 00 00 00 00 00 4B D3 88 FF 6C D8 1D 4F
4 08 00 00 00 00 00 00 00 20B9 E7 67 B2 FB 14 56
5 04 00 00 00 00 00 00 00 55579380 D7 738 EF
6 02 00 00 00 00 00 00 00 6C C5 DE FA AF 04 51 2F
7 01 00 00 00 00 00 00 00 0D 9F 27 9B A5 D8 72 60
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ROUND

PLAINTEXT or IV
(depending on mode)

CIPHERTEXT

8 00 80 00 00 00 00 00 00 D9 03 1B 02 71 BD 5A OA
9 00 40 00 00 00 00 00 00 42 42 50 B3 7C 3D D9 51
10 00 20 00 00 00 00 00 00 B8 06 1B 7E CD 941 E5
11 00 10 00 00 00 00 00 00 F1 5D OF 28 6B 65 BD 28
12 00 08 00 00 00 00 00 00 AD DO CC 8D 6E 5D EB Al
13 00 04 00 00 00 00 00 00 E6 D5 F8 27 52 AD 63 D1
14 00 02 00 00 00 00 00 00 EC BF E3 BD 3F 59 1A 5E
15 00 01 00 00 00 00 00 00 F3 56 83439 D1 65 CD
16 00 00 80 00 00 00 00 00 2B 9F 98 2F 20 03 7F A9
17 00 00 40 00 00 00 00 00 88 9D EO 68 Al 6F OB E6
18 00 00 20 00 00 00 00 00 E1 9E 27 5D 84 6A 12 98
19 00 00 10 00 00 00 00 00 329A 8E D523 D7 1AEC
20 00 00 08 00 00 00 00 00 E7 FC E25 57 D2 3C 97
21 00 00 04 00 00 00 00 00 12 A9 F5 81 7F F2 D6 5D
22 00 00 02 00 00 00 00 00 A4 84 C3 AD 38 DC 9C 19
23 00 00 01 00 00 00 00 00 FB EO OA 8A 1E F8 AD 72
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ROUND

PLAINTEXT or IV
(depending on mode)

CIPHERTEXT

24 00 00 00 80 00 00 00 00 750D 07 94 07 52 13 63
25 00 00 00 40 00 00 00 00 64 FEED 9C 72 4C 2F AF
26 00 00 00 20 00 00 00 00 FO 2B 26 3B 32 8E 2B 60
27 00 00 00 10 00 00 00 00 9D 64 55 5A 9A 10 B8 52
28 00 00 00 08 00 00 00 00 D1 06 FF 0B ED 52 55 D7
29 00 00 00 04 00 00 00 00 E1652C 6B 13 8C 64 A5
30 00 00 00 02 00 00 00 00 E4 28 58 11 86 EC 8F 46
31 00 00 00 01 00 00 00 00 AE B5 F5 ED E2 2D 1A 36
32 00 00 00 00 80 00 00 00 E9 43 D7 56 8AEC 0C 5C
33 00 00 00 00 40 00 00 00 DF 98 C8 27 6F 54 BO 4B
34 00 00 00 00 20 00 00 00 B1 60 E4 68 OF 6C 69 6F
35 00 00 00 00 10 00 FA 07 52 BO 7D 9C 4A B8
36 00 00 00 00 08 00 00 00 CA 3A 2B 03 6D BC 85 02
37 00 00 00 00 04 00 00 00 5E 09 05 51 7B B5 9B CF
38 00 00 00 00 02 00 00 00 81 4E EB 3B 91 D9 07 26
39 00 00 00 00 01 00 00 00 4D 49 DB 15 32 91 9C 9F




ROUND

PLAINTEXT or IV
(depending on mode)

CIPHERTEXT

40 00 00 00 00 00 800 00 25 EB 5F C3 F8 CF 06 21
41 00 00 00 00 00 40 00 00 AB 6A 20 C0 62 0D 1C 6F
42 00 00 00 00 00 20 00 00 79 E9 OD BC 98 F9 2C CA
43 00 00 00 00 00 10 00 00 86 6E CE DD 80 72 BB OE
44 00 00 00 00 00 08 00 00 8B 54 53 6F 2F 3E 64 A8
45 00 00 00 00004 00 00 EA 51 D3 97 55 95 B8 6B
46 00 00 00 00 00 02 00 00 CAFF C6 AC 45 42 DE 31
47 00 00 00 00 00 01 00 00 8D D4 5A 2D DF 90 79 6C
48 00 00 00 00 00 00 80 00 10 29 D5 5E 88 OE C2 DO
49 00 00 00 00 00 00 40 00 5D 86 CB 23 63 9D BE A9
50 00 00 0000 00 00 20 00 1D 1C A8 53 AE 7C 0C 5F
51 00 00 00 00 00 00 10 00 CE 33 23 29 24 8F 32 28
52 00 00 00 00 00 00 08 00 84 05 D1 AB E2 4F B9 42
53 00 00 00 00 00 00 04 00 E6 43 D7 80 90 CA 42 07
54 00 00 00 00 00 00 02 00 48 22 1B 99 37 74 8A 23
55 0000 00 00 00 00 01 00 DD 7C 0B BD 61 FA FD 54
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ROUND

PLAINTEXT or IV
(depending on mode)

CIPHERTEXT

56 00 00 00 00 00 00 00 80 2F BC 29 1A 57 0D B5 C4
57 00 00 00 00 00 00 00 40 EO 7C 30 D7 E4 E2 6E 12
58 00 00 00 00 00 00 00 20 09 53 E2 25 8E 8E 90 Al
59 00 00 00 00 00 00 00 10 5B 71 1B C4 CE EB F2 EE
60 00 00 00 00 00 00 00 08 CC 08 3F 1E 6D 9E 85 F6
61 00 00 00 00 00 00 00 04 D2 FD 88 67 D5 0D 2D FE
62 00 00 00 00 00 00 00 02 06 E7 EA 22 CE 92 70 8F
63 00 00 00 00 00 00 00 01 16 6B 40 B4 4A BA 4B D6
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Table A.2 Resulting Ciphertext from the Variable Key Known Answer Test

for the TECB, TCBC, TCFB, and TOFB Modes of Operation

(NOTE -- Plaintext/text = 00 00 00 00 00 00 00 00 and, where applicable, IV = 00 00 00 00 00 00 00 00)

ROUND KEY CIPHERTEXT

0 8001010101010101 95 A8 D7 28 13 DA A9 4D
1 4001 010101010101 OE EC 14 87 DD 8C 26 D5
2 2001010101010101 7A D1 6F FB 79 C4 59 26
3 1001010101010101 D3 74 62 94 CA6A 6C F3
4 08 010101 01010101 80 9F 5F 87 3C 1F D7 61
5 0401010101010101 CO0 2F AF FEC9 89 D1 FC
6 0201010101010101 46 15 AA1D 33 E7 2F 10
7 0180010101010101 2055 12 33 50 CO 08 58

8 0140010101010101 DF 3B 99 D6 57 73 97 C8
9 0120010101010101 31 FE 17 36 9B 52 88 C9
10 0110010101010101 DF DD 3C C6 4D AE 16 42
11 0108010101010101 17 8C 83 CE 2B 39 9D 94
12 0104010101010101 50 F6 36 32 4A 9B 7F 80
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ROUND KEY CIPHERTEXT

13 0102010101010101 A8 46 8E E3 BC 18 FO 6D
14 0101800101010101 A2 DC 9E 92 FD 3C DE 92
15 010140010010101 CACO9F 79 7D 03 12 87
16 0101200101010101 90 BA 68 0B 22 AE B5 25
17 0101100101010101 CE 7TA 24 F3 50 E2 80 B6
18 0101080101010101 88 2B FF OA AO 1A OB 87
19 010104 0101010101 25610288 924511 C2
20 01 0102 01 01 01 01 01 C71516C29C 75 D170
21 0101 018001010101 5199 C2 9A 52 C9 FO 59
22 0101014001010101 C2 2F OA 29 4A 71 F2 9F
23 010101 2001010101 EE 37 14 83 71 4C 02 EA
24 0101011001010101 A8 1F BD 44 8F 9E 52 2F
25 0101010801010101 4F 64 4C 92 E1 92 DF ED
26 01010104 01010101 1A FA 9A 66 A6 DF 92 AE
27 0101010201010101 B3 C1CC 715C B8 79 D8
28 0101010180010101 19 DO 32 E6 4A BO BD 8B
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ROUND KEY CIPHERTEXT

29 0101010140010101 3C FA A7 A7 DC 8720 DC
30 0101010120010101 B7 26 5F 7F 44 7A C6 F3
31 0101010110010101 9D B7 3B 3C OD 16 3F 54
32 0101010108010101 8181 B6 5B AB F4 A9 75
33 0101010104010101 93 C9 B6 40 42 EA A2 40
34 0101010102010101 55 70 5308 29 70 55 92

35 0101 010101800101 86 38 80 9E 87 87 87 A0
36 0101010101400101 41 B9 A7 9A F7 9A C2 08
37 0101010101200101 7A 9B E4 2F 20 09 A8 92
38 0101010101100101 29 03 8D 56 BA 6D 27 45
39 010101010108 0101 54 95 C6 AB F1 E5 DF 51
40 0101010101040101 AE 13 DB D5 61 48 89 33
41 0101010101020101 02 4D 1F FA 89 04 E3 89
42 01010101 01 01 80 01 D139 97 12 F9 9B FO 2E
43 0101010101014001 14 C1 D7 C1CF FE C7 9E
44 01 0101 01 01D20 01 1D E5 27 9D AE 3B ED 6F
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ROUND

KEY

CIPHERTEXT

45 0101010101011001 E9 41 A3 3F 85 50 13 03
46 01 010101010108 01 DA 99 DB BC 9A 03 F3 79
a7 0101010101010401 B7 FC 92 F9 1D 8E 92 E9
48 0101010101010201 AE 8E 5C AA 3C AOQ 4E 85
49 01 01 0101 01 01 01 80 9C C6 2D F4 3B 6E ED 74
50 0101010101010140 D8 63 DB B5 C5 9A 91 A0
51 0101010101010120 Al AB 21 90 54 5B 91 D7
52 0101010101010110 08 7504 1E 64 C5 70 F7
53 0101010101010108 5A 59 45 28 BE BE F1 CC
54 0101010101010104 FC DB 32 91 DE 21 FO CO
55 0101 010101010102 86 9E FD 7F 9F 26 5A 09
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Table A.3 Values To Be Used for the Permutation Operation Known Answer Test

(NOTE --

for the TECB, TCBC, TCFB, and TOFB Modes of Operation
P/TEXT = 00 00 00 00 00 00 00 00 for each round

where applicable, IV = 00 00 00 00 00 00 00 00.

ROUND KEY C/RESULT

0 1046 91 34 89 98 01 31 88 D5 5E 54 F5 4C 97 B4
1 10 07 10 34 89 98 80 20 0C 0C CO0C 83 EA48 FD
2 1007 1034 C8 98 01 20 83 BC 8E F3 A6 501 83

3 10 46 10 34 89 98 80 20 DF 72 5D CA D9 4E A2 E9
4 108691 1519190101 E6 52 B5 3B 55 0B E8 BO
5 1086 91 151958 01 01 AF 52 71 20 C4 85 CB BO
6 51 07 BO 15 19 58 01 01 OF 04 CE 39 3D B9 26 D5
7 1007B0151919 0101 C9 FO OF FC 74 090 67

8 3107 9154 98 08 01 01 7C FD 82 A5 93 25 2B 4E
9 3107 91 94 98 08 01 01 CB49 A2 FO E9 13 63 E3
10 1007 91 15 B9 08 01 40 00 B5 88 BE 70 D2 3F 56
11 3107911598 08 01 40 40 6A 9A 6A B4 33 99 AE
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ROUND

KEY

C/RESULT

12

1007 DO 15 89 98 01 01

6C B7 73 61 10CA 9A DA

13

910791158998 0101

67 FD 21 C1 7D BB 5D 70

14

91 07 DO 158919 01 01

9592 CB 41 10 43 07 87

15

1007 DO 1598 98 01 20

A6 B7 FF 68 A3 18 DD D3

16

1007 94 04 98 19 01 01

4D 1021 96 C9 14 CA 16

17

010791 0491190401

2D FA 9F 4573 59 49 65

18

0107910491190101

B4 66 04 81 6C OE 07 74

19

010794 04911904 01

6E 7E 62 21 A4 F3 4E 87

20

1907 92 1098 1A 01 01

AA 85 E7 46 43 233199

21

100791 19 98 19 08 01

2E 5A 19 DB 4D 19 62 D6

22

100791 19 98 1A 08 01

23 A8 6 A8 09 D3 08 94

23

1007 921098 1901 01

D8 12 D9 61 FO 17 D3 20

24

100791 1598 19 01 0B

05 56 05 81 6E 58 60 8F

25

1004 801598 1901 01

AB D8 8E 8B 1B 77 16 F1

26

10 04 80 1598 19 01 02

53 7A C95B E6 9D A1 E1

27

10 04 80 1598 19 01 08

AE DO F6 AE 3C 25 CD D8
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ROUND KEY C/RESULT
28 1002 91 1598 10 01 04 B3 E3 5A5E E5 3E 7B 8D
29 100291 1598 19 01 04 61 C79C 7192 1A 2E F8
30 1002 91 15 98 10 02 01 E2 F5 72 8F 09 95 01 3C
31 100291 16 98 10 01 01 1A EA C39A 61 FO A4 64

26¢€



Table A.4 Values To BdJsed for the Substitution Table Known Answer Test
for the TECB, TCBC, TCFB, and TOFB Modes of Operation

ROUND KEY P/ITEXT C/RESULT

0 7C A1 10 45 4A 1A 6E 57 01 A1 D6 DO 39 77 67 42 69 OF 5B 0D 9A 26 93 9B
1 01 31 D9 61 9D C1 37 6E 5C D5 4C A8 3D EF 5DA 7A 389D 10354B D2 71
2 07 A1 13 3E 4A OB 26 86 02 48 D4 38 06 F6 71 72 86 8E BB 51 CA B4 59 9A
3 38 49 67 4C 26 02 31 9E 51 45 4B 58 2D DF 44 0A 7178 87 6E 01 F1 9B 2A
4 04 B9 15 BA 43 FE B5 B6 42 FD 44 30 59 57 7F A2 AF 37 FB 42 1F 8C 40 95
5 0113 B9 70 FD 34 F2 CE 05 9B 5E 08 51 CF 14 3A 86 A5 60 F1 OE C6 D8 5B
6 01 70 F1 75 46 8F BS E6 07 56 D8 EO 77 47 61 D2 0C D3 DA 02 00 21 DC 09
7 4329 7F AD 38 E3 73 FE 76 25 14 B8 29 BF 48 6A EA 67 6B 2C B7 DB 2B 7A
8 07 A7 13 70 45 DA 2A 16 3B DD 11 90 49 37 28 02 DF D6 4A 81 5C AF 1A OF
9 04 68 91 04 C2 FD 3B 2F 26 95 5F 68 35 AF 60 9A 5C 51 3C 9C 48 86 CO 88
10 37 DO 6B B5 16 CB 75 46 16 4D 5E 40 4F 27 52 32 OA 2A EE AE 3F F4 AB 77
11 1F 08 26 OD 1A C2 46 5E 6B 05 6E 18 75 9F 5C CA EF 1B FO 3E 5D FA 57 5A
12 58 40 23 64 1A BA 61 76 00 4B D6 EF 09 17 60 62 88 BF OD B6 D7 0D EE 56
13 02 58 16 16 46 29 BO 07 48 0D 39 00 6E E7 62 F2 A1 F9 91 55 41 02 OB 56




ROUND

KEY

PITEXT

C/RESULT

14

49 79 3E BC 79 B3 25 8F

43 75 40 C8 69 8F 3C FA

6F BF 1C AF CF FD 05 56

15

4F BO 5E 15 15 AB 73 A7

07 2D 43 AO 77 07 52 92

2F 22 E4 9B AB 7C A1 AC

16

49 E9 5D 6D 4C A2 29 BF

02 FE5577 81 17 F1 2A

5A 6B 61 2C C2 6C CE 4A

17

01 83 10 DC 40 9B 26 D6

1D 9D 5C 50 18 F7 28 C2

5F 4C 03 8E D1 2B 2E 41

18

1C 58 7F 1C 13 92 4F EF

30 55 32 28 6D 6F 29 5A

63 FA CO DO 34 D9 F7 93

26¢



Table A.5 Resulting Ciphertext from the Variable Plaintext Known Answer Test for TCBGI Mode of Operation
-- KEY1=KEY2=KEY3=0101010101010101

(NOTE

V1 =00 00 00 00 00 00 00 00

V2 = 55555555 55 555555

IV3 = aa aa aa aa aa aa aa aa)

ROUND | INPUTBLOCK 1 CIPHERTEXT1 INPUTBLOCK 2 CIPHERTEXT2 INPUTBLOCK 3 CIPHERTEXT3
0 8000000000000000 | 95f8a5e5dd31d900 d555555555555555 | f7552ab6ch21e2bc 2aaaaaaaaaaaaaaa| 5a48d8e869557fd
1 4000000000000000 | dd7f121ca5015619 1555555555555555 | eOc2aflebd89a262 caaaaaaaaaaaaaaa f15ee2019a5b547c¢
2 2000000000000000 | 2e8653104f3834ea | 7555555555555555 | 05b865ale49ed109 | 8aaaaaaaaaaaaaaa 3bee595ef860316a
3 1000000000000000 | 4bd388ff6cd81d# 4555555555555555 | h447313fc704d321 baaaaaaaaaaaaaaa| f6089cadb722765c
4 0800000000000000 | 20b9e767b2fb1456 5d55555555555555 | €39193d42381b313 | a2aaaaaaaaaaaaaa| afl5a8e9b2cl4de5
5 0400000000000000 | 55579380d77138ef | 5155555555555555 | 6a2afdae188494b8 acaaaaaaaaaaaa | 45089186180bd591
6 0200000000000000 | 6cecbdefaaf04512f 5755555555555555 | 1359f4d663a3209¢c aB8aaaaaaaaaaaaaa, 280d3ae3a00cfbc9
7 0100000000000000 | 0d9f279ba5d87260 5455555555555555 | 4a035e6a81d1314b | abaaaaaaaaaaaaaa d27eb94e56¢3172a
8 0080000000000000 | d9031b0271bd5a0a | 55d5555555555555 | 4334b5felb7f5320 aa2aaaaaaaaaaaaa, b0555ab990b7e95¢c
9 0040000000000000 | 424250b37c3dd951 | 5515555555555555 | f41a29e0d31107b4 aacaaaaaaaaaaaaa f54f2bd8e2eb2bc6
10 0020000000000000 | bB061b7ecd9a2le5 | 5575555555555555 | c8eb2e34085%5b aaBaaaaaaaaaaaaa, d51175259c607fb4
11 0010000000000000 | f15d0f286b65bd28 5545555555555555 | b75847a2f3f2458a aabaaaaaaaaaaaaa 72ea3aadb569af43

26¢




ROUND

INPUTBLOCK 1

CIPHERTEXT1

INPUTBLOCK 2

CIPHERTEXT?2

INPUTBLOCK 3

CIPHERTEXTS3

12 0008000000000000 | addOcc8d6e5debal 555d555555555555 | be433af4c5ae0f97 aaa2aaaaaaaaaaaa, 9b003151e8602b7d
13 0004000000000000 | e6d5f82752ad63d1 5551555555555555 | f68101d125e2e284 aaaeaaaaaaaaaaaa| fc1463bb9bbadell
14 0002000000000000 | ecbfe3bd3f591a5e 5557555555555555 | fa510732fa871094 aaaBaaaaaaaaaaaa| 65f94c59c59b06el
15 0001000000000000 | f356834379d165cd 555455555555555 458d97a8b6ebd0d7 | aaabaaaaaaaaaaaa| fbcfc08618111572

16 0000800000000000 | 2b9f982f20037fa9 5555d55555555555 | f4169ca3fc6799ed aaaa2aaaaaaaaaaa 68c9e70b9de8db79
17 0000400000000000 | 889de068al6f0be6 5555155555555555 | f47b9f01la5ee74e9 aaaacaaaaaaaaaaa 63fc8c1421399b8
18 0000200000000000 | e19e275d846a1298 | 5555755555555555 | ee26a403caca387d aaaaBaaaaaaaaaaa 3fld10e9alad4a92
19 0000100000000000 | 329a8ed523d7laec | 5555455555555555 | af7e5adld9f4ecf8 aaaabaaaaaaaaaaa e3f663de44003f9b
20 0000080000000000 | e7fce22557A3c97 55555d5555555555 | bb04e854f99f6352 aaaaa2aaaaaaaaaa bc2452fd13e00dcc
21 0000040000000000 | 12a9f5817ff2d65d 5555515555555555 | 01f57b1e69290d90 aaaaacaaaaaaaaaa 4432allelc320e7a
22 0000020000000000 | a484c3ad38dc9cl9 5555575555555555 | 8ae9dee849b46527 | aaaaBaaaaaaaaaa | ale9e67f13f932b3
23 0000010000000000 | fbeOOaBalef8ad72 5555545555555555 | cb706efba6b5110e aaaaabaaaaaaaaaa| 6fd1d0793clb7af2
24 0000008000000000 | 750d079407521363 | 555555d555555555 | b8b27d1286bdbb26 | aaaaaa?aaaaaaaaal 3d2c39f9d26b589e
25 000000400000000 64feed9c724c2faf 5555551555555555 | 9862c9d770558095 | aaaaaacaaaaaaaaa e3ar/abc88132ad7d
26 0000002000000000 | f02b263b328e2b60 5555557555555555 | a213c5c56fdcal39 aaaaaaBaaaaaaaaa| 08cd945738a222c8
27 0000001000000000 | 9d64555a9a10b852 | 5555554555555555 | a3kebcOe23ab87f2 aaaaaabaaaaaaaaa| 568fa34d2fc7225e

27C




ROUND

INPUTBLOCK 1

CIPHERTEXT1

INPUTBLOCK 2

CIPHERTEXT?2

INPUTBLOCK 3

CIPHERTEXTS3

28 0000000800000000 | d106ffObed5255d7 5555555d55555555 | €32¢19229d84e2b4 | aaaaaaa2aaaaaaaa| 3771887d7266b49d
29 0000000400000000 | e1652c6b138c64a5 5555555155555555 | e628ceae5cb3bb34 | aaaaaaacaaaaaaaa edd6029a6b82

30 0000000200000000 | e428581186ec8f46 5555555755555555 | 5924454953ad5732 | aaaaaaaBaaaaaaaa| 0313da097aec4ad3
31 0000000100000000 | aeb5f5ede22d1a36 5555555455555555 | 7cc987f5fb33b813 aaaaaaabaaaaaaaa, 91f5b30f015b4a54
32 0000000080000000 | €943d7568aecOc5c 55555555d5555555 88e3dd1448c4e0ff aaaaaaaal2aaaaaaa, 1e60759f038beecl
33 0000000040000000 | df98c8276f54b04b 5555555515555555 | a49d286e5dfc6143 aaaaaaaaeaaaaaaa 97061699383bbfe0
34 0000000020000000 | b160e4680f6c696f 5555555575555555 | a5206a311e9c2515 | aaaaaaaa8amana 311f3c96e071f173

35 0000000010000000 | fa0752b07d9c4ab8 5555555545555555 | h6e4686a8b957cf2 aaaaaaaabaaaaaaa, 1a6849edcb701b07
36 0000000008000000 | ca3a2b036dbc8502 555555555d555555 | af1200418fd37fdd aaaaaaaaaaaaaaa fabSb2fa26d03558b
37 0000000004000000 | 5e0905517bb59bcf 5555555551555555 | 487deccfOfde5b88 aaaaaaaaacaaaaaa bcaaOb7b7b3464c5
38 0000000002000000 | 814eeb3b91d90726 | 5555555557555555 | 456a1865905ed57d | aaaaaaaaaBaaaaaa| 3d245b501c6abb74
39 0000000001000000 4d49db1532919c9f 5555555554555555 3e2601fa2085e62 aaaaaaaaabaaaaaa 62133d9330e2e86hb
40 0000000000800000 | 25eb5fc3f8cf0621 5555555555d55555 | 58da89972266a7e3 | aaaaaaaaaalaaaaa| 5d7d6bd225890b4d
41 0000000000400000 | ab6a20c0620d1c6f 5555555555155555 | feacal7e5dd05c87 aaaaaaaaaaeaaaaa db36baba70c3b9af
42 0000000000200000 | 79e90dbc98f92cca 5555555555755555 | 88249b73e99c5ac0 aaaaaaaaaa8aaaaa a2f5ea90c2179ab4
43 0000000000100000 | 866ecedd8072bb0Oe | 5555555555455555 | 5f8add8784cc3174 aaaaaaaaaabaaaaa| 70470a07cb34e109

271




ROUND

INPUTBLOCK 1

CIPHERTEXT1

INPUTBLOCK 2

CIPHERTEXT?2

INPUTBLOCK 3

CIPHERTEXTS3

44 0000000000080000 | 8b54536f2f3e64a8 5555555555d5555 cd8dc942ae2bbl75 | aaaaaaaaaaalaaaa| 659610094ab3824e
45 0000000000040000 | ea51d3975595b86b | 5555555555515555 | cf8442863e68e644 aaaaaaaaaaaecaaaa| 26€6223634c857a3
46 0000000000020000 | caffc6ac4542de31 5555555555575555 | 16952dc89c0acd65 aaaaaaaaaaa8aaaa, dddda647be96041f
47 0000000000010000 | 8dd45a2ddfo0796¢c 5555555555545555 | 8a4fca2b00c49807 aaaaaaaaaaabaaaa, 363219d8cec5a9f3
48 0000000000008000 | 1029d55e880ec2d0 | 555555555555d555 | b40225aeal21c8d3 | aaaaaaaaaaaalaaa| bb5710f9dc8dde46
49 0000000000004000 | 5d86ch23B89dbea9 5555555555551555 | 711c066¢13222f1c aaaaaaaaaaaaeaaa ae527ed31la25ea2
50 0000000000002000 | 1d1ca853ae7cOc5f 5555555555557555 | 4fb69c832db68026 aaaaaaaaaaaa8aaa af94496800a32656
51 0000000000001000 | ce332329248f3228 5555555555554555 | f24c7444edf1c394 amaaaaaaaaabaaa | c55d7544aleae274
52 0000000000000800 | 8405dlabe24fbh942 5555555555555d55 | 6bed457abc511e87c | aaaaaaaaaaaaaaa, 9bad9db251748896
53 0000000000000400 | e643d78090cad4207 | 5555555555555155 | 6136fefebb0c8118 aaaaaaaaaaaaacaa 3d19267de9cl2e7b
54 000000000000200 48221b9937748a23 | 5555555555555755 | d23a8dfe39c98883 aaaaaaaaaaaaa8aa 5ce84637532650c8
55 0000000000000100 dd7cObbd61fafd54 5555555555555455 afe2e34f009924e2 aaaaaaaaaaaaabaa, d43941ab72932bb0
56 0000000000000080 | 2fbc291a570db5c4 55555555555555d5 | Oadcf552ec1754c6 aaaaaaaaaaaaaala| 816c454ba7894865
57 0000000000000040 | e07c30d7ede26el2 | 5555555555555515 | c06e80c5238135bb | aaaaaaaaaaaaaaea 74bc744f10f63889

58 0000000000000020 | 0953e2258e8e90al | 5555555555555575 | 0912754e7c42f637 aaaaaaaaaaaaaa8a| 3d2565d9bf@cdbd

59 0000000000000010 | 5b711bc4ceebf2ee 5555555555555545 | h4f82967c658adb8 aaaaaaaaaaaaaaba, a2el13c5701a60444

27z




ROUND | INPUTBLOCK 1 CIPHERTEXT1 INPUTBLOCK 2 CIPHERTEXT2 INPUTBLOCK 3 CIPHERTEXT3
60 0000000000000008 | cc083f1e6d9e85f6 555555555555555d | 006fal2a796ac4d3 aaaaaaaaaaaaaaa?| cbe2873fd6f63048
61 0000000000000004 | d2fd8867d50d2dfe 5555555555555551 | 1a4a364616460d44 | aaaaaaaaaaaaaaae) cc6adceflbe975ef
62 0000000000000002 | 06e7ea22ce92708f 5555555555555557 | f307b5bcd44f3d8d aaaaaaaaaaaaaaa8| 991d770b2bf051dc
63 0000000000000001 | 166b40b44abadbd6 | 5555555555555554 | 9ch1c3932c005¢c49 aaaaaaaaaaaaab 17d8e9c374d14494

27

(@8]




Table A.6 Resulting Ciphertext from the Inverse Permutation Known Answer Test for TCBCGI Mode of Operation (Encryption

Process)

(NOTE--KEY1=KEY2=KEY3=0101010101010101
IV1 =00 00 00 00 00 00 00 00
IV2 = 55 55 555 55 55 55 55
IV3 = aa aa aa aa aa aa aa aa)

ROUND PLAINTEXT1 CIPHERTEXT1 PLAINTEXT2 CIPHERTEXT2 PLAINTEXT3 CIPHERTEXT3

0 95f8a5e5dd31d900| 800000000000000( f7552ab6ch21e2bc | 713d058fe58a43f7 | 5a48d3de869557fd| e4999d5c3cceeedsd
1 dd7f121ca5015619| 400000000000000 | eOc2aflebd89a262 | 0ac760c01e5927ef | f15ee2019a5b547c| accd15b5ddeOb5c2
2 2e8653104f3834ea| 200000000000000( 05b865ale49ed109 363130ca94da9d8a 3bee595ef860316a| 69732f3dbb5652b1
3 4bd388ff6cd81d4f | 100000000000000( b447313fc704d321| 1e14d9109bclf46¢c| f6089ca9b722765¢c | ace935a115450a05
4 20b9e767b2fb1456| 080000000000000( c39193d42381b313 6a46ef972da6a833| afl5a8e9b2cl4de5| c1b2f69f9a21090d
5 55579380d77138ef| 040000000000000( 6a2afdae188494b8| 330aec7886295181 45089186180bd59]1 a8f987e6d0d3af25
6 6cchdefaaf0812f 020000000000000( 1359f4d663a3209c| e518b154c8b8c8a6| 280d3ae3a00cfbc9 | 87f0fbcb6b40af68
7 0d9f279ba5d87260| 010000000000000( 4a035e6a81d1314k 8dec119b560a53d0 d27eb94e56¢c3172a 6aa899298c76715h
8 d9031b0271bd5a0s] 008000000000000( 4334b5felb7f5320 | d8807ce29f8f8d1 | b0555ab990b7e95¢ 7f17a4e7532b04f9
9 424250b37c3dd951) 004000000000000(¢ f41a29e0d31107b4| dbe8eba35e2a295h f54f2bd8e2eb2bc6 | 5¢899d0cf0f8al135
10 b8061b7ecd9a21e5 002000000000000( c8eb2e340855325h fa5b70d1b836e€88d| d51175259¢c607fb4| 726616043a1c0107
11 f15d0f286b65bd28 | 0010000000000000 b75847a2f3f2458a | 4be2d4ffa6f22133 | 72ea3aadb569af43| ba0432be3b5bb6f8
12 addOcc8d6e5debal| 000800000000000( bed433af4c5ae0f97 | b85a5¢395b3a5885 9b003151e8602b7¢ €40807eal3dd109e
13 e6d5f82752ad63d1| 000400000000000(¢ f68101d25e2e284 | 9f65cff48d26c258 | fc1463bb9bba9ell| 7851707ef934aa75
14 ecbfe3bd3f591a5e | 000200000000000( fa510732fa871094 | 40e8813c718539ac| 65f94c59c59b06el | d51aab52aa37dc8d
15 f356834379d165cd| 0001000000000000¢ 458d97a8b6ebd0d7 289a7729f22d7703| fbcfc086f8111572 | 266e7b0862cf5fc2
16 2b9f982f20037fa9 | 000080000000000( f4169ca3fc6799ed | allb556e8c1lb26c5 68c9e70b9de8db79 aedab274b2efl5c9
17 889de068a16f0be6| 000040000000000( f47b9f01a5ee74e9 | 3683a86916c7bl1ld 63fc8ecl1421399b8| 80fbb2539dd96d8f
18 e19e275d846a1298 00002@M0O00000000| ee26a403caca387d, 9f073f4f068f3d0e | 3fld10e9alad4a92| 498437929c6ccf59
19 329a8ed523d71aec/ 000010000000000( af7e5adld9fdecf8 | 07712f196c02eb9b| e3f663ded44003f9b | c4ebb01e305e41e2
20 e7fce22557d23c97 | 000008000000000( bb04e854f99f6352 | 93f4126615626¢01| bc2452fd13e00dcc | 82fb4a9ce4c92818
21 12a9f5817ff2d65d | 000004000000000( 01f57b1e69290d90| b6958170aba384c9 4432allelc320e7a 91239239e22f0280
22 a484c3ad38dc9c19| 000002000000000( 8ae9dee849b46527 3bb724cf5e35707d| ale9e67f13f932b3 | cc30662b51d40cla
23 fbeOBalef8ad72 | 0000010000000000 ch706efbabb5110e | 9felafb876cdb756 | 6fd1d0793clb7af2 | 8e67cf5371ad467a2

274




ROUND PLAINTEXT1 CIPHERTEXT1 PLAINTEXT2 CIPHERTEXT2 PLAINTEXT3 CIPHERTEXT3

24 750d079407521365 000000800000000( b8b27d1286bdbb2€ 1db03e2b95785d8s 3d2c39f9d26b589e| 6e79366486097ebz
25 64feed9c724c2faf | 000000400000000( 9862c9d770558(® | eade26144ada8e2h) e3a7abc88132ad7d ce2971055091alaf
26 f02b263b328e2b60| 0000002000000000 a213c5c56fdcal39 | 97255bd98b5ed9b3 08cd945738a222c8 252e33166953cd68
27 9d64555a9a10b852] 000000100000000( a3bebc0e23ab87f2 | 85a52d6656¢fl3be| 568fa34d2fc7225e | 39a97137391242b
28 d106ff0bed5255d7 | 000000080000000( ¢32¢19229d84e2b4 6965b2633fhe37a8| 3771887d7266b49q d95a7aalbec4fa7a
29 e1652c6b138c64a5 000000040000000( e628ceae5ch3bb34) 0e8317ae44e3caall edd6029a6b80ad442 4dfdcc7a4279b2c0
30 e428581186ec8f46 | 0000000200000 | 5924454953ad5732 567efb50dc99f5dc | 0313da097aec4a43 96bb89c941631bed
31 aeb5f5ede22d1a36| 000000010000000( 7cc987f5fb33b813 | 46814855930b3a3f| 91f5b30f015b4a54 | 1c3ba8fbadab9a22
32 €943d7568aecOc5c| 000000008000000( 88e3dd1448c4elff | a77142eabd2bd877 1e6075%038beecl | 8fc77798b1692ab2
33 df98c8276f54b04b | 000000004000000( a49d286e5dfc6143| 76395f51bdf699db | 97061699383bbfe0| ace5681dfba69ceb
34 b160e4680f6c696f | 000000002000000( a5206a311e9c2515 c3e20437ad6¢c32b7| 311f3c96e071f173 | 782058f728c21174
35 fa0752b07d9c4b8 | 0000000010000000 b6e4686a8b957cf2 | 34cfbfca8df5th9d | 1a6849edcb701b07 fcl4dafe9d171db5
36 ca3a2b036dbc8502| 000000000800000( af1200418fd37fdd | b372320762d438f8| fa5b2fa26d03558b | 339189931ada4474
37 5e0905517bb59bcf| 000000000400000( 487deccfOfde5b88 | 88240b6dec6675f | bcaaOb7b7b3464c5 c6d1f875363bf7ea
38 814eeb3b91d9072€ 000000000200000( 456a1865905ed57¢ 69e1758b520187d4 3d245b501c6abb74 31097d931da2e7bc
39 4d49db1532919c¢9f| 000000000100000( 3e2601fa20895e62| ab8232a31d78e0fc| 62133d9330e2e86k 0bff0085bb36e9b0
40 25eb5fc3f8cf0621 | 000000000080000( 58da89972266a7e3 aeed06b9f51ce37a| 5d7d6bd225890b4c 5d09a28ee99ch585
41 ab6a20c0620d1c6f | 000000000040000( feacal7e5dd05c87 | 96dc5bd6e0b10d83 db36baba70c3b9af| 46d9a629a061637¢
42 79e90dbc98f92cca | 000000000020000( 8824%H73e99c5ac0 | 55a4cdc28ecf0541 | a2f5ea90c2179ab4 | ab239da3e3fab21b
43 866ecedd8072bb0e] 000000000010000( 5f8add8784cc3174 | 7349bfc7{6461210 | 70470a07cb34e109 9331573af5067b09
44 8b54536f2f3e64a8 | 000000000008000( cd8dc942ae2bbl75) 90b4544c9eb6ad23h 659610094ab3824 | 3133eeddd4f2ffec

45 ea51d3975595b86k| 000000000004000( cf8442863e68e644 | 2d7e77de47d0dad4 26e6223634c857a3 408e7d58ba62320€
46 caffc6ac4542de31 | 000000000002000¢ 16952dc89c0acd65| b87887bh6dddaab6f] ddd0a647be96041f| Oe5b54a5a9cfbedl
47 8dd45a2ddf90796¢| 000000000010000| 8a4fca2b00c49807 | 8fdec1977d446e54| 363219d8cec5a9f3 | b875b2ffabfeald6

48 1029d55e880ec2d0] 000000000000800( b40225aeal21c8d3| aedcle02bd099571 bb5710f9dc8dde46| 1a190ba501176f51
49 5d86cb23639dbeall 000000000000400( 711c066¢13222f1c | 1404bcbedlce®d | ae527ed31la25ea2 863541107db40094
50 1d1ca853ae7c0c5f | 0000000000002000 4fb69c832db68026 | 83804ddd1b5cd4fd| af94496800a32656| 0d3834749def9e7a
51 €e332329248f3228 | 000000000000100( f24c7444edf1c394 | 5f54383a55d6198a| c55d7544aleae274 b601d210b21d541k
52 8406d1abe24fh942 | 000000000000080( 6be457abc511e87c| f1c2172a084f656f | 9ba49db25174889€¢ 50d294abb12450bk
53 €643d78090ca4207| 000000000000040( 6136fefebb0c8118 | 88b53f4066285776| 3d19267de9cl2e7h 010alb96b9017a94
54 48221b9937748a25 000000000000020( d23a8dfe39cB3 | 4dc3blbc755eb684 5ce84637532650c8 15ach37fde2a095a
55 dd7cObbd61fafd54 | 000000000000010( afe2e34f009924e2 | 45¢93fhf9ea29104 | d43941ab72932bb( 7bd2597948ce5bc8

27¢



ROUND PLAINTEXT1 CIPHERTEXT1 PLAINTEXT2 CIPHERTEXT2 PLAINTEXT3 CIPHERTEXT3

56 2fbc291a570db5c4 | 000000000000008( Oadcf552ec1754c6 | €5¢336ae5360d967 816c454ba7894865 b3f301939f9bc4db
57 e07c30d7e4e26e12 000000000000004( c06e80c5238135bb) 31c1c1914e9d7278 74bc744110f63889 | d30cbd5808d8e0ef
58 0953e2258e8e90al 0000000000000020 0912754e7c42f637 | caldad0fal978258 | 3d2565d9bf62cdbd| b30b208b6ccecada
59 5b711bc4ceebf2ee | 000000000000010 | b4f82967c658adb8 | afd29a3fbal8602a | a2e13c5701a60444 027d03f04016c3c2
60 cc083f1e6d9e85f6 | 000000000000000§ 006fal2a796ac4d3 | c291dff5ec01e8b3 | cbe2873fd6f63048 | c0950b7f3clbfaca
61 d2fd8867d50d2dfe | 0000000000000004 1a4a364616460d44 6491ba623149f3d0| ccbacteflbe975ef | 2e475e2153d1c64a
62 06e7ea22ce92708f| 0000000000000007 f307b5bcd44f3d8d | 87c6963b33be0353 991d770b2bf051dc| f8f7ded629f3fc48
63 166b40b44aba4bd€ 000000000000000] 9chb1c3932c005¢49| 4fce2baa2cd647d3| 17d8e9c374d14494 776bd1e53efld7d6
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(NOTE--KEY1 =KEY2 =KEY30101010101010101

Table A.7 Resulting Ciphertext from the Initial Permutation Known Answer Test for TCBC-1 Mode of Operation

(Decryption Process)

IV1 =00 00 00 00 00 00 00 00
IV2 = 55 55 55 55 55 55 55 55
IV3 = aa aa aa aa aa aaan)

ROUND CIPHERTEXTS PLAINTEXT1 PLAINTEXT2 PLAINTEXT3

0 800000000000000( 95f8a5e5dd31d900| c0adfOb088648c55 | 3f520f4f779b73aa

1 400000000000000( dd7f121ca5015619| 882a4749f054034c| 77d5b8b60fabfch3

2 200000000000000( 2e8653104f3834ea| 7bd306451a6d61bf| 842cfO9bae5929e40
3 100000000000000¢ 4bd388ff6cd81d4f | 1e86ddaa398d481g e1792255¢c672b7eq
4 0800000000000000 20b9e767b2fb1456) 75ech232e7ae4103 8al34dcd1851befc
5 040000000000000( 55579380d77138ef| 0002c6d582246dba| fffd392a7ddb9245

6 020000000000000C 6cc5defaf04512f 39908baffa51047a | c661745005aefb85

7 0100000000000000 0d9f279ba5d87260| 58ca72cef08d2735 | a7358d310f72d8ca
8 008000000000000C d9031b0271bd5a0g 8c564e5724e80f5f | 73a9bla8db17f0a0
9 0040000000000000 424250b37c3dd951 171705€629688c04 e8e8fal9d69773fb
10 0020000000000000 b8061b7ecd9a2le5 ed534e2b98cf74b0| 12ach1d467308b4f
11 001000000000000( f15d0f286b65bd28 | a4085a7d3e30e87d 5bf7a582c1cfl1782

12 000800000000000(, addOcc8d6e5debal| f88599d83b08befd | 077a6627c4f7410b
13 0004000000000000 e6d5f82752ad63d1| b380ad7207f83684 | 4c7f528df807c97b

14 000200000000000( ecbfe3bd3f591a5e | b9eab6e86a0c4fOb| 4615491795f3b0f4
15 000100000000000¢ f356834379d165cd| a603d6162c843098 59fc29e9d37bcf67

16 0000800000000000 2b9f982f20037fa9 | 7ecacd7ar75562afc | 813532858aa9d503
17 0000400000000000, 889de068al16f0be6| ddc8b53df43a5eb3| 22374ac20bc5al4c
18 000020000000000( e19e275d846a129§ b4cb7208d13f47cd | 4b348df72ecO0b832
19 0000100000000000 329a8ed523d71aeqg 67cfdb8076824ib9 | 9830247{897db046
20 0000080000000000 e7fce22557d23c97 | b2a9b77008769c2 | 4d56488ffd78963d
21 0000040000000000 12a9f5817ff2d65d | 47fca0d42aa78308 | b8035f2bd5587cf7

22 0000020000000000 a484c3ad38dc9c19| f1d196f86d89c94c | 0e2e6907927636b3




ROUND CIPHERTEXTS PLAINTEXT1 PLAINTEXT2 PLAINTEXT3

23 000001000000000¢ fbeOOaB8alef8ad72 | aeb55fdf4badi827 | 514aa020b45207d§
24 000000800000000 | 750d079407521363 205852¢152074636 dfa7ad3eadf8b9c9
25 0000004000000000 64feed9c724c2faf | 31labb8c927197afa| ce544736d8e68505
26 0000002000000000 f02b263b328e2b60| a57e736e67db7e35 5a818c91982481ca
27 0000001000000000 9d64555a9a10b852 c831000fcf45ed07 | 37cefff030bal2f8
28 000000080000000(| d106ff0bed5255d7 | 8453aa5eb8070082 7bac55a147{8ff7d
29 000000040000000( e1652c6b138c64a5 b430793e46d931f0| 4bcf86c1b926ce0f
30 0000000200000000 e428581186ec8f46| b17d0d44d3b9dalsd 4e82f2bb2c4625ec
31 0000000100000000 aetbf5ede22d1a36 | fbe0aOb8b7784163 | 041f5f474887b09¢c
32 000000008000000C €943d7568aecOc5c) bcl168203dfb95909 | 43e97dfc2046a6f6
33 000000004000000( df98c8276f54b04b | 8acd9d723a01e51e 7532628dc5felael
34 0000000020000000 b160e4680f6c696f | €435b13d5a393c3a| 1bcadec2ac6c3c5
35 0000000010000000¢ fa0752b07d9c4ab8| af5207e528c91fed | 50adi8lad736e012
36 000000000800000¢ ca3a2b036dbc8502) 9f6f7€5638e9d057 | 609081a9c7162fa8
37 000000000400000( 5e0905517bb59bcf| 0b5c50042ee0ce9a f4a3affbd11f3165
38 000000000200000C 814eeb3b9190726 | d41bbe6ec48c5273| 2be441913b73ad8(
39 000000000100000( 4d49db1532919c9f| 181c8e4067c4c9ca, e7e371bf983b3635
40 0000000000800000 25eb5fc3f8cf0621 | 70be0a96ad9a5374| 8f41f5695265ac8hb
41 000000000040000(¢ ab6a20c0620d1c6f| fe3f75953758493a | 01c08a6ac8a7b6c5
42 0000000000200000 79e90dbc98f92cca | 2cbc58e9cdac799f | d343a7163253866(
43 000000000010000(¢ 866ecedd8072bb0e d33b9b88d527ee5k 2cc464772ad811a4
44 000000000008000( 8b54536f2f3e64a8 | de01063a7abb31fd| 21fef9c58594ce02
45 0000000000040000 ea51d3975595b86k bf0486c200c0ed3e | 40fb793dff3f12cl
46 000000000002000( caffc6ac4542de31 | 9faa93f910178b64 | 60556c06efe8749b
47 000000000001000C 8dd45a2ddf90796c| d8810f788ac52c39 | 277ef087753ad3c6
48 000000000000800( 1029d55e880ec2d( 457c800bdd5b9785 baB837{f422a4687a
49 000000000004000, 5d86ch23639dbeag 08d39e7636c8ebfc | f72c6189c9371403
50 0000000000002000 1dlca853ae7cOc5f | 4849fd06fb29590a | b7b602f904d6a65
51 0000000000001000 ce332329248f3228| 9b66767c71da677d 649989838e259887
52 000000000000080( 8405d1abe24fb942| d15084febTaecl? | 2eaf7/b0148e513e8
53 0000000000000400 e643d78090ca4207 b31682d5c59f1752| 4ce97d2a3a60e8ad
54 0000000000000200 48221b9937748a23 1d774ecc6221df76 | e288b1339dde208¢

27¢



ROUND CIPHERTEXTS PLAINTEXT1 PLAINTEXT2 PLAINTEXT3

55 000000000000010( dd7cObbd61fafd54 | 88295ee834afa801| 77d6all7cb5057fe
56 000000000000080 | 2fbc291a570db5c4 | 7ae97c4f0258e091 | 851683b0fda71f6e
57 000000000000004( e07c30d7e4e26el2 b5296582b1b73b47 4ad69a7d4e48c4b8
58 000000000000002( 0953e2258e8e90al 5c06b770dbdbc5f4 | a3f9488f24243a0b
59 000000000000001C 5b711bc4ceebf2ee | 0e244e919bbea7bh| f1dbb16e64415844
60 000000000000000§ cc083fle6d9e85f6 | 995d6a4b38chd0a3 66a295b4c7342f5¢
61 0000000000000004 d2fd8867d50d2dfe | 87a8dd32805878ak] 785722cd7fa78754
62 000000000000000Z 06e7ea22ce92708f| 53b2bf779bc725da| ac4d40886438da25
63 000000000000000]] 166040b44abadbd6] 433el5e11fefle83 | bcclealee010el7c

27¢



Table A.8 Values To Be Used for the Substitution Table Known Answer Test

for TCBC -1 Mode of Operation

(NOTE--1v1 =00 00 00 00 00 00 00 00
V2 = 55 55 55 55 55 55 55 55
IV3 = aa aa a aa aa aa aa aa)

ROUND KEY PLAINTEXTS CIPHERTEXT1 CIPHERTEXT?2 CIPHERTEXT3

0 7call0454ala6e57) 01ald6d039776742 690f5b0d9a26939b| 89202f224f1f2261 | 585a1e8d89705d10
1 0131d9619dc1376€ 5cd54ca83def57da | 7a389d10354bd271 6dda0de99d3c86b9 99985b67b598bd25
2 07a1133e4a0b2686 0248d43806f67172| 868ebb51cab4599a 8200616c589bc7aal d2ff67461377fbb5
3 3849674c2602319¢ 51454b582ddf440a| 7178876e01f19b2a| 64757292febccadl | 93bd8beeea2310fc
4 04b915ba43feb5b6| 42fd443059577fa2 | af37fb421f8c4095 | 204fc6123992d4e9 | 6bfb4df056@ebce

5 0113b970fd34f2ce | 059b5e0851cfl43a | 86a560f10ec6d85b | 1fa86f6f735603a3 | 0be3558738c6d7c3
6 0170f175468fb5e6 | 0756d8e0774761d2 0cd3da020021dc09] 65e05d62b35aa365 3bfc9a3f034da292
7 43297fad38e373fe | 762514b829bf486a| ea676b2ch7db2b7a 95c0f9e595aec2ff | ea®b3585f166586
8 07a7137045da2al§ 3bdd119049372802Z dfd64a815caflal0f | 127359c20el0e25a) 953a36ff13a08906
9 04689104c2fd3b2f | 26955f6835af609a | 5c513c9c4886c088| b089d90f84ef0cdc | 08bd60f6f80d6fad
10 37d06bb516cb7546 164d5e404f275232| Oa2aeeae3ff4ab77 | 32bbdd67d4@6dd6 | 83a30606fc78d740
11 1f08260d1ac2465e | 6b056e18759f5cca | eflbf03e5dfas75a | b4873081fdebc81d| 6445799¢c9b701694
12 584023641aba6176 004bd6ef09176062| 88bf0db6d70dee56| 988fe2e8e1755e78| 1e1fdd8660a75bb5
13 025816164629b007 480d39006ee762f2| alf9915541020b56| ee6c0febb212b218 | 60bae59c51767394
14 49793ebc79b3258f| 437540c8698f3cfa | 6fbflcafcffd0556 c03adc2b6aa85b5b) 826ec7e02f486885
15 4fb05el1515ab73a7| 072d43a077075292 2f22e49bab7calac | 096a4136e0f65f76 | 9e30377b7a39d5d3
16 49e95d6d4ca229bf| 02fe55778117f12a | 5abb6Pcc26cceda | bfddabaa59ed5751| 64b77306321a932¢
17 018310dc409b26d§ 1d9d5c5018f728c2 | 5f4c038ed12b2e41l| aab93390e13d3bb3 3b17daff733fcth0

18 1c587f1c13924fef | 305532286d6f295a| 63fac0d034d9f793 | db3c4106c5db5648) 7f38215d73b0ee62

28C



Table A.9 Resulting Ciphertextfrom the Variable TEXT Known Answer Test

(NOTE --

for TCFB-P and TOFB-1 Modes of Operation

TEXT =00 00 00 00 00 00 00 00

V1 =00 00 00 00 00 00 00 00

V2 =55 55 55 55 55 55 55 55

IV3 = aa aa aa aa aa aa aa aa)

RND PLAINTEXT1 & IV1 CIPHERTEXT1 PLAINTEXT2 & IV2 CIPHERTEXT2 PLAINTEXT3 @ IV3 CIPHERTEXT3

0 8000000000000000 | 95f8a5e5dd31d900 | d555555555555555 | f7552ab6ch21le2be | 2aaaaaaaaaaaaaaa 5a48d3de869557fd
1 4000000000000000 | dd7f121ca5015619 | 9555555555555555 | 0c783d97d0dbf51a | eamaaaaaaaaaaaa | f15ee2019a5b547¢
2 2000000000000000 | 2e8653104f3834ea| 7555555555555555 | 05b865ale49ed109 | caaaaaaaaaaaaaaa| f925b68465b6078c
3 1000000000000000 | 4bd388ff6cd81d4f | 6555555555555555 | 9e51152dbce90b02 | baaaaaaaaaaaaaaa| f6089ca9b722765¢
4 080000000000000 | 20b9e767b2fb1456 | 5d55555555555555 | €39193d42381b313 | b2aaaaaaaaaaaaaa 4f1b8036d441af95
5 0400000000000000 | 55579380d77138ef| 5955555555555555 | €293394891554h68 | acaaaaaaaaaaaaaa) 45089186180bd591
6 0200000000000000 | 6cehbdefaaf04512f | 5755555555555555 | 1359f4663a3209c | acaaaaaaaaaaaaaa| d86dd807085fa8e6
7 0100000000000000 | 0d9f279ba5d87260 | 5655555555555555 | 0d0f03e8f8594a66 | abaaaaaaaaaaaaaa) d27eb94e56¢c3172a
8 0080000000000000 | d9031b0271bd5a0a 55d5555555555555 | 4334b5felb7f5320 | ab2aaaaaaaaaaaaa| d6ad42065e31bdbl
9 0040000000000000 | 424250b37¢c3dd951) 5595555555555555 | 9484c1c29b62c4le | aacaaaaaaaaaaaaa| f54f2bd8e2eb2bc6
10 0020000000000000 | b8061b7ecd9a2le5 5575555555555555 | c8eb2e340855325b | aacaaaaaaaaaaaaa| 6¢f8932328c7e49b
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RND PLAINTEXT1 @ IV1 CIPHERTEXT1 PLAINTEXT2 @ IV2 CIPHERTEXT2 PLAINTEXT3 @ IV3 CIPHERTEXT3

11 0010000000000000 | f15d0f286b65bd28 | 556555555555555 | €88a676ef848e6dl | aabaaaaaaaaaaaaa 72ea3aadb569af43
12 0008000000000000 | addOcc8d6e5debal| 555d555555555555 | be433af4c5ae0f97 | aab2aaaaaaaaaaaa| 0d7lecadd7ad9fec
13 0004000000000000 | e6d5f82752ad63d1 | 5559555555555555 | 9e32639bb9d27cc7 | aaacaaaaaaaaaaaa fc1463bb9bbadell
14 0002000000000000 | ecbfe3bd3f591a5e | 5557555555555555 | fa510732fa871094 | aaacaaaaaaaaaaaa| 31568f2e0ac0d693
15 0001000000000000 | f356834379d165cd | 5556555555555555 | 9f1b31571ed41078 | aaabaaaaaaaaaaaa| fbcfc086f8111572

16 0000800000000000 | 2b9f982P0037fa9 | 5555d55555555555 | f4169ca3fc6799ed | aaab2aaaaaaaaaaa| d67ca5071769cafe
17 0000400000000000 | 889de068al6f0be6 | 5555955555555555 | e9a738ac85e2cadb | aaaacaaaaaaaaaaa) 63fc8ecl421399b8
18 0000200000000000 | €19e275d846a1298 5555755555555555 | ee26a403caca387d | aaaacaaaaaaaaaaa | 5d84b7acabb63bfb
19 0000100000000000 | 329a8ed523d71aec, 5555655555555555 | 0b3f88ef87d85953 | aaaabaaaaaaaaaaa| e3f663de44003f9b
20 0000080000000000 | e7fce22557d23c97 | 55555d5555555555 | bb04e854f99f6352 | aaaab2aaaaaaaaaa| 4€5892f230b6d6d1
21 000004@0O0000000 | 12a9f5817ff2d65d | 5555595555555555 | f0881280455dec63 | aaaaacaaaaaaaaaa) 4432allelc320e7a
22 0000020000000000 | a484c3ad38dc9cl9| 5555575555555555 | 8ae9dee849b46527 | aaaaacaaaaaaaaaa| 02ce21a9c83badd6
23 0000010000000000 | fbeOOa8alef8ad72 | 5555565555555555 | 74b7d252cae558fb | aaaaabaaaaaaaaaa| 6fd1d0793clb7af2
24 0000008000000000 | 750d079407521363 555555d555555555| b8b27d1286bdbb26 | aaaaab2aaaaaaaaa fc286fa362d8c93c
25 0000004000000000 | 64feed9c724c2faf | 5555559555555555 | 4e3dd222e292dd96 | aaaaaacaaaaaaaaa) e3ar/abc8832ad7d
26 0000002000000000 | f02b263b328e2b60 | 5555557555555555 | a213c5c56fdcal39 | aaaaaacaaaaaaaaa| 8868d3114021a027
27 0000001000000000 | 9d64555a9a10b852] 5555556555555555 | 05df49a56a345cf9 | aaaaaabaaaaaaaaa 568fa34d2fc7225e
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RND PLAINTEXT1 & IV1 CIPHERTEXT1 PLAINTEXT2 & IV2 CIPHERTEXT2 PLAINTEXT3 @ IV3 CIPHERTEXT3

28 0000000800000000 | d106ff0bed5255d7 | 5555555d55555555 | €32¢19229d84e2b4 | aaaaaab2aaaaaaaa 1f81cbb9403ecc59
29 0000000400000000 | e1652c6b138c64a5, 5555555955555555 | 89c6e06ce6164d84 | aaaaaaacaaaaaaaa) edd6029a6b80ad442
30 0000000200000000 | €428581186ec8f46 | 5555555755555555 | 5924454953ad5732 | aaaaaaaeaaaaaa | €f90911c0f9a66f3
31 0000000100000000 | aeb5f5ede22d1a36 | 5555555655555555 | 7a3e15c0953b08cc | aaaaaaabaaaaaaaa) 91f5b30f015b4a54
32 0000000080000000 | €943d7568aec0c5c| 55555555d5555555 | 88e3dd1448c4elff | aaaaaaab2aaaaaaa| abaec2896c¢ff08e5
33 0000000040000 | df98cB8276f54b04b | 5555555595555555 | 9f55ebacad2ch845 | aaaaaaaacaaaaaaa) 97061699383bbfe0
34 0000000020000000 | b160e4680f6c696f | 5555555575555555 | a5206a311e9c2515 | aaaaaaaacaaaaaaa| 08e218f2chledel8
35 0000000010000000 | fa0752b07d9c4ab8 | 5555555565555555 | €944c64#)9dfa84 aaaaaaaabaaaaaaa, 1a6849edcb701b07
36 0000000008000000 | ca3a2b036dbc8502| 555555555d555555 | af1200418fd37fdd | aaaaaaaab2aaaaaa| 85480c507233c006
37 0000000004000000 | 5e0905517bb59bcf | 5555555559555555 | 574a377b5a150353 | aaaaaaaaacaaaaaa) bcaaOb7b7b3464c5
38 0000000002000000 | 814eeb3b91d90726 5555555557555555 | 456a1865905ed57d | aaaaaaaaacaaaaaa| 0439f36972dc531f
39 0000000001000000 | 4d49db1532919c9f | 5555555556555555 | 8427c42d027a34d0 | aaaaaaaaabaaaaaa| 62133d9330e2e86b
40 0000000000800000 | 25eb5fc3f8cf0621 | 555555555d55555 | 58da89972266a7e3 | aaaaaaaaab2aaaaa| f9c2472742b5f9e8
41 0000000000400000 | ab6a20c0620d1c6f | 5555555555955555 | 1ed858bchc934cl7 | aaaaaaaaaacaaaaa) db36baba70c3b9af
42 0000000000200000 | 79e90dbc98f92cca | 5555555555755555 | 88249h73e99c5ac0 | aaaaaaaaaacaaaaa| 0758b13e912d53ch
43 0000000000100000 | 866ecedd8072bb0e| 5555555555655555 | 69314212c7a9d6bl | aaaaaaaaaabaaaaa, 70470a07ch34e109
44 0000000000080000 | 8b54536f2f3e64a8 | 55555555555d5555 | cd8dc942ae2bbl75 | aaaaaaaaaab2aaaa) 9c6ade3a9e772c7c

28¢




RND PLAINTEXT1 @ IV1 CIPHERTEXT1 PLAINTEXT2 @ IV2 CIPHERTEXT2 PLAINTEXT3 @ IV3 CIPHERTEXT3

45 0000000000040000 | ea51d375595b86b | 5555555555595555 | 4c0a052894ed7436 | aaaaaaaaaaacaaaa 26e6223634c857a3
46 0000000000020000 | caffc6ac4542de31 | 5555555555575555 | 16952dc89cOacd65 | aaaaaaaaaaacaaaa| 72dfd337fel183a6d
47 0000000000010000 | 8dd45a2ddf90796¢ | 5555555555565555 | 92ef4c4350711745 | aaaaaaaaaaabaaaa) 363219d8cec5a9f3
48 0000000000008000 | 1029d55e880ec2d0, 555555555555d555 | b40225aeal21c8d3 | aaaaaaaaaaab2aaa| 4bc89c1804bcae82
49 0000000000004000 | 5d86ch23639dbea9d 5555555555559555 | a9eabl2leddeOca7 | aaaaaaaaaaaacaaa) ae527ed311a25ea?2
50 0000®M0O000002000 | 1d1ca853ae7cOc5f | 5555555555557555 | 4fh69c832dh68026 | aaaaaaaaaaaacaaa| al1584c1024f61f3d
51 0000000000001000 | ce332329248f3228 | 5555555555556555 | 761b3d1ff06c513e | aaaaaaaaaaaabaaa| c55d7544aleae274
52 0000000000000800 | 8405d1abe24fh942 | 5555555555555db | 6bed57abc511e87c | aaaaaaaaaaaab2aal aef861c69fd34489
53 0000000000000400 | €643d78090ca4207, 5555555555555955 | ebb5a1887b1f6e3a | aaaaaaaaaaaaaeaa| 3d19267de9cl2e7b
54 0000000000000200 | 48221b9937748a23 5555555555555755 | d23a8dfe39c98883 | aaaaaaaaaaaaacaa| ade513b8d994800
55 0000000000000100 | dd7cObbd61fafd54 | 5555555555555655 | 9f986bb8f7e6fad6 | aaaaaaaaaaaaabaa| d43941ab72932bb0
56 0000000000000080 | 2fbc291a570db5c4 | 55555555555555d5 | 0adcf552ecl754c6 | aaaaaaaaaaaaab2a| 7f7352dfadel3el3
57 0000000000000040 | e07c30d7e4e26@ | 5555555555555595| 6c25b868caflf7d3 | aaaaaaaaaaaaaaea 74bc744f10f63889
58 0000000000000020 | 0953e2258e8e90al 5555555555555575| 0912754e7c42f637 | aaaaaaaaaaaaaaca| a483f2da4099a136
59 0000000000000010 | 5b711bc4ceebf2ee | 5555555555555565 | 2fa6a76d9b83e3dd | aaaaasmmaaaaaba | a2el13c5701a60444
60 0000000000000008 | cc083f1e6d9e85f6 | 555555555555555d | 006fal2a/96ac4d3 | aaaaaaaaaaaaaab2| bclOa45ceedb56b3
61 0000000000000004 | d2fd8867d50d2dfe | 5555555555555559 | 6a0bd7954b5aa04d | aaaaaaaaaaaaaaae| cc6adceflbe975ef
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RND PLAINTEXT1 @ IV1 CIPHERTEXT1 PLAINTEXT2 @ IV2 CIPHERTEXT2 PLAINTEXT3 @& IV3 CIPHERTEXT3
62 000000000000MD2 | O6e7ea22ce92708f | 5555555555555557 | f307b5bcd44f3d8d | aaaaaaaaaaaaaaac| 3dc004f9cd4a9c22
63 0000000000000001 | 166b40b44abadbd6| 5555555555555556 | 009e8232891c8a36 | aaaaaaaaaaaaaaab| 17d8e9c374d14494

28t



(NOTE-- TEXT = 00 00 00 00 00 00 00 00)

Table A.10 Values to be Used for the Substitution Table iown Answer Test

for TCFB-P and TOFB-I Modes of Operation

RND KEY V1 CIPHERTEXT2 V2 CIPHERTEXT2 V3 CIPHERTEXT3
0 7call0454ala6e57] 01a1d6d039776742 690f5b0d9a26939b| 56f72c258ecchc97 | 97fc1b9381f05ffa | ac4cBl7aed?llec | e90a658ca212b240
1 0131d9619dc1376€ 5cd54ca83def57da | 7a389d10354bd271 b22aalfd9344ad2f | 1697f74514a33238| 077ff752e89a0284 | 21329d25683b4606
2 07a1133e4a0b2686 0248d43806f67172) 868ebb51cab4599a 579e298d5c4bc6e7| 3c33dc00289664d0 acf37ee2blallclc | 66477826b77dd91
3 3849674c2602319¢ 51454b582ddf440a) 7178876e01f19b2a| a69aa0ad8334995f| 941fcf0e43a965af | fbeff602d889eeb4 | 8d71d3da699fa6f5
4 04b915ba43feb5b6| 42fd443059577fa2 | af37fb421f8c4095 | 98529985aeacd4f7 | 1e327e778501022¢ eda7eedb04022a4c 9e547f92a9ad358¢
5 0113b970fd34f2ce | 059b5e0851cfl43a| 86a560f10ec6d85b| 5af0b35da724698f | 637038eaaa7d167e b04608b2fc79bees | 6f975aa305eb7548
6 0170f175468fb5e6 | 0756d8e0774761d2 0cd3da020021dc09| 5cac2e35cc9ch727 | 1c7fe0ddc80d3f6e | b201838b21f20c7c | cad8716fc1176297
7 43297fad38373fe | 762514b829bf486a| ea676b2chb7db2b7a ch7a6a0d7f149dbf | 4b36062823e8190f 20cfbf62d469f314 | 664e8d98d3986cfe
8 07a7137045da2alq 3bdd119049372802 dfd64a815caflalf | 913266e59e8c7d57| 1ff289bc8e07c5f3 | e687bc3af3eld2ac | 948ab876125e7c7f
9 04689104c2fd3b2f | 269556835af609a | 5c513c9c4886c088| 7beab4bd8b04b5ef| 19f76ad4a415blcl| d1400al2e05a0b44) 75d6085d1ble472d
10 | 37d06bb516cb7546 164d5e404f275232| Oa2aeeae3ff4ab77 | 6ba2b395a47ca787| c78b293dc022c9aa| c0f808eafddlfcdc | 6ac4dad32141laal6
11 | 1f08260dlac2465e| 6b056e18759f5@ | eflbf03e5dfa575a | cO5ac36dcafdb21f | 5469ad2a9c97bf19| 15b018¢c3204a0774) 9983b852b915da86
12 | 584023641aba6176 004bd6ef09176062| 88bf0db6d70dee56| 55a12c445e6¢chb5b7| 77aeb7e9d51577e5 aaf68199b3c20b0c | fb716445f1a43232
13 | 025816164629b007 480d39006ee762f2| alf991581020b56 | 9d628e55c43ch847| 08cdd6072e276e2¢e f2b7e3ab19920d9c | fdb44a9e6f4bd7dc
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RND KEY V1 CIPHERTEXT?2 V2 CIPHERTEXT?2 V3 CIPHERTEXT3
14 | 49793ebc79b3258f| 437540c8698f3cfa | 6fbflcafcifd0556 98ca961dbee4924f | 0aa3768ad4358b6c eelfeb731439e7a4| 68b40c29c2238233
15 | 4fb05el1515ab73a7| 072d43a077075292 2f22e49bab7calac | 5c8298f5ccbcare? | 7fd1411fd6a31497 | bld7ee4b21blfd3c| dd6359e601656be3
16 | 49e95d6d4ca229bf| 02fe55778117f12a | 5a6b612cc26cceda| 5853aaccd66d467f | 116a6aebeled7270 ada900222bc29bd4 b16f4467a4f95fd0
17 | 018310dc409b26d6 1d9d5c5018f728c2 | 5f4c038ed12b2e41| 72f2bla56ed7el7 | delld7elc6d5797c c84806fac3ald36¢ | 9cb7cO0a87fa2bdbe
18 | 1c587f1c13924fef | 305532286d6f295a| 63fac0d034d9f793 | 85aa877dc2c47eaf | 9896336¢chadada37] daffdcd31819d404 | 1c5e61a81d05a5ef




Table A.11 Resulting Ciphertext from the Variable KEY Known Answer Test

for TCBC-I, TCFB-P and TOFB-I Modes of Operation

(NOTE -- TEXT1=TEXT2=TEXT3 =00 00 00 00 00 00 00 00

V1 =00 00 00 00 00 00 00 00

V2 = 55 55 55 55 55 55 55 55

IV3 = aa aa aa aa aa aa aa aa)
ROUND KEY C1/RESULT1 C2/RESULT2 C3/RESULT3
0 8001010101010101 | 95a8d72813daa94d | b8bc8dbcOb24cfa9 | 1e08a515c1leOdel
1 4001010101010101 | Oeecl1487dd8c26d5 | badb3425df504209 | 0608b0c77f0ab511
2 2001010101010101| 7ad16ffb79c45926 34069d06536¢faf8 | 3d090b850910022e
3 1001010101010101 | d3746294ca6abef3 | 53edd6c7b2d8663c | 19d83418eaf8e3ab
4 0801010101010101 | 809f5f873c1fd761 17d1d4a8731b3acd | 91da457d7el6d6a5
5 0401010101010101 | cO2faffec989d1fc 51454c54f4ea817e | 6a4ec92bc50c9503
6 0201010101010101 | 4615aa1d33e72f10 | 8f640c66e3ad6c5f al185e92b6 45257
7 0180010101010101 | 2055123350c00858 | e09a8dbe2b782986 | Ob7el3fdbadc96aa
8 0140010101010101 | df3b99d6577397c8 | 6ble20dlbelc25e5 | eacef886f5087ce8
9 0120010101010101 | 31fe17369b5288c9 | d7c9edll6adca5c3 | 69c60f1118060221
10 0110010101010101 | dfdd3cc64dael642 | bb34b6ec92447bdc | 99547b8b947e8c44
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ROUND KEY C1/RESULT1 C2/RESULT2 C3/RESULTS3
11 0108010101010101 | 178c83ce2b399d94 | 39ad35b103ea754c | aef4932bh880ffe7
12 0104010101010101 | 50f636324a9b7f80 | 502c48cOb6f5dale | cd7942c2f0db9598
13 0102010101010101 | a8468ee3bcl8f06d | 6da06bc26cd27347 | b299efe073df56d0
14 0101800101010101 | a2dc9e92fd3cde92 | 048b509f61329322 | 57fd7a94bd090076
15 0101400101010101 | cac09f797d031287 | cf18ef06ff4726dd 364898370f13783a
16 0101200101010101 | 90ba680b22aeb525 | 5e68a2a3f420ced2 | 7021fa3c611c5353
17 0101100101010101 | ce7a24f350e280b6 | f22416Ba9c01443 | 4ad0le2a4f325elb
18 0101080101010101 | 882bff0aa01a0b87 | 4d5268c568b57e87 | d06a7e3c1016a256
19 0101040101010101 | 25610288924511c2 | 12537c78d5b135f5 | aflc2074ea3952f7
20 0101020101010101 | ¢71516¢29c75d170 | 2a447d1d0918e635 | 643eacd845d0ac81
21 01010180@010101 | 5199¢c29a52c9f059 | c45e53dbad3642c6 | 077f60d16feeccéd
22 0101014001010101 | c22f0a294a71f29f 86b57a072d1af70c | 2add0d3ff6b568ba
23 0101012001010101 | ee371483714c02ea | 3c6c5d0ad80d7409 | 0730787152b406bc
24 0101011001010101 | a81fbd448f9e522f 3613b5811324cdc ae3ef9ebdca26f00
25 0101010801010101 | 4f644c92e192dfed | 50ed144cedb736ac | 2abd3b256652632b
26 0101010401010101 | 1afa9a66a6dfo2ae bcs5bc5a66a53b929 | a2e9fad40ebb6efca

28¢



ROUND KEY C1/RESULT1 C2/RESULT2 C3/RESULTS3
27 0101010201010101 | b3clcc715ch879d8 | 5d1f09ffcd80d21b bd11881falf9c189
28 0101010180010101 | 19d032e64ab0bd8b | a8b79d2e02415d8e | 925d1851ab04bafa
29 0101010140010101 | 3cfaa7a7dc8720dc | 932c31352789dff9 4dafea6ad259c035
30 0101010120010101 | b7265f7f447ac6f3 2ec8e9923a8a010c | e0f7a70dbdd597b7
31 0101010110010101 | 9db73b3c0d163f54 | f36e475bb9a8fb57 | 88dad@28986f116
32 0101010108010101 | 8181b65babf4a975 | 73f174b827a22fbf 205fd48356602a2f
33 0101010104010101 | 93c9b64042eaa240 | c76d844d9918627d | ddaba956a4fd22c5
34 0101010102010101 | 5570530829705592 | beff48907877eedd | 775f3bbfea9a0637
35 0101010101800101 | 8638809878787a0 | 7829e156fdd34db6 | c26ea76714b38596
36 0101010101400101 | 41b9a79af79ac208 | 7b2545576a6992d9 | 46ca820bcf0ad62b
37 0101010101200101| 7a9be42f2009a892 | 0b59503dc812b27f | 2a5e46fd70852d73
38 0101010101100101 | 29038d56ba6d2745 | 07b67fe9359a3026 | 145ad75857e4lnB
39 0101010101080101 | 5495c6abfle5df51 a82b120e4080136e | 99525cafa664a0f9
40 0101010101040101 | ae13dbd561488933 | €3533571ee3d99eb | d1lc679ar7a2c4156¢
41 0101010101020101 | 024d1ffa8904e389 eb57f8c58f18b849 €653401e4d004c74
42 0101010101018001 | d1399712f99bf02e 505e3b0af188d731 | 02b8091c05f5e061
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ROUND KEY C1/RESULT1 C2/RESULT2 C3/RESULTS3
43 0101010101014001 | 14cld7clcffec79e 0f38a59e95a70f13 | 9879d116764dafe3
44 0101010101012001 | 1de5279dae3bed6f | 97108885fe2018ed | 154b6e3c9a2871bl
45 0101010101011001 | €941a33f85501303 | 71147052540af3d8 | 21397cOec6ad7e75
46 0101010101010801 | da99dbbc9a03f379 | 563df95ec668d933 | d11d4e56261716a9
47 0101010101010401 | b7fc92f91d8e92e9 | c8003e219b996cc7 | fb258blabf89b7c4
43 0101010101010201 | aec8e5caal3ca04e85 | 722fb450715fb317 c52f5e37f39d1e6f
49 0101010101010180| 9cc62df43b6eed74 | 7edfaa@80158515 €91439e9838dccod
50 0101010101010140| d863dbb5c59a91a0 | 82fb07d5e1d5b100 | 78c2810a85028047
51 0101010101010120| alab2190545b91d7 | 04fOcbaff1735340 d466ec944alfe7f7
52 0101010101010110| 0875041e64c570f7 | 70eelae9b095db22 | 2fcd9094c8d3972
53 01010101@010108 | 5a594528bebeflcc | 004dd0b91a2e7709 | 80181b831cdc8d61
54 0101010101010104 | fcdb3291de21f0cO cab8e849e0ab0c32 | 3367blfbb4d2ffa7
55 0101010101010102 | 869efd7fof265a09 451f0c33f24fb8dc 2b74c1d96cde840b
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Table A.12 Values To Be Used for the Permutation @eration Known Answer Test

for TCBC-I, TCFB-P and TOFB-I Modes of Operation
(NOTE - TEXT1=TEXT2=TEXT3 =00 00 00 00 00 00 00 00

V1 =00 00 00 00 00 00 00 00

V2 =55 55 55 55 55 55 55 55

IV3 = aa aa aa aa aa aman)

ROUND KEY C1/RESULT1 C2/RESULT2 C3/RESULT3
0 1046913489980131 88d55e5454c97b4 23c25ab3e19b6b94 €5b490db69b0f2ec
1 1007103489988020 0c0cc00c83ea48fd 9e7h9f655eafef5d 2031be52988cd49e
2 10071034c8980120 83bc8ef3a6570183 948e0180ec95ab61 fcb4a56abfh7bde
3 1046103489988020 df725dcad94ea2e9 €97bb3b10db9f700 f627685cf879c481
4 1086911519190101 €652b53b550be8b0 | df9e3cel44e6a0df 373a495e2a289%a%e
5 1086911519580101 af527120c485cbb0 5fc7e5405519f6fb 5d8c63f84dc7b760
6 5107b01519580101 0f04ce393db926d5 4ce6c34fc99a7ed7 43599c906eaa26af
7 1007b01519190101 c9f00ffc74079067 d59da3b97fa77d57 3ad69f58d64555fd
8 3107915498080101 7cfd82a593252b4e 2c90e8dchfd28764 f5fec7cc3602fb9c
9 3107919498080101 ch49a2f9e91363e3 e3eflda5cdfe2040 cbab42d154f3248c
10 10079.15b9080140 00b588be70d23f56 ab256e068344f3d9 2957f7aec090659f
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ROUND KEY C1/RESULT1 C2/RESULT2 C3/RESULT3
11 3107911598080140 406a9a6ab43399ae | 142df8fbcdf06f6c f3e52c8470bd4d49
12 1007d01589980101 6cb773611dca9ada | 646449eb196edbc7 2c73895ach28e4d4
13 9107911589980101 67fd21c17dbb5d70 5bc918389ca4f52 6d09d8d4450d34ef
14 9107d01589190101 9592cb4110430787 | 325e278cch35a9b4 c67bed021618f6e8
15 1007d01598980120 abb7ff68a318ddd3 bb2eaf9937470838 e45e7c5e8bal3dae
16 1007940498190101 4d102196¢914cal6 ar79acae80a89elcf 73a5317d256ee9e6
17 0107910491191 2dfa9f4573594965 70ce079b819d62a4 a6683459b9162215
18 0107910491190101 b46604816c0e0774 | d40017b0499f3b3f ef4c12c38fa94b67
19 0107940491190401 6e7e6221a4f34e87 484e191a8899dbd3 5bc2e500fd653804
20 19079210981a0101 aaB85e74643233199 | 34ca696261a93635 d566849104e9f2f4
21 1007911998190801 2e5a19db4d1962d6 | 59a314314758d33c fde57dae97810b56
22 10079119981a0801 23a866a809d30894 7782def75ae242b2 efaabal05ea97d41
23 1007921098190101 d812d961f017d320 e216e1e31589ec45 046bb3c67162342f
24 100791159819010b 0558)5816e58608f 75ecaecf73060451 €1729017bbdcfbd2
25 1004801598190101 abd88e8hb1b7716f1 19dfcaebdf3f8958 ab3b5a50ebd4c354
26 1004801598190102 537ac95be69dalel | 16886a23bbb4cdba 353357f88bec120f
27 1004801598190108 aedOf6ae3c25cdd8 fc9e390a9093a7ac 8868a982913d4a3
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ROUND KEY C1/RESULT1 C2/RESULT2 C3/RESULT3
28 1002911598100104 b3e35a5ee53e7b8d | 13685e1b83c6leef Oecl122be6dc26¢83
29 1002911598190104 61c79c71921a2ef8 1d19adde7fb74e34 9792ca21f5adbce6
30 1002911598100201 e2f5728f0995013c 1423db30c7e118fb e5f2d4dd2f43d9d1
31 1002911698100101 laeac39a61&164 3leed52fa33c013d dcf4548cf2374875
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