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Selected Publications

• Block Ciphers
• FIPS 197, Advanced Encryption Standard (AES)
• Special Publication 800-67, Recommendation for the Triple Data Encryption 
Algorithm (TDEA) Block Cipher

• Block Cipher Modes of Operation
• Special Publication 800-38A-D, Specifies Five Confidentiality Modes (ECB, CBC, 
CFB, OFB, and Counter), CMAC Mode for Authentication, CCM Mode for 
Authentication and Confidentiality, and GCM and GMAC Modes

• Digital Signatures
• FIPS 186-3, Digital Signature Standard (DSS) – including DSA, ECDSA, and RSA
• Special Publication 800-102, Recommendation for Digital Signature Timeliness
• Special Publication 800-106, Randomized Hashing for Digital Signatures

• Entity Authentication
• FIPS 196 – Entity Authentication Using Public Key Cryptography

• Implementation Guideline
• Special Publication 800-21-1, Second Edition, Guideline for Implementing 
Cryptography in the Federal Government

• Key Derivation Functions
• Special Publication 800-108, Recommendation for Key Derivation Using 
Pseudorandom Functions

• Key Management
• Special Publication 800-57 Parts 1-3, Recommendation for Key Management – Part 
1: General; Part 2: Best Practices for Key Management Organizations; and Part 3: 
Application-Specific Key Management Guidance
• Special Publication 800-56A, Recommendation for Pair-Wise Key Establishment 
Schemes Using Discrete Logarithm Cryptography
• Special Publication 800-56B, Recommendation for Pair-Wise Key Establishment 
Schemes Using Integer Factorization Cryptography

• Message Authentication
• FIPS 198-1, The Keyed-Hash Message Authentication Code (HMAC)

• Random Number Generation
• Special Publication 800-90, Recommendation for Random Number Generation 
Using Deterministic Random Bit Generators (Revised)

• Secure Hashing
• FIPS 180-3, Secure Hash Standard
• Special Publication 800-107, Recommendation for Using Approved Hash Algorithms

Additional Information: http://csrc.nist.gov
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