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Outline

• The BMW Team (recently enlarged)

• The Efficiency of a Hash Function

• Security Status of BMW

• NIST Hash Function Competition – Phase 3
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• Danilo Gligoroski (designer)
• Vlastimil Klima (designer)
• Svein Johan Knapskog (team coordinator, general comments and 

suggestions for improvements, proofreading)
• Mohamed E. E. H. Aly (VHDL, FPGA and ASIC implementations)
• Jørn Amundsen (Big-endian and endian-neutral implementation, 

suggestions for improvements and optimizations)
• Stig Frode Mjølsnes (initial contribution with 8-bit implementation)
• Rune Erlend Jensen (new member, specializing in x86 and x64 

optimizations and keeping BMW on the top of the supercop charts)
• Daniel Otte (new member, specializing in optimizations for 

embedded 8-bit, 16-bit, 32-bit processors, keeping BMW on the 
top of comparative charts)

The BLUE MIDNIGHT WISH Team
(recently enlarged)
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Q2SNIST worldwide hash competition 
for SHA-3

• What does “significantly improved efficiency” (over SHA-2) mean?
• Let us assume the following “definition”: Significantly improved 

efficiency over SHA-2 means at least 2 times faster than SHA-2.
• Then, if a function is 2 times slower than SHA-2, it means that it has 

significantly worse efficiency.
• This convention seems to be accepted by many in cryptography 

(see “Classification of the SHA-3 Candidates”, Fleischmann, Forler, 
and Gorski, eprint 2008, report 511)
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Q2SEfficiency of the 14 SHA-3 candidates
32-bit Mode, 2400MHz, Intel Core 2 Duo, 

Cycles/byte, eBASH, supercop-20100726, cobra
significantly more efficient than SHA-2
SHA-2
slower than SHA-2
significantly worse than SHA-2

32‐bit mode, 256 bit hash Speed cycles/byte
1Blue Midnight Wish 7.42
2
3
4
5
6
7SHA‐256 15.42
8
9

10
11
12
13
14
15

32‐bit mode, 512 bit hash Speed cycles/byte
1Blue Midnight Wish 4.75
2
3
4
5
6SHA‐512 18.27
7
8
9

10
11
12
13
14
15
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Q2SEfficiency of the 14 SHA-3 candidates
64-bit Mode, 2400MHz, Intel Core 2 Duo, 

Cycles/byte, eBASH, supercop-20100726, cobra
significantly more efficient than SHA-2
SHA-2
slower than SHA-2
significantly worse than SHA-2

64‐bit mode, 256 bit hash Speed cycles/byte
1Blue Midnight Wish 5.95
2
3
4
5
6
7
8
9SHA‐256 15.33

10
11
12
13
14
15

64‐bit mode, 512 bit hash Speed cycles/byte
1Blue Midnight Wish 3.59
2
3
4
5SHA‐512 10.25
6
7
8
9

10
11
12
13
14
15
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Q2SEfficiency of the 14 SHA-3 candidates
64-bit Mode, 2400MHz, Intel Core 2 Duo, 

Cycles/byte, eBASH, supercop-20100726, cobra
significantly more efficient than SHA-2
SHA-2
slower than SHA-2
significantly worse than SHA-2

64‐bit mode, 256 bit hash Speed cycles/byte
1Blue Midnight Wish 5.95
2
3
4
5
6
7
8
9SHA‐256 15.33

10
11
12
13
14
15

64‐bit mode, 512 bit hash Speed cycles/byte
1Blue Midnight Wish 3.59
2
3
4
5SHA‐512 10.25
6
7
8
9

10
11
12
13
14
15

Only one SHA-3 candidate significantly outperforms 
SHA-2 in all modes, for all 32 and 64 bits CPU 

architectures, for all digest sizes and for both short 
and long messages. 
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Q2SEfficiency of the 14 SHA-3 candidates
64-bit Mode, 2400MHz, Intel Core 2 Duo, 

Cycles/byte, eBASH, supercop-20100726, cobra
significantly more efficient than SHA-2
SHA-2
slower than SHA-2
significantly worse than SHA-2

64‐bit mode, 256 bit hash Speed cycles/byte
1Blue Midnight Wish 5.95
2
3
4
5
6
7
8
9SHA‐256 15.33

10
11
12
13
14
15

64‐bit mode, 512 bit hash Speed cycles/byte
1Blue Midnight Wish 3.59
2
3
4
5SHA‐512 10.25
6
7
8
9

10
11
12
13
14
15

Only one SHA-3 candidate significantly outperforms 
SHA-2 in all modes, for all 32 and 64 bits CPU 

architectures, for all digest sizes and for both short 
and long messages. Every other candidate manifest 

sometimes worse performances than SHA-2, in 
some mode, or for some digest size, or for some 

message length or for some processor architecture.
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Q2SCryptanalytic status of Blue Midnight 
Wish

• Not a single attack on the full hash function.
• No serious attack on the compression function.
• Several pseudo-distinguishers (or “banana attacks”) where 

attacker controls everything in the compression function of 
BMW will just increase the confidence in the hash function for the 
following reasons:
1. They confirm the designers’ prediction that numerous entangled 

bijections and high diffusion present in BMW design will force 
attackers to fall into the trap of (or slip on) “banana” attacks.

2. Any present and future pseudo-distinguisher attack is an explicit 
admittance that the attack is not affecting the security of the hash 
function because:
• there is no freedom in choosing IV, and 
• there is no freedom in the last finalization call of the 

compression function.
• Consequently, we encourage more “banana attacks”
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Q2SNIST Hash Function Competition 
- Phase 3, 2010 - 2012

• Security analyses will continue (Gligoroski, Klima, 
Ødegård, ....)

• Development and optimization 
– Software (Amundsen, Jensen, Otte, ...)
– Hardware (El-Hadedy Aly, ...)
– Embedded systems (Otte, cooperative efforts, ...)

• Demonstrators for relevant usage scenarios 
• Further prototyping and measurements
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