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« The BMW Team (recently enlarged)

* The Efficiency of a Hash Function

e Security Status of BMW

 NIST Hash Function Competition — Phase 3
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(recently enlarged)

Danilo Gligoroski (designer)
Vlastimil Klima (designer)

Svein Johan Knapskog (team coordinator, general comments and
suggestions for improvements, proofreading)

Mohamed E. E. H. Aly (VHDL, FPGA and ASIC implementations)

Jarn Amundsen (Big-endian and endian-neutral implementation,
suggestions for improvements and optimizations)

Stig Frode Mjglsnes (initial contribution with 8-bit implementation)

Rune Erlend Jensen (new member, specializing in x86 and x64
optimizations and keeping BMW on the top of the supercop charts)

Daniel Otte (new member, specializing in optimizations for
embedded 8-bit, 16-bit, 32-bit processors, keeping BMW on the

top of comparative charts)
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Preliminary Determination by the ITTC
The ITCwill preliminarily determine,
within 25 days after the date on which
it receives notice of the initiation,
whether thers i= a reasonable indication
that imports of subsidized LWTF from
the PRC are causing material injury, or
threatening to cause material injury
a LLE. industry. See section "DS[EI{ z) of
the Act. A negative ITC determination
will rasult in the lnmst‘gaﬁon being
terminated: otherwise, the investigation
will procesd according to statutory and
ulatory time limits.
his notice is issuad and published
pursuant to section 777(i) of the Act.
Dated: Oictober 20, 2007,
Stephen . Clazys,

related to a specific submizssion package,
contact Ms. Shu-jen Chang, Mational
Institute of Standards and Technology,
100 Bureau Drive—Stop 8930,
L'.'a.iﬂaars'bumg. KD 208808930,
telephone: 3019752940 or via fax at
301-075—8670, eqnail: shu-
jen.chang@nist.gov.

SUPPLEMENTARY INFORMATION: This
notice contains the following sections:

1. Backgreund
2. Requirsments for Candidate Algorithm
Sulmission Packeges
2.A  Cover Sheet
2B Algorithm Specifications and
Supporting Decumentation
G Crptical Media
2.0 Intelleghual Property Statements

Aeremmianta Diaclomras

Recantly, cryptanal ysts have found
collisions on t{:e MO, MDS, and SHA-
0 algorithms: moreover, a method for
finding SHA—1 callisions with less than
the expected amount of work has been
published, although at this time SHA—

1 collisions have not yet baean
demenstrated. Although thers is no
spacific reason to believe that a practical
attack on any of the SHA-2 family of
hash functions iz imminent, a .succes.sful.
collision attack on an algorithm in the
SHA-2 family could have catastrophic
affects for digital signatures.,

MIST has dacided that it is prudent 1o
develop a new hash algorithm o
augrnent and ravisa FIPS 120-2. Tha

new hash s.lani.ﬂ:nu will be refe\med to
HOLIA 3" " =l il b d l

Tha SHA-3 algorithm is expectad to ba
suitable for thess applications.

Since SHA-3 iz expected to provide a
simple substitute for the SHA-2 family
of hash functions, certain properties of
the SHA-2 hash functions must be
presarved, including the input
parameters; the cutput sizes; the
collision resistance, praimags
resistance, and se-cond.—p:eunaae
resistance proparties, and the “one-
E]m " streaming moda of execution.

cwavar, it is also desirabla that the
salactad SHA-3 algorithm offer features
of properties that exceed, or improve
upon, the SHA-2 hash functions. For
example, the selected SHA—3 algorithm
may offer efficient integral options, such
as randomized hashing, that

Acting Assistant Secretary for Impart
Adminisiration.

[FR Do, EF-21616 Filad 11-1-07; 8:45 am)
ELLING CODE 361 0-D5-%

DEPARTMENT OF COMMERCE

Hational Institute of Standards and
Technology

[Docket Mo.: 07091 1510-7512-01]

Anncuncing Request for Candidats
Algorithm Mominations for a New
Cryptographic Hash Algorithm
{SHA-3) Family

AGENCY: Mational Institute of Standard
and Technology, Commerce,

ACTION: Motice and request for
nominations for candidate hash
algorithms,

SUMMARY: Thiz notice aolicits
nominations from any intarested party
for candidate a]qorlth.mi o b
considered for SHA-3, and specifies
how to submit a nomination package. It
presants the nomination requirements
and the minimum acceptability
requiremeants of a “complate and
proper” candidate algarithm
submission. The evaluation criteria that
will be used to appraiss the candidate
algorithms are also described.
DATES: Candidate algorithm nomination
packages must be received by October
31, 2008. Further details are available in
saction 2.
ADDRESSES: Candidate algorithm
submission packages should be sent to:
Ms. Shu-jen Chang, Informaticn
Tachnology Laboratory, Attention: Hash
Algamﬂm:u ‘Submissions, 100 Bureau
Drive—Stop 8930, Mational Institute of
Standards and Technology,
Gaithersburg, MD 208008030,
FOR FURTHER INFORMATION CONTACT: For
eneral information, send e-mail io
rash-function@aist.gov. For questions

www.ntnhu.no

deadline. Requests for the withdrawal of
submission packages will only be
honored until the submission deadline.

Due to the specific requirameants of
the submission package such as
Intellectual Property Statements /
Agrasments / Disclosures as spacified in
saction 2.1, e-mail submissions will not
be accapted for these statements or for
the initial submission package.
Howerver, a4nail submissions of
amendments o the initial submizsion
package will ba allowed prior to the
subu'njssi.on deadline.

“Complete and proper” submission
packages received in respcmsa to this
notice will be posted at hitp://
wivw.nist, govihash-compelition for
inspaction. To be considered as a

NIST expects SHA-3 to have a

security strength that is at least as good

as the hash algorithms currently

specified in FIPS 180— 2, and that this
security strength will be achieved with

51gn1ﬁcantly improved efficiency. NIST

nission 'pack:Jga [and
in the hazh algorithm
oeoass), candidate
=sion packages must
wing (as described in

pecifications and
imentation.

liz.

Proparty Staternernts/
losures,

mizsion Raquirements.
me is discussad in

t
shall contain the
18

tion:
submitted algorithm.
bmitter’s name, e-mail
ne, fax, organization,

dm.es1 ocould act as a 'prox\r ior a pDS.Slb]‘."
very largs variable length message in a
digital signature almmﬂ'ﬂu such as RSA
or DSA. These hash functions have
sinca been widely usad fior many other
“ancillary™ applications, including
hash-basad message authantication
codas, psaudo random number
generators, and key derivation

unctions.

A series of related hash functions
have bean developed, such as M4,
MDs, SHA-0, SHA-1 and the SHA-2
family. (which includes 224, 256, 384
and 512-bit variants]: all of these follow
the Merkle-Damgard construct. NIST
began the standardization of the SHA
hazh functions in 1993, with a
specification of SHA—0 in the Faderal
Information Processing Standards
Publication (FIPS FUBS) 180, the Secure
Hash Standard; subsequent revisions of
the FIPS have replaced SHA-0 with
SHA-1 and added the SHA-2 family in
FIPS 180-1 and FIPS 160-2,
respectively.

Therefora, the sutlulttad algorithms for
SHA-3 must provide message digests of
224, 256, 384 and 512 bits to allow
substitution for the SHA-2 family. The
160-bit hash value produced by SHA—1
is bacoming too small to use for digital
signatures, therefore, a 160-bit
replacemnent hash algorithm is not
contemplated.

Many tographic applications that
are -:uneuf%? :'E;c:ﬂl.ed uFL IPS and MIST
S ecial Publications require the use of

I5T-approved hash algorithm. Thesa
pub]:catmns includa:

# FIPS 1862, Digital Signature
Standard:

« FIPS 1828, The Keyed-Hazh Massage
Authentication Coda (HWAC):

» SP apo-56A, Recommendation for
Pair-Wisa Key Establishment Schemas
Using Discrete Logarithm Cryptography:
and

+ SP apo-90, Recommendation for
Random Mumbsr Generation Using
Deterministic Fandom Bit Generators
[DREGS).

Flﬁsﬁun
or interoperability, NIST strongly
desires a single hash algorithm family
(that i=, that different size messags
digests b internally generated in as
similar a manner as pessibla) to be
salacted for SHA-3. However, if mora
than one suitable candidate family is
identified, and each provides significant
advantages, MIST may consider
recammending more than one family for
inclusion in the revised Secure Hash
Standard.

2, Requirements for Candidate
Algorithm Submission Packages

Candidate algorithm nomination
packages must be received by October
31, 2008, Submission packagas recaived
bafore August 31, 2008 will ba reviewad
for completeness by MIST; the
submitiers will be notified of any
deficiencies by Septamber 30, 2008,
allowing time for deficient Euackaqas o
b amended by the submission
deadline. Mo amendments to packages
will be permitted after the submission

 ATEE O K]]JQL" submitter(s].
+ Mame of the s.lgorl.l.l{.nu inventor(=)/
devalopar|s).

+ Mame of the owner, if any, of the
algorithm. (normally expa-c:ted to be the
same as the .su'bmiltar'l.

+ Signature of the submitter.

+ [optional) Backup point of contact
[with talephone, fax, postal address, e-
mail addrass).

28 Algorithm Specifications and
Supporting Documentation

2.B.1 A complete written
specification of the algorithm shall be
included, consisting of all necessary
mathamatical operations, equations,
tables, dlafrs.ms and parameters that
ara naedad to implement the algorithm.
The docwment .sha]] include desum
rationale {e.g., the rationale for ch.ousing
the specific number of rounds for
computing the hashes) and an
explanation fior all the important design
denisions that are made. Tt should also
include 1) any security argument that is
applicable, such as a sacurity reduction

proof, and 2) a preliminary analysiz,
such as poasible attack scénarios for
c:olll.s:on-imd.l.ng first-preimage-finding,
second-preimage-finding, length-
extension attack, multicollision atiack,
or any crypiographic attacks that have
bean considered and their results.

In addition, the submitted algorithm
may include a tunable security
parameter, such as the number of
roundz, which would allow the
selection of a range of possible sscurity!
performance tradeoffs. If such a
paramster is providad, the submission
document must specify a recommended
value for each digest zsize specified in
Section 3, with justification. Tha
submission should also provide any
bounds that the designer feelz are

riate for the parameter, inzludi
%%Trfd. below wh:gh. the submitter "
axpects cryptanalysis to become
practical. The tunable parameter may be
uszad to produce weakened versions of
the submitted algorithm for analysis,
and penmit NIST to select a differant
se-c:um,- [performance tradeodf than
inally spacified by the submitter, in
light of dizcovered atiacks or other
anal psis, and in light of the altamative
a]gonthms that are availabla. MIST will
consult with the submitter of the
algorithm if it plans to select that
a] orithm for SHA-3, but with a
ifferent parameter value than originally
) ec:l.hed by the submitter. Submissions
t do not include such a parameter
should include a weakened version of
the submitted algorithm for analysis, if
at all possible.

MIST is opan to, and encourages,
submiszions of hazsh functicns that
differ from the traditional Merkle-
Damgard model, using other structures,
chaining modes, and possibly additional
inputs. However, ifa submittad
algorithm cannot ke used directly in
current applications of hash functions
as specified in FIPS or NIST Spacial
Publications, the submitted algorithm
must define a compatibility construct
with the same input and output
parameatars as tha SHA hash functions
such that it can raplace the existing
SHA functions in current applications
without any loss of security. The
replacement of all SHA functions in any
standardized application by this
compatibility construct shall require no
additional modification of the standard
application beyond the alteration of any
algorithm .S;Eeci.ﬁc parameters already
present in the standard, such as
algorithm name and message block
length. Submissions may optionally
dafine other variants, consuucm ar
iterated structures for specific useful
applications.
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NIST worldwide hash c:ompetitionjfQZS
for SHA-3

« What does “significantly improved efficiency” (over SHA-2) mean?

e Let us assume the following “definition”: Significantly improved
efficiency over SHA-2 means at least 2 times faster than SHA-2.

« Then, if a function is 2 times slower than SHA-2, it means that it has
significantly worse efficiency.

* This convention seems to be accepted by many in cryptography
(see “Classification of the SHA-3 Candidates”, Fleischmann, Forler,
and Gorski, eprint 2008, report 511)
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Efficiency of the 14 SHA-3 candidates 7]?@28

32-bit Mode, 2400MHz, Intel Core 2 Duo,
Cycles/byte, eBASH, supercop-20100726, cobra

SHA-2

slower than SHA-2

=

32-bit mode, 256 bit hash |Speed cycles/byte

N | =

32-bit mode, 512 bit hash |Speed cycles/byte

SHA-512

18.27

SHA-256

15.42
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Efficiency of the 14 SHA-3 candidates 7]?@28

64-bit Mode, 2400MHz, Intel Core 2 Duo,
Cycles/byte, eBASH, supercop-20100726, cobra
SHA-2
slower than SHA-2

64-bit mode, 256 bit hash |Speed cycles/byte 64-bit mode, 512 bit hash |Speed cycles/byte

1 jﬁ
2 2
3 3
4 4
5 5/SHA-512 10.25
6 6
7 7
8 8
9|SHA-256 15.33 9
10 10
11 11
12 12
13 13
14 14
15 15
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7

Only one SHA-3 candidate significantly outperforms .

SHA- Il modes, for all 32 and 64 bits CPU
architectures all digest sizes and for both short
ong messages.

slower than SHA-2

64-bit mode, 256 bit hash |Speed cycles/byte 64-bit %de, ilz bit hash |Speed cycles/byte
1 1
2 2
3 3
4 4
5 5|SHA-512 10.25
6 6
7 7
8 8
9|SHA-256 15.33
10
11
12
13
14
15
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7

Only one SHA-3 candidate significantly outperforms .
SHA-2 in all modes, for all 32 and 64 bits CPU
architectures, for all digest sizes and for both short
and long messages. Every other candidate manifest
sometimes worse performances than SHA-2, in
some mode, ome digest size, or for some

message leng ome processor architecture.
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Cryptanalytic status of Blue Midnight 77 .
Wish
* Not a single attack on the full hash function.

* No serious attack on the compression function.

« Several pseudo-distinguishers (or “banana attacks”) where
attacker controls everything in the compression function of
BMW will just increase the confidence in the hash function for the
following reasons:

1. They confirm the designers’ prediction that numerous entangled
bijections and high diffusion present in BMW design will force
attackers to fall into the trap of (or slip on) “banana” attacks.

2. Any present and future pseudo-distinguisher attack is an explicit
admittance that the attack is not affecting the security of the hash
function because:

» there is no freedom in choosing IV, and
* there is no freedom in the last finalization call of the
compression function.

« Consequently, we encourage more “banana attacks” NTNU
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NIST Hash Function Competitionﬁm
- Phase 3, 2010 - 2012

« Security analyses will continue (Gligoroski, Klima,
@degard, ....)

e Development and optimization
— Software (Amundsen, Jensen, Otte, ...)
— Hardware (El-Hadedy Aly, ...)
— Embedded systems (Otte, cooperative efforts, ...)

 Demonstrators for relevant usage scenarios
* Further prototyping and measurements
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Thank you for your attention!
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