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1 T Section Recommendation requires require the
8.1 Deterministic construction: the leading 32 bits of the IV hold the fixed field,

Recommendation should require the leading [and the trailing 64 bits hold the counter field
Dept of State 32_k_)its of thg IV hold the fixed fi(_eld, and the

trailing 64 bits hold the counter field;

standardizing ensures that devices can

interoperate and limits the number of

configured options required for interoperation.

2 G All While this document does reference that this is|A statement should be added in either the
the AES algorithm, it fails to define what level |purpose or the introduction to make it clear
of information may be protected by this that this algorithm is NOT for classified

Dept of State algorithm. information.
3 G All Since this algorithm is only for the protection

Dept of State

Similarly to the above comment (3), the
document uses the phrase "confidential data"
several times, which coiuld lead a reader to
believe that this is an encryption algorithm for
the protection of classified information.

of SBU, a different phrase should be used to
describe this data. A phrase such as
"sensitive data" wold be more appropriate.




