10.1 Deterministic RBGs Based on Hash Functions

10.1.1 Discussion

The hash-based DRBGs specified in this Standard have been designed to use any
Approved hash function and may be used by applications requiring various levels of
security, providing that the appropriate hash function is used and sufficient entropy is
obtained for the seed. The following are provided as DRBGs based on hash functions:

1. The Hash_DRBG (...) specified in Section 10.1.2.
2. The KHF DRBG (...) specified in Section 10.1.3.
3. The HMAC_DRBG (...) specified in Section 10.1.4.

The maximum security level that could be supported by each hash function when used in
a DRBG is equal to the number of bits in the hash function output block. However, this
Standard supports only five security levels for DRBGs: 80, 112, 128, 192, and 256. Table
1 specifies the security strengths and entropy and seed length requirements that shall be
used for each Approved hash function.

Table1: Security Strength, Entropy and Seed Length requirement for Each Hash Function

| Hash Function Security Required | Seed Length Seed Length
Strength Minimum for for
Entropy Hash_DRBG | KHF DRBG &
HMAC_DRBG
- SHA- - 80,112 | 128 160-512 | 160-2% |
128 128 192-512 160 - 2*
~ SHA-224 80,112,128 | 128 | 224512 224 -2
192 192 256-512 224 - 2%
SHA-256 80,112,128 | 128 ~ 256-512 256 -2
192 192 | 256512 | 256-2%
256 256 320-512 256 - 2%
SHA-384 | 80,112,128 | 128 384-1024 |  384-2%
192 192 384-1024 |  384-2%
256 256 384-1024 384 - 2%
~ SHA-512 80,112,128 | 128 512-1024 | 512-2%
192 ] 192 512-1024 512-2%
256 256 512-1024 512-2%



