B L L i
Block Cipher Modes of Operation
Electronic Codebook (ECB)
Plaintext 1is
6BC1BEE2 2E4@9F96 E93D7E11l 7393172A
AE2D8A57 1E@3AC9C 9EB76FAC 45AF8E5S1
30C81C46 A35CE411 ES5FBC119 1AQAS2EF
F69F2445 DF4F9B17 AD2B417B E66(C3710

HHH A A A

ECB-AES256 (Encryption)

Key is
603DEB1@ 15CA71BE 2B73AEF@ 857D7781
1F352C07 3B6108D7 2D9810A3 0914DFF4

Plaintext is
6BC1BEEZ2 2E409F96 E93D7E11 7393172A
AE2D8A57 1E@Q3AC9C 9EB76FAC 45AF8E51
30C81C46 A35CE411 ES5FBC119 1AQASZ2EF
FO69F2445 DF4F9B17 AD2B417B E66C3710

KeyAddition  ©@BFC55F2 3B8AEE28 C24EDOE1 FOGEEGQAB

Round = 1
Substitution 2BBOFC89 E27E2834 252F70F8 4228D062
ShiftRow 2B7E7062 E22FD0O89 2528FC34 42B028F8

MixColumn C62513B7 F75EF6CB FASEB2D3 9FBO9B1B5
KeyAddition  D9103FB@ CC3FFE1C D7C6A27@ 96AD6E41

Round = 2
Substitution 35CA75E7 4B75BB9C QEB43A51 90959F83
ShiftRow 35753A83 4BB49FE7 QE95759C 90CABB51

MixColumn 4C12AA@D 2965E823 513CCED1 9498C478
KeyAddition  D7B1FE1C A70CCD8C F426458E B4FF38A6

Round = 3
Substitution OEC8BBI9C S5CFEBD64 BFF76E19 8D160724
ShiftRow QEFEGE24 5CF7079C BF10BB64 8DC8BD19



MixColumn
KeyAddition

Round = 4
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 5
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 6
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 7
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 8
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 9
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 10
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 11

4F7F40CA
E7CFDCD@

948A8670
9455CED1
D3A62E85
063CC23D

6FEB2527
6F581482
A06182E2
15C8B068

59E8E745
59487AF6
E6B1E42E
679D6583

855E4DEC
8568ACEB
EE51889D
76943754

38229A20
38000251
48D41F38
20D46494

B7484322
B7C35A6C
1DA87483
D5BC9687

03659017
031732B5
B8CEB451
66DDDD36

213C1A37
B2EDSEFA

3755192D
37452070
F1ADAZ2DC
AASE6BCB

AC587F1F
ACA12A27
BOAC302A
90D4966D

6048903C
60C57445
A528829B
7FF7CA21

D26874FD
D2A66CEC
CEDD8364
70609AEA

51D0B887
51294520
BCEC92DF
OE33A1C9

ABC332DD
AB4BE622
542E510F
2287AA85

9317AC97
93CC5917
3CECD415
50208E64

802168BF
3E68ECD1

B245CE3E
B20B862D
C918D91A
37F19B52

9AA11400
9A6EZ251F
A7369FC0O
3FO7BDE9

75C57A1E
7544E73C
FDF3A044
DI9C5AAB6

35A6AC4E
35E24DFD
E7C05111
C14C6AB6

7829024E
78BA9A87
38257FBD
AECC4659

E44B5ACB
E47F43DD
CCO261AA
9C27A187

DECC3217
DE969097
01D5D14A
FBFOBZDF

E6C30FCB
519E5451

D10B20D1
D18A193E
1BCBZ2B87
(5459511

AGGE2A82
AGEB7F00
OEEAB365
2186CAD6

FD4474F6
FDE89Q1E
4C830C58
B63BB83C

4EE26CEB
4ESE744E
44202A64
4DC06870

E3BA4551
E322B84E
4D3A7838
216BF5B8

FD7FE66C
FD4832(CB
COFO97EB
993515D2

EE9659B5
EE65AC17
D3DCF1CE
45A81FDB



Substitution

ShiftRow
MixColumn
KeyAddition

Round = 12

Substitution

ShiftRow
MixColumn
KeyAddition

Round = 13

Substitution

ShiftRow
MixColumn
KeyAddition

Substitution
ShiftRow
KeyAddition
KeyAddition

Round = 1

Substitution

ShiftRow
MixColumn
KeyAddition

Round = 2

Substitution

ShiftRow
MixColumn
KeyAddition

Round = 3

Substitution

ShiftRow
MixColumn
KeyAddition

Round = 4

Substitution

ShiftRow
MixColumn
KeyAddition

33C1C105 53B71943 QF8C379E 6EC2COB9
33B737B9 538CC00O5 OFC2C143 6EC1199E
2AAG3ABC ECOE4BB3 (C18B9194 0342244D
7220FQE1 (C2217A64 BF81606E 248D578E

40B78CF8 25FDDA43 @80CDQO9F 365D5B19
40FDDO19 250C5BF8 085D8C43 36B7DA9F
55D32DDF FD288CD3 387E934F EBA99412
214F6A74 E5789109 DAOBEDOQ 9FA80448

FD840292 D9BC8101 572B5563 DBC2F252
FDBC5552 D92BF292 57C20201 DB848163
39331D51 B410A@96 FOCF923B D833E3B5
F3C9B7B2 50C53BA2 6A10F8F5 6523FAB8

©ODDDA937 53A6EZ23A 02CA41E6 4D262D6C
0ODA6416C 53CA2D37 ©226A93A 4DDDEZE6
F3EED1BD B5DZ2A@3C 064B5A7E 3DB181F8

CE106147 ©BCODD22 B5C4C15C C@OD2FID@

8BCAEFAQ 2BDDC193 D51C784A BAB59970
8BDD7870 2B1C99A@ D5B5EF93 BACAC14A
79D236C3 4BO3E5A3 091D0BO3 A127374A
66E71AC4 7062ED74 24851BA@ A833ESBE

3394A21C 51AA5592 3697AFEQ C2C39BAE
33AAAFAE 51979B1C 36(C3A292 (C29455E0Q
82383517 87CECFC7 02C40704 8DEEC747
199B6106 @9A7EA68 A7DE8C5B AD893B99

D414EF6F ©015C8745 5C1D6439 95A7EZEE
D45C64EE 011DE26F 5CA7VEF45 95148739
DDZ2E6998 A8697222 EQ66F126 B316DF45
759EF582 3BB8EGEF S5EZ2F7548 044B84DF

9DOBE613 E26C8EDF 58159D52 FZ2B35F9E
9D6COD9E E2155F13 58B3E6GDF F20B8ES2
9667696A AC3A7C51 47CB4618 3E3F082C
43FD85D2 F7(C9B546 B9220450 EOB1B6BA



Round = 5
Substitution 1A5497B5 68DDD55A 5693F253 E1C84EF4
ShiftRow 1ADDF2F4 68934EB5 56C8975A E154D553
MixColumn 4E423FF2 8532A314 22254511 A37EF11F
KeyAddition  FBEB@OD78 A34A0553 BA146738 8C1288AC

Round = 6
Substitution OFE9D7BC QAD6G6BED F4FA8507 64(9C491
ShiftRow OFD68591 QAFAC4BC F4COD7ED ©64E90B07

MixColumn 6BBD607B 790EBC43 89F2A4D8 84175220
KeyAddition  EA91E1D6 A3D1F4F9 ADC4AEZ2A 7EAFE644

Round = 7
Substitution 8781F8F6 QA3EBF99 951CE4ES5 F3798E1B
ShiftRow 873EE41B QA1C8EF6 9579F899 F381BFES

MixColumn A8D7477E 484D107B DBEDB70C 3FD523E1l
KeyAddition  3012F8B7 F6FQQ9F5 FD618CAB 363561F5

Round = 8
Substitution ©04C941A9 428CQ1E6 54EF6462 @5960EFEG
ShiftRow 048C04E6 42EFEFA9 549641E6 05C90162

MixColumn 054D7133 E804888F AE4671FC 29ED6803
KeyAddition  6D4DQA9F S5ADBBB99 38AF4818 45BCES583

Round = 9
Substitution 3CE367DB BEBOEAEE ©77952AD 6EG5D9EC
ShiftRow 3CB952EC BE79D9DB Q76567EE GEE3EAAD

MixColumn 164FOE6C EEE718D4 288A85CC AS53BAEFA
KeyAddition  DES5BEC68 984EE35E 78AF45E1 FCFE2CC3

Round = 10
Substitution 1D39CE45 462F1158 BC796EF8 BOBB712E
ShiftRow 1D2F6E2E 46797145 BCBBCES8 BQ3911F8

MixColumn OBDFOC3A 33621248 23C0681A D909B803
KeyAddition  DS5CCF55D 5FAE4839 DOES@OB8F 4F7D561D

Round = 11
Substitution ©34BE64C CFE45212 35D92B73 84FFB1A4
ShiftRow 03E42BA4 CFD9B14C 35FFE612 844B5273

MixColumn BE094699 0O8EZBBBA 84F32B62 EF97FE6S
KeyAddition  E68F8CC4 26CD8A6D FAF9DA98 (C8588DAB

Round = 12
Substitution 8E73641C F7BD7E3C 2D995746 E86A5D62
ShiftRow 8EBD5762 F7995D1C 2D6A643C E8737E46



MixColumn
KeyAddition

Round = 13

Substitution

ShiftRow
MixColumn
KeyAddition

Substitution
ShiftRow
KeyAddition
KeyAddition

Round = 1

Substitution

ShiftRow
MixColumn
KeyAddition

Round = 2

Substitution

ShiftRow
MixColumn
KeyAddition

Round = 3

Substitution

ShiftRow
MixColumn
KeyAddition

Round = 4

Substitution

ShiftRow
MixColumn
KeyAddition

Round = 5

Substitution

ShiftRow
MixColumn
KeyAddition

Round = 6

EE743BA7 0425FQFE BC69CBA1 66CAADAZ
9AE87COC 1C75ED24 S5E1CB54E 12CB3DF8

B89B1OFE 9C9D5536 589CD52F (91F2741
B89DD541 9C9C27FE 581F1036 (C99B552F
43BC5719 452857E3 B7603D8B 453489D0
8946FDFA A1FDCCD7 2DBF5745 F82490DD

A75A542D 32544BOE D80O85B6E 413660C1
A7545BC1 3208602D D836540E 415A4B6E
591CCB1@ D410ED26 DC5BA74A 31362870

50F5F756 B69695AF CE886FE9 9F77256E

53E668B1 4E902A79 8BC4A81E DBF53F9F
5390A89F 4EC43FB1 8BF56879 DBEG6ZALE
3A1432E8 452D3C50 18BB25E9 A86(4B86
25211EEF 7E4C3487 3523354A A1789472

3FFD72DF F3291817 962696D6 32BC2240
3F299640 F32622DF 96BC7217 32FD18D6
D38CE17E 6AQGEBAF 8D74F741 B62D9E04
482FB56F E46FCE00 286E7CLlE 964A62DA

5215D5A8 69A88B63 349F1072 9@D6AAS7
52A81057 699FAAA8 34D6D563 90158B72
007E23EQ 6AQ15AC5 BF84F699 FD4E1ED1
A8CEBFFA FODOCEQ8 01CD72F7 4A13454B

C28B082D 99708B30 7(CBD4068 D67D6EB3
C27040B3 99BD6EZ2D 7C7D0830 D68B8B63
FC51FC10 B6678F39 47AE4191 D235E8B1
29CB10A8 ED94462E B94703D9 @QCBB5627

A51FCAC2 55225A31 56A07B35 FEEAB1CC
A5227BCC 55A0B1C2 56EACA31 FE1F5A35
80AQ3E2E 2204D171 72ED6OB8 A91B0OA36
35090CA4 047C7736 EADC4291 86777385



Substitution
ShiftRow
MixColumn
KeyAddition

Round = 7
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 8
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 9
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 10
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 11
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 12
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 13
Substitution
ShiftRow
MixColumn
KeyAddition

9601FE49
96102C97
BC557CA8
3D79FD@5

27B6546B
2799606E
FOCoCC4C
68057385

456B8F97
45E8AC2C
294D9AD3
414DE17F

83E3F8D2
832644BF
8CBCF799
44A8159D

1BC2595E
1BCE264D
14BB4ES5SF
CAA82738

74C2CCo7
74471BB0O
8A67CEBB
D2E104E6

B5SF8F28E
B555D1C2
9DB504DF
E9294374

1EA51A92
1E9333BF
1EC931E7
D4339B04

F210F505
F2868F49
A826AA9%6
72F9E22C

40999871
404A466B
73753B1A
CDC82294

BDE89322
BDE8@OB97
DEFCE10A
6C23D21C

5026B59C
50248CD2
92451AE7
E4ECE16D

69CEF83C
6963195E
30DADA7D
5C16800C

4A47CDFE
4AE5C307
64C23BF6
4AEDOAZ1

D65567FD
D666ABSE
387274AB
20226971

B793F9A3
B700BE92
59FC7D43
BD29E677

87862(C81
87F5FEQ5
EAGA9A93
CE5C9061

8B4A6OEF
8B215471
4B449111
6DC8AABG

3CE8AC4E
3CEQ8F22
EE4FBF6F
78A6868B

BC24443D
BCOBF89C
1A25E30F
4A002322

D6632693
D607593C
DBOF2747
212A44D2

FDE51BB5
FDC7CCFE
81D9A0F0@
FFD3510A

1666D167
16EDF2FD
0OF2718C4
ED52668B

5500333D
55A31AA3
ED853C1B
775A56D5

44F58F97
44Q01F581
FFC32C21
057B9845

6B21466E
6BB698EF
6040DC56
69A09E42

FOEQOB2C
F96B934E
89CF7D74
ES9EFOF4

D90BBCBF
D9E3B53D
1FFDOC5C
46388E65

5A07194D
5AC2F893
8245DDE9
143133FC

FAC7C3B0
FAC2CDB5
CA9C7DoB
ED530EAS8

55EDABCZ
55F86767
B970CAAE
CD715AF4

BDA3BEBF
BDASF93D
51C1B6FA
ECD1AFF7



Substitution
ShiftRow
KeyAddition

KeyAddition

Round = 1
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 2
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 3
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 4
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 5
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 6
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 7
Substitution
ShiftRow

48C314F2 7AAS8EF5 F5BEB103 CE3E7968
48A5B168 7ABE79F2 F53E14F5 CEC38EQ3
B6ED21B9 9CA6F4F9 F153E7B1 BEAFED1D

96A2CF55 CA85EAA9 8658EF8B 63114091

903A8AFC 749787D3
9097DF81 746A0Q9FC
C75E3AFA A347131C
D86B16FD 98261BCB

617F4754 46F7AF1F
61F7A93F 462A2954
564B9E83 8F3DC261
CDE8CA92 0154E7CE

BD9B744F 7C20948B
BD2066D9 7C7DE6G4F
BE8E2133 D6F80781
163EBD29 4529934C

47B27AA5 6EA5DC29
47A53021 6E1CCAAS
6B67E11E 97B60935
BEFDODA6 CC45C022

AE54D724 4B6EBA93
AEGE8Q5E 4BFIDEZ24
2BB739BB 7CFF79B2
9E1E@OB31 5A87DFF5

0OB722BC7 BE179EE6
©0B173093 BEC83EC7
8CE6D207 DDBO58BA
ODCA53AA 076F1000

D774EDAC C5A8CA6G3
D7A870EE C5E882AC

446ADF3D
44828AD3
4CODA779
6195B7DA

EFZAA957
EF18471F
B509584B
1013D314

CA7D66FA
CA28748B
088D8C14
B6C4087A

4E1C30DA
4EB97A29
1F807843
E1693A0B

F8F9802B
F8C9D793
EF802A30
77B10819

F5C830D4
F5482BE6
E4FEDABO
CoC8D0o42

BAE8702C
BA24ED63

FB820981
FB3A873D
192093D1
10344C25

CA18293F
CA7FAF57
F689093B
DEEEF5ES

F628E6D9
F69B94FA
2F864BE1
98DB107B

46B9CA21
46B2DCDA
479C2208B
99129C9D

EECODESE
EE54BAZB
AAB8A891
85D4D122

97483E93
97729ED4
E91EASFD
13A61199

7D2482EE
7D74CA2C



MixColumn
KeyAddition

Round = 8
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 9
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 10
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 11
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 12
Substitution
ShiftRow
MixColumn
KeyAddition

Round = 13
Substitution
ShiftRow
MixColumn
KeyAddition

Substitution

ShiftRow
KeyAddition

Ciphertext is

C8EZ2B67D
50270984

53CC018D
5313789D
76600CBF
1E607713

72DOF57D
7233B5A0
A470CB4B
6C64294F

5043A584
5082F240
8F02ED0O
51118467

D1825F85
D1D24F33
A88CC893
FO0AQ2CE

8C67778B
8CBI9FDDD
F324A86A
87B8EFC1

176CDF78
17379CE8
032E2059
C9D48ABA

9C3FDD7D
2282C4F3

93131C@D
93C7E78D
05B90D8F
B7663E99

A933B2EE
A9241C7D
44B83222
3211C9A8

2382DDC2
23694284
3BB3595D
577F032C

5BD27B71
5BA32D85
EQF43672
CEDBQ7A5

8BB9C506
8BBC7F8B
26E24F48
3EB25292

B237004F
B22E7VE78
0B14E86D
EFC17359

8DBDFADA
AB31C17D

62C778FF
629C010D
774FEB21
E1A6D2C5

F824B5A6
F8E4F5EE
C7C1C4C5
97E404E8

8869F29B
8875A5C2
F354F1CC
09719259

01A34FCB
01FC5F71
3372D042
4D7821B8

E3BCFD6C
E3657706
03B66220
E1C31C6F

F82E9CA8
F879DF4F
FO3FF52B
6AEQ9FES

F3EED1BD B5DZAQ3C @64B5A7E 3DB181F8

80FCF261
891CBA75

A79CE79D
A7CC1CFF
FOFF49C7
95AEC447

2AE41CAQ
2ADOB2A6
2BFA744B
723FF672

40754240
4043DD9B
03211473
9555FA66

2AFC2D33
2A827BCB
7973180A
SEBC6BC9

58657FDD
5867C56C
BOAE1A92
C4AF8AC8

1C797EES8
1CoC0O0A8
246C9303
997(C8AQE

DD487EF4 DF788FCB ©Z2E1DBD9 EE10Q7EAB
DD78DBAB DFE17EF4 02107ECB EE488FD9
23304B7A 39F9F3FF 067D8D8F 9EZ4ECCY



591CCB1@ D410ED26 DC5BA74A 31362870
B6ED21B9 9CA6F4F9 F153E7B1 BEAFED1D
23304B7A 39F9F3FF 067D8D8F 9EZ4ECCY

ECB-AES256 (Decryption)

Key 1is
603DEB1@ 15CA71BE 2B73AEF@ 857D7781
1F352C07 3B6108D7 2D9810A3 @914DFF4

Ciphertext is
F3EED1BD B5D2A@3C 064B5A7E 3DB181F8
591CCB10 D410ED26 DC5BA74A 31362870
BOGED21B9 9CAGF4F9 F153E7B1 BEAFED1D
23304B7A 39F9F3FF 067D8D8F 9E24ECC7

KeyAddition  @DA6416C 53CA2D37 ©226A93A 4DDDEZE6
Substitution F3C5F8B8 5010FAB2 6A23B7A2 65C93BF5
ShiftRow F3C9B7B2 50C53BA2 6A1QF8F5 6523FAB8
Round = 13
KeyAddition  39331D51 B410A096 FOCF923B D833E3B5
InvMixColumn FDBC5552 D92BF292 57(C20201 DB848163
Substitution 2178ED48 ES50B0474 DAA8GAQO 9F4F9100
ShiftRow 214F6A74 ES5789109 DAOBEDOO® 9FA80448
Round = 12
KeyAddition  55D32DDF FD288CD3 387E934F EBA99412
InvMixColumn 40@FDD@19 250C5BF8 @85D8C43 36B7DA9F
Substitution 7221608E C28157E1 BF8DFQ64 24207A6GE
ShiftRow 7220FQE1 C2217A64 BF81606E 248D578E
Round = 11
KeyAddition  2AAG3ABC ECQE4BB3 (C18B9194 0342244D
InvMixColumn 33B737B9 538CCOQ5 QOFC2C143 6EC1199E
Substitution 6620B2DB 50FQ1F36 FBA8DD64 45DD8EDF
ShiftRow o66DDDD36 50208E64 FBFOB2DF 45A81FDB
Round = 10
KeyAddition B8CEB451 3CECD415 ©1D5D14A D3DCF1CE
InvMixColumn ©31732B5 93C(C5917 DE969097 EEG5AC17
Substitution D587A1D2 22271587 9(359685 99BCAA87
ShiftRow D5BC9687 2287AA85 9C27A187 993515D2
Round = 9
KeyAddition  1DA87483 542E510F CCO261AA COFQ97EB
InvMixColumn B7C35A6C AB4BEGZ22 E47F43DD FD4832CB
Substitution 203346B8 QECCF594 AE6B64C9 21D4A159



ShiftRow
Round = 8
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 7
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 6
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 5
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 4
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 3
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 2
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 1
KeyAddition
InvMixColumn
Substitution
ShiftRow
KeyAddition

KeyAddition
Substitution
ShiftRow

20D46494

48D41F38
38D00251
76606A70
76943754

EE51889D
8568ACEB
67F7AA3C
679D6583

E6B1E42E
59487AF6
15D4BDD6
15C8B0638

A06182E2
6F581482
065E9B11
063CC23D

D3A62E85
9455CED1
E7EDEC51
E7CFDCDO

4F7F40CA
OEFEGE24
D70C45A6
D7B1FE1C

4C12AAQD
35753A83
D93FA241
D9103FB@

C62513B7
2B7E7062
OB8ADOAB
OBFC55F2

QE33A1C9

BCEC92DF
51294520
704C6854
70609AEA

CEDD8364
D2A66CEC
7FC5B883
7FF7CA21

A5288298B
60C57445
9007CA68
90D4966D

BoAC302A
ACA12A27
AAF1953D
AASEGBCB

F1ADA2DC
37452070
B26854D0
B2EDSEFA

213C1A37
5CF7079C
A726381C
A70CCD8C

2965E823
4BB49FE7
CCCo6EBO
CC3FFE1C

F75EF6CB
E22FD@89
3B4E6OF2
3B8AEEZ28

AECC4659

38257FBD
78BA9A87
C1CO37EA
C14Co6AB6

E7CO5111
35E24DFD
D93B6521
DI9C5AAB6

FDF3A044
7544E73C
3F86B06D
3FO7BDE9

A7369FCO
9A6E251F
3745C2CB
37F19B52

C918D91A
B20B862D
3E9EDCFA
3E68ECD1

802168BF
BF16BB64
FAFFFE8C
F426458E

513CCED1
OE95759C
D7AD3F1C
D7C6A270

FASEB2D3
2528FC34
C2EE5528
C24EDOE1

216BF5B8

4D3A7838
E322B84E
4D949AB6
4DC06870

44202A04
4ESE744E
B69DCAB6
B63BB83C

4C830C58
FDE8901E
21C896E9
2186CAD6

OEEAB365
AGEB7F00
C53C6B52
(5459511

1BCB2B&7
D18A193E
51CF8ED1
519E5451

E6C30FCB
8DC8BD19
B4B1CD8E
B4FF38A6

9498(C478
90CABB51
9610FE70
96AD6E41

9FB9B1B5
42B028F8
F6FCEEEL
FGEEGOAB

6BC1BEEZ2 2E409F96 E93D7E11l 7393172A

A7545BC1 3208602D D836540E 415A4B6E
89FD57DD A1BF9QFA 2D24FDD7 F846CC45
8946FDFA A1FDCCD7 2DBF5745 F82490DD



Round = 13
KeyAddition
InvMixColumn
Substitution
ShiftRow

Round = 12
KeyAddition
InvMixColumn
Substitution
ShiftRow

Round = 11
KeyAddition
InvMixColumn
Substitution
ShiftRow

Round = 10
KeyAddition
InvMixColumn
Substitution
ShiftRow

Round = 9
KeyAddition
InvMixColumn
Substitution
ShiftRow

Round = 8
KeyAddition
InvMixColumn
Substitution
ShiftRow

Round = 7
KeyAddition
InvMixColumn
Substitution
ShiftRow

Round = 6
KeyAddition
InvMixColumn
Substitution
ShiftRow

Round = 5
KeyAddition
InvMixColumn
Substitution
ShiftRow

Round = 4

43BC5719
B89DD541
9A75B5F8
9AE87CAC

EE743BA7
8EBD5762
E6CDDAAB
E68F8CC4

BE@94699
03E42BA4
DSAE@B1D
D5CCF55D

OBDF9C3A
1D2F6EZE
DE4E45(C3
DESBEC68

164FOE6C
3CB952EC
6DDB4883
6D4DOA9F

054D7133
048C64E6
30F08CF5
3012F8B7

A8D7477E
873EE41B
EAD1AE44
EA91E1D6

6BBD607B
OFD68591
FB4A67AC
FBEB@D78

4E423FF2
1ADDF2F4
43C904BA
43FD85D2

452857E3
9C9C27FE
1C1C3DaC
1C75ED24

0425FQFE
F7995D1C
26F98DC4
26CD8A6GD

O8EZBBBA
CFD9B14C
S5FE5565D
S5FAE4839

33621248
46797145
98AF2(68
984EE35E

EEE718D4
BE79D9DB
SAAFES9F
S5ADBBB99

E804888F
42EFEFA9
F66161B7
F6FOQ9F5

484D107B
OA1C8EF6
A3C4E6Do6
A3D1F4F9

790EBC43
OAFAC4BC
A3148878
A34A0553

8532A314
68934EB5
F722B6D2
F7C9B546

B7603D8B
581F1036
SECB7C24
SE1CB54E

BC69CBO1
2D6A643C
FA588C6D
FAFODA98

84F32B62
35FFE612
D97DF539
DOE50BSF

23C0681A
BCBBCES8
78FEECSE
78AF45E1

288A85CC
076567EE
38BCOA99
38AF4818

AE4671FC
549641E6
FD35F8F5
FD618CAB

DBEDB70C
9579F899
ADAFE1F9
ADC4AEZ2A

89F2A4D8
F4COD7ED
BA120D53
BA146738

22254511
56C8975A
B9B18546
B9220450

453489D0
C99B552F
12E8ED4E
12CB3DF8

66CAADAZ
E8737E46
C88F8A98
C8588DAB

EF97FEG8
844B5273
4FCC488F
4F7D561D

D909B808
BO3911F8
FC5BE3E1L
FCFE2CC3

AS53BAEFA
6EE3EAAD
454DBB18
45BCE583

29ED6803
05090162
361209AB
363561F5

3FD523E1
F381BFES5
7E91F42A
7EAFE644

84175220
64E96B0O7
8CEB0@538
8C1288AC

A37EF11F
E154D553
EQFDB550
EOB1B6BA



KeyAddition 9667696A AC3A7C51 47CB4618 3E3F082C
InvMixColumn 9D6C9D9E E2155F13 58B3EGDF F20B8ES2
Substitution 75B875DF 3B2F8482 SE4BFS5EF Q49EE648
ShiftRow 759EF582 3BB8EGEF S5E2F7548 044B84DF
Round = 3
KeyAddition  DD2E6998 A8697222 EQ66F126 B316DF45
InvMixColumn D45C64EE Q11DE26F S5CA7VEF45 95148739
Substitution 19A78C99 @9DE3B06 A7896168 AD9BEASB
ShiftRow 199B6106 Q9A7EA68 A7DE8C5B AD893B99
Round = 2
KeyAddition 82383517 87CECFC7 02C40704 8DEEC747
InvMixColumn 33AAAFAE 51979B1C 36C3A292 (C29455E0Q
Substitution 66621BBE 7085E8C4 24331A74 A8E7EDAQ
ShiftRow 60E71AC4 7062ED74 24851BA@ A833ES8BE
Round = 1
KeyAddition  79D236C3 4BQ3ESA3 091DOBO3 A127374A
InvMixColumn 8BDD7870 2B1C99A@ DS5BS5EF93 BACAC14A
Substitution CEC9C1D@ @BC4F947 B5D26122 C@10DD5C
ShiftRow CE106147 ©@BCODD22 B5C4C15C COD2F9D0O
KeyAddition  AE2D8A57 1E@3AC9C 9EB76FAC 45AF8ES51

KeyAddition  48A5B168 7ABE79F2 F53E14F5 CEC38EQ3
Substitution D42956F7 BDS5AAFQ4 77D19B77 EC33E6D5
ShiftRow D4339B04 BD29E677 775A56D5 ECD1AFF7
Round = 13
KeyAddition  1EC931E7 59FC7D43 ED853C1B 51C1B6FA
InvMixColumn 1E9333BF B7@0@BE92 55A31AA3 BDASF93D
Substitution E92266F4 20525A74 ED714371 CD29698B
ShiftRow E9294374 20226971 ED52668B CD715AF4
Round = 12
KeyAddition  9DB5Q4DF 387274AB QF2718C4 B97QCAAE
InvMixColumn B555D1C2 D666AB8E 16EDF2FD 55F86767
Substitution DZ2ED51A8 4AD3QEE6 FF530421 EDE1QAQA
ShiftRow D2E104E6 4AEDQA21 FFD3510A EDS30QEA8
Round = 11
KeyAddition 8A67CEBB 64(C23BF6 81D9AOF® CA9C7DoB
InvMixColumn 74471BB@ 4AE5C307 FDC7CCFE FAC2CDBS
Substitution CA1644FC 5C2A3338 2131270C 14A88@D2
ShiftRow CAA82738 5C16800C 212A44D2 143133FC
Round = 10
KeyAddition  14BB4ESF 30DADA7D DBQF2747 8245DDE9
InvMixColumn 1BCE264D 6963195E D6@7593C S5AC2F893
Substitution 44EC2365 E4008E9D 4A38156D 46A8E122
ShiftRow 44A8159D E4ECE16D 4A002322 46388E65
Round = 9
KeyAddition  8CBCF799 92451AE7 1A25E30F 1FFD@C5C



InvMixColumn
Substitution
ShiftRow
Round = 8
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 7
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 6
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 5
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 4
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 3
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 2
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 1
KeyAddition
InvMixColumn
Substitution
ShiftRow
KeyAddition

KeyAddition

832644BF
412386F4
414DE17F

294D9AD3
45E8AC2C
68C8AA42
68057385

FoCaCc4C
2799606E
3DF99045
3D79FD@5

BC557CA8
96102C97
357C4285
35090CA4

80AQ3EZE
A5227BCC
29940327
29CB10A8

FC51FC10
C270408B3
A8D0724B
A8CEBFFA

0O7EZ23E0Q
52A81057
486F7CDA
482FB56F

D38CE17E
3F299640
254C3572
25211EEF

3A1432E8
5390A89F
50966F6E
50F5F756

50248CD2
6CAGFO7F
6C23D21C

DEFCE10A
BDE80@B97
CDC89E85
CDC82294

73753B1A
404A466B
72509805
72F9E22C

A826AA96
F2868F49
04DC73A4
047C7736

2204D171
55A0B1C2
ED4756A8
ED94462E

B6678F39
99BD6EZD
FOCD45FA
FODOCEQS

6A015AC5
699FAAA8
E46E626F
E46FCEQ0Q

6AQ6EBAF
F32622DF
7E2394EF
7E4C3487

452D3C50
4EC43FB1
B6882556
B69695AF

BCOBF89C
789EE11C
78A6868B

EE4FBFGF
3CEQ8F22
6DA07394
6DC8AABG

4B449111
8B215471
CE7BFD2C
CE5C9061

EAGA9A93
87F5FEQ5
EA770C36
EADC4291

72ED60B8
56EACA31
B9BB10ZE
B94703D9

47AE4191
7C7D0830
0113BF0O8
01CD72F7

BF84F699
34D6D563
284AB500
286E7C1E

8D74F741
96BC7217
35781E87
3523354A

18BB25E9
8BF56879
CE77F7AF
CE886FE9

D9E3B53D
E54DD28B
ES9EFOF4

89CF7D74
F96B934E
690522B6
69A09E42

6040DC56
6BB698EF
0579E261
057B9845

FFC32C21
4401F581
86097791
86777385

A91B0OA36
FE1F5A35
0CCB46D9
0CBB5627

D235E8B1
D68B8B68
4ACECEF7
4A134548B

FD4E1ED1
90158B72
962FCE1E
964A62DA

B62D9E04
32FD18D6
A121344A
A1789472

A86C4B86
DBE62A1E
9FF595E9
9F77256E

30C81C46 A35CE411 ES5FBC119 1AQASZ2EF

DD78DBAB DFE17EF4 02107ECB EE488FD9



Substitution
ShiftRow
Round = 13
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 12
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 11
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 10
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 9
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 8
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 7
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 6
KeyAddition
InvMixColumn
Substitution
ShiftRow
Round = 5
KeyAddition
InvMixColumn
Substitution

032E2059
17379CE8
87B21CC8
87B8EFC1

F324A86A
8CBOFDDD
FODB21C9
FOOAQZCE

A88C(C893
D1D24F33
517F9266
51118467

8FO2ED0OO
5082F240
6C110472
6C64294F

A470CB4B
7233B5A0
1E66D247
1E607713

76600CBF
5313789D
5082C175
50270984

C8EZ2B67D
D7A870EE
©@D6FDO99
ODCAS3AA

8CE6D207
0B173093
9E870822
9E1E@B31

2BB739BB
AEGEBOS5E
BE453A9D

0B14E86D
B22E7E78
3EC38AC1
3EB25292

26E24F48
8BBC7F8B
CE786BCE
CEDB@7A5

EQF43672
5BA32D85
5771FA67
577F@32C

3BB3595D
23694284
32E4F64F
3211C9A8

44B83222
A9241C7D
B7A6C413
B7663E99

05B90D8F
93C7E78D
2231B0B4
2282C4F3

9C3FDD7D
C5E882AC
07C811AA
076F1000

DDB@58BA
BEC83ECY7
5AB1D131
5A87DFF5

7CFF79B2
4BFODEZ24
CC699CA6

FO3FF52B
F879DF4F
E1AFEF92
E1C31C6F

03B66220
E3657706
4DBCO2A5
4D7821B8

3372D042
01FC5F71
0955842C
09719259

F354F1CC
8875A5C2
973F29A8
97E404E8

C7C1C4C5
F8E4F5EE
E1AE7799
E1A6D2C5

774FEB21
629C010D
AB1CQ9F3
AB31C17D

8DBDFADA
BA24ED63
CoA65300
CoC8D042

E4FEDABO
F5482BE6
77D4@BF5
77B10819

EF802A30
F8C9D793
E1120D22

C9C19FOE EFEQ8ABA 6A7C8A59 99D473ES5
C9D48ABA EFC17359 6AEQI9FE5 997C8AQE

246(9303
1C6C0O0A8
C4B8526F
C4AF8AC8

BOAE1A92
5867C56C
S5EQAQ7BS
SEBC6BCO

7973180A
2A827BCB
95110359
9555FA66

03211473
4043DD9B
7264C9E8
723FF672

Z2BFA744B
2ADOBZA6
95603EC5
95AEC447

FOFF49C7
A7CC1CFF
8927C47D
891CB0@75

80FCF261
7D74CA2C
13CA1042
13A61199

E91EASFD
97729ED4
851EDF19
85D4D122

AAB8A891
EE54BAZB
99FDC00B



ShiftRow BEFD@ODAG (C(C45C022 E1693A0B 99129C9D
Round = 4
KeyAddition  6B67E11E 97B60935 1F807843 479C220B
InvMixColumn 47A53021 6E1CCAAS 4EB97A29 46B2DCDA
Substitution 1629087B 45C41029 B6DBBD4C 983E937A
ShiftRow 163EBD29 4529934C BoC4087A 98DB107B
Round = 3
KeyAddition BE8E2133 D6F80781 088D8C14 2F864BE1
InvMixColumn BD2066D9 7C7DE64F CA28748B FG69B94FA
Substitution CD54D3E5 0113F592 1QEECACE DGE8E714
ShiftRow CDE8CA92 0154E7CE 1013D314 DGEEF5ES
Round = 2
KeyAddition  564B9E83 8F3DC261 B509584B F689093B
InvMixColumn ©61F7A93F 462A2954 EF18471F CA7FAF57
Substitution D826B725 98954CFD 613416CB 106B1BDA
ShiftRow D86B16FD 98261BCB 6195B7DA 10344(C25
Round = 1
KeyAddition  C75E3AFA A347131C 4CODA779 192093D1
InvMixColumn 9097DF81 746AQ9FC 44828AD3 FB3A873D
Substitution 9685EF91 CA584055 8611CFA9 63AZ2EAS8B
ShiftRow 96A2CF55 CA85EAA9 8658EF8B 63114091
KeyAddition  F69F2445 DF4F9B17 AD2B417B E66C3710

Plaintext is
6BC1BEE2 2E409F96 E93D7E11 7393172A
AEZ2D8AS57 1EQ3AC9C 9EB76FAC 45AF8ES1
30C81C46 A35CE411 ES5FBC119 1AQAS2EF
F69F2445 DF4F9B17 AD2B417B E66C3710

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k
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