HHHR R R R R R R R R
CTR_DRBG
Requested Security Strength = 112
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00 01020304
05060708 ©90A0BOC @ODOEOF10 11121314 15161718 191A1B1C

EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8D8E8FI0 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3C4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5De6D7D8 DIDADBDC
PersonalizationString = <empty>
Additionallnput = <empty>
B L L B A Lt 2 2
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k 3k 3k sk %k 3k 3k sk sk %k 3k 3k sk 3k sk %k 3k 3k sk sk %k ok ok sk sk sk sk k sk sk k
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is
00 01020304
05060708 090A0BOC @ODOEQF10 11121314 15161718 191A1B1C
personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance”

Update

provided_data is



00
05060708 ©090A0BOC ODOEOF10 11121314 15161718

While loop

Key is
00 00000000 00000000 00000000 00002000

V is
00000000

Block #1
Blockin 00000000 00000001
Blockout 106B40B4 4ABA4BDG

output_block is
166B40B4

temp 1is
166B40B4

While loop

Key is
00 00000000 00000000 00000000 00002000

V is
00000000

Block #1
Blockin 00000000 00000002
Blockout ©O6E7EAZ22 CE92708F

output_block is
OGE7EA22

01020304
191A1B1C

00000000

00000001

4ABA4BD6

4ABA4BD6

00000000

00000002

CE92708F



temp is
166B40B4 4ABA4BD6 Q6GE7EA22 CE92708F

While loop

Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000003

Block #1
Blockin 00000000 00000003
Blockout 4EB190C9 A2FA169C

output_block is
4EB190C9 AZ2FA169C

temp is
166B40B4 4ABA4BDo6 Q6E7EA22 CE92708F 4EB190C9 A2FA169C

While loop

Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000004

Block #1
Blockin 00000000 00000004
Blockout DZ2FD8867 DS5@D2DFE



output_block 1is
D2FD8867 D5@D2DFE

temp is
166B40B4 4ABA4BDG
Q6E7EA22 (CE92708F 4EB190C9 A2FA169C D2FD8867 D5@D2DFE

temp XOR provided_data 1is
16 6A42B74E
BF4ADD1QE EEE029C2 9F7E80Q5E A082DAB6 EFQO8BCA E4927(C(C9

Key is
16 6A42B74E BF4DD1QE EEEQ29C2 9F7E8Q5E AQ82DAB6

V is
EFQO8BCA E4927CC9O

First call to Generate
ok Kok Kok Kok Kok Kok oK ok Kok ok KoK ok Kok ok Kok ok Kok R Kok o Kok o Kok o Kok o ok oK ok K ok K ok K ok K
CTR_DRBG_Generate

requested_number_of_bits = 128

additional_input is <empty>

Block #1
Blockin EFQO8BCA E4927CCA
Blockout @77AF@2D 5209B1A5
Block #1

Blockin  EF@@8BCA E4927CCB
Blockout 9086A90A F689863D



provided_data is

00

00000000 00000000 00000000 00000000 00000000

While loop

Key is

16 6A42B74E BF4DD1QOE EEEQ29C2 9F7E8@5E

V is

Block #1
Blockin EFQO8BCA E4927CCC
Blockout EABGFQC7 2B1C15A6

output_block 1is

temp is

While loop

Key is

EFOO8BCA

EABGFOC?

EABGFQCY

16 6A42B74E BF4DD1QOE EEEQ29C2 9F7E8@5SE

V is

Block #1
Blockin EFQO8BCA E4927CCD
Blockout EE7244FC AB83AF9D

output_block 1is

EFOO8BCA

00000000
00000000

A082DAB6

E4927CCC

2B1C15A6

2B1C15A6

A082DAB6

E4927CCD



temp 1is

EE7244FC

EABOFOC7 2B1C15A6 EE7244FC

While loop

Key is

16 6A42B74E BF4DD1QE EEEQ29C2 9F7E8@5E

V is

Block #1
Blockin EFQO8BCA E4927CCE
Blockout 17590CC9 C26ES5A9F

output_block is

temp 1is

EFOO8BCA

17590CC9

EABOFOC7 2B1C15A6 EE7244FC AB83AF9D 17590CC9

While loop

Key is

16 6A42B74E BF4DD10OE EEE@29C2 9F7E8O5E

V is

Block #1
Blockin EFQO8BCA E4927CCF
Blockout 4D86DE41 4EC7BoC5

EFOO8BCA

AB83AF9D

AB83AF9D

A082DAB6

E4927CCE

C26E5A9F

C26E5A9F

A082DAB6

E4927CCF



output_block is
4D86DE41 4EC7B6CS

temp is
EABoFOC7 2B1C15A6
EE7244FC AB83AF9D 17590CC9 C26ES5A9F 4D86DE41 4EC7B6CS

temp XOR provided_data is
EA B6FOC72B
1C15A6EE 7244FCAB 83AF9D17 590CCOC2 GES5A9F4D 86DE414E

Key is
EA B6FOC72B 1C15A6EE 7244FCAB 83AF9D17 590CC9C2

V is
oE5A9F4D 86DE414E

rnd_val 1is
Q77AF@2D 5209B1A5 9086A90A F689863D

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k sk sk sk sk sk sk sk ok >k k
CTR_DRBG_Generate

requested_number_of_bits = 128

additional_input is <empty>

Block #1
Blockin  6E5A9F4D 86DE414F
Blockout (C78CC305 D@D238C9
Block #1

Blockin  6ES5A9F4D 86DE4150
Blockout AA647225 6FFFDOF9



Update

provided_data is

00

00000000 00000000 00000000 00VVVVV0 V00V

While loop

Key is

V is

Block #1

EA B6FOC72B 1C15A6EE 7244FCAB 83AF9D17

6E5A9F4D

Blockin  6ES5A9F4D 86DE4151
Blockout CES5FE6@9 AF2D3242

output_block is

temp 1is

CE5FE609

CE5FE609

While loop

Key is

V is

EA B6FOC72B 1C15A6EE 7244FCAB 83AF9D17

6E5A9F4D

00000000
00000000

590CC9C2

86DE4151

AF2D3242

AF2D3242

590CC9C2

86DE4152



Block #1

Blockin  6ES5A9F4D 86DE4152
Blockout 7442F203 BODD(C978

output_block is

temp is

7442F203

CES5FE609 AF2D3242 7442F203

While loop

Key is

EA B6FOC72B 1C15A6EE 7244FCAB 83AF9D17

V is
6ES5A9F4D
Block #1
Blockin  6E5A9F4D 86DE4153
Blockout 9B716E25 1D1AB17F
output_block is
9B716E25

temp is

CE5FE609 AF2D3242 7442F203 BI9DDC978 9B716EZ5

While loop

Key is

V is

EA B6FOC72B 1C15A6EE 7244FCAB 83AF9D17

6E5A9F4D

BODDC978

BODDC978

590CCaC2

86DE4153

1D1AB17F

1D1AB17F

590CCaC2

86DE4154



Block #1
Blockin  ©ES5A9F4D 86DE4154
Blockout BF160986 91AD7250

output_block 1is
BF160986 91AD7250

temp is
CES5FEGQ9 AF2D3242
7442F203 BODDC978 9B716E25 1D1AB1l7F BF160986 91AD7250

temp XOR provided_data 1is
CE SFEG@9AF
2D324274 42F203B9 DDC9789B 716E251D 1AB17FBF 16098691

Key is
CE 5FEG6@9AF 2D324274 42F203B9 DDC9789B 716E251D

V is
1AB17FBF 16098691

rnd_val is
C78CC305 DOD238C9 AA647225 GFFFDOF9
B L A et B et i
CTR_DRBG
Requested Security Strength = 112
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00 01020304
05000708 090A0BOC ODOEOF10 11121314 15161718 191A1B1C

EntropyInputl (for Reseedl) =
80 81828384



85868788 898A8B8C 8DBE8F90Q 91929394 95969798 999A9B9C

EntropyInput2 (for Reseed2) =
Co C1C2C3c4
(C5CeC7C8 (C9CACBCC CDCECFD@ D1D2D3D4 D5D6D7D8 DODADBDC

PersonalizationString = <empty>
AdditionallInputl =

60 61626364
65666768 696A6B6C 6D6ECF7Q 71727374 75767778 797A7B7C

Additionallnput2 =
AQ A1A2A3A4
ASAGA7A8 A9AAABAC ADAEAFBO B1B2B3B4 B5B6B7B8 BOBABBBC

B L B A et B 2
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k
CTR_DRBG_Instantiate_algorithm - without derivation function

entropy_input is

00 01020304
05000708 ©90A0BOC QODOEQF10 11121314 15161718 191A1B1C
personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance”
Update
provided_data is

00 01020304
05000708 090A0BOC ODOEOF10 11121314 15161718 191A1B1C



While loop

Key is

00 00000000 00000000 00000000 00000000

V is

Block #1

00000000

Blockin 00000000 00000001
Blockout 166B40B4 4ABA4BD6

output_block is

temp 1is

While loop

Key is

166B40B4

166B40B4

00 00000000 00000000 00000000 00000000

V is

Block #1

00000000

Blockin 00000000 00000002
Blockout ©6E7EA22 CE92708F

output_block is

temp 1is

O6E7EAZ22

166B40B4 4ABA4BD6 Q6E7EAZ22

00000000

00000001

4ABA4BD6

4ABA4BD6

00000000

00000002

CE92708F

CE92708F



While loop

Key is

00 00000000 00000000 00000000 00000000

V is

Block #1
Blockin 00000000 00000003
Blockout 4EB190C9 A2FA169C

output_block is

temp is

00000000

4EB190C9

166B40B4 4ABA4BD6 Q6E7VEA22 CE92708F 4EB190C9

While loop

Key 1is

00 00000000 00000000 00000000 00000000

V is

Block #1
Blockin 00000000 00000004
Blockout DZ2FD8867 DS5@D2DFE

output_block 1is

temp is

00000000

D2FD8867

166B40B4

00000000

00000003

AZ2FA169C

A2FA169C

00000000

00000004

D50D2DFE

4ABA4BD6



O6E7EAZ22 CE92708F 4EB190C9 A2FA169C D2FD8867 D5@DZDFE

temp XOR provided_data 1is
16 6A42B74E
BF4ADD1QE EEE029C2 9F7E80Q5E A0@82DAB6 EFQO8BCA E4927(C(C9

Key is
16 6A42B74E BF4DD10OE EEEQ29CZ2 9F7E8Q5E AQ82DAB6

V is
EFQO8BCA E4927CC9O

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k 3k 3k %k sk 5k %k %k >k kkkk
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is

60 61626364
65666768 696A6B6C 6D6ECF7Q 71727374 75767778 797A7B7C

additional_input <> NULL, process appropriately

Update
provided_data is

60 61626364
65666768 696A6B6C 6D6EGF7Q 71727374 75767778 797A7B7C

While loop

Key is



16 6A42B74E BF4DD10OE EEE@Q29C2 9F7E8@5E

V is

Block #1

EFOO8BCA

Blockin  EFQ@8BCA E4927CCA
Blockout @77AF02D 5209B1A5

output_block is

temp 1is

While loop

Key is

077AFQ2D

077AFQ2D

16 6A42B74E BF4DD1QOE EEEQ29C2 9F7E8@5E

V is

Block #1

EFOO8BCA

Blockin  EFQ@8BCA E4927CCB
Blockout 9086A90A F689863D

output_block is

temp 1is

While loop

9086A90A

077AFQ2D 5209B1A5 9086A90A

A082DAB6

E4927CCA

5209B1A5

5209B1A5

A@82DAB6

E4927CCB

F689863D

F689863D



Key is
1o 06A42B74E BF4DD1QE EEE0Q29C2 9F7E8OQSE A0Q82DAB6

V is
EFO@8BCA E4927CCC

Block #1
Blockin EFQO8BCA E4927CCC
Blockout EABGFQC7 2B1C15A6

output_block is
EABOGFQC7 2B1C15A6

temp is
Q77AFQ2D 5209B1A5 9086A90A F689863D EABG6FOC7 2B1C15A6

While loop

Key is
1o 6A42B74E BF4DD1QE EEE0Q29C2 9F7E8QSE AQ82DAB6

V is
EFOO8BCA E4927CCD

Block #1
Blockin EFQO8BCA E4927CCD
Blockout EE7244FC AB83AF9D

output_block is
EE7244FC AB83AF9D

temp is
077AF@2D 5209B1A5
9086A90A F689863D EABGFQOC7 2B1C15A6 EE7244FC AB83AF9D



temp XOR provided_data 1is

67

6CD7C2F8 EFC3619A E4E8529A (C782B45F 6963D196

Key is

V is

Block #1
Blockin
Blockout

Block #1

Blockin
Blockout

Update

provid

67 1B924E36 6CD7C2F8 EFC3619A E4E8529A

6963D196 ©OB3E87D8
D3A44CA8 439CAC8D

6963D196 ©OB3E87D9
9C7F4B1D B7977D4B

ed_data 1is

6963D196

60

65666768 696A6B6C 6D6ECF7Q 71727374 75767778

Whil

Key

V is

Block #1
Blockin
Blockout

e loop

is

67 1B924E36 6CD7C2F8 EFC3619A E4E8529A

6963D196 ©B3E87DA

B3A95F1C 6EC4A19F

6963D196

1B924E36
OB3E87D7

C782B45F

OB3E87D7

61626364
797A7B7C

C782B45F

OB3E87DA



outp

temp

Whil

Key

V is

Block #1
Blockin
Blockout

outp

temp

Whil

Key

V is

Block #1
Blockin

ut_block is

is

e loop

is

B3A95F1C

B3A95F1C

67 1B924E36 6CD7C2F8 EFC3619A E4E8529A

6963D196 ©B3E87DB
59A27ECD AD663B97

ut_block is

is

6963D196

59A27ECD

B3A95F1C 6EC4A19F 59A27ECD

e loop

is

67 1B924E36 6CD7C2F8 EFC3619A E4E8529A

6963D196 @B3E87DC

6963D196

6EC4A19F

6EC4A19F

C782B45F

©OB3E87DB

AD663B97

AD663B97

C782B45F

©OB3E87DC



Blockout 685B44F5 AD20D28D

output_block is

temp 1is

685B44F5

B3A95F1C 6EC4A19F 59A27ECD AD663B97 685B44F5

While loop

Key is

67 1B924E36 6CD7C2F8 EFC3619A E4E8529A

Vis
6963D196
Block #1
Blockin  ©6963D196 @OB3E87DD
Blockout 7E4FCAB4 F9C8AAG3
output_block 1is
7E4FCAB4
temp 1is
B3A95F1C

59A27ECD AD663B97 685B44F5 AD20D28D 7E4FCAB4

temp XOR provided_data is

D3

A1C7F831 (CB14AocCl @B55F818 2A3686D9 55A4FA06

Key is

V is

D3 C83D7FQA A1C7F831 CB14AoCl OB55F818

55A4FAQ6

AD20D28D

AD20D28D

C782B45F

©OB3E8&7DD

FOC8AAG3

6EC4A19F
FOC8AAG3

C83D7F0A
36BOCF85

2A3686D9

36BOCF85



rnd_val 1is
D3A44CA8 439CAC8D 9C7F4B1D B7977D4B

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k %k sk sk sk sk sk sk sk ok k ok
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is

AQ A1AZA3A4
A5A6A7A8 A9AAABAC ADAEAFBO B1B2B3B4 B5B6B7B8 BOBABBBC

additional_input <> NULL, process appropriately

Update

provided_data is
AQ A1A2A3A4
AS5A6A7A8 A9AAABAC ADAEAFB@ B1B2B3B4 BS5B6B7B8 B9BABBBC

While loop

Key is
D3 C83D7FOA A1C7F831 (CB14A6C1 @B55F818 2A3686D9

V is
55A4FAQ6 36BOCF86

Block #1
Blockin 55A4FAQ6 36BOCF86
Blockout 5BS5@FA3E 59CE4714



output_block is

SB50QFA3E
temp is

SB50QFA3E
While loop
Key is

D3 C83D7FQA A1C7F831 CB14AoCl OB55F818

V is
55A4FAQ6
Block #1
Blockin 55A4FAQ6 36BOCF87
Blockout 2CE9013E B8892D71
output_block is
2CE9013E

temp is

5B50FA3E 59CE4714 2CE9013E

While loop

Key is

V is

Block #1

D3 C83D7FQA A1C7F831 CB14Ao6Cl OB55F818

55A4FAQ06

59CE4714

59CE4714

2A3686D9

36BOCF87

B8892D71

B8892D71

2A3686D9

36BOCF88



Blockin  55A4FAQ6 36BOCF88
Blockout B756CBA9 99789(53

output_block 1is

temp is

5B50FA3E 59CE4714 2CE9013E B8892D71

While loop

Key is

V is

Block #1

D3 C83D7F0A A1C7F831 (CB14A6(C1

Blockin  55A4FAQ6 36BOCF89
Blockout BD263872 5913FAC6

output_block is

temp is

2CE9013E B8892D71 B756CBA9 99789(C53

temp XOR provided_data 1is

6BE1B384 40AB9514 2483DEQ7 E7791AZ2D

Key is

V is

FB F1589DFD 6BE1B384 40AB9514

B756CBA9

B756CBA9

OB55F818

55A4FAQ6

BD263872

5B50FA3E
BD263872

FB
CD2AE405

2483DEQ7

99789(53

99789(C53

2A3686D9

36BACF89

5913FAC6

59CE4714
5913FAC6

F1589DFD
9F82C9ES5

E7791A2D



CDZ2AE405 9F82C9E5

Block #1
Blockin CD2AE405 9F82C9E6
Blockout E2810D58 E9457F8E

Block #1
Blockin CD2AE405 9F82C9E7
Blockout AQCA4C31 C4FS5FB9B

Update
provided_data is

AQ A1AZA3A4
ASAG6A7A8 A9AAABAC ADAEAFBO B1B2B3B4 B5B6B7B8 BOBABBBC

While loop
Key is
FB F1589DFD 6BE1B384 40AB9514 2483DEQ7 E7791A2D

V is
CDZ2AE40Q5 9F82C9ES8

Block #1
Blockin CD2AE405 9F82(C9E8
Blockout E48D768A DC9C8A48

output_block 1is
E48D768A DCIC8A48

temp is
E48D768A DCIC8A48



While loop

Key is
FB F1589DFD 6BE1B384 40AB9514 2483DEQ7
Vis
CD2AE405
Block #1
Blockin  CD2AE4@5 9F82C9E9
Blockout EAC5967B B723FAE2
output_block is
EAC5967B

temp 1is
E48D768A DC9C8A48 EAC5967B

While loop

Key is
FB F1589DFD 6BE1B384 40AB9514 2483DEQ7

Vis
CD2AE405
Block #1
Blockin  CD2AE4Q5 9F82C9EA
Blockout E53CC977 3188535E
output_block is
E53CC977

temp 1is
E48D768A DCO9C8A48 EAC5967B B723FAE2 ES53CC977

E7791A2D

9F82(C9E9

B723FAEZ

B723FAEZ2

E7791A2D

9F82C9EA

3188535E

3188535E



While loop

Key is
FB F1589DFD 6BE1B384 4QAB9514 2483DEQ7 E7791A2D
V is
CD2AE405 9F82C9EB
Block #1

Blockin  CD2AE4@5 9F82C9EB
Blockout C25E1469 F39D4938

output_block is
C25E1469 F39D4938

temp is
E48D768A DCI9C8A48
EAC5967B B723FAE2 E53CC977 3188535E (C25E1469 F39D4938

temp XOR provided_data is
44 2(D42978
392CEF42 6C3CDQO1B 8E544D55 8D7B(C485 3DESEQ7A E7VAED24F

Key is
44 2(D42978 392CEF42 6C3CDQ1B 8E544D55 8D7BC485

V is
3DESE97A E7VAED24F

rnd_val 1is
E2810D58 E9457F8E AQCA4C31 C4F5FB9B

B L

CTR_DRBG



Requested Security Strength = 112

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
00 01020304
05060708 ©@90AQBOC QDOEQOF10 11121314 15161718 191A1B1C

EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8DSE8FI90 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3c4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 D9DADBDC

PersonalizationString =
40 41424344
45464748 494A4B4C 4D4E4F50 51525354 55565758 595A5B5C

AdditionalInput = <empty>
B b b G e b
sk ok ok ok ok ook ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok o sk ok ok ok ok ok ok o sk ok ok ok ok ok ok ok ook ok sk ok ok ok ok ook ok K ok K ok
CTR_DRBG_Instantiate_algorithm - without derivation function

entropy_input 1is

00 01020304
05060708 ©090A0BOC @ODOEOF10 11121314 15161718 191A1B1C

personal_str is
40 41424344
45464748 494A4BAC 4DAE4F50 51525354 55565758 S595A5B5C

prediction_resistance_flag = "No PredictionResistance"



provided_data is

40

40404040 40404040 40404040 40404040 40404040

While loop

Key is

00 00000000 00000000 00000000 00000000

V is

Block #1
Blockin 00000000 00000001
Blockout 160B40B4 4ABA4BDG

output_block is

temp is

While loop

Key is

00000000

166B40B4

166B40B4

00 00000000 00000000 00000000 00000000

V is

Block #1
Blockin 00000000 00000002
Blockout ©O6E7EA22 CE92708F

00000000

40404040
40404040

00000000

00000001

4ABA4BD6

4ABA4BD6

00000000

00000002



outp

temp

Whil

Key

V is

Block #1
Blockin
Blockout

outp

temp

ut_block is

is

O6E7EAZ22

166B40B4 4ABA4BD6 QGE7EA22

e loop

is

00 00000000 00000000 00000000 00000000

00000000 00000003
4EB190C9 A2FA169C

ut_block is

is

00000000

4EB190C9

166B40B4 4ABA4BD6 QG6E7EA22 CE92708F 4EB190C9

Whil

Key

V is

Block #1
Blockin

e loop

is

00 00000000 00000000 00000000 00000000

00000000 00000004

00000000

CE92708F

CE92708F

00000000

00000003

A2FA169C

AZ2FA169C

00000000

00000004



Blockout DZ2FD8867 D5@D2DFE

output_block is
D2FD8867 D5@QD2DFE

temp 1is
166B40B4 4ABA4BD6
Q6E7EA22 CE92708F 4EB190C9 A2FA169C D2FD8867 D50QD2DFE

temp XOR provided_data is
56 2BOOF40A
FAOB9646 A7AAG28E D230CFQE F1D@89EZ2 BA56DC92 BD(C82795

Key 1is
56 2BOOF40QA FAOB9646 A7AA628E D230CFOE F1D@89EZ2

V is
BA56DC92 BD(C82795

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk 3k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 5k 3k sk sk sk sk sk sk ok ok ok k
CTR_DRBG_Generate

requested_number_of_bits = 128

additional_input is <empty>

Block #1
Blockin  BA56D(C92 BD(C82796
Blockout 9E0082B6 B55E3596
Block #1

Blockin  BA56D(C92 BD(C82797
Blockout F1A82251 90390124



Update

provided_data is

00

00000000 00000000 00000000 000VVVV0 V00V

While loop

Key is

56 2BOOF40A FAOB9646 A7AA628E DZ230CFOE

V is

Block #1
Blockin BAS56D(C92 BD(C82798
Blockout 24C9B2C0O 8D487353

output_block is

temp 1is

While loop

Key is

BA56D(C92

24C9B2C0

24C9B2C0

56 2BOOF40A FAOB9646 A7AA628E DZ230CFOE

V is

Block #1
Blockin BAS56D(C92 BD(C82799
Blockout 32269D08 E3F6F53A

BA56D(C92

00000000
00000000

F1D@89EZ

BDC82798

8D487353

8D487353

F1D@89EZ

BDC82799



output_block is

temp is

32269D08

24C9B2CO 8D487353 32269D08

While loop

Key is

56 Z2B0OOF40A FAOB9646 A7AA628E D230CFOE

V is
BA56D(C92
Block #1
Blockin  BA56D(C92 BDC8279A
Blockout D10536CA 74513299
output_block is
D10536CA

temp is

24C9B2CO 8D487353 32269D08 E3F6F53A D10536CA

While loop

Key is

V is

Block #1

56 Z2B0OOF40A FAOB9646 A7AA628E D230CFOE

BA56D(C92

E3F6F53A

E3F6F53A

F1D@89E2

BDC8279A

74513299

74513299

F1D@89E2

BDC8279B



Blockin  BA56D(C92 BDC8279B
Blockout 632447C4 C43BCD57

output_block 1is
632447C4 C43BCD57

temp is
24C9B2C0O 8D487353
32269D08 E3F6F53A D10536CA 74513299 632447C4 (43BCD57

temp XOR provided_data 1is
24 (9B2C08D
48735332 269DO8E3 FO6F53AD1 0536CA74 51329963 2447C4C4

Key is
24 (C9B2C@8D 48735332 269DO8E3 F6F53AD1 @536CA74

V is
51329963 2447C4C4

rnd_val 1is
9EQQ82B6 BS55E3596 F1A82251 90390124

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk 3k sk 5k 5k 5k 5k %k %k %k sk sk sk sk k sk k ok
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>
Block #1
Blockin 51329963 2447C4C5

Blockout BA17E856 88D12FDB

Block #1



Blockin 51329963 2447C4C6
Blockout B9296F@1 C7F97982

Update
provided_data is

00 00000000
00000000 00000000 00000000 0000000 000000 000000

While loop
Key is
24 (9B2C08D 48735332 269DO8E3 F6F53AD1 0536CA74

V is
51329963 2447C4C7

Block #1
Blockin 51329963 2447C4C7
Blockout C526F53C CC8E279E

output_block is
C526F53C CC8E279E

temp is
C526F53C CC8E279E

While loop
Key is
24 (9B2C08D 48735332 269DO8E3 Fo6F53AD1 0536CA74

V is
51329963 2447C4C8



Block #1

Blockin 51329963 2447C4(C8
Blockout 9D51CA87 116B0930

output_block 1is

temp is

C526F53C CC8EZ279E

While loop

Key is

V is

Block #1

24 (C9B2C08D 48735332 269DOS8E3

Blockin 51329963 2447C4(9
Blockout 1001A638 3943F879

output_block 1is

temp is

C526F53C CC8EZ279E 9D51CA87 116B0@930

While loop

Key is

24 (C9B2C08D 48735332 269DOS8E3

9D51CA87

9D51CA87

F6F53AD1

51329963

1001A638

1001A638

F6F53AD1

116B@930

116B0930

0536CA74

2447C4C9

3943F879

3943F879

0536CA74



V is
51329963 2447C4CA

Block #1
Blockin 51329963 2447C4CA
Blockout BCAC8FEB CDCF@ES5C

output_block is
BCAC8FEB CDCFOESC

temp 1is
C526F53C CC8E279E
9D51CA87 116B0930 1001A638 3943F879 BCAC8FEB CDCFOESC

temp XOR provided_data is
C5 26F53CCC
8E279E9D 51CA8711 6B093010 ©1A63839 43F879BC AC8FEBCD

Key is
C5 26F53CCC 8E279E9D 51CA8711 6B093010 ©1A63839

V is
43F879BC AC8FEBCD

rnd_val 1is
BA17E856 88D12FDB B9296FQ1 C7F97982
HRH R A R
CTR_DRBG
Requested Security Strength = 112
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00 01020304
05060708 ©090A0BOC @ODOEOF10 11121314 15161718 191A1B1C



EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8D8E8FI0 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3C4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 DIDADBDC

PersonalizationString =
40 41424344
45404748 494A4B4C 4DAE4F50 51525354 55565758 595A5B5C

Additionallnputl =
60 61626364
65606768 696A6B6C 6DGEGF70 71727374 75767778 797A7B7C

Additionallnput2 =
AQ A1A2A3A4
ASA6A7A8 A9AAABAC ADAEAFB@ B1B2B3B4 BS5B6B7B8 B9BABBBC

B e b

3k 3k 3k 3k 3 3k 3k 3k 3k 3k sk sk 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kosk sk k ok

CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input 1is

00 01020304
05060708 ©090A0BOC @ODOEOF10 11121314 15161718 191A1B1C

personal_str is
40 41424344
45464748 494A4BAC 4DAE4FS50 51525354 55565758 S595A5B5C

prediction_resistance_flag = "No PredictionResistance"



provided_data is

40

40404040 40404040 40404040 40404040 40404040

While loop

Key is

00 00000000 00000000 00000000 00000000

V is

Block #1
Blockin 00000000 00000001
Blockout 160B40B4 4ABA4BDG

output_block is

temp is

While loop

Key is

00000000

166B40B4

166B40B4

00 00000000 00000000 00000000 00000000

V is

Block #1
Blockin 00000000 00000002
Blockout ©O6E7EA22 CE92708F

00000000

40404040
40404040

00000000

00000001

4ABA4BD6

4ABA4BD6

00000000

00000002



outp

temp

Whil

Key

V is

Block #1
Blockin
Blockout

outp

temp

ut_block is

is

O6E7EAZ22

166B40B4 4ABA4BD6 QGE7EA22

e loop

is

00 00000000 00000000 00000000 00000000

00000000 00000003
4EB190C9 A2FA169C

ut_block is

is

00000000

4EB190C9

166B40B4 4ABA4BD6 QG6E7EA22 CE92708F 4EB190C9

Whil

Key

V is

Block #1
Blockin

e loop

is

00 00000000 00000000 00000000 00000000

00000000 00000004

00000000

CE92708F

CE92708F

00000000

00000003

A2FA169C

AZ2FA169C

00000000

00000004



Blockout DZ2FD8867 D50D2DFE

output_block is
D2FD8867 D5@QD2DFE

temp 1is
166B40B4 4ABA4BD6
Q6E7EA22 CE92708F 4EB190C9 A2FA169C D2FD8867 D5@QD2DFE

temp XOR provided_data is
56 2BOOF40A
FAOB9646 A7AAG28E D230CFQE F1D@89EZ2 BA56DC92 BD(C82795

Key is
56 2BOOF40QA FAOB9646 A7AA628E D230CFOE F1D@89EZ2

V is
BA56DC92 BD(C82795

First call to Generate
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k sk 5k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 3k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k ok 3k sk sk %k ok ok sk sk sk kR sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is

60 61626364
65666768 696A6B6C 6D6ECF7Q 71727374 75767778 797A7B7C

additional_input <> NULL, process appropriately

Update

provided_data is
60 61626364



65666768 696A6B6C 6D6EGF7Q 71727374 75767778

While loop

Key is

56 Z2B0OOF40A FAOB9646 A7AA628E D230CFOE

V is

Block #1
Blockin BA56D(C92 BD(C82796
Blockout 9EQ082B6 B55E3596

output_block is

temp is

While loop

Key is

BA56D(C92

9E0082B6

9E0082B6

56 Z2B0OOF40A FAOB9646 A7AA628E D230CFOE

V is

Block #1
Blockin BA56D(C92 BD(C82797
Blockout F1A82251 90390124

output_block is

BA56D(C92

F1A82251

797A7B7C

F1D@89E2

BDC82796

B55E3596

B55E3596

F1D@89E2

BDC82797

90390124



temp is
9EQ082B6 B55E3596

While loop
Key is
56 2BOOF40A FAOB9646 A7AAG28E

V is

Block #1
Blockin BA56D(C92 BD(C82798
Blockout 24C9B2C@ 8D487353

output_block 1is

temp is
9EQ082B6 B55E3596 F1A82251 90390124

While loop
Key is
56 2BOOF40A FAOB9646 A7AAG28E

V is

Block #1
Blockin BA56D(C92 BD(C82799
Blockout 32269D08 E3F6F53A

output_block is

F1A82251

D230CFOE

BA56DC92

24C9B2C0O

24C9B2(C0

D230CFOE

BA56DC92

90390124

F1D@89EZ2

BDC82798

8D487353

8D487353

F1D@89EZ

BDC82799



32269D08 E3F6F53A

temp 1is
9EQ082B6 B55E3596
F1A82251 90390124 24(C9B2C0O 8D487353 32269D08 E3F6F53A

temp XOR provided_data is
FE 61E@D5D1
3B53F199 C1483AFC 546F4B54 B8COB3F9 3D05244A S5FE7739F

Key is
FE 61E@QD5D1 3B53F199 (C1483AFC 546F4B54 B8COB3F9
V is
3D0@5244A SFE7739F
Block #1

Blockin  3D0@5244A S5FE773A0
Blockout 5921C494 636A6CED

Block #1
Blockin 3D@5244A S5FE773A1
Blockout D3079514 F23B4A5B

Update
provided_data is

60 61626364
65666768 696A6B6C 6D6EGF7Q 71727374 75767778 797A7B7C

While loop

Key is
FE 61E@QD5D1 3B53F199 (C1483AFC 546F4B54 B8COB3F9



V is

Block #1

3D05244A

Blockin  3D0@5244A S5FE773A2
Blockout 49F68905 3BC4B2CE

output_block is

temp 1is

49F68905

49F68905

While loop

Key is

FE 61E@D5D1 3B53F199 C1483AFC 546F4B54

Vis
3D05244A
Block #1
Blockin 3D05244A S5FE773A3
Blockout 68B8303E 421FD382
output_block is
68B8303E

temp 1is

49F68905 3BC4B2CE 68B8303E

While loop

Key is

FE 61E@D5D1 3B53F199 C1483AFC 546F4B54

SFE773A2

3BC4B2CE

3BC4B2CE

B8COB3F9

SFE773A3

421FD382

421FD382

B8COB3F9



V is

3D05244A
Block #1
Blockin  3D@5244A S5FE773A4
Blockout (D61931B F8341BBB
output_block is
CD61931B

temp is
49F68905 3BC4B2CE 68B8303E 421FD382 (D61931B

While loop

Key is
FE 61E@D5D1 3B53F199 C1483AFC 546F4B54

V is
3D05244A
Block #1
Blockin  3D@5244A S5FE773A5
Blockout F4341AF3 BC9D9757
output_block 1is
F4341AF3
temp is
49F 68905

68B8303E 421FD382 CD61931B F8341BBB F4341AF3

temp XOR provided_data is
29
A1D4A900 D15A552E 72BDEDBD 1QE1688C 416DCC8C

SFE773A4

F8341BBB

F8341BBB

B8COB3F9

SFE773A5

BCI9D9757

3BC4B2CE
BCOD9757

97EB665F
4Do088C0



Key is
29 97EB665F A1D4A900 D15A552E 72BDEDBD 1@QE1688C

V is
416DCC8C 4D6c088CA

rnd_val 1is
5921C494 636A6CED D3079514 F23B4A5B

Second call to Generate
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k 3k sk 3k sk sk 3k sk 3k %k sk 3k sk sk >k %k %k k k
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is

AQ A1AZA3A4
ASAGA7A8 A9AAABAC ADAEAFBO B1B2B3B4 B5B6B7B8 BO9BABBBC

additional_input <> NULL, process appropriately

Update
provided_data is

AQ A1AZA3A4
AS5A6A7A8 ASAAABAC ADAEAFBO B1BZ2B3B4 B5B6B7B8 BOBABBBC

While loop

Key is
29 97EB665F A1D4A900 D1SAS52E 72BDEDBD 1QE1688C



V is

Block #1

416DCC8C

Blockin  416DCC8C 4D6088C1
Blockout 96BEB@B1 4A625631

output_block 1is

temp is

While loop

Key is

96BEBOB1

96BEBOB1

29 97EB665F A1D4A900 D15A552E 72BDEDBD

V is

Block #1

416DCC8C

Blockin  416DCC8C 4D6088C2
Blockout 77B10223 8EZFAAB7

output_block is

temp is

While loop

Key is

77B10223

96BEBOB1 4A625631 77B10223

4D6088C1

4A625631

4A625631

10E1688C

4D6088C2

8EZ2FAAB7

8E2FAAB7



29 97EB665F A1D4A900 D15A552E 72BDEDBD

V is

Block #1
Blockin  416DCC8C 4Do@88C3
Blockout 4D4069A0 F468844C

output_block is

temp 1is

416DCC8C

4D4069A0

96BEBOB1 4A625631 77B10223 8E2FAAB7 4D4069A0

While loop

Key is

29 97EB665F A1D4A900 D15A552E 72BDEDBD

V is

Block #1
Blockin  416DCC8C 4D6c088C4
Blockout 6DC395B6 353CC34E

output_block is

temp 1is

416DCC8C

6DC395B6

96BEBOB1

77B10223 8EZFAAB7 4D4069A0 F468844C 6DC395B6

temp XOR provided_data is

36

10E1688C

4D6088C3

F468844C

F468844C

10E1688C

4Do088C4

353CC34E

4A625631
353CC34E

1F1212EE



C7FO96DF 18A88822 820418FD F1DB1340 DD32FBD5 7A2F@D89

Key is
36 1F1212EE C7FQ96DF 18A88822 820418FD F1DB1340
V is
DD32FBD5 7A2FQ@D&9
Block #1

Blockin  DD32FBD5 7A2F@QD8A
Blockout D29F87DD 6FB87281

Block #1
Blockin DD32FBD5 7A2F@D8B
Blockout 458BADBF 4BDBOF7E

Update

provided_data is
AQ A1A2A3A4
AS5A6A7A8 A9AAABAC ADAEAFB@ B1B2B3B4 BS5B6B7B8 B9BABBBC

While loop

Key is
36 1F1212EE C7F@96DF 18A88822 820418FD F1DB1340

V is
DD32FBD5 7A2F@D8C

Block #1
Blockin DD32FBD5 7A2F@D8C
Blockout 44F1F@33 77093092

output_block is
44F1FQ33 77093092



temp is

While loop

Key is

44F1F033

36 1F1212EE C7F@96DF 18A88822 820418FD

V is

Block #1
Blockin DD32FBD5 7AZ2F@D8D
Blockout 284D9C6D 8FEC404D

output_block is

temp is

DD32FBD5

284D9CeD

44F1F@33 77093092 284D9C6D

While loop

Key is

36 1F1212EE C7F@96DF 18A88822 820418FD

V is

Block #1
Blockin DD32FBD5 7A2F@DS&E
Blockout ©67FF694 A9067966

DD32FBD5

77093092

F1DB1340

7A2F@D8D

8FEC404D

8FEC404D

F1DB1340

7A2F@D8E



output_block 1is

temp is

067FF694

44F1F@33 77093092 284D9CoD 8FEC404D 067FF694

While loop

Key is

36 1F1212EE C7FQ96DF 18A88822 820418FD

V is
DD32FBD5S
Block #1
Blockin  DD32FBD5 7A2F@D8F
Blockout 612A3FC4 914148F2
output_block is
612A3FC4
temp is
44F1F033

284D9CoD 8FEC404D 067FF694 A9067966 ©612A3FC4

temp XOR provided_data 1is

E4

AC963580 E436(C623 41EEE2B6 CE44271D B3CFD1D9

Key is

V is

E4 505290D3 AC963580 E436(623 41EEEZB6

B3CFD1D9

A9067966

A9067966

F1DB1340

7A2F@OD8F

914148F2

77093092
914148F2

505290D3
93857F2D

CE44271D

93857F2D



rnd_val 1is
D29F87DD 6FB87281 458BADBF 4BDBOF7E
R A R R
CTR_DRBG
Requested Security Strength = 112
prediction_resistance_flag = "ENABLED"
EntropyInput =

00 01020304
05060708 090A0BOC @ODOEOF10 11121314 15161718 191A1B1C

EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8D8E8FI0 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3c4
C5C6(C7C8 (C9CACBCC CDCECFD@ D1D2D3D4 D5D6D7D8 DIDADBDC
PersonalizationString = <empty>
AdditionalInput = <empty>
HHRHH R R R R R R
3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k 5k >k kk
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is
00 01020304
05060708 ©@90AOBOC QDOEQOF10 11121314 15161718 191A1B1C

personal_str is <empty>

prediction_resistance_flag = "PredictionResistance"



Update

provid

ed_data is

00

05000708 090A0BOC ODOEOF10 11121314 15161718

Whil

Key

V is

Block #1
Blockin
Blockout

outp

temp

Whil

Key

V is

Block #1
Blockin

e loop

is

00 00000000 00000000 00000000 00000000

00000000 00000001
166B40B4 4ABA4BD6

ut_block is

is

e loop

is

00000000

166B40B4

106B40B4

00 00000000 00000000 00000000 00000000

00000000 00000002

00000000

01020304
191A1B1C

00000000

00000001

4ABA4BD6

4ABA4BD6

00000000

00000002



Blockout @Q6E7EA22 CE92708F
output_block is
O6E7EA22 CE92708F

temp 1is
166B40B4 4ABA4BD6 QGE7EA22 CE92708F

While loop
Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000003

Block #1
Blockin 00000000 00000003
Blockout 4EB190C9 AZ2FA169C

output_block is
4EB190C9 A2FA169C

temp 1is
166B40B4 4ABA4BD6 Q6E7EA22 CE92708F 4EB190C9 A2FA169C

While loop
Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000004



Block #1
Blockin 00000000 00000004
Blockout DZ2FD8867 DS5@QD2DFE

output_block is
D2FD8867 D5@DZDFE

temp is
166B40B4 4ABA4BD6
Q6E7EA22 CE92708F 4EB190C9 A2FA169C D2FD8867 D5@D2DFE

temp XOR provided_data is
16 6A42B74E
BF4DD10OE EEE@Q29C2 9F7E8Q5E AQ82DABG EFQ@8BCA E4927CC9

Key is
16 6A42B74E BFADD1QE EEE@29C2 9F7E8QS5E AQ82DABG

V is
EFOO8BCA E4927CC9

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k %k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kok sk k ok
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk 3k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kosk ok k ok

CTR_DRBG_Reseed

entropy_input 1is
80 81828384
85868788 898A8B8C 8DS8E8FI90 91929394 95969798 999A9BIC



additional_input is <empty>
Update
provided_data is

80 81828384
85868788 898A8B8C 8DBE8F90 91929394 95969798 999A9BIC

While loop
Key is
16 6A42B74E BF4ADD1QE EEE@29C2 9F7E8QS5E AQ82DAB6

V is
EFQO8BCA E4927CCA

Block #1
Blockin EFOO8BCA E4927CCA
Blockout @77AF@2D 5209B1A5
output_block is
@77AFQ2D 5209B1A5

temp 1is
@77AF@2D 5209B1A5

While loop

Key is
16 6A42B74E BF4DD1QE EEE@29C2 9F7E8Q5E AQ82DAB6

V is



Block #1

EFOO8BCA

Blockin  EFQ@8BCA E4927CCB
Blockout 9086A90A F689863D

output_block is

temp is

9086A90A

Q77AFQ2D 5209B1A5 9086A90A

While loop

Key 1is

16 6A42B74E BF4DD1QE EEE@29C2 9F7E8O5SE

V is
EFOO8BCA
Block #1
Blockin  EFQ@8BCA E4927CCC
Blockout EABGFQC7 2B1C15A6
output_block is
EABGFQC7

temp is

077AF@2D 5209B1A5 9086A90A F689863D EAB6FOCY

While loop

Key is

16 6A42B74E BF4ADD1QE EEEQ@29C2 9F7E8O5SE

E4927CCB

F689863D

F689863D

A082DAB6

E4927CCC

2B1C15A6

2B1C15A6

A082DAB6



V is
EFOO8BCA E4927CCD

Block #1
Blockin EFQO8BCA E4927CCD
Blockout EE7244FC AB83AF9D

output_block 1is
EE7244FC AB83AF9D

temp is
@77AF@2D 5209B1A5
9086A90A F689863D EABG6FOCY7 2B1C15A6 EE7244FC AB83AF9D

temp XOR provided_data 1is
87 FB72AEDG6
8(C372218 QF23817A 0408B27A 276254BF 89833176 EBDEG737

Key is
87 FB72AED6 8(C372218 OF23817A 0408B27A 276254BF

V is
89833176 EBDEG737

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k %k 3k >k 3%k 3k >k 3k %k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k 3k %k %k %k *k

CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>
Block #1
Blockin 89833176 EBDE6738
Blockout 76FFEB64 F39FDIDC
Block #1

Blockin 89833176 EBDE6739
Blockout F407C209 7083158B



Update

provided_data is

00

00000000 00000000 00000000 00VVVVV0 V00V

While loop

Key is

V is

Block #1

87 FB72AED6 8(C372218 OF23817A 0408B27A

89833176

Blockin 89833176 EBDE673A
Blockout 3C51738A 731CB88E

output_block is

temp 1is

3C51738A

3C51738A

While loop

Key is

V is

87 FB72AED6 8C372218 QF23817A ©0408B27A

89833176

00000000
00000000

276254BF

EBDE673A

731CB88E

731CB88E

276254BF

EBDE673B



Block #1

Blockin 89833176 EBDE673B
Blockout (38C7074 F18EQA77

output_block is

temp is

C38C7074

3C51738A 731CB88E (38C7074

While loop

Key 1is

87 FB72AED6 8(C372218 OF23817A 0408B27A

V is
89833176
Block #1
Blockin 89833176 EBDE673C
Blockout 56212CE3 D47B1446
output_block is
56212CE3

temp is

3C51738A 731CB88E (38C7074 F18EQA77 56212CE3

While loop

Key is

V is

87 FB72AED6 8(C372218 OF23817A 0408B27A

89833176

F18EQA77

F18EQA77

276254BF

EBDE673C

D47B1446

D47B1446

276254BF

EBDE673D



Block #1
Blockin 89833176 EBDE673D
Blockout 1A276E83 72B83722

output_block is
1A276E83 72B83722

temp is
3C51738A 731CB88E
(C38C7074 F18EQA77 56212CE3 D47B1446 1A276E83 72B83722

temp XOR provided_data 1is
3C 51738A73
1CB88EC3 8(C7074F1 8EQA7756 212CE3D4 7B14461A 276E8372

Key is
3C 51738A73 1CB88EC3 8C70Q74F1 8EQA7756 212CE3D4

V is
7B14461A 276E8372

rnd_val 1is
76FFEB64 F39FDADC F407C209 7083158B

Second call to Generate
3k 3k 3k 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 5k 3k sk 3k sk sk >k sk 3k %k sk 3k %k sk >k %k %k *k %k
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 3k 5k 3k 3k 3k 3k 3k 3k 3k sk 3k sk 5k 5k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k %k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k %k k sk kokkk ok



CTR_DRBG_Reseed
entropy_input is

Co C1C2C3C4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5D6D7D8 DODADBDC

additional_input is <empty>
Update
provided_data is

Co C1C2C3C4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 DIODADBDC

While loop
Key is
3C 51738A73 1CB88EC3 8C7@74F1 8EQA7756 212CE3D4

V is
7B14461A 276E8373

Block #1
Blockin 7B14461A 276E8373
Blockout D866B305 601C7577

output_block 1is
D866B305 601C7577

temp 1is
D866B305 601C7577

While loop



Key is
3C 51738A73 1CB88EC3 8C7074F1 8EQA7756

V is
7B14461A
Block #1
Blockin  7B14461A 2760E8374
Blockout 7ECE1C31 57A5271C
output_block is
7ECE1C31

temp is
D866B305 601C7577 7ECE1C31

While loop

Key is
3C 51738A73 1CB88EC3 8C7074F1 8EQA7756

V is
7B14461A
Block #1
Blockin  7B14461A 276E8375
Blockout BZ2AB9F8@ 619B7DE9
output_block is
B2ABIF80

temp is
D866B305 601C7577 7ECE1C31 57A5271C B2AB9F80

212CE3D4

276E8374

57A5271C

57A5271C

212CE3D4

276E8375

619B7DE9

619B7DE9



While loop

Key is
3C 51738A73 1CB88EC3 8C7074F1 8EQA7756 212CE3D4
V is
7B14461A 276E8376
Block #1

Blockin  7B14461A 276E8376
Blockout 89E3EDC9 Z23E5FACO

output_block 1is
89E3EDC9 23ESFACO

temp is
D866B305 601C7577
7ECE1C31 57A5271C B2ABOF80 619B7DE9 89E3EDCO 23ESFACO

temp XOR provided_data is
18 A771C6A4
D9B3BOB6 O7D6FA9B 68E9D362 7A4D53B5 4EAB3E51 3A3712FF

Key is
18 A771C6A4 DOB3BOB6 07D6FA9B 68E9D362 7A4D53B5

V is
4EAB3E51 3A3712FF

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3% 3k >k 3k %k 3k %k 3%k 3k >k 3k %k %k %k 3%k %k % 3k %k % %k 3% %k % %k *k

CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>

Block #1



Blockin  4EAB3E51 3A371300
Blockout D7A5955B 81F4EDA1

Block #1
Blockin  4EAB3E51 3A371301
Blockout E1AEG62DF 158FDOBC

Update
provided_data is

00 00000000
00000000 00000000 00000000 00VVVVV0 00VVVVV0 000000

While loop
Key is
18 A771C6A4 DO9B3BOB6 O7D6FA9B 68E9D362 7A4D53B5

V is
4EAB3E51 3A371302

Block #1
Blockin  4EAB3E51 3A371302
Blockout 3D186644 EGB3E3B2

output_block is
3D186644 EGB3E3B2

temp 1is
3D186644 EGB3E3B2

While loop

Key is
18 A771C6A4 DO9B3BOB6 07D6FA9B 68E9D362 7A4D53B5



V is

4EAB3ES1
Block #1
Blockin  4EAB3E51 3A371303
Blockout 28A3A858 BEQ1177A
output_block is
28A3A858

temp is
3D186644 E6GB3E3B2 28A3A858

While loop

Key is
18 A771CoA4 DOB3BOB6 Q7D6FA9B 68E9D362

V is
4EAB3ES1
Block #1
Blockin  4EAB3E51 3A371304
Blockout 2EB41D40 2C767A9D
output_block is
2EB41D40

temp is
3D186644 E6GB3E3B2 28A3A858 BEQ1177A 2EB41D40

While loop

3A371303

BEQ1177A

BEQ1177A

7A4D53B5

3A371304

2C767A9D

2C767A9D



Key is
18 A771C6A4 D9B3BOB6 O7D6FA9B 68E9D362 7A4D53B5

V is
4EAB3E51 3A371305

Block #1
Blockin  4EAB3E51 3A371305
Blockout A1D4FCFD 276AB6F8

output_block 1is
A1DAFCFD 276AB6GF8

temp is
3D186644 EGB3E3B2
28A3A858 BEQ1177A 2EB41D40 2C767A9D A1DAFCFD 276AB6F8

temp XOR provided_data is
3D 186644E6
B3E3B228 A3A858BE 01177A2E B41D402C 767A9DA1 D4FCFD27

Key is
3D 186644E6 B3E3B228 A3A858BE 01177A2E B41D402C

V is
767A9DA1 D4FCFD27

rnd_val is
D7A5955B 81F4EDA1 E1AE62DF 158FD@BC
B L B L A Lt B et i
CTR_DRBG
Requested Security Strength = 112

prediction_resistance_flag = "ENABLED"
EntropyInput =



00 01020304
05060708 ©090A0BOC @ODOEOF10 11121314 15161718 191A1B1C

EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8D8E8F90Q 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3C4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5D6D7D8 DIODADBDC
PersonalizationString = <empty>
AdditionallInputl =

60 61626364
65666768 696A6B6C 6D6ECF7Q 71727374 75767778 797A7B7C

Additionallnput2 =
AQ A1A2A3A4
ASAGA7A8 A9AAABAC ADAEAFBO B1B2B3B4 B5B6B7B8 BOBABBBC

B L A Lt B 2
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k sk 5k %k 3k 3k 3k 5k 5k 3k 3k 3k 5k 5k 3k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k
CTR_DRBG_Instantiate_algorithm - without derivation function

entropy_input is

00 01020304
05000708 ©90A0BOC ODOEQF10 11121314 15161718 191A1B1C
personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"

Update

provided_data is



00
05060708 090A0BOC ODOEOF10 11121314 15161718

While loop

Key is
00 00000000 00000000 00000000 00000000

V is
00000000

Block #1
Blockin 00000000 00000001
Blockout 106B40B4 4ABA4BDG

output_block is
166B40B4

temp is
166B40B4

While loop

Key is
00 00000000 00000000 00000000 00002000

V is
00000000

Block #1
Blockin 00000000 00000002
Blockout 0O6E7EA22 CE92708F

output_block is
OGE7EA22

01020304
191A1B1C

00000000

00000001

4ABA4BD6

4ABA4BD6

00000000

00000002

CE92708F



temp is
166B40B4 4ABA4BD6 Q6GE7EA22 CE92708F

While loop

Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000003

Block #1
Blockin 00000000 00000003
Blockout 4EB190C9 A2FA169C

output_block is
4EB190C9 AZ2FA169C

temp is
166B40B4 4ABA4BDo6 Q6E7EA22 CE92708F 4EB190C9 A2FA169C

While loop

Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000004

Block #1
Blockin 00000000 00000004
Blockout DZ2FD8867 DS5@QD2DFE



output_block 1is
D2FD8867 D5@DZ2DFE

temp is
166B40B4 4ABA4BDG
Q6E7EA22 (CE92708F 4EB190C9 A2FA169C D2FD8867 D5@D2DFE

temp XOR provided_data 1is
16 6A42B74E
BF4ADD1QE EEE029C2 9F7E80Q5E A0@82DAB6 EFQO8BCA E4927(C(C9

Key is
16 6A42B74E BF4DD10QE EEEQ29C2 9F7E8Q5E AQ82DAB6

V is
EFQO8BCA E4927CC9O

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k 3k 3k %k >k 5k %k %k >k kkkk
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is

60 61626364
65666768 696A6B6C 6D6ECF7Q 71727374 75767778 797A7B7C

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k %k 3k %k sk 5k %k %k >k kk ok k

CTR_DRBG_Reseed

entropy_input is
80 81828384
85868788 898A8B8C 8DSEZF90 91929394 95969798 999A9BIC



additional_input is
60 61626364
65666768 696A6B6C 6DOEGF7Q 71727374 75767778 797A7B7C

Update
provided_data is

EQ EQEOQEQEQ
EQEQEQEQ EQOEQEQEQ EQOEQOEQEQ EQOEQEQEQ EQEQEQEQ EQEOQEQEQ

While loop
Key is
16 6A42B74E BF4DD1QE EEE029C2 9F7E8O5E AQ82DAB6

V is
EFOO8BCA E4927CCA

Block #1
Blockin EFQO8BCA E4927CCA
Blockout @77AF@2D 5209B1A5

output_block is
@77AFQ2D 5209B1A5

temp is
077AF@2D 5209B1A5

While loop

Key is
1o o6A42B74E BF4DD1QE EEE029C2 9F7E8QSE A0Q82DAB6



V is
EFOO8BCA E4927CCB

Block #1
Blockin  EF@@8BCA E4927C(B
Blockout 9086A90A F689863D
output_block 1is
9086A90A F689863D

temp is
@77AFQ2D 5209B1A5 9086A90A F689863D

While loop
Key is
16 6A42B74E BFADD1QE EEE@29C2 9F7E8QS5E AQ82DABG6

V is
EFOO8BCA E4927CCC

Block #1
Blockin  EF@@8BCA E4927CCC
Blockout EABG6FQOC7 2B1C15A6
output_block is
EABG6FQC7 2B1C15A6

temp is
Q77AF@2D 5209B1A5 9086A90A F689863D EABGFQOC7 2B1C15A6

While loop

Key is



16 6A42B74E BF4DD10OE EEEQ29C2 9F7E8Q5E A@82DAB6

V is
EFQO8BCA E4927CCD

Block #1
Blockin EFQO8BCA E4927CCD
Blockout EE7244FC AB83AF9D

output_block is
EE7244FC AB83AF9D

temp 1is
@77AF@2D 5209B1A5
9086A90A F689863D EABGFOC7 2B1C15A6 EE7244FC AB83AF9D

temp XOR provided_data is
E7 9A10CDB2
E9514570 6649EA16 6966DDOA 561027CB FCF5460QE 92A41C4B

Key is
E7 9A10CDB2 E9514570 6649EA16 6966DDOA 561027CB

V is
FCF5460E 92A41C4B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k >k 3k 3%k %k %k %k 3k 3% %k %k k kK k k

CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>
Block #1
Blockin  FCF5460E 92A41C4C
Blockout BA52044F 83558B(C5

Block #1



Blockin FCF5460E 92A41C4D
Blockout 2030A10E 475131CF

Update
provided_data is

00 00000000
00000000 00000000 00000000 0000000 0000000 0000000

While loop
Key 1is
E7 9A10CDB2 E9514570 6649EA16 ©6966DDOA 561027CB

V is
FCF5460E 92A41C4E

Block #1
Blockin FCF5460E 92A41C4E
Blockout 2BE9E28C 8DC30D13

output_block is
2BE9E28C 8D(C30D13

temp is
Z2BE9QE28C 8DC30D13

While loop
Key is
E7 9A10CDB2 E9514570 6649EA16 6966DDOA 561027CB

V is
FCF5460E 92A41C4F



Block #1

Blockin FCF5460E 92A41C4F
Blockout 2259089D 9A42987D

output_block is

temp is

2BE9EZ28C 8DC30D13

While loop

Key is

V is

Block #1

E7 9A10CDBZ2 E9514570 6649EA16

Blockin  FCF5460E 92A41(50
Blockout FCAEZ2830 99B4966B

output_block 1is

temp is

2BE9E28C 8DC30D13 2259089D 9A42987D

While loop

Key is

E7 9A10CDBZ2 E9514570 6649EA16

2259089D 9A42987D

2259089D 9A42987D

6966DDOA 561027CB

FCF5460E 92A41(C50

FCAE2830 99B4966B

FCAE2830 99B4966B

6966DDOA 561027CB



V is
FCF54060E 92A41C51

Block #1
Blockin FCF5400E 92A41(C51
Blockout 4072AF99 75399510

output_block is
4Q072AF99 75399510

temp 1is
2BE9E28C 8DC30D13
2259089D 9A42987D FCAE2830 99B4966B 4072AF99 75399510

temp XOR provided_data is
2B E9E28C8D
C30D1322 59089D9A 42987DFC AE283099 B4966B40 72AF9975

Key is
2B EQE28C8D (C30D1322 59089D9A 42987DFC AE283099

V is
B4966B40Q 72AF9975

rnd_val 1is
BA52044F 83558BC5 2030A10E 475131CF

Second call to Generate
3K 3k 3k 3K 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 3k sk 3k 3k sk 3k 3k sk sk 3k sk sk 3K sk sk 3K sk sk 3k sk sk 3k sk %k 5k sk %k 5k %k %k k
CTR_DRBG_Generate

requested_number_of_bits = 128

additional_input is
AQ A1A2A3A4



AS5A6A7A8 A9AAABAC ADAEAFBO B1BZ2B3B4 B5B6B7B8 BOBABBBC

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k

CTR_DRBG_Reseed

entropy_input is
Co C1C2C3C4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 D9IDADBDC

additional_input is
AQ A1A2A3A4
ASA6A7A8 AQAAABAC ADAEAFBO B1B2B3B4 B5B6B7B8 B9BABBBC

Update

provided_data 1is
60 60606060
60606060 60606060 60606060 60606060 60606060 60606060

While loop

Key 1is
2B EQE28C8D (C30D1322 59089D9A 42987DFC AE283099

V is
B4966B40 72AF9976

Block #1
Blockin B4966B40 72AF9976
Blockout EB82D768 1174B314

output_block 1is
EB82D768 1174B314



temp is

While loop

Key is

EB82D768

2B E9E28C8D (30D1322 59089D9A 42987DFC

V is

Block #1
Blockin B4966B40Q 72AF9977
Blockout 298A9A80 7F7BBBEQ

output_block is

temp is

B4966B40

298A9A80

EB82D768 1174B314 298A9A80

While loop

Key is

2B E9E28C8D (30D1322 59089D9A 42987DFC

V is

Block #1
Blockin B4966B40 72AF9978
Blockout B670F4C1 C1EB4DDO

output_block 1is

B4966B40

1174B314

AE283099

72AF9977

7F7BBBEQ

7F7BBBEQ

AE283099

72AF9978



B670F4C1 C1EB4DD@

temp 1is
EB82D768 1174B314 298A9A80 7F7BBBEQ B670F4C1 C1EB4DDO

While loop

Key is
2B E9E28C8D (30D1322 59089D9A 42987DFC AE283099

V is
B4966B40Q 72AF9979

Block #1
Blockin B4966B40@ 72AF9979
Blockout 3EDD8281 FD1FCA15

output_block 1is
3EDD8281 FD1FCA15

temp 1is
EB82D768 1174B314
298A9A80 7F7BBBE@ B670F4C1 C1EB4DDO 3EDD8281 FD1FCA15

temp XOR provided_data is
8B E2B70871
14D37449 EAFAEQ1F 1BDB8@D6 1094A1A1 8B2DBOSE BDEZ2E19D

Key 1is
8B EZ2B70871 14D37449 EAFAEQ1F 1BDB8@D6 1094A1A1

V is
8BZ2DBQSE BDEZE19D

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k >k 3k 3k %k %k %k 3k 3% 3k %k %k %k 3k 3% %k %k k k >k k k



CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>

Block #1
Blockin 8B2DBOSE BDEZ2E19E
Blockout Do6ECZA7F B7375E40

Block #1
Blockin 8B2DBOSE BDEZ2E19F
Blockout (C3E6B5C3 6484BZ2DF

Update

provided_data is
00 00000000
00000000 00000000 00000000 00000000 00000000 00000000

While loop

Key is
8B E2B70871 14D37449 EAFAEQLF 1BDB80D6 1094A1A1

V is
8BZ2DBQSE BDEZE1AQ

Block #1
Blockin 8B2DBO5SE BDEZE1AQ
Blockout 687373F9 F19EB7FE

output_block is
687373F9 F19EB7FE

temp is
687373F9 F19EB7FE



While loop

Key is

8B E2B70871 14D37449 EAFAEQL1F 1BDB80@D6

V is

Block #1
Blockin 8B2DBO5SE BDEZE1A1l
Blockout 08960325 FOD6C998

output_block 1is

temp is

8B2DBOSE

08960325

687373F9 F19EB7FE 08960325

While loop

Key is

8B E2B70871 14D37449 EAFAEQL1F 1BDB80@D6

V is

Block #1
Blockin 8B2DBOSE BDEZE1A2
Blockout O8AAEFEB 487B3B15

output_block 1is

8B2DBOSE

O8AAEFEB

1094A1A1

BDEZE1Al

FOD6C998

FOD6C998

1094A1A1

BDEZ2E1AZ

487B3B15



temp 1is

687373F9 F19EB7FE 08960325 FOD6C998 OSAAEFEB

While loop

Key is

V is

Block #1

8B E2B70871 14D37449 EAFAEQ1F

Blockin  8B2DBOSE BDEZE1A3
Blockout 12A4EE6F 2A6B5AC9

output_block is

temp 1is

08960325 FOD6(C998 O8AAEFEB 487B3B15

temp XOR provided_data is

9EB7FEQ8 960325F0 D6C99808 AAEFEB48

Key is

V is

rnd_val 1is

68 7373F9F1 9EB7FEQ8 960325F0

D6EC2A7F B7375E40

1BDB8@D6

8BZDBOS5E

12A4EEGF

687373F9
12A4EEGF

68
7B3B1512

D6C99808

7B3B1512

C3E6B5C3

487B3B15

1094A1A1

BDEZE1A3

2A6B5AC9

F19EB7FE
2A6B5AC9

7373F9F1
A4EEGF2A

AAEFEB48

A4EEGF2A

6484B2DF



B b b b b S bt i
CTR_DRBG
Requested Security Strength = 112

prediction_resistance_flag = "ENABLED"
EntropyInput =
00 01020304
05000708 090A0BOC ODOEQF10 11121314 15161718 191A1B1C

EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8D8E8FI0 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3C4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DoD7D8 D9IDADBDC

PersonalizationString =
40 41424344
45464748 494A4B4C 4D4E4F50 51525354 55565758 595A5B5C

AdditionalInput = <empty>
B L B A 3 Lt B 2
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is

00 01020304
05060708 ©090A0BOC @ODOEOF10 11121314 15161718 191A1B1C

personal_str is
40 41424344
45464748 494A4B4AC 4D4E4F50 51525354 55565758 595A5B5C

prediction_resistance_flag = "PredictionResistance"



Update
provided_data is

40
40404040 40404040 40404040 40404040 40404040

While loop
Key is
00 00000000 00000000 00000000 00000000

V is
00000000

Block #1
Blockin 00000000 00000001
Blockout 106B40B4 4ABA4BD6G

output_block is
166B40B4

temp 1is
166B40B4

While loop
Key is
00 00000000 00000000 00000000 00000000

V is
00000000

40404040
40404040

00000000

00000001

4ABA4BD6

4ABA4BD6

00000000

00000002



Block #1

Blockin 00000000 00000002
Blockout @6E7EA22 CE92708F

output_block is

temp is

O6E7EA22

166B40B4 4ABA4BD6 Q6E7EAZ2Z

While loop

Key 1is

00 00000000 00000000 00000000 00000000

V is
00000000
Block #1
Blockin 00000000 00000003
Blockout 4EB190C9 AZ2FA169C
output_block is
4EB190C9

temp is

166B40B4 4ABA4BD6 Q6E7VEA22 CE92708F 4EB190C9

While loop

Key is

V is

00 00000000 00000000 00000000 00000000

00000000

CE92708F

CE92708F

00000000

00000003

AZ2FA169C

A2FA169C

00000000

00000004



Block #1
Blockin 00000000 00000004
Blockout D2FD8867 D5@QDZDFE
output_block 1is
D2FD8867 D5@ODZ2DFE

temp is
166B40B4 4ABA4BDG
Q6E7EA22 (CE92708F 4EB190C9 A2FA169C D2FD8867 D5@D2DFE

temp XOR provided_data 1is
56 2BOOF40A
FAOB9646 A7AAG28E D230CFOE F1DO89EZ2 BAS56D(C92 BDC82795

Key is
56 2BOOF40A FAOB9646 A7AA628E D230CFOE F1DO8IE2

V is
BA56DC92 BDC82795

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k 3k 3k %k >k 5k %k %k >k kkkk
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k kkk

CTR_DRBG_Reseed

entropy_input is



80
85868788 898A8B8C 8DBE8F90 91929394 95969798

additional_input is <empty>
Update
provided_data is

80
85868788 898A8B8C 8DBE8F90Q 91929394 95969798

While loop
Key is
56 2BOOF40A FAOB9646 A7AAG28E D230CFOE

V is
BA56D(C92

Block #1
Blockin BA56D(C92 BD(C82796
Blockout 9EQ082B6 B55E3596

output_block is
9EQ082B6

temp is
9EQ082B6

While loop

Key 1is
56 2BOOF40A FAOB9646 A7AAG28E D230CFOE

81828384
999A9B9C

81828384
999A9B9C

F1D@89E2

BDC82796

B55E3596

B55E3596

F1D@89E2



V is

BA56D(92
Block #1
Blockin  BA56D(C92 BD(C82797
Blockout F1A82251 90390124
output_block 1is
F1A82251

temp is
9EQ082B6 B55E3596 F1A82251

While loop

Key is
56 2BOOF40A FAQB9646 A7AA628E D230CFOE

V is
BA56D(92
Block #1
Blockin  BA56DC92 BD(C82798
Blockout 24(C9B2C0@ 8D487353
output_block is
24C9B2C0

temp is
9EQ082B6 B55E3596 F1A82251 90390124 24C9B2(C0

While loop

Key is

BDC82797

90390124

90390124

F1D@89EZ2

BDC82798

8D487353

8D487353



56 2BOOF40A FAOB9646 A7AA628E D230CFOE F1D@89EZ2

V is
BA56DC92 BDC82799

Block #1
Blockin BAS56D(C92 BD(C82799
Blockout 32269D08 E3F6F53A

output_block is
32269D08 E3F6F53A

temp 1is
9EQ082B6 B55E3596
F1A82251 90390124 24(C9B2C0O 8D487353 32269D08 E3F6F53A

temp XOR provided_data is
1E 81003531
DBB31179 21A8DA1C B48FABB4 58205319 DDES5C4AA BFQ7937F

Key is
1E 81003531 DBB31179 21A8DA1C B48FABB4 58205319

V is
DDE5C4AA BF@O7937F

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k >k 3k 3%k %k %k %k 3k 3% %k %k k kK k k

CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>
Block #1
Blockin  DDESC4AA BFQ79380
Blockout 9AFQ@447 842ADASC

Block #1



Blockin  DDES5C4AA BF@79381
Blockout 26AAE321 FO7Q7EAB

Update
provided_data is

00 00000000
00000000 00000000 00000000 0000000 0000000 0000000

While loop
Key 1is
1E 81003531 DBB31179 21A8DA1C B48FABB4 58205319

V is
DDE5C4AA BF@79382

Block #1
Blockin DDE5C4AA BFQ79382
Blockout 910C6503 F2C38D10

output_block is
910C6503 F2C38D10

temp is
910C6503 F2C38D10

While loop
Key is
1E 81003531 DBB31179 21A8DA1C B48FABB4 58205319

V is
DDE5C4AA BF@79383



Block #1

Blockin  DDES5C4AA BF@79383
Blockout 11C9D57A D32E1393

output_block is

temp is

910C6503 F2C38D10

While loop

Key is

V is

Block #1

1E 81003531 DBB31179 21A8DA1C

Blockin  DDES5C4AA BFQ79384
Blockout 8B4223C3 EB3DA759

output_block 1is

temp is

910C6503 F2C38D10 11C9D57A D32E1393

While loop

Key is

1E 81003531 DBB31179 21A8DA1C

11C9D57A

11C9D57A

B48FABB4

DDE5C4AA

8B4223C3

8B4223C3

B48FABB4

D32E1393

D32E1393

58205319

BF@79384

EB3DA759

EB3DA759

58205319



V is
DDE5C4AA BF@79385

Block #1
Blockin DDE5C4AA BF@79385
Blockout B37E3@5E 79F946EF

output_block is
B37E305E 79F946EF

temp 1is
910C6503 F2C38D10
11C9D57A D32E1393 8B4223C3 EB3DA759 B37E305E 79F946EF

temp XOR provided_data is
91 0C6503F2
C38D1011 C9D57AD3 2E13938B 4223C3EB 3DA759B3 7E305E79

Key is
91 0C6503F2 (C38D1011 C9D57AD3 2E13938B 4223C3EB

V is
3DA759B3 7E305E79

rnd_val 1is
9AF00447 842ADASC 20AAE321 FQ7QT7EAB

Second call to Generate
3K 3k 3k 3K 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 3k sk 3k 3k sk 3k 3k sk sk 3k sk sk 3K sk sk 3K sk sk 3k sk sk 3k sk %k 5k sk %k 5k %k %k k
CTR_DRBG_Generate

requested_number_of_bits = 128

additional_input is <empty>



Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k

CTR_DRBG_Reseed
entropy_input is

Co C1C2C3C4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 DODADBDC

additional_input is <empty>
Update
provided_data is

Co C1C2C3C4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 DIODADBDC

While loop
Key is
91 0C6503F2 (38D1011 (C9D57AD3 2E13938B 4223C3EB

V is
3DA759B3 7E30Q5E7A

Block #1
Blockin 3DA759B3 7E3Q5E7A
Blockout 81A533D1 D557C36F

output_block 1is
81A533D1 D557C36F

temp is
81A533D1 DS557C36F



While loop

Key is
91 0C6503F2 (C38D1011 (C9D57AD3 2E13938B
Vis
3DA759B3
Block #1
Blockin  3DA759B3 7E30Q5E7B
Blockout CB17A484 D1AA94ED
output_block 1is
CB17A484

temp is
81A533D1 D557C36F (CB17A484

While loop

Key is
91 0C6503F2 (C38D1011 (C9D57AD3 2E13938B

V is
3DA759B3
Block #1
Blockin  3DA759B3 7E305E7C
Blockout ©6E226341 QE9181B2
output_block 1is
6E226341

temp is
81A533D1 D557C36F CB17A484 D1AA94ED 6E226341

4223C3EB

7E305E7B

D1AA94ED

D1AA94ED

4223C3EB

7E305E7C

OE9181B2

OE9181B2



While loop

Key is
91 0C6503F2 (C38D1011 COD57AD3 2E13938B 4223C3EB
V is
3DA759B3 7E30Q5E7D
Block #1

Blockin  3DA759B3 7E3@5E7D
Blockout 94D47COA 5C1EAZ253

output_block is
94D47COA 5C1EA253

temp 1is
81A533D1 D557C36F
CB17A484 D1AA94ED 6E226341 QE9181B2 94D47COA 5C1EA253

temp XOR provided_data is
41 64F11211
9205A803 DEGE4F1D 675A22BE F3B192DA 4457654C @DA6D180

Key 1is
41 64F11211 9205A803 DEGE4F1D ©675A22BE F3B192DA

V is
4457654C ODA6D180

3K 3k 3k 3K sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk >k 5k sk %k 5K sk >k 5k sk %k 5k sk %k ok sk k ok
CTR_DRBG_Generate

requested_number_of_bits = 128

additional_input is <empty>



Block #1
Blockin
Blockout

Block #1

Blockin
Blockout

Update

provid

4457654C 0ODA6D181
B1C2B79F 8D857055

4457654C @ODA6D182
7B650EE3 B1F3A674

ed_data 1is

00 00000000

00000000 00000000 00000000 0000000 0000000 000000

Whil

Key

V is

Block #1
Blockin
Blockout

outp

temp

Whil

e loop

is

41 64F11211 9205A803 DE6E4F1D 675A22BE F3B192DA

4457654C ODA6D183
81AD@OBD 39189E1D

ut_block is

is

e loop

4457654C @DA6D183

81ADOOBD 39189E1D

81ADO@BD 39189E1D



Key is
41 64F11211 9205A803 DEGE4F1D 675A22BE

V is
4457654C
Block #1
Blockin  4457654C @DAocD184
Blockout 25@0F9C5C 79DFDAC3
output_block 1is
250F9C5C

temp is
81ADOOBD 39189E1D 250F9C5C

While loop

Key is
41 64F11211 9205A803 DEGE4F1D 675A22BE

V is
4457654C
Block #1
Blockin  4457654C @DAo6D185
Blockout 9AFB6A1D 0C2928D1
output_block 1is
9AFBGA1D

temp is
81ADO@BD 39189E1D 250F9C5C 79DFDAC3 9AFBGA1D

F3B192DA

0DA6D184

79DFDAC3

79DFDAC3

F3B192DA

©ODA6D185

0C2928D1

0C2928D1



While loop

Key is
41 64F11211 9205A803 DEGE4F1D 675A22BE F3B192DA
V is
4457654C @ODA6D186
Block #1

Blockin 4457654C ODAGD186
Blockout EOGEB7429 1551530A

output_block is
EGEB7429 1551530A

temp 1is
81ADQOBD 39189E1D
250F9C5C 79DFDAC3 9AFB6A1D 0C2928D1 EGEB7429 1551530A

temp XOR provided_data is
81 ADQOBD39
189E1D25 QF9C5C79 DFDAC39A FBOA1DOC 2928D1E6 EB742915

Key is
81 ADOOBD39 189E1D25 QFOCS5C79 DFDAC39A FB6A1DOC

V is
2928D1E6 EB742915

rnd_val 1is
B1C2B79F 8D857055 7B6S5QEE3 B1F3A674

L B v
CTR_DRBG

Requested Security Strength = 112



prediction_resistance_flag = "ENABLED"
EntropyInput =
00 01020304
050060708 090AOBOC ODOEQF10 11121314 15161718 191A1B1C

EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8D8E8FI0 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3C4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 D9IDADBDC

PersonalizationString =
40 41424344
45464748 494A4B4C 4D4E4F50 51525354 55565758 595A5B5C

AdditionalInputl =
60 61626364
65606768 696A6B6C 6D6EGF70Q 71727374 75767778 797A7B7C

Additionallnput2 =
AQ A1A2A3A4
ASA6A7A8 A9AAABAC ADAEAFB@ B1B2B3B4 B5B6B7B8 B9BABBBC

L B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3%k 3k 3k %k %k 3k 3k 3k 3k %k %k 3%k 3%k 3k %k %k 3k 3% 3k 3k %k %k 3%k 3%k %k %k %k %k 3% 3% >k %k %k %k 3% %k %k %k *k >k %k k

CTR_DRBG_Instantiate_algorithm - without derivation function

entropy_input is
00 01020304
05060708 ©90APBAC ODOEQF10 11121314 15161718 191A1B1C

personal_str is
40 41424344
45464748 494A4B4C 4D4E4F50 51525354 55565758 595A5BS5C



prediction_resistance_flag = "PredictionResistance"

Update

provided_data is

40

40404040 40404040 40404040 40404040 40404040

While loop

Key is

V is

Block #1

00 00000000 00000000 00000000 00000000

00000000

Blockin 00000000 00000001
Blockout 166B40B4 4ABA4BD6

output_block 1is

temp is

106B40B4

166B40B4

While loop

Key 1is

V is

00 00000000 00000000 00000000 00000000

00000000

40404040
40404040

00000000

00000001

4ABA4BD6

4ABA4BD6

00000000

00000002



Block #1
Blockin 00000000 00000002
Blockout ©@6E7EA22 CE92708F

output_block is
O6E7EA22 CE92708F

temp is
166B40B4 4ABA4BD6 QGE7EA22 CE92708F

While loop
Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000003

Block #1
Blockin 00000000 00000003
Blockout 4EB190C9 A2FA169C

output_block is
4EB190C9 A2FA169C

temp is
166B40B4 4ABA4BD6 Q6E7EA22 CE92708F 4EB190C9 A2FA169C

While loop

Key is
00 00000000 00000000 00000000 00000000 00000000



V is
00000000 00000004

Block #1
Blockin 00000000 00000004
Blockout DZ2FD8867 D50DZ2DFE

output_block is
D2FD8867 D5@QD2DFE

temp 1is
166B40B4 4ABA4BD6
Q6E7EA22 CE92708F 4EB190C9 A2FA169C D2FD8867 D50QDZ2DFE

temp XOR provided_data is
56 2BOOF40A
FAOB9646 A7AAG28E D230CFQE F1D@89EZ2 BA56DC92 BD(C82795

Key is
56 2BOOF40A FAOB9646 A7AAG28E D230CFOE F1DO89EZ2

V is
BA56DC92 BD(C82795

First call to Generate
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k %k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k sk %k %k k ok ok sk sk kkkk k
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is

60 61626364
65666768 696A6B6C 6D6ECF7Q 71727374 75767778 797A7B7C

Generate FAILED: Reseed is required



3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3% 3k %k %k %k 3k 3% %k %k k k >k k k

CTR_DRBG_Reseed

entropy_input 1is
80 81828384
85868788 898A8B8C 8DSE8FI90 91929394 95969798 999A9BIC

additional_input is
60 61626364
65606768 696A6B6C 6D6EGF70Q 71727374 75767778 797A7B7C

Update

provided_data is
EQ EQEQEQEQ
EQEQEQEQ EQEQEQEQ EQEQEQEQ EQEQEQEQ EQEQEQEQ EQEQEQEQ

While loop

Key is
56 2BOOF40A FAOB9646 A7AAG28E D230CFOE F1D@89EZ2

V is
BA56DC92 BD(C82796

Block #1
Blockin BA56D(C92 BD(C82796
Blockout 9EQ082B6 B55E3596

output_block 1is
9EQ082B6 B55E3596

temp 1is
9EQ082B6 B55E3596



While loop

Key is

56 2BOOF40A FAOB9646 A7AA628E DZ230CFOE

V is

Block #1
Blockin BAS56D(C92 BD(CR2797
Blockout F1A82251 90390124

output_block is

temp 1is

BA56D(C92

F1A82251

9EQ082B6 B55E3596 F1A82251

While loop

Key is

56 2BOOF40A FAOB9646 A7AA628E DZ230CFOE

V is

Block #1
Blockin BAS56D(C92 BD(C82798
Blockout 24C9B2C0O 8D487353

output_block is

temp 1is

BA56D(C92

24C9B2C0

F1D@89EZ

BDC82797

90390124

90390124

F1D@89EZ2

BDC82798

8D487353



9EQ082B6 B55E3596 F1A82251 90390124 24(C9B2C0O 8D487353

While loop
Key 1is
56 2BOOF40A FAOB9646 A7AAG28E D230CFOE F1D@89EZ2

V is
BA56DC92 BD(C82799

Block #1
Blockin BA56D(C92 BD(C82799
Blockout 32269D08 E3F6F53A

output_block is
32269D08 E3F6F53A

temp is
9EQ082B6 B55E3596
F1A82251 90390124 24(9B2CO 8D487353 32269D08 E3F6F53A

temp XOR provided_data is
7E EQ625655
BED57611 48C2B17@ D9E1C4(C4 2952206D A893B3D2 Co7DE8Q3

Key is
7E E0625655 BED57611 48C2B17@0 D9E1C4C4 2952206D

V is
A893B3D2 C67DE80Q3

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3k % >k %k %k 5%k % %k %k %k *k %k %k %k

CTR_DRBG_Generate

requested_number_of_bits = 128



additi

Block #1
Blockin
Blockout

Block #1

Blockin
Blockout

Update

provid

onal_input is <empty>

A893B3D2 (C67DE804
58674F0B CD88A4F5

A893B3D2 C67DE805
107F6E91 FCFC477C

ed_data is

00 00000000

00000000 00000000 00000000 00000000 00000000 00000000

Whil

Key

V is

Block #1
Blockin
Blockout

outp

temp

e loop

is

7E E0625655 BED57611 48C2B170 D9E1C4C4 2952206D

A893B3D2 C67DE806
65697455 25220EB7

ut_block is

is

A893B3D2 (C67DE806

65697455 25220EB7

65697455 25220EB7



While loop

Key is
7E E0625655 BED57611 48C2B170 D9E1C4C4
Vis
A893B3D2
Block #1
Blockin  A893B3D2 C67DE8Q7
Blockout F4F55A13 656ADFDF
output_block is
F4F55A13

temp 1is
65697455 25220EB7 F4F55A13

While loop

Key is
7E E0625655 BED57611 48C2B170 DOE1C4C4

Vis
A893B3D2
Block #1
Blockin  A893B3D2 C67DE8Q8
Blockout 8C5A56BA 299916BC
output_block is
8C5A56BA

temp is
65697455 25220EB7 F4F55A13 656ADFDF 8C5AS56BA

2952206D

C67DE8O7

656ADFDF

656ADFDF

2952206D

C67DE808

299916BC

299916BC



While loop

Key 1is
7E E0625655 BED57611 48C2B170 D9E1C4C4 2952206D
V is
A893B3D2 Co67DE8Q9
Block #1

Blockin  A893B3DZ2 (C67DE8@9
Blockout 6D65AF83 8CCA2CDA

output_block is
6D65AF83 8CCA2CDA

temp is
65697455 25220EB7
F4F55A13 656ADFDF 8C5A56BA 299916BC 6D65AF83 8CC@2CDA

temp XOR provided_data is
65 69745525
220QEB7F4 F55A1365 6ADFDF8C 5A56BA29 9916BC6D 65AF838C

Key is
65 69745525 220QEB7F4 F55A1365 6ADFDF8C 5A56BA29

V is
9916BC6D 65AF838C

rnd_val 1is
58674FQB CD88A4F5 107F6E91 FCFC477C

Second call to Generate



3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3%k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k *k >k k k

CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is

AQ A1AZA3A4
ASAGA7A8 A9AAABAC ADAEAFBO B1B2B3B4 B5B6B7B8 BO9BABBBC

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k sk 3k 3k Sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k >k sk 3k 3k sk >k sk 3k %k sk 3k sk sk >k %k %k *k k

CTR_DRBG_Reseed

entropy_input is
Co C1C2C3c4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 D9DADBDC

additional_input is
AQ A1A2A3A4
ASAGA7A8 A9AAABAC ADAEAFBO B1B2B3B4 B5B6B7B8 BI9BABBBC

Update
provided_data is

60 60606060
60600060 60606060 60606060 60606060 60606060 60606060

While loop
Key is
65 69745525 220QEB7F4 F55A1365 6ADFDF8C 5A56BA29

V is
9916BC6D 65AF838D



Block #1
Blockin  9916BC6D 65AF838D
Blockout 43055D6A DBC6F3D9
output_block is
43055D6A DBC6F3D9

temp 1is
43055D6A DBC6F3D9

While loop
Key is
65 69745525 220EB7F4 F55A1365 6ADFDF8C 5AS56BAZ29

V is
9916BC6D 65AF838E

Block #1
Blockin  9916BC6D 65AF838E
Blockout 54F1A12F 32EFFOEA
output_block is
54F1A12F 32EFF9EA

temp 1is
43055D6A DBC6F3D9 54F1A12F 32EFFOEA

While loop

Key is
65 69745525 220EB7F4 F55A1365 6ADFDF8C 5A56BA29

V is



9916BC6D

Block #1
Blockin  9916BCoD 65AF838F
Blockout 586C4927 579F889F

output_block is
586(4927

temp is
43055D6A DBC6F3D9 54F1A12F 32EFF9EA 586(4927

While loop

Key is
65 69745525 220EB7F4 F55A1365 6ADFDF8C

V is
9916BC6D
Block #1
Blockin  9916BC6D 65AF8390
Blockout 5526CF26 D53D3D01
output_block 1is
5526CF26
temp is
43055D6A

54F1A12F 32EFFOEA 586(C4927 579F889F 5526(CF26

temp XOR provided_data is
23
A693B934 91(C14F52 8F998A38 0(C294737 FFE8FF35

Key is

65AF838F

579F889F

579F889F

5A56BA29

65AF8390

D53D3D01

DBC6F3D9
D53D3D01

653D0ABB
46AF46B5



23 653D0ABB A693B934 91C14F52 8F998A38 0(294737

V is
FFE8FF35 46AF46B5

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k 3%k 3k >k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k %k 3%k >k 3% 3k 5%k 3k %k 3%k %k 3% >k >k 3k %k 3% %k 3% %k % >k %k % %k % %k % %k *k

CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>
Block #1
Blockin  FFE8FF35 46AF46B6
Blockout 65DD535E 768645BF
Block #1

Blockin  FFE8FF35 46AF46B7
Blockout 23701A88 93BA9AFB

Update
provided_data is

00 00000000
00000000 00000000 00000000 00000000 00000000 00000000

While loop
Key is
23 653DOABB A693B934 91C14F52 8F998A38 0C294737

V is
FFE8FF35 46AF46B8

Block #1
Blockin FFE8FF35 46AF46B8



Blockout 3957588B ©@02DESAC

output_block is

3957588B
temp 1is

3957588B
While loop
Key is

23 653D0ABB A693B934 91C14F52 8F998A38

Vis
FFESFF35
Block #1
Blockin FFE8FF35 46AF46B9
Blockout ©A9737D8 D1F906D4
output_block is
0A9737D8

temp 1is

39575888 002DESAC 0QA9737D8

While loop

Key is

V is

23 653D0ABB A693B934 91C14F52 8F998A38

FFE8FF35

002DE9AC

002DESAC

0C294737

46AF46B9

D1F906D4

D1F906D4

0C294737

46AF46BA



Block #1

Blockin  FFE8FF35 46AF46BA
Blockout D6362C4D 53DB11D2

output_block is

temp is

39575888 00Z2DE9AC 0A9737D8 D1F906D4

While loop

Key is

V is

Block #1

23 653DOABB A693B934 91C14F52

Blockin FFE8FF35 40AF46BB
Blockout AQCCOC70 49FAl167F

output_block 1is

temp is

©OA9737D8 D1F906D4 D6362C4D 53DB11D2

temp XOR provided_data is

2DE9ACOA 9737D8D1 F906D4D6 362C4D53

Key is

39 57588B00 2DE9ACOA 9737D8D1

D6362C4D

D6362C4D

8F998A38

FFE8FF35

AQCCIC70

3957588B
A@CCIC70

39
DB11DZ2A0@

F906D4D6

53DB11D2

53DB11DZ

0C294737

46AF46BB

49FA167F

002DE9AC
49FA167F

57588B00
CC9C7049

362C4D53



V is
DB11D2A0@ CC9C7049

rnd_val is
65DD535E 768645BF 23701A88 93BA9AFB
B L B 3 et B et
CTR_DRBG
Requested Security Strength = 128
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00010203 040500607
08090A0B QOCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9ODIESF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8DODADB DCDDDEDF
PersonalizationString = <empty>
AdditionalInput = <empty>
e e e L T g
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk 3k sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk 3k 5k 5k 5k 3k 3k 3k %k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k %k sk sk kok ok k ok
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input 1is

00010203 04050607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

personal_str is <empty>



prediction_resistance_flag = "No PredictionResistance"

Update

provided_data is

08090A0B QOCODOEOF 10111213

While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

output_block is

00000000

00000000

58E2FCCE

58E2FCCE

00000000

00000000

0388DACE

14151617

00000000

00000000

FA7E3061

FA7E3061

00000000

00000000

60B6A392

00010203
18191A1B

00000000

00000000

367F1D57

367F1D57

00000000

00000000

F328C2B9

04050607
1C1D1E1F

00000000

00000001

A4E7455A

A4E7455A

00000000

00000002

71B2FE78



temp is
S8E2FCCE FA7E3061
367F1D57 A4E7455A 0388DACE 60B6A392 F328C2B9 71B2FE78

temp XOR provided_data is
S58E3FECD FE7B3666
3E76175C A8EA4B55 1399C8DD 74A3B585 EB31D8A2 G6DAFEQG7

Key is
S8E3FECD FE7B3666 3E76175C AS8EA4B55

V is
1399C8DD 74A3B585 EB31D8AZ2 GDAFEQG7

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k 3k 3k sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk 3k sk 5k 5k 3k 3k 3k %k 3k sk sk sk sk 5k 5k 3k 5k >k %k %k %k sk sk kok ok k ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000

While loop

Key is



V is

output_block is

temp is

While loop

Key is

V is

output_block 1is

temp is

58E3FECD

1399C8DD

14810C15

14810C15

58E3FECD

1399C8DD

B85442C7

5C2518B4 553FB155 B85442C7

temp XOR provided_data is

5C2518B4 553FB155 B85442(C7

Key is

V is

14810C15

FE7B3666

74A3B585

D85DA566

D85DA566

FE7B3666

74A3B585

900E7D82

900E7D82

900E7D82

D85DA566

3E76175C

EB31D8AZ

5C2518B4

5C2518B4

3E76175C

EB31D8AZ

7A11C60D

14810C15
7A11C60D

14810C15
7A11Co0D

5C2518B4

A8EA4B55

6DAFEQGA

553FB155

553FB155

A8EA4B55

6DAFEQGB

18F424E5

D85DA566
18F424E5

D85DA566
18F424E5

553FB155



B85442C7 900E7D82 7A11C6@0D 18F424E5

rnd_val 1is
1686FFCF 9F358BE7
4452E647 BA156AAB 05135797 117FD1AB 317D318C 66QE3D18

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk kosk ok k ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 00000000 000VV000 00000000

While loop

Key is
14810C15 D85DA566 5C2518B4 553FB155

V is
B85442C7 90QEVD82 7A11C60D 18F424ER

output_block is
F75ECD8C D778C71E F4DC13AC @779723F

temp 1is



F75ECD8C D778C71E F4DC13AC @779723F

While loop

Key is
14810C15 D85DA566 5C2518B4 553FB155

V is
B85442C7 900E7D82 7A11Co@D 18F424E9

output_block 1is
2AE7QFAB (CD77683C D(C921607 9C291D5B

temp is
F75ECD8C D778C71E
F4ADC13AC @779723F 2AE7QOFAB CD77683C DC921607 9C291D5B

temp XOR provided_data 1is
F75ECD8C D778C71E
FADC13AC @779723F 2AE7@QFAB (D77683C D(C921607 9C291D5B

Key is
F75ECD8C D778C71E F4DC13AC @779723F

V is
2AE7QFAB CD77683C D(C921607 9C291D5B

rnd_val 1is
F89A638F 026010CF
BODCC706 B34C789C 07B94FD4 o©DABO9QEC 866A523B DOSEF2CA
B B 8 8 8 8 8 8 8 8 8 A 8 8 A

CTR_DRBG



Requested Security Strength = 128

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
00010203 04050607
08090A0B QCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9ODIESF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF

PersonalizationString = <empty>
AdditionallInputl =

60616263 64656667
68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F

AdditionalInput2 =
AQAL1AZA3 A4AS5AGA7
A8SA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF

S R
3k 3k 3k 3 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k %k 3k 5k %k 3k 3%k 3k 3k %k 3k 5k %k 3k 3%k %k 5k %k >k 5k %k 3k >k kkkk
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is
00010203 04050607
08090A0B QCODOEOF 10111213 14151617 18191A1B 1C1D1E1F

personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance"



Update

provided_data is

08090A0B OCODOEQOF 10111213

While loop

Key is

V is

output_block 1is

temp 1is

While loop

Key is

V is

output_block 1is

temp is

00000000

00000000

58E2FCCE

58E2FCCE

00000000

00000000

0388DACE

14151617

00000000

00000000

FA7E3001

FA7E3061

00000000

00000000

60B6A392

00010203
18191A1B

00000000

00000000

367F1D57

367F1D57

00000000

00000000

F328C2B9

58E2FCCE

04050007
1C1D1E1F

00000000

00000001

A4E7455A

A4E7455A

00000000

00000002

71B2FE78

FA7E3001



367F1D57 A4E7455A 0388DACE 60B6A392 F328C2B9 71BZ2FE78

temp XOR provided_data 1is
S8E3FECD FE7B3666
3E76175C ASEA4B55 1399C8DD 74A3B585 EB31D8AZ2 6DAFEQG7

Key is
S8E3FECD FE7B3666 3E76175C A8EA4B55

V is
1399C8DD 74A3B585 EB31D8A2 6DAFEQG7

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k %k 5k %k >k 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667
68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F

additional_input <> NULL, process appropriately

Update
provided_data is

60616263 64656667
68696A6B 6COD6EGF 70717273 74757677 78797A7B 7C7D7E7F

While loop

Key is



V is

output_block is

temp is

While loop

Key is

V is

output_block 1is

temp is

58E3FECD

1399C8DD

1686FFCF

1686FFCF

58E3FECD

1399C8DD

05135797

4452E647 BA156AAB 05135797

temp XOR provided_data is

2C3B8C2C Do7804C4 756225E4

Key is

V is

76E79DAC

FE7B3666

74A3B585

9F358BE7

9F358BE7

FE7B3666

74A3B585

117FD1AB

117FD1AB

650AA7DC

FB50QED80O

3E76175C

EB31D8AZ

4452E647

4452E647

3E76175C

EB31D8AZ

317D318C

1686FFCF
317D318C

76E79DAC
49044BF7

2(3B8C2C

A8EA4B55

6DAFEQ68

BA156AAB

BA156AAB

A8EA4B55

6DAFEQ69

660E3D18

9F358BE7
660E3D18

FB5QED80Q
1A734367

D67804C4



Update

provided_data is

756225E4 650AA7DC 49044BF7

68696A6B 6C6DOEGF 70717273

While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

output_block is

76E79DAC

756225E4

04E81A0B

04E81A0OB

76E79DAC

756225E4

2929B2BC

74757677

FB50QED80

650AA7DC

49D43C63

49D43C63

FB5QED80Q

650AA7DC

F2CFDAg0Q

60616263
78797A7B

2C3B8C2C

49044BF7

DDO8BCA7

DD@88CA7

2C3B8C2C

49044BF7

A358BB(C8

1A734367

64656667
7C7D7E7F

D67804C4

1A73436A

02467720

02467720

D67804C4

1A734368B

543103C9



temp is
04E81AOB 49D43(C63
DDO88CA7 02467720 2929B2BC F2CFDA8Q A358BBC8 543103C9

temp XOR provided_data is
64897868 2DB15A04
B561E6CC 6EZ2B194F 5958COCF 86BAACF7 DB21C1B3 284(7DB6

Key is
64897868 2DB15A04 B561E6CC 6EZ2B194F

V is
5958COCF 86BAACF7 DB21C1B3 284C7DB6

rnd_val 1is
CBFD7872 46E49C1C
98569F68 5B8M8D8B 916F747C Q9D419BE 6OAFQ735 2C60274A

Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kkkk
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AQA1AZA3 A4AS5A6A7
A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB BCBDBEBF

additional_input <> NULL, process appropriately

Update

provided_data is



A8A9AAAB ACADAEAF BOB1BZB3

While loop
Key is

64897868
Vis

5958CQCF
output_block is

2B9AFD91
temp is

2B9AFD91
While loop
Key is

64897868
Vis

5958COCF
output_block is

ACO565F4

temp is

BBEZ23AF5 22244A27 ACO565F4

temp XOR provided_data is

B4B5B6B7

2DB15A04

86BAACF7

EF659E4D

EF659E4D

2DB15A04

86BAACF7

30E74EA4

30E74EA4

AQA1AZA3
B8BOBABB

B561E6CC

DB21C1B3

BBEZ23AF5

BBEZ23AF5

B561E6CC

DB21C1B3

A9FA4FBF

Z2B9AFD91
A9FA4FBF

A4A5AGA7
BCBDBEBF

6EZ2B194F

284C7DB7

22244A27

22244AM27

6EZ2B194F

284C7DB8

50B048F1

EF659E4D
50B048F1



8B3B5F32

134B905E 8E89E488 1(CB4D747 8452F813 1143F504

Key 1is

V is

Update

provided_data 1is

8B3B5F32 4BCO38EA 134B905E

1CB4D747 8452F813 1143F504

AQA1AZA3

A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB

While loop

Key 1is

V is

output_block is

temp is

While loop

Key is

8B3B5F32 4BCO38EA 134B905E

1CB4D747 8452F813 1143F504

924095AD 1828265A EFBCC516

924095AD 1828265A EFBCC516

4BCO38EA
ECODF64E

8E89E488

ECODF64E

A4AS5AGA7
BCBDBEBF

8E89E488

ECODF651

A8BBFD25

A8BBFD25



8B3B5F32 4BCO38EA 134B90SE 8E89E488

V is
1CB4D747 8452F813 1143F504 ECODFo652

output_block 1is
F9811209 OAS5F536D EQFFEBDZ2 FDCFAES6

temp is
924095AD 1828265A
EFBCC516 A8BBFD25 F9811209 ©OASF536D EQFFEBDZ2 FDCFAES6

temp XOR provided_data is
32E1370E BC8DBAFD
47156FBD 0416538A 4930A0BA BEEAESDA 58465169 417210E9

Key is
32E1370E BC8D8OFD 47156FBD 0416538A

V is
4930A0BA BEEAESDA 58465169 417210E9

rnd_val 1is
3911B@96 E12EE1C9
DF59DD91 73BAQA49 6(C39B748 705891B8 EQ8C1F36 EOQ39BCE1

B B B R B G e b e
CTR_DRBG
Requested Security Strength = 128
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00010203 040500607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F



EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5CeC7
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF

PersonalizationString =
40414243 44454047
48494A4B 4C4D4EAF 50515253 54555657 58595A5B 5CSDSESF

AdditionalInput = <empty>
B L B B A et B et i
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k 5k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k %k %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is

00010203 040500607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

personal_str is
40414243 44454647
48494A4B 4C4D4AE4AF 50515253 54555657 58595A5B S5CS5DSESF

prediction_resistance_flag = "No PredictionResistance"
Update
provided_data is

40404040 40404040
40404040 40404040 40404040 40404040 40404040 40404040



While loop

Key is

V is

output_block 1is

temp is

While loop

Key 1is

V is

output_block is

temp is

00000000

00000000

58E2FCCE

58E2FCCE

00000000

00000000

0388DACE

367F1D57 A4E7455A ©388DACE

temp XOR provided_data is

763F5D17 E4A7051A 43C89A8E

Key is

18A2BC8E

00000000

00000000

FA7E3061

FA7E30601

00000000

00000000

60B6A392

60B6A392

20F6E3D2

BA3E7021

00000000

00000000

367F1D57

367F1D57

00000000

00000000

F328C2B9

58E2FCCE
F328C2B9

18A2BC8E
B36882F9

763F5D17

00000000

00000001

A4E7455A

A4E7455A

00000000

00000002

71B2FE78

FA7E3061
71B2FE78

BA3E7021
31F2BE38

E4A7051A



V is
43C89A8E 20QF6GE3DZ2 B36882F9 31F2BE38

First call to Generate
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k sk 5k %k 3k 3k sk 3k %k %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 0000000 00000000 000000

While loop
Key 1is
18A2BC8E BA3E7021 763F5D17 E4A70Q51A

V is
43C89A8E 20F6E3D2 B36882F9 31F2BE3B

output_block is
FDOESA45 QFBEACBA C48AE9GE A7EQBGEB

temp is
FDO9ES5A45 OFBEACBA C48AE96E A7EOBGEB



While loop

Key is
18AZ2BC8E BA3E7021 763F5D17 E4A70Q51A

V is
43C89A8E 20F6E3D2 B36882F9 31F2BE3C

output_block is
33CED475 402EF666 COG4EQ9E A9FD86GB7

temp is
FD9ES5A45 OFBEACBA
C48AE96E A7EOBGEB 33CED475 402EF666 CO64EQ9E A9FD86GB7

temp XOR provided_data is
FDOES5A45 QFBEACBA
C48AE96E A7EQBGEB 33CED475 402EF666 CQG4EQ9E A9FD86GB7

Key is
FDOESA45 QFBEACBA C48AE9GE A7EOQBGEB

V is
33CED475 402EFo66 CO64EQ9E A9FD86B7

rnd_val 1is
FA1DF743 5039C649
3B14D8C8 F9715BA5 CEGEE312 2QEEDEE3 65A4B6B7 2FD68554

Second call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k >k %k %k 3%k 3k 3k %k %k %k %k 3k >k %k %k %k % %k %k %k *k %k %k k



CTR_DRBG_Generate

requested_number_of_bits = 256

additional_input is

Update

provided_data is

<empty>

00000000 00000000 00000000

While loop

Key 1is

V is

output_block is

temp is

While loop

Key 1is

V is

FDOE5A45

33CED475

C2A75EEC

C2A75EEC

FDOES5A45

33CED475

00000000

OFBEACBA

402EF666

1593F3C0

1593F3C0

OFBEACBA

402EF666

00000000
00000000

C48AE96E

CO64EQ9E

11831516

11831516

C48AE96E

CO64EQ9E

00000000
00000000

A7EQOBGEB

A9FD86BA

F32115D9

F32115D9

A7EQBGEB

A9FD86BB



output_block is
FE3B7B8C 420F4BC7 9EAFC24A 4E4F54ED

temp is
C2A75EEC 1593F3(C0
11831516 F32115D9 FE3B7B8C 420F4BC7 9EAFC24A 4E4F54ED

temp XOR provided_data is
C2A75EEC 1593F3(C0
11831516 F32115D9 FE3B7B8C 420F4BC7 9EAFC24A 4E4FS54ED

Key is
C2A75EEC 1593F3C@ 11831516 F32115D9

V is
FE3B7B8C 420F4BC7 9EAFC24A 4E4AFS54ED

rnd_val 1is
021FODAQ® 6944CB4B
20AS5E7CD 3740B1E6 AB9OB3AA 66638A03 5BAC12CC F29C148A

B B B B e bt
CTR_DRBG
Requested Security Strength = 128
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00010203 04050007
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF

EntropyInput2 (for Reseed2) =



CoC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8DODADB DCDDDEDF

PersonalizationString =
40414243 44454047
48494A4B 4C4DAEAF 50515253 54555657 58595A5B 5CSDSESF

Additionallnputl =
60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Additionallnput2 =
AQA1A2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BI9BABB BCBDBEBF

L B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3%k 3k %k %k 3k 3% 3k 3k %k >k 3k 3k 3k %k %k 3k 3% 3% %k %k %k 3%k 3% %k %k %k >k >k %k k

CTR_DRBG_Instantiate_algorithm - without derivation function

entropy_input 1is
00010203 04050607
08090A0B OCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

personal_str is
40414243 444540647
48494A4B 4C4D4E4AF 50515253 54555657 58595A5B S5CSDSESF

prediction_resistance_flag = "No PredictionResistance"

Update

provided_data is
40404040 40404040
40404040 40404040 40404040 40404040 40404040 40404040



While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

output_block is

temp 1is

00000000

00000000

58E2FCCE

58E2FCCE

00000000

00000000

0388DACE

367F1D57 A4E7455A ©388DACE

temp XOR provided_data is

763F5D17 E4A7051A 43C89A8E

00000000

00000000

FA7E3061

FA7E3061

00000000

00000000

60B6A392

60B6A392

20F6E3D2

00000000

00000000

367F1D57

367F1D57

00000000

00000000

F328C2B9

58E2FCCE
F328C2B9

18A2BC8E
B36882F9

00000000

00000001

A4E7455A

A4E7455A

00000000

00000002

71B2FE78

FA7E3061
71B2FE78

BA3E7021
31F2BE38



Key is
18A2BC8E BA3E7021 763F5D17 E4A70Q51A

V is
43C89A8E 20F6E3D2 B36882F9 31F2BE38

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk %k kok sk k ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667
68696A6B 6COD6EGF 70717273 74757677 78797A7B 7C7D7E7F

additional_input <> NULL, process appropriately

Update
provided_data is

60616263 64656667
68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F

While loop

Key is
18A2BC8E BA3E7021 763F5D17 E4A7051A

V is
43C89A8E 20QF6E3DZ2 B36882F9 31F2BE39

output_block 1is



FA1DF743

temp 1is

FA1DF743
While loop
Key is

18A2BC8E
Vis

43C89A8E
output_block 1is

CEGEE312

temp is

3B14D8C8 F9715BA5 CEGEE312

temp XOR provided_data is

537DB2A3 951C35CA BE1F9l61l

Key is
9A7(9520
Vis
BE1F9161
Update

provided_data is

5039C649

5039C649

BA3E7021

20F6E3D2

2QEEDEE3

20QEEDEE3

549BA894

345CAQ2E

549BA894

3B14D8C8

3B14D8C8

763F5D17

B36882F9

65A4B6B7

FA1DF743
65A4B6B7

9A7(9520
1DDDCCCC

537DB2A3

1DDDCCCC

FO715BA5

FO715BA5

E4A7051A

31F2BE3A

2FD68554

5039C649
2FD68554

345CAQ2E
53ABFBZB

951C35CA

53ABFBZB



68696A6B 6CO6D6EGF 70717273

While loop

Key is

V is

output_block 1is

temp is

While loop

Key is

V is

output_block is

temp is

9A7(C9520

BE1F9161

BB26AF64

BB26AF64

9A7(9520

BE1F9161

F463EBC4

86BE7D45 7D176B7D F463EBC4

temp XOR provided_data is

74757677

345CAQ2E

549BA894

ADFF74EF

4DFF74EF

345CAQ2E

549BA894

F2456A66

F2456A66

60616263
78797A7B

537DB2A3

1DDDCCCC

86BE7D45

86BE7D45

537DB2A3

1DDDCCCC

28274CC5

BB26AF64
28274CC5

64656667
7C7D7E7F

951C35CA

53ABFBZE

7D176B7D

7D176B7D

951C35CA

53ABFB2F

1569216E

4DFF74EF
1569216E



DB47CDO7 299A1288
EED7172E 117A0512 841299B7 86301C11 505E36BE 69145F11

Key 1is
DB47CDO7 299A1288 EED7172E 117A0Q512

V is
841299B7 86301C11 505E36BE 69145F11

rnd_val 1is
CBCA7021 EGEQQF5C
E8F499CA 8ES566B48 ©5094A95 91DEDA27 47191006 3A6DA790

Second call to Generate
3k 3k 3k 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k sk sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k %k sk 3k %k sk >k %k ok k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AQA1AZA3 A4ASAGA7
ASA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8S8BOBABB BCBDBEBF

additional_input <> NULL, process appropriately

Update
provided_data is

AOA1AZA3 A4AS5AGA7
A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB BCBDBEBF

While loop



Key is

V is

output_block 1is

temp 1is

While loop

Key is

V is

output_block 1is

temp is

DB47CD07

841299B7

8283CC8B

8283CC8B

DB47CD@7

841299B7

04E254CC

6C4A7D82 477E7EAZ2 ©4E254CC

temp XOR provided_data is

C4E3D729 EBD3D@OD B453E67F

Key is

22226E28

299A1288

86301C11

341C8A7F

341C8A7F

299A1288

86301C11

86EZ2E651

86E2E651

325750E6

90B92CD8

EED7172E

505E36BE

6C4A7D82

6C4A7D82

EED7172E

505E36BE

0ODo6F26C8

8283CC8B
@OD6F26(8

22226E28
B5D69C73

C4E3D729

117A0512

69145F12

477E7EA2

477E7EA2

117A0512

69145F13

A2547E78

341C8A7F
A2547E78

90B92CD8
1EE9CQC7

EBD3D0@D



V is

Update

provided_data is

B453E67F 325750E6 B5D69C73

A8A9AAAB ACADAEAF BOB1BZB3

While loop

Key is

V is

output_block 1is

temp is

While loop

Key 1is

V is

output_block is

22226E28

B453E67F

328F23F8

328F23F8

22226E28

B453E67F

B4B5B6B7

90B92(CD8

325750E6

54E627F9

54E627F9

90B92CD8

325750E6

AQA1AZA3
B8BOBABB

C4E3D729

B5D69C73

EB672EBC

EB672EBC

C4E3D729

B5D69C73

1EE9COC7

A4A5AGA7
BCBDBEBF

EBD3D0@D

1EE9COCA

79A7EA84

79A7EA84

EBD3D0@D

1EE9COCB



844E2773 02ED@19C 212C2D7F 41A89738

temp 1is
328F23F8 54E627F9
EB672EBC 79A7VEA84 844E2773 @2EDQ19C 212C2D7F 41A89738

temp XOR provided_data is
922E815B F@43815E
43CE8417 D50A442B 34FF95C@ B658B72B 999597(C4 FD152987

Key 1is
922E815B FQ43815E 43CE8417 D50A442B
V is
34FF95C0O B658B72B 999597C4 FD152987
rnd_val 1is

CB502773 1CCDO686
04478567 64A3D2F1 909E1AB1 2FF39EF7 004390C3 Fo645ED70@

B L L A Lt B o
CTR_DRBG
Requested Security Strength = 128

prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 04050607
08090A0B QCODOEQF 10111213 14151617 18191A1B 1C1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF



PersonalizationString = <empty>

AdditionalInput = <empty>
HHRHH R R R R
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k %k 5k 5k 5k 3k >k %k %k %k >k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k 5k >k kk
CTR_DRBG_Instantiate_algorithm - without derivation function

entropy_input is

00010203 04050007
08090A0B QCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F
personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"
Update
provided_data is

00010203 04050607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

While loop
Key is
00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000001

output_block is
S58E2FCCE FA7E3061 367F1D57 A4E7455A



temp 1is
S58E2FCCE FA7E3061 367F1D57 A4E7455A

While loop
Key is
00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 V00002

output_block 1is
0388DACE 60B6A392 F328C2B9 71B2FE78

temp is
S58E2FCCE FA7E3061
367F1D57 A4E7455A 0388DACE 60B6A392 F328C2B9 71B2FE78

temp XOR provided_data is
S58E3FECD FE7B3666
3E76175C A8EA4B55 1399C8DD 74A3B585 EB31D8A2 6DAFEQG7

Key is
S8E3FECD FE7B3666 3E76175C AS8EA4B55

V is
1399C8DD 74A3B585 EB31D8AZ2 GDAFEQG7

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3%k 3k %k >k 3k 3%k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3% %k %k %k *k >k %k k

CTR_DRBG_Generate



requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k 3k >k %k %k 3k 3k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k kokkk

CTR_DRBG_Reseed
entropy_input is

80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9DIESF

additional_input is <empty>
Update
provided_data is

80818283 84858687
88898A8B 8C8D8ESF 90919293 94959697 98999A9B 9C9DIE9F

While loop

Key is
S8E3FECD FE7B3666 3E76175C A8S8EA4B55

V is
1399C8DD 74A3B585 EB31D8A2 6DAFEQ68

output_block 1is
1686FFCF 9F358BE7 4452E647 BA156AAB

temp is
1686FFCF 9F358BE7 4452E647 BA156AAB



While loop
Key is
S8E3FECD FE7B3666 3E76175C AS8EA4B55

V is
1399C8DD 74A3B585 EB31D8A2 GDAFEQG9

output_block 1is
05135797 117FD1AB 317D318C 66QE3D18

temp 1is
1686FFCF 9F358BE7
4452E647 BA156AAB 05135797 117FD1AB 317D318C 66QE3D18

temp XOR provided_data is
96077D4C 1BBOOD6O
CCDB6CCC 3698E424 9582(C504 85EA473C A9E4AB17 FA93A387

Key is
96077D4C 1BBOOD6O CCDB6CCC 3698E424

V is
9582(C504 85EA473C A9E4AB17 FA93A387

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3%k 3k 3k %k %k 3k 3k 3k %k %k >k 3k 3%k 3k %k %k 3k 3% %k 3k %k %k 3%k 3%k %k %k %k 3k 3% 3% %k %k %k 3%k 3% %k %k %k *k >k %k k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update

provided_data is



00000000 00000000 00000000

While loop

Key is

V is

output_block 1is

temp is

While loop

Key is

V is

output_block is

temp is

96077D4C

9582(C504

D816A3CD

D816A3CD

96077D4C

9582(504

8017C913

AF11BA58 76F49516 8017C913

temp XOR provided_data is

00000000

1BB0@D6O

85EA473C

B36E3AQ1

B36E3AQ1

1BB0@D60O

85EA473C

B23F851E

B23F851E

00000000
00000000

CCDB6CCC

A9E4AB17

AF11BAS58

AF11BA58

CCDbB6CCC

ASE4AB17

24425356

D816A3CD
24425356

00000000
00000000

3698E424

FA93A38A

76F49516

76F49516

3698E424

FA93A38B

1474D074

B36E3AQ1
1474D074



D816A3CD B36E3AQ1
AF11BA58 76F49516 8017(C913 B23F851E 24425356 1474D074

Key 1is
D816A3CD B36E3AQ1 AF11BA58 76F49516

V is
8017C913 B23F851E 24425356 1474D074

rnd_val 1is
89935DB7 S5FC4ED67
7F166E49 CAEDB105 48BB5B5E 7F8B32D6 44DFD3B7 CCDE3B60

Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k sk 3k Sk 3k 3k sk 5k 3k 3k >k sk 3k >k sk 3k sk sk >k sk 3k %k sk 3k %k sk >k %k %k k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk 3k 3k 5k 5k 3k 3k 3k 3k 3k 3k sk sk 3k 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk %k kkoskkk ok

CTR_DRBG_Reseed
entropy_input 1is

CoC1C2C3 C4C5CeC7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8DODADB DCDDDEDF

additional_input is <empty>

Update

provided_data is



C8C9CACB CCCDCECF D@D1D2ZD3

While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

output_block is

temp is

D816A3CD

8017C913

(1660382

(1660382

D816A3CD

8017C913

SADEAAAG

80COCD6A 769A810B SADEAAAG

temp XOR provided_data is

D4D5D6D7

B36E3AQ1

B23F851E

61B1D710

61B1D710

B36E3AQ1

B23F851E

72EQ3BDC

72EQ3BDC

coC1C2C3
D8D9DADB

AF11BA58

24425356

80CACDoA

80CACD6A

AF11BAS58

24425356

BFF96166

C1660382
BFF96166

C4C5C6C7
DCDDDEDF

76F49516

1474D075

769A8108B

769A8108B

76F49516

1474D076

14BBBEDC

61B1D710
14BBBEDC



01A7C141 A57411D7
480907A1 BAS74FC4 8AQF7875 A635EDOB 6720BBBD (8666003

Key 1is
01A7C141 A57411D7 480907A1 BA574FC4

V is
8AQF7875 A635EDOB 6720BBBD (8666003

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3k 3k %k %k 3k 3%k %k %k %k 3k 3k 3k %k %k %k 3%k 3% %k %k k k >k k k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000

While loop

Key is
01A7C141 AS57411D7 480907A1 BAS574FC4

V is
8AQF7875 A635EDOB 6720BBBD C8666006

output_block is
00B84831 ABFBE616c 8S8FEGDOBD 4784ED4E

temp 1is



00B84831 ABFBE6lc 8FE6DOBD 4784EDAE

While loop

Key is
01A7C141 A57411D7 480907A1 BAS574FC4

V is
8AQF7875 A635EDOB 6720BBBD C8666007

output_block 1is
948ABF15 132F7F78 1ED83609 QACA9FGE

temp is
00B84831 ABFBEG16
8FEGDOBD 4784EDAE 948ABF15 132F7F78 1ED83609 QACA9FGE

temp XOR provided_data 1is
00B84831 ABFBE616
8FEGDOBD 4784ED4E 948ABF15 132F7F78 1ED83609 QACA9QFGE

Key is
00B84831 ABFBE616 8FE6DOBD 4784EDA4E

V is
948ABF15 132F7F78 1ED83609 QOACA9FGE

rnd_val 1is
B5795CEQ@ AFADFBAG
0C337129 8D105500 531853E4 65548878 9847EQ53 147D5C15
B B 8 8 8 8 8 8 8 8 8 A 8 8 A

CTR_DRBG



Requested Security Strength = 128

prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 04050607
08090A0B QCODOEQOF 10111213 14151617 18191A1B 1C1DI1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9ODIESF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF

PersonalizationString = <empty>
AdditionallInputl =

60616263 64656667
68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F

AdditionalInput2 =
AQAL1AZA3 A4AS5AGA7
A8SA9AAAB ACADAEAF B0OB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF

A
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3%k 3k 3k %k 3k 5k %k 3k 3%k 3k 5k %k >k 5k %k 3k >k kkkk
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is
00010203 04050607
08090A0B QCODOEOF 10111213 14151617 18191A1B 1C1D1E1F

personal_str is <empty>

prediction_resistance_flag = "PredictionResistance"



Update

provided_data is

08090A0B OCODOEQOF 10111213

While loop

Key is

V is

output_block 1is

temp 1is

While loop

Key is

V is

output_block 1is

temp is

00000000

00000000

58E2FCCE

58E2FCCE

00000000

00000000

0388DACE

14151617

00000000

00000000

FA7E3001

FA7E3061

00000000

00000000

60B6A392

00010203
18191A1B

00000000

00000000

367F1D57

367F1D57

00000000

00000000

F328C2B9

58E2FCCE

04050007
1C1D1E1F

00000000

00000001

A4E7455A

A4E7455A

00000000

00000002

71B2FE78

FA7E3001



367F1D57 A4E7455A 0388DACE 60B6A392 F328C2B9 71BZ2FE78

temp XOR provided_data 1is
S8E3FECD FE7B3666
3E76175C ASEA4B55 1399C8DD 74A3B585 EB31D8AZ2 6DAFEQG7

Key is
S8E3FECD FE7B3666 3E76175C A8EA4B55

V is
1399C8DD 74A3B585 EB31D8A2 6DAFEQG7

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 5k %k 3k 5k 3k 3k 3k 3k 5k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667
68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k %k 3k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k 3k 5k 5k 5k 5k >k %k %k %k %k %k %k %k >k kkk

CTR_DRBG_Reseed

entropy_input is
80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF

additional_input is
60616263 64656667
68696A6B 6C6DGEGF 70717273 74757677 78797A7B 7C7D7E7F



Update

provided_data is

EQEQEQEQ® EQOEQEQEQ EOQEQEQEQ

While loop

Key 1is

V is

output_block is

temp is

While loop

Key is

V is

output_block 1is

temp 1is

58E3FECD

1399C8DD

1686FFCF

1686FFCF

58E3FECD

1399C8DD

05135797

EQEQEQEQ

FE7B3666

74A3B585

9F358BE7

9F358BE7

FE7B3666

74A3B585

117FD1AB

EQEQEQEQ
EQEQEQEQ

3E76175C

EB31D8AZ

4452E647

4452E647

3E76175C

EB31D8A2

317D318C

EQEQEQEOD
EQEQEQEQ

A8EA4B55

6DAFEQ68

BA156AAB

BA156AAB

A8EA4B55

6DAFEQ69

660E3D18



1686FFCF 9F358BE7
4452E647 BA156AAB 05135797 117FD1AB 317D318C 660E3D18

temp XOR provided_data is
F6661F2F 7FD56B07
A4B206A7 SAF58A4B ES5F3B777 F19F314B D19DD16C 86GEEDDFS8

Key is
F6661F2F 7FD56BQ7 A4B206A7 SAF58A4B

V is
ESF3B777 F19F314B D19DD16C 86EEDDF&

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k %k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k % % 3k %k %k 3%k % %k %k %k *k %k %k %k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 00000 00VVVVV0 V00000

While loop
Key is
F6661F2F 7FD56BQ7 A4B206A7 SAF58A4B

V is
ES5F3B777 F19F314B D19DD16C 86EEDDFB



output_block 1is

©@0D9D257
temp is

@0D9D257
While loop
Key is

F6661F2F
V is

ESF3B777
output_block 1is

A3C3633D

temp 1is

0057DAD3 6F462A0D A3C3633D

temp XOR provided_data is

0057DAD3 6F462A0D A3C3633D

Key is
00D9D257
V is
A3C3633D
rnd_val 1is

95B53929 3789D040 BAAF9751

6D398E76

6D398E76

7FD56B0Q7

F19F314B

964C6D0B

964C6D0B

964C6D0B

6D398E76

964C6D0B

C73B1FOQE

0057DAD3

0057DAD3

A4B206A7

D19DD16C

148D435C

00D9D257
148D435C

00D9D257
148D435C

0057DAD3

148D435C

7A95EE54
66CE39AA

6F462A0D

6F462A0D

5AF58A4B

86EEDDFC

7EF870A4

6D398E76
7EF870A4

6D398E76
7EF870A4

6F462A0D

7EF870A4

39D83828
OE4DEQFC



Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k sk 5k %k 3k >k 3k 3k %k >k 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AQA1A2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB BCBDBEBF

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k kkk

CTR_DRBG_Reseed

entropy_input is
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF

additional_input is
AQA1A2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BI9BABB BCBDBEBF

Update
provided_data is

60606060 60606060
60606060 60606060 60606060 60606060 60606060 60606060

While loop

Key is
00DID257 6D398E76 ©057DAD3 6F462A0D



V is

output_block is

temp is

While loop

Key is

V is

output_block 1is

temp is

A3C3633D

30A7280C

30A7280C

00D9D257

A3C3633D

49FCC388

C2876DA1 A7341E79 49FCC388

temp XOR provided_data is

A2E70DC1 C7547E19 299CA3E8

Key is

V is

50C7486C

299CA3E8

964C6D0B

9DFO10F7

9DFQ10F7

6D398E76

964C6D0B

3DF830EC

3DF830EC

5D98508C

FD907097

5D98508C

148D435C

C2876DA1

C2876DA1

0057DAD3

148D435C

6667AB5D

30A7280C
6667AB5D

50C7486C
0607CB3D

AZ2E70DC1

0607CB3D

7EF870A5

A7341E79

A7341E79

6F462A0D

7EF870A6

FB849096

9DFO10F7
FB849096

FD907097
9BE4FOF6

C7547E19

9BE4FOF6



3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k %k 3k %k %k 3%k 3% %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 00VVVVV0 00VVVVV0 V00000

While loop
Key is
50C7486C FD907097 AZ2E7@DC1 C7547E19

V is
299CA3E8 5D98508C 0607CB3D 9BE4FOQF9

output_block 1is
9FD6CASD C8B39E75 8ADCB5CF (CB4012D1

temp is
9FD6CA5D C8B39E75 8ADCB5CF (B4012D1

While loop

Key is
50C7486C FD90Q7097 A2E7@DC1 C7547E19



V is
299CA3E8 5D98508C 00607CB3D 9BE4FOFA

output_block 1is
81E4EA7A AFA955AA DB50Q6FQ1 E3F27EAE

temp 1is
9FD6CASD C8B39E75
8ADCB5CF (CB4012D1 81E4EA7A AFA955AA DB506FQ1 E3F27EAE

temp XOR provided_data is
9FD6CASD C8B39E75
8ADCB5CF CB4012D1 81E4EA7A AFA955AA DB506FQ1 E3F27EAE

Key is
9FD6CASD C8B39E75 8ADCBS5CF CB4012D1
V is
81E4EA7A AFA955AA DB50Q6F@1 E3F27EAE
rnd_val 1is

598F7694 08F56946
EB720776 1263BABC 964F306B E99BBASA E329EQ1C FA1QQECZ2
B L L L B B A et B et i
CTR_DRBG
Requested Security Strength = 128
prediction_resistance_flag = "ENABLED"
EntropyInput =

00010203 04050607
08090A0B QOCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687



88898A8B 8CBDBE8F 90919293 94959697 98999A9B 9(9DIE9F

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF

PersonalizationString =
40414243 44454047
48494A4B 4C4D4AE4AF 50515253 54555657 58595A5B 5CS5DSESF

AdditionalInput = <empty>
HH ARSI R R R R R R
ok ok ok o ok ook ok K ok ok o ok o ok ok K ok ok o ok ook o K ok ok ok ook ok ok K ok ok o ok ok ok ok ok o ok ok ok K ok K ok
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is

00010203 04050607
08090A0B OCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

personal_str is
40414243 44454647
48494A4B 4C4D4AE4AF 50515253 54555657 58595A5B S5CSDSESF

prediction_resistance_flag = "PredictionResistance"

Update
provided_data is

40404040 40404040
40404040 40404040 40404040 40404040 40404040 40404040

While loop



Key is

V is

output_block 1is

temp 1is

While loop

Key is

V is

output_block 1is

temp is

00000000

00000000

58E2FCCE

58E2FCCE

00000000

00000000

©0388DACE

367F1D57 A4E7455A 0388DACE

temp XOR provided_data is

763F5D17 E4A7@051A 43C89A8E

Key is

18A2BC8E

00000000

00000000

FA7E3001

FA7E3061

00000000

00000000

60B6A392

60B6A392

20F6E3D2

BA3E7021

00000000

00000000

367F1D57

367F1D57

00000000

00000000

F328C2B9

58E2FCCE
F328C2B9

18A2BC8E
B36882F9

763F5D17

00000000

00000001

A4E7455A

A4E7455A

00000000

00000002

71B2FE78

FA7E3001
71B2FE78

BA3E7021
31F2BE38

E4A7051A



V is
43C89A8E 20F6E3D2 B36882F9 31F2BE38

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k >k %k 3k %k 3k 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k %k %k %k %k 3k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k kokkk

CTR_DRBG_Reseed
entropy_input is

80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9DIE9F

additional_input is <empty>
Update
provided_data is

80818283 84858687
88898A8B 8C8D8ESF 90919293 94959697 98999A9B 9C9DIE9F

While loop

Key is
18A2BC8E BA3E7021 763F5D17 E4A7051A

V is



43C89A8E 20F6E3D2 B36882F9 31F2BE39

output_block 1is
FA1DF743 5039C649 3B14D8C8 F9715BA5

temp is

FA1DF743 5039C649 3B14D8C8 F9715BA5
While loop
Key is

18A2BC8E BA3E7021 763F5D17 E4A7051A
V is

43C89A8E 20F6E3D2 B36882F9 31FZBE3A

output_block is
CEGEE312 20QEEDEE3 65A4B6B7 2FD68554

temp 1is
FA1DF743 5039C649
3B14D8C8 F9715BA5 CEG6EE312 20QEEDEE3 65A4B6B7 2FD68554

temp XOR provided_data is
7A9C75C0@ D4BC40CE
B39D5243 75FCD52A S5EFF7181 B47B4874 FD3D2C2C B34B1BCB

Key is
7A9C75CO D4ABC40CE B39D5243 75FCD52A

V is
S5EFF7181 B47B4874 FD3D2C2C B34B1BCB

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k 3%k 3% 3% %k %k %k 3%k 3% %k %k %k *k >k %k k



CTR_DRBG_Generate

requested_number_of_bits = 256

additional_input is

Update

provided_data is

<empty>

00000000 00000000 00000000

While loop

Key is

V is

output_block 1is

temp is

While loop

Key is

V is

7A9C75C0

SEFF7181

0B983A61

0B983A61

7A9C75C0

SEFF7181

00000000

D4BC40@CE

B47B4874

CAQ75354

CAQ75354

D4BC40CE

B47B4874

00000000
00000000

B39D5243

FD3D2C2C

1C9BCOC6

1C9BCACo

B39D5243

FD3D2C2C

00000000
00000000

75FCD52A

B34B1BCE

6AB5CES9

6AB5CES9

75FCD52A

B34B1BCF



output_block is
AGE4EGZ2F 7A9B71B8 194B3BC2 475AF1B1

temp 1is
0B983A61 CAQ75354
1C9BCOCo 6AB5CES9 AGE4E62F 7A9B71B8 194B3BCZ2 475AF1B1

temp XOR provided_data is
0B983A61 CAQ75354
1C9BCAC6 6AB5CES9 AGE4EG2F 7A9B71B8 194B3BCZ2 475AF1B1

Key is
©B983A61 CA@75354 1(C9BCOC6 6AB5CES9

V is
AGE4EG2F 7A9B71B8 194B3BCZ2 475AF1B1

rnd_val 1is
C7C914C1 AF21B9D0
0002C9F2 11A9AB4A 3E7C3871 2779687A ©O3DFFD32 645CB4CD

Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k >k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k %k sk 3k sk sk >k >k 3k %k sk 5k %k sk >k %k %k k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk 3k 3k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k %k %k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk kkokkk ok

CTR_DRBG_Reseed



entropy_input is

coC1C2C3

C4C5C6C7

C8C9CACB CCCDCECF D@oD1D2D3 D4D5DeD7 D8DIDADB DCDDDEDF

additional_input is

Update

provided_data is

<empty>

C8C9CACB CCCDCECF D@D1D2ZD3

While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

0B983A61

AGE4EGZF

457D7BEQ

457D7BEQ

0B983A61

AGE4EGZF

D4D5D6D7

CAQ75354

7A9B71B8

6EC8D5F1

6EC8D5F1

CAQ75354

7A9B71B8

coC1C2C3
D8D9DADB

1C9BCACo

194B3B(C2

B712CFD2

B712CFD2

1C9BCOC6

194B3BC2

C4C5C6C7
DCDDDEDF

6AB5CES9

475AF1B2

5F1544F1

5F1544F1

6AB5CES59

475AF1B3



output_block is
F930608A 207776B5 A2B87(C93 AS513D3FC

temp 1is
457D7BE@ ©EC8D5F1
B712CFD2 5F1544F1 F930608A 207776B5 A2B87(C93 A513D3FC

temp XOR provided_data is
85BCB923 AA@D1336
7FDB@519 93D88A3E 29E1B259 F4A2A062 7A61A648 79CE@D23

Key is
85BCB923 AAOD1336 7FDB@519 93D88A3E

V is
29E1B259 F4A2A062 7A61A648 79CEQD23

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3%k 3k 3k %k %k 3k 3k 3k 3k %k >k 3k 3%k 3k %k %k 3k 3%k 3%k 3k %k %k 3k 3%k %k %k %k 3k 3% 3% >k %k %k 3%k 3% %k %k %k *k 3k %k k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000

While loop

Key is



V is

output_block 1is

temp is

While loop

Key is

V is

output_block 1is

temp is

85BCB923

29E1B259

21F5F987

21F5F987

85BCB923

29E1B259

53D4BFAZ

F25C78C3 50447DAC 53D4BFA2

temp XOR provided_data is

F25C78C3 50447DAC 53D4BFA2

Key is

V is

21F5F987

AA@D1336

F4A2A062

37C498DE

37C498DE

AA@D1336

F4A2A062

99CFBCOE

99CFBCOE

99CFBCOE

37C498DE

7FDB@519

7A61A648

F25C78C3

F25C78C3

7FDB@519

7A61A648

9D741ECA

21F5F987
9D741ECA

21F5F987
9D741ECA

F25C78C3

93D88A3E

79CE@D26

50447DAC

50447DAC

93D8BA3E

79CE@D27

610DAESF

37C498DE
610DAESF

37C498DE
610DAESF

50447DAC



53D4BFAZ 99CFBCOE 9D741ECA ©1@DAESF

rnd_val 1is
35AF6092 8E3ED896
20DE692D 9660289A 2D321CBC QF1EQA58 724B393B 7735D445

B L L B A 3 Lt B et i
CTR_DRBG
Requested Security Strength = 128

prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 04050607
08090A0B QCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9ODIESF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF

PersonalizationString =
40414243 44454047
48494A4B 4C4D4EAF 50515253 54555657 58595A5B 5C5DSESF

AdditionallInputl =
60616263 64656667
68696A6B 6C6DGEGF 70717273 74757677 78797A7B 7C7D7E7F

AdditionalInput2 =
AQAL1AZA3 A4AS5AGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF

HHA R A A



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3k %k 3%k 3k > 3k %k %k %k 3% %k 5% >k %k % %k 3% %k %k %k *k

CTR_DRBG_Instantiate_algorithm - without derivation function

entropy_input is
00010203 04050607
08090A0B QOCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

personal_str is
40414243 44454647
48494A4B 4C4D4AE4AF 50515253 54555657 58595A5B S5CS5DSESF

prediction_resistance_flag = "PredictionResistance"
Update
provided_data is

40404040 40404040
40404040 40404040 40404040 40404040 40404040 40404040

While loop
Key is
00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000001

output_block is
S8E2FCCE FA7E3061 367F1D57 A4E7455A

temp is
S58E2FCCE FA7E3061 367F1D57 A4E7455A



While loop
Key 1is
00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 000002

output_block is
0388DACE 60B6A392 F328C2B9 71B2FE78

temp is
58E2FCCE FA7E30061
367F1D57 A4E7455A @0388DACE 60B6A392 F328C2B9 71B2FE78

temp XOR provided_data 1is
18A2BC8E BA3E7021
763F5D17 E4A70Q51A 43C89A8E 20F6E3D2 B36882F9 31F2BE38

Key is
18A2BC8E BA3E7021 763F5D17 E4A7051A

V is
43C89A8E 20F6E3D2 B36882F9 31F2BE38

First call to Generate
3K 3k 3k 3K 3k sk 3 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 5k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk sk 5k sk sk 5k sk sk 5k ok %k 5k %k %k k
CTR_DRBG_Generate

requested_number_of_bits = 256

additional_input is
60616263 64656667



68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k

CTR_DRBG_Reseed

entropy_input is
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9CODIESF

additional_input is
60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Update
provided_data is

EQOEQEQEQ EQEQEQEOQ
EQEQEQEQ® EQOEQEQEQ EOEQOEQEQ EQOEQEQEQ EQEQEQEQ EQEOQEQEQ

While loop
Key 1is
18A2BC8E BA3E7021 763F5D17 E4A70Q51A

V is
43C89A8E 20QF6GE3DZ2 B36882F9 31F2BE39

output_block 1is
FA1DF743 5039C649 3B14D8C8 F9715BA5

temp 1is
FA1DF743 5039C649 3B14D8C8 F9715BA5



While loop
Key is
18A2BC8E BA3E7021 763F5D17 E4A70Q51A

V is
43C89A8E 20F6E3D2 B36882F9 31F2BE3A

output_block is
CEGEE312 2QEEDEE3 65A4B6B7 2FD68554

temp is
FA1DF743 5039(649
3B14D8C8 F9715BA5S CEGEE312 2QEEDEE3 65A4B6B7 2FD68554

temp XOR provided_data is
1AFD17A3 BOD926A9
DBF43828 1991BB45 2E8E0Q3F2 COQE3EQ3 85445657 (CF3665B4

Key is
1AFD17A3 B@OD926A9 DBF43828 1991BB45

V is
2E8EQ3F2 COQE3EQM3 85445657 CF3665B4

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k %k 3k >k %k %k %k % %k %k %k %k %k %k k

CTR_DRBG_Generate
requested_number_of_bits = 256

additional_input is <empty>



provided_data is

00000000 00000000 00000000

While loop

Key is

V is

output_block is

temp 1is

While loop

Key is

V is

output_block is

temp 1is

1AFD17A3

2E8EQ3F2

47B3433E

47B3433E

1AFD17A3

2EBEQ3F2

561936F4

BooDEGDD 5212883D 561936F4

00000000

BOD926A9

COOE3EQ3

78449967

78449967

BOD926A9

COOE3EQ3

ADBD65A6

ADBD65A6

00000000
00000000

DBF43828

85445657

B66DE6GDD

Be6DEGDD

DBF43828

85445657

43E50E2F

47B3433E
43E50E2F

00000000
00000000

1991BB45

CF3665B7

5212883D

5212883D

1991BB45

CF3665B8

D753F120

78449967
D753F120



temp XOR provided_data is
47B3433E 78449967
Bo66DEGDD 5212883D 561936F4 ADBD65A6 43ES5QE2F D753F120

Key is
47B3433E 78449967 B66DEGDD 5212883D

V is
561936F4 ADBDG65A6 43ES5QEZ2F D753F120

rnd_val 1is
DCC71C5D 851228ES
EEF37E18 G6AECBDAE AQ81040E QECQ4DBE 3328BS5AB E3249D2D

Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 5k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kkkk
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AGA1AZA3 A4AS5A6A7
A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB BCBDBEBF

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k %k 3k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k kkkk

CTR_DRBG_Reseed

entropy_input is
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF

additional_input is
AQALAZA3 A4ASAGA7



A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB

Update

provided_data is

60606060 60606060 60606060

While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

output_block 1is

47B3433E

561936F4

605C7D97

605C7D97

47B3433E

561936F4

O5E5B36D

60606060

78449967

ADBD65A6

F28AAD7B

F28AAD7B

78449967

ADBD65A6

AD934227

60606060
60606060

Be6DEGDD

43E50E2F

E85763BC

E85763BC

B66DE6DD

43E50E2F

DD99A526

BCBDBEBF

60606060
60606060

5212883D

D753F121

91432D98

91432D98

5212883D

D753F122

76689DD2



temp is
605C7D97 F28AAD7B
E85763BC 91432D98 OSE5B36D AD934227 DD99A526 76689DD2

temp XOR provided_data is
003C1DF7 92EACD1B
883703DC F1234DF8 6585D30D CDF32247 BDF9(546 1608FDB2

Key is
003C1DF7 92EACD1B 883703DC F1234DF8

V is
6585D30D CDF32247 BDF9(C546 1608FDB2

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k %k 3k >k %k %k %k % %k %k %k *k %k %k %k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 000000 V0VVVVV0 V00000

While loop

Key is
003C1DF7 92EACD1B 883703DC F1234DF8

V is



6585D30D

output_block 1is

2CECDB8B
temp is

2CECDB8B
While loop
Key is

003C1DF7
V is

6585D30D
output_block is

3CD321D9

temp 1is

6473908D F85FFFBZ2 3CD321D9

temp XOR provided_data is

6473908D F85FFFBZ2 3CD321D9

Key is
2CECDB8&B

V is
3CD321D9

rnd_val 1is

CDF32247

151A48A7

151A48A7

92EACD1B

CDF32247

6DA4981F

6DA4981F

6DA4981F

151A48A7

6DA4981F

BDF9C546

6473908D

6473908D

883703DC

BDF9C546

AEFC26D2

2CECDB8B
AEFC26D2

2CECDB8B
AEFC26D2

6473908D

AEFC26D2

1608FDB5

F85FFFB2

F85FFFB2

F1234DF8

1608FDB6

BODEC7FC

151A48A7
BODEC7FC

151A48A7
BODEC7FC

F85FFFB2

BODECYFC



15800389 9C6FCB0@9
97B58522 BOAESQ71 97CFE7B7 1B2D4CFQ F2E3334D 00491C12
R A R R
CTR_DRBG
Requested Security Strength = 192
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00010203 04050007 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CIDIEOF AQA1A2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF
DOD1D2D3 D4D5DeD7 D8DODADB DCDDDEDF E@QE1EZ2E3 E4ESEGE7
PersonalizationString = <empty>
AdditionalInput = <empty>
HUR AR R AR AR AR R R R R
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k >k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k 5k >k kk
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is
00010203 04050607 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1EL1F 20212223 24252627

personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance"



Update
provided_data is

00010203 04050607 08090A0B OCODOEOF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000001

output_block 1is
CD33B28A (C773F74B AQQED1F3 12572435

temp 1is
CD33B28A (C773F74B AQOED1F3 12572435

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 V00002

output_block 1is
98E7247C Q7FQFE41 1C267E43 84BOF600

temp is
CD33B28A (C773F74B



AQOED1F3 12572435 98E7247C O7FOFE41 1C267E43 84BOF600

While loop
Key 1is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 000003

output_block is
2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp is
CD33B28A (C773F74B A@@ED1F3 12572435 98E7247C Q7FQFE41
1C267E43 84BOF600 2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp XOR provided_data 1is
(CD32B089 (376F14C A80Q7DBF8 1ES5AZ2A3A
88F6366F 13ESE856 043F6458 98ADE81F QA15B1C5 4610C840

Key is
CD32B089 (C376F14C A807DBF8 1ES5A2A3A 88F6366F 13ESE856

V is
043F6458 98ADE81F QA15B1C5 4610C840

First call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3k %k 3k %k %k 3%k 3k 3k %k %k 3%k 3k %k >k %k %k 3%k 3k %k %k %k %k %k %k >k %k %k %k %k %k %k %k %k %k %k %k

CTR_DRBG_Generate

requested_number_of_bits = 256



additional_input is <empty>

Update

provided_data is

00000000
00000000 00000000 00000000

While loop

Key is
CD32B089 (C376F14C A807DBF8

Vis

043F6458
output_block is

685C8679
temp is

685C8679
While loop
Key is

CD32B089 (376F14C A807DBF8

V is
043F6458

output_block is
2D689829

00000000
00000000

1ESA2A3A

98ADE81F

5A13E060

5A13E0600

1E5A2A3A

98ADE81F

7F86953C

00000000
00000000

88F6366F

0A15B1C5

4CA155CA

4CA155CA

88F6366F

0A15B1C5

A13FDOF3

00000000
00000000

13E5E856

4610C843

4D9BF978

4D9BF978

13E5E856

4610C844

D499D39C



temp is

4CA155CA 4D9BF978 2D689829

While loop
Key is
CD32B089 (376F14C A807DBF8

V is
043F6458

output_block is
04C3FDEF

temp is
685C8679 5A13EQ60 4CA155CA
A13FD9F3 D499D39C @4C3FDEF

temp XOR provided_data is
6858679
2D689829 7F86953C A13FDIF3

Key is
685C8679 5A13E060 4CA155CA

V is
A13FD9F3

rnd_val 1is

FELF6CF9 B7466A8A (4841737

7F86953C

1E5AZ2A3A

98ADES81F

A12684E0

4D9BF978
A12684E0

5A13E000
D499D39C

4D9BF978

D499D39C

9CBAA104

685C8679
A13FDOF3

88F6366F

0A15B1C5

F4DE317D

2D689829
FADE317D

4CA155CA
04C3FDEF

2D689829

04C3FDEF

01EQ793E
13DBCD98

5A13E060
D499D39C

13E5E856

4610C845

DCA8DAZ26

7F86953C
DCA8DAZ6

4D9BF978
A12684E0

7F86953C

A12684E0

6C7464FA
E1977019



Second call to Generate
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 3k 5k %k 3k 3k sk sk %k 3k 3k sk 3k sk %k 3k 3k sk sk sk ok ok sk sk sk k ok sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 000V
00000000 00000000 00000000 0000000 0000000 0000000

While loop

Key is
685C8679 5A13E060 4CA155CA 4D9BF978 2D689829 7F86953C

V is
A13FD9F3 D499D39C Q4C3FDEF A12684E3

output_block is
8190E9BB FDFDDE79 E5264E86 6871234C

temp is
8190E9BB FDFDDE79 E5264E86 6871234C

While loop

Key is



685C8679 5A13E060 4CA155CA

V is
A13FD9F3

output_block 1is
3CE8504E

temp is

E5264E86 6871234C 3CE8504E

While loop

Key is
685C8679 5A13E060 4CA155CA

V is
A13FD9F3

output_block 1is
9A487B3A

temp is
8190E9BB FDFDDE79 E5264E86
FADES516E 7DB043D1 9A487B3A

temp XOR provided_data is
8190E9BB
3CE8504E 14EF7C8A FADES16E

Key is
8190E9BB FDFDDE79 E5264E86

4D9BF978

D499D39C

14EF7C8A

14EF7C8A

4D9BF978

D499D39C

F1909DC3

6871234C
F1909DC3

FDFDDE79
7DB043D1

6871234C

2D689829

04C3FDEF

F4DE516E

8190E9BB
FADE516E

2D689829

04C3FDEF

169D374E

3CE8504E
169D374E

E5264E86
9A487B3A

3CE8504E

7F86953C

A12684E4

7DB043D1

FDFDDE79
7DB043D1

7F86953C

A12684E5

CoBOD991

14EF7C8A
CoBOD991

6871234C
F1909DC3

14EF7C8A



V is
FADE516E 7DB043D1 9A487B3A F1909DC3

rnd_val 1is
88CE7B6C 16365EEA
OoFEE@Q2BF BAEZ2DF4D 93ABQ3B9 CF88@7E5 BEAD31D4 FB721DC9

BRI
CTR_DRBG
Requested Security Strength = 192

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
00010203 04050007 08090A0B QCODOEQF
10111213 14151617 18191A1B 1CI1D1E1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CI9DIEOF AQA1A2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF
DOD1D2D3 D4D5DoD7 D8DIDADB DCDDDEDF EQE1E2E3 E4ESEGE7

PersonalizationString = <empty>

AdditionalInputl =
60616263 64656667 68696A6B 6C6DGEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

AdditionallInput2 =
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF C@C1C2C3 (C4C5C6C7

L B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3%k 3%k 3k %k %k >k 3% 3k 3k %k %k 3%k 3%k 3k %k %k >k 3% 3k %k %k %k 3%k 3% %k %k %k *k >k %k k



CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is
00010203 040500607 08090A0B QCODOEQF
10111213 14151617 18191A1B 1C1D1EL1F 20212223 24252627
personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance"
Update
provided_data is

00010203 04050607 ©8090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

While loop

Key is
00000000 00000000 00000000 V0000000 V0000000 V0000000

V is
00000000 00000000 00000000 00000001

output_block is
CD33B28A (C773F74B AQOED1F3 12572435

temp is
CD33B28A (C773F74B A@@ED1F3 12572435

While loop

Key is



00000000 00000000 00000000

V is
00000000

output_block 1is
98E7247C

temp is

AQOED1F3 12572435 98E7247C

While loop

Key is
00000000 00000000 00000000

V is
00000000

output_block 1is
2A3493E6

temp is
CD33B28A (C773F74B AQQED1F3
1C267E43 84BOF600 2A3493E6

temp XOR provided_data is
CD32B089
88F6366F 13E5E856 043F6458

Key is
CD32B089 (376F14C A807DBF8

00000000

00000000

07FOFE41

07FOFE41

00000000

00000000

6235EE67

12572435
6235EE67

C376F14C
98ADE81F

1E5AZ2A3A

00000000

00000000

1C267E43

CD33B28A
1C267E43

00000000

00000000

DEECCDZF

98E7247C
DEECCD2F

A807DBF38
0A15B1C5

88F6366F

00000000

00000002

84BOF600

C773F74B
84B0OF600

00000000

00000003

3B393BD8

O7FOFE41
3B393BD8

1E5A2A3A
4610C840

13E5E856



V is
043F6458 98ADE81F QA15B1C5 4610C840

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

additional_input <> NULL, process appropriately

Update
provided_data is

60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

While loop

Key is
CD32B089 (376F14C A807DBF8 1ES5A2A3A 88F6366F 13ESE856

V is
043F6458 98ADE81F QA15B1C5 4610C841

output_block is
0Q1EQ793E 6(C7464FA FE1F6CF9 B74606A8A

temp 1is



Q1EQ793E 6C7464FA FE1F6CF9 B7466A8A

While loop
Key is
CD32B089 (376F14C A80Q7DBF8 1ES5A2A3A 88F6366F 13ESE856

V is
043F6458 98ADE81F QA15B1C5 4610C842

output_block 1is
C4841737 9CBAA104 13DBCD98 E1977019

temp is
@1EQ793E ©6C7464FA
FE1F6CF9 B7466A8A (4841737 9CBAA104 13DBCD98 E1977019

While loop
Key is
CD32B089 (376F14C A80Q7DBF8 1ES5A2A3A 88F6366F 13ESE856

V is
043F6458 98ADE81F QA15B1C5 4610C843

output_block is
685C8679 5A13EQ6@0 4CA155CA 4D9BF978

temp is
Q1EQ793E 6C7464FA FE1F6CF9 B74660A8A (4841737 9CBAA104
13DBCD98 E1977019 685(8679 5A13EQ60 4CA155CA 4D9BF978

temp XOR provided_data is



61811B5D
B4F56544 E8CFD773 ©6BAZB7E3

Key 1is
61811B5D 0811029D 96760692

Vis
6BA2B7E3
Update
provided_data is
60616263

70717273 74757677 78797A7B

While loop

Key is
61811B5D 0811029D 96760692

V is

6BA2B7E3
output_block is

C6FB2B&3
temp is

C6FB2B83
While loop

Key is

0811029D
9DEAQE66

DB2B@4E5

9DEAQE66L

64656667
7C7D7E7F

DB2B@4E5

9DEAQE66L

812E5D99

812E5D99

96760692
ESDDO4FA

B4F56544

ESDDO4FA

68696A6B
80818283

B4F56544

ESDDO4FA

7087CA64

7087CAc4

DBZ2B@4ES
DE9666E7

E8CFD773

DE9666E7

6CoD6EGF
84858687

E8CFD773

DE9666EA

E19A1ACD

E19A1ACD



61811B5D 0811029D 96760692

V is
oBAZB7E3

output_block 1is
48AAF49B

temp is

7087CA64 E19A1ACD 48AAF49B

While loop

Key is
61811B5D 0811029D 96760692

V is
oBAZB7E3

output_block 1is
C7F5365C

temp is
C6FB2B83 812E5D99 7087CA64
35B3B157 @5F7C99E C7F5365C

temp XOR provided_data is
AGOA49EQD
38DB86E8 EAF62FD4 4DCACB2C

Key is
AGOA49EQ ES54B3BFE 18EEAQQOF

DBZ2BO4ES

9DEAQE66

9E8359A3

9E8359A3

DBZBO@4ES

9DEAQE66

OBFF94EA

E19A1ACD
OBFF94EA

E54B3BFE
798AB7E1

8DF774A2

B4F56544

ESDDO4FA

35B3B157

CoFB2B&3
35B3B157

B4F56544

ESDDO4FA

87BE9358

48AAF498B
87BE9358

18EEAQQF
4774B4ADF

38DB86ES

E8CFD773

DE9666EB

O5F7C99E

812E5D99
O5F7C99E

E8CFD773

DE9666EC

FDC201BA

9E8359A3
FDC201BA

8DF774A2
8F7A126D

EAF62FD4



V is
4DCACB2C 798AB7E1 4774B4DF 8F7A126D

rnd_val 1is
3A298716 7FF43CD7
94A9778F 3932A2E9 AA7(C9518 24(C82924 (7324560 4BOBEFAS

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k sk sk sk sk sk sk 5k 5k 5k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k %k %k sk sk sk sk sk %k ok k ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AQA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF
BOB1BZ2B3 B4B5B6B7 B8BO9BABB BCBDBEBF (C@C1C2C3 C4C5C6C7

additional_input <> NULL, process appropriately

Update
provided_data is

AQA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF C@C1C2C3 C4C5C6C7

While loop
Key is
A69A49EQ ES4B3BFE 18EEAQOF 8DF774A2 38DB86E8 EAF62FD4

V is
4DCACB2C 798AB7E1 4774B4DF 8F7Al126E



output_block 1is

temp is

While loop

Key is

433A5A5C

433A5A5C

A69A49EQ ES54B3BFE 18EEAQOF

V is

output_block 1is

temp 1is

4DCACB2C

BECC799D

FA67D7D6 5607CD48 BECC799D

While loop

Key is

A69A49EQ ES54B3BFE 18EEAQOF

V is

output_block is

temp is

4DCACB2C

2D368884

ECFD33CD

ECFD33CD

8DF774A2

798AB7E1

AAF47F22

AAF47F22

8DF774A2

798AB7E1

3376F6BD

FA67D7D6

FA67D7D6

38DB86E8

4774B4DF

CFDOEEF1

433A5A5C
CFD9EEF1

38DB86E8

4774B4DF

D14EE304

5607CD48

5607CD48

EAF62FD4

8F7A126F

AD8B178D

ECFD33CD
AD8B178D

EAF62FD4

8F7A1270

9FA8BFEB



433A5A5C ECFD33CD FA67D7D6 5607CD48 BECC799D AAF47F22
CFDOEEF1 AD8B178D 2D368884 3376F6BD D14EE304 9FASBFEB

temp XOR provided_data is
E39BF8FF 4858956A 52CE7D7D FAAAG3E7
QE7DCB2E 1E41C995 7760544A 1136A932 EDF74A47 F7B3307A

Key is
E39BF8FF 4858956A 52CE7D7D FAAAG3E7 QE7DCB2E 1E41(C995

V is
7760544A 1136A932 EDF74A47 F7B3307A

Update
provided_data is

AOA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF
BOB1BZ2B3 B4B5BoB7 B8BOBABB BCBDBEBF C@C1C2C3 (C4C5C6C7

While loop
Key is
E39BF8FF 4858956A 52CE7D7D FAAAG3E7 QE7DCB2E 1E41(995

V is
7760544A 1136A932 EDF74A47 F7B3307D

output_block is
76216733 654CD5AA 4F1756AB 4683568B

temp is
76216733 654CD5AA 4F1756AB 4683568B



While loop

Key is
E39BF8FF 4858956A 52CE7D7D FAAAG63E7 QEVDCBZ2E 1E41C995

V is
7760544A 1136A932 EDF74A47 F7B3307E

output_block is
OD8A7249 375AA6GBE QEDC3CBD 26FF8E9C

temp is
76216733 654CD5AA
4F1756AB 4683568B @D8A7249 375AA6BE QEDC3CBD 26FF8E9C

While loop

Key is
E39BF8FF 4858956A 52CE7D7D FAAAG63E7 QEVDCBZ2E 1E41C995

V is
7760544A 1136A932 EDF74A47 F7B3307F

output_block is
9413F800 3CC5FF4D 852CA338 AB836A1C

temp is
76216733 654CD5AA 4F1756AB 4683568B OD8A7249 375AA6GBE
QEDC3CBD 26FF8E9C 9413F800 3CCS5FF4D 852CA338 AB836A1C

temp XOR provided_data is
D680C590 C1E9730D EVBEFCQQ EAZ2EF824
BD3BCOFA 83EF1009 B6658606 9A423023 54D23AC3 F800398A



Key is
D680C590 C1E9730D E7BEFCQQ EA2EF824 BD3BCOFA 83EF1009

V is
B6658606 9A423023 54D23AC3 F800398A

rnd_val 1is
A963857B 976F18FD
1F1B3301 DAQS8ES8E8 4694AAFB 55EAZ2B10 196BEE&4 77570853

B L B Lt Lt B o i
CTR_DRBG
Requested Security Strength = 192

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
00010203 04050607 08090A0B OCODOEQF
10111213 14151617 18191A1B 1CI1D1EL1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9C9DIEIF AQA1AZ2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4(C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5DeD7 D8DODADB DCDDDEDF EQE1E2E3 E4ESEGE7

PersonalizationString =
40414243 44454647 48494A4B 4CADAEAF
50515253 54555657 58595A5B 5CSDSESF 60616263 64656667

AdditionalInput = <empty>

L B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k >k 3% 3% %k %k %k 3%k 3% %k %k %k *k >k %k k



CTR_DRBG_Instantiate_algorithm - without derivation function

entropy_input is

00010203 04050607 08090A0B OCODOEQF

10111213 14151617 18191A1B 1C1D1EL1F 20212223 24252627

personal_str is

40414243 44454647 48494A4B 4CADAEAF

50515253 54555657 58595A5B 5C5D5ESF 60616263 64656667

prediction_resistance_flag = "No PredictionResistance"

Update

provided_data is

40404040 40404040 40404040 40404040

40404040 40404040 40404040 40404040 40404040 40404040

While loop

Key 1is

00000000 00000000 00000000 00000000 0V0VVV0 00000000

V is

output_block is

temp is

00000000 00000000 00000000 00000001

CD33B28A C773F74B AQOED1F3 12572435

CD33B28A (C773F74B AQQED1F3 12572435



While loop
Key is
00000000 00000000 00000000

V is
00000000

output_block 1is
98E7247C
temp is

AQOED1F3 12572435 98E7247C

While loop

Key is
00000000 00000000 00000000

V is
00000000

output_block 1is
2A3493E6

temp is
CD33B28A (C773F74B AQQED1F3
1C267E43 84BOF600 2A3493E6

temp XOR provided_data is
8D73F2CA
D8A7643C 47BOBEQ1 5C663EQ3

Key is

00000000

00000000

07FOFE41

07FOFE41

00000000

00000000

6235EE67

12572435
6235EE67

8733B70B
C4F0B640

00000000

00000000

1C267E43

CD33B28A
1C267E43

00000000

00000000

DEECCDZF

98E7247C
DEECCD2F

EQ4E91B3
6A74D3A0

00000000

00000002

84BOF600

C773F74B
84B0OF600

00000000

00000003

3B393BD8

O7FOFE41
3B393BD8

52176475
2275AE27



8D73F2CA 8733B70B EQ4E91B3 52176475 D8A7643C 47BOBEQL

V is
5C663EQ3 CAFOB640 6A74D3A6 2275AE27

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k 3k %k %k %k %k %k %k %k >k >k kk
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000 V0VVVVV0 V0000

While loop
Key is
8D73F2CA 8733B70B EQ4E91B3 52176475 D8A7643C 47BOBEQ1

V is
5C663EQ3 CAFOB640 6A74D3A6 2275AE2A

output_block 1is
2D882249 1114B0O1B 2208E492 FOF35(54

temp is
2D882249 1114B0O1B 2208E492 FOF35C54



While loop
Key is
8D73F2CA 8733B70B EQ4E91B3

V is
5C663EQ3

output_block 1is
86555AB1
temp is

2208E492 FOF35C54 86555AB1

While loop

Key is
8D73F2CA 8733B70B EQ4E91B3

V is
5C663EQ3

output_block is
005240DE

temp is
2D882249 1114B01B 2208E492
74F52A4A B2AS63EE 005240DE

temp XOR provided_data is
2D882249

52176475

C4F0B640

87E3784E

87E3784E

52176475

C4F0B640

5857A85A

FOF35C54
5857A85A

1114B01B

D8A7643C

6A74D3A6

74F52A4A

2D882249
74F52A4A

D8A7643C

©6A74D3A6

45E4B451

86555AB1
45E4B451

2208E492

47BOBEO1

2275AEZB

B2A563EE

1114B01B
B2A563EE

47BOBEQ1

2275AE2C

D42DAF2D

87E3784E
D42DAF2D

FOF35C54



86555AB1 87E3784E 74F52A4A BZAS63EE 005240DE 5857A85A

Key is
2D882249 1114B0O1B 2208E492 FOF35C54 86555AB1 87E3784E

V is
74F52A4A B2AS563EE 005240DE 5857A85A

rnd_val 1is
517150FF D52BD344
DE78992B A224930C 98FC9FAC 541236E8 D199A476 B960@B301

Second call to Generate
3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k %k 3k 3k 3k 5k 5k 5k 3k %k %k %k %k 3k 3k 3k 3k 5k 5k 5%k %k %k %k %k %k >k %k %k 5k >k k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 00000000
00000000 00000000 00000000 0000000 V0VVVVV0 0000000

While loop

Key is
2D882249 1114B01B 2208E492 FOF35(C54 86555AB1 87E3784E

V is



output_block 1is

temp is

While loop

Key is
2D882249 1114B01B

V is

output_block is

temp 1is

CoBA2019 EGBBBEFC

While loop
Key is
2D882249 1114B01B

V is

output_block is

74F52A4A

7EEB7C54

7EEB7(C54

2208E492

74F52A4A

54E9AEQE

S54E9AE9E

2208E492

74F52A4A

000D5096

B2A563EE

20128FEA

20128FEA

FOF35C54

B2A563EE

6DF3C90C

6DF3C90C

FOF35C54

B2A563EE

45D19E8E

005240DE

C6BA2019

CoBAZ2019

86555AB1

005240DE

E1D395(C3

7EEB7C54
E1D395C3

86555AB1

005240DE

4QEE54D9

5857A85D

E6BBBEFC

E6BBBEFC

87E3784E

5857A85E

E87F@3BD

20128FEA
E87FO3BD

87E3784E

5857A85F

A2D151B4



temp is
7EEB7(C54 20128FEA C6BA2019 E6BBBEFC S54E9QAE9QE 6DF3C90C
E1D395C3 E87F03BD 000D5096 45D19E8E 4QEE54D9 A2D151B4

temp XOR provided_data is
7EEB7(C54 20128FEA C6BA2019 EGBBBEFC
S4E9AE9E 6DF3C90C E1D395C3 E87FO3BD ©00D5096 45D19ESE

Key is
7EEB7C54 20128FEA C6BA2019 EGBBBEFC 54EQAE9E 6DF3C90C

V is
E1D395C3 E87F0O3BD 000D5096 45D19ESE

rnd_val 1is
1F46912D 4DEA17B8
6500AA70 836A5076 24C090C5 C44Q0EBO7 D46A@SAE 4822113D

B B B G e bt
CTR_DRBG
Requested Security Strength = 192

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
00010203 040500607 08090A0B QCODOEOF
10111213 14151617 18191A1B 1CI1D1E1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CI9DIEQF AQA1A2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF
DOD1D2D3 D4D5DeD7 D8DODADB DCDDDEDF EQE1EZ2E3 E4ESEGE7



PersonalizationString =
40414243 44454647 48494A4B 4C4DAEAF
50515253 54555657 58595A5B 5C5D5ESF 60616263 64656667

Additionallnputl =
60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

AdditionallInput2 =
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF (C@C1C2C3 (C4C5C6C7

B B B B G e b

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk sk 5k 5k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k >k %k %k sk sk sk kok sk k ok

CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input 1is

00010203 04050607 ©8090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

personal_str is
40414243 44454647 48494A4B 4C4ADAEAF
50515253 54555657 58595A5B 5CSDSESF 60616263 64656667

prediction_resistance_flag = "No PredictionResistance"

Update
provided_data is

40404040 40404040 40404040 40404040
40404040 40404040 40404040 40404040 40404040 40404040

While loop



Key is
00000000 00000000 00000000 V0000000 V0000000 V0000000

V is
00000000 00000000 00000000 00000001

output_block is
CD33B28A (C773F74B AQOED1F3 12572435

temp is
CD33B28A (C773F74B A@@ED1F3 12572435

While loop
Key 1is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000002

output_block 1is
98E7247C Q7FQFE41 1C267E43 84BOF600

temp 1is
CD33B28A (C773F74B
AQOED1F3 12572435 98E7247C Q7FOFE41 1C267E43 84BOF600

While loop

Key is
00000000 00000000 00000000 00000000 00000000 00000000



V is
00000000 00000000 00000000 00000003

output_block 1is
2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp is
CD33B28A (C773F74B A@OED1F3 12572435 98E7247C Q7FQFE41
1C267E43 84BOF600 2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp XOR provided_data is
8D73F2CA 8733B70B EQ4EQ1B3 52176475
D8A7643C 47BOBEQ1 5C663EQ3 C4FOB640Q ©A74D3A6 2275AE27

Key is
8D73F2CA 8733B70B EQ4EQ1B3 52176475 D8A7643C 47BOBEQL

V is
5C663E03 C4F0Bo40@ ©A74D3A6 2275AE27

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k 3k %k 3k 3k 3k 3k sk 5k 5k 3k 3k 3k %k 3k 3k sk 3k 3k 5k 5k 3k 5k >k %k %k %k >k %k %k ok ok k ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

additional_input <> NULL, process appropriately



provided_data is
60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

While loop
Key is
8D73F2CA 8733B70B EQ4EQ1B3 52176475 D8A7643C 47BOBEQL

V is
5C663EQ3 C4FOB640 6A74D3A6 2275AE28

output_block is
517150FF D52BD344 DE78992B A224930C

temp 1is
517150FF D52BD344 DE78992B A224930C

While loop

Key is
8D73F2CA 8733B70B EQ4E91B3 52176475 D8A7643C 47BOBEQ1

V is
5C663EQ3 CAFOB640Q 6A74D3A6 2275AE29

output_block 1is
98FCI9FAC 541236E8 D199A476 B960OB301

temp is
517150FF D52BD344
DE78992B A224930C 98FCIOFAC 541236E8 D199A476 B960B301



While loop

Key 1is
8D73F2CA 8733B70B EQ4E91B3 52176475 D8A7643C 47BOBEQ1

V is
5C663EQ3 C4FOB640 6A74D3A6 2275AE2A

output_block is
2D882249 1114B0O1B 2208E492 FOF35C54

temp is
517150FF D52BD344 DE78992B A224930C 98FCIOFAC 541236E8
D199A476 B960B301 2D882249 1114B0O1B 2208E492 FOF35C54

temp XOR provided_data 1is
3110329C B14EB523 B611F340 CE49FD63
ESSDEDDF 20674@09F A9EQDEQD C51DCD7E AD@9AQCA 9591369C

Key is
3110329C B14EB523 B611F340 CE49FD63 E88DEDDF 2067409F

V is
A9EQDEQD C51DCD7E AD@9AQCA 9591369C

Update
provided_data is

60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

While loop



Key is
3110329C B14EB523 B611F340 CE49FD63 ES88DEDDF 2067409F

V is
A9EQDEOD C51DCD7E ADQ@9AQCA 9591369F

output_block 1is
SDDOE3F8 4FBC38F3 B20AE469 CE505605

temp is
SDDOE3F8 4FBC38F3 B20AE469 CE505605

While loop
Key is
3110329C B14EB523 B611F340 CE49FD63 E8S8DEDDF 2067409F

V is
A9EQDEQOD C51DCD7E AD@9AQCA 959136A0

output_block 1is
S54EDASFB 1641935C 6E667BDA 293E7ED9

temp is
SDDOE3F8 4FBC38F3
B20AE469 CE505605 54EDASFB 1641935C 6E667BDA 293E7ED9

While loop

Key is
3110329C B14EB523 B611F340 CE49FD63 E8S8DEDDF 2067409F



V is
A9EQDEQD C51DCD7E AD@9AQCA 959136A1

output_block 1is
E7A75AA5 60343055 4D6FB178 58794471

temp is
SDDOE3F8 4FBC38F3 B20AE469 CE505605 54EDASFB 1641935C
6E667BDA 293E7VED9 E7A75AA5 60343055 4D6FB178 58794471

temp XOR provided_data is
3DB1819B 2BD95E94 DAG38EQ2 A23D386A
249CD788 6234E52B 161FQ1A1 554300A6 6720D826 E4B1B6D2

Key is
3DB1819B 2BD95E94 DA638EQ2 A23D386A 249CD788 6234E52B

V is
161F@1A1 554300A6 6726D826 E4B1Bo6D?2

rnd_val 1is
ABB31FC6 61357CEB
BCAE1E1C AEAAZ2E20 2F391044 9(C5033B4 8FD3A23B DB7EA158

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k 3k 3k %k 3k 3k 3k 3k %k 3k 5k %k 3k 5k 3k 3k 3%k 3k 5k %k 3k 5k %k 3k 3k 3k 3k %k 3k 5k %k 3k 3%k %k 5k %k >k 5k %k 3k >k k kK k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AQA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF
BOB1BZ2B3 B4B5B6B7 B8BOBABB BCBDBEBF C@C1C2C3 C4C5C6C7



additional_input <> NULL, process appropriately

Update

provided_data is

AGA1AZA3
BOB1B2B3 B4B5B6B7 BSBOBABB

While loop

Key is
3DB1819B 2BD95E94 DA638EQ2

Vis

161FQ1A1
output_block 1is

BF216E90
temp is

BF216E90
While loop
Key 1is

3DB1819B 2BD95E94 DA638EQ2

V is
161F01A1

output_block is
830F8CC5

A4ASAGA7
BCBDBEBF

A23D386A

554300A6

8D69ECO4

8D69ECO4

A23D386A

554300A6

6B61D025

A8A9AAAB
coC1c2C3

249CD788

6726D826

9EZ25BAB5

9EZ25BAB5S

249CD788

6726D826

DE9BEC72

ACADAEAF
C4C5C6C7

6234E52B

E4B1B6D3

738BA1B4

738BA1B4

6234E52B

E4B1B6D4

D8631655



temp 1is
BF216E90 8D69EC0O4
9E25BAB5 738BA1B4 830QF8CC5 6B61D@25 DE9BEC72 D8631655

While loop

Key is
3DB1819B 2BD95E94 DA638EQ2 A23D386A 249CD788 6234E52B

V is
161F@1A1 554300A6 6726D826 E4B1B6D5

output_block is
C7D7EA9B A10168F8 AAC66626 259B5C4F

temp is
BF216E90 8D69ECO4 9EZ25BABS 738BA1B4 830QF8CC5 6B61D025
DE9BEC72 D8631655 C7D7EA9B A10168F8 AAC66626 259B5C4F

temp XOR provided_data is
1F80CC33 29CC4AA3 368C101E DF260F1B
33BE3E76 DFD46692 662256C9 64DEASEA 07162858 65C4AE3F

Key 1is
1F80CC33 29CC4AA3 368C1Q1E DF260F1B 33BE3E76 DFD46692

V is
662256C9 64DEASEA 07162858 ©65C4AE3F

Update

provided_data 1is
AQAL1AZ2A3 A4AS5A6A7 ASA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF CQC1C2C3 C4C5Ce6C7



While loop
Key is
1F80CC33 29CC4AA3 368C101E DF260F1B 33BE3E76 DFD46692

V is
0662256C9 64DEASEA 07162858 65C4AE42

output_block 1is
19F7FoA1l 528CBEEG 3F9CBF4F 1AB3408F

temp 1is
19F7F6A1 528CBEE6 3F9CBF4F 1AB3408F

While loop
Key is
1F80CC33 29CC4AA3 368C101E DF260F1B 33BE3E76 DFD46692

V is
662256C9 64DEASEA 07162858 65C4AE43

output_block 1is
F239F9F4 A8AFC42D D4AS50A9D 3DE4(C243

temp is
19F7F6A1 528CBEE6
3FO9CBF4F 1AB3408F F239F9F4 A8AFC42D D4AS50QA9D 3DE4(C243

While loop



Key is
1F80CC33 29CC4AA3 368C10Q1E DF260F1B 33BE3E76 DFD46692

V is
662256C9 ©64DEASEA 07162858 65C4AE44

output_block is
4B4EG879 44DCF4AB ACACB343 D6B9EB4D

temp is
19F7FoAl1 528CBEE6 3F9CBF4F 1AB3408F F239F9F4 A8AFC42D
D4ASQA9D 3DE4(C243 4B4E6879 44DCF4AB ACACB343 D6BOEB4D

temp XOR provided_data 1is
B9565402 F6291841 973515E4 BG1EEEZ20
42884B47 1C1A729A 6C1CB0O26 81597CFC 8B8FAABA 8019326C

Key is
B9565402 F6291841 973515E4 B61EEEZ20 42884B47 1C1A729A

V is
6C1CB026 81597CFC 8B8FAABA 8019326C

rnd_val 1is
08CO521E BC9871E9
DCO55DA1 B79E2FF@ DCE28C18 9E83156F F3D71586 21F5675A

HHAR SRR AR SRR AR SR AR R R R R R R
CTR_DRBG
Requested Security Strength = 192
prediction_resistance_flag = "ENABLED"
EntropyInput =

00010203 04050607 ©8090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627



EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9C9DIEIF AQA1A2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5DeD7 D8DODADB DCDDDEDF EQE1EZ2E3 E4ESEGE7
PersonalizationString = <empty>
AdditionalInput = <empty>
B e e e g g
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk sk 5k 5k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k >k %k %k sk sk sk kok sk k ok
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is
00010203 04050007 08090A0B QCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627
personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"
Update
provided_data is

00010203 04050007 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

While loop

Key is
00000000 00000000 V0000000 VVVVVV00 V0000000 000000



V is
00000000 00000000 00000000 00000001

output_block is
CD33B28A (C773F74B AQOED1F3 12572435

temp is
CD33B28A (C773F74B A@QED1F3 12572435

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000002

output_block 1is
98E7247C Q7FQFE41 1C267E43 84BOF600

temp 1is
CD33B28A (C773F74B
AQOED1F3 12572435 98E7247C Q7FOFE41 1C267E43 84BOF600

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000003



output_block is
2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp is
CD33B28A (C773F74B A@OED1F3 12572435 98E7247C Q7FQFE41
1C267E43 84BOF600 2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp XOR provided_data is
CD32B089 (C376F14C A807DBF8 1ES5AZ2A3A
88F6366F 13ES5E856 043F6458 98ADE81F QA15B1C5 4610840

Key is
CD32B089 (376F14C A807DBF8 1ES5A2A3A 88F6366F 13ESE856

V is
043F6458 98ADE81F QA15B1C5 4610C840

First call to Generate
3k 3k 3k 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 5k %k sk 3k sk sk 3k sk 3k %k sk 5k %k sk >k %k %k *k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k Sk 5k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k 3k 5k >k sk 3k 3k sk 3k 3k 3k %k sk 3k sk sk >k %k %k k k

CTR_DRBG_Reseed
entropy_input 1is

80818283 84858687 88898A8B 8C8DBESF
90919293 94959697 98999A9B 9CI9DIEOF AQA1AZA3 A4ASAGA7

additional_input is <empty>



Update

provided_data is

80818283
90919293 94959697 98999A9B

While loop

Key is
CD32B089 (C376F14C A807DBF8

Vis

043F6458
output_block 1is

Q1EQ793E
temp is

Q1EQ793E
While loop
Key 1is

CD32B089 (376F14C A807DBF8

V is
043F6458

output_block 1is
C4841737

84858687
9C9D9OESF

1E5A2A3A

98ADE81F

6C7464FA

6C7464FA

1ESA2A3A

98ADES81F

9CBAA104

88898A8B
AQA1AZA3

88F6366F

0OA15B1C5

FE1F6CF9

FE1F6CF9

88F6366F

0A15B1C5

13DBCD98

8C8DBES8F
A4ASAGA7

13E5E856

4610C841

B7466A8A

B7466A8A

13E5E856

4610C842

E1977019



temp 1is

FE1F6CF9 B7466A8A (4841737 9CBAA104

While loop

Key is

CD32B089 (376F14C A807DBF8 1ES5AZ2A3A

V is

043F6458 98ADES81F

output_block is

685C8679 5A13E060

temp 1is
Q1EQ793E 6(C7464FA FE1F6CF9
13DBCD98 E1977019 685C8679

B7466A8A
5A13E0600

temp XOR provided_data is
8161FBBD
541585A4 082F3793 8B425703

E8F1E27D
7DOAEE86

Key is

8161FBBD E8F1E27D 7696E672 3BCBE4@5

V is
8B425703 7DOAEE86

01EQ793E
13DBCD98

88F6366F

0A15B1C5

4CA155CA

C4841737
4CA155CA

7696E672
C8FD24DA

541585A4

C8FD24DA

6C7464FA
E1977019

13E5E856

4610C843

4D9BF978

9CBAA104
4D9BF978

3BCBE405
FEB646C7

082F3793

FEB646C7

3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k 3k 3k %k >k 3k 3%k 3k %k %k 3k 3%k %k %k %k %k 3%k 3k %k %k %k 3%k 3% 3k %k %k %k %k 3% %k %k %k *k %k %k k

CTR_DRBG_Generate
requested_number_of_bits = 256

additional_input is <empty>



Update

provided_data is

00000000
00000000 00000000 00000000

While loop

Key is
8161FBBD E8F1E27D 7696E672

Vis

8B425703
output_block 1is

D22454A5
temp is

D22454A5
While loop
Key is

8161FBBD E8F1EZ27D 7696E672

V is
8B425703

output_block is
A5A864D8

00000000
00000000

3BCBE405

7DOAEE86

C69A88BB

C69A88BB

3BCBE4@5

7DOAEE86

F73455B5

00000000
00000000

541585A4

C8FD24DA

9F794ECD

9F794ECD

541585A4

C8FD24DA

AFQ8CFCB

00000000
00000000

082F3793

FEB646CA

BE269F00

BE269F00

082F3793

FEB646CB

5A692D38



temp 1is
D22454A5 C69A88BB
9F794ECD BE269FQ0@ AS5A864D8 F73455B5 AFQ8CFCB 5A692D38

While loop

Key is
8161FBBD E8F1E27D 7696E672 3BCBE4@5 541585A4 ©82F3793

V is
8B425703 7DOAEE86 C8FD24DA FEB646CC

output_block is
E7E12D86 FC49BC@2 8EC6F12C CDS5DSAEB

temp is
D22454A5 C69A88BB 9F794ECD BE269F0Q AS5A8604D8 F73455B5
AFQ8CFCB 5A692D38 E7E12D86 FC49BC@2 8ECO6F12C CDSD8AEB

temp XOR provided_data is
D22454A5 C69A88BB 9F794ECD BE269F00
A5A864D8 F73455B5 AFQ8CFCB 5A692D38 E7E12D86 FC49B(0O2

Key 1is
D22454A5 C69A88BB 9F794ECD BE269F00 AS5A864D8 F73455B5

V is
AFQ8CFCB 5A692D38 E7E12D86 FC49B(C@2

rnd_val 1is
2A63138E AC6C8BD5
AFDBEA16 C751A239 24A5C5C3 63452EF1 8259D96F EA6D6334



Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3%k 3k 3k %k 3k 5k %k 3k >k %k 3k %k >k 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k 3k 3k 3k 3k 3k 5k 5k 5k 3k %k %k %k %k 3k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k kkk

CTR_DRBG_Reseed
entropy_input is

CoC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF
DoD1D2D3 D4D5D6D7 D8DODADB DCDDDEDF EQE1EZ2E3 E4ESEGE7

additional_input is <empty>
Update
provided_data is

COC1C2C3 C4C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5D6D7 D8DODADB DCDDDEDF EQE1EZ2E3 E4ESEGE7

While loop
Key is
D22454A5 C69A88BB 9F794ECD BE269FQ@ AS5A864D8 F73455B5

V is
AFQ8CFCB 5A692D38 E7E12D86 FC49BCO3

output_block 1is
B361741A 22BDFQAG B4FC7A25 36750B6D



temp is
B361741A

While loop
Key is
D22454A5 C69A88BB 9F794ECD

V is
AFQ8CFCB

output_block 1is
CD76540C
temp 1is

B4FC7A25 36750B6D CD76540C

While loop

Key is
D22454A5 C69A88BB 9F794ECD

V is
AFQ8CFCB

output_block is
33D4CE1B

temp 1is
B361741A 22BDFQAG6 B4FC7A25
511ACBAD F835DFAF 33D4CE1B

22BDF0OAG

BE269F00

5A692D38

799278F1

799278F1

BE269F00

5A692D38

C9CESAE7

36750B6D
C9CE5AE7

B4FC7A25

A5A864D8

E7E12D86

511ACBAD

B361741A
511ACBAD

A5A864D8

E7E12D86

572F5244

CD76540C
572F5244

36750B6D

F73455B5

FC49BC04

F835DFAF

22BDF@A6
F835DFAF

F73455B5

FC49BC0O5

41F61501

799278F1
41F61501



temp XOR provided_data is
73A0B6D9 E6783661 7C35BOEE FAB8C5A2
1DA786DF AD47AE26 89C31176 24E80170 D3352CF8 2D2BBCO0O

Key is
73A0B6D9 E6783661 7C35BOEE FAB8CS5A2 1DA786DF AD47AEZ26

V is
89C31176 24E80170 D3352CF8 2D2BBC0O0O

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3k %k %k %k %k %k 3k >k %k %k %k % %k %k %k *k %k %k k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00VVVVV0 V0VVVVV0 V000000

While loop
Key is
73A0B6D9 E6783661 7C35BOEE FAB8CS5A2 1DA786DF AD47AEZ26

V is
89(C31176 24E80170 D3352CF8 2D2BB(CO3

output_block 1is
29BC0399 0071959E 1B1883BE 6CFB8491



temp is
29BC0399 0071959E 1B1883BE 6CFB8491

While loop

Key is
73A0B6D9 E6783661 7C35BOEE FAB8CS5A2 1DA786DF AD47AEZ26

V is
89C31176 24E80170 D3352CF8 2D2BBC04

output_block 1is
137879F8 D65054CA FE54B28E D4893A5F

temp 1is
29BC0399 0071959E
1B1883BE 6CFB8491 137879F8 D65054CA FE54B28E D4893AS5F

While loop

Key is
73A0B6D9 E6783661 7C35BOEE FAB8CS5A2 1DA786DF AD47AEZ26

V is
89C31176 24E80170 D3352CF8 2D2BBCO5

output_block is
4A792EC9 5BAE9624 D529E396 88DE671D

temp 1is
29BC0399 0071959E 1B1883BE 6CFB8491 137879F8 D65054CA
FE54B28E D4893A5F 4A792EC9 5BAE9624 D529E396 88DE671D



temp XOR provided_data is
29BC0399 0071959E 1B1883BE 6(CFB8491
137879F8 D65054CA FES54B28E D4893AS5F 4A792EC9 S5BAE96G24

Key is
29BC0399 0071959E 1B1883BE 6CFB8491 137879F8 D65054CA

V is
FES54B28E D4893A5F 4A792EC9 S5BAE9624

rnd_val 1is
7B737A56 AD339224
EA513F69 F7D4253E 832BoB48 A82AFAS53 28C8EQ61 7F55AB54

B B B B B G e b e
CTR_DRBG
Requested Security Strength = 192

prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 04050607 08090A0B QCODOEOF
10111213 14151617 18191A1B 1CI1D1E1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CIDIEOF AQA1A2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF
DOD1D2D3 D4D5DeD7 D8DODADB DCDDDEDF EQE1EZ2E3 E4ESEGE7

PersonalizationString = <empty>
AdditionalInputl =

60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687



Additionallnput2 =
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF C@C1C2C3 (C4C5C6C7

e e e T T
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 3k 3k 3k %k 3k sk sk sk sk 5k 5k 5k 5k >k %k %k %k sk sk kok sk k ok
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is
00010203 04050007 08090A0B QCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627
personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"
Update
provided_data is

00010203 04050007 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000001

output_block is
CD33B28A C773F74B AQQOED1F3 12572435



temp is
CD33B28A (C773F74B A@@ED1F3 12572435

While loop

Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000002

output_block 1is
98E7247C Q7FQFE41 1C267E43 84BOF600

temp 1is
CD33B28A (C773F74B
AQOED1F3 12572435 98E7247C Q7FOFE41 1C267E43 84BOF600

While loop

Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000003

output_block is
2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp 1is
CD33B28A (C773F74B AQOED1F3 12572435 98E7247C Q7FQFE41
1C267E43 84BOF60Q 2A3493E6 6235EE67 DEECCD2F 3B393BD8



temp XOR provided_data is
CD32B089 (C376F14C A807DBF8 1ES5AZ2A3A
88F6366F 13ES5E856 043F6458 98ADE81F QA15B1CS5 4610C840

Key is
CD32B089 (376F14C A807DBF8 1ES5A2A3A 88F6366F 13ESE856

V is
043F6458 98ADE81F QA15B1C5 4610C840

First call to Generate
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k 3k 5k >k sk 3k 3k sk 3k sk 3k %k sk 3k sk sk >k %k %k *k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk 3k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kok sk k ok

CTR_DRBG_Reseed

entropy_input 1is
80818283 84858687 88898A8B 8C8DBESF
90919293 94959697 98999A9B 9C9DIEIF AQA1AZ2A3 A4ASAGA7

additional_input is
60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687



Update
provided_data is

EQEQEQEQ® EQOEQEQEQ® EQOEQEQEQ EOEQEQEOQ
EQEQEQEQ EQOEQEQEQ® EQOEQEQEQ EQEQEQEQ 20202020 20202020

While loop
Key is
CD32B089 (376F14C A807DBF8 1ES5A2A3A 88F6366F 13ESE856

V is
043F6458 98ADE81F QA15B1C5 4610C841

output_block 1is
01EQ793E 6(C7464FA FE1F6CF9 B7466A8A

temp is
01EQ793E 6C7464FA FE1F6CF9 B7466A8A

While loop

Key is
CD32B089 (376F14C A807DBF8 1ES5A2A3A 88F6366F 13ESE856

V is
043F6458 98ADE81F QA15B1C5 4610(842

output_block 1is
(4841737 9CBAA104 13DBCD98 E1977019

temp is
01EQ793E ©6C7464FA
FE1F6CF9 B7466A8A (4841737 9CBAA1Q4 13DBCD98 E1977019



While loop
Key is
(CD32B089 (376F14C A807DBF8 1ES5A2A3A 88F6366F 13ESE856

V is
043F6458 98ADE81F QA15B1C5 4610C843

output_block is
685C8679 5A13EQ60 4CA155CA 4D9BF978

temp 1is
O1EQ793E 6(C7464FA FE1F6CF9 B7466A8A (4841737 9CBAA104
13DBCD98 E1977019 685C8679 5A13EQ60 4CA155CA 4D9BF978

temp XOR provided_data is
E10099DE 8C94841A 1EFF8C19 57A68A0A
2464F7D7 7C5A41E4 F33B2D78 017790F9 487CA659 7A33C040

Key 1is
E10099DE 8(C94841A 1EFF8C19 57A68A6A 2464F7D7 7C5A41E4

V is
F33B2D78 017790F9 487CA659 7A33C040

3K 3k 3k 3K sk 3k 3k sk sk 3K sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk sk 5k sk >k 5k sk >k 5k sk %k ok sk k ok
CTR_DRBG_Generate

requested_number_of_bits = 256

additional_input is <empty>



Update
provided_data is

00000000 00000000 00000000 00000000
00000000 00000000 00000000 000VVVV0 00VVVV0 0000000

While loop
Key is
E10099DE 8C94841A 1EFF8C19 57A68A6A 2464F7D7 7CS5A41E4

V is
F33B2D78 017790F9 487CA659 7A33C043

output_block 1is
8634F673 A82114CB 4A44F2FE A27931AC

temp is
8634F673 A82114(CB 4A44F2FE A27931AC

While loop

Key is
E10099DE 8C94841A 1EFF8C19 57A68A6A 2464F7D7 7CS5A41E4

V is
F33B2D78 017790F9 487CA659 7A33(C044

output_block is
A63249EQ (C3BC126A 9EA4A87C 1E175989

temp is
8634F673 A82114(CB
4A44F2FE A27931AC A63249E0 (3BC126A 9EA4A87C 1E175989



While loop

Key is
E10099DE 8C94841A 1EFF8C19 57A68A6A 2464F7D7 7CS5A41E4

V is
F33B2D78 ©17790F9 487CA659 7A33C045

output_block is
DAQ56F63 F4FDE170 DC496497 1DEB4607

temp is
8634F673 A82114CB 4A44F2FE A27931AC A63249EQ C3BC126A
9EA4A87C 1E175989 DAQS6F63 F4FDE170 DC496497 1DEB4607

temp XOR provided_data is
8634F673 A82114CB 4A44F2FE A27931AC
AG3249EQ (C3BC126A 9EA4A87C 1E175989 DAQS6F63 F4FDE170

Key 1is
8634F673 A82114(CB 4A44F2FE A27931AC A63249E0Q C3BC126A

V is
9EA4A87C 1E175989 DA®56F63 F4FDE170

rnd_val 1is
771B1F40 BFCE49D0
9CFF56F8 9B171066 BO7B6FO7 BDFEAD61 ©@4ASDCDA 011F2C68

Second call to Generate

3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k %k 3k %k %k 3%k 3k 3k %k %k 3k 3k 3k 3k %k >k 3k 3%k 3k %k %k 3k 3%k %k 3k %k %k 3%k 3%k %k %k %k 3k 3% 3k >k %k %k %k 3k %k %k %k %k %k %k k



CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AOA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF C@C1C2C3 C4C5C6C7

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k %k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k %k 3k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k kkk

CTR_DRBG_Reseed

entropy_input is
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5DeD7 D8DODADB DCDDDEDF EQE1EZ2E3 E4ESEGE7

additional_input is
AQA1A2A3 A4ASAGA7 ASAQAAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BI9BABB BCBDBEBF C@C1C2C3 (C4C5C6C7

Update
provided_data is

60606060 60606060 60606060 60606060
60606060 60606060 60606060 60606060 20202020 20202020

While loop
Key is
8634F673 A82114CB 4A44F2FE A27931AC A63249EQ (C3BC126A

V is
9EA4A87C 1E175989 DAO5S6F63 F4FDE171



output_block 1is
ECAAFA28 34FD5CDQ 1CBBE@49 55247EE9

temp is
ECAAFA28 34FD5CDQ 1CBBEQ49 55247EE9

While loop
Key is
8634F673 A82114(CB 4A44F2FE A27931AC A63249EQ (C3BC126A

V is
9EA4A87C 1E175989 DAOS6F63 F4FDE172

output_block 1is
A167A122 G6E3FAB97 76DDA1B2 BEC2CC85

temp 1is
ECAAFA28 34FD5CDO
1CBBEQ49 55247EE9 A167A122 6E3FAB97 76DDA1B2 BEC2CC85

While loop

Key is
8634F673 A82114CB 4A44F2FE A27931AC A63249EQ (C3BC126A

V is
9EA4A87C 1E175989 DAOS6F63 F4FDE173

output_block is
26683FD2 AQE12C4C 11AE83(C9 69EA69(6

temp is



ECAAFAZ28 34FD5CD@ 1CBBE@Q49 55247EE9 Al67A122 6E3FAB97
76DDA1B2 BEC2CC85 26683FDZ2 AQE12C4C 11AE83C9 69EA69C6

temp XOR provided_data is
8CCA9A48 549D3CBO 7CDB8029 35441E89
C107C142 QESFCBF7 16BDC1D2 DEAZACES 06481FF2 80C10C6C

Key is
8CCA9A48 549D3CBO 7CDB8@29 35441E89 (C107C142 QESFCBF7

V is
16BDC1D2 DEAZACES5 06481FF2 80C10C6C

3k 3k 3k 3k 3k 3k 3k %k %k 3k %k 3k %k %k 3k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k %k 3k >k %k %k %k % %k %k %k *k %k %k %k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00VVVVV0 V00000 0000000

While loop
Key is
8CCA9A48 549D3CBO 7CDB8029 35441E89 (107C142 QESFCBF7

V is
16BDC1D2 DEA2ACE5 00481FF2 80C10CoF



output_block 1is
298EC2BE BC7DAES53 F88D67DE 7125CB97

temp is
298EC2BE BC7DAES53 F88D67DE 7125CB97

While loop
Key is
8CCA9A48 549D3CBO 7CDB8@29 35441E89 (C107C142 QESFCBF7

V is
16BDC1D2 DEAZACES 06481FF2 80C10C70

output_block 1is
EQ6FAQE8 A20A15A1 FC155364 Q7F4A3E9

temp 1is
298EC2BE BC7DAES3
F88D67DE 7125CB97 EQGFAQE8 A20A15A1 F(C155364 O7F4A3E9

While loop

Key is
8CCA9A48 549D3CBO 7CDB8029 35441E89 (C107C142 QESFCBF7

V is
16BDC1D2 DEAZACES5 06481FF2 80C10C71

output_block is
9036A585 5D5D1DA7 SDOBE6GBO 404CA1B9

temp is



298ECZBE BC7DAE53 F88D67DE 7125CB97 EQOFAQE8 A20A15A1
FC155364 O7F4A3E9 9036A585 5D5D1DA7 SDOBE6BO 404CA1B9

temp XOR provided_data is
298EC2BE BC7DAES53 F88Do67DE 7125CB97
EQ6FAQE8 A20A15A1 FC155364 @Q7F4A3E9 9036A585 5D5D1DA7

Key is
298EC2BE BC7DAES3 F88D67DE 7125CB97 EQGFAQE8 A20A15A1

V is
FC155364 Q7F4A3E9 9036A585 5D5D1DA7

rnd_val 1is
E2F2D79B 95699645
125E327B 6E277ADE 061CA509 7QE25CD3 7F42347E 371D3A24

B B B G e b
CTR_DRBG
Requested Security Strength = 192

prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 04050607 08090A0B OCODOEOF
10111213 14151617 18191A1B 1CI1D1E1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CIDIEOF AQA1A2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5DeD7 D8DODADB DCDDDEDF EQE1EZ2E3 E4ESEGE7

PersonalizationString =
40414243 44454047 48494A4B 4C4ADAEAF



50515253 54555657 58595A5B 5C5DSESF 60616263 64656667

AdditionalInput = <empty>
B Bt A Lt B et i
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k sk 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 3k sk %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk sk k sk sk k
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is

00010203 04050007 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

personal_str is
40414243 44454647 48494A4B 4CADAE4F
50515253 54555657 58595A5B 5CSD5ESF 60616263 64656667

prediction_resistance_flag = "PredictionResistance"
Update
provided_data is

40404040 40404040 40404040 40404040
40404040 40404040 40404040 40404040 40404040 40404040

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000001

output_block 1is
CD33B28A (C773F74B AQQED1F3 12572435



temp is
CD33B28A (C773F74B A@QED1F3 12572435

While loop

Key 1is
00000000 00000000 00000000 V00VVV00 00000000 V0000000

V is
00000000 00000000 00000000 0000002

output_block is
98E7247C Q7FQOFE41 1C267E43 84BOF600

temp is
CD33B28A (C773F74B
AQOED1F3 12572435 98E7247C Q7FOFE41 1C267E43 84B0OF600

While loop

Key is
00000000 00000000 00000000 00000000 00000000 V0000000

V is
00000000 00000000 00000000 000003

output_block is
2A3493E6 6235EE67 DEECCDZ2F 3B393BD8

temp is
CD33B28A (C773F74B A@OED1F3 12572435 98E7247C Q7FQFE41
1C267E43 84BOF600 2A3493E6 6235EE67 DEECCD2F 3B393BD8



temp XOR provided_data is
8D73F2CA 8733B70B EQ4E91B3 52176475
D8A7643C 47BOBEQ@1 5C663EQ3 C4FOB640 ©A74D3A6 2275AE27

Key 1is
8D73F2CA 8733B70B EQ4E91B3 52176475 D8A7643C 47BOBEQ1

V is
5C663EQ3 C4FOB640 6A74D3A6G 2275AE27

First call to Generate
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k %k %k 3k 3k sk %k %k %k ok sk sk sk k ok ko k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 5k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k %k %k 3k 3k sk sk %k k ok sk sk sk k ok kk k

CTR_DRBG_Reseed

entropy_input is
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9C9DIEIF AQA1A2A3 A4ASAGA7

additional_input is <empty>

Update

provided_data is
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CI9DIEIF AQA1A2A3 A4ASAGA7



While loop
Key is
8D73F2CA 8733B70B EQ4E91B3 52176475 D8A7643C 47BOBEQL

V is
5C663EQ3 C4FOB640 6A74D3A6 2275AE28

output_block 1is
517150FF D52BD344 DE78992B A224930C

temp is
517150FF D52BD344 DE78992B A224930C

While loop
Key is
8D73F2CA 8733B70B EQ4EQ1B3 52176475 D8A7643C 47BOBEQ1

V is
5C663EQ3 CAFOB640 6A74D3A6 2275AE29

output_block 1is
98FCI9FAC 541236E8 D199A476 B960B301

temp is
517150FF D52BD344
DE78992B A224930C 98FCIOFAC 541236E8 D199A476 B960B301

While loop



Key 1is
8D73F2CA 8733B70B EQ4E91B3 52176475 D8A7643C 47BOBEQL

V is
5C663EQ3 C4FOB640 6A74D3A6 2275AE2A

output_block is
2D882249 1114B0O1B 2208E492 FOF35C54

temp is
517150FF D52BD344 DE78992B A224930C 98FCIOFAC 541236E8
D199A476 BO960B301 2D882249 1114B0O1B 2208E492 FOF35C54

temp XOR provided_data is
D1F@D27C 51AE55C3 56F113AQ 2EA91D83
086DOD3F CO87AQ7F 4900Q3EED 25FD2D9E 8D298QEA B5B116BC

Key is
D1F@D27C 51AE55C3 56F113A0 2EA91D83 ©86DOD3F CO87AQ7F

V is
49003EED 25FD2D9E 8D298QEA B5B116BC

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k 3k 3k 3k 3k %k 3k %k 3k %k 3k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k %k >k %k >k %k 3k %k %k %k %k >k % >k %k % %k % %k % >k %k %k *k % %k % %k *k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 000000
00000000 00000000 00000000 00000000 00000000 00000000



While loop
Key is
D1F@D27C 51AES5C3 56F113A@ 2EA91D83 ©@86DOD3F CO87AQ7F

V is
49003EED 25FDZ2DOE 8D2980QEA B5B116BF

output_block is
AS56D4CE9 FD170AE7 82685EQ9 9032604C

temp 1is
AS56D4CEQ FD170QAE7 82685EQ9 9032604C

While loop
Key is
D1F@D27C S51AE55C3 56F113A0 2EA91D83 ©86DOD3F CO87AQ7F

V is
49003EED 25FD2D9E 8D2980EA B5B116(C0

output_block 1is
6E29C59B 2273C047 5F34F3BF 7703D618

temp is
AS56D4CE9 FD17@AE7
82685E09 9032604C 6E29C59B 2273C047 SF34F3BF 7703D618

While loop



Key is
D1F@D27C 51AES5C3 56F113A0 2EA91D83 086DOD3F CO87AQ7F

V is
4900Q3EED 25FD2D9E 8D2980EA B5B116C1

output_block 1is
2A65FBCB E232DB6C 99F15760 4D61C485

temp is
A56D4CE9 FD17QAE7 82685E0Q9 9032604C 6E29C59B 2273C047
S5F34F3BF 7703D618 2A65FBCB E232DB6C 99F15760 4D61C485

temp XOR provided_data is
A56D4CE9 FD17QAE7 82685EQ9 9032604C
6E29(C59B 2273C047 5F34F3BF 7703D618 2A65FBCB E232DB6C

Key is
A56D4CE9 FD170QAE7 82685EQ9 9032604C 6E29C59B 2273C047

V is
5F34F3BF 7703D618 2A65FBCB E232DB6C

rnd_val 1is
7756062EBE 8EECDF9E
DB9A2E88 640D8DFF 9F2AS5E99 20B30313 DC33D3A8 CE3BAB41

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k %k k k kK k k

CTR_DRBG_Generate

requested_number_of_bits = 256



additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk sk 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k >k sk 3k sk sk 3k sk 3k %k sk 3k sk sk >k %k %k *k k

CTR_DRBG_Reseed
entropy_input is

CoC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF
DOD1D2D3 D4D5D6D7 D8DODADB DCDDDEDF E@E1EZE3 E4ESEGE7

additional_input is <empty>
Update
provided_data is

CoC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF
DoD1D2D3 D4D5D6D7 D8DI9DADB DCDDDEDF EQE1EZ2E3 E4ESEGE?7

While loop

Key is
AS6D4CE9 FD17QAE7 82685EQ9 9032604C 6E29C59B 2273C047

V is
5F34F3BF 7703D618 2A65FBCB E232DB6D

output_block is
@5A1EDES5 719ACDE6 47A89FB9 87921DOE

temp 1is
O5A1EDES5 719ACDE6 47A89FB9 87921DOE

While loop



Key is
AS6D4CE9 FD17@QAE7 82685EQ9 9032604C 6E29C59B 2273C047

V is
S5F34F3BF 7703D618 2A65FBCB E232DBG6GE

output_block is
325735D9 1CCAA935 6DCA4C7E B58663A3

temp is
@5A1EDE5 719ACDEG
47A89FB9 87921DOE 325735D9 1CCAA935 6DCA4C7E B58663A3

While loop

Key 1is
AS6D4CE9 FD17QAE7 82685EQ9 9032604C 6E29C59B 2273C047

V is
S5F34F3BF 7703D618 2A65FBCB E232DB6F

output_block is
763ECAAQ 2113F3A2 7A47C858 (9A54596

temp is
@5A1EDE5 719ACDEG6 47A89FB9 87921DQOE 325735D9 1CCAA935
6DCA4C7E B58663A3 763ECAAQ 2113F3A2 7A47C858 (C9A54596

temp XOR provided_data is
(C5602F26 B55F0B21 8F615572 4B5FD3(C1
E286E70A C81F7FE2 B51396A5 695BBD7C 96DF2843 (5F61545

Key is
C5602F26 B55F@B21 8F615572 4B5FD3C1 E286E7QA C81F7FEZ2



V is
B51396A5 695BBD7C 96DF2843 (5F61545

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k >k 3k 3k %k %k %k 3k 3% 3%k 3k %k %k 3k 3%k %k %k %k 3k 3% 3% %k %k %k 3%k 3% %k %k k k >k %k k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 000000
00000000 00000000 00000000 00000000 000VV0V0 00000000

While loop

Key is
(C5602F26 B55F@B21 8F615572 4BS5FD3C1 E286E7QA C81F7FE2

V is
B51396A5 695BBD7C 96DF2843 (C5F61548

output_block 1is
602034D1 338F663B @COD138A D6C6901E

temp is
602034D1 338F663B QCOD138A D6C6901E

While loop



Key is
(C5602F26 B55F0B21 8F615572 4B5FD3C1 EZ286E7QA C81F7FEZ2

V is
B51396A5 695BBD7C 96DF2843 (C5F61549

output_block is
E54548F7 E8C639EE 17A732EB 53C51B24

temp is
602034D1 338F663B
0COD138A D6C6901E ES54548F7 E8C639EE 17A732EB 53C51B24

While loop

Key 1is
(C5602F26 B55F0B21 8F615572 4B5FD3C1 E286E70QA C81F7FE2

V is
B51396A5 695BBD7C 96DF2843 (C5F6154A

output_block is
8C2513B5 1E@959B7 8B678503 5C1C486D

temp is
602034D1 338F663B @COD138A D6C690Q1E ES54548F7 E8C639EE
17A732EB 53C51B24 8C2513B5 1EQ959B7 8B678503 5C1(486D

temp XOR provided_data is
602034D1 338F663B QCOD138A D6C6901E
E54548F7 E8C639EE 17A732EB 53C51B24 8C2513B5 1EQ959B7

Key is
602034D1 338F663B 0COD138A D6C69Q1E E54548F7 E8C639EE



V is
17A732EB 53C51B24 8(C2513B5 1EQ959B7

rnd_val 1is
1BB94DB5 81E84F96
37933BE7 81749070 62FQE9S5F 7AA30739 ECoFB@59 6B74CFFD

B L Tt 3 Lt B et
CTR_DRBG
Requested Security Strength = 192

prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 04050607 08090A0B OCODOEQF
10111213 14151617 18191A1B 1CI1D1EL1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9C9DIEIF AQA1AZ2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4(C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5DeD7 D8DODADB DCDDDEDF EQE1EZ2E3 E4ESEGE7

PersonalizationString =
40414243 44454647 48494A4B 4CADAEAF
50515253 54555657 58595A5B 5CSDSESF 60616263 64656667

AdditionallInputl =
60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

AdditionallInput2 =
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF (C@C1C2C3 (C4C5C6C7



B L B A Lt B et i

3k 3k 3k 3K 3k 3k 5k 3k 3k 3k 3k sk 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k

CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is

00010203 04050007 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

personal_str is
40414243 44454647 48494A4B 4CADAE4F
50515253 54555657 58595A5B 5CSD5ESF 60616263 64656667

prediction_resistance_flag = "PredictionResistance"

Update
provided_data is

40404040 40404040 40404040 40404040
40404040 40404040 40404040 40404040 40404040 40404040

While loop

Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000001

output_block is
CD33B28A (C773F74B AQQED1F3 12572435

temp is



CD33B28A C773F74B AQOED1F3 12572435

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000002

output_block 1is
98E7247C Q7FQOFE41 1C267E43 84BOF600

temp is
CD33B28A (C773F74B
AQOED1F3 12572435 98E7247C O7FOFE41 1C267E43 84B0OF600

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000003

output_block is
2A3493E6 6235EE67 DEECCDZ2F 3B393BD8

temp is
CD33B28A (C773F74B A@@ED1F3 12572435 98E7247C Q7FQFE41
1C267E43 84BOF600 2A3493E6 6235EE67 DEECCDZ2F 3B393BD8

temp XOR provided_data is



8D73F2CA 8733B70B EQ4E91B3 52176475
D8A7643C 47BOBEQ1 5C663EQ3 C4FOB640 ©A74D3A6 2275AEZ27

Key is
8D73F2CA 8733B70B EQ4E91B3 52176475 D8A7643C 47BOBEQL

V is
5C663EQ3 C4FOB640 6A74D3A6 2275AE27

First call to Generate
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k 5k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 3k sk %k 3k 3k sk sk %k ok ok ok sk sk k ok sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6C6DOGEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k sk sk %k ok ok sk sk sk k ok kk k

CTR_DRBG_Reseed

entropy_input is
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9C9DIEIF AQA1A2A3 A4ASAGA7

additional_input is
60616263 64656667 68696A6B 6C6DGEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687



provided_data is
EQEQEQEQ EQEQEQEQ EQEQEQEQ EQEQEQEQ
EQEQEQEQ EQEQEQEQ EQEQEQEQ EQEQEQEQ 20202020 20202020

While loop
Key is
8D73F2CA 8733B70B EQ4EQ1B3 52176475 D8A7643C 47BOBEQL

V is
5C663EQ3 C4FOB640 6A74D3A6 2275AE28

output_block is
517150FF D52BD344 DE78992B A224930C

temp is
517150FF D52BD344 DE78992B A224930C

While loop

Key is
8D73F2CA 8733B70B EQ4E91B3 52176475 D8A7643C 47BOBEQ1

V is
5C663EQ3 CAFOB640 6A74D3A6 2275AE29

output_block 1is
98FCI9FAC 541236E8 D199A476 B960OB301

temp is
517150FF D52BD344
DE78992B A224930C 98FCIOFAC 541236E8 D199A476 B960B301



While loop
Key is
8D73F2CA 8733B70B EQ4E91B3 52176475 D8A7643C 47BOBEQ1

V is
5C663EQ3 C4FOB640 6A74D3A6 2275AE2A

output_block is
2D882249 1114B0O1B 2208E492 FOF35(54

temp is
517150FF D52BD344 DE78992B A224930C 98FCIOFAC 541236E8
D199A476 B960B301 2D882249 1114B0O1B 2208E492 FOF35C54

temp XOR provided_data 1is
B191BO1F 35CB33A4 3E9879(B 42C473EC
781C7F4C B4F2D608 31794496 598053E1 0ODA80269 3134903B

Key is
B191BO1F 35CB33A4 3E9879CB 42C473EC 781C7F4C B4F2D608

V is
31794496 598053E1 @ODA80269 3134903B

3k 3k 3k 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k sk sk 3k sk 3k %k sk 3k sk sk 3k sk 3k %k sk 3k sk sk 3k sk 5k %k sk 3k sk sk %k sk 5k %k sk 3k sk sk 3k sk ok %k sk 3k %k sk ok %k ok *k %k
CTR_DRBG_Generate

requested_number_of_bits = 256

additional_input is <empty>



provided_data is
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000

While loop
Key is
B191BO1F 35CB33A4 3E9879(B 42C473EC 781C7F4C B4F2D608

V is
31794496 598053E1 ODA80269 3134903E

output_block is
912734C5 1650B758 E174DF45 FE78D27C

temp 1is
912734C5 1650B758 E174DF45 FE78D27C

While loop

Key is
B191BO1F 35CB33A4 3E9879(B 42(473EC 781C7F4C B4F2D608

V is
31794496 598053E1 @ODA8Q269 3134903F

output_block 1is
607F2F46 44BA4BDE E94EA700 CFAl1A761

temp is
912734C5 1650B758
E174DF45 FE78D27C 607F2F46 44BA4BDE E94EA700 CFAlA761



While loop

Key 1is
B191BO1F 35CB33A4 3E9879(CB 42C473EC 781C7F4C B4F2D608

V is
31794496 598053E1 @ODA80269 31349040

output_block is
407918E1 DE591203 5D647EQE DDG62AEQB

temp is
912734C5 1650B758 E174DF45 FE78D27C 6@7F2F46 44BA4BDE
E94EA700 CFA1A761 407918E1 DES591203 5D647EQE DD62AEOB

temp XOR provided_data is
912734C5 1650B758 E174DF45 FE78D27C
607F2F46 44BA4BDE E94EA700 CFA1A761 407918E1 DE591203

Key is
912734C5 1650B758 E174DF45 FE78D27C 607F2F46 44BA4BDE

V is
E94EA700 CFA1A761 407918E1 DE591203

rnd_val 1is
4C360423F DDD1109%6
DB6AGZ2DA B872B607 FS51ACBGE AA1A8FAD BA9A955E 08C2(C136

Second call to Generate

3k 3k 3k 3k 3k >k 3k 3k 3k 3k %k 3k %k 3k 3k 3%k 3k >k 3k %k 3k %k 5k 3k >k 3k %k 3k %k 3%k 3k 3%k 3k %k %k >k 3%k >k 3%k 3k %k %k %k %k >k % >k %k %k %k % %k % >k % %k *k % %k % %k *k

CTR_DRBG_Generate



requested_number_of_bits = 256

additional_input is
AQALA2A3 A4ASAGA7 ABA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 BS8B9BABB BCBDBEBF C@QC1C2C3 C4C5Ce6(C7

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk 3k sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kok ok k ok

CTR_DRBG_Reseed

entropy_input 1is
CQC1C2C3 C4C5C6C7 CBCI9CACB CCCDCECF
DOD1D2D3 D4D5D6D7 D8DIDADB DCDDDEDF EQE1E2E3 E4ESEGE?7

additional_input is
AQAL1A2A3 A4ASAGA7 ASA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 BS8BO9BABB BCBDBEBF C@C1C2(C3 C4C5Ce6(C7

Update
provided_data is

60606060 60606060 60606060 60606060
60606060 60606060 60606060 60606060 20202020 20202020

While loop
Key is
912734C5 1650B758 E174DF45 FE78D27C 607F2F46 44BA4BDE

V is
E94EA700 CFA1A761 407918E1 DES591204

output_block is
27CF86C6 8CC59F31 B56D6AEF C5E39991



temp is
27CF86C6 8CC59F31 B56D6AEF C5E39991

While loop

Key is
912734C5 1650B758 E174DF45 FE78D27C 6@7F2F46 44BA4BDE

V is
E94EA700 CFA1A761 407918E1 DE591205

output_block is
5464349A 2D386DD7 8(C680950 896580CB

temp is
27CF86C6 8CC59F31
B56D6AEF C5E39991 5464349A 2D386DD7 8C680950 896580CB

While loop

Key 1is
912734(C5 1650B758 E174DF45 FE78D27C 607F2F46 44BA4BDE

V is
E94EA700 CFA1A761 407918E1 DE591206

output_block is
90002416 13E390C0 BF953D14 A880A2(C4

temp is
27CF86C6 8CC59F31 B56D6AEF C5E39991 5464349A 2D386DD7
8C680950 896580CB 90002416 13E390C0 BF953D14 A880A2(C4



temp XOR provided_data is
47AFEG6AG ECASFF51 D50QDQASF AS583F9F1
340454FA 4D580DB7 ECQ86930 E9QSEQAB B0200436 33C3BOEQ

Key is
47AFE6A6 ECASFF51 D5@QDQA8F AS583F9F1 340454FA 4D580DB7

V is
EC086930 E9QS5EQAB B0200436 33C3BOEO

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k >k 3k 3%k 3k %k %k 3k 3% 3%k 3k %k %k 3k 3%k 3k %k %k 3%k 3% 3% >k %k %k 3%k 3% %k %k %k *k >k %k k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 000000
00000000 00000000 00000000 00000000 00000000 00000000

While loop
Key is
47AFE6A6 ECASFF51 DSQDOA8F AS83FOF1 340454FA 4D580DB7

V is
EC086930 E905EQAB B0200436 33C3BOE3

output_block is
EAC7EGF8 4AC4FQFF 174QCEF4 EE88EF73



temp is
EAC7E6F8 4ACAFOFF 1740CEF4 EE88EF73

While loop

Key 1is
47AFE6A6 ECASFF51 D5@QDQA8SF AS583F9F1 340454FA 4D580DB7

V is
EC086930 E9QS5EQAB B0200436 33C3BOE4

output_block is
C1eD1FBC 4Q61AEE2 47@02F9A7 81EB43A2

temp is
EAC7EGF8 4AC4FOFF
174Q0CEF4 EE88EF73 C1loD1FBC 40Q61AEE2 4702F9A7 81EB43A2

While loop

Key is
47AFE6A6 ECASFF51 D5@QDQA8F AS583F9F1 340454FA 4D580DB7

V is
EC086930 E9Q5EQAB B0200436 33C3BOES

output_block is
274483A2 FC3B21EB B267557C 42C6AB80

temp is
EAC7E6F8 4AC4FOFF 1740CEF4 EE88EF73 C1oD1FBC 4061AEE2
4702F9A7 81EB43A2 274483A2 FC3B21EB B267557C 42C6AB80



temp XOR provided_data is
EAC7EGF8 4AC4FQFF 174QCEF4 EE88EF73
C16D1FBC 4061AEE2 4702F9A7 81EB43A2 274483A2 FC3B21EB

Key 1is
EAC7EGF8 4ACAFQOFF 1740CEF4 EE88EF73 C16D1FBC 4061AEEZ2

V is
4702F9A7 81EB43A2 274483A2 FC3B21EB

rnd_val 1is
D859C7BF @D15D50D
81A65FEA B7D34605 1123E19F 64141105 43EAGDGF EESQEDEB

B L B L t 3 et B et i
CTR_DRBG
Requested Security Strength = 256
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00010203 04050607 08090A0B QOCODOEOF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2DZEZF

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DEESF 90919293 94959697
98999A9B 9C9DOE9F AQA1AZA3 A4AS5A0A7 ABA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8COCACB CCCDCECF D@D1D2D3 D4D5D6D7
D8DI9DADB DCDDDEDF EQE1E2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

PersonalizationString = <empty>

AdditionalInput = <empty>



BRI
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k 5k >k kk
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is
00010203 04050007 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2EZ2F
personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance”
Update
provided_data is

00010203 04050607 08090A0B QCODOEQOF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2EZF

While loop
Key 1is

00000000 00000000
00000000 00000000 00000000 00000000 0000000 00000000

V is
00000000 00000000 00000000 00000001

output_block is
530F8AFB (C74536B9 A963B4F1 C4(CB738B

temp is
530F8AFB C74536B9 A963B4F1 C4CB738B



While loop

Key is

00000000 00000000 00000000

V is
00000000

output_block is
CEA7403D
temp is

A963B4F1 C4CB738B CEA7403D

While loop

Key 1is

00000000 00000000 00000000

V is
00000000

output_block 1is
726003CA

temp is
530F8AFB (C74536B9 A963B4F1
@74ECS5D3 BAF39D18 726003CA

temp XOR provided_data is
530E88F8 (34030BE A16ABEFA
1F57DFC8 AGEE8307 524121E9

00000000

00000000

4D606B6E

4Do06B6E

00000000

00000000

37A62A74

C4CB738B
37A62A74

C8C67D84
13830C53

00000000
00000000

00000000

074EC5D3

530F8AFB
074EC5D3

00000000
00000000

00000000

D1AZ2F58E

CEA7403D
D1A2F58E

DEB6522E
FO8BDFAS5

00000000
00000000

00000002

BAF39D18

C74536B9
BAF39D18

00000000
00000000

00000003

7506358E

4Do06B6E
7506358E

59757D79
592B1BA1



Key is
530E88F8 (C34030BE
A16ABEFA (C8C67D84 DEB6522E 59757D79 1F57DFC8 AGEE8307

V is
524121E9 13830C53 F98BDFAS5 592B1BA1l

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk kok sk ok ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 00VVVVV0 00VVVVV0 V0000
00000000 00000000 00000000 V0000 VVVVVVV0 000V

While loop
Key 1is

530E88F8 (C34030BE
A16ABEFA (C8C67D84 DEB6522E 59757D79 1F57DFC8 AGEE8307

V is
524121E9 13830C53 F98BDFAS 592B1BA4

output_block is



temp 1is

While loop

Key is

056A8C26 6F9EFI97E D08541DB

056A8C26 6F9EFI97E D08541DB

530E88F8

A16ABEFA (C8C67D84 DEB6522E 59757D79 1F57DFC8

V is

output_block is

temp is

524121E9 13830C53 F98BDFAS

9810F539 2D076276 EF41277C

056A8C26

D08541DB D2E1FFA1l 9810F539 2D0@76276 EF41277C

While loop

Key is

530E88F8

A16ABEFA (C8C67D84 DEB6522E 59757D79 1F57DFC8

V is

output_block 1is

524121E9 13830C53 F98BDFAS5

4E3B7DCC 104A05BB ©89D338B

DZ2E1FFAl

DZ2E1FFAl

(C34030BE
AGEE8307

592B1BA5

3AB6E94A

6F9EFI7E
3AB6E94A

(C34030BE
AGEE8307

592B1BA6

F55C72CA



temp 1is
056A8C26 6F9EF97E DO8541DB D2E1FFA1 9810F539 2D076276
EF41277C 3AB6E94A 4E3B7DCC 104A0Q5BB ©089D338B F55C72CA

temp XOR provided_data is
056A8C26 GOF9EF97E DO8541DB D2E1FFA1 9810QF539 2D076276
EF41277C 3ABGE94A 4E3B7DCC 104AQ5BB ©89D338B F55C72CA

Key 1is
056A8C26 6F9EFI7E
D@8541DB D2E1FFA1l 9810QF539 2D076276 EF41277C 3ABGE94A

V is
4E3B7DCC 104AQ5BB ©89D338B F55C72CA

rnd_val 1is
06155023 4D158C5E
C95595FE Q4EF7A25 767F2E24 CC2BC479 D@9D86DC 9ABCFDE?

Second call to Generate
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k %k %k 3k 3k sk %k %k ok ok sk sk sk k ok ko sk k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data 1is

00000000 00000000 00000000 00000 V000 V00V
00000000 00000000 00000000 00000000 0000000 00000000



While loop

Key is
056A8C26 6F9EFI7E
DO8541DB DZ2E1FFA1l 9810F539 2D076276 EF41277C 3AB6E94A

V is
4E3B7DCC 104A05BB ©89D338B F55C72CD

output_block is
18FB8B4B SDAC63ES B479EQ85 (C28B4073

temp is
18FB8B4B SDACG3ES B479EQ85 (C28B4073

While loop

Key is
056A8C26 6F9EFI7E
DO8541DB DZ2E1FFA1l 9810F539 2D076276 EF41277C 3AB6E94A

V is
4E3B7DCC 104A05BB ©89D338B F55C72CE

output_block is
A6D7A24A 4E880OBCE 3CFE4D7F BODFABE1

temp 1is
18FB8B4B 5DACG3ES
B479EQ85 (C28B4073 A6D7A24A 4E880BCE 3CFE4D7F BODFABEL

While loop



Key is
056A8C26 6F9EFI7E
DO8541DB DZ2E1FFA1l 9810F539 2D076276 EF41277C 3ABGE94A

V is
4E3B7DCC 104A@5BB ©89D338B F55C72CF

output_block 1is
AFDD5272 2A@D37B5 17F7B959 2D4E755D

temp is
18FB8B4B SDAC63E5 B479EQ85 (C28B4073 AoD7A24A 4E880BCE
3CFE4D7F BODFABE1l AFDD5272 2A@D37BS 17F7B959 2D4E7S55D

temp XOR provided_data is
18FB8B4B S5DAC63E5 B479EQ85 (28B4073 AoD7A24A 4E880QBCE
3CFE4D7F BODFABE1 AFDD5272 2A@D37B5 17F7B959 2D4E755D

Key is
18FB8B4B 5DAC63ES
B479E085 (28B4073 A6D7A24A 4E880BCE 3CFE4D7F BODFABE1

V is
AFDD5272 2A@D37B5 17F7B959 2D4E755D

rnd_val 1is
1A9FBCBC 8DA36DFF
2ABE2032 9617QFDB 97(C3297F 67FCB679 AC719C9F D00253B0O
B B G G g g g
CTR_DRBG
Requested Security Strength = 256
prediction_resistance_flag = "NOT ENABLED"

EntropyInput =
00010203 040500607 08090A0B QCODOEQOF 10111213 14151617



18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2EZF

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF 90919293 94959697
98999A9B 9CODIESF AQA1AZ2A3 A4AS5A6A7 ASA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
CoC1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF D@OD1D2D3 D4DSDeD7
D8DI9DADB DCDDDEDF EQE1EZ2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

PersonalizationString = <empty>
Additionallnputl =

60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8CBDEE8F

AdditionallInput2 =
AQOA1AZA3 A4ASAGA7 AS8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7
B8BOBABB BCBDBEBF C@C1C2C3 C4C5C6C7 C8C9CACB CCCDCECF

B G G g g g
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k %k %k %k kok sk k ok
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is
00010203 04050007 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2EZ2F
personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance"

Update

provided_data is
00010203 040500607 08090A0B QCODOEQF 10111213 14151617



18191A1B 1C1D1E1F 20212223

While loop
Key is

00000000 00000000 00000000

Vis

00000000
output_block is

530F8AFB
temp is

530F8AFB
While loop
Key is

00000000 00000000 00000000

V is
00000000

output_block 1is
CEA7403D

temp is

A963B4F1 C4CB738B CEA7403D

24252627

00000000

00000000

C74536B9

C74536B9

00000000

00000000

4D606B6E

4D606B6E

28292A2B

00000000
00000000

00000000

A963B4F1

A963B4F1

00000000
00000000

00000000

074EC5D3

530F8AFB
074EC5D3

2C2D2E2F

00000000
00000000

00000001

C4CB738B

C4CB738B

00000000
00000000

00000002

BAF39D18

C74536B9
BAF39D18



While loop

Key 1is
00000000 00000000
00000000 00000000 00000000 V000000 VVVVVVV0 V00V

V is
00000000 00000000 00000000 0000003

output_block is
726003CA 37A62A74 D1A2F58E 7506358E

temp is
530F8AFB (C74536B9 A963B4F1 C4CB738B CEA7403D 4D606B6GE
@74EC5D3 BAF39D18 726003CA 37A62A74 D1A2F58E 7506358E

temp XOR provided_data is
530E88F8 (C34030BE A16ABEFA (C8C67D84 DEBG6522E 59757D79
1F57DFC8 AGEE8307 524121E9 13830C53 F98BDFA5 592B1BAl1

Key is
530E88F8 (C34030BE
A16ABEFA C8C67D84 DEB6522E 59757D79 1F57DFC8 AGEE8307

V is
524121E9 13830C53 F98BDFAS5 592B1BAl

First call to Generate

3k %k 3k 3k 3k >k 3k 3k 3k 3k %k 3k >k 3k 3k 3k 3k >k 3k %k 3k %k 3%k 3k %k 3k %k 3k %k 3%k >k 3%k 3k %k %k >k 3%k >k 3%k 3k %k 3k %k %k >k % >k %k % %k % %k % >k %k % *k % %k % %k *k

CTR_DRBG_Generate

requested_number_of_bits = 256



additional_input is
60616263 64656667 68696A6B 6C6DGEGF 70717273
78797A7B 7C7D7E7F 80818283 84858687 88898A8B

additional_input <> NULL, process appropriately

Update
provided_data is

60616263 64656667 68696A6B 6C6DOGEGF 70717273
78797A7B 7C7D7E7F 80818283 84858687 883898A8B

While loop
Key is

530E88F8
A16ABEFA (C8C67D84 DEB6522E 59757D79 1F57DFC8

V is
524121E9 13830C53 F98BDFA5

output_block 1is
06155023 4D158C5E (C95595FE

temp is
06155023 4D158C5E (95595FE

While loop
Key 1is

530E88F8
A16ABEFA (C8C67D84 DEB6522E 59757D79 1F57DFC8

V is

74757677
8C8DBESZF

74757677
8C8DBES8F

(C34030BE
AGEE8307

592B1BAZ

Q4EF7A25

Q4EF7A25

(C34030BE
AGEE8307



524121E9 13830C53 F98BDFAS5

output_block 1is

767F2E24 CC2BC479 D@9D86DC

temp is

C95595FE Q4EF7A25 767F2E24

While loop

Key is

A16ABEFA (C8C67D84 DEB6522E

V is
524121E9

output_block 1is
056A8(C26

temp is
06155023 4D158C5E (95595FE
D@9D86DC 9ABCFDE7 @56A8(C26

temp XOR provided_data is
66743240 2970QEA39 A13CFF95
A8E4FCA7 E6(C18398 85EBOEAS

Key is

A13CFF95 6882144A Q6QES5C57

V is
85EBOEAS

CC2BC479

59757D79

13830C53

6F9EF97E

Q4EF7A25
6F9EFI7E

6882144A
EB1B7FF9

B85SEBZ20E

EB1B7FF9

06155023
D@9D86DC

530E88F8
1F57DFC8

FO8BDFAS

D08541DB

767F2E24
D08541DB

060E5C57
580CCB50

66743240
ABE4FCA7

580CCB50

592B1BA3

9ABCFDE?7

4D158C5E
9ABCFDE?7

(C34030BE
AGEE8307

592B1BA4

D2E1FFAl

CC2BC479
D2E1FFA1

B85EB20E
S5E6C712E

2970EA39
E6C18398

S5E6C712E



Update

provided_data is

60616263 64656667 68696A6B 6CO6DGEGF 70717273
78797A7B 7C7D7E7F 80818283 84858687 88898A8B

While loop

Key is

66743240

A13CFF95 6882144A 06QE5C57 BB5EBZ2QE A8E4FCA7

V is

output_block 1is

temp is

While loop

Key is

85EBOEAS EB1B7FF9 580CCB50

346800DF CE6D40QF5 QFCB89CD

346800DF CE6D40F5 QFCB89CD

66743240

A13CFF95 6882144A 06QE5C57 BB5EBZ2QE A8E4FCA7

V is

output_block 1is

85EBOEAS EB1B7FF9 580CCB50

74757677
8C8DSEZF

2970EA39
E6C18398

5E6C7131

EE82941B

EE82941B

2970EA39
E6C18398

5E6C7132



7E6C7BAS

temp 1is

OFCB89CD EE82941B 7E6C7BA8

While loop

Key is

A13CFF95 6882144A Q6QES5C57

V is
85EBOEAS

output_block is
877534D9

temp is
346800DF CEG6D4@F5 QFCB89CD
0D721810 81DD5C32 877534D9

temp XOR provided_data is
540962BC AA082692 67A2E3A6
750B626B FDAQ224D Q7F4B65A

Key is

67A2E3A6 82EFFA74 QE1DO9DB

V is
07F4B65A

rnd_val 1is

4CFACC6A

4CFACCoA

B85SEBZ20E

EB1B7FF9

08545CFD

EE82941B
08545CFD

82EFFA74
8CD1DA7A

388FBA1D

8CD1DA7A

0D721810

346800DF
0D721810

66743240
ABE4FCA7

580CCB50

9CAEABSB

7E6C7BAS8
9CAEABSB

OE1DOIDB
14272100

540962BC
750B626B

14272100

93A8EF3A

81DD5(C32

CE6D40F5
81DD5C32

2970EA39
E6C18398

5E6C7133

7A239397

4CFACC6A
7A239397

388FBA1D
F6AE1D18

AA0Q82692
FDAQ@224D

FOAE1D18

C44E4A3D



587DF216 EB6FE3B7 75EE3E94 4CAACY7QOF 35B56004 AE24B7B8

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k 3k sk sk sk sk sk ok ok k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AQA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7
B8BOBABB BCBDBEBF C@C1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF

additional_input <> NULL, process appropriately

Update
provided_data is

AOA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF BOB1BZB3 B4B5B6B7
B8BO9BABB BCBDBEBF C@C1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF

While loop
Key is

540962BC AA082692
67A2E3A6 82EFFA74 QE1D@QODB 388FBA1D 750B626B FDA@224D

V is
O7F4B65A 8CD1DA7A 14272100 FO6AE1D19

output_block is
BCF91363 DA114FBB 6251B840 B0132E6C

temp 1is



While loop
Key 1is

67A2E3A6 82EFFA74

V is

output_block is

temp is

6251B840 B0O132E6C

While loop
Key is

67A2E3A6 82EFFA74

V is

output_block is

temp is
BCF91363 DA114FBB
B89CB4C2 3D8C1F6A

BCF91363 DA114FBB 6251B840@

OE1DO9DB

07F4B65A

F4B50026

F4B50026

OE1DO9DB

07F4B65A

F50B710D

6251B840
F50B71@D

388FBA1D

8CD1DA7A

055E61C5

055E61C5

388FBA1D

8CD1DA7A

4167CE53

BO132E6C
4167CE53

540962BC
750B626B

14272100

B89CB4(C2

BCF91363
B89CB4(2

540962BC
750B626B

14272100

0C1463B0

F4B50026
0C1463B0

BO132E6C

AA082692
FDA@224D

F6AE1D1A

3D8C1F6A

DA114FBB
3D8C1F6A

AA0G82692
FDA@224D

FOAE1D1B

A361FBB0O

055E61C5
A361FBBO



temp XOR provided_data is
1C58B1CO 7EB4E91C CAF812EB 1CBE8QC3 4404B295 B1EBD772
00250E79 8131A1D5 35CAB3CE 85A20894 C4DDA97B 6FAC357F

Key is
1C58B1C@ 7EB4E91C
CAF812EB 1CBE8QC3 4404B295 B1EBD772 00250E79 8131A1D5

V is
35CAB3CE 85A20894 (C4DDA97B 6FAC357F

Update
provided_data is

AQA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7
B8BOBABB BCBDBEBF C@C1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF

While loop
Key is

1C58B1CO 7EB4E91C
CAF812EB 1CBE8QC3 4404B295 B1EBD772 00250E79 8131A1D5

V is
35CAB3CE 85A20894 C4DDA97B 6FAC3582

output_block 1is
EECEE3AQ 69F7653D 4A96AE43 7172EE2C

temp is
EECEE3AQ 69F7653D 4A96AE43 7172EE2C



While loop

Key is

CAF812EB 1CBE8QC3 4404B295

V is
35CAB3CE

output_block is
848A92(9
temp is

4A96AE43 7172EE2C 848A92(9

While loop

Key 1is

CAF812EB 1CBE8QC3 4404B295

V is
35CAB3CE

output_block 1is
2393599C

temp is
EECEE3AQ 69F7653D 4A96AE43
E48D403E E6893ABO 2393599C

temp XOR provided_data is
4E6F4103 CD52C39A EZ23FQ4E8
5C34FA85 5A34840QF E3529B5F

B1EBD772

85A20894

E1E71461

E1E71461

B1EBD772

85A20894

9F15A18C

7172EE2C
9F15A18C

DDDF4083
5BD0O674B

1C58B1C0O
00250E79

C4DDA97B

E48D403E

EECEE3AOQ
E48D403E

1C58B1C0O
00250E79

C4DDA97B

A4F18BCE

848A92(C9
A4F18BCE

343B207A
6C384105

7EB4E91C
8131A1D5

6FAC3583

E6893AB0O

69F7653D
E6893AB0

7EB4E91C
8131A1D5

6FAC3584

E25FDBD3

E1E71461
E25FDBD3

5552A2D6
2E92151C



Key is
4E6F4103 CD52C39A
E23FQ4E8 DDDF4083 343B207A 5552A2D6 5C34FA85 5A34840F

V is
E3529B5F 5BDO674B 6C384105 2E92151C

rnd_val 1is
8911B73C 1EC1626F
37F221B1 2929BD5D 20B67373 768048E8 A1EQ737E DFQF22D6

B b b G b b b
CTR_DRBG
Requested Security Strength = 256

prediction_resistance_flag = "NOT ENABLED"

EntropyInput =
00010203 04050607 08090A0B QCODOEQOF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2EZ2F

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8D8E8F 90919293 94959697
98999A9B 9CODIESF AQA1A2A3 A4A5A6A7 ASA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF D@D1D2D3 D4DSDeD7
DS8DIODADB DCDDDEDF EQE1E2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

PersonalizationString =
40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657
58595A5B 5C5D5ESF 60616263 64656667 68696A6B 6C6D6EGF

AdditionalInput = <empty>

HHI R A A A



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3k %k 3%k 3k > 3k >k %k %k 3% %k 5% >k %k %k %k 3k %k %k %k *k

CTR_DRBG_Instantiate_algorithm - without derivation function

entropy_input is
00010203 04050607 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CID1E1F 20212223 24252627 28292A2B 2C2D2E2F

personal_str is
40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657
58595A5B 5C5DSESF 60616263 64656667 68696A6B 6C6DGEGF

prediction_resistance_flag = "No PredictionResistance”

Update

provided_data is
40404040 40404040 40404040 40404040 40404040 40404040
40404040 40404040 40404040 40404040 40404040 40404040

While loop

Key is
00000000 00000000
00000000 00000000 00000000 00000000 V0000000 00000000

V is
00000000 00000000 00000000 00000001

output_block is
530F8AFB (C74536B9 A963B4F1 (C4CB738B

temp is
530F8AFB (C74536B9 A963B4F1 C4CB738B



While loop

Key is

00000000 00000000 00000000

V is
00000000

output_block is
CEA7403D

temp 1is

A963B4F1 C4CB738B CEA7403D

While loop

Key is

00000000 00000000 00000000

V is
00000000

output_block is
726003CA

temp is
530F8AFB C74536B9 A963B4F1
@74ECS5D3 BAF39D18 726003CA

temp XOR provided_data is

00000000

00000000

4D606B6E

4D606B6E

00000000

00000000

37A62A74

C4CB738B
37A62A74

00000000
00000000

00000000

074EC5D3

530F8AFB
@74EC5D3

00000000
00000000

00000000

D1A2F58E

CEA7403D
D1A2F58E

00000000
00000000

00000002

BAF39D18

C74536B9
BAF39D18

00000000
00000000

00000003

7506358E

4D606B6E
7506358E



134FCABB 870576F9 E923F4B1 848B33(CB 8EE7007D @D202BZE
470QE8593 FAB3DD58 3220438A 77E66A34 91EZ2B5CE 354675CE

Key is
134FCABB 870576F9
E923F4B1 848B33CB 8EE7007D @D202B2E 47QE8593 FAB3DD58

V is
3220438A 77E66A34 91E2BS5CE 354675CE

First call to Generate
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k >k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k >k kk
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 000000 00VVV0V0 000000
00000000 00000000 00000000 00VVVV00 00VVVVV0 V00000

While loop

Key is
134FCABB 870576F9
E923F4B1 848B33CB 8EE7007D @D202B2E 470QE8593 FAB3DD58

V is
3220438A 77E66A34 91EZB5CE 354675D1



output_block is

temp is

While loop

Key is

79B18865 9EQ8DC83 10050D9A

79B18865 9EQ8DC83 10050D9A

134FCABB

E923F4B1 848B33CB 8EE7007D ©@D202B2E 47QE8593

V is

output_block 1is

temp is

3220438A 77E66A34 91EZ2BS5CE

87730C9A E9461189 C5EF7300

79B18865

10050D9A 2EB958DF 87730C9A E9461189 C5EF7300

While loop

Key is

134FCABB

E923F4B1 848B33CB 8EE7007D @D202B2E 47QE8593

V is

output_block is

3220438A 77E66A34 91EZB5CE

33AC1C7E FB7384A0 A4A267F4

2EB958DF

2EB958DF

870576F9
FAB3DD58

354675D2

DEQF752C

9E@8DC83
DEQF752C

870576F9
FAB3DD58

354675D3

9CC5DA4E



temp is
79B18865 9EQ8DC83 10050D9A 2EBI58DF 87730C9A E9461189
C5EF7300 DEQF752C 33AC1C7E FB7384A0 A4A267F4 9CCSDA4E

temp XOR provided_data is
79B18865 9EQA8DC83 10050D9A 2EBO58DF 87730C9A E9461189
C5EF7300 DEQF752C 33AC1C7E FB7384A0 A4A267F4 9CCSDA4E

Key is
79B18865 9EQ8DC83
10050D9A 2EB958DF 87730C9A E9461189 (S5EF7300 DEQF752C

V is
33AC1C7E FB7384A0 A4A267F4 9CCSDA4E

rnd_val 1is
SDEGAASQ 022FQ1DF
045B3FDA 58A2AD77 9132Fo6F BO4CEQCZ2 BOFAQ721 Fo86D3E4

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k 3k 3k sk 5k 5k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k >k %k %k %k %k sk k kok sk k ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 000VV0V0 00VVVVV0 000000
00000000 00000000 00000000 0VVVVVV0 V000 V0V



While loop

Key is
79B18865 9EQ8DC83
10050D9A 2EB958DF 87730C9A E9461189 CSEF7300 DEQF752C

V is
33AC1C7E FB7384A0 A4A267F4 9CC5DA51

output_block is
CABAFAEE 6CAFC480 16508AD9 1B8F9012

temp is
CABAFAEE 6CAFC480 16508AD9 1B8F9012

While loop

Key is
79B18865 9EQ8DC83
10050D9A 2EB958DF 87730C9A E9461189 CSEF7300 DEQF752C

V is
33AC1C7E FB7384A0 A4A267F4 9CCS5DA5?2

output_block is
DFCAEBD4 7953986D E33FDCCB 3CD614DD

temp is
CABAFAEE 6CAFC480
16508AD9 1B8F9012 DFCAEBD4 7953986D E33FDCCB 3(CD614DD



While loop

Key is
79B18865 9EQ8DC83
10050D9A 2EB958DF 87730C9A E9461189 CS5EF7300 DEQF752C

V is
33AC1C7E FB7384A0 A4A267F4 9CC5DA53

output_block 1is
443B3D78 CCF212E4 9EFD4003 A3C33A05

temp 1is
CABAFAEE 6CAF(C480 16508AD9 1B8F9012 DFCAEBD4 7953986D
E33FDCCB 3CD614DD 443B3D78 CCF212E4 9EFD4003 A3C33A05

temp XOR provided_data is
CABAFAEE 6CAFC480 16508AD9 1B8F9012 DFCAEBD4 7953986D
E33FDCCB 3CD614DD 443B3D78 CCF212E4 9EFD4003 A3C33A05

Key is
CASAFAEE 6CAFC480
16508AD9 1B8F9012 DFCAEBD4 7953986D E33FDCCB 3CD614DD

V is
443B3D78 CCF212E4 9EFD4003 A3C33A05

rnd_val 1is
1DD89F20 7997AEZ24
C8EB7550 21A90AA1 3CA67FFC 0881D577 1A9745F8 QC7FD207
HHH A A
CTR_DRBG

Requested Security Strength = 256

prediction_resistance_flag = "NOT ENABLED"



EntropyInput =
00010203 04050607 08090A0B OCODOEQOF 10111213 14151617
18191A1B 1C1D1EL1F 20212223 24252627 28292A2B 2C2D2E2F

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DEESF 90919293 94959697
98999A9B 9C9D9E9F AQA1AZA3 A4AS5A0A7 ABA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8COCACB CCCDCECF D@OD1D2D3 D4D5D6D7
D8DODADB DCDDDEDF EQE1E2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

PersonalizationString =
40414243 44454647 48494A4B 4C4DAE4AF 50515253 54555657
58595A5B 5CS5D5ESF 60616263 64656667 68696A6B 6C6D6EGF

AdditionallInputl =
60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF

AdditionalInput2 =
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7
B8BO9BABB BCBDBEBF C@C1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF

HHIH R A R A

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k %k %k %k %k 3%k 3k 3k %k %k 3%k 3% %k %k %k %k %k 3% >k %k %k %k % %k %k %k *k %k %k %k

CTR_DRBG_Instantiate_algorithm - without derivation function

entropy_input is
00010203 04050607 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CID1E1F 20212223 24252627 28292A2B 2(C2D2EZ2F

personal_str is
40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657
58595A5B 5C5DSESF 60616263 64656667 68696A6B 6C6DGEGF



prediction_resistance_flag = "No PredictionResistance"

Update

provided_data is

40404040 40404040 40404040 40404040 40404040
40404040 40404040 40404040 40404040 40404040

While loop

Key is

00000000

00000000 00000000 00000000 00000000 00000000

V is

output_block is

temp is

While loop

Key is

00000000 00000000 00000000

530F8AFB (C74536B9 A963B4F1

530F8AFB (C74536B9 A963B4F1

00000000

00000000 00000000 00000000 00000000 00000000

V is

output_block is

00000000 00000000 00000000

40404040
40404040

00000000
00000000

00000001

C4CB738B

C4CB738B

00000000
00000000

00000002



CEA7403D 4D606B6E 074ECS5D3 BAF39D18

temp 1is
530F8AFB (C74536B9
A963B4F1 C4CB738B CEA7403D 4D60@6BG6E @74EC5D3 BAF39D18

While loop

Key is
00000000 00000000
00000000 00000000 00000000 00000000 V0000000 00000000

V is
00000000 00000000 00000000 0000003

output_block is
726003CA 37A62A74 D1A2F58E 7506358E

temp is
530F8AFB (C74536B9 A963B4F1 C4CB738B CEA7403D 4D606BGE
@74EC5D3 BAF39D18 726003CA 37A62A74 D1A2F58E 7506358E

temp XOR provided_data is
134FCABB 870576F9 E923F4B1 848B33CB 8EE7007D @D202BZ2E
47QE8593 FAB3DD58 3220438A 77E66A34 91EZ2BS5CE 354675CE

Key is
134FCABB 870576F9
E923F4B1 848B33CB 8EE7007D @D202B2E 47QE8593 FAB3DD58

V is
3220438A 77E66A34 91EZ2B5CE 354675CE



First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k %k sk 3k 3k 3k 3k 3k 3k %k sk 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF

additional_input <> NULL, process appropriately

Update
provided_data is

60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSE8F

While loop
Key is

134FCABB 870576F9
E923F4B1 848B33CB 8EE7007D @D202B2E 470QE8593 FAB3DD58

V is
3220438A 77E66A34 91EZ2BS5CE 354675CF

output_block 1is
SDE6AASQ 022FQ1DF @45B3FDA 58A2AD77

temp is
SDEGAASQ 022FQ1DF Q45B3FDA 58A2AD77



While loop

Key is
134FCABB 870576F9
E923F4B1 848B33CB 8EE7007D @D202B2E 470QE8593 FAB3DDS58

V is
3220438A 77E66A34 91EZ2B5CE 354675D0

output_block 1is
9132F66F BO4CEQC2 BOFAQ721 F686D3E4

temp is
SDEGAA5Q 022F@Q1DF
Q45B3FDA 58A2AD77 9132F6oF BQ4CEQCZ2 BOFAQ721 F686D3E4

While loop

Key is
134FCABB 870576F9
E923F4B1 848B33CB 8EE7007D @OD202B2E 470QE8593 FAB3DD58

V is
3220438A 77E66A34 91EZB5CE 354675D1

output_block is
79B18865 9EQ8DC83 10050D9A 2EBI958DF

temp is
SDEGAASQ 022F@1DF @45B3FDA 58A2AD77 9132F66F B@4CEQC2
BOFAQ721 F686D3E4 79B18865 9EQ8DC83 100S5ODOA 2EBIS8DF

temp XOR provided_data is
3D87(C833 664A67B8 6C3255B1 34CFC318 E143841C (C43996B5
(C8837D5A 8AFBAD9B F9300QAEG 1A8D5A04 988(C8711 A234D650



Key is

6C3255B1 34CFC318 E143841C

V is
FO300AEG

Update
provided_data is

60616263 64656067 68696A6B
78797A7B 7C7D7E7F 80818283

While loop
Key is

6C3255B1 34CFC318 E143841C

Vis

FO300AEG
output_block is

FE4B16FC
temp is

FE4B16FC
While loop
Key is

C43996B5

1A8D5A04

6Co6DOEGF
84858687

C43996B5

1A8D5A04

3F12CD7C

3F12CD7C

3D87C833
C8837D5A

988C8711

70717273
88898A8B

3D87(C833
C8837D5A

988C8711

9D681FEF

9D681FEF

3D87C833

664A67B8
8AFBAD9B

A234D650

74757677
8C8DBES8F

664A67B8
8AFBAD9B

A234D653

BE37D72E

BE37D72E

664A67B8



6C3255B1 34CFC318 E143841C

V is
FO300AEG

output_block 1is
0793697D
temp is

9D681FEF BE37D72E ©0793697D

While loop

Key is

6C3255B1 34CFC318 E143841C

V is
FO9300AEG

output_block is
522AC4DF

temp is
FE4B16FC 3F12CD7C 9D681FEF
D194BDB6 7A7(C821D 522AC4DF

temp XOR provided_data is
9E2A749F 5B77AB1B F5017584
AQEDC7CD 0601FC62 D2AB465C

Key is

F5017584 D25AB941 77EZ21BOE

C43996B5

1A8D5A04

B707CoD0@

B707CoDO

C43996B5

1A8D5A04

59FQ7ESE

BE37D72E
59FQ7E9E

D25AB941
DD75F819

C372B6A7

C8837D5A

988C8711

D194BDB6

FE4B16FC
D194BDB6

3D87(C833
C8837D5A

988(8711

79359831

0793697D
79359831

77E21BOE
F1BC12BA

9E2A749F
A9EDC7CD

8AFBAD9B

A234D654

7A7C821D

3F12CD7C
7A7C821D

664A67B8
8AFBAD9B

A234D655

6150EFB3

B707CoDO
6150EFB3

C372B6A7
EDDD613C

5B77AB1B
0601FC62



V is
D2AB465C DD75F819 F1BC12BA EDDD613C

rnd_val 1is
35CE8218 C@3B7592
FAF29D19 72273983 oCEEFQ66 6EQS58ABF 8B837AB5 ESE743D9

Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k >k 3k 3k %k sk 3k 3k sk >k 3k 3k %k sk 5k %k %k >k %k ok k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AOA1AZA3 A4ASA6A7 ABA9AAAB ACADAEAF BOB1BZB3 B4B5B6B7
B8BI9BABB BCBDBEBF COC1C2C3 (C4C5C6C7 C8C9CACB CCCDCECF

additional_input <> NULL, process appropriately

Update
provided_data is

AQA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7
B8BOBABB BCBDBEBF C@C1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF

While loop
Key 1is

9E2A749F 5B77AB1B
F5017584 D25AB941 77E21BOE C372B6A7 A9EDC7CD 0601FC62

V is



output_block 1is

temp is

While loop

Key is

D2AB465C DD75F819

3E56FF9B 2E3B(C503

3E56FF9B 2E3BC503

F5017584 D25AB941 77EZ21BOE (C372B6A7

V is

output_block 1is

temp is

D2AB465C DD75F819

FE3CCEA1 E661A3C3

12CDDCo1 47A1511F FE3CCEA1l E661A3C3

While loop

Key 1is

F5017584 D25AB941 77E21BOE C372B6A7

V is

D2AB465C DD75F819

F1BC12BA

12CDDCo61

12CDDCo1

9E2A749F
A9EDC7CD

F1BC12BA

9F75BF33

3E56FF9B
9F75BF33

9E2A749F
A9EDC7CD

F1BC12BA

EDDD613D

47A1511F

47A1511F

5B77AB1B
0601FCo2

EDDD613E

E6A50D11

2E3BC503
E6A50D11

5B77AB1B
0601FC62

EDDD613F



output_block 1is

temp is

BAFDFC5F E4QE86DE

3E56FF9B 2E3BC503 12CDDC61 47A1511F
9F75BF33 E6A50D11 BAFDFC5F E4@E86DE

temp XOR provided_data 1is
9EF75D38 8A9E63A4 BA6476CA EBQOCFFBO
27CCO588 S5A18B3AE 7A3C3E9C 20CB4019

Key is

BA6476CA EBOCFFBO 4E8D7(C12 52D41574

V is

Update

provided_data is

7A3C3E9C 20CB4019

AOA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF
B8BI9BABB BCBDBEBF COC1C2C3 (C4C5CoC7

While loop

Key is

BA6476CA EBOCFFBO 4E8D7(C12 52D41574

V is

output_block is

7A3C3E9C 20CB4019

BA48BFAE

FE3CCEAl
BA48BFAE

4E8D7(C12
72817565

9EF75D38
27CCO588

72817565

BOB1BZB3
C8C9CACB

9EF75D38
27CCO588

72817565

8A16B1F5

E661A3C3
8A16B1F5

52D41574
46DB7F3A

8A9EG3A4
5A18B3AE

46DB7F3A

B4B5B6B7
CCCDCECF

8A9EG3A4
5A18B3AE

46DB7F3D



temp 1is

While loop

Key is

OD5AC3AD 225F868B 78ED4FDo6

OD5AC3AD 225F868B 78ED4FD6

9EF75D38

BA6476CA EBOCFFB@O 4E8D7(C12 52D41574 27CC@588

V is

output_block is

temp is

7A3C3E9C 20CB4019 72817565

61B988FC E1614A2E 85BCIBEA

@OD5AC3AD

78ED4FD6 821E5C5E 61B988FC E1614A2E 85BCOBEA

While loop

Key is

9EF75D38

BA6476CA EBOCFFBO 4E8D7C12 52D41574 27CCO588

V is

output_block 1is

7A3C3E9C 20CB4019 72817565

29C2F084 866A22CF 1E447F3D

821E5CS5E

821E5CS5E

8A9EG3A4
5A18B3AE

46DB7F3E

4767F7F7

225F868B
4767F7F7

8A9EG3A4
5A18B3AE

46DB7F3F

7A46C68B



temp 1is
@ODSAC3AD 225F868B 78ED4FD6 821ES5CSE 61B988FC E1614A2E
85BC9BEA 4767F7F7 29C2F084 866A22CF 1E447F3D 7A46C68B

temp XOR provided_data is
ADFBG1OE 86FA202C DQ44E57D 2EB3F2F1 D10Q83A4F 55D4FC99
3D052151 FBDA4948 E9033247 42AFE408 D68DB5F6 B68B0844

Key 1is
ADFB610E 86FA202C
DO44E57D 2EB3F2F1 D1083A4F 55D4FC99 3D052151 FBDA4948

V is
E9033247 42AFE408 D68DB5F6 B68B0844

rnd_val 1is
836CAOF7 75468B8A
ABCD3129 FE2A2227 B2251DCC 2Z2A0BFAQ 175EAB7C A29892BA

B L L L L
CTR_DRBG
Requested Security Strength = 256

prediction_resistance_flag = "ENABLED"

EntropyInput =
00010203 04050007 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2EZ2F

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DEESF 90919293 94959697
98999A9B 9(9D9EIF AQA1AZ2A3 A4ASA6A7 ABA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
CoC1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF D@D1D2D3 D4DSDeD7
D8DI9DADB DCDDDEDF EQE1EZ2E3 E4ESEGE7 ESEQEAEB ECEDEEEF



PersonalizationString = <empty>
Additionallnput = <empty>
B B e e e T g
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 5k 3k %k sk sk sk sk sk ko k ok ok
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is
00010203 04050007 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2EZ2F
personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"
Update
provided_data is

00010203 04050007 08090A0B OCODOEOF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2EZ2F

While loop
Key is

00000000 00000000
00000000 00000000 00000000 000VVVV0 00VVVVV0 0000000

V is
00000000 00000000 00000000 00000001

output_block is
530F8AFB (C74536B9 A963B4F1 C4(CB738B

temp 1is



530F8AFB

While loop

Key is

00000000 00000000 00000000

V is
00000000

output_block is
CEA7403D
temp is

A963B4F1 C4CB738B CEA7403D

While loop

Key is

00000000 00000000 00000000

V is
00000000

output_block is
726003CA

temp is
530F8AFB (C74536B9 A963B4F1
@74EC5D3 BAF39D18 726003CA

C74536B9

00000000

00000000

4D606B6E

4D606B6E

00000000

00000000

37A62A74

C4CB738B
37A62A74

A963B4F1

00000000
00000000

00000000

074EC5D3

530F8AFB
074EC5D3

00000000
00000000

00000000

D1A2F58E

CEA7403D
D1AZF58E

C4CB738B

00000000
00000000

00000002

BAF39D18

C74536B9
BAF39D18

00000000
00000000

00000003

7506358E

4D606B6E
7506358E



temp XOR provided_data is
530E88F8 (C34030BE A16ABEFA (C8C67D84 DEB6522E 59757D79
1F57DFC8 AGEE8307 524121E9 13830C53 F98BDFA5 592B1BA1

Key is
530E88F8 (C34030BE
A16ABEFA C8C67D84 DEB6522E 59757D79 1F57DFC8 AGEE8307

V is
524121E9 13830C53 F98BDFAS5 592B1BA1l

First call to Generate
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k %k %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k %k %k sk sk sk sk sk sk ok ok k

CTR_DRBG_Reseed

entropy_input is
80818283 84858687 88898A8B 8C8DEESF 90919293 94959697
98999A9B 9C9DOEI9F AQA1AZA3 A4AS5A0A7 ABA9AAAB ACADAEAF

additional_input is <empty>

Update

provided_data is
80818283 84858687 88898A8B 8C8DSEF 90919293 94959697
98999A9B 9C9DIEOF AQA1A2A3 A4ASA6A7 ASA9AAAB ACADAEAF



While loop

Key is
530E88F8 (C34030BE
A16ABEFA C8C67D84 DEB6522E 59757D79 1F57DFC8 AGEE8307

V is
524121E9 13830C53 F98BDFAS5 592B1BA2

output_block is
06155023 4D158C5E (C95595FE Q4EF7A25

temp is
06155023 4D158C5E (C95595FE Q4EF7A25

While loop

Key is
530E88F8 (C34030BE
A16ABEFA C8C67D84 DEB6522E 59757D79 1F57DFC8 AGEE8307

V is
524121E9 13830C53 F98BDFAS5 592B1BA3

output_block is
767F2E24 CC2BC479 D@O9D86DC 9ABCFDE?

temp is
06155023 4D158C5E
C95595FE Q4EF7A25 767F2E24 CC2BC479 D@ID86DC 9ABCFDE7



While loop
Key is

530E88F8 (C34030BE
A16ABEFA (C8C67D84 DEB6522E 59757D79 1F57DFC8 AGEE8307

V is
524121E9 13830C53 F98BDFAS 592B1BA4

output_block is
056A8(C26 6F9EF97E D@8541DB D2E1FFA1l

temp is
06155023 4D158C5E (C95595FE Q4EF7A25 767F2E24 CC2BC479
DO9D86DC 9ABCFDE7 @56A8C26 6FOEFO7E DO8541DB DZ2E1FFAl

temp XOR provided_data 1is
8694D2A0 (C9900AD9 41DC1F75 8862F4AA EGEEBCB7 S58BESZ2EE
48041C47 06216378 ASCB2E85 CB3B5FD9 782CEB70 7E4C510E

Key is
8694D2A0 C9900AD9
41DC1F75 8862F4AA EGEEBCB7 58BES2EE 48041C47 06216378

V is
AS5CB2E85 CB3B5FD9 782CEB70 7E4C510E

3k 3k 3k 3k 3k 3k 3k %k %k 3k %k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k %k %k %k %k 3%k 3k >k %k %k 3%k 3%k 3k %k %k %k %k 3k %k %k %k 5%k % %k %k %k *k %k %k %k

CTR_DRBG_Generate
requested_number_of_bits = 256

additional_input is <empty>



provided_data is

00000000 00000000 00000000 VVVVVVV0 V0V
00000000 00000000 00000000 00000000 0000000

While loop

Key is

41DC1F75 8862F4AA EOEEBCB7 58BESZEE

V is

output_block 1is

temp is

While loop

Key 1is

A5CB2E85 CB3B5FD9

D38F59F3 0937A627

D38F59F3 0937A627

41DC1F75 8862F4AA EOEEBCB7 58BESZEE

V is

output_block 1is

temp is

A5CB2E85 CB3B5FD9

6BCAGA95 33E7ASDB

8694D2A0
48041C47

782CEB70

4AFFFC17

4AFFFC17

8694D2A0
48041C47

782CEB70

8B946C2D

D38F59F3

00000000
00000000

C9900AD9
06216378

7E4C5111

6FFO4E6C

6FFO4E6C

C9900AD9
06216378

7E4C5112

24271896

0937A627



4AFFFC17 6FFO4E6C 6BCAGA95 33E7ASDB 8B946(2D 24271896

While loop

Key is
8694D2A0 C9900AD9
41DC1F75 8862F4AA EGEEBCB7 S58BES2EE 48041C47 06216378

V is
A5CBZ2E85 CB3B5FD9 782CEB70 7E4(C5113

output_block is
ED0O60Q41B 417EBE9F 071443C9 47A03552

temp is
D38F59F3 0937A627 4AFFFC17 6FFQ4E6C 6BCAGA9S 33E7ASDB
8B946(2D 24271896 EDO6Q41B 417EBE9F 071443(C9 47A03552

temp XOR provided_data is
D38F59F3 0937A627 4AFFFC17 6FFQ4E6C 6BCAGA9S 33E7ASDB
8B946C2D 24271896 EDQO60O41B 417EBE9F 071443C9 47A03552

Key is
D38F59F3 0937A627
4AFFFC17 6FF@4E6C 6BCAGA9S5 33E7ASDB 8B946(2D 24271896

V is
EDO6041B 417EBE9OF ©71443C9 47A03552

rnd_val 1is
893EB3AE 65F6G9FE3
1D7EFC8E E1583348 (C1723F25 9F66875A 213CD971 2706FBA1l



Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k %k sk 3k 3k 3k 3k 3k 3k %k sk 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 3k 3k 3k >k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k >k 3k 3k 5k 5k 5k 3k >k k %k k %k kkk

CTR_DRBG_Reseed
entropy_input is

CoC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF DoD1D2D3 D4D5DeD7
D8DIDADB DCDDDEDF EQE1EZE3 E4ESEGE7 ES8EQEAEB ECEDEEEF

additional_input is <empty>

Update

provided_data is
COC1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF D@D1D2D3 D4DSDeD7
D8DI9DADB DCDDDEDF EQE1E2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

While loop

Key is
D38F59F3 0937A627
4AFFFC17 6FFQ4E6C 6BCAGA95 33E7ASDB 8B946C2D 24271896

V is
EDO6041B 417EBE9F 071443C9 47A0Q3553

output_block 1is
9(C7214B1 7A62F3FF 04208CE6 37FDEZ278



temp is

While loop

Key 1is

9C7214B1 7A62F3FF 04208CE6

D38F59F3

4AFFFC17 6FF@4E6C 6BCAGA9S 33E7ASDB 8B946(2D

V is

output_block 1is

temp is

EDO6041B 417EBEI9F 071443(C9

D15FE4BB 48ED41E1 7CD@OBCB9

9C7214B1

04208CE6 37FDE278 D15FE4BB 48ED41E1 7CDOBCB9

While loop

Key is

D38F59F3

4AFFFC17 6FFO4E6C 6BCAGA9S 33E7ASDB 8B946(2D

V is

output_block is

temp is

EDO6041B 417EBESF ©071443C9

85E9A763 6B4BD924 6743708C

37FDE278

0937A627
24271896

47A03554

C3EC3734

7A62F3FF
C3EC3734

0937A627
24271896

47A03555

B189CA43



9C7214B1 7A62F3FF 04208CE6 37FDE278 D15FE4BB 48ED41E1l
7CDOBCB9 (C3EC3734 85E9A763 ©6B4BD924 6743708C B189CA43

temp XOR provided_data is
5CB3D672 BEA73538 CCE9462D FB302CB7 ©18E3668 9(389736
A4096662 1F31EQEB 65084580 8FAE3FC3 8FAA9AG67 5D6424AC

Key is
5CB3D672 BEA73538
CCE9462D FB302CB7 018E3668 9C389736 A4096662 1F31EQEB

V is
65084580 8FAE3FC3 8FAA9AG7 5D6424AC

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3% 3%k 3k %k >k 3k 3k %k %k %k 3k 3% 3k %k %k %k 3%k 3% %k %k *k k >k %k k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 00000 V0VVVVV0 V0000
00000000 00000000 00000000 0VVVVVV0 V000 00XV

While loop

Key is
5CB3D672 BEA73538
CCE9462D FB302CB7 018E3668 9C389736 A4096662 1F31EQEB

V is
65084580 8FAE3FC3 8FAA9AG?7 5D6424AF



output_block is

temp 1is

While loop

Key is

71A61373 72EBZ2FBE 90990C00

71A61373 72EB2FBE 90990C00

5CB3D672

CCE9462D FB302CB7 018E3668 9(C389736 A4096662

V is

output_block is

temp 1is

65084580 8FAE3FC3 8FAA9AG7

8CAECEDB 87EES5AC1 02796183

71A61373

90990C00 1B36E133 8CAECEDB 87EE5AC1 02796183

While loop

Key is

5CB3D672

CCE9462D FB302CB7 018E3668 9(C389736 A4096662

V is

output_block is

65084580 8FAE3FC3 8FAA9AG7

1B36E133

1B36E133

BEA73538
1F31E9EB

5D6424B0

02CAEFDF

72EB2FBE
02CAEFDF

BEA73538
1F31E9EB

5D6424B1



F58B83F4 A66CDE4D 30E913DC DFOF9501

temp 1is
71A61373 72EB2FBE 90990C00 1B36E133 8CAECEDB 87EES5AC1
02796183 ©Q2CAEFDF F58B83F4 A66CDE4D 30E913DC DFOF9501

temp XOR provided_data is
71A61373 72EB2FBE 90990C00 1B36E133 8CAECEDB 87EES5ACL
02796183 Q2CAEFDF F58B83F4 A66CDE4D 3QE913DC DFQF9501

Key 1is
71A61373 72EB2FBE
90990C00 1B36E133 8CAECEDB 87EES5AC1 02796183 ©2CAEFDF

V is
F58B83F4 Ac6CDE4D 30QE913DC DFOF9501

rnd_val 1is
67219E23 OFEF83C0O
DF3B2020 1C8F9B5D DFF62224 DOCEF23A 6C96474C 2D1A51CD

HHER SRR AR SRR AR SR AR R R R R R R
CTR_DRBG
Requested Security Strength = 256
prediction_resistance_flag = "ENABLED"
EntropyInput =

00010203 04050607 ©8090A0B QCODOEOF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2EZF

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DBESF 90919293 94959697
98999A9B 9(9D9EIF AQA1AZ2A3 A4ASAGA7 ABA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
C0C1C2C3 (C4C5C6C7 CBCI9CACB CCCDCECF D@D1D2D3 D4D5DeD7



D8D9DADB DCDDDEDF EQE1EZ2E3 E4ESEGE7 ES8EOEAEB ECEDEEEF

PersonalizationString

<empty>
AdditionallInputl =

60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF

AdditionallInput2 =
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7
B8BO9BABB BCBDBEBF C@C1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF

B b b b b bt iid
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k >k kk
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is
00010203 04050007 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2E2F
personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"
Update
provided_data is

00010203 04050607 08090A0B QCODOEOF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2EZF

While loop

Key 1is
00000000 00000000
00000000 00000000 00000000 V000000 0VVVVVV0 V00000



V is
00000000 00000000 00000000

output_block is
530F8AFB (C74536B9 A963B4F1

temp is
530F8AFB C74536B9 A963B4F1

While loop

Key is
00000000
00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000

output_block is
CEA7403D 4D6@6B6E @74EC5D3

temp is
530F8AFB
A963B4F1 (C4CB738B CEA7403D 4D6@6B6E @74EC5D3

While loop
Key 1is

00000000
00000000 00000000 00000000 00000000 0000000

V is

00000001

C4CB738B

C4CB738B

00000000
00000000

00000002

BAF39D18

C74536B9
BAF39D18

00000000
00000000



00000000 00000000 00000000 00000003

output_block 1is
726003CA 37A62A74 D1A2F58E 7506358E

temp is
530F8AFB (C74536B9 A963B4F1 C4CB738B CEA7403D 4D606BGE
@74EC5D3 BAF39D18 726003CA 37A62A74 D1A2F58E 7506358E

temp XOR provided_data is
530E88F8 (C34030BE A16ABEFA C8C67D84 DEBG522E 59757D79
1F57DFC8 AGEE8307 524121E9 13830C53 F98BDFAS5 592B1BAl

Key is
530E88F8 (34030BE
A16ABEFA (C8C67D84 DEB6522E 59757D79 1F57DFC8 AGEE8307

V is
524121E9 13830C53 F98BDFA5 592B1BA1l

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 3k 3k 3k 3k 3k 3k sk 3k 3k 3k 3k 3k 3k 3k sk 3k 3k 3k 3k 3k 3k 3k sk 5k 3k 3k 3k 3k 3k %k sk 5k 3k 3k 5k 3k 3k %k sk 5k %k %k >k %k %k k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DEE8F

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 3k 3k 3k 3k 3k 3k sk 3k 3k 3k >k 3k 3k %k sk 5k sk sk 3k >k 3k %k sk 5k %k %k >k %k ok k k

CTR_DRBG_Reseed



entropy_input is
80818283 84858687
98999A9B 9C9DIESF

additional_input is
60616263 64656667
78797A7B 7C7D7E7F

Update

provided_data is
EQEQEQEQ EQEQEQEQ
EQEQEQEQ EQEQEQEQ

While loop
Key is

A16ABEFA (C8C67D84

V is

output_block 1is

temp is

While loop

Key is

88898A8B
AQA1AZA3

68696A6B
80818283

EQEQEQEQ
20202020

DEB6522E

524121E9

00155023

06155023

8C8DBE8F
A4ASAGA7

6CoDOEGF
84858687

EQEQEQEQ
20202020

59757D79

13830C53

4D158C5E

4D158C5E

90919293
ABA9AAAB

70717273
88898A8B

EQEQEQEQ
20202020

530E88F8
1F57DFC8

FO8BDFAS

C95595FE

C95595FE

530E88F8

94959697
ACADAEAF

74757677
8C8DBES8F

EQEQEQEQ
20202020

(C34030BE
AGEE8307

592B1BAZ

Q4EF7A25

Q4EF7A2Z5

(C34030BE



A16ABEFA (C8C67D84 DEB6522E

V is
524121E9

output_block 1is
767F2E24
temp is

C95595FE Q4EF7A25 767F2E24

While loop

Key is

A16ABEFA (C8C67D84 DEB6522E

V is
524121E9

output_block is
056A8(C26

temp is
06155023 4D158C5E (C95595FE
D@9D86DC 9ABCFDE7 ©@56A8(C26

temp XOR provided_data is
E6F5BAC3 ADF56CBE 29B5751E
307D663C 7A5C1D@7 254AAC06

Key is

29B5751E E40F9ACS5 969FCEC4

59757D79

13830C53

CC2BC479

CC2BC479

59757D79

13830C53

6F9EFI7E

Q4EF7A25
6F9EF97E

E40F9ACS
4FBED95E

2CCB2499

1F57DFC8

FO8BDFAS

D@9D86DC

00155023
D@9D86DC

530E88F8
1F57DFC8

FO8BDFAS

D08541DB

767F2E24
D@8541DB

969FCEC4
FOAS61FB

E6F5BAC3
307D663C

AGEE8307

592B1BA3

9ABCFDE7

4D158C5E
9ABCFDE?7

(C34030BE
AGEE8307

592B1BA4

DZ2E1FFAl

CC2BC479
D2E1FFAl

2CCB2499
F2C1DF81

ADF56CBE
7A5C1D07



V is
254AAC06 4FBED9SE FOA561FB F2C1DF81

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k >k 3k 3k %k %k %k 3k 3% 3%k 3k %k %k 3k 3%k %k %k %k 3k 3% 3% %k %k %k 3%k 3% %k %k k k >k %k k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 00000 V0000 0000V
00000000 00000000 00000000 V0000 V000 0000V

While loop
Key is

E6F5BOC3 ADF56CBE
29B5751E E4@F9ACS5 969FCEC4 2CCB2499 307D663C 7A5C1D0O7

V is
254AAC06 4FBED9SE FOA561FB F2C1DF84

output_block 1is
DD63AE35 48ABB73F BF204A84 128DB2DB

temp is
DD63AE35 48ABB73F BF204A84 128DB2DB



While loop

Key is
E6F5BOC3 ADF56CBE
29B5751E E4QF9ACS 969FCEC4 2CCB2499 307D663C 7A5C1DQ7

V is
254AAC06 4FBED95E FQAS561FB F2C1DF85

output_block 1is
6562237F 51697F0OD 33E4EQ71 64FCF487

temp 1is
DD63AE35 48ABB73F
BF204A84 128DB2DB 6562237F 51697F0OD 33E4EQ71 64FCF487

While loop

Key is
E6F5BAC3 ADF56(CBE
29B5751E E4QF9ACS5 969FCEC4 2CCB2499 307D663C 7A5C1D@7

V is
254AAC06 4FBED9SE FOA561FB F2C1DF86

output_block is
17E289C6 FFECF684 27E216B5 FE29Q7EC

temp 1is
DD63AE35 48ABB73F BF204A84 128DBZ2DB 6562237F 51697FQD
33E4EQ71 64FCF487 17E289C6 FFECF684 27E216B5 FE29Q7EC

temp XOR provided_data is
DD63AE35 48ABB73F BF204A84 128DB2DB 6562237F 51697FQD
33E4EQ71 64FCF487 17E289C6 FFECF684 27E216B5 FE2907EC



Key 1is
DD63AE35 48ABB73F
BF204A84 128DB2DB 6562237F 51697F@QD 33E4EQ71 64FCF487

V is
17E289C6 FFECF684 27E216B5 FE2907EC

rnd_val 1is
499B4951 9CBOC1A7
13CAQESB 82DF4D11 6C370752 3D483563 BEBE9407 8C2A5EQ1

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k %k sk sk sk sk sk sk ok k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AQA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7
B8BOBABB BCBDBEBF C@C1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k sk sk %k ok ok sk sk sk k ok kosk k

CTR_DRBG_Reseed

entropy_input is
CoC1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF D@D1D2D3 D4DSDeD7
D8DI9DADB DCDDDEDF EQE1EZ2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

additional_input is
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7
B8BI9BABB BCBDBEBF C@C1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF



Update

provided_data is

60606060 60606060 60606060 60606060 60606060
60606060 60606060 20202020 20202020 20202020

While loop

Key is

DD63AE35

BF204A84 128DB2DB 6562237F 51697F0D 33E4EQ71

V is

output_block 1is

temp is

While loop

Key is

17E289C6 FFECF684 27E216B5

63262AB5 (C764586B F1B3B575

63262AB5 (C764586B F1B3B575

DD63AE35

BF204A84 128DB2DB 6562237F 51697F0D 33E4EQ71

V is

output_block 1is

17E289C6 FFECF684 27E216B5

80A7C59D 38A25C34 9BEBASA2

60606060
20202020

48ABB73F
64FCF487

FE2907ED

1A872086

1A872086

48ABB73F
64FCF487

FE2907EE

4AB4223D



temp 1is
63262AB5 (764586B
F1B3B575 1A872086 80A7C59D 38A25C34 9BEBASAZ2 4AB4223D

While loop

Key is
DD63AE35 48ABB73F
BF204A84 128DB2DB 6562237F 51697F0OD 33E4EQ71 64FCF487

V is
17E289C6 FFECF684 27E216B5 FEZ29Q7EF

output_block is
6FB7EC4C 720DE4FB C66(C81B2 719FDD90

temp is
63262AB5 (764586B F1B3B575 1A872086 80A7C59D 38A25(C34
9BEBASAZ2 4AB4223D 6FB7EC4C 720DE4FB C66C81B2 719FDD90

temp XOR provided_data is
03464AD5 A704380B 91D3D515 7AE74QEG EQC7ASFD 58C23C54
FBSBC5C2 2AD4425D 4F97CCoC 522DC4DB E64CA192 S51BFFDBO

Key is
03464AD5 A704380B
91D3D515 7AE74QE6 EQC7ASFD 58C23C54 FB8BCS5C2 2AD4425D

V is
4F97CCoC 522DC4DB E64CA192 S51BFFDBO

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3k %k 3k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k >k %k %k 3%k 3k %k %k %k %k %k 3k >k %k %k %k % %k %k %k *k %k %k k

CTR_DRBG_Generate

requested_number_of_bits = 256



additional_input is

Update

provided_data is

<empty>

00000000 00000000 00000000 VVVVVVV0 V00V
00000000 00000000 00000000 00000000 0000000

While loop

Key is

03464AD5

91D3D515 7AE740E6 EQC7ASFD 58C23C54 FB8BC5C2

V is

output_block 1is

temp is

While loop

Key 1is

4F97CC6C 522DC4DB E64CA192

6F2CD028 10A911FF 62691817

6F2CD028 10A911FF 62691817

03464AD5

91D3D515 7AE740E6 EQC7ASFD 58C23C54 FB8BC5C2

V is

4F97CC6C 522DC4DB E64CA192

00000000
00000000

A704380B
2AD4425D

51BFFDB3

C3A59DDD

C3A59DDD

A704380B
2AD4425D

51BFFDB4



output_block 1is

temp is

4EB1F43E

186B49EF

62691817 C3A59DDD 4EB1F43E 186B49EF

While loop

Key is

91D3D515 7AE740E6 EQC7ASFD

V is

output_block is

temp is

4F97CCo6C

8D075C41

6F2CD028 10A911FF 62691817
B7C3024E A407151A 8D075C41

temp XOR provided_data is
6F2CD028 10A911FF 62691817
B7C3024E A407151A 8D075C41

Key is

62691817 C3A59DDD 4EB1F43E

V is

rnd_val 1is

8D075C41

58C23C54

522DC4DB

42648381

C3A59DDD
42648381

C3A59DDD
42048381

186B49EF

42048381

B7C3024E

6F2CD028
B7C3024E

03464AD5
FB8BC5CZ

E64CA192

376D27A8

4EB1F43E
376D27A8

4EB1F43E
376D27A8

6F2CD028
B7C3024E

376D27A8

A407151A

10A911FF
A407151A

A704380B
2AD4425D

51BFFDB5

8EEZ2760A

186B49EF
8EE2760A

186B49EF
8EEZ2760A

10A911FF
A407151A

8EEZ2760A



353B67AA E68CACC6
3C5567B4 86F2B27C 121469A2 757951EQ 9429E33F @758F3AD

B b b b e b
CTR_DRBG
Requested Security Strength = 256

prediction_resistance_flag = "ENABLED"

EntropyInput =
00010203 040500607 08090A0B QCODOEQF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2E2F

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSE8F 90919293 94959697
98999A9B 9C9DIOESF AQA1A2A3 A4AS5A6A7 ASA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8COCACB CCCDCECF D@D1D2D3 D4D5D6D7
D8D9DADB DCDDDEDF E@QE1E2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

PersonalizationString =
40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657
58595A5B 5C5D5ESF 60616263 64656667 68696A6B 6C6D6EGF

AdditionalInput = <empty>
HHHR R R R R R R R R
ok ok ok ook ook ok Kok ok o ok o ok ok K ok ok ok o ok o K ok ok ok o ok ok ok Kok ok o ok o K ok ok ok ok ok o K ok ok
CTR_DRBG_Instantiate_algorithm - without derivation function
entropy_input is

00010203 04050607 08090A0B QOCODOEOF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2DZEZF

personal_str is
40414243 444540647 48494A4B 4C4D4E4F 50515253 54555657



58595A5B 5C5D5ESF 60616263 64656667 68696A6B 6CODOEGF

prediction_resistance_flag = "PredictionResistance"

Update

provided_data is

40404040 40404040 40404040 40404040 40404040
40404040 40404040 40404040 40404040 40404040

While loop

Key is

00000000

00000000 00000000 00000000 00000000 00000000

V is

output_block is

temp is

While loop

Key is

00000000 00000000 00000000

530F8AFB (C74536B9 A963B4F1

530F8AFB C74536B9 A963B4F1

00000000

00000000 00000000 00000000 00000000 00000000

V is

00000000 00000000 00000000

40404040
40404040

00000000
00000000

00000001

C4CB738B

C4CB738B

00000000
00000000

00000002



output_block is

CEA7403D 4D606B6E 074ECS5D3

temp is

A963B4F1 C4CB738B CEA7403D

While loop

Key is

00000000 00000000 00000000

V is
00000000

output_block is
726003CA

temp is
530F8AFB C74536B9 A963B4F1
@74ECS5D3 BAF39D18 726003CA

temp XOR provided_data is
134FCABB 870576F9 E923F4B1
470QE8593 FAB3DD58 3220438A

Key is

E923F4B1 848B33CB 8EE7007D

V is
3220438A

4D606B6E

00000000

00000000

37A62A74

C4CB738B
37A62A74

848B33CB
77E66A34

0OD202B2E

77E66A34

530F8AFB
074EC5D3

00000000
00000000

00000000

D1A2F58E

CEA7403D
D1A2F58E

8EE7007D
91EZ2B5CE

134FCABB
470QE8593

91E2B5CE

BAF39D18

C74536B9
BAF39D18

00000000
00000000

00000003

7506358E

4D606B6E
7506358E

0D202B2E
354675CE

870576F9
FAB3DD58

354675CE



First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k %k %k %k %k 3k 3k %k 3k 5k 5k 3k >k %k %k %k %k %k %k %k >k kkk

CTR_DRBG_Reseed

entropy_input is
80818283 84858687 88898A8B 8C8DSEZF 90919293 94959697
98999A9B 9CODIESF AQA1AZ2A3 A4AS5A6A7 ASASAAAB ACADAEAF

additional_input is <empty>

Update

provided_data is
80818283 84858687 88898A8B 8C8DSESF 90919293 94959697
98999A9B 9C9DIEIF AQA1A2A3 A4ASA6A7 ASA9AAAB ACADAEAF

While loop

Key is
134FCABB 870576F9
E923F4B1 848B33CB 8EE7007D @D202B2E 470QE8593 FAB3DDS58

V is
3220438A 77E66A34 91EZ2BS5CE 354675CF



output_block is

temp is

While loop

Key is

SDE6AASQ 022F@1DF @45B3FDA

SDEGAASQ 022FQ1DF 045B3FDA

134FCABB

E923F4B1 848B33CB 8EE7007D ©@D202B2E 47QE8593

V is

output_block 1is

temp is

3220438A 77E66A34 91EZ2BS5CE

9132F66F BO4CEQCZ2 BOFAQ721

SDE6GAASQ

045B3FDA 58A2AD77 9132F66F B04CEQCZ2 BOFAQ721

While loop

Key is

134FCABB

E923F4B1 848B33CB 8EE7007D ©@D202B2E 47QE8593

V is

output_block is

3220438A 77E66A34 91EZB5CE

79B18865 9EQ8DC83 10050D9A

S8A2AD77

58A2AD77

870576F9
FAB3DD58

354675D0

F686D3E4

022F01DF
F686D3E4

870576F9
FAB3DD58

354675D1

2EB958DF



temp is
SDEGAASQ 022FQ1DF Q45B3FDA S58A2AD77 9132F66F BQ4CEQC2
BOFAQ721 F686D3E4 79B18865 9EQ8DC83 10050DOA 2EBI58DF

temp XOR provided_data is
DD6728D3 86AA8758 8CD2B551 D42F23F8 @1A364FC 24D97655
28639DBA 6A1B4D7B D9102AC6 3AAD7A24 B8ACA731 8214F670

Key is
DD6728D3 86AA8758
8CD2B551 D42F23F8 @1A364FC 24D97655 28639DBA 6A1B4D7B

V is
D9102AC6 3AAD7A24 B8ACA731 8214F670

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k 3k 3% 3k 3k %k %k 3%k 3%k 3k %k %k 3%k 3% 3k %k %k %k %k % %k %k %k *k %k %k k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 00VVVVV0 V0VVVV0 0000000
00000000 00000000 00000000 VVVVVVV0 V000 00XV

While loop

Key is
DD6728D3 86AA8758
8CD2B551 D42F23F8 @1A364FC 24D97655 28639DBA 6A1B4D7B



V is

output_block 1is

temp 1is

While loop

Key is

D9102AC6 3AAD7A24 B8ACA731

11BoD@33 090305B8 189EC43F

11B6D@33 090305B8 189EC43F

DD6728D3

8CD2B551 D42F23F8 01A364FC 24D97655 28639DBA

V is

output_block 1is

temp 1is

D9102AC6 3AAD7A24 B8ACA731

B2430EQC 27B8117A 155C0OF24

11B6D033

189EC43F 14921586 B2430EQC 27B8117A 155COF24

While loop

Key is

DD6728D3

8CD2Z2B551 D42F23F8 ©1A364FC 24D97655 28639DBA

V is

D9102ACo 3AAD7A24 B8ACA731

8214F673

14921586

14921586

86AA8758
6A1B4D7B

8214F674

4FAFF785

09030588
4FAFF785

86AA8758
6A1B4D7B

8214F675



output_block is
659EQ2E3 3674432B EQ2B26C7 CFC5F21E

temp 1is
11B6D@33 090305B8 189EC43F 14921586 B2430EQC 27B8117A
155COF24 4FAFF785 659EQ2E3 3674432B EQ2B26C7 CFC5F21E

temp XOR provided_data is
11B6D@33 090305B8 189EC43F 14921586 B2430QEQC 27B8117A
155COF24 4FAFF785 659EQ2E3 3674432B EQ2B26C7 CFCS5F21E

Key is
11B6D@33 090305B8
189EC43F 14921586 B2430EQC 27B8117A 155CQF24 4FAFF785

V is
659EQ2E3 3674432B EQ2B26C7 CFCS5F21E

rnd_val 1is
1CD51D0A AQ3AA992
782B53B5 96297930 DD@541DC 3BOS5COAD 35998E53 DB960664

Second call to Generate
3k 3k 3k 3k 3k sk 3k sk sk 3k sk 3k 3k sk 3k 3k sk 3k Sk 3k sk sk 3k sk sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k sk sk 3k sk 5k >k sk 3k sk sk 3k sk 5k %k sk 3k %k sk ok %k ok k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk 3k sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k %k %k sk sk sk sk sk oskk ok ok

CTR_DRBG_Reseed



entropy_input 1is

CoC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF DeD1D2D3 D4D5DeD7
D8DODADB DCDDDEDF EQE1EZ2E3 E4ESEGE7 ES8EOEAEB ECEDEEEF

additional_input is <empty>
Update
provided_data is

CoC1C2C3 C4C5C6C7 C8CICACB CCCDCECF
D8DIDADB DCDDDEDF EQE1EZE3 E4ESEGE7

While loop

Key is

189EC43F 14921586 B2430EQC 27B8117A

V is
659EQ2E3 3674432B

output_block is
08D669B0O 3A7A8061

temp 1is
08D669BO 3A7A8061

While loop
Key is

189EC43F 14921586 B2430QEQC 27B8117A

D@D1D2D3
ESEQEAEB

11B6D033
155C0oF24

E02B26C7

BO4F770F

BO4F770F

11B6D033
155C0oF24

D4D5D6D7
ECEDEEEF

090305B8
4FAFF785

CFC5F21F

E270384C

E270384C

09030588
4FAFF785



V is

659EQ2E3 3674432B EQZ2B26C7

output_block 1is

DD6A1359 4@38AEC7 272E7C58

temp 1is

BO4F770F E270384C DD6A1359

While loop

Key is

189EC43F 14921586 B2430EQC

V is
659EQ2E3

output_block is
DOSEB2D1

temp is
08D669BO 3A7A8061 BOAF77QF
272E7C58 EA864D02 DOS8EB2D1

temp XOR provided_data is
C817AB73 FEBF46A6 7886BDC4
FFF7A683 365B93DD 306F5032

Key is

7886BDC4 2EBDF683 @QDBBC18A

4038AEC7

27B8117A

3674432B

33BF2A6E

E270384C
33BF2AGE

2EBDF683
D75ACC89

94ED7810

08D669B0
272E7C58

11B6D033
155C0oF24

E02B26C7

1B19F017

DD6A1359
1B19F0Q17

ODBBC18A
F3FQ1AFC

C817AB73
FFF7A683

CFC5F220

EA864D02

3A7A8061
EA864D02

090305B8
4FAFF785

CFC5F221

F38518D3

4038AECY
F38518D3

94ED7810
1F68F63C

FEBF46A6
365B93DD



V is
306F5032 D75ACC89 F3FQ1AFC 1F68F63C

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k 3k 3k 3k 3k %k 3k %k 3k %k 5k 3k >k 3k %k 3k %k 5%k 3k >k 3k >k 3k %k 3%k 3k 5%k 3k %k 3%k %k 3%k >k 5%k 3k %k 3%k %k 3%k %k % >k %k % *k % %k *k %k *k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 VVVVVVV0 V000 V000V
00000000 00000000 00000000 0000000 0000000 000000

While loop
Key 1is

C817AB73 FEBF46A6
7886BDC4 2EBDF683 ODBBC18A 94ED7810 FFF7A683 365B93DD

V is
306F5032 D75ACC89 F3FQ1AFC 1F68F63F

output_block 1is
3E94A310 16B2AS5FE 650AA422 DB996(CD9

temp is
3E94A310 16B2ASFE 650AA422 DB996CD9

While loop



Key is

7886BDC4 2EBDF683 ODBBC18A

V is
306F5032

output_block 1is
1E261052
temp is

650AA422 DB996(CD9 1EZ261052

While loop

Key 1is

7886BDC4 2EBDF683 @QDBBC18A

V is
306F5032

output_block 1is
BC908518

temp is
3E94A310 16B2ASFE 650AA422
D7A9F(C48 35597270 BC908518

temp XOR provided_data is
3E94A310 16B2AS5FE 650AA422
D7A9F(C48 35597270 B(908518

Key is

94ED7810

D75ACC89

E8BE88C5

E8BE88C5

94ED7810

D75ACC89

2245456E

DB996(CD9
2245456E

DB996CD9
2245456E

C817AB73
FFF7A683

F3FQ1AFC

D7A9F(C48

3E94A310
D7A9F(C48

C817AB73
FFF7A683

F3FQ1AFC

639DA7BA

1E261052
639DA7BA

1E261052
639DA7BA

FEBF46A6
365B93DD

1F68F640

35597270

16B2A5FE
35597270

FEBF46A6
365B93DD

1F68F641

BDD8723E

E88E88(C5
BDD8723E

E8BEB8(C5
BDD8723E



3E94A310 16B2ASFE
650AA422 DB996(CD9 1EZ261052 E88E88C5 D7A9F(C48 35597270

V is
BC908518 2245456E 639DA7BA BDD8723E

rnd_val 1is
3A4E58FC Q0DD9AAB
B85480E7 890AF882 0OB43F969 FDC38628 EBA7F@6C D9AQ63D8

B T b b b b b b
CTR_DRBG
Requested Security Strength = 256

prediction_resistance_flag = "ENABLED"

EntropyInput =
00010203 04050607 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2E2F

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8D8E8F 90919293 94959697
98999A9B 9CODIESF AQA1A2A3 A4A5A6A7 ASA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF D@D1D2D3 D4DSDeD7
DS8DIODADB DCDDDEDF EQE1E2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

PersonalizationString =
40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657
58595A5B 5C5D5ESF 60616263 64656667 68696A6B 6C6D6EGF

AdditionalInputl =
60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF

AdditionalInput2 =



AOA1AZA3 A4ASA6A7 ABA9AAAB ACADAEAF BOB1BZB3 B4B5B6B7
B8BO9BABB BCBDBEBF C@C1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF

B B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 5k %k 3k 3k 3k %k 5k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3% 3k %k %k %k 3k 3%k %k %k k kK k k

CTR_DRBG_Instantiate_algorithm - without derivation function

entropy_input is
00010203 04050607 ©8090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1EL1F 20212223 24252627 28292A2B 2(2D2E2F

personal_str is
40414243 44454647 48494A4B 4C4DAE4AF 50515253 54555657
58595A5B 5CS5D5ESF 60616263 64656667 68696A6B 6C6D6EGF

prediction_resistance_flag = "PredictionResistance"

Update

provided_data is
40404040 40404040 40404040 40404040 40404040 40404040
40404040 40404040 40404040 40404040 40404040 40404040

While loop

Key is
00000000 00000000
00000000 00000000 00000000 V00VVV00 V0000000 00000000

V is
00000000 00000000 00000000 00000001

output_block is
530F8AFB (C74536B9 A963B4F1 C4CB738B



temp is

While loop

Key 1is

530F8AFB

00000000 00000000 00000000

V is

output_block 1is

temp is

00000000

CEA7403D

A963B4F1 C4CB738B CEA7403D

While loop

Key is

00000000 00000000 00000000

V is

output_block is

temp is

00000000

726003CA

C74536B9

00000000

00000000

4D606B6E

4D606B6E

00000000

00000000

37A62A74

A963B4F1

00000000
00000000

00000000

074EC5D3

530F8AFB
074EC5D3

00000000
00000000

00000000

D1A2F58E

C4CB738B

00000000
00000000

00000002

BAF39D18

C74536B9
BAF39D18

00000000
00000000

00000003

7506358E



530F8AFB (C74536B9 A963B4F1 (C4CB738B CEA7403D 4D60Q6B6E
074EC5D3 BAF39D18 726003CA 37A62A74 D1A2F58E 7506358E

temp XOR provided_data is
134FCABB 870576F9 E923F4B1 848B33(CB 8EE7007D @OD202B2E
470QE8593 FAB3DD58 3220438A 77E606A34 91EZ2B5CE 354675CE

Key is
134FCABB 870576F9
E923F4B1 848B33CB 8EE7007D @OD202B2E 470QE8593 FAB3DDS58

V is
3220438A 77E66A34 91EZ2BS5CE 354675CE

First call to Generate
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6CODOGEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k sk sk %k ok ok sk sk sk k ok kk k

CTR_DRBG_Reseed

entropy_input is
80818283 84858687 88898A8B 8C8DEESF 90919293 94959697
98999A9B 9C9D9EI9F AQA1AZA3 A4AS5A0A7 ABA9AAAB ACADAEAF

additional_input is
60616263 64656667 68696A6B 6C6DGEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8D8ESF



Update

provided_data is

EQEQEQEQ EQEQEQEQ EQEQEQEQ® EQEQEQEQ EOEQEQEOQ
EQEQEQEQ EQEQEQEQ 20202020 20202020 20202020

While loop

Key is

134FCABB

E923F4B1 848B33CB 8EE7007D @D202B2E 47QE8593

V is

output_block is

temp is

While loop

Key is

3220438A 77E66A34 91EZ2BS5CE

SDE6AASQ 022FQ1DF ©45B3FDA

SDE6AASQ 022F@1DF @45B3FDA

134FCABB

E923F4B1 848B33CB 8EE7007D @D202B2E 470QE8593

V is

output_block is

3220438A 77E66A34 91EZ2BS5CE

EQEQEQEQ
20202020

870576F9
FAB3DD58

354675CF

58A2AD77

S8A2AD77

870576F9
FAB3DD58

354675D0



9132F66F BO4CEQC2 BOFAQ721 Fo86D3E4

temp 1is
SDEGAASQ 022FQ1DF
045B3FDA 58A2AD77 9132F66F BO4CEQC2 BOFAQ721 F686D3E4

While loop

Key is
134FCABB 870576F9
E923F4B1 848B33CB 8EE7007D @OD202B2E 470QE8593 FAB3DD58

V is
3220438A 77E66A34 91EZB5CE 354675D1

output_block 1is
79B18865 9EQ8DC83 10050D9A 2EBI958DF

temp is
SDEGAASQ 022F@1DF @45B3FDA 58A2AD77 9132F66F B@4CEQC2
BOFAQ721 F686D3E4 79B18865 9EQ8DC83 10050DOA 2EBI58DF

temp XOR provided_data is
BDO64AB@ E2CFE13F E4BBDF3A B8424D97 71D2168F 50AC0022
501AE7C1 16663304 5991A845 BE28FCA3 30252DBA QE9978FF

Key is
BDO64ABO E2CFE13F
E4BBDF3A B8424D97 71D2168F 50AC0022 501AE7C1 16663304

V is
5991A845 BEZ28FCA3 30252DBA QE9978FF

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k %k 3k %k %k 3%k 3k %k %k %k 3%k 3k %k 3k %k %k 3%k 3k 3k %k %k %k 3k 3k >k %k %k 3%k 3k %k %k %k %k %k 3k >k %k %k %k % %k %k %k *k %k %k k



CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 VVVVVVV0 V00V
00000000 00000000 00000000 0000000 00000

While loop
Key is

BDO64ABO
E4BBDF3A B8424D97 71D2168F 50AC0022 501AE7C1

V is
5991A845 BE28FCA3 30252DBA

output_block 1is
OD3F8C6B 2BEGG83F 042281B8

temp is
OD3F8C6B 2BE6683F 042281B8

While loop
Key is

BDO64ABO
E4BBDF3A B8424D97 71D2168F 50AC0022 501AE7C1

V is

00000000
00000000

E2CFE13F
16663304

OE997902

78AAQ3F3

78AAQ3F3

E2CFE13F
16663304



5991A845

output_block 1is
0778915B
temp is

042281B8 78AAQ3F3 0778915B

While loop

Key is

E4BBDF3A B8424D97 71D2168F

V is
5991A845

output_block 1is
OB6551E1

temp is
OD3F8C6B 2BE6683F ©042281B8
D637F72A 8B3AD309 0B6551E1l

temp XOR provided_data is
OD3F8C6B 2BE66G83F ©042281B8
D637F72A 8B3AD309 ©OB6551E1

Key is

042281B8 78AAQ3F3 0778915B

V is
©@B6551E1

BE28FCA3

SE4D27D4

S5E4D27D4

50AC0022

BE28FCA3

680E4908

78AAQ3F3
680E4908

78AAQ3F3
680E4908

SE4D27D4

680E4908

30252DBA

D637F72A

OD3F8C6B
D637F72A

BDO64ABO
501AE7C1

30252DBA

FEAF5EQ4

07789158
FEAF5EQ4

0778915B
FEAF5EQ4

OD3F8C6B
D637F72A

FEAF5EQ4

OE997903

8B3AD309

2BE6683F
8B3AD309

E2CFE13F
16663304

OE997904

F71DABD4

5E4D27D4
F71DABD4

SE4D27D4
F71DABD4

2BE6683F
8B3AD309

F71DABD4



rnd_val 1is
DBAFEF48 988EF939
5298F5E3 4CF7A0A4 FBD2256C 52A8C8C7 80B848BB B9QEA521

Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k %k 5k %k %k >k kkkk
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AOA1AZA3 A4ASA6A7 ABA9AAAB ACADAEAF BOB1BZB3 B4B5B6B7
B8BO9BABB BCBDBEBF (C@C1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k %k 3k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k kokkk

CTR_DRBG_Reseed

entropy_input is
COC1C2C3 (C4C5C6C7 C8COCACB CCCDCECF D@D1D2D3 D4D5D6D7
D8D9DADB DCDDDEDF EQE1E2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

additional_input is
AQA1AZ2A3 A4ASAGA7 AS8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7
B8B9BABB BCBDBEBF C@C1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF

Update

provided_data is
60606060 60606060 60606060 60606060 60606060 60606060
60606060 60606060 20202020 20202020 20202020 20202020



While loop

Key is
OD3F8C6B 2BE6683F
042281B8 78AAQ3F3 0778915B 5E4D27D4 D637F72A 8B3AD309

V is
OB6551E1 680E4908 FEAFS5EQ4 F71DABDS

output_block 1is
13E83086 24D57354 QA188423 C5CBFFBA

temp is
13E83086 24D57354 QA188423 CSCBFFBA

While loop

Key is
OD3F8C6B 2BE6683F
042281B8 78AAQ3F3 0778915B 5E4D27D4 D637F72A 8B3AD309

V is
OB6551E1 680E4908 FEAFS5EQ4 F71DABDG

output_block 1is
901788F6 86854925 9ACC8A66 A8681FQAC

temp is
13E83086 24D57354
0A188423 (C5CBFFBA 901788F6 86854925 9ACC8AG6 A8681FQC

While loop



Key is
OD3F8C6B 2BE6683F
042281B8 78AAQ3F3 0778915B 5E4D27D4 D637F72A 8B3AD309

V is
OB6551E1 680E4908 FEAFS5EQ4 F71DABDY

output_block 1is
8DC5475B B6CC80Q2F E14CD960 C78DCBF6

temp is
13E83086 24D57354 ©QA188423 (CS5CBFFBA 901788F6 86854925
9ACC8A66 A8681FOC 8DC5475B B6CC802F E14CD960 (C78DCBF6

temp XOR provided_data is
738850E6 44B51334 6A78E443 ASABOFDA FO77E896 EGES52945
FAACEAQG6 C8087F6C ADES5677B 96ECAQQF C16CF940 E7ADEBDG

Key is
738850E6 44B51334
6A78E443 ASABOFDA FQ77E896 EGES52945 FAACEAQ6 (C8087F6C

V is
ADE5677B 96ECAQOF C16CF940 E7ADEBDG

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k >k 3%k 3%k 3k %k %k 3k 3%k 3k 3k %k %k 3%k 3%k %k %k %k 3%k 3% % %k %k %k 3%k 3% %k %k %k *k %k %k k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update

provided_data is



00000000 00000000 00000000 00000000 00000000 00002000
00000000 00000000 00000000 000VVVV0 00VVVV0 000000

While loop

Key is
738850E6 44B51334
6A78E443 ASABOFDA FQ77E896 EGE52945 FAACEAQ6 C8087F6C

V is
ADES5677B 96ECAQQF C1oCF94@ EVADEBD9

output_block is
AA2DB253 D141A408 B1CFQOB2 @5C7FB66

temp is
AA2DB253 D141A408 B1CFQOB2 @5C7FB66

While loop

Key is
738850E6 44B51334
6A78E443 ASABOFDA FQ77E896 E6GE52945 FAACEAQ6 C8087F6C

V is
ADES5677B 96ECAQQOF C16CF940 E7ADEBDA

output_block is
E7AEF3DQ ©C992E32 B2BB091A 1A6D90QAA

temp is
AA2DB253 D141A408
B1CFO0OB2 0@5C7FB66 E7AEF3D0 QOC992E32 BZ2BB0O91A 1AGDI0AA



While loop

Key is

6A78E443 ASABIOFDA FO77E896

V is
ADE5677B

output_block is
B58E18F1

temp 1is
AA2DB253 D141A408 B1CFOOB2
BZ2BBQ91A 1A6D90QAA B58E18F1

temp XOR provided_data is
AA2DB253 D141A408 B1CFQOB2
B2BBQ91A 1A6D90QAA B58E18F1
Key 1is
B1CFOOB2 05C7FB66 E7AEF3DO
V is
B58E18F1
rnd_val 1is

26ADD435 2D1B3CF4 6C9896F5

E6E52945

96ECAQOF

C55434A6

05C7FB66
C55434A6

05C7FB66
(C55434A6

0C992E32

C55434A6

7E4148A9

738850E6
FAACEAQ6

C1oCF940

30E81E94

E7AEF3D0O
30E81E94

E7AEF3D0O
30E81E94

AAZDBZ253
BZ2BB@91A

30E81E94

50A6509D
4DBCA894

44B51334
C8087F6C

E7ADEBDB

74855E7C

0C992E32
74855E7C

0C992E32
74855E7C

D141A408
1A6D90AA

74855E7C

314E1C24
63F22239
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