R R R A i
Digital Signature Algorithm
L = 1024
N = 160

HHH R R A

Domain Parameter Generation
L 1024
N = 160
seedlen =
hashlen

o
= o
o))
S

domain_parameter_seed is
EDS8BEESD 1(CB89229 D2903CBF QES1EE73 77F48698

Q-poss 1is
E950511E AB424B9A 19A2AEB4 E159B784 4(C589C4F

Found Q:
E950511E AB424B9A 19A2AEB4 E159B784 4(589C4F

counter is <0>
P-poss is
C4A26742 EB7D6535
026D26DA 200B6D94 80BEA446 8DBD691F 35BB7BES E9135130
B800D184 @D81D1E3 Q98B3F8A EZ2B9A2F4 D50787CD ©16D9DBD
F423924A A33C9C30 2DAC3CF5 DA4524D@ A3B03022 B5B56980
F196EAD3 B1568763 EC5CDOBZ2 40AA8780 4B03332E F8055714
78751CA7 (8897008 (1940022 85314B62 AAE3E8CA 2ABCD7F5

counter is <1>
P-poss is
FB7BCA8A ©6B3D640A
@D77AFF5 57DB9168 E511C84D 705622A1 2948899A E4377118
BDE73D8A 9FAQ965A 265D20FF EA6414C1 8244237D 99B2AF67
D1753A78 D9126601 D7238818 FB12F840 81CS55C7F 6CA980AA



FE2DOACC 30529462 QE1851AB F67224AF D2717D9C 672ACB18
4F5D3B3E 97FD3F60 E6432D29 9F6E6D77 9E6041E7 6B68A79F

counter is <2>
P-poss is
8166A95B F6F14259
FE16584A QAC822EC 1DB358A8 (514C699 A1327E96 B308DCA8
6AQ9C2F5 9A1F46CF (CBD169B9 23386E3E CEQ27BDC A3302BD6
81B15B9B 27EBB910@ E383287A 4D8D2EC8 7F57DC8E CB7ADE92
52333662 78EBB8E7 733FDAD4 1D43BDQ1 4226ABF2 72E3DGAE
09696FB6 EA931FF5 F433C730 8E25AD1D S58E8SEFCC DF8666AB

counter is <3>
P-poss is
FDEC7B47 (C968EF86
85BFB90QA 364A0332 5758401B 55758F4F 90952034 SE37BOAF
F9551940 B1DOA458 2014030A BO3BC1E2 DOC6BCAA B28F17ED
46802DE5 4DBDODB1 69D9BBAA 0433811A 1B11B667 336EFFAQ
067B2C13 56DDEC5A DC5E71B7 (C59B8F35 7E66AZ2FC 1D84C88F
07929E3C 76QEBQ19 287722B6 78E661E4 3724743A 312C58CF

counter is <4>
P-poss is
E63A75AB 610D65EQ
(5610649 44C40C7C A817DEFF 751BF6@2 ECE7F989 QE5651C1
E93DAEAF 4C2A8090 8BBF4F58 165F23EQ 2075A7A9 497ACA4A
6F3DFE6B 12B5D796 FODDA8B® DA394BBC EAA9B549 B(C93A008
D1496519 EE6185EF E383227C E518DA85 E4D296CE 961735F4
DA223A65 Do66D2D96 @3C559E7 F31D9917 B198C646 CDI9C2585

counter is <5>
P-poss is
EOA67598 CD1B763B
C98C8ABB 333ES5DDA QOCD3AAQE SE1FBS5BA 8A7B4EAB C1@BA338
FAEQ6DD4 BOOFDA70 D7CFOCBO Co638BE33 41BECQOAF 8A7330A3
307DED22 99AQEE6Q 6DFQ3517 7A239(C34 A912C202 AASF83B9
C4A7CF@2 35B5316B FCOEFBOA 24841125 8B30B839 AF172440
F3256305 6CB67A86 1158DDD9 QE6A894C 72ASBBEF 9E286C6B



P is

Seed 1is

counter

G is

H is

C98C8ABB
FAEQ6DD4
307DED22
C4A7CFO2
F3256305

is <5>

69AB2184
C4DFF7F1
9919F519
76A0Q55FF
3D7BA870

333E5DDA
B9OFDA70@
99A0QEE60
35B5316B
6CB67A86

E950511E

ED8BEES&D

3E5A3240
D905431F
5F4ABC58
E2770988
11A701CE

OCD3AAQE
D7CFOCBO
6DF03517
FC6EFB9A
1158DDD9

AB424B9A

1CB89229

FF19CACC
0AB16790
189FDIFF
FE2EC2DE
8EE7BFE4

SE1FB5BA
C638BE33
7A239C34
24841125
OE6A894C

19A2AEB4

D2903CBF

792264E3
E1F773B5
987389CB
11AD9221
9486ED45

EQA67598
8A7B4EAB
41BECOAF
A912C202
8B30B839
72ASBBEF

E159B784

QES51EE73

D29D5121
BB6BE4F7
CEQ1C804
S5BEDF21B
9FOB3518
27B7186C

CD1B763B
C10BA338
8A7330A3
AASF83B9
AF172440
9E286(6B

4C589C4F

77F48698

B0423C27
8EDD1B15
E509066A
4DAB4F8B
69AC24DA
A4610A75

0002

Domain P
P is

arameter

C98C8ABB
FAE@6DD4
307DED22
C4A7CFO2
F3256305

Validation

333E5DDA
BO9OFDA70@
99A0QEE60Q
35B5316B
6CB67A86

E950511E

OCD3AAQE
D7CFOCB@
6DF03517
FC6EFB9A
1158DDD9

AB424B9A

SE1FB5BA
C638BE33
7A239C34
24841125
OE6A894C

19A2AEB4

EQA67598
8A7B4EAB
41BECOAF
A912C202
8B30B839
72A5BBEF

E159B784

CD1B763B
C10BA338
8A7330A3
AASF83B9
AF172440
9E286(6B

4C589C4F



domain_parameter_seed is
EDSBEESD 1CB89229 D2903CBF QES51EE73 77F48698

coun
hash

ter
len

Qtest 1is

Q-prime:

1 1is <@>
Ptest 1is

1 1s <1>
Ptest is

1 1is <2>
Ptest 1is

026D26DA
B800D184
F423924A
F196EAD3
78751CA7

@D77AFF5
BDE73D8A
D1753A78
FEZDOACC
4F5D3B3E

FE16584A
6AQ9C2F5
81B15B9B
52333662

E950511E

E950511E

200B6D94
OD81D1E3
A33C9(C30
B1568763
(C8897008

57DB9168
9FAQ965A
D9126601
30529462
97FD3F60

OAC822EC
9A1F46CF
27EBB910
78EBB8E7

AB424B9A

AB424B9A

80BEA446
098B3F8A
2DAC3CF5
EC5CDOB2Z
C1940022

E511C84D
265D20FF
D7238818
OE1851AB
E6432D29

1DB358A8
CBD169B9
E383287A
733FDAD4

19A2AEB4

19A2AEB4

8DBD691F
E2B9A2F4
DA4524D0@
40AA8780
85314B62

705622A1
EA6414C1
FB12F840
F67224AF
9F6EGD77

(€514C699
23386E3E
4D8D2EC8
1D43BDO1

E159B784

E159B784

C4A26742
35BB7BES
D50787CD
A3B03022
4B03332E
AAE3E8CA

FB7BCA8A
2948899A
8244237D
81C55C7F
D2717D9C
9E6C0Q41E7

8166A95B
A1327E9%
CE@27BDC
7F57DC8E
4226ABF2

4C589C4F

4C589C4F

EB7D6535
E9135130
016D9DBD
B5B56980
F8055714
2ABCD7F5

6B3D640A
E4377118
99BZ2AF67
6CA980AA
672ACB18
6B68A79F

F6F14259
B308DCA8
A3302BD6
CB7ADE92
72E3D6AE



09696FB6 EA931FF5 F433C730 8E25AD1D 58E8EFCC DF8666AB

i 1is <3>

Ptest is
FDEC7B47 (C968EF86
85BFB90A 364A0332 5758401B 55758F4F 90952034 SE37BGAF
F9551940 B1D0OA458 2014030A BO3BC1EZ2 DOCOBCAA B28F17ED
46802DE5 4DBDODB1 69D9BBAA 0433811A 1B11B667 336EFFAQ
067B2C13 56DDECS5A DC5E71B7 (C59B8F35 7EGO0AZ2FC 1D84(88F
07929E3C 7060QEBQ19 287722B6 78EG661E4 3724743A 312C58CF

i1is <4>

Ptest is
E63A75AB 610D6G5EQ
(5616649 44C40C7C A817DEFF 751BF602 ECE7F989 QE5651C1
E93DAEAF 4C2A8090 8BBF4F58 165F23EQ 2075A7A9 497ACA4A
6F3DFEGB 12B5D796 FODDA8B® DA394BBC EAA9B549 B(93A008
D1496519 EE6185EF E383227C E518DA85 E4D296CE 961735F4
DA223A65 D66D2D96 ©3C559E7 F31D9917 B198C646 CDI9C2585

i 1is <5>

Ptest is
EOA67598 CD1B763B
C98C8ABB 333ESDDA QCD3AAQE SE1FBS5BA 8A7B4EAB C1@BA338
FAEQoDD4 B9OOFDA70 D7CFOCBO C638BE33 41BECQOAF 8A7330A3
307DED22 99AQEE6Q 6DFQ@3517 7A239C34 A912C202 AASF83B9
C4A7CFQ2 35B5316B FCOEFB9A 24841125 8B30B839 AF172440
F3256305 6CB67A86 1158DDD9 QE6A894C 72ASBBEF 9E286C6B

Ptest is probably prime

Parameters are VALID

Key Pair Generation



F3B4C192
385620FE EC46CB7F 5D55FEQC 231B0404 A6153972 9EA1291C

X is
DOEC4ES50 BB290A42 E9E355C7 3D880934 SDE2E139

Y is
25282217 F5730501
DD8DBA3E DFCF349A AFFEC209 21128D70 FAC44110 332201BB
A3F10986 140CBB97 (7269380 60473C8E (97B4731 DBQ04293
B5E73036 3609DF97 80QF8D883 D8C4D41D EDGAZ2F1E 1BBBDC97
9E1B9D6D 3(940301 F4E978D6 5B19041F CF1E8B51 8F5C0576
C770FESA 7A485D83 29EEZ2914 A2DE1B5D A4A6128C EAB7QF79

C is
798893FB
FAGDE3D5 FAEC66A3 3E646BAF 25DF4ACF SE@QD94BC 1ACCD726
K is
349(C5564 8DCF992F 3F33E802 6CFAC87C 1D2BA@75
Kinv 1is

D557A1B4 E7346C4A 55427A28 D4719138 1C269BDE

Signature Generation

hashlen = 160
Msg is 616263



349C5564 8DCF992F 3F33E802 6CFAC87C 1D2BAQ75

Kinv 1is
D557A1B4 E7346C4A 55427A28 D4719138 1C269BDE

R is
636155AC 9A4633B4 665D179F 9E4117DF 68601F34

Z = Hash(msg) 1is
A9993E36 4706816A BA3E2571 7850C26C 9CDOD8ID

S 1is
6C540B02 DID4852F 89DF8CFC 99963204 F4347704
Signature:
R is
636155AC 9A4633B4 665D179F 9E4117DF 68601F34
S is

6C540B02 D9D4852F 89DF8CFC 99963204 F4347704

Signature Verification

hashlen = 160
Msg is 616263

R is
636155AC 9A4633B4 665D179F 9E4117DF 68601F34

S is



6C540B02 DID4852F 89DF8CFC 99963204 F4347704

7E4F353B 71D1A3DC 2946F6BA E3B9285E F736(CE34

Z = Hash(msg) 1is
A9993E36 4706816A BA3E2571 7850C26C 9CDOD8ID

Ul is
O0ABFD27 8373EDF8 CE@8347D 49CD8130 8880103E

U2 is
ODA3AB84 AE3FF412 D703A63B 41D1ECo6l D64B061C

V1 is
9C26B549 69E24166
D89BO6F5 BEC3BODF 8179E4F9 CF7606F6 7162EDD1 50QF73A1F
9EQ9E49D 21ABOD0O4 B4AQ2E24 46C47BC9 311E38C8 QEFFD862
FBGIOFE39 EABIF(C27 @B494A57 S5EQD0O862 BEF4S5DF1 A820A448
8BAC5B37 57E9(C351 3DD4D965 EGBOEE18 811BC711 013CF4EA
BEB57887 8(C133783 F80342CA FA147BOC 1CCO6ES51E 937C8D11

V2 is
841232C0 AA641D81
74AA4619 826357F6 6FDF66E9 A9BZ2A7(C8 32E901D0Q 4BO7BOE3
7C35596F E9E873E7 888AF879 AA4795F5 58D9BE9A A6CC302C
B29B9CCB @3D72C5E BCFDA3QE @O3F3AB57 4D3C31C1 61B2FA41
D31F49F9 D2DF72A5 A9137845 5B0OA8526 14B6E40B 3C4D1CFE
81E28EAG6 CE9D563B 7506413C D29BFB7B DEG4E2F1 4828A631

V is
636155AC 9A4633B4 665D179F 9E4117DF 68601F34

Signature is verified



R R R A i
Digital Signature Algorithm
L = 2048
N = 224

HHH R R A

Domain Parameter Generation
L = 2048
N = 224
seedlen
hashlen

I
N
N
N

domain_parameter_seed is
SAFCC1EF
FCO79A9C CAGECA86 D6E3CC3B 18642D9B E1CC6207 (C84002A9

Q-poss 1is
9QEAF4D1
AFQ708B1 B612FF35 EQA2997E BOE9D263 C9CE6595 28945CAD

Found Q:
9QEAF4D1
AFQ708B1 B612FF35 EQA2997E BOE9D263 C9CE6595 28945CAD

counter is <0>
P-poss is
DAD4DECS5 48623EF9 54FO5EB9 AFAGEBFC
1BO9EF28F 63F32B11 45EDCQ37 452E247F Q6AEBD83 8CAC61A4
FE6@1E3BC EF2873BF 1B778DCA FC9840QF8 47D56A90 67F4CCOC
A8F31688 4746954B 25301094 FB3BCOD® BFAD71D8 F15BA253
EF86F171 5683F35E 63BE2FQ4 BCBE4E34 2999CA30 EF471303
FDF688FQ QFQ77940 CCA12E65 C7C558F2 83B2CC76 5E638176
1371E4FA OB19A9EF 55A18D5B QQFQ4EDB EA7C37AD 42C3F4AC
47719BB1 45A2457C 3CD4CBD8 62B6C619 421213D3 B8F45FEC
00C21764 (2B31735 155C7669 6ACE2Q7E 5577FAE2 CDGBEFD2
2B1DABD2 CF72E3A4 9EE3B(C37 18(CB3383 250BOBB8 979E86DB
8A4BF167 F99BF(CBB 51851143 4AF9A676 QF4BAFE1l 6CF20C4F



counter is <1>
P-poss is

9FO6ED8D
558A98E6
46CE754A
E145E165
38561667
11EDDE72
F308FBFB
D4EB7623
80017085
28F5FB4D

counter is <2>
P-poss is

84753659
13480F26
F16F1D89
2AE39490
AFDB99A8
F973F8DD
DEQEDEZ22
AD307895
CD1EDE92
59633B2B

counter is <3>
P-poss is

E83BIOEQE
CEDO@246E
@DD5755A
EQ757FDA
6860A7FC
201B1669
A3E38999
F74A81DA
BD7A1E2A
A015D010

DA1BA3D3
252C9D3D
8CBFE939
B7260EE1
50E11271
6CO56F37
2CF953AD
546BBB92
0OE4788B1
8198082D

31B82F69
EF737CB5
30B0205C
CDFE12FC
626FF9CA
1A511BC2
8D5AFFE4
D558A089
E6897356
1CFDCE4B

AD85F862
D6AE@855
D16F4877
5D972FC5
©D21DD92
2CD32581
4441C84E
32BOBF38
7459539D
D360239B

84962FC3
6F34A17B
669C9007
D6ADD727
F42B13B6
2F5B@9AZ
6199CB5D
E3F1FED8
ACo6A423
8A458567
3EE20086

DIF3AAAC
819CBCEQ
2F36BFBD
765D867E
036938D6
90253342
6AA25A9F
C83004DB
A679FA54
63D678FD
CA546881

A2DC575B
1FF80806
3B628605
666E7012
DD29BB@D
E6212222
BACF@786
876E0463
E8881B12
8CO756E8
C2E65228

3168614A
2A01D720
342F47C2
273AA621
E1D7B@DC
DOA3B425
FDEB8806
4D573883
614ED54D
9DB42026
44A5D6F7

71BB4199
DO56E15D
CD5E@D93
B29B0880
6351EACO
ECD9AESC
5A9AC58A
B84C856A
66209098
DO2FF111
9DCDBBF2

D7AE7F65
120244B6
8F54A63B
8A75E288
8660DOBD
08B3FA12
A7113B8F
B2D656D6
C762D5FB
8E936E03
898FE511

O9E349E8
D5COBO6GE
EAF4AECE
C36BB10A
9538A0C0
31AF1651
BAED41BE
B8119AC5
9094ED4A
C26C38B4
C2606F43

S5E7C5A91
F3BC76B5
D99CA7CA
27B18B8&9
62FEEB&5
C1B62757
F22695FF
840E0072
CoA374FA
806A8636
A458A5BF

CEBG6DE30
8A798BA7
OF4BF995
622F0282
217C1A65
E33B21C7
68975ABA
A352E6D0O
93925B7D
D93F7BB9
23072CAF

3C45F937
3E7QOF32E
EE2782AC
64BFCAC7
SADA4EE7
572285F3
A5BEB59C
A9768D16
B6560585
FO60OBF1A
026EC5C5

6762B6F6
6EAGAQE4
DZ2EBB48D
83EDFD9%6
13D18FEQ@
D831D3FC
C3F8BBB4
AAQ23404
9107681E
45000768B
476BCA75

63476198
CC7D7721
C858C759
3778D09%4
971392DA
7541FA7E
AGBFFEDA
3A031966
58D0296B
OF5186D3
A96BB979



counter is <4>
P-poss is

B94EA15B
3E23253F
2A3D831F
F17B5E4C
FEF8E59A
C093870E
BEBEDADC
4BAA7A8E
6ADF5180
194ED2F1

counter is <5>
P-poss is

9B0O5A305
FB524A1B
DOB73947
7FAB9722
OCC5D1F5
OAQ55BA8
47432DD5
74DF 7666
BB3084E4
B8D6FB0O6

counter is <6>
P-poss is

184AA86A
68CFA7A6
811A820C
4AC9E73D
DBAB5B54
CDC2599F
FD47BF52
DD52417F
8FBCOF5C
9819A56D

EAE3DC5A
CF5BE492
BO7A638D
C8AQ9C83
EOB94E71
E75B8D57
2E404F91
45019C44
D1FC29A3
EQEA56D1

6E354AB8
FDFEBAF8
81A1465E
EA978054
AA54A6D0
80C8A341
8950EBFE
FF3CF504
00E13BO1
E389FB82

E302CE11
1C53ECAA
ED437321
F59F15BC
E7C597ED
507B4569
ED7EGDEQ
F56B384F
964CA7D9
BSED3320

EB3249DD
30C91A3B
DD990E4C
C30F953A
D9AG6DA3
54B29C43
B79C588A
4CE29FD1
D8580537
34A38B96
3432F60A

F2DE3979
F7@CE3F7
61128860
1DF7EEA4
71C84DD7
165E30CB
5192DC52
B19269EC
C954B286
DB7D63EC
3E99D158

D101A3D4
CoC4363F
BC345A22
4D18871A
44E80269
34E5001B
8693D9C0
92898520
36BA2437
846ACCDD
E1CDFBAZ

4822E012
B8B50740
AQAACF73
4DA34D41
1D41CFB1
33F1FQ2F
BAF704B2
FAB24E46
17A4CF52
240F706C
BBC3AFF9

C3E34C5D
43D979B6
7A760351
08639382
194CC485
93D559F3
D991627D
EBA27427
4D3ADDOC
8FBE1CC1
907C2248B

32CCDA58
35CDF3B1
DOG4ESFE
132816F9
313E49CC
10CDD95A
697774DD
(C88385D2
F63973B2
C31AEE14
948E24DE

93DA22F3
C8DA1D3E
04CA5FD5
CoeDD82D
ODB854FD
ECE54B1F
E7D508A6
F3540452
F1E895CE
100E4025
8726B9E4

EF779AAF
95B8F1A5
16BF306F
047E5859
S50D1E3FA
B1AB9658
68901530
OOE7ADES
6AAEE467
6BCFEB3F
E03A3003

5AB7A6D0@
A3BDEAF5
8DBBE9(C2
72D82374
OEB44954
D79641AE
E3634F32
AC989AC1
5BC4ADBZ
5B5A411A
C5BCACF9

60422D6E
73FAB774
80AA1227
FF9303A4
DE4E71F2
71BBD7E9
6AD120B2
83DCAC75
2C5D36CA
132A9E21
88FA4C7D

FFF49C4C
FE56BC41
B3D0405A
89B(3884
BED391C7
792A1690
36148EC7
1420F941
AE60C363
CFA668AD
41F3163F

587E2047
9EE8943E
9B8DBE9C
F8OOE4FA
OF8E7650
DO522EC8
BBC3B223
D28387CA
6391D794
5949B58A
2A65917D



counter is <7>
P-poss is

E6D8@BBD
FBBD4878
79407A78
9ABZ23A15
4BEQES81
DFFAD776
E3F1EE1B
1B394(C98
E2FD1962
1D540193

counter is <8>
P-poss is

5163612C
26B4D554
2A5285D5
83AB7922
DB5037C9
A1EF820A
973646A9
F84E8076
165D3612
FEC17C24

counter is <9>
P-poss is

D4AQ18FE
BFEC4ADC
535A8BCA
0B74D4D9
66EE3DFB
F201F3C1
A2DFAQAS8
F45F1C93
54ADFC5D
C19702FD

counter is <10>

6D314FBC
2CB88DD1
D4@92F72
5588B089
65ACD46C
F8985151
C5BF1EQ8
EE27E651
BBI9F33B5
90392F31

3EF4307C
EC892DC2
4E7CC5E7
21C12066
902B4BE3
56201B0OF
DC583DB2
A1EDFD49
2F72683D
1271F43C

3701AB38
©@9CFODB8
5E59ADBC
95A4D305
B530D1E1
F3552844
55C46C71
1E8AA795
8F75D2CF
FB1DE1E2

F3A2F1D8
E9F4E327
C81BFC61
7271647C
84A98880
2984B1AB
9A02009A
43D647A8
89949B7A
9F563564
EEQCIF52

A93266CD
7949AA13
F6584EDE
3E85566C
91BFB758
BA746EBB
775B5B23
DAQF5429
CO9EBC9A4
29627801
F7500B1C

896AF6DE
A8E7DESF
FF829A83
E284AC8E
F8109089
B312DD54
94C01C25
FO5B33C5
66C8CD68
66869342
608C90BE

ADB73DC6
6D04A62D
214E563E
E3D17CEOQ
4B73A472
8C6303D5
62599D89
41187BB2
B385506E
8FDOAA3B
9QEEE378

ACD72FCO
32424F01
F3159D56
A9BB5B18
6135E611
6A600E67
A@4D185C
617AB3EF
3EF6CC7D
37AE493C
83CDA3A4

45A74FD8
9314C8FB
623D0B6D
4F40C7DC
OAFODCB3
8D8519C4
EA4CoCE8
97071C36
D6438566
F9620CBC
301DD91A

42731C8F
675E2C47
950E5294
9494FABF
EADFBFB3
ESA6C6B9
ODE819C1
E76040D7
C8B82E1F
9898(341
37ACA75F

E66EBD4E
042BFO7F
D1CDA745
67DB9AB2
B311FABS8
3012D351
8A7EDAAB
8BOF41CE
E15E717B
42D3D9E8
609FF9C2

6F4B1CAC
C70CF83F
FOB644A7
727894F9
OF95450A
63ACC4B0O
5758583C
3D2AF558
1E5567A2
4E714677
DASECZB5

906AB704
4AEF634F
54CA4C75
3F2D502B
085D1590
96FF6107
EFCOOCBD
F45DABOE
32AC7C90
1B041BA6
2ADDOF73

EDEE5722
D9175200
728D637A
CCB4FB21
8C95BA2C
825A793E
4D7C9AC5
3A3637F7
D4E74845
BDEZAQD9
A944B7FF

3436BB84
35A1B028
5DA463F8
CAAZ26B47
2A47B597
CE203EF0
D9C163C3
3D63DE87
11826A86
9975A324
AC3BC0Z3



P-poss is

EE591836
C0127162
97E7CE4F
4A28B291
231D51BA
38FEE6GCF
AB4QEBAQ
EB029938
43725B77
4978D8F7

counter is <11>
P-poss is

AF55BF8A
2AE98AAC
OE288B97
85A00698B
91B08DC9
47988201
1171CBD7
E26A1096
8A41409F
041CE3D2

counter is <12>
P-poss is

380D366C
D2CDF371
1946B1C0
5F22748D
A345296E
625A6846
9AAEB38F
SE7BBFC5
232BBBA6
E206FA3C

counter is <13>
P-poss is

90D0189B
B5091783
40BFB1AA
C46FDAF1
E131026D
5AF2788F
ACF37FAA
66003362
E3D26436
E7344DF9

CFD43131
F41062DD
952A2B49
375FB4BF
BF3AEDGA
19DEB54F
359F087E
2FOEC676
COEAD32D
1E9437D5

A1EF5D53
51E1AZB1
772DC611
05052B1A
3E54358A
2B942257
OFAGZ2EF4
EBF549FE
42CA8BEb6
81A92FD7

CB947D03
7AF1F1C2
ESCFECBF
EODB7446
575D84FE
4D06B81B
8F630653
64C4E1CF
A2334776
B62A98B6
23BE3186

9D3413BE
FF780F6B
97454E52
587D7FAC
DB9B1161l
14284B99
86741972
93535D0A
596BE92C
3E9C34C4
806ADDC1

BCA161ED
F7268F74
CC514F6A
89607BFF
F1F6263F
2C401F38
2ADFE6C2
E6CC58A0
7D3BDB94
1902A116
DE4D81DE

A50A45AC
AA872936
F8D14843
44E5CF4A
291CAFBD
4DB982A7
1ED7397D
OF7A62F3
0AB14202
E7F365EE
0C196CE1

AC97DB5A
E77A7442
1A4A99F4
4889DED0O
EB434B8A
4B145E27
3D7E70B1
60225D54
23D8BFF4
©OD9C19B8
3AE28873

CAA327F2
5CE25EC@
5A62AB8F
046C1745
C7A14CEQ
6FA90D81
8BAF3(C73
CB262F2B
35750F62
EA62D7A2
5A43E1D8

E324BAEZ
FASEDBEG
60QESB7EF
OD7CE572
1250C1D8
5058714D
95DA1663
4AES5A5C2
7824BC9E
0086ECDA
9E30B184

031F4F77
444BE4B6
076E1FC1
3F577FDC
7711CA84
S5AE3BAZ5
E234EC8B
ECAQFD96
A75E488D
74216FB1
8881D69D

AZEQFD28
D4QA4E7A
4E7B3E40
CEDA4401
02DB70E0Q
D1@F990E
3A5503A1
6904D94B
100226A1
8082B5CA
5E45BD48

3D928042
B2886084
OCAG53FA
15175A15
0BCCEC37
806214EA
D3AB@9BZ
8B018D57
D8CSEDGF
84045004
C4F41631

23754A27
00666D4E
690A9779
1314FAAQ
AQASEACA
7E35884E
283FE9Co6
0345FEQ4
45689EB1
4063D07B
62908351

DD4C3B(C3
78A72882
CoBE594C
CEFE79AD
A4E0453C
A90416(C9
61D44694
73EFE92D
F50951B9
78DEF9E6
F0206007



9AEQ95B1
0B278E69
2AC15498B
4A79BEAOQ
BAG36EE4
8CFD7CC3
4BODEGD2
3F50BF3F
DAZDEC48
35A0F950

counter is <14>
P-poss is

E7C59C37
1706COFE
70707D21
97297848
7D@DIC35
761708AF
49AE26ES8
18C56481
43844DD4
7B422B7E

counter is <15>
P-poss is

220DD107
B56E3469
FB4D14CE
803BFACD
022D66D1
3BEBFB17
3C8B3039
32021599
E66DAFDB
0BO12DA5

counter is <lo6>
P-poss is

38C09B13
096F4EAF
56D03C8A
B10BE567
A88D8787
16CC746A
2651B5E1
48EFAGF6
0655D187
BBE54658

575AC8B9
FAD6AFBE
FCD37E3D
EA425902
E49DC063
91B29ACB
BF@92EQE
46F97DC8
1DA2BF22
15EB99E9

2E739A8C
16B40QE92
B1F9552A
@O5D5A2(C2
71E3412A
3C1D534A
E81EFES5
1F23CAZD
O6BEA558
86741D09

AA586728
4B5F45FA
8567E3CE
13EC114F
264C50B5
EC98462C
OEC66(13
67A1B5B2
C69571EF
94AE1C79
7C132581

A686A32B
EB7B7C44
1D754569
47534ECS
383546FB
58E5EAA4
O7E199EB
SEQCAZAC
087BA998
3F2DFBC9
14F86651

8CO81A8F
49422C6A
68A9CFE4
SE6E77F6
ABD593A2
6D90595A
58866A6D
OEBE9044
A2D49941
31E2C25A
2DD80896

EF55BDFE

87000602
390221FF
D98C134D
D788F614
BBA18DF3
17E39016
CD45A7B5
6D410659
A4C376E4
58683AE4
3375DF2F

D97B26B2
09CD304D
E34080D6
FFF363B6
AAC5FAB4
999F5500
E785A969
C778769B
55729300
553AFDA1
4BoDBDAD

7C64708F
8167EF35
OECA902C
6601791B
©OD93B12F
906AEAB4
0BB82517
F83EZBES8
7258968B
3FB4619E
2COBE0O1

BBA46CEF

F8CB465B
ABO55ESC
A4469262
9707683C
5E21C0AQ
DF4DB8AC
17C51942
606A23A0
540AD989
8216685A
5DF@916E

0C816E79
D303479E
49BE71AE
2AFE10F6
94D60155
65173C48
4EBZ2BC4A
19E580EF
B3760C08
513AD31C
BD38A28A

99DFD252
CC13D77B
719642A7
E47BC480
87D3B357
8ADED6C5
6FD40ESC
4B762897
B538CE56
F734C95A
EE@3155F

AB887BCD

2923FC78
D64ACEDA
1E547576
F82FEQ19
2038D836
A404B(C93
5915DA93
5520FCC5
A7D@27DD
50A0D719
7BF51DA5

85D8DF3D
Co7C1BAO
OE863607
F382BB6C
47ED2304
79A9D9A3
3C9898EB
4D3A5264
D9AQ@BDD
1B57FF67
E783B71F

FC3E78D7
E476A469
8513A79F
97A1AADC
B5282B27
79CDCEC1
D88E9922
71B04856
EBDOEBOE
6CA83896
C9CB1D6B

7A1BDCE9



4421C148
ODE36BFB
0C57837E
C4908C9F
E6E91C68
3B46E2(C8
@OE967DD
68E5C625
58F12E35
A8C0456D

counter is <17>
P-poss is

1437A0D8
C79AB430
5A11C33C
1AE880A7
BB5CCF90
6AF8B7BF
D3C96(C3B
062D775C
D42FF1B1
9F334FCE

counter is <18>
P-poss is

089A1F16
03477100
04A853C6
36D2CD8&3
CCaCB8DC
C443C59E
5494473F
6DC5049D
69DF21DC
BB1E3DBB

counter is <19>
P-poss is

9416DD4B

B59F37B9
6CD28B62
7A242B6E
269BFE71
6E432B5D
BA4C7FE3
1518ED1B
8E9D527D
E3743FFB
CA64198F

96402D0F
F1616EE1
59F74957
38826598
D@9BC891
AG998AFE
479BD491
550BA9B8
53A70F5A
C8341A91

9B06947A
946F1655
E3877D95
6AB396D3
67576924
BFBZ23E80
326CDE1E
DOCA92A3
AEQCB35B
769DCZ29A

A62F9A78

3A0A2D86
7EA61B5C
91F@517D
3F7E11DC
A85E7A58
1CCo7400
941F265C
©05A2CD9D
C28BBEE3
43374E2A

EB68569B
CD918DBF
CE954577
F6DO387A
3A2F1B23
BBOSE8AZ
D4C12256
2DEECB16
0CC57552
571703D2
32A188DE

E6C69159
B29D96(C5
8C02C24D
AC424759
22035D94
CC9742006
8B8C1363
B4003A3A
2E6F29ED
828D6C77
4120519F

ACOFCE95
27BDA7A9

749E5B81
B8E548BB
49587F33
870C6FDC
8DAAF926
7(C899940
76840D51
C9594EBE
20BACA7C
45C4F94D

4CE8E818
1C4A2CCo
ADA564E1
DB8CC220
C21DD310
F29FEQ78
5B578D50
96D1416B
44FB49AB
6460C5DD
7163DBEA

150D3B16
15CC8F5C
AFFoD768
77@DAF92
8335010F
4A4A79BE
80236559
061CD80A
6A1DDB47
9877BD49
97BCB75E

D3F89369
FDFC1FF8

FCO3BGFA
30009158
9C7ACEDA
B65D86F1
A8BD8F49
CABEAEED
7024E547
SE7FBD49
3FD567D0@
4EQEQF47

4952F9B3
122FACBB
96EB96(C6
664472B3
3C5EZ2DBB
97D83611
9742003C
S5E084AF1
506BECEF
6839AFC5
D9A31F28

3AFC4FA2
512D7817
8B9EB8DB
EFF53660
B7544676
D5DBA713
2EFOAA30
8163A46B
B73F668F
3467DOE1
3DF887EA

CF700543
209F83C6

E7904E86
9F2922F2
D672BA4F
866A17E3
6COA72AF
A3E8CDC3
DE31B736
DFDD6E37
2DOEEQOB
8039ABDF

5B@97196
7D49D003
FC8BFCO3
37566FFC
11BA503A
E77F1950
593CAQ8A
7CA674DF
36F2CE6G5
AZ23E6A3D
A6644607

27893F5B
COAEE4CD
FC4E5SBF2
EB397CAB
DEC18424
50216D1C
ASAE732F
C940FBOF
47B1C5AA
B6@OE287D
051AA62B

OEC944EF
38BA7051



B79989F7 4861D081 B5B46749 2B338F03 9B6A94B7 QDEBEADO
1B78C945 F18BDD77 4EDSEB95 EFEA2DFZ2 9E1QEA8A 8BFD0Q7B
DOE923BA 9D78AC7F 78FE873A 117FAAAS 2E118572 63A1E357
3FODDAF7 B209D2C2 1B4553ED 655D988D 94F33EB6 ©@3BOSEDC
CDAACE8F 4A8E3D92 09DF4268 65055858 EB66C77E 12D4A979
6FA54227 OBE5294E 7980BDCF 70CE4103 ECD5BAZ29 2F1A72D3
F4D000B1 DCFAAAAF 5@DECAZF BBSAE476 (C62774@0C 5D463145
AAD4CC1B 59FF33A8 9643D1CA 6F7D3774 FBFCOOBF 08C22865
B0032CD5 48160034 54DFOB58 843DB481 28F1B925 B857E1EF

counter is <20>
P-poss is
B134EQ7C 599985AC 1074716A 63E1ED76
E89D60OD7 57BA36AF 9FC194C4 6C433F27 ASD9A935 BEB96905
2D6E3362 ADDO0126 CCO6C410 6FEGF125 37F54212 51D03061
(5625300 C4A7A@32 54(C58A58 ASA3EE3C 88513CD7 8CA969DD
98EAE4(C1 C21A65C4 614CB474 CoBACAGE 89FD2B37 FDB1BGES
2F816858 2F6CBDOA 7A6AS5BE 619DEZ265 8F40080F D62FDOF1
3DBDF548 AQ330127 4QAE5C4F CD46A4ED 89C49BCO 85476C5E
5F92A2B1 ESEQDAQF B0Q84A32B 5E360929 136E55BC AC73896F
5F19B4EB 1C3661E8 4F1DoD1A EZ2D0Q10F1 0604QE6D9 ODC2EEB1
3EEF5333 (C59F5275 725CBOF5 BDOOB2A6 6AC21C06 E8C66191
2C5DB8AQ SEFDC15B 1AE71723 14F17E94 EQ7F9427 0Q0Q8F857B

counter is <21>
P-poss is
C196BA@5 AC29E1F9 (C3C72D56 DFFCo6154
AQ33F147 7AC88EC3 7FQ9BE6C 5BBI5F51 (C296DD20 D1A28A06
7CCC4D43 10A4BD1D CAS5ED10Q 066D438C3 SAEBAABF 57E7DAE4
28782A95 ECA1C143 DB7@Q1FD4 8533A3C1 8FQFE235 57EA7AEG
19ECACC7 EOB51652 A8776D02 A425567D ED36EABD 90CA33A1
E8D988F@ BBB92D0@2 D1D20290@ 113BB562 CE1FC856 EEB7CDD9
2D33EEAG F410859B 179E7E78 9A8F75F6 45FAE2E1 36D252BF
FAFF8952 8945C1AB E7Q5A38D BC2D364A ADE99BEQ® DOAADSZE
53201214 90DC65B3 930QE3804 7294FF87 7831A16D 5228418D
E8AB275D 7D75651C EFEDG65F7 8AFC3EA7 FE4D79B3 5F62A040
2A111759 9ADAC7B2 69A59F35 3CF450E6 982D3B17 ©2D9CA83

C196BA@5 ACZ29E1F9 (C3C72D56 DFFC6154
A@33F147 7AC88EC3 7F@9BE6C 5BBI5F51 C296DD20 D1A28A06



7CCC4D43
28782A95
19ECACCY
E8D988F0
2D33EEA6
FAFF8952
53201214
E8AB275D
2A111759

AFQ708B1

Seed 1is

FCO79A9C

counter is <21>

G is

FAQAC64B
C9FDD4CB
48B0O89E3
6E770409
2EAFFFDF
S5EA55C70
D@49A955
5515B05B
7B692BBB
OAEZ21B40

H is

16A4BD1D
ECA1C143
E@B51652
BBB92D0?2
F4108598B
8945C1AB
96DC65B3
7D75651C
9ADAC7B2

B612FF35

CAGECA86

56288F8D
1F1B79A3
87AF6949
494B7FEE
6969E91D
6C4A1C5C
E5D78491
D412F5B8
CDAZ2FBZ23
D273651A

CA55ED10
DB701FD4
A8776D02
D1D20290@
179E7E78
E705A38D
930E3804
EFED65F7
69A59F35

EQA2997E

D6E3CC3B

A59A749A
47D51B1E
BA9CBEES
BF8784EB
1DBB1E4B
770QDAEBD
88964E34
CoB7AZF1
C2F4C77E
A516C5B4
D6060C13

66D438C3
8533A3C1
A425567D
113BB562
9A8F75F6
BCZD364A
7294FF87
8AFC3EA7
3CF450E6

BOE9D263

18642D9B

11242C58
DC4D6544
3A3F8110
DI9EF4587
2BC2A53D
0B5CB14C
D@9DEB75
575A008C
E10DA48A
533D7398
D97FD69A

SAEBAABF
8FOFEZ235
ED36EABD
CE1FC856
45FAEZ2E1
ADE99BEOQ
7831A16D
FE4D79B3
982D3B17

C9CE6595

E1CC6207

C894E9ES
4FECAQ11
12503C81
6FZ2EGASA
4F893D41
0OADGSEC
3AD418C1
CD727AB3
BD53F5DD
0B2A3B60
A13C5611

57E7DAE4
57EA7AE6
90CA33A1
EEB7CDD9
36D252BF
DOAAD8ZE
5228418D
5F62A040
02D9CA83

90EAF4D1
28945C0D

S5AFCC1EF
C84002A9

A91804E8
1D78F35F
17F98E50
495BE64B
8B715959
7DC1E574
ADOF4FDF
76DB6EG9
498927EE
E384ED20
A51B9085

0002

Domain Parameter Validation

P is

C196BA@5 ACZ9E1F9 (C3C72D56 DFFC6154



A@33F147
7CCC4D43
28782A95
19ECACC?
E8DI988F0
2D33EEA6
FAFF8952
53201214
E8AB275D
2A111759

Q is

AFQ708B1

domain_parame

FCO79A9C

21
224

counter
hashlen

7AC88EC3
16A4BD1D
ECA1C143
EOB51652
BBB92D02
F4108598B
8945C1AB
96DC65B3
7D75651C
9ADAC7B2

B612FF35

ter_seed

CAGECA86

7F@9BEGC
CA55ED10
DB701FD4
A8776D02
D1D20290
179E7E78
E705A38D
930E3804
EFEDG5F7
69A59F35

EQA2997E

is

D6E3CC3B

5BB95F51
66D438C3
8533A3(C1
A425567D
113BB562
9A8F75F6
BC2ZD364A
7294FF87
8AFC3EA7
3CF450E6

BOE9D263

18642D9B

C296DD20
SAEBAABF
8FOFEZ235
ED36EABD
CE1FC856
45FAEZE1
ADE99BE0Q
7831A16D
FE4D79B3
982D3B17

C9CE6595

E1CC6207

D1A28A06
57E7DAE4
57EA7AE6
90CA33A1
EEB7CDD9
36D252BF
DOAAD8ZE
5228418D
5F62A040
02D9CA83

90QEAF4D1
28945C0D

SAFCCLEF
C84002A9

Qtest 1is

AFQ708B1

Q-prime:

AFQ708B1

1 1is <0@>
Ptest 1is

1BOEF28F
F6Q1E3BC
A8F31688
EF86F171
FDF688F0
1371E4FA

B612FF35

B612FF35

63F32B11
EF2873BF
47469548
5683F35E
OF077940
OB19A9EF

EQA2997E

EQA2997E

DAD4DEC5
45EDCO37
1B778DCA
25301094
63BE2F04
CCA12E65
55A18D5B

BOE9D263

BOE9D263

48623EF9
452E247F
FC9840F8
FB3BC@ODO
BCBE4E34
C7C558F2
OOFO4EDB

C9CE6595

C9CE6595

54FO5EB9
O6AEBD83
47D56A90
BFAD71D8
2999CA30
83B2CC76
EA7C37AD

90QEAF4D1
28945C0D

90EAF4D1
28945C0D

AFAGEBFC
8CAC61A4
67F4CC0OC
F15BA253
EF471303
5E638176
42C3F4AC



47719BB1
00C21764
2B1DABDZ2
8A4BF167

1 1is <1>
Ptest 1is

9FQ6ED8D
558A98E6
46CE754A
E145E165
38561667
11EDDE72
F308FBFB
D4EB7623
80017085
28F5FB4D

1 1is <2>
Ptest 1is

84753659
13480F26
F16F1D89
2AE39490
AFDB99AS8
F973F8DD
DEQEDEZ2?2
AD307895
CD1EDE92
59633B2B

1 1is <3>
Ptest 1is

E83BIEQE
CED0@246E
@DD5755A
EQ757FDA
6860A7FC
201B1669
A3E38999

45A2457C
C2B31735
CF72E3A4
F99BFCBB

DA1BA3D3
252C9D3D
8CBFE939
B7260EE1
50E11271
6CO56F37
2CF953AD
546BBB92
OE4788B1
8198082D

31B82F69
EF737CB5
30B0205C
CDFE12FC
626FF9CA
1A511BC2
8D5AFFE4
D558A089
E6897356
1CFDCE4B

AD85F862
D6AE@855
D16F4877
5D972FC5
©D21DD92
2CD32581
4441C84E

3CD4CBD8
155C7669
9EE3B(C37
51851143

84962FC3
6F34A17B
669C9007
D6ADD727
F42B13B6
2F5B@9AZ
6199CB5D
E3F1FEDS
AC66A423
8A458567
3EE20086

DIF3AAAC
819CBCEQ
2F36BFBD
765D867E
036938D6
90253342
6AAZ25A9F
(C83004DB
A679FA54
63D678FD
CA546881

A2DC575B
1FF80806
3B628605
666E7012
DD29BB@D
£E6212222
BACF0@786
876E0463

62B6C619
6ACE207E
18CB3383
4AF9A676

3168614A
2A01D720
342F47C2
273AA621
E1D7BODC
DOA3B425
FDEB8806
4D573883
614ED54D
9DB42026
44A5D6F7

71BB4199
DO56E15D
CD5E@D93
B29B0880
6351EACO
ECD9AESC
5A9AC58A
B84C856A
66209098
DO2FF111
9DCDBBF2

D7AE7F65
120244B6
8F54A63B
8A75E288
8660DOBD
08B3FA12
A7113B8F
B2D656D6

421213D3
5577FAEZ2
250B0OBB38
OF4BAFE1

09E349E8
D5COBOGE
EAF4AECE
C36BB10A
9538A0C0O
31AF1651
BAED41BE
B8119AC5
9094ED4A
C20C38B4
C2606F43

S5E7C5A91
F3BC76B5
D99CA7CA
27B18B8&9
62FEEB85
C1B62757
F22695FF
840E0072
CoA374FA
806A8636
A458A5BF

CEB6DE30
8A798BA7
OF4BF995
622F0282
217C1A65
E33B21C7
68975ABA
A352E6D0O

B8F45FEC
CD6BEFD2
979E86DB
6CF20C4F

3C45F937
3E70OF32E
EE2782AC
64BFCAC7
S5ADA4EE7
572285F3
A5BEB59C
A9768D16
B6560585
FO60BF1A
026EC5C5

6762B6F6
6EAGAQE4
DZ2EBB48D
83EDFD96
13D18FEQ@
D831D3FC
C3F8BBB4
AAQ23404
9107681E
4500076B
476BCA75

63476198
CC7D7721
C858C759
3778D09%4
971392DA
7541FA7E
AGBFFEDA
3A031966



F74A81DA
BD7A1E2A
A015D010

1 1s <4>
Ptest is

B94EA15B
3E23253F
2A3D831F
F17B5E4C
FEF8ES9A
C093870E
BEBEDADC
4BAA7A8E
6ADF5180
194EDZ2F1

1 is <5>
Ptest is

9B0O5A305
FB524A1B
DOB73947
7FAB9722
OCC5D1F5
OAQ55BAS8
47432DD5
74DF7666
BB3084E4
B8D6FBO6

1 1is <b6>
Ptest is

184AA86A
68CFA7Ab
811A820C
4ACOE73D
DBAB5B54
CDC2599F
FD47BF52
DD52417F

32BOBF38
7459539D
D360239B

EAE3DC5A
CF5BE492
BO7A638D
C8AQ9C83
EOB94E71
E75B8D57
2E404F91
45019C44
D1FC29A3
EQEA5S6D1

6E354AB8
FDFESAF8
81A1465E
EA978054
AA54A6D0O
80C8A341
8950EBFE
FF3CF504
0OE13BO1
E389FB82

E302CE11l
1C53ECAA
ED437321
F59F15BC
E7C597ED
507B4569
ED7EGDEQ
F56B384F

E8881B12
8CO756E8
C2E65228

EB3249DD
30C91A3B
DD990@E4C
C30F953A
D9AG6DA3
54B29(C43
B79C588A
4CE29FD1
D8580537
34A38B96
3432F60A

F2DE3979
F70CE3F7
61128860
1DF7EEA4
71C84DD7
165E30CB
5192DC52
B19269EC
C954B286
DB7D63EC
3E99D158

D101A3D4
CoC4363F
BC345A22
4D18871A
44E80269
34E5001B
8693D9C0
92898520
36BA2437

C762D5FB
8E936E03
898FE511

4822E012
B8B50740
AQAACF73
4DA34D41
1D41CFB1
33F1F02F
BAF704B2
FAB24E46
17A4CF52
240F706C
BBC3AFF9

C3E34C5D
43D979B6
7A760351
08639382
194CC485
93D559F3
D991627D
EBA27427
4D3ADDQC
8FBE1CC1
907C224B

32CCDA58
35CDF3B1
DOG4ESFE
132816F9
313E49CC
10CDD95A
697774DD
C88385D2
F63973B2

93925B7D
D93F7BB9
23072CAF

93DA22F3
C8DA1D3E
04CASFD5
CoeDD82D
@ODB854FD
ECE54B1F
E7D508A6
F3540452
F1E895CE
100E4025
8726B9E4

EF779AAF
95B8F1A5
16BF306F
047E5859
50D1E3FA
B1AB9658
68901530
OOE7ADES
6AAEE467
6BCFEB3F
EQ3A3003

5AB7A6D0@
A3BDEAF5
8DB8EI9C2
72D82374
OEB44954
D79641AE
E3634F32
AC989AC1
5BC4ADBZ

58D0296B
OF5186D3
A96BB979

60422D6E
73FAB774
80AA1227
FF9303A4
DE4E71F2
71BBD7E9
6AD120B2
83DCAC75
2C5D36CA
132A9E21
88FA4C7D

FFF49C4C
FE56BC41
B3D0405A
89B(3884
BED391C7
792A1690
36148EC7
1420F941
AE60C363
CFA668AD
41F3163F

587E2047
9EE8943E
9B8DBEI9C
F8OOE4FA
OF8E7650
DO522EC8
BBC3B223
D28387CA
6391D794



8FBCOF5C
9819A56D

1 1is <7>
Ptest 1is

E6D8OBBD
FBBD4878
79407A78
9ABZ23A15
4BEQE881
DFFAD776
E3F1EE1B
1B394(98
E2FD1962
1D540193

1 1is <8>
Ptest 1is

5163612C
26B4D554
2A5285D5
83AB7922
DB5037C9
A1EF820A
973646A9
F84E8076
165D3612
FEC17C24

1 1is <9>
Ptest 1is

D4AQ18FE
BFEC4ADC
535A8BCA
0B74D4D9
66EE3DFB
F201F3C1
A2DFAQAS8
F45F1C93
54ADFC5D

964CA7D9
BSED3320

6D314FBC
2CB88DD1
D40@92F72
5588B089
65ACD46C
F8985151
C5BF1EQ8
EE27E651
BBOF33B5
90392F31

3EF4307C
EC892DC2
4E7CC5E7
21C12066
902B4BE3
56201B0OF
DC583DB2
A1EDFD49
2F72683D
1271F43C

3701AB38
©@9CFODB8
SE59ADBC
95A4D305
B530D1E1
F3552844
55C46C71
1E8AA795
8F75D2CF

846ACCDD
E1CDFBAZ

F3A2F1D8
E9F4E327
C81BFCo1l
7271647C
84A98880
2984B1AB
9A02009A
43D647A8
89949B7A
9F563564
EEQCIF52

A93266CD
7949AA13
F6584EDE
3E85566C
91BFB758
BA746EBB
775B5B23
DAQF5429
C9EBC9A4
29627801
F7500B1C

896AF6DE
A8E7DESF
FF829A83
E284AC8E
F8109089
B312DD54
94C01C25
FO5B33C5
60C8CD68
66869342

C31AEE14
948E24DE

ADB73DCob
6D04A62D
214E563E
E3D17CEQ
4B73A472
8C6303D5
62599D89
41187BB2
B385506E
8FDOAA3B
9QEEE378

ACD72FC0O
32424F01
F3159D56
A9BB5B18
6135E611
6A60OEG7
A04D185C
617AB3EF
3EF6CC7D
37AE493C
83CDA3A4

45A74FD8
9314C8FB
623D0B6D
4F40C7DC
OAFODCB3
8D8519C4
EA4C6CES8
97071C36
D6438566
F9620CBC

5B5A411A
C5BCACF9

42731C8F
675E2C47
950E5294
9494FABF
EADFBFB3
ESA6C6B9
@ODE819(C1
E76040D7
C8B8ZE1F
9898(C341
37ACA75F

E66EBD4E
042BFQ7F
D1CDA745
67DB9AB2
B311FABS8
3012D351
8A7EDAAB
8BOF41CE
E15E717B
42D3D9E8
609FF9C2

6F4B1CAC
C70CF83F
FOB644A7
727894F9
OF95450A
63ACC4B0
5758583C
3D2AF558
1E5567A2
4E714677

5949B58A
2A65917D

900AB704
4AEF634F
54CA4C75
3F2D502B
085D1590
96FF6107
EFCOOCBD
F45DABOE
32AC7C90
1B041BA6
2ADDOF73

EDEE5722
D9175200
728D637A
CCB4FB21
8C95BA2C
825A793E
4D7C9ACS5
3A3637F7
D4E74845
BDEZ2AQD9
A944B7FF

3436BB84
35A1B028
5DA463F8
CAA206B47
2A47B597
CE203EFQ
D9C163C3
3D63DE87
11826A86
9975A324



C19702FD

1 1is <10>
Ptest 1is

EE591836
C0127162
97E7CE4F
4A28B291
231D51BA
38FEEGCF
AB4QEBAQ
EB029938
43725B77
4978D8F7

1 1is <11>
Ptest 1is

AF55BF8A
2AE98AAC
OE288B97
85A00698B
91B08DC9
47988201
1171CBD7
E26A1096
8A41409F
041CE3D2

1 1is <12>
Ptest 1is

380D366C
D2CDF371
1946B1C0
5F22748D
A345296E
625A6846
9AAEB38F
SE7BBFC5
232BBBA6
E206FA3C

FB1DE1EZ2

90D01898B
B5091783
40BFB1AA
C46FDAF1
E131026D
5AF2788F
ACF37FAA
66003362
E3D26436
E7344DF9

CFD43131
F41062DD
952A2B49
375FB4BF
BF3AEDGA
19DEB54F
359F087E
2FOEC676
COEAD32D
1E9437D5

A1EF5D53
51E1AZ2B1
772DCo11
05052B1A
3E54358A
2B942257
OFAG2EF4
EBF549FE
42CA8BE6
81A92FD7

608C90BE

CB947D03
7AF1F1C2
ESCFECBF
EQDB7446
575D84FE
4D06B81B
8F630653
64C4E1CF
A2334776
B62A98B6
23BE3186

9D3413BE
FF780F6B
97454E52
587D7FAC
DB9B1161
14284B99
86741972
93535D0A
596BE92C
3E9C34C4
806ADDC1

BCA161ED
F7268F74
CC514F6A
89607BFF
F1F6263F
2C401F38
2ADFEG(CZ
E6CC58A0
7D3BDB94
1902A116
DE4D81DE

301DD91A

A50A45AC
AA872936
F8D14843
44E5CF4A
291CAFBD
4DB982A7
1ED7397D
OF7A62F3
0AB14202
E7F365EE
0C196CE1

AC97DB5A
E77A7442
1A4A99F4
4889DEDO
EB434B8A
4B145E27
3D7E70B1
60225D54
23D8BFF4
©@D9C19B8
3AE28873

CAA327F2
5CE25ECO
5A62AB8F
046C1745
C7A14CEQ
6FA90D81
8BAF3(C73
CB262F2B
35750F62
EA62D7A2
5A43E1D8

DASECZB5

E324BAE2
FASEDBEG
60QESB7EF
0OD7CE572
1250C1D8
5058714D
95DA1663
4AE5A5C2
7824BC9E
0086ECDA
9E30B184

031F4F77
444BE4B6
076E1FC1
3F577FDC
7711CA84
S5AE3BAZ5
E234EC8B
ECAQFD96
A75E488D
74216FB1
8881D69D

AZ2EQFDZ28
D4QA4E7A
4E7B3E40
CEDA4401
02DB70QE0Q
D10F990E
3A5503A1
6904D94B
100226A1
8082B5CA
5E45BD48

AC3BC0Z23

3D928042
B2886084
OCAG53FA
15175A15
OBCCEC37
806214EA
D3AB@9BZ
8B018D57
D8CSEDGF
84045004
C4F41631

23754A27
00666D4E
690A9779
1314FAAQ
AQASEACA
7E35884E
283FE9C6
0345FE04
45689EB1
4063D07B
62908351

DD4C3BC3
78A72882
C6BE594C
CEFE79AD
A4EQ453C
A90416(C9
61D44694
73EFE92D
F50951B9
78DEF9E6
F0206007



i is <13
Ptest is

1 1s <14
Ptest is

1 is <15
Ptest is

>

9AEQ95B1
0B278E69
2AC1549B
4A79BEAQ
BAG636EE4
8CFD7CC3
4BODE6GD2
3F50BF3F
DAZDEC48
35A0F950

>

E7C59C37
1706COFE
70707D21
97297848
7D@DIC35
761708AF
49AEZ26E8
18C56481
43844DD4
7B422B7E

>

220DD107
B56E3469
FB4D14CE
803BFACD
022D66D1
3BEBFB17
3C8B3039
32021599
E66DAFDB
0B0O12DA5

38C09B13
096F4EAF
56D03C8A
B1OBE567
A88D8787
16CC746A
2651B5E1
48EFAGF6
0655D187
BBE54658

575AC8B9
F4DOAFBE
FCD37E3D
EA425902
E49DC063
91B29ACB
BFO92EQE
46F97DC8
1DA2BF22
15EB99E9

2E739A8C
16B40E92
B1F9552A
05D5A2C2
71E3412A
3C1D534A
E81EFES5
1F23CAZD
O6BEA558
86741D09

AA586728
4B5F45FA
8567E3CE
13EC114F
264C50B5
EC98462C
OEC66(C13
67A1B5B2
Ce9571EF
94AE1C79
7C132581

A686A32B
EB7B7C44
1D754569
47534ECS
383546FB
58ESEAA4
O7E199EB
SEQCAZAC
087BA998
3F2DFBC9
14F86651

8CO81A8F
49422C6A
68A9CFE4
SE6E77F6
ABD593A2
6D90595A
58866A6D
OEBE9044
A2D49941
31E2C25A
2DD80896

87000602
390221FF
D98C134D
D788F614
BBA18DF3
17E39016
CD45A7B5
6D410659
A4C376E4
58683AE4
3375DF2F

D97B26B2
©@9CD304D
E34080D6
FFF363B6
AAC5FAB4
999F5500
E785A969
C778769B
55729300
553AFDA1
4B6DBDAD

7C64708F
8167EF35
OECA902C
6601791B
©OD93B12F
900AEAB4
0BB82517
F83EZBES8
7258968B
3FB4619E
2COBEQO1

F8CB465B
ABOS55E5C
A4469262
9707683C
5E21C0AQ
DF4DB8AC
17C51942
6006A23A0
540AD989
8216685A
5DF@916E

0C816E79
D303479E
49BE71AE
2AFE10F6
94D60@155
65173C48
4EB2BC4A
19E580EF
B3760C08
513AD31C
BD38AZ28A

99DFD252
CC13D77B
719642A7
E47BC480
87D3B357
8ADED6C5
6FD40ES5C
4B762897
B538CES6
F734C95A
EE@3155F

2923FC78
D64ACEDA
1E547576
F82FEQ19
2038D836
A404B(93
5915DA93
5520FCC5
A7D@27DD
50A0D719
7BF51DA5

85D8DF3D
Co7C1BAQ@
0OE863607
F382BB6C
47ED2304
79A9D9A3
3C9898EB
4D3A5264
D9AG@BDD
1B57FF67
E783B71F

FC3E78D7
E476A469
8513A79F
97A1AADC
B5282B27
79CDCEC1
D88E9922
71B04856
EBDOEBQE
6CA83896
C9CB1DoB



1 1is <16>
Ptest 1is

4421C148
ODE36BFB
0C57837E
C4908C9oF
E6E91C68
3B46E2C8
@OE967DD
68E5C625
58F12E35
A8C0456D

1 1is <17>
Ptest 1is

1437A0D8
C79AB430
5A11C33C
1AE880A7
BB5CCF90@
6AF8B7BF
D3C96(C3B
062D775C
D42FF1B1
9F334FCE

1 1is <18>
Ptest 1is

089A1F16
03477100
04A853C6
36D2CD8&3
CCoCB8DC
C443C59E
5494473F
6DC5049D
69DF21DC
BB1E3DBB

B59F37B9
6CD28B62
7A242B6E
269BFE71
6E432B5D
BA4C7FE3
1518ED1B
8E9D527D
E3743FFB
CA64198F

96402D0F
F1616EE1
59F74957
38826598
D@9BC891
AG998AFE
479BD491
550BA9B38
53A70F5A
(C8341A91

9B06947A
946F1655
E3877D95
6AB396D3
67576924
BFB23E80
326CDE1E
DOCA92A3
AEQCB35B
769DC29A

EF55BDFE
3A0A2D86
7EA61B5C
91F0@517D
3F7E11DC
A85E7A58
1CCo7400
941F265C
@5A2CD9D
C28BBEE3
43374E2A

EB68569B
CD918DBF
CE954577
F6DO387A
3A2F1B23
BBI95E8AZ
D4C12256
2DEECB16
0CC57552
5717@3D2
32A188DE

E6C69159
B29D96C5
8C02C24D
AC424759
22035D94
CC974206
8B8C1363
B4003A3A
2E6F29ED
828D6C77
4120519F

BBA46CEF
749E5B81
B8E548BB
49587F33
870C6FDC
8DAAF926
7(C899940
76840D51
C9594EBE
20BACA7C
45C4F94D

4CE8E818
1C4A2CC6
ADA564E1
DB8CC220
C21DD310
F29FEQ78
5B578D50
96D1416B
44FB49AB
6460C5DD
7163DBEA

150D3B16
15CC8F5C
AFFoD768
77@DAF92
8335010F
4A4A79BE
80236559
061CD80A
6A1DDB47
9877BD49
97BCB75E

AB887BCD
FCO3B6FA
30009158
9C7ACEDA
B65D86F1
A8BD8F49
CABEAEED
7024E547
SE7FBD49
3FD567D0
4EQEQF47

4952F9B3
122FACBB
96EB96C6
66447283
3C5EZ2DBB
97D83611
9742003C
S5E084AF1
506BECEF
6839AFC5
D9A31F28

3AFC4FA2
512D7817
8BOE88DB
EFF53660
B7544676
D5DBA713
2EF0OAA30
8163A46B
B73F668F
3467DOE1
3DF887EA

7A1BDCE9
E7904E86
9F2922F2
D672BA4F
866A17E3
6COA72AF
A3E8CDC3
DE31B736
DFDD6E37
2DOEEQOB
8039ABDF

5B097196
7D49D003
FC8BFCO3
37566FFC
11BA503A
E77F1950
593CA08A
7CA674DF
36F2CEGS
A23E6A3D
A6644607

27893F5B
COAEE4CD
FC4E5BF2
EB397CAB
DEC18424
50216D1C
ASAE732F
C940FBOF
47B1C5AA
B6OEZ287D
051AA62B



1 1is <19>
Ptest 1is

9416DD4B A62F9A78
B79989F7 4861D081
1B78C945 F18BDD77
DOE923BA 9D78AC7F
3FODDAF7 B209D2C2
CDAACE8F 4A8E3D92
6FA54227 OBE5294E
F4D000B1 DCFAAAAF
AAD4CC1B 59FF33A8
BO032CD5 48160034

1 1is <20>
Ptest 1is

E89D60D7 57BA36AF
2D6E3362 ADD0Q126
(5625300 C4A7A032
98EAE4(C1 (C21A65C4
2F816858 2F6CBDOA
3DBDF548 A0330127
5F92A2B1 ESEQDAQF
S5F19B4EB 1C3661ES8
3EEF5333 C59F5275
2C5DB8A@ S5EFDC15B

1 1is <21>
Ptest 1is

A@33F147 7AC88EC3
7CCC4D43 16A4BD1D
28782A95 ECA1C143
19ECACC?7 EO@B51652
E8D988F@ BBB92D02
2D33EEA6 F410859B
FAFF8952 8945(C1AB
53201214 96DC65B3
E8AB275D 7D75651C
2A111759 9ADAC7BZ

Ptest is probably prime

ACOFCE95
27BDA7A9
B5B46749
4ED8EB95
78FE873A
1B4553ED
09DF4268
7980BDCF
S5ODECAZF
9643D1CA
54DF@B58

B134E0Q7C
9FC194C4
CCo6C410
54C58A58
614CB474
7AGA55BE
4QAE5C4F
BO84A32B
4F1D6D1A
725CB9F5
1AE71723

C196BA05
7F@9BEGC
CA55ED10
DB701FD4
A8776D02
D1D20290
179E7E78
E705A38D
930E3804
EFEDG5F7
69A59F35

D3F89369
FDFC1FF8
2B338F03
EFEA2DF2
117FAAAS
655D988D
65055858
70CE4103
BB5AE476
6F7D3774
843DB481

599985AC
6C433F27
6FE6F125
ASA3EE3C
CoBACAGE
619DEZ265
CD46A4ED
5E360929
E2D010F1
BDOOB2A6
14F17E94

AC29E1F9
5BB95F51
66D438C3
8533A3(C1
A425567D
113BB562
9A8F75F6
BC2D364A
7294FF87
8AFC3EA7
3CF450E6

CF700543
209F83C6
9B6A94B7
9E1QEA8A
2E118572
94F33EB6
EB66C77E
ECD5BA29
C627740C
FBFCOOBF
28F1B925

1074716A
A5D9A935
37F54212
88513CD7
89FD2B37
8F40080F
89C49BC0
136E55BC
6040E6D9
6AC21C06
EQ7F9427

C3C72D56
C296DD20
SAEBAABF
8FOFEZ235
ED36EABD
CE1FC856
45FAEZE1
ADE99BE0Q
7831A16D
FE4D79B3
982D3B17

OEC944EF
38BA7051
OD8BEADOQ
8BFD0O7B
63A1E357
03BOS5EDC
12D4A979
2F1A72D3
5D463145
08C22865
B857ELEF

63E1ED76
BEB96905
51D03061
8CA969DD
FDB1B6ES
D62FDOF1
85476C5E
AC73896F
ODCZEEB1
E8C66191
008F857B

DFFC6154
D1A28A06
57E7DAE4
57EA7AE6
90CA33A1
EEB7CDD9
36D252BF
DOAAD8ZE
5228418D
5F62A040
02D9CA83



Parameters are VALID

Key Pair Generation

C is
1AB8E747 21242705 FOSEF042
8B9F43DB 620DFA42 3A81D561 17AF5E51 446C92CD 321866C2

X is
QODOFQ9E
D3E2568F 6CADF922 4117DA2A EC5A4300 EQQODE13 66023E17

Y is

70035C9A 3B225B25 8F16741F 3941FBF0
6F3D056C D7BD8646 ©4CBBSEE 9DD85304 EES8E8E4A BD5E9032
11DDF25C E1490755 10ACE166 970QAFDC7 DF552B72 44F342FA
02F7A621 405B7549 @9D757F9 7290E1FE 5036E904 CF593446
0C046D95 659821E1 597ED9FZ2 B1FOE208 63A6BBDO CE74DACB
ASD8C68A 90B29C21 57CDEDB8 2EC12B81 EE3068F9 BF5F7F34
6ECA41ED 174CCCD7 D154FA4F 42F8QFFE 1BF46AE9 D8125DEB
5B4BA0@8A 72BDD865 96DBEDDC 9550FDD6 5@C58F5A E5133509
A702F79A 31ECB490 F7A3C558 1631F7C5 BE4FF7F9 E9F27FA3
90E47347 AD118350 9FED6FCF 198BA9A7 1AB3335B 4F38BE&D
15496A00 BoDC2263 EZ20AS5F6B 662320A3 A1ECO33A A61E3B68

ODA161C1 E4BEA190 BB83E277
763C4D7C C159787D 9E8AZ2622 552BF51D ©313AAE1 F1D7349C



K is
735959CC
4463B8B4 4QE4Q7EE CA8A473B FOAGDIFE 657546F6 7D401FQ5

Kinv is
711B7835
403AD69B C8CD7AAD 4E73FC88 44852160F C2CA6744 4391864A

Signature Generation

hashlen = 224
Msg is 616263

K is
735959CC
4463B8B4 4QE4Q7EE CA8A473B FOAGD1FE 657546F6 7D401F@5
Kinv 1is
711B7835
403AD69B C8CD7AAD 4E73FC88 44852160F C2CA6744 4391864A
R is

4400138D
05F9639C AF54A583 CAAF25D2 B76DOC3E AD752CE1 7DBC85FE

Z = Hash(msg) 1is
23097D22
3405D822 8642A477 BDA255B3 2AADBCE4 BDA@B3F7 E36(C9DA7

S 1is
874D4F12
CB13B617 32D39844 5698CFA9 D92381D9 38AAS7EE 2(9327B3



Signature:
R is
4400138D
@5F9639C AF54A583 CAAF25D2 B76D@C3E AD752CE1 7DBC85FE

S 1is
874D4F12
CB13B617 32D39844 5698CFA9 D92381D9 38AAS7EE 2(9327B3

Signature Verification

hashlen = 224
Msg is 616263

R is
4400138D
0O5F9639C AF54A583 CAAF25D2 B76DOC3E AD752CE1 7DBC85FE

S is
874D4F12
CB13B617 32D39844 5698CFA9 D92381D9 38AAS57EE 2(C9327B3

4EB5DF8B
©0D117B3C 74EC2282 44C1EF9D 38D89D0B EDD73FD7 881365F5

Z = Hash(msg) 1is
23097D22
3405D822 8642A477 BDA255B3 Z2AADBCE4 BDA@B3F7 E36CODAY

Ul is
6E3D0963



DE96EC4F 57F32ED9 364D7EFC 04C7342F 6AFEECC3 6A1188A3

Uz is
SCOEA8DB
62A5A02D 58B88771 AC555232 17C48519 37BD1C73 7504(CD96

V1 is

BS5DDEF@2 014F3B7E 3486C6B5 DC40C5DC
5006BD370 SEBBQOED 8C3411A3 F22074F2 EGG6E7495 BE496ECC
3F8C215F E8013790 10BBA789 8EB2047E S5FE2989D 6B64((28
C42C1F8D 3032F8F@ 1A3774E7 9654908D 21650476 AB56923D
032D4993 DA770697 EFDDBEA9 1BAF9933 F3EC7VED2 19FC3EZ2A
42A500B6 F2FDO8AZ2 AQ6B8D7A QA9CDF77 89C9Q2EE 7726CFAG
SECD5360 46E150FC 2ECAD78C 749D4B20 CAFEEAAA 287B7480
CAFOE230 E3F1C5B4 CE692004 Q3BF1D1F DC678834 7349CF71
4E272C7D 0C387402 6BDQ4DO@ 8EC52F9C D53915A6 ECE42(02
880D5E26 681D8AF1 QF6845A0 70391B3F 871E6D33 Q18AAAZ2E
2324D8DD 85F5716F F313EF40 2A42906A 1628539D AA8464C0O

V2 is

30000A38 16401209 BOEG777D F294BSDA
98FF4DDC 59D8E45F 68D08769 FC8D128A 1F16DEEG 7E5C4A6C
1CA4E332 1527EDD3 QA2BE4Q7 92D8F91D E821C40F 37B68A43
08601B7E 34C21D8B E119943C 5AA1DDD4 EE893066 QEASCCAB
960A7AE3 81E5129C QEBBAF8F 7A20C411 BOF8EEAZ2 FQ751FA5
9737ACB5 OFB5A7CF 76C3BFCB 39124F1C EBC26AC4 DF87D4E9
215DDF87 49BOD49F 2AA4B631 2B3B3D8Q 25CA3A49 ABES58C34
4DB4889A 9E61BODF D9AB9865 A4F662AA 9573680C 7A866D9B
019E2F64 (C14B7859 52A72697 8EQA9830 (CC90307C @746DCAQ
21021807 8377CA9C 3F52A659 055E4528 60C7F35A B50212B9
AE33510E C447A137 BE42B63F B9830C49 BF50A304 2B6CA4FF

V is
4400138D
O5F9639C AF54A583 CAAF25D2 B76D@C3E AD752CE1 7DBC85FE

Signature is verified



R R R A i
Digital Signature Algorithm
L = 2048
N = 256

HHH R R A

Domain Parameter Generation
L = 2048
N = 256
seedlen
hashlen

o
N ©
ul
()}

domain_parameter_seed is
47830819 72865EA9
5D43318A B2EAF9C6 1A2FC7BB F1B772A0 9017BDF5 AS58F4FF0

Q-poss 1is
C24ED361 870B61EQ
D367F008 F99F8AL1F 75525889 (C89DB1B6 73C45AF5 867CB467

Found Q:
C24ED361 870B61EQ
D367F008 FI99F8AL1F 75525889 (89DB1B6 73C45AF5 867(CB467

counter is <0>
P-poss is
E46D386A 8F65A4D9 928A2F87 (52E917C
26346EFQ 966D70QE8 61ED94A9 F74BFC6A D35D5E9D A@83(C91C
8EQFB7BF 337FA25A 828B3F6@ S5BB3AEQ5 S5CED49F8 49524B87
OA6403CB B1B8B2DA BA68ABZ29 611D7BFC 7A9CB4E1 D74A17A1
A73DC750 FCD42CCA E7BDAG22 9A470AA4 B4A8C3AF 26DB24E5
@1F87C5F 9556C92A D2E8D2CF E628DEQE 4887F778 48F9F173
B915B6ED 366FAZ29F 317C60B4 9C4192F7 1EA8719B 21376(CD8
693B1AF9 57039CDC 6887F544 43DACB2C 9C6A9B20 BF74CB6E
26300B71 4226512E 6A669091 78QEC658 1FD250AE 28710989
QA423A82 D4EBOESF F80F6224 (C9A8CDID QOFC49896 AD91AAGG
9A8829A6 198F3BBO B32116DC 644F67B5 4AC18A1D A25A217B



counter is <1>
P-poss is

1B7F1F2F
AGAB1CC1
525EASF5
EE22FFAE
6DBACD15
61D8183F
OAD37E4B
FD52271E
7E7BEQAC
F3FF5F8A

counter is <2>
P-poss is

0B6OCF50
7FBA2F24
B8DD1B06
18C8158E
D87E4E20
8D74E89A
A7882A3C
FD431C5A
B83D975E
4850595D

counter is <3>
P-poss is

71F3B92C
77303CCO
FOO4A76C
DBAADA98
B98CCFA8
F693B9D7
987BF2D0
ESOF8E76
A9B2D720
FEZ2B0981

CAE5CASF
71B3BCl6
EAAB566D
052F9262
82F23DB9
053366F8
(9539014
2FB7078B
A7155D8A
658BC192

895B0OE36
6424628B
FCFE0A12
72DB8ES&3
C5D3222E
F2371B9A
8F82BC4A
25E819A8
A40C471B
316BF98A

2AD02390
3A1F9E84
FC8BA059
6DE97AA7
4CFO7B85
635EBB9B
4744814A
7C4BB4EC
DC437A3E
9F799184

FO5D7CAA
39464575
DD63A1B9
DB36B379
©OB77170D
3CC02434
FEEEBB8&9
ES5F922A1
E9636E7A
5A0CA204
D8C849C4

DB52970B
D8145313
01C5C371
D6AA4D59
F57B4DCB
BEB1D662
12A8C428
E6016537
3809504A
C4310CB9
4734F4B3

EB2AD4CB
1164582F
9D1710E4
525B4605
EB06143B
201CDZAA
646917E3
1A7B61F8
9764C5F6
DD97857B
443E2F48

10B69987
CDB128B2
ED266289
193DA14B
6DEA84F0@
7CAED83C
4C5FF287
8334CE24
EQ8D7097
3AF89745
26698DC8

D1BD220E
63FD6AD9
E02BBOOF
886(CD557
12181396
58187A30
5775FF1F
04504DB0O
A122B6DF
2C2FB9F9
6623D62D

FOF62EA9
CA206C00
626108D9
7906A050
OAGFF301
25952545
83389E39
C73A7388
C5DCDBDD
8F62D385
AGAAD37C

3EA51B8D
C301BE91
S51E@QBEEF
B5052D0C
CC14D572
3E113FE7
BF224B6D
094E3FBF
032D0802
7041D8FB
BBE98F92

7585EBB7
76E9DA43
C8FD3031
16039F6F
OEF14C9E
FA9D6B77
DC3F826D
86172020
B62F4CCD
FBDCC2AZ
CoB8A9EC

EQ8FCB77
B81C1E8B
46484AA0
9B85D71F
502C4177
C29C31B9
5CC72059
93D2420D
32B8AB61
F3EDDFAD
F17D69B38

8C73B316
C95A02EQ
AF16886B
C387FBD1
3F2D7D47
6DC3900D
B91C978C
86DFC447
61F3EB62
C0963445
3CE27205

97E07564
B571B265
8ED6DCOF
074D2B80
18EQ813E
273DFD83
DOFFD12D
F2FB343E
F632B38E
492A5CCC
B5SDDEE®3

BED6OFC9
7DOF4FA3
50B8A484
F3386102
838B4599
32C790E6
OC3E4ECS
B3ADE987
1E@D7783
EFEBBD3D
EDOA457B



counter is <4>
P-poss is

0OA50906B
2B55D103
18C8711C
0D40397A
3EFF6721
4918A470
F901A66D
3000B4CE
3BEEBO3F
7FD94613

counter is <5>
P-poss is

4A69128A
DA545245
BA1ADE75
7E139D7C
4AD8F5A4
E9QEB028
32FC2162
DC8E8D6GE
77BEGFD4
472FA896

counter is <6>
P-poss is

93489B34
FOB91734
C1E9FEQ@5
E6QCCA87
98CDF1E3
308B7044
269C0923
1924DA15
0311934C
67DD4A43

2A111CC5
77778E1B
CB4054BC
66C9BZBE
69A47C57
4653C5FF
8CDDFF8A
EOBE3936
452B48B6
502AC603

EBBO39F6
4QAEB8E8
3819A093
6D97FFA7
0C38C1E9
B57E498E
FEAQ5BA9
FD88441D
@ODB9AC2
20EQEB7A

C97F1FD5
17626970
FO9A84AA
FZ2B2AEGF
9FF7920C
2BC57BAE
4295A18F
20E62773
6797238E
F8DAE9AS

A8DAG1F7
5356(D10
BEE3940E
6AB64991
588C0226
2DE3DE13
97D129C7
F8DF2B71
5303D315
68EC46D6
EQ11C20F

BOC94960
DF61AEF9
D1325F7D
1DDA9407
D201199D
2DFODABF
A1DC8458
432508CC
7593A94D
0O55E0Q16A
A426E47B

E6144A89
C873C1CC
71DCF62F
OCDCCEBA
DE47CE20
EQC3FDEE
D1C1631D
EAF7054E
365EAAQ9
674465AD
D6B79949

A1451157
2E9FD84B
2EFDEGAL
84BC7B7A
1F6A2720
B9A64CAC
3A3F0B84
O3ED42FF
742CA385
2C656F97
8D638FAl

1F57DD97
AD2D587E
S5D1E64A2
9B348E4A
AD30CDE4
7092DA84
076A717D
7FC174A2
160F89E5
F7B893C8
565AC9BE

95A5B3BC
4A52D85D
1FFEC6F9
D2F@9CF2
S5FA908CF
1B9C0C87
FZAEE986
9EF20FAQ
98177813
9BD3A580
AQ5A92B3

CDBF46B8
0568F146
DB6239A6
59119A91
2FA93A5A
F9425FFF
AB50935D
OF6D815B
8E9248A1
E19E1741
5B092CBE

492DBDAE
8FB8D468
D5AB1F38
OE7FDC1B
5788626E
A7C5A8D8
F18E4A04
E94CA1B9
7931ABD7
63A9EBFD
CFE17937

683F0824
47B0C174
AOA90AG2
5C7ADCOE
05505EFC
8A4932EC
C32DAD99
630573AC
B21A582B
5D887D1B
5B3205F2

3CDA35CA
DFADECYE
52D172A1
4045C1BC
004F0436
0OD77F088
D7ED1F30
0073C4CC
83838F84
B9C63BA4
F3227A55

AE4C809E
6014A5F9
3125CF75
821ECC29
5EB1C771
57AFlo64
FADD70DO
8A6BASA1
C2A259F9
CE1FD936
D953FE79

67CD595B
5B54C68B
095E9446
084199AD
F6944FCE
AC8A2B52
7744DC81
522AAB&4
06B58EEF
9BD6F8B2
O8DE7A7F



counter is <7>
P-poss is

4C3C54A8
Q4AED147
B907EQ3C
4D9B630C
CB3DA297
7QE97AGF
EB1F362A
819DOAS5F
CFEAE794
3A4FB389

counter is <8>
P-poss is

00574373
F3D2CAF9
3DFD73CC
2A85352C
4886845A
800D21DF
F5CF5E83
3231B469
8EE673D4
E8872379

counter is <9>
P-poss is

B6GEQA3C9
C57B02B2
DCOA9104
917EEG97
82D62163
A9372759
BF3A6B6C
DD4AC538
07BC5679
BC5F35CE

counter is <10>

7E57C780
5704D697
1E17A615
7BEDEBD®@
B123A27E
F5E26310
4FBCEEAlL
A4DFBOFE
648FCE50
F1E3EF8A

4596E5DC
EA97603F
7D177E6D
3F95E020
E9CED9F8
8898640
5563C93A
375D4547
1E92178B
335AFCOF

A9E3A8DC
461BFC3B
02B2BA7E
83FED6@D
48F2922D
253EF5CA
459217AA
BO18F(C32
62EE43D9
725FB926

BC91BA6C
318962C5
22176F68
537FC9F@
2D865CAD
18CB9C1l6
3E871AA1
C50D7960
F20FCOC8
BBC9259D
06AAF060

A6B117EB
CA3F70A5
AFG6EEQ55
BOOFF7F7
CA5A6A54
EFB@98B7
E85CD5B7
8136F8D2
78COF5E3
DC1FDA8D
1636CBOC

958809A4
9081B4C1
@OBADE772
B697DADA
2DEB@O@5D
BEF5FC72
4F5A5DE1
12DOED34
844FE4CC
CA44(C951
03A7716E

B5501C18
1E90CC25
A44BBFB1
1FA4EDIC
7DBDA106
DOECF(C91
CDFC0106
14189E59
5B2DBCF@
00C2A529
77BD6D06

EE793BBE
3E23F101
FOD29D81
72FA22ED
A0C67B26
F486C8DA
8D4FD7A8
EBF3E505
3423EBE6
B8BAC225
A209F2A0

A45295A2
6BF60691
D37D77EB
E6B1250F
7F455A7A
F2E29D4F
E594D963
6AD28CF0
A35334E7
EAF8AQ20
EF5B349F

581ACBF4
OBFFO8DD
359D76E1
9AC890D7
CF106738
B4AFECEB
1C107E18
597665ED
4D74CA44
9D6ABAQ7
511AA5DZ

92D9433A
92C49D60
DEDDFDBA
DF902F47
0D874C02
C9B9B921
B1FDBOAS
22428791
681D97B3
D33ED8&2C
35ADB246

E9917E4D
D992B189
9F8D8D73
3D8C4CD5
91A29CCC
6BFE337B
43511340
D1A1ABEB
43A30F0C
87B0470D
8E38A13B

4D49DCE2
D40@F3B1E
A2D8B223
F15B1726
3ECAD42B
69FE5DCO
O7AF8F8C
35BCFC9A
6C7133B5
DFE1E384
B8B669OF

DD39AE30
5A68B16A
1934BE8&9
4B52BE9A
C2DF5936
5389A7ES5
6658F5B2
28AAB667
8882571C
AEABC7C4
218CAZ299

01DE35D7
C821B96B
8B0983B9
349AD82ZB
8744ECF1
CDE3DA4C
EDC99E66
FEB2820F
C951B004
D26B5980
683A684D



P-poss is

BF54D59D ECB2CB@A B53C337D D34B5C2F
0B86D277 585E1178 E4A12E15 020BB2B7 3460DB7F 5821F787
99165841 BB643F2D 30BC4FD4 1AABCDCD BE374F85 832E7COF
18866F16 9B407D42 83AA8411 435D197C 3432FBDD 8296A5C2
161853D1 4E254C8D BB9CF427 D4687D2E E8S8D5DBCO F718E60B
587CA596 4B231COC A8BC742F F54552CA COB2B4B3 1DQED4F1
COD71COB CBCA8B3D C741EBB9 3D622D14 00412A12 D55A8E94
E7VEC616B 92981640 B7(C67C14 509CAEQA B5F9725C BAEFF41D
6FBFDB7E SBEQ68ED @B32500F S53F371EE BB85B032 601F53BB
2A9FEACC 24377A54 5CEE88F1 6EQ18716 EC14F557 5D@35D30
2DE55549 63A8FC88 6(C7F82D5 253912FE 14E73EA8 A14573DB

counter is <11>
P-poss is
C8A35411 13B512A2 609089A7 7F3CFA13
54F2E14F 681CF409 D1EAZ2B77 C06281AF CBBC2D7A E8BD756E
18E57608 250C437F A1E4BDOD 2CB8F4BO 2CBA9C29 ESEF0091
226FBB5F CFCFA305 3D3990DB B5797DAQ A22D2E68 660DD112
53A27603 EBA3B8BE 9CFD5CZ2A EFF025E8 DBBQ4A38 108E6B52
C47830EA 777A4E26 8CEQ5095 63C33D7D CE787022 6697AD06
AF8D3458 26BF9CC3 ACF7725A DFQF534A Bo6CE7192 B1DF4AS5F
DF5A7ESA 8E65572F 75932C8B AB8A7209 B97C789D 6E1F57D9
13420061 DBD599FE 2B833E38 BFOS5F1F3 8F4CA333 1QFE199E
@9D54F30 DF62E59D 5E@D52A6 266BB732 48BC8B43 (C4A939B9
D30333AD 99FEFEAB 378A2(C67 2885076B 1AQ45A72 8C3DCE1F

counter is <12>
P-poss is
F56C2A7D 366E3EBD EAA1891F D2A@DQ99
436438A6 73FED4D7 5F594959 CFFEBCA7 BEQFC72E 4FE67D91
D801CBA@® 693AC4ED 9E411B41 D19EZ2FD1 699C4390 AD27D94C
69C0B143 F1DC8893 2CFE2310 (8864120 47BDI9B1C 7AG67F8A2
59091326 27F51A0C 866877E6 72E55534 2BDF9355 347DBD43
B47156B2 C20BADID 2B@71BC2 FDCF9757 F75C168C 5D9F(C431
31BE162A 0756D1BD EC2CAQEB QE3BQO18A 8B38D3EF 2487782A
EBO9FBF99 D8B30499 (55E4F6l1 ESC7DCEE 2A2BBS55B D7F75FCD
FOOE48F2 E8356BDB 59D86114 028F67B8 EQ7B1277 44778AFF
1CF1399A 4D679D92 FDE7D941 (C5C85C5D 7BFF91BA 69F9489D
531D1EBF A727CFDA 651390F8 021719FA 9F7216CE B177BD75



P is

Seed 1is

counter

G is

H is

436438A6
D801CBAQ
69C0B143
59091326
B47156B2
31BE162A
EBOFBF99
FOOE48F2
1CF1399A
531D1EBF

D367F008

5D43318A

is <12>

BA8CDB13
29FAZ2B98
6E925C6C
513EAGAA
7B9E771B
A75A0A71
45FA1298
FA39D43D
428BB09%6
EF5AF477

73FED4D7
693AC4ED
F1DC8893
27F51A0C
C20BAD9D
0756D1BD
D8B30499
E8356BDB
4D679D92
A727CFDA

FO9F8A1F

B2EAF9C6

3FDCE14A
C1loE8423
BE9BIECS
©OB8DOF72
©0B301D5D
D2184F50
A16E8542
704B6927
CoD67A76
AFEDQ29F

F56C2A7D
5F594959
9E411B41
2CFE2310
866877E6
2BO71BC2
EC2CAQEB
C55E4Fo61
59D86114
FDE7D941
651390F8

75525889

1A2FC7BB

8DC6CC81
963A92E8
6AA33BF9
C16020F9
FED73CA3
F@595542
6372ABF8
1B2208D0@
EOB2F916
ECOB8D4E
485B5597

366E3EBD
CFFEBCA?7
D19EZ2FD1
(C8864120
72E55534
FDCF9757
OE3B0O18A
ESC7DCEE
028F67B8
C5C85C5D
021719FA

C89DB1B6

F1B772A0

4CAE4A1C
09790CBA
19CD6F58
A44C9F1C
7DF240DB
5061A30D
4AS6AEEE
0068A5A4
304E86FB
F274B8A2
739F5D02

EAA1891F
BEQFC72E
699C4390
47BD9B1C
2BDF9355
F75C168C
8B38D3EF
2AZBB55B
EQ7B1277
7BFF91BA
9F7216CE

C24ED361
73C45AF5

47830819
9017BDF5

05A3E186
096EAAZ6
7EQ48(C52
8F7A8E61
57BBB274
CoD33BB6
ABEB693B
2915F82C
6A1B487F
CF556D27
40F67C2D

DZ2A@D099
4FE67D91
AD27D94C
7A67F8A2
347DBD43
5D9F(C431
2487782A
D7F75FCD
44778AFF
69F9489D
B177BD75

870B61E0Q
867(CB467

72865EA9
A58F4FF0

AGFEZ27EA
140550C1
666576DB
1C1F6ECZ
31D61869
D2A32BD@
F29A6403
FOB858C8
07D8139E
9AD267CC
948A6279

0002




Domain Parameter Validation

P is

430438A6 73FED4D7
D801CBAQ@ 693AC4ED
69C0B143 F1DC8893
59091326 27F51A0C
B47156B2 C20BAD9D
31BE162A 0756D1BD
EBOFBF99 D8B30499
FOOE48F2 E8356BDB
1CF1399A 4D679D92
531D1EBF A727CFDA

Q is

D367F008 FO9F8A1F

domain_parameter_seed

5D43318A B2EAF9C6

F56C2A7D
5F594959
9E411B41
2CFEZ2310
866877E6
2BO71B(C2
ECZ2CAQEB
C55E4F61
59D86114
FDE7D941
651390F8

75525889

is

1A2FC7BB

366E3EBD
CFFEBCA?7
D19EZ2FD1
(C8864120
72E55534
FDCF9757
OE3BO18A
ESC7DCEE
028F67B8
C5C85C5D
021719FA

C89DB1B6

F1B772A0

EAA1891F
BEOFC72E
699C4390
47BD9B1C
2BDF9355
F75C168C
8B38D3EF
2AZBB55B
EQ7B1277
7BFF91BA
9F7216CE

C24ED361
73C45AF5

47830819
9017BDF5

D2A@D@99
4FE67D91
AD27D94C
7A67F8AZ
347DBD43
5D9FC431
2487782A
D7F75FCD
44778AFF
69F9489D
B177BD75

870B61E0Q
867CB467

72865EA9
A58F4FF0

counter = 12
hashlen = 256
Qtest 1is

D367F008 FO9F8A1F

Q-prime:

D367F008 FI99F8ALF

1 1is <@>
Ptest 1is
26346EFQ® 966D70ES8

8EQFB7BF 337FA25A
0A6403CB B1B8BZDA

75525889

75525889

E46D386A
61ED94A9
828B3F60
BA68AB29

C89DB1B6

C89DB1B6

8F65A4D9
F74BFCoA
5BB3AE95
611D7BFC

C24ED361
73C45AF5

C24ED361
73C45AF5

928A2F87
D35D5E9D
5CED49F8
7A9CB4E1

870B61E0Q
867CB467

870B61E0Q
867CB467

C52E917C
A083C91C
49524B87
D74A17A1



A73DC750
01F87C5F
B915B6ED
693B1AF9
26300B71
0OA423A82
9A8829A6

1 1is <1>
Ptest 1is

1B7F1F2F
AGAB1CC1
525EASF5
EE22FFAE
6DBACD15
61D8183F
OAD37E4B
FD52271E
7E7BEQAC
F3FF5F8A

1 1is <2>
Ptest 1is

0B6OCF50
7FBAZ2F24
B8DD1B06
18C8158E
D87E4E20
8D74E89A
A7882A3C
FD431C5A
B83D975E
4850595D

1 1is <3>
Ptest 1is

71F3B92C
77303CCO
FOO4A76C
DBAADA98

FCD42CCA
9556C92A
366FA29F
57039CDC
4226512E
D4EB9ESF
198F3BB0O

CAE5CASF
71B3BC1l6
EAAB566D
052F9262
82F23DB9
053366F8
C9539D14
2FB7078B
A7155D8A
658BC192

895BOE36
6424628B
FCF60A12
72DB8E83
C5D3222E
F2371B9A
8F82BC4A
25E819A8
A40C471B
316BF98A

2AD02390
3A1FOE84
FC8BAB59
6DE97AA7

E7BDAG22
D2E8D2CF
317Co0B4
6887F544
6A669091
F8OF6224
B32116DC

FO5D7CAA
39464575
DD63A1B9
DB36B379
©0B7717@D
3CC02434
FEEEBB89
E5F922A1
E9636E7A
5A0CA204
D8C849C4

DB52970B
D8145313
01C5C371
D6AA4D59
F57B4DCB
BEB1D662
12A8C428
E6016537
3809504A
C4310CB9
4734F4B3

EB2AD4(CB
1164582F
9D1710E4
525B4605
EB06143B

9A470AA4
E628DEQE
9C4192F7
43DACB2C
780EC658
C9A8CD9D
644F67B5

10B69987
CDB128B2
ED266289
193DA14B
6DEA84F0
7CAED83C
4C5FF287
8334CE24
EQ8D7097
3AF89745
26698DC8

D1BD220E
63FD6AD9
EQ2BBOOF
886CD557
12181396
58187A30
5775FF1F
04504DB0O
A122B6DF
2C2FB9F9
6623D62D

FOF62EA9
CA2006C00
626108D9
7906A050
OAGFF301

B4A8C3AF
4887F778
1EA8719B
9C6A9B20
1FD250AE
0OFC49896
4AC18A1D

3EA51B8D
C301BE91
S51E@BEEF
B5052D@C
CC14D572
3E113FE7
BF224BoD
094E3FBF
032D0802
7041D8FB
BBE98F92

7585EBB7
76E9DA43
C8FD3031
16039F6F
OEF14C9E
FA9D6B77
DC3F826D
86172020
B62F4CCD
FBDCC2A2
CoB8AIEC

EQ8FCB77
B81C1E8B
46484AA0
9B85D71F
502C4177

26DB24E5
48F9F173
21376CD8
BF74CB6E
28710989
AD91AAG6
A25A2178B

8C73B316
C95A02E0Q
AF16886B
C387FBD1
3F2D7D47
6DC3900D
B91C978C
86DFC447
61F3EB62
C0963445
3CE27205

97EQ7564
B571B265
8ED6DCOF
074D2B80
18E0Q813E
273DFD83
DOFFD12D
F2FB343E
F632B38E
492A5CCC
BSDDEE®@3

BEDGOFCO
7DOF4FA3
50B8A484
F3386102
838B4599



B98CCFA8
F693B9AD7
987BF2D0
E8OF8E76
A9B2D720
FEZ2B0981

1 1s <4>
Ptest is

0OA50906B
2B55D103
18C8711C
0D40397A
3EFF6721
4918A470
F901A66D
3000B4CE
3BEEBO3F
7FD94613

1 is <5>
Ptest is

4A69128A
DA545245
BA1ADE75
7E139D7C
4AD8F5A4
E9QEB0O28
32FC2162
DC8E8DGE
77BEGFD4
472FA896

1 1is <b6>
Ptest is

93489B34
FOB91734
C1E9FEQ@5
E6OCCA87
98CDF1E3

4CFO7B85
635EBB9B
4744814A
7C4BB4EC
DC437A3E
9F799184

2A111CC5
77778E1B
(CB4054BC
66C9BZBE
69A47C57
4653C5FF
8CDDFF8A
EOBE3936
452B48B6
502AC603

EBBO39F6
4QAE88ES8
3819A093
6D97FFA7
0C38C1E9
B57E498E
FEA@5BA9
FD88441D
@ODB9AC2
20EQEB7A

C97F1FD5
17626970
FO9A84AA
FZ2B2AEGF
9FF7920C

201CDZAA
646917E3
1A7B61F8
9764C5F6
DD97857B
443E2F48

A8DAG1F7
5356CD10@
BEE3940E
6AB64991
588C0226
2DE3DE13
97D129C7
F8DF2B71
5303D315
68EC46D6
EQ11C20F

BAC94960
DF61AEF9
D1325F7D
1DDA9407
D201199D
2DFODABF
A1DC8458
432508CC
7593A94D
O55E0Q16A
A426E47B

E6144A89
C873C1CC
71DCF62F
OCDCCEBA
DE47CE20
EQC3FDEE

25952545
83389E39
C73A7388
C5DCDBDD
8F62D385
AGAAD37C

A1451157
2E9FD&4B
2EFDE6GA1
84BC7B7A
1F6A2720
B9A64COC
3A3F0OB84
O3ED42FF
742CA385
2C656F97
8D638FA1

1F57DD97
AD2D587E
S5D1E64AZ
9B348E4A
AD30CDE4
7092DA84
076A717D
7FC174A2
160F89E5
F7B893C8
565AC9BE

95A5B3BC
4A52D85D
1FFEC6F9
D2F@9CF2
S5FA908CF
1B9C@C87

C29C31B9
5CC72059
93D2420D
32B8AB61
F3EDDFAD
F17D69B38

CDBF46B8
0568F146
DB6239A6
59119A91
2FA93A5A
FO9425FFF
AB50935D
OF6D815B
8E9248A1
E19E1741
5B@92CBE

492DBDAE
8FB8D468
D5AB1F38
OE7FDC1B
5788626E
A7C5A8D8
F18E4A04
E94CA1B9
7931ABD7
63A9EBFD
CFE17937

683F0824
47B0C174
AQA90AG2
5C7ADCOE
05505EFC
8A4932EC

32C790E6
OC3E4ECS
B3ADE987
1E@D7783
EFEBBD3D
EDOA457B

3CDA35CA
DFADEC7E
52D172A1
4045C1BC
004F0436
OD77F088
D7ED1F30
0073C4CC
83838F84
B9C63BA4
F3227A55

AE4C809E
6014A5F9
3125CF75
821ECC29
5EB1C771
57AF1664
FADD70DO
8A6BA8A1
C2A259F9
CE1FD936
D953FE79

67CD595B
5B54C68B
095E9446
084199AD
F6944FCE
AC8AZB52



308B7044
269C0923
1924DA15
0311934C
67DD4A43

1 1is <7>
Ptest 1is

4(C3C54A8
0Q4AED147
B907EQ3C
4D9B630C
CB3DA297
70QE97AGF
EB1F362A
819DOA5F
CFEAE794
3A4FB389

1 1is <8>
Ptest 1is

00574373
F3D2CAF9
3DFD73CC
2A85352C
4886845A
800D21DF
F5CF5E83
3231B469
8EE673D4
E8872379

1 1is <9>
Ptest 1is

B6GEQA3C9
C57B02B2
DCOA9104
917EEG97
82D62163
A9372759

2BC57BAE
4295A18F
20E62773
6797238E
F8DAE9AS

7E57C780
5704D697
1E17A615
7BEDEBD@
B123A27E
F5E26310
4FBCEEAl
A4DFBOFE
648FCE50
F1E3EF8A

4596E5DC
EA97603F
7D177E6D
3F95E020
E9CED9IF8
8898640
5563C93A
375D4547
1E92178B
335AFCOF

A9E3A8DC
461BFC3B
02BZBA7E
83FED6@D
48F2922D
253EF5CA

D1C1631D
EAF7054E
365EAAQ9
674465AD
D6B79949

BC91BA6C
318962C5
22176F68
537FC9F0@
2D865CAD
18CB9C16
3E871AA1
C50D7960
F20FCQC8
BBC9259D
06AAF060

A6B117EB
CA3F70@A5
AFGEEQ55
BOOFF7F7
CA5A6A54
EFBO98B7
E85CD5B7
8136F8D2
78COF5E3
DC1FDA&D
1636CBOC

958809A4
9081B4(C1
OBADE772
B697DADA
2DEB@O@5D
BEF5FC72
4F5A5DE1

FZAEE986
9EF20FAQ
98177813
9BD3A580
AQ5A92B3

B5501C18
1E90CC25
A44BBFB1
1FA4ED9C
7DBDA106
DOECFC91
CDFC01006
14189E59
5B2DBCF@
00C2A529
77BD6D06

EE793BBE
3E23F101
FOD29D81
72FA22ED
A0C67B26
F486C8DA
8D4FD7A8
EBF3E505
3423EBE6
B8BAC225
A209F2A0

A45295A2
6BF60691
D37D77EB
E6B1250F
7F455A7A
F2E29D4F
E594D963

C32DAD99
630573AC
B21A582B
5D887D1B
5B3205F2

581ACBF4
OBFFO8DD
359D76E1
9AC890D7
CF106738
B4AFECEB
1C107E18
597665ED
4D74CA44
9D6ABAQ7
511AA5DZ

92D9433A
92C49D60
DEDDFDBA
DF902F47
0D874C02
C9B9B921
B1FDB9A5
22428791
681D97B3
D33ED82C
35ADB246

E9917E4D
D992B189
9F8D8D73
3D8C4CD5
91A29CCC
6BFE337B
43511340

7744DC81
522AAB&4
06B58EEF
9BD6F8B2
O8DE7A7F

4D49DCE2
D4QF3B1E
A2D8B223
F15B1726
3ECAD42B
69FE5DCO
O7AF8F8C
35BCFC9A
6C7133B5
DFE1E384
B8B669OF

DD39AE30
5A68B16A
1934BEg9
4B52BE9A
C2DF5936
5389A7E5
6658F5B2
28AAB667
8882571C
AEABC7C4
218CA299

01DE35D7
C821B96B
8B0983B9
349AD82B
8744ECF1
CDE3DA4C
EDC99E6G6



BF3A6B6C
DD4AC538
07BC5679
BC5F35CE

1 1is <10>
Ptest 1is

0B86D277
99165841
18866F16
161853D1
587CA596
Cob71CoB
E7EC616B
6FBFDBYE
2A9FEACC
2DE55549

1 1is <11>
Ptest 1is

54F2E14F
18E57608
226FBB5F
53A27603
C47830EA
AF8D3458
DF5A7ESA
13420061
@9D54F30
D3@333AD

1 1is <12>
Ptest 1is

436438A6
D801CBAQ
69C0B143
59091326
B47156B2
31BE162A
EBOFBF99

459217AA
BO18F(C32
62EE43D9
725FB926

585E1178
BB643F2D
9B407D42
4E254C8D
4B231C0aC
CBCA8B3D
92981640
SBEQGSED
24377A54
63A8F(C88

681CF409
250C437F
CFCFA305
EBA3B8BE
777A4E26
26BF9CC3
8E65572F
DBD599FE
DF62E59D
99FEFEAB

73FED4D7
693AC4ED
F1DC8893
27F51A0C
C20BAD9D
0756D1BD
D8B30499

12DOED34
844FE4CC
CA44(C951
03A7716E

BF54D59D
E4A12E15
30BC4FD4
83AA8411
BBICF427
A8BC742F
C741EBB9
B7C67C14
0B32500F
5CEE88F1
6C7F82D5

C8A35411
D1EAZ2B77
A1E4BDID
3D3990DB
9CFD5C2A
8CEQ5095
ACF7725A
75932(C8B
2B833E38
5E@QD52A6
378A2C67

F56C2A7D
5F594959
9E411B41
2CFEZ2310
866877E6
2BO71B(C2
ECZ2CAQEB
C55E4F61

6AD28CF0
A35334E7
EAF8AQ20
EF5B349F

ECB2CBOA
020BB2B7
1AABCDCD
435D197C
D4687D2E
F54552CA
3D622D14
509CAEQA
53F371EE
6EQ18716
253912FE

13B512A2
C06281AF
2CB8F4B0
B5797DA0@
EFFO25ES8
63C33D7D
DFOF534A
AB8A7209
BFOSF1F3
266BB732
2885076B

366E3EBD
CFFEBCA7
D19EZ2FD1
C8864120
72E55534
FDCF9757
OE3BO18A
ESC7DCEE

D1A1ABEB
43A30F0C
87B0470D
8E38A13B

B53C337D
3460DB7F
BE374F85
3432FBDD
E8D5DBCO
CoB2B4B3
00412A12
B5F9725C
BB85B032
EC14F557
14E73EA8

609089A7
CBBC2D7A
2CBA9(C29
A22D2E68
DBB0O4A38
CE787022
BoCE7192
B97C789D
8F4CA333
48BC8B43
1AQ45A72

EAA1891F
BEOFC72E
699C4390
47BD9B1C
2BDF9355
F75C168C
8B38D3EF
2AZBB55B

FEB2820F
C951B004
D26B5980
683A684D

D34B5C2F
5821F787
832E7COF
8296A5C2
F718E6OB
1DOED4F1
D55A8E94
BAEFF41D
601F53BB
5D@35D30
A14573DB

7F3CFA13
E8BD756E
ESEF0091
660DD112
108E6B52
6697AD06
B1DF4ASF
6E1F57D9
10FE199E
C4A939B9
8C3DCELF

D2A@D@99
4FE67D91
AD27D94C
7A67F8AZ
347DBD43
5D9FC431
2487782A
D7F75FCD



FOOE48F2 E8356BDB 59D86114 028F67B8 EQ7B1277 44778AFF
1CF1399A 4D679D92 FDE7D941 C5C85C5D 7BFF91BA 69F9489D
531D1EBF A727CFDA 651390F8 021719FA 9F7216CE B177BD75

Ptest is probably prime

Parameters are VALID

Key Pair Generation

C is
786C42D4 667ED589 FEDB5206 99A4803C
DEQ77E7A 3340D5F3 7AF625F3 E40239F8 A49F4EDE 9FA3683D

X is
OCAF2EF5 47EC49(C4
F3AOFEGD F4223A17 4DQ1F2C1 15D49A6F 73437C29 AZ2A8458C

Y is

2828003D 7C747199 143C370F DDO7A286
1524514A CC57F63F 80C38C20 87C6B795 B62DE1C2 24BF8D1D
1424E60C E3F5AE3F 76C754A2 464AF292 286D873A 7A30B7EA
CBBC75AA FDE7191D 9157598C DBOBGOEQ CS5AA3F6E BE425500
(C611957D BF5ED354 90714A42 811FDCDE B19AFZ2AB 3@QBEADFF
2907931C EE7F3B55 532CFFAE B371F84F 01347630 EB227A41
9B1F3F55 8BC8A509 D64A765D 8987D493 BOO7C441 2C297CAF
41566E26 FAEE4751 37EC781A ODCO88AZ2 6C8804A9 8(CZ23140QE
7C936281 864B9957 1EE95C41 ©6AA38CEE BB41FDBF F1EB1D1D
C97B63CE 13552576 27C8BOFD 840DDB20 ED35BE9Z2 FO8C49AE
A5613957 D7E5C7A6 D5A5834B 4CBO69EQ 831753EC F65BAQZB

Per-Message Secret Number Generation



786C42D4 667ED589 FEDB5206 99A4803C
DEQ77E7A 3340D5F3 7AF625F3 E40239F8 A49F4EDE 9FA3683D

K is
OCAF2EF5 47EC49C4
F3AGFEGD F4223A17 4DO1F2C1 15D49A6F 73437C29 A2A8458C

Kinv 1is
2C42D852 8860B0414
DF7D7AF2 6E729CF8 2E7918F2 010CE876 FC5D0160 1381CCF4

Signature Generation

hashlen = 256
Msg is 616263

K 1is
OCAF2EF5 47EC49(C4
F3AGFEGD F4223A17 4DO1F2C1 15D49A6F 73437C29 A2A8458C
Kinv 1is
2C42D852 8860B0414
DF7D7AF2 6E729CF8 2E7918F2 010CE876 FC5D0160 1381CCF4
R is

315C875D CD4850E9
48B8AC42 824E9483 A32D5BA5 ABE0681B 9B9448D4 44FZBE3C

Z = Hash(msg) 1is
BA7816BF 8F@Q1CFEA



414140DE 5DAE2223 BO@361A3 96177A9C B410FF61 F20015AD

S is
89718D12 E54A8DOE
DO66E4AS SF7ED5A2 229CD23B 9A3CEE78 F83EDOAA 61F6BCB9

Signature:
R is
315C875D CD4850E9
48B8AC42 824E9483 A32DS5BAS ABEQ681B 9B9448D4 44F2BE3C

S 1is
89718D12 ES54A8D9E
DO66E4AS S5F7ED5A2 229CD23B 9A3CEE78 F83EDOAA 61F6BCB9

Signature Verification

hashlen = 256
Msg is 616263
R is
315C875D CD4850E9
48B8AC42 824E9483 A32DS5BA5 ABEQ681B 9B9448D4 44F2BE3C

S is
89718D12 ES54A8DOE
DO66E4AS SF7ED5A2 229CD23B 9A3CEE78 F83EDOAA 61F6BCB9

703DE1B5 4BAB6CFA
F6CD5F4D 1EC4BOOF 6E9835B3 A5458949 AQFFBBBB 155AD98A

Z = Hash(msg) 1is



Ul is

Uz is

V1 is

V2 is

V is

414140DE

D9D398B7

EEA247FB

353FAC93
4727CCEC
25C9244B
1142B640
5A8A95A1
A545D3BE
B3192240
93DOF272
3C3CF58D
2C231BAZ

1ED6OAGZ
4100ECAG
9450A084
E7F95158
BBD89D90
739AFABD
OCD411E5
3F5606E6
DBZ2E696B
A4DA37EQ

48B8AC42

S5DAE2223

5163244F

3A38E126

EEE39649
CDEF8D@D
38FAD1EZ
COFDB56B
BD@2D504
EOB831F2
898B58B5
1FA199E9
4QEDA7FA
359C29CB

313B9276
7975AB1B
9AD6C3A3
78D3A3BB
D779D8D4
032C614D
1A6669B7
F4D8A996
BD9BE433
55099209

824E9483

BO0361A3

7F19FOFB

285FAE37

489D9FAC
CB4D7FFA
444F980E
3CB28CF9
DD62B7ES8
693A089F
BED6@1DE
B9654DE3
3B21D2E3
9B1C8D7B
C458D892

DC114F55
67C49651
1B792413
F6232647
02DC80F3
OF3BBF39
BODC6E30
70E6688C
3E54A3EB
D@91A862
D@5B5D99

A32D5BA5

96177A9C

SDED@7E9

0C971E99

011ABO8C
C47B0O5B7
E08246(0
0350D8D7
BC97579F
1A69809E
51D851E1
9E4B6B95
CDC22BF5
1805761C
05303F9B

D14D25F1
AE733EES8
7E341342
AC2DC667
364794D7
08103F02
430676A4
696446F6
7E4E1FAB
AFOEAZBA
364B47BA

ABEQ681B

BA7816BF
B410FFo6l

524E6959
6D6BFAD5

5937AF40
262A840E

48760F38
B8BFDCYE
74F9CFA3
D9249A83
B38E68C4
DOC8DB&3
7B33E71C
2C073DFC
917A50C1
A90BBEEB
38A9AA7B

36380812
7E1BDAQQO
DA1E6658
8036F987
98DEADZ6
9D23AC7C
95BF9(C52
23EDB64B
8B81A7DD
A10713B7
C736FB10

315C875D
9B9448D4

8FO1CFEA
F20015AD

EF2DD879
88B6FI1F

AD7CAC85
07DEE9C8

DADEFFB@
29272D38
6CC19750
12FBE888
CD935C0eD
93A66AA2
6F3D32E8
OF87E9A3
F62D374D
B2C497D6
55BA1E86

423CD9A5
0013EE93
BE1572DA
A13FD526
DE24CB4A
3104BA18
EQ2F6F28
DAGAFADZ
0825DE4A
3C6B69D1
0BO792EA

CD4850E9
44F2BE3C



Signature is verified



R R R A i
Digital Signature Algorithm
L = 3072
N = 256

HHH R R A

Domain Parameter Generation
L = 3072
N = 256
seedlen
hashlen

o
N ©
ul
()}

domain_parameter_seed is
193AFCA7 C1E77B3C
1ECC618C 81322E47 B8B8B997 (9C83515 (59CC446 (2D9BD47

Q-poss 1is
CFAQ478A 54717B08
CEG4805B 76E5B142 49A77A48 38469DF7 F7DC987E FCCFB11D

Found Q:
CFA@478A 54717B08
CEG4805B 76E5B142 49A77A48 38469DF7 F7DC987E FCCFB11D

counter is <0>

P-poss is
FAE86624 F049677F 74A3A82A 47172382 C4DDD6A0 30235767
9CQ1D515 5237D1F8 D5C44771 32AFOCD1 @7EAAG8D F3533CAE
7AC63141 00891ADB D38CODC2 E98F4845 BIB55A56 EGEGCBGO
B0746082 546FA2D5 EQA7B1FF 343E9064 A2CED218 48E3F867
D36COEC9 114E8979 53D55E97 DEC4F275 B561BF48 874E86B8
BC3D6239 FD578E1C F7QD4AD7 57167ECS5 6EZ2DD1ED A625C275
2703D15A DF792D7D DE945C74 F959287B 90A93D06 839E2746
6BCO9EC8 17FQ4701 7314EAB4 D29EEEE7 BBA3FFDD F81D2F41
BCE7AEC8 59D41B90 83680B8B 391BD5BB 8B7A1FB6 7ECC9966
A8Q9C6EZ2 BF7FE740 64C4B2A1 FoFDZ2DF4 12108196 919A8466
BBFA160OF FD587D86 QA57F501 73F4573C D52601FD AAFDCCDA



4A46360E
B6328992
BA3BFFAQ
215430AD
61865E32

counter is <1>

P-poss is
9B61EDFD
EB36CC12
662A5CD7
E850642F
C8F78D7E
7C15A02E
C6(32C6E
CF56706D
E8E46E98
BOC40QD8F
F17D34C2
C2ACC33F
568C863B
BD19F353
©@33BFC85
AF97A904

counter is <2>

P-poss is
8AA72CF0O
21AQEBO4
8FAQD7FA
BS8BAB1BB
3039639A
1D8C2680
D1FFC047
9E8B8E&2
687BEQ2F
14CoF448
3CDED6G45
B3FBC14D
43B79FE9
A1EEBE4E
0905337B
9FFBD161

17815B7E
7EB57130
4CE5032F
B405E898
07DOEZ50

3799EBEQ
928B654E
3F95CF14
5C86AC78
DCE68E35
EA39A618
0487C903
25363DF8
6BOB51AC
16794607
DE37CDOF
339D5D84
7A686EQ8
A7544B2D
EQFOFB4C
71C49163

AC9OF4E00
6F618C27
A5A105A2
E9B43404
1C204E61
1BD13DBZ2
7859EBEC
3FD20B5B
1163FAF2
801DF31F
1A1CFD21
7E880B54
8AADAE9C
5F185BE1
DI9F4790F
387F417C

F99D5638
F5A930B7
903F0OF73
FB56DEQE
211E6FFC

51174E5E
1DCE4F9C
602573FF
6ABZ2FA56
BF515864
BoB8052B
167ED829
7183B64A
EQFFEFBD
857EE499
1D1A46EE
C3EGE3A8
DF6AEBSC
C17D8E2C
941395B9
68A548FB

78BFA1B6
3BZAAG5A
1999313A
F2CD4787
1E3E74DC
4212C62C
F201023D
S5F7E248D
034CBAF9
6883166C
4BCO9CA4
DAADB4B?2
29D02E92
DE441789
95FC23CE
6F907A37

F3CA77FE
6EC7BAAB
79D75858B
BCDEC916
7BFAC761

2046D800
E1F6C470
8854AF34
3E8AF968
F1D9D1CA
101F2205
804E91D0
601E7EZE
B68E8257
S5CZ2EEC4A
AB7CEQQ2
648AB9F2
CFEC7@35
04EA6820
DC957688
DEFD1BDZ

6DBB247F
23DFBEDB
0B931A56
13ED971E
9C63B901
1F47EB9B
9109D48F
A1A71675
D1B8FBD7
02C3CD53
2C45EB99
E3E9B624
77248018
BAC8B598
C0174D5F
7D6BABO1

7FC29D00
763BFAE1
61B18A08
78550CE8
OB4AC5A8

C7A707F1
5053A481
8E59C1D8
2A80CF51
369F9955
ACB1AF6F
23CEF7EZ
E70942F7
048DAAD3
7F6DO3E9
D2306FC1
4EF802B5
6A7B5DCF
54B83323
7AA890B38
34318508

SFDA1E1B
OE4F5A69
51952197
2CFF6D4D
30DF2D75
A92116AB
F8A108BA
DOD33A4E
E1EC221A
73E1EGEZ
01A8A447
68CAC5CE
A9F645A5
399B9E47
B72883FB
5A9FE93F

DA7658A1
DZ2EF3117
1AE530CE
FE8A50CB
03ED16E3

©09B06DDO
C8E1319C
AEC3A810
AF301B81
BCOB7E1A
7AQ27BC2
F588B0OD5
53DB7095
1551DD59
3B603766
3EEEG44F
5FD5026D
D5A@QDE11
72B35690
89B188A1
4E79739F

8E4BD619
CEFB5B52
2EF1BDDC
DD4183E5
9AB4DBDo6
E1F4A60C
D627B647
68C23208B
C90A3000
10339A55
AFC7B193
C29B4485
00F71376
DBCC551D
EA2D7FF3
2A391F0OF



counter is <3>

P-poss is
B493FCBF
E663B24E
128AA32E
A7981854
10440FB0O
C2E9BAG4
CA6B415C
17E2DDCD
COFA44D4
@BG9E1AD
2644283A
E99FADOB
018AD3D6
D53C213C
21232898
20D74472

counter is <4>

P-poss is
ACD260BC
6232EB2F
50832BFD
178F9463
DAB4ACEA
04DE7B59
4BE34897
9477E402
7199F 805
DBAD48AC
CFDBC5E1
D6CBA195
87AC2952
681EEFD4
895181FE
73364B2F

counter is <5>

P-poss is
93572BFA
92302F74
6363E8EA

54DC2074
14866BF0
E1BACZE9
967344A5
CC9BEQ3E
8794E412
F3F1DCF1
E1F80FCC
C4D@9286
3AF68EQ1
A5D6D13A
E6806B6C
E7132E1B
BB87DC74
E361AD53
D197E558

6960F75B
Co0647BF
6A961067
B6535185
855A4F50
75A629C9
B76E88A9
C9231A2D
899EC861
F5743028B
C478ADD5
E4CoB466
48E71077
1D566C66
CFCOF128
1FE65193

ACBA114D
F646AE6Q
9AEDAC7D

AADFCOES
E4B17955
8D6CCFD4
8E750788
017FB4F3
FA303A31
0C3434AC
18DD5A7A
948813E6
164F070B
B6OFIC38
SFFAE61B
B4054E95
ES565FA33
8E465A1A
9001C983

83FOFEA9
7CEB5BF8
D8F54399
E56A062F
AD3ECDZA
125222BE
68FA1A3F
C3ABC49B
71COD2E1
15EFA9EC
39D3A726
AOCBBOB4
06C1405A
7810A939
9F207F3B
8CD504CE

782E3C6F
2B443B72
9E3785F3

5FDO@9C5
3868DAFC
23CD8BEF
A84B9B8F
69D4EF13
E37C8F11
6A317BD5
CEB11A76
C85DF209
296C8CCD
A3DED7D3
76FA5A24
3117F727
D99889F9
7D5AEDB6
CB64EB1C

81E12830
E4C87B25
CD16B8B7
1B8E33E4
36BBC949
F3BAD8AC
745EEE54
6CEDF902
6CC8BDEE
5D9EB399
A21F9ED3
FF1432C6
8E4E625D
E8AFQ112
D401D185
D41BA99F

807BD@9%6
DC7360FD
82D486BD

7FBEA7E1
DB39FCA3
1430758E
337B2237
3E1BFA49
EA9F5E7B
248C930D
8133BE33
0C9039E8
1FE2932E
2A8420C0
53053FE1
9DEB8FAF
21634A9B
A48BCEDO
A2C6B455

47443A74
1E8975D6
AF2A5CA3
Do6FD49F
ABB7ED63
D243CD4C
A534CF6B
FZ2F1ADO8
EA9C1ADA
1076C7FC
D6BCIF62
0CZ2EB1F1
E2CFCADE
CDCC18F7
7314F470
4427A06E

F13BB98F
502B88CD
3B58(C930

83F6AFA3
98B7BD45
FD841F80
46B16618
D75C7EC2
147DE@BE
25E55798
66F48047
D411676C
A9F93248
799E877E
E837ADFC
4A2D21AB
8C13B51F
A68BCA75
5A35B691

E8C9CA44
961ED1F9
ES55D04F7
OE957BCo
037AC8D4
7982ADA5
B5D2491E
E3BBFB60O
BOASA8B5
FBOOF3C2
86FAC55B
748C0O5F8
F11B3A8D
23F7F4C5
ED1F7653
1C8D60D9

9E5D4220
BDA92F30
92FCC483



47A7845F
5A172C7D
393D4A3B
802A0D30
64B99EEE
4CB7312E
C80262AC
E19DQEZ28
942342BE
7318C78A
16E197FC
F550D7FA
E97EE3D8

counter is <6>

P-poss is
E3C27D66
CC579F2B
C571662A
7092F5CB
ACDCDDFo
A1ACBFO1
B86B7D6C
ECOD2E40Q
7DFA1488
B3D5EB80Q
D93B7B7D
C4CDE302
8B6E202F
147C282D
DA3B3BC4
ED8Z2BO1A

counter is <7>

P-poss is
946930B2
41EAA714
A10A4F40
CD2F947E
CEFA5865
F4AG7BEF
DD2D5ESB
42ACF5E3
3ED3127B

FF312653
B1119F51
53560909
FAF10C4D
126909AC
2A08F4CC
8C70586E
F44CD3E9
354275AA
A85F384A
36F66A7D
9F2AA1FB
0BC2F082

3B0222CC
AB058935
833D17C3
E252AC1A
(5927138
FDF897EA
29F13E93
37B74100
E1FES3EF
7E92091B
BBAFE4FD
4CFD1FAl
E4DB7561
F4B786B6
59AC10BF
AD353915

AS57FF80E
649287BD
2FO1EDOC
296DD24F
4F544E34
63DFFC26
BOEE9AD9
C1AEEB8D
0BC32309

C2F8A88A
135AF365
73E9COFD
@OD7A79F5
6F775F8D
5F9055E6
6020F49D
F47EDODE
E4B2980C
15ED227A
7019A2F9
7E88C1CF
93C4BB11

F7675856
232A2152
7E2FB38C
236841C0
9D158725
E92A300E
9E425FB5
78C35B84
A3BAQ457
6A8A7610
98C3B662
AQCF4E2D
F713A806
9431EFBE
42785E24
100B26A6

21CA4DF9
517A8101
C85COAAE
55EF1421
ODEEAZD5
F64137AF
8BB19932
865DA91D
206E8470

A464A45A
7D89E1CC
B8B814D6
3C49D832
5520115E
454A360F
SE1EFFAB
427E9EQ2
9C1C1102
AB1857A1
FCE5990E
EF6AAQE4
DEZEB3EA

5377F848
02554CAB
A935E579
71F93C97
C999DD7A
91971994
ED3D149D
58065B2E
055909D3
530F9CC4
B8D9237A
4C13C548B
53E9070A
CDAA6141
B12BDFIF
0B15749E

A8BAAZB5
658C5B1A
EQAG875D
71390D0D
9E71C4D6
B1CDAF68
B1709A41
774A6D1B
AESFEC19

0160E859
FA6CCFAF
9CB871F3
CoB5C0O53
BDEEEBOC
34CBDE3@
2CF8926C
8CAF1EFB
F2734341
76B493A2
3D696660
105E1409
16BD2FCA

C05629B8
A23BFOF5
49C77B49
126EB19D
5962889E
9B6247AE
298AE3F3
ODF30EF2
7DB30784
BOC85119
278451B8
7E9CE188
23634319
EQ2F6785
EC84A490
BDFCB37B

665CDF1C
ODB1B63A
CCCAFED8
93450D83
F468B9BE
C08481D3
EECOAC86
C70C57EE
DFEB3164

3F224009
28020E6F
12AB7AQC
A8C4A70B
C1CDACEF
DBDF172D
A579338A
6801DEF2
64EDCA15
FA604CAC
35DE9F6B
3A8E44EQ
81DAEC9B

5D61B74A
DFFAE105
BE70C6BC
6F7D25EE
DC520BE7
6DE46751
644CE56D
3EQE33AF
EC0103C6
3D63B39F
0A44FE6C
E7BAGASC
CBB5834D
4E2A80AA
86548C75
C7AB36EF

D921640F
C243F212
5CE902F2
0806D365
4878FCEC
@3FA2D5C
E7335393
EFAFFOF3
D5CC34F9



06094751
5C54C39F
9752B211
263CA745
FCA35519
3831C7C0
D7B068C3

counter is <8>

P-poss is
AE7B5322
630E74B3
EECFDF8D
F4AQ3DB1
@QEE35373
39BD90QFB
A25CEC1C
2B3000ES8
63059EC9
3F9292D8
AEF@313B
B03858(C8
E6F53D98
@7A5C7067
61370D41
2507ADCD

counter is <9>

P-poss is
EDD290F6
S5EA4F424
5D3A3591
QOBBEQED
DO7@CAS8
BC7DF4(CB
A@33B0D1
2C240261
352D5694
C8F47786
B024824C
E3A2ES535
ABA878E1
43COFOQF9
D6FC3F06

137226E3
3B4624EA
354D26CC
1F4A3327
9E817A93
356769EC
B637DB70

41894E21
211B92A8
CEFE53F2
B5D123F8
C70449DC
8E490C9C
17808A8A
B338BADS
7BEF13F3
A7F81DC3
3226354B
A7A53ED1
F246AD14
76633EBA
720D8624
1079AE37

29FE3F62
1E4790D1
672D8C70
7B558ECB
82816BD9
9C277A17
EDDF520E
CA2100A9
ABA85A45
2E4A1A24
84912BB8
27669F46
6DA72D53
FOE17DOF
45ABABQ3

FA3C59BC
©OD1115DE
5291CC58
8E992EA3
46F572DB
53B45852
7E540D03

D741E54B
E4CF9082
FE279D1D
69E72D97
79D02448
C1A621C5
373BAA88
DA59C9B9
D7E2B6BA
A57BB82D
ESDAGOFD
@OB5E7D35
77960717
E76F6775
3834E70E
2993604F

4A804F66
C93F99FA
FEB4A482
OBDE4248
E9462A7B
12E59B8B
2798024
48F4B632
4DFEE1F1
E6D62B25
E9673B71
CBB694A3
16C8CF98
A18DC5CA
FE864720

6258D0FB
4BBAC3FC
EQZ2FO58F
C38C5EB9
8A344C1A
C1A25F84
DI9CB8A45

32AFFEF8
F7ADACB1
287CE9A1
6225B2DB
6BDB35D0
EBE37C47
5D068310
6892CC57
009AFC8B
7F148A89
A5A68094
721EA20QE
6B365E01
35AAA282
BD87D9CAO
2BC22CA9

03A67AAD
DE79723F
3669D839
1C1CB415
EA33BC30
E80187DC
34434EFC
F79A01A2
13F01D3C
4516F48E
A34955C9
B42D790C
4135D736
3D8ACECY
1962F58A

2BC59A4D
AAZFEE15
EQ206DBE
AB46D04B
68074229
32D70QEZE
CA71C5D2

1E89178D
BAB41DE4
©0B7C8BB9
4BE4DF75
21552FA9
CB3F5951
1E4EG9AF
45A54(C39
A26B5ABB
F7B6B29E
95BB0O70F
E85D79B6
5AD43CB3
3795A7DE
6FCEE6B4
BBBE@348

093E36BA
8D4A1048
D934051B
84C04180
AB5DB257
DOA4E599
35C00A44
703FEQEE
E3ACAG47
634F2B26
BOEDDODF
BFE3C026
06F1D087
1B@135D1
01F177CE

8DC834BA
ED63B829
4EC3B740
A38BA6AG
7343AFC9
8DB94AAA
6D8D52B3

CAAEC33E
A41B5D87
EQ4EACEG
FE707135
26A33DBB
1C42F657
6CAZ2A813
4A6CE562
BEDAD818
AGBAQAS9
4048B928
4DE59F8B
54272578
875029F5
CAEB8346
2EB22B0@7

B38B3EZB
9252B87A
13EBAQCO
EBF113DD
FA13DB12
9F3A534B
9F7BA936
99F673E3
EFCA9ECB
DA68B62C
263694DC
6216513D
E227BD42
CCE3875A
4764B952



76B8FE34

counter is <10>

P-poss is
E5017E69
24980991
C7F5B47B
B4AAS81E
8985F3D8
A6D9847E
B147BAFB
FO6FB3A0Q
42C5AF10
EF9305A6
FOB2B8FA
(C5915740
E8D4B(C32
56AF706C
DB0020D1
F189FE93

counter is <11>

P-poss is
80A6DFDE
256BD@9?2
2D913852
F2F85B9D
6E341DB0
1B8AQDO3
BOO1BCFO
9D90A630
15B20238
4ASEGEF7
045692E8
10FCoFAQ
D3B8ECF4
F7COEAGQ
B550847A
87747ECO

counter is <12>
P-poss is
D7D0622D

80375DDA

2365A37D
19E2FD74
A54D8E68
BE179E98
EZ2EEB17C
4F59F77E
D59FCA60
SAE8CD8A
D151EC62
76C877B1
F31235DC
AQE980BF
B3A6F427
12BCCE97
5F2C1035
305B3558

EAFC13F4
EF59A901
30567257
CFBBA13C
917D@523
E2739A9D
A85FF570
DFFDO@BF5
0B328975
51921CA3
866026AB
72C90A32
56FCAE24
OEAZ26DE2
3E21414F
9F0Q0A1C2

3E8CD92C

F8D0OAO1C

59DBO1EZ
ESEQ85E3
4467CDFE
B25EDADZ
ABSDFF5E
8467A3BE
3C4ABB67
8EDBG4EF
4A1B2864
1D8067A0
OAEBFAA9
9F98BF7C
EABABAZ1
737F2F8B
(C32976EB
BBGE7FOF

9235C4AB
C7E1C7C4
3B28C76A
8EECSEA4
F94FF2F9
7@9AFAF5
92C5BES8A
6ECC1865
FB17A626
74D991A9
10565D13
DAFCDAD4
9EFF52E6
1D3E6BID
6E6970DC
57ACO3C5

338AB6EC

CE38EZF1

DA3D2A75
390ABE2A
D9A43430
C5670BFD
970F9262
44D0B242
D59E30C6
7A8C0323
86E9C36E
A1D7F7F2
41EF8771
62E541BD
F212E13B
44292F1A
88269535
9ECA2941

5A8421BA
C9BD4E9F
8945DE17
5D163502
39D5E2D3
8CD94597
DD2ACD67
C9995D0C
A40AF916
61CE2836
B92A0781
2289930D
5C41111B
E98D55C6
98E1D1FC
4AQASB3C

4A7FABDF

6C5A1D15

4E66BAS53
B119B90A
5559B0CC
41FA4AFC
054D493B
1555EE54
2F9673E6
EBO531FA
AC93EAQ1
14E69083
5DC4849A
7B562CBD
3Co6A5D36
9F03F836
569E2780
CCF1F422

C5E@DC85
D3096B18
2880EB41
537139F3
65A3112E
B4998ADC
6CD9EA11
7D6947A6
C30DB156
7A19EC14
3A3B32EC
568ACF58
86A27FBC
87047822
034FC04D
7D3E5714

5492EDB7

96E94DBD

DA3F51A6
6640EE90
ED8530FD
686E7613
FBD5E379
7D8F7F6A
61EF60FD
171CA82C
3A30BDAC
334DD3EF
FC23BD83
C474019%6
B26B98(CB
C59E7A52
0CDO1DA3
617D62E9

D4E213DD
733C6F42
A64AF29D
505F9D54
B14DBF04
8B451226
65BC8AAC
A1B6593F
57E8233F
0B1986BA
DOFC7973
FCoB1EZ26
8A5(C1044
CF33F63E
AF4D8596
BOCDA453

D27A7ADB



B4A1094B
9CE72CF9
8E6698F8
DAZFD54F
AE9542B6
818B819E
E7B2242B
9A30B6A7
B3D1D18E
88EA1390
EC98C041
6D068B13
9BI9F69D0
8954(C38E
45ECAZ296

counter is <13>

P-poss is
E5821965
7A53897C
@9B872AD
EF454E3B
1ACFBB43
CC7AFC35
2198F9BF
120A3062
8D5B2DD3
7C59253F
8DD4750D
BO3EF191
77748D8F
02208B8C
04ECCO34
36AB3C6A

counter is <14>

P-poss is
F42A2499
4D70D329
A7Q7EA58
7A2DA522
3DEECS5F
5A7A1652
0B67D147

57DO7E15
6A9C0OB70
B18BACB9
EAAQ9194
63A29C8D
FA754CFE
B660QIEQE
DC5AF615
952FB9FE
2DA98F55
E1E95EBD
3A242149
D726228A
FB7B@655
362EQ9CB

6BA316E9
1ABEQ847
8D4(CB288
915AD405
350062C1
185899BE
88CC1F12
553CF62D
A2FC908F
40140E77
A3EE3547
588E875A
BC4835BA
64BB29C5
23E09852
ABEF6438

E759967E
E3C11EFB
13C7A6B2
1C279DA3
1966C0ODA
BE161570@
FFF12F45

30B3F231
931F6CBA
A46DC963
0OA272948
785F38DC
449FD6EF
D233D2F9
C4425DDF
97184B49
1EB2A8E9
7E30D7AD
9CCF24B0
50885D71
833ABFDE
1AF51730

2EBE5SF38
37QEQ2E7
68C49B23
2E49B356
A56626B7
9E379059
64A0252E
B773BEF9
ES2CEADS
B420D0B1
D9D97(C14
1FDC9A20
1FF4F593
DoB83BO1
9A8EEBBF
F35FB4A4

8567BAA3
99CFD23B
9E976DB8
24B1330E
D18C8900
13698E14
FC63A729

84BB5975
FOEBOC7A
93DA6(C31
F796F4BA
48191201
F3202BEF
97B9DAB5
CE6453AE
658395E5
21429CDE
B5SA2F274
C1E4655E
6F452114
CBA1ECA?7
70DF6B97

3C01742D
AA63B64C
44F5927C
7E562A4E
FB346A6B
33F911B6
2A24CDIF
DD1233B4
FO57FEGS
71EF8757
AADE4831
5088A739
AF4D4E38
36A19847
F5806C98
BFD7080A

6E129CAF
4A2074BB
10749(C13
8EB7FF7A
FDE7ADE9
2FOC5B82
4052B95D

7DCE9AES
798222C2
S5BC6ECOA
79138019
67ADF60E
5BBO86FE
1ECF8EE3
FCDF4532
10A3B6F3
03F6079F
AQ97B318
35F987D4
AA3SEFC7F
3DCOEZ3E
27303417

139399DF
D340@30E5
AE608459
72DE9CE4
C9DA4362
29699F30
BD7AA5AQ
51906D6F
32611C33
BDA1E835
DBE8FDC4
CBA@3432
40507710
C703C679
D8B739AD
698A4556

1BB645AF
15D418BE
6058639E
F86599D3
(€2198165
3A63E642
589BB768

OABFE36E
0259FF54
A3117766
3C85CD89
45D58790
23E59C06
938D9201
EEA1AF2C
BD455940
4152C21A
410F7D82
D62E4055
ES8BFB375
A32C8C5D
06F9BAFB

199D5542
FZ2D3A92E
95022207
4B938AZF
C7BDC1CO
A25465D4
D41C357C
19EF82B7
665AE111
79129E82
9E1F4B57
00D76B6F
728F6AF6
F6105CED
6C586267
A4D4B00@7

D2F6F783
8D3D5455
4C5CDD70
50935153
EE4AEQ16
09D4B699
692D34C4



6BC3F53F
D934090A
7F1BAC85
3F5551DB
F569EF96
24F498D7
72281232
B359757C
D387DFB2

counter is <15>
P-poss is

B33C3A30
AD87058C
C2037DAF
14E4DD3A
51B9ADBE
E8B8BIGF
A4C8D1FF
A74EGF80
77147A1E
51D41982
E8C50476
F@36215F
AQEE6708
4540DFBC
A@872375
4A616E66

counter is <lo>
P-poss is

CD43E22A
881593AC
BD85FD0@
@9D9A72E
F3C2F0OCE
E9BE@559
029387F6
07D286CC
5C68A7B2
EC7765EC
DCA1B9ES
0@97FC243
5167DC35

654FAB44
34332AE7
484B6A32
CF518EF4
DD1B8D33
1E2FE60@9
4057E9AE
C8B8D1D5
946F5539

A945012D
0C48F8DA
85483F51
C21F006D
88A0089D
21CCO669
FO95F5D3
9CB44(C06
27A484BF
2641DCOF
1E5F99D2
316FDC7F
A11595C4
6B4B658B
8CABFEF2
67F713DF

8CB85350
EAOBZ8AE
6014B53D
C84A90CF
963AB483
56C89B6A
62C4B3E7
C306257A
9BOAEAYF
7ASE98F0Q
8D7EB60O7
7B23F611
C397A699

F94FD719
50CBB30C
F11FC1F8
527F4CF0Q
978856DC
77886CE7
17ECA34B
281DC515
SEDAZAF3

1EC49256
9083223B
4AASFE35
7FA2A698
BSECA1C4
F90AA76C
8B61060E
BA9DD7E4
28A5A943
DEAFDZB8
6E32A9AC
1F9F562A
3943B535
EF7EF985
93D78374
68ED6B50

4668F95E
117D4DD9
415E8AF9
F59CB45E
99E588B0
DC287641
300098AF
A1F69304
8B7965A0
AA24689D
CA44A35B
920C52AF
B47313F4

C4E126A2
72302C31
ED16C307
43EC949E
BE8D9759
CACFeD51
@OD54F5CD
C4B7197B
69A9(01B

6CB862ZBE
O8AEDF18
14F45783
3DBC5D8F
43AC2CF8
524BB61C
318CEAGS
25FBFC24
F10406F2
D5602E6E
8E623822
44A2D344
4(C52681C
FCDF0607
79CE5D75
BE442B3A

EF9ACA30
0A261D46
3388231A
17154523
677BA217
EF3A9621
9012C627
4CFADES0
15C34FQE
BC4E45CF
2468EFCC
EB1586E8
B766E10F

4CD937B3
S5F3EB334
D7810A32
55C377F2
7D3FCD81
5A3ABBDZ
738112F4
36C0A14C
FF1A7EES

A2FCoAQC
OAB46E7B
DBBD29F7
4FD4B2CF
91322ABA
E5409009
3A4EE63D
B062CD7A
0DoB4128
71E58191
EFZ2DA15C
3FAQ12B8
B99F5B62
12548E31
1FA76711
4DF24(C45

2BEB6835
43888126
161AEC4E
B44423C0
DC350B60
E17F3D6A
DC6324FA
E47A2648
65293018
3D88E316
9674CF3B
AF0225DC
CEE76061

5199A118
606EQ1AE
0CA9159D
3F6B21EA
B8DB5F35
318220FE
17A0D0O78
682C0C54
O6EF37F1

E92551C8
20ADEF02
8E949C6A
ECBCF3AD
0038DFB4
707F02DF
9B42C81C
S5E11593F
235E1A52
E6C39E7D
D812502C
A6DC3649
FBD4E3F8
DCAC6B7C
62834BF8
1172DBC7

8A8544D8
E15BD244
23CB4F9E
AAEE9AA3
49BB325A
555BE901
DBE64062
EEBD@962
43C97CF2
4DB6118D
7FD1ADD3
1256F6E7
7EB4AE45



100D5A33
4808BBBC
52098AF9

counter is <17>
P-poss is

CB971CF0O
E67B6437
7BB95ADB
01CC2B1F
3A694450
AFCC3CCE
5816D9AA
D8DID7CB
336DA5D7
ED843084
DA9CBA9SE
FC5D@84D
4EACDOB7
278D961F
315A1B44
AD3FA896

counter is <18>
P-poss is

B48DB99E
100F9054
BDA1324B
4FB44328
6B683D58
EE2A0432
9D43C670
2D12D498
9D53ABC4
8C7B99D4
C04269C2
161375E4
4696085A
AA48A22A
2E1343F3
38CAB217

counter is <19>

71584907
C2712F89
394E4DB5

2E727719
67561C84
6F5ADECD
8DF7EEB4
13B6A14A
5Q9E7E82
9B305FFF
0C59BF68
EBA3FA18
©@DB297BC
0845E054
78C2461A
ED5333F1
E19AB3(C8
2BA1B894
SFAB84AA

290ED791
183D1159
42BC7ED8
32B2DC68
8261A56E
133FAED1
C7DC6140
876BEC92
9F2A11B6
8D45B98B3
AF59180F
8COAZF28
2944FE90
29AB9551
8061F357
6F278884

D4302636
DF86B40B
C61528F9

593E9B86
DFAE8F36
7AB3607F
3B6A3A15
A8E324DE
COF49061
02FB6CZB
4B78CAB8
838EBE10
E1937722
58A4B5A1
26422E9D
A37A1FE2
6B11F052
33EFBA77
115D08A6

29B6B89D
1BOS53AES
OE3F8545
306D87F0
E9ECE592
E7AFFC87
9DB@3D32
(C82(C1587
E7C71B7F
F55C90F0
AD67CACD
5BB89A09
AD@100CE
6CF549D0
31129C44
497CF060

D32B9CCC
13D2F7D2
6FB1F7E1

4C5A196E
4DF3E47E
CBE547D0
456D5055
8FA4754C
A42485EE
AF741471
D7329E35
8EZ21C9E4
613A9C4A
4762B94D
C3923E@D
8B408830
7251EA85
7E3E8F5C
C46(C358E

EABOD8AA
57C5A539
D7510925
B3D448AD
8B71BD4A
S5FCC3DC1
D1516404
0CoFD482
77A92E8C
6CD38ECC
5362A2A9
2F@1575D
2357796C
1E0C9961
18A01093
62B65F54

5DC4DFC7
E910C611
F74716F2

5B0438B3
F7B26D10
98F271FE
AAF20F6F
0O8E3D6F0O
D65AA639
AB7F49B6
184FD28D
94A36DBE
A4QE4DAF
A524D1F6
76C61B94
3078792B
E6170D8C
708ACOE7
5555DCA4

C3B77@D9
33FC8B0B
8D69B28B
4F4E7C65
955EE11C
1FC7F50D
73AE5026
7562936F
17531354
33B6521A
BDA21208
578AAAFQ
6A7834E5
AOBD4F92
287621B3
F2F5222F

4E7B0O1B0O
FOEC2D32
5B32EF81

F3D97824
00B28940
5066D82F
8814615C
EC962967
DA1841E8
B9C0O4FB7
770AC51D
4472A4F2
DZ2BOCF3E
8C8285C2
C750F5C2
AB2E778A
3A52C4FD
D272FDA4
18BAFEFB

46E94E78
342EAF38
2F564CDE
B761CB10@
CBEF2343
57FA511A
1D39C747
A28B1FA6
54AF6936
AZDB124A
56A83460
F38BE534
26906566
59A8144B
CACZB087
CAAB1C25



P-poss is
84BCDAC2 B91A48BA FD4F1386 8S5ESQE8B 58FQ1314 A1FOQBFDS
D3CA4A51 844A996C F8AA80B6 (C047DE7C D44472E9 8C1AD9I95
OBB1BCOS 3A28908B EB929361 5F4809BB 3100C794 3D859FFF
CF15BOFE 270D6024 97BD288B 83846(C93 91ED6C22 226AE8EA
D83C060B B67A5B1A 3020C065 37C7BA82 167ES5653 877D1023
D1A28207 9B287738 4E4DE268 SAEDE86A DFDA3CCF 4(C92907A
41D1D5B8 88EC184C 99008501 C3DC8FFF D38@BS5QE 64C2E945
3ED83F16 32CAAE3C B9EQ@39F 63AC9260 0545684C 559AAB1F
5C6863FA 9101640 F33FD137 15227D4B 2CCDAC17 DC(C50242
FODDBA39 297FD7ED ©53D6976 109A18C5 182991E2 01889C5E
E25205F2 3535D163 3C75065E AA@D3719 7D6FAEQS @7DF91D0@
D8DSCOE7 S0AQ8F3C 82A39695 B7EQ8QCF 241DC332 CFBO334B
49B3AEG4 E8656B47 8FB60296 (C5D57DOB 59B94CB2 BOSEE82D
170910CA 8DD37586 F4D0OO78A 92FB8279 77241B8C 6FC3B7BB
3DD79F9D 2DA2B341 D92C41A6 6EA2D242 F0@9488C @79DCE84
DFAAEQD9 FDF6710D 768F4AA7 1F30FACO F8C70C89 1355B8A3

counter is <20>

P-poss is
90066455 B5CFC38F 9CAA4A48 B4281F29 2C260QFEE FO1FD610
37E56258 A7795A1C 7AD46076 982CE6GBB 956936C6 AB4DCFE®Q
5E678458 6940CA54 4B9B2140 E1EBS523F Q09D20A7 E788QE4E
SBFAGO90F 1B9004A2 7811CD99 Q4AF7042 QEEFDGEA 11EF7DA1
29F58835 FF56B89F AAG37BCO ACZEFAAB 90340222 9F491D&D
3485261C DO68699B GBAS8A1D DBBEFGDB S51E8FE34 E8A78ES4
2D7BA351 C21EA8D8 F1D29F5D 5D159394 87E27F44 16BOCAG3
2C59EFD1 B1EB6651 1ASAQFBF 615B766C 5862DOBD 8A3FE7AQ
EODAOFB2 FE1FCB19 E8F9996A 8EAQFCCD E5381752 38FC8BOE
EGF29AF7 Fo642773E BE8CD540 2415A014 51A84047 ©B2FCEBO
E388D30D 4B376C37 FE401C2A 2C2F941D AD179C54 @C1C8CEQ
30D460C4 D983BE9A BOB20F69 144C1AE1 3F9383EA 1C08504F
BOBF3215 Q3EFE434 88310DD8 DC77ECSB 8349B8BF E97C2C56
QEA878DE 87C11E3D 597F1FEA 742D73EE C7F37BE4 3949EF1A
@D15C3F3 E3FCOA83 35617055 AC91328E (C22B5@QFC 15B941D3
D1624CD8 8BC25F3E 941FDDC6 20068958 1BFEC416 B4B2CB73

90066455 B5CFC38F 9CAA4A48 B4281F29 2(C26QFEE FO1FD610
37E56258 A7795A1C 7AD46076 982CE6BB 956936C6 AB4DCFEOQ
5E678458 ©6940CA54 4B9B2140 E1EB523F ©Q@9D20A7 E788QE4E
S5BFAG9QOF 1B9004AZ2 7811CD99 04AF7042 QEEFDOEA 11EF7DA1



Seed 1is

counter

G is

H is

29F58835
3485261C
2D7BA351
2C59EFD1
EODAQFB2
EGF29AF7
E388D30D
30D460C4
BOBF3215
OEA878DE
@OD15C3F3
D1624CD8

CE64805B

1ECC618C

is <20>

S5E5CBA99
3B7ACCCS
2846F9A0
61D91673
F8ECOB6GO
60126FEB
EFEF642B
3D3D@3DF
4D6063D7
7299E231
8E51E029
AFF387D9
E62363CD
7A88126B
74C1D2C2
2DO9F1FB

FF56B89F
D068699B
C21EA8D8
B1EB6651
FE1FCB19
F642773E
4B376C37
D983BE9A
O3EFE434
87C11E3D
E3FCOA83
8BC25F3E

76E5B142

81322E47

2EQA680D
4D521E37
(€393914C
EA9AAFFE
FB6F66CC
2CFO5DB8
C48351C4
AD1078BA
2AB7AQF0@
F8BD90B3
CAFBD55E
2844CCB8
F82CFD8E
914D7828
A7AFB6A2
DA1ABBBF

AA637BC9
6BA58A1D
F1D29F5D
1A5AQFBF
E8F9996A
BE8CD540
FE401C2A
BOB20F69
88310DD8
597F1FEA
35617055
941FDDCo6

49A77A48

B8B8B997

885EB903
F84A4BDD
792E6A92
ECBFA618
23AE4870
A7FOF09B
6FB171B9
21DA4251
8B2F49A7
9AC3AE3B
6841489A
B6947549
F2A427AB
E2B63A6D
9799620F
BF25CAEQ

ACZ2EFAAB
DBBEF6DB
50159394
615B766C
8EAQFCCD
2415A014
2C2F941D
144C1AE1
DC77EC5B
742D73EE
AC91328E
20068958

38469DF7

C9C83515

AEA78E4A
5BO6B097
3E2117AB
3DFCB5D3
791D5982
3397F393
BFA9EF17
98F07D24
CCoAF335
EQC6B6CA
B66B5B4B
6DE19DA2
CD65750B
7EDQ747E
0OE11C33
5A13F812

90340222
51E8FE34
87E27F44
5862D@BD
E5381752
51A84047
AD179C54
3F9383EA
8349B8BF
C7F37BE4
C22B50FC
1BFEC416

CFAQ478A
F7DC987E

193AFCA7
C59CC446

45A46910
0CC2D2BB
805276A9
B7332AA1
AAD1AA94
7F2E90B9
A961CE9%
81622BCE
EQ8C4720
CEF8289A
9BAGEZF7
E58259B0
506F56DD
C59EQEQA
787F7DED
E34563F9

9F491D8D
ESA78E54
16BOCAG3
8A3FE7AQ
38FC8BOE
6B2FCEB@
0C1C8CEQ
1C08504F
E97C2C56
3949EF1A
15B941D3
B4B2CB73

54717B08
FCCFB11D

C1E77B3C
C2D9BD47

3D448EDE
B715F7B8
75AADB52
9275AFAl
85FD8F4A
E5SB9C9B6
C7E7A7CC
45969D9C
E31476B6
2E2873D5
84660896
90489AC8
E3B98856
23CE7D8A
3B30E1A2
9410E73B



0002

Domain Parameter Validation
Pis
90066455 B5CFC38F 9CAA4A48
37E56258 A7795A1C 7AD46076
5E678458 6940CA54 4B9B2140
SBFAGOOF 1B9004A2 7811CD99
29F58835 FF56B89F AA637B(C9
3485261C DO68699B 6BAS8A1D
2D7BA351 C21EA8D8 F1D29F5D
2C59EFD1 B1EB6651 1ASAQFBF
EODAOFB2 FE1FCB19 E8F9996A
E6F29AF7 Fo642773E BE8CD540
E388D30D 4B376C37 FE401C2A
30D460C4 D983BE9A BOB20F69
BOBF3215 Q3EFE434 88310DD8
QEA878DE 87C11E3D 597F1FEA
@D15C3F3 E3FCQA83 35617055
D1624CD8 8BC25F3E 941FDDC6

Q is

CE64805B 76E5B142 49A77A48

domain_parameter_seed 1is

1ECC618C 81322E47 B8B8B997

B4281F29
982CE6BB
E1EB523F
04AF7042
AC2EFAAB
DBBEF6DB
5D159394
615B766C
8EAQFCCD
2415A014
2C2F941D
144C1AE1
DC77ECSB
742D73EE
AC91328E
20068958

38469DF7

C9C83515

2C260FEE FO1FD610@
956936C6 AB4DCFEQ
009D20A7 E788QE4E
OEEFDGEA 11EF7DA1
90340222 9F491D8D
51E8FE34 E8A78ES54
87E27F44 16B0OCA6G3
5862D0BD 8A3FE7AOQ
E5381752 38FC8BOE
51A84047 ©B2FCEBQ@
AD179C54 @C1C8CE0Q
3F9383EA 1C08504F
8349B8BF E97C2(C56
C7F37BE4 3949EF1A
C22B50FC 15B941D3
1BFEC416 B4B2(CB73

CFAQ478A 54717B0@8
F7DC987E FCCFB11D

193AFCA7 C1E77B3C
C59CC446 C2D9BD47

counter = 20
hashlen = 256
Qtest 1is

CFAQ478A 54717B08

CE64805B 76E5B142 49A77A48 38469DF7 F7DC987E FCCFB11D

Q-prime:



1 1is <@>
Ptest 1is

1 1is <1>
Ptest 1is

1 1s <2>
Ptest 1is

CE64805B

FAE86624
9C01D515
7AC63141
B0746082
D36C6ECI
BC3D6239
2703D15A
6BC99EC8
BCE7AECS
A80Q9C6E2
BBFA160F
4A46360E
B6328992
BA3BFFAQ
215430AD
61865E32

9B61EDFD
EB36CC12
662A5CD7
E850642F
C8F78D7E
7C15AQ2E
CeC32C6E
CF56706D
ESE46E98
BOC40D8F
F17D34C2
C2ACC33F
568C863B
BD19F353
033BFC85
AF97A904

76E5B142

FO49677F
5237D1F8
00891ADB
546FA2D5
114E8979
FD578E1C
DF792D7D
17F04701
59D41B90@
BF7FE740
FD587D86
17815B7E
7EB57130
4CE5032F
B405E898
07DOEB50

3799EBEQ
928B654E
3F95CF14
5C86AC78
DCEG8E35
EA39A618
0487C903
25363DF8
6BOB51AC
16794607
DE37CDOF
339D5D84
7A686EDS
A7544B2D
EQFOFB4C
71C49163

49A77A48

74A3A82A
D5C44771
D38C0@DC2
EQA7B1FF
53D55E97
F7@D4AD7
DE945(C74
7314EAB4
83680B3B
64C4B2A1
OA57F501
F99D5638
F5A930B7
903F0OF73
FB56DEQE
211E6FFC

51174E5E
1DCE4F9C
602573FF
6ABZ2FA56
BF515864
B6B8052B
167ED829
7183B64A
EQFFEFBD
857EE499
1D1A46EE
C3EGE3A8
DF6AEBSC
C17D8E2C
941395B9
68A548FB

38469DF7

47172382
32AFQCD1
E98F4845
343E90064
DEC4F275
57167ECS
F959287B
D29EEEE7
391BD5BB
F6FD2DF4
73F4573C
F3CA77FE
6EC7BAAB
79D75858B
BCDEC916
7BFAC761

2046D800
E1FeC470
8854AF34
3E8AF968
F1D9D1CA
101F2205
804E91D0@
601E7EZE
B68E8257
5CZ2EEC4A
AB7CEQQ2
648ABIF2
CFEC7035
04EAG820
DC957688
DEFD1BDZ

CFAQ478A
F7DC987E

C4DDD6AQ
O7EAAG8D
B9B55A56
A2CED218
B561BF48
6EZ2DD1ED
90A93D06
BBA3FFDD
8B7A1FB6
12108196
D52601FD
7FC29D00
763BFAE1
61B18A08
78550CE8
OB4AC5A8

C7A707F1
5053A481
8E59C1D8
2A80CF51
369F9955
ACB1AF6F
23CEF7EZ2
E70942F7
048DAAD3
7F6DO3E9
D2306FC1
4EF802B5
6A7B5DCF
54B83323
7AA890B8
34318508

54717B08
FCCFB11D

30235767
F3533CAE
E6E6CB6O
48E3F867
874E86B8
A625C275
839E2746
F81D2F41
7ECC9966
919A8466
AAFDCCDA
DA7658A1
DZ2EF3117
1AE530CE
FESA50CB
03ED16E3

09B06DDO
C8E1319C
AEC3A810
AF301B81
BCOB7E1A
7A027BC2
F588BAD5
53DB7095
1551DD59
3B603766
3EEEG44F
5FD5026D
D5A@DE11
72B35690
89B188A1
4E79739F



8AA72CF0O
21AQEB0O4
8FA@D7FA
B8BAB1BB
3039639A
1D8C2680
D1FFC@47
9E8B8ES2
687BEQ2F
14CoF448
3CDED645
B3FBC14D
43B79FE9
A1EEBE4E
0905337B
9FFBD161

i 1is <3>

Ptest is
B493FCBF
E663B24E
128AA32E
A7981854
10440FB0O
C2E9BAG4
CA6B415C
17E2DDCD
COFA44D4
OBG9E1AD
2644283A
E99FADOB
©18AD3D6
D53C213C
21232898
20D74472

i 1is <4>

Ptest is
ACD260BC
6232EB2F
50832BFD
178F9463
DAB4ACEA
©04DE7B59

ACOF4EQ0
6F618C27
A5A105A2
E9B43404
1C204E61
1BD13DB2
7859EBEC
3FD20B5B
1163FAF2
801DF31F
1A1CFD21
7E880B54
8AADAE9C
5F185BE1
D9F4790F
387F417C

54DC2074
14866BF0
E1BAC2E9
967344A5
CC9BE@3E
8794E412
F3F1DCF1
E1F80FCC
C4D09286
3AF68EQ1
A5D6D13A
E6806B6C
E7132E1B
BB87DC74
E361AD53
D197E558

6960F75B
C00647BF
6A961067
B6535185
855A4F50
75A629C9

78BFA1B6
3B2AAG5A
1999313A
F2CD4787
1E3E74DC
4212C62C
F201023D
S5F7E248D
034CBAF9
6883166C
4BCO9CA4
DAADB4B2
29D02E92
DE441789
95FC23CE
6F907A37

AADFC9ES
E4B17955
8D6CCFD4
8E750788
017FB4F3
FA303A31
0C3434AC
18DD5A7A
948813E6
164F070B
B6OFIC38
SFFAE61B
B4054E95
E565FA33
8E465A1A
9001C983

83FOFEA9
7CEB5BF8
D8F54399
E56A062F
AD3ECDZA
125222BE

6DBB247F
23DFBEDB
0B931A56
13ED971E
9C63B901
1F47EB9B
9109D48F
A1A71675
D1B8FBD7
02C3CD53
2C45EB99
E3E9B624
77248018
BAC8B598
C0174D5F
7D6BABO1

5FDOOIC5
3868DAFC
23CD8BEF
A84B9B8F
69D4EF13
E37C8F11
6A317BD5
CEB11A76
C85DF209
296C8CCD
A3DED7D3
76FA5A24
3117F727
D99889F9
7D5AEDB6
CB64EB1C

81E12830
E4C87B25
CD16B8B7
1B8E33E4
36BBC949
F3BAD8AC

S5FDA1E1B
OE4F5A69
51952197
2CFFeD4D
30DF2D75
A92116AB
F8A108BA
DOD33A4E
E1EC221A
73E1EGEZ
01A8A447
68CAC5CE
A9F645A5
399B9E47
B72883FB
S5A9FE93F

7FBEA7E1
DB39FCA3
1430758E
337B2237
3E1BFA49
EA9F5E7B
248C930D
8133BE33
0C9039E8
1FE2932E
2A8420C0
53053FE1
9D6BBFAF
21634A9B
A48BCEDO
A2Co6B455

47443A74
1E8975D6
AF2A5CA3
D66FD49F
ABB7EDG3
D243CD4C

8E4BD619
CEFB5B52
2EF1BDDC
DD4183E5
9AB4DBD6
E1F4A60C
D627B647
68C23208B
C90A3000
10339A55
AFC7B193
C29B4485
00F71376
DBCC551D
EAZD7FF3
2A391F0F

83F6AFA3
98B7BD45
FD841F80
46B16618
D75C7EC2
147DE@BE
25E55798
66F48047
D411676C
A9F93248
799E877E
E837ADFC
4A2D21AB
8C13B51F
A68BCO75
5A35B691

E8CI9CA44
961ED1F9
E55D04F7
OE957BCo6
037AC8D4
7982ADA5



4BE34897
9477E402
7199F805
DB9D48AC
CFDBC5E1L
D6CBA195
87AC2952
681EEFD4
895181FE
73364B2F

i is <5>

Ptest is
93572BFA
92302F74
6363E8EA
47A7845F
5A172C7D
393D4A3B
802A0D30
64B99EEE
4CB7312E
(C80262AC
E19DOE28
942342BE
7318C78A
16E197FC
F550D7FA
E97EE3D8

i 1s <b6>

Ptest is
E3C27D66
CC579F2B
(571662A
7092F5CB
ACDCDDF6
A1ACBFO1
B86B7D6C
ECOD2E40
7DFA1488
B3D5EB80Q
D93B7B7D
C4CDE302

B76E88A9
C9231A2D
899E(C861
F574302B
C478ADD5
E4Co6B466
48E71077
1D566C66
CFCOF128
1FE65193

ACBA114D
F646AEGQ
9AEDAC7D
FF312653
B1119F51
535609D9
FAF10C4D
126909AC
2A08F4CC
8C70586E
F44CD3E9
354275AA
A85F384A
36F66A7D
9F2AA1FB
OBC2F082

3B0222CC
AB0@58935
833D17C3
E252AC1A
(5927138
FDF897EA
29F13E93
37B74100
E1FES3EF
7E92091B
B8AFE4FD
4CFD1FAl

68FA1A3F
C3ABC49B
71COD2E1
15EFA9EC
39D3A726
A0CBB0OB4
06C1405A
7810A939
9F207F3B
8CD504CE

782E3C6F
2B443B72
9E3785F3
C2F8A88A
135AF365
73E9COFD
@OD7A79F5
6F775F8D
5F9055E6
6020F49D
F47ED9ODE
E4B2980C
15ED227A
7019A2F9
7E88C1CF
93(C4BB11

F7675856
232A2152
7E2FB38C
236841C0
9D158725
E92A300E
9E425FB5
78C35B84
A3BAQ457
6A8A7610
98C3B662
AQCF4EZD

745EEE54
6CEDF902
6CC8BDEE
5D9EB399
A21F9ED3
FF1432C6
8E4E625D
E8AFQ112
D401D185
D41BA99F

807BD096
DC7360FD
82D486BD
A464A45A
7D89E1CC
B8B814D6
3C49D832
5520115E
454A360F
SE1EFFAB
427E9EQ2
9C1C1102
AB1857A1
FCE5990E
EF6AAQE4
DEZEB3EA

5377F848
02554CAB
A935E579
71F93C97
C999DD7A
91971994
ED3D149D
58065B2E
055909D3
530F9CC4
B8D9237A
4C13C548B

A534CF6B
F2F1ADO8
EA9C1ADA
1076C7FC
D6BCIF62
0C2EB1F1
E2CFCADE
CDCC18F7
7314F470
4427A06E

F13BB98F
502B88CD
3B58C930
0160E859
FAG6CCFAF
9CB871F3
CoB5C053
BDEEEB9OC
34CBDE30
2CF8926C
8CAF1EFB
F2734341
76B493A2
3D696660
105E1409
16BD2FCA

C05629B8
AZ23BFOF5
49C77B49
126EB19D
5962889E
9B6247AE
298AE3F3
ODF30EF2
7DB30784
BAC85119
278451B8
7E9CE188

B5D2491E
E3BBFB60O
BOA5A8B5
FBOOF3C2
86FAC55B
748CO5F8
F11B3A8D
23F7F4C5
ED1F7653
1C8D60D9

9ES5D4220
BDA92F30
92FCC483
3F224009
28020E6F
12AB7AQC
A8C4A70B
C1CDACEF
DBDF172D
A579338A
6801DEF2
64EDCA15
FA604CAC
35DE9F6B
3A8E44E0Q
81DAEC9B

5D61B74A
DFFAE105
BE70C6BC
6F7D25EE
DC520BE7
6DE46751
644CE56D
3EQE33AF
EC0103C6
3D63B39F
0A44FEGC
E7BAGASC



8B6E202F
147C282D
DA3B3BC4
ED82B0O1A

i 1is <7>

Ptest is
946930B2
41EAA714
A10A4F40
CD2F947E
CEFA5865
FAAG7BEF
DD2D5ESB
42ACF5E3
3ED3127B
06094751
5C54C39F
9752B211
263CA745
FCA35519
3831C7C0
D7B068C3

i 1s <8>

Ptest is
AE7B5322
630E74B3
EECFDF8D
F4AQ3DB1
@QEE35373
39BD90FB
A25CEC1C
2B3000ES8
63059EC9
3F9292D8
AEF0313B
B@3858(C8
E6F53D98
@7A5C767
61370D41
2507ADCD

E4DB7561
F4B786B6
59AC10BF
AD353915

AS57FF80OE
649287BD
2FO1EDOC
296DD24F
4F544E34
63DFFC26
BOEE9AD9
C1AEEB8D
0BC32309
137226E3
3B4624EA
354D26CC
1F4A3327
9E817A93
356769EC
B637DB70@

41894E21
211B92A8
CEFE53F2
B5D123F8
C70449DC
8E490C9C
17808A8A
B338BAD8
7BEF13F3
A7F81DC3
3226354B
A7A53ED1
F246AD14
76633EBA
720D8624
1079AE37

F713A806
9431EFBE
42785E24
100B26A6

21CA4DF9
517A8101
C85COAAE
55EF1421
ODEEAZD5
F64137AF
8BB19932
865DA91D
206E8470
FA3C59BC
©D1115DE
5291CC58
8E992EA3
46F572DB
53B45852
7E540D03

D741E54B
E4CF9082
FE279D1D
69E72D97
79D02448
C1A621C5
373BAA88
DA59(C9B9
D7E2B6BA
A57BB82D
ESDAGOFD
@OB5E7D35
77960717
E76F6775
3834E70E
2993604F

53E9070A
CDAA6141
B12BDF9F
0B15749E

A8BAAZBS
658C5B1A
EQAG875D
71390D0D
9E71C4Do
B1CDAF68
B1709A41
774A6D1B
AE8FEC19
6258D0OFB
4BBAC3FC
EQ2FO58F
C38C5EB9
8A344C1A
C1A25F84
DI9CB8A45

32AFFEF8
F7ADACB1
287CE9A1
6225B2DB
6BDB35D0@
EBE37C47
5D068310
6892CC57
009AFC8B
7F148A89
A5A68094
721EAZ0QE
6B365E01
35AAA282
BD87D9CA
2BC22CA9

23634319
EQ2F6785
EC84A490
BDFCB37B

665CDF1C
ODB1B63A
CCCAFED8
93450D83
F468B9BE
C08481D3
EECOAC86
C70C57EE
DFEB3164
2BC59A4D
AAZFEE15
E0206DBE
AB46D04B
68074229
32D70QE2E
CA71C5D2

1E89178D
BAB41DE4
©0B7C8BB9
4BE4DF75
21552FA9
CB3F5951
1E4EGO9AF
45A54C39
A26B5ABB
F7B6B29E
95BBQ70F
E85D79B6
5AD43CB3
3795A7DE
6FCEEGB4
BBBEQ348

CBB5834D
4E2A80AA
86548C75
C7AB36EF

D921640F
C243F212
5CE902F2
0806D365
4878FCEC
03FA2D5C
E7335393
EFAFFOF3
D5CC34F9
8DC834BA
ED63B829
4EC3B740
A38BAGAG
7343AFC9
8DB94AAA
6D8D52B3

CAAEC33E
A41B5D87
EQ4EACEG
FE707135
26A33DBB
1C42F657
6CA2A813
4A6CE562
BEDAD818
A6BAGAS9
4048B928
4DE59F8B
54272578
875029F5
CAEB8346
2EB22B07



i 1is <9>

Ptest is
EDD290F6
SEA4F424
5D3A3591
QOBBE9QED
DO70CAS8
BC7DF4CB
A033B0OD1
20240261
352D5694
C8F47786
B024824C
E3A2E535
ABA878E1
43COFQF9
D6FC3F06
76B8FE34

1 1s <10>

Ptest is
E5017E69
24980991
C7F5B47B
B4AAS81E
8985F3D8
AcD9847E
B147BAFB
FO6FB3A0Q
42C5AF10
EF9305A6
FOBZ2B8FA
(5915740
E8D4BC32
56AF706C
DB0020D1
F189FE93

i1is <11>

Ptest is
80AGDFDE
256BD0Q92
2D913852
F2F85B9D

29FE3F62
1E4790D1
672D8C70
7B558ECB
82816BD9
9C277A17
EDDF520E
CA2100A9
ABA85A45
2E4A1A24
84912BB8
27669F46
6DA72D53
FOE17DOF
45ABABO3
80375DDA

2365A37D
19E2FD74
A54D8E68
BE179E98
E2EEB17C
4F59F77E
D59FCA60
S5AE8CD8A
D151ECe62
76C877B1
F31235DC
AQE980BF
B3A6F427
12BCCE97
5F2C1035
305B3558

EAFC13F4
EF59A901
30567257
CFBBA13C

4A804F66
C93F99FA
FEB4A482
OBDE4248
E9462A7B
12E59B8B
27098024
48F4B632
4DFEE1F1
E6D62B25
E9673B71
CBB694A3
16C8CF98
A18DC5CA
FE864720
F8DOAQ1C

59DBO1EZ
ESEQ85E3
4467CDFE
B25EDADZ
ABSDFF5E
8467A3BE
3C4ABB67
8EDBG4EF
4A1B2864
1D8067A0
OAEBFAA9
9F98BF7C
EABABAZ1
737F2F8B
(C32976EB
BBGE7FOF

9235C4AB
C7E1C7C4
3B28C76A
8EECSEA4

03A67AAD
DE79723F
3669D839
1C1CB415
EA33BC30
E80187DC
34434EFC
F79A01A2
13F01D3C
4516F48E
A34955(C9
B42D790C
4135D736
3D8ACECY7
1962F58A
CE38E2F1

DA3D2A75
390ABEZA
D9A43430
C5670BFD
970F9262
44D0B242
D59E30C6
7A8C0323
86E9C36E
A1D7F7F2
41EF8771
62E541BD
F212E13B
44292F1A
88269535
9ECA2941

5A8421BA
CO9BD4E9F
8945DE17
5D163502

093E36BA
8D4A1048
D934051B
84C04180
AB5DB257
DOA4E599
35C00A44
70Q3FEQOEE
E3ACAG47
634F2B26
BOEDDIDF
BFE3C026
06F1D087
1B0135D1
01F177CE
6C5A1D15

4E66BA53
B119B90A
5559B0CC
41FA4AFC
054D493B
1555EE54
2F9673E6
EBO531FA
AC93EAQ1
14E69083
5DC4849A
7B562CBD
3C6A5D36
9F03F836
569E2780
CCF1F422

C5E@QDC85
D3096B18
2880EB41
537139F3

B38B8EZB
9252B87A
13EBAQCO
EBF113DD
FA13DB12
9F3A534B
9F7BA936
99F673E3
EFCA9ECB
DA68B62C
263694DC
6216513D
E227BD42
CCE3875A
4764B952
96E94DBD

DA3F51A6
6640EE96
ED8530FD
686E7613
FBD5SE379
7D8F7F6A
61EF60FD
171CA82C
3A30BDAC
334DD3EF
FC23BD83
C474019%0
B26B98CB
C59E7A52
0CDO1DA3
617D62E9

D4E213DD
733C6F42
AG4AF29D
505F9D54



6E341DB0O
1B8AQDO3
B001BCF@
9D90A630
15B20238
4ASEGEF7
045692E8
10FC6FAQ
D3B8ECF4
F7COEAGO
B550847A
87747ECO

1 1s <12>

Ptest is
D7D0622D
B4A1094B
9CE72CF9
8E6GI8F8
DAZ2FD54F
AE9542B6
818B3819E
E7B2242B
9A30B6A7
B3D1D18E
88EA1390
EC98C041
6D068B13
9B9F69D0Q
8954(38E
45ECA296

i1is <13>

Ptest is
E5821965
7A53897C
@9B872AD
EF454E3B
1ACFBB43
CC7AFC35
2198F9BF
120A3062
8D5B2DD3
7C59253F

917D0523
E2739A9D
A85FF570
DFFD@BF5
0B328975
51921CA3
866026AB
72C90A32
56FCAEZ24
OEAZ26DE2
3E21414F
9F00A1C2

3E8CD92C
57DO7E15
6A9C0OB70
B18BACB9
EAA09194
63A29C8D
FA754CFE
B66O9EQE
DC5AF615
952FBIFE
2DA98F55
E1E95EBD
3A242149
D726228A
FB7B@655
362EQ9CB

6BA316E9
1ABEQ847
8D4(CB288
915AD405
350062C1
185899BE
88CC1F12
553CF62D
A2FC908F
40140E77

FO4FF2F9
7@9AFAF5
92C5BES8A
6ECC1865
FB17A626
74D991A9
10565D13
DAFCDAD4
9EFF52E6
1D3E6B9D
6E6970DC
57AC0O3C5

338AB6EC
30B3F231
931F6CBA
A46DC963
0OA272948
785F38DC
449FD6EF
D233D2F9
C4425DDF
97184B49
1EBZA8E9
7E30D7AD
9CCF24B0
50885D71
833ABFDE
1AF51730

2EBE5SF38
370EQ2E7
68C49B23
2E49B356
A56626B7
9E379059
64A0252E
B773BEF9
E52CEAD8
B420D0B1

39D5E2D3
8CD94597
DDZ2ACD67
€9995D0C
A40AF916
61CE2836
B92A0781
2289930D
5C41111B
E98D55C6
98E1D1FC
4AQA5B3C

4A7FABDF
84BB5975
FOEBOC7A
93DA6(C31
F796F4BA
48191201
F3202BEF
97B9DABS5
CE6453AE
658395E5
21429CDE
BSA2F274
C1E4655E
6F452114
CBA1ECA7
70DF6B97

3C01742D
AAG63B64C
44F5927C
7E562A4E
FB346A6B
33F911B6
2A24CDOF
DD1233B4
FO57FE68
71EF8757

65A3112E
B4998ADC
6CD9EA11
7D6947A6
(C30DB156
7A19EC14
3A3B32EC
568ACF58
86A27FBC
87047822
034FC04D
7D3E5714

5492EDB7
7DCE9AES8
798222C2
S5BCOECOA
79138019
67ADF60E
S5BBO86FE
1ECF8EE3
FCDF4532
10A3B6F3
03F6079F
A@97B318
35F987D4
AA3EFC7F
3DCOEZ3E
27303417

139399DF
D34030E5
AE608459
72DE9CE4
C9DA4362
29699F30
BD7AA5AQ
51906D6F
32611C33
BDA1E&35

B14DBF04
8B451226
65BC8AAC
A1B6593F
57E8233F
0B1986BA
DOFC7973
FCO6B1EZ26
8A5C1044
CF33F63E
AF4D8596
BOCDA453

D27A7ADB
OABFE36E
0259FF54
A3117766
3C85CD&9
45D58790
23E59C06
938D9201
EEA1AF2C
BD455940
4152C21A
410F7D82
D62E4055
E8BFB375
A32C8C5D
06F9BAFB

199D5542
F2D3A92E
95022207
4B938AZF
C7BDC1CO
A25465D4
D41C357C
19EF82B7
665AE111
79129E82



8DD4750D
BO3EF191
77748D8F
02208B8C
04ECCO34
36AB3C6A

1 1s <14>

Ptest is
F42A2499
4D70D329
A7Q7EA58
7A2DA522
3DEEC55F
5A7A1652
0B67D147
6BC3F53F
D934090A
7F1BAC85
3F5551DB
F569EF96
24F498D7
72281232
B359757C
D387DFB2

i 1is <15>

Ptest is
B33C3A30
AD87058C
C2037DAF
14E4DD3A
51B9ADBE
E8B8BIGF
A4C8D1FF
A74EGF80
77147A1E
51D41982
E8C50476
F036215F
AQEEG708
454QDFBC
AQ872375
4A616EGG

A3EE3547
588E875A
BC4835BA
64BB29C5
23E09852
ABEF6438

E759967E
E3C11EFB
13C7A6B2
1C279DA3
1966CADA
BE161570
FFF12F45
654FAB44
34332AE7
484B6A32
CF518EF4
DD1B8D33
1E2FE609
4057E9AE
C8B8D1D5
946F5539

A945012D
0C48F8DA
85483F51
C21F006D
88A0089D
21CC0669
F@O95F5D3
9CB44C06
27A484BF
2641DCOF
1E5F99D2
316FDC7F
A11595C4
6B4B658B
8CABFEF2
67F713DF

D9D97(C14
1FDC9A20
1FF4F593
DOB83B0O1
9A8EEBBF
F35FB4A4

8567BAA3
99CFDZ23B
9E976DB8
24B1330E
D18C8900
13698E14
FC63A729
F94FD719
50CBB30C
F11FC1F8
527F4CF@
978856DC
77886CE7
17ECA34B
281DC515
SEDAZAF3

1EC49256
9083223B
4AASFE35
7FA2A698
BSECA1C4
F90AA76C
8B61060E
BA9DD7E4
28A5A943
DEAFDZB8
6E32A9AC
1F9F562A
3943B535
EF7EF985
93D78374
68ED6B50

AADE4831
5088A739
AF4D4E38
36A19847
F5806C98
BFD7080A

6E129CAF
4A2074BB
10749C13
8EB7FF7A
FDE7ADE9
2FOC5B82
4052B95D
C4E126A2
72302C31
ED16C307
43EC949E
BE8D9759
CACFeD51
@D54F5CD
C4B7197B
69A9C01B

6CB86ZBE
O8AEDF18
14F45783
3DBC5D8F
43AC2CF8
524BB61C
318CEAGS
25FBFC24
F10406F2
D5602EGE
8E623822
44A2D344
4(C52681C
FCDFO607
79CE5D75
BE442B3A

DBE8FDC4
CBAQ3432
40507710
C703C679
D8B739AD
698A4556

1BB645AF
15D418BE
6058639E
F86599D3
€2198165
3A63E642
589BB768
4CD937B3
SF3EB334
D7810A32
55C377F2
7D3FCD81
5A3ABBDZ
738112F4
36C0A14C
FF1A7EES

A2FCoAQC
OAB46E7B
DBBD29F7
4FD4B2CF
91322ABA
E5409009
3A4EE63D
B062CD7A
0DoB4128
71E58191
EF2DA15C
3FAQ12B8
B99F5B62
12548E31
1FA76711
4DF24C45

9E1F4B57
00D76B6F
728F6AF6
F6105CED
6C586267
A4D4B007

D2F6F783
8D3D5455
4C5CDD70
50935153
EE4AEQ16
09D4B699
692D34C4
5199A118
606EQ1AE
@CA9159D
3F6B21EA
B8DB5F35
318220FE
17A0D0O78
682C0C54
O6EF37F1

E92551C8
20ADEF0Q2
8E949C6A
ECBCF3AD
0038DFB4
707F02DF
9B42C81C
5E11593F
235E1A52
E6C39E7D
D812502C
A6DC3649
FBD4E3F8
DCAC6B7C
62834BF8
1172DBC7



1 1is <16>

Ptest is
CD43E22A
881593AC
BD85FD0OQ
@9D9A72E
F3C2FOCE
E9BE®559
029387F6
07D286CC
5C68A7B2
EC7765EC
DCA1B9ES
@97FC243
5167DC35
100D5A33
4808BBBC
52098AF9

i1is <17>

Ptest is
CB971CF0
E67B6437
7BB95ADB
01CC2B1F
3A694450
AFCC3CCE
5816D9AA
D8DID7CB
336DA5D7
ED843084
DA9CBA9E
FC5D084D
4EACDOB7
278D961F
315A1B44
AD3FA896

i 1s <18>

Ptest is
B48DB99E
100F9054

8CB85350
EAOBZ28AE
6014B53D
C84A90CF
963AB483
56C89B6A
62C4B3E7
(C306257A
9BOAEA7F
7ASE98F0
8D7EB6Q7
7B23F611
C397A699
71584907
C2712F89
394E4DB5

2E727719
67561C84
6F5ADECD
8DF7EEB4
13B6A14A
509E7E82
9B305FFF
OC59BF68
EBA3FA18
©@DB297BC
0845E054
78C2461A
ED5333F1
E19AB3C8
2BA1B894
SFAB84AA

290ED791
183D1159

4668F95E
117D4DD9
415E8AF9
F59CB45E
99E588B0O
DC287641
300098AF
A1F69304
8B7965A0
AA24689D
CA44A35B
920C52AF
B47313F4
D4302636
DF86B40B
C61528F9

593E9B86
DFAE8F36
7AB3607F
3B6A3A15
A8E324DE
COF49001
02FB6CZB
4B78CAB8
838EBE10
E1937722
58A4B5A1
26422E9D
A37A1FE2
6B11F@52
33EFBA77
115D08A6

29B6B89D
1BOS53AES

EF9ACA30
0A2601D46
3388231A
17154523
677BA217
EF3A9621
9012C627
4CFADES0
15C34F0E
BC4E45CF
2468EFCC
EB1586E8
B766E10F
D32B9CCC
13D2F7D2
6FB1F7E1

4C5A196E
4DF3E47E
CBE547D@
456D5055
8FA4754C
A42485EE
AF741471
D7329E35
8E21C9E4
613A9C4A
4762B94D
C3923E@D
8B408830
7251EA85
7E3E8F5C
C46C358E

EABOD8AA
57C5A539

2BEB6835
43888126
161AEC4E
B44423C0
DC350B60
E17F3D6A
DC6324FA
E47A2648
65293018
3D88E316
9674CF3B
AF0225DC
CEE76061
5DC4DFC7
E910C611
F74716F2

5B0438B3
F7B26D10
98F271FE
AAF20F6F
O8E3D6F0O
D65AA639
AB7F49B6
184FD28D
94A36DBE
A4QEADAF
A524D1F6
76C61B94
3078792B
E6170D8C
7Q8ACOE7
5555DCA4

C3B770D9
33FC8BOB

8A8544D8
E15BD244
23CB4F9E
AAEE9AA3
49BB325A
555BE901
DBE64062
EEBD@962
43C97CF2
4DB6118D
7FD1ADD3
1256F6E7
7EB4AE45
4E7B0O1B0O
FOEC2D32
5B32EF81

F3D97824
00B28940
5066D82F
8814615C
EC962967
DA1841E8
B9C0O4FB7
770AC51D
4472A4F2
DZ2BOCF3E
8C8285C2
C750F5C2
ABZ2E778A
3A52C4FD
D272FDA4
18BAFEFB

46E94E78
342EAF38



BDA1324B
4FB44328
6B683D58
EE2AQ432
9D43C670
2D12D498
9D53ABC4
8C7B99D4
C04269C2
161375E4
4696085A
AA48A22A
2E1343F3
38CAB217

i1is <19>

Ptest is
84BCDAC2
D3CA4A51
©BB1BCO5
CF15BOFE
D83C0O60B
D1A28207
41D1D5B8
3ED83F16
5C6863FA
FODDBA39
E25205F2
D8D5COE7
49B3AEG4
170910CA
3DD79F9D
DFAAEQD9

1 1s <20>

Ptest is
90066455
37E56258
S5E678458
S5BFAG90QF
29F58835
3485261C
2D7BA351
2C59EFD1

42BC7ED8
32B2DC68
8261A56E
133FAED1
C7DC6140
876BEC92
9F2A11B6
8D45B98B3
AF59180F
8C6A2F28
2944FE90
29AB9551
8061F357
6F278884

B91A48BA
844A996(C
3A28908B
270D6024
B67A5B1A
9B287738
88EC184C
32CAAE3C
91C01640
297FD7ED
3535D163
50A08F3C
E8656B47
8DD37586
2DA2B341
FDF671@D

B5CFC38F
A7795A1C
6940CA54
1B9004A2
FF56B89F
D068699B
C21EA8D8
B1EB6651

OE3F8545
306D87F0
E9ECE592
E7AFFC87
9DB@3D32
C82C1587
E7C71B7F
F55C90F0
AD67CACD
5BB89A09
AD0100CE
6CF549D0@
31129C44
497CF060

FD4F1386
F8AA80B6
EB929361
97BD288B
3020C065
4E4DE268
99008501
BOEQO39F
F33FD137
053D6976
3C75065E
82A39695
8FB60296
F4D0078A
D92(C41A6
768F4AA7

9CAA4A48
7AD46076
4B9B2140
7811CD99
AA637BC9
6BA58A1D
F1D29F5D
1A5AQFBF

D7510925
B3D448AD
8B71BD4A
S5FCC3DC1
D1516404
0CoFD482
77A92E8C
6CD38ECC
5362A2A9
2F01575D
2357796C
1EQC9961
18A01093
62B65F54

85E50E8B
Co47DE7C
5F4809BB
83846(93
37C7BA82
SAEDE86A
C3DC8FFF
63AC9260
15227D4B
109A18C5
AA@D3719
B7EQ80CF
C5D57D0B
92FB8279
6EAZ2D242
1F30FACO

B4281F29
982CE6BB
E1EB523F
04AF7042
ACZ2EFAAB
DBBEF6DB
5D159394
615B766C

8D69B28B
4F4E7C65
955EE11C
1FC7F50D
73AE5026
7562936F
17531354
33B6521A
BDAZ21208
578AAAFQ
6A7834E5
AOBD4F92
287621B3
F2F5222F

58F01314
D44472E9
3100C794
91ED6(C22
167E5653
DFDA3CCF
D380B50E
0545684C
2CCDAC17
182991E2
7D6FAEQ5
241DC332
59B94(CB2
77241B8C
FO09488C
F8C70C89

2C260FEE
956936C6
009D20A7
OEEFDGEA
90340222
51E8FE34
87E27F44
5862D@BD

2F564CDE
B761CB10@
CBEF2343
57FA511A
1D39C747
A28B1FA6
54AF6936
AZ2DB124A
56A83460
F38BE534
26906566
59A8144B
CAC2B0O87
CAAB1C25

A1F@BFD5
8C1AD995
3D859FFF
226AE8EA
877D1023
4C92907A
64C2E945
559AAB1F
DCC50242
01889C5E
07DF91D0
CFB@334B
BOSEE82D
6FC3B7BB
079DCE84
1355B8A3

FO1FD610
AB4DCFEOQ
E7880E4E
11EF7DA1
9F491D8D
ESA78E54
16BOCAG3
8A3FE7AQ



EODAOFBZ FE1FCB19 E8F9996A 8EAQFCCD E5381752 38FC8BOE
E6F29AF7 F642773E BE8CD540 2415A014 51A84047 6B2FCEBO
E388D30D 4B376C37 FE401CZ2A 2C2F941D AD179C54 0C1C8CEQ
30D460C4 DI983BESA BOB20F69 144C1AE1 3F9383EA 1C08504F
BOBF3215 O3EFE434 88310DD8 DC77EC5B 8349B8BF E97C2(C56
OEA878DE 87C11E3D 597F1FEA 742D73EE C7F37BE4 3949EF1A
@OD15C3F3 E3FCOA83 35617055 AC91328E (C22B50FC 15B941D3
D1624CD8 8BC25F3E 941FDDC6 20068958 1BFEC416 B4B2CB73

Ptest is probably prime

Parameters are VALID

Key Pair Generation

C is
D298FF1F 1F8FBF81 ES5387EC3 A4AB42A7
8DF3580A QFA22B38 EDDZ20194 AADOEOE8 EES50B6CC C3B4ZEAF

X is
3ABC1587 297CE7B9
EA1AD66GS5 1CF2BC4D 7F92ED25 CABC8553 F567D1B4 QEBB8764

Y is

8B891C86 92D3DE87 5879390F 2698B26F BECCA6BO 75535DCE
6B0OC8625 77FOFAOD EF60Q74E7 A7624121 224A5958 96ABD4CD
A56B2CEF B942E025 D2A4282F FAA98A48 CDB47E1A 6FCB5CFB
393EF35A FI9DF9131 02BB303C 2B5C36C3 F8FCO4ED 7B8B69IFE
FEOCF3E1 FCO5CFA7 13B3435B 2656E913 BA8874AE A9F93600
6AEB448B (CD0O@5D18 EC3562A3 3D04CF25 C8D3D698 44343442
FA3DB7DE 618C5EZ2D A@64573E 61E6D558 1BFB694A 23AC87FD
5B52D62E 954E1376 DB8DDB52 4FFCOD46 9DF97879 2EE44173
8E5DBO5SA 7DC43E94 C11A2E7A 4FBE3830 71FA36D2 A7EC8A93
88FE1C4F 79888A99 D3B61056 97C2556B 79BB4D7E 781CEBB3
D4866AD8 25A5E830 84607228 9FDB(C941 FA679CA8 2F5F78B7
461B2404 DB883D21 5F4E0676 CF549395 QAC55916 97BFEA8D
1EE6EC@1 6B89BA51 CAFB5FI9C 84C989FA 117375E9 4578F28B



EOB34CEQ 545DA462 66FD77F6 2D8F2CEE 92AB7701 2AFEBC11
008985A8 21CD2D97 8C7EGFE7 499D1AAF 8DE632C2 1BB48CA5
CBF9F310 98FD3FD3 854C49A6 5D920174 4AACE540 354974F9

C is
BECFFA86 C79F5610 CFB3QACC 86464439
7FQ9937A 7BFEEQF2 68EF2134 DE28ADBE 4737FBBD E9C6DZ225
K is
A6902C1E 6E3943(C5
62806158 8A8B0OO7B CCEA91DB F1291548 3F04B24A BO678BEE
Kinv 1is

BF78FB41 492AD962
4CB85084 22592D07 BF68F5B1 8061A54B @95BE138 A514644C

Signature Generation

hashlen = 256
Msg is 616263

A6902C1E 6E3943(C5
62806158 8A8B007B CCEA91DB F1291548 3F04B24A B0O678BEE

Kinv 1is
BF78FB41 492AD962



4CB85084 22592D07 BF68F5B1 8061A54B @95BE138 A514644C

R is
S5F184E64 S5A38BES&F
B4A6871B 6503A9D1 2924C7AB EQ4B7141 0066C2EC AGE3BE3E

Z = Hash(msg) 1is
BA7816BF 8FQ1CFEA
41414QDE 5DAE2223 B0@361A3 96177A9C B410QFF61 F20015AD

S 1is
91EBOCYB A3D4B9B6
©B825C3D 9F2CADA8 A2(C9D772 3267B0@33 CBCDCF88 ©@3DBIC18

Signature:
R is
SF184E64 SA38BESF
B4A6871B 6503A9D1 2924C7AB EQ4B7141 0066C2EC AGE3BE3E

S is
91EBOC7B A3D4B9B6
©B825C3D 9F2CADA8 A2(9D772 3267B@33 CBCDCF88 ©3DB9C18

Signature Verification

hashlen = 256
Msg is 616263

R is
5F184E64 SA38BE&F
B4A6871B 6503A9D1 2924C7AB EQ4B7141 0066C2EC AGE3BE3E

S 1is
91EBOCYB A3D4B9B6
©B825C3D 9F2CADA8 A2(9D772 3267B@33 CBCDCF88 ©@3DB9C18



193AE905 9CE5413F
DC5885FA 40E34F84 FEE416E1 948F02B7 2554FA98 DESACCB9

Z = Hash(msg) 1is
BA7816BF 8FQ1CFEA
414140DE 5DAEZ2223 B0O0361A3 96177A9C B410FF6l F20015AD

Ul is
1DCD@33E 23A7B6C5
B8B46163 DFID5664 7C3F6C13 73A3F85E BFE7BF78 ASFQFQ92

Uz is
Q0CF91C2 77ES51AF7
1BF773D0@ D@98975F 9622BA56 A55F3525 8EA86546 451B7913

V1 is
752E2E4B 19477201 ADGS5QE2B 48EBQ237 70585753 QE916736
QOF213840 ADE77EBQ (C44602EB 8759D2E6 452EEDAZ2 EAD4A81F
6330C5E7 AC571FQ8 0BDD8180 7EC1DB25 EAQAF572 (C2170F30
FASB80A6 FA7FB95B 5CF2CB85 8D773AE7 S5E3589BA (978709A
B76917FB 1128A1AC AAGG6E4DO CEG6FBA16 778CAS5CA 9E3F7BAS
552B78B5 A4FFD15D B4@oBF6D EBOD58D4 569DA528 CA464DB8
CB12AB2F 2CDD557C 6D3B32E6 2034F2B9 96B6CFAC 91D952D4
027A4D4C 2A03F738 8DCD2984 50AD29B4 6709E8B9 0D292043
8BA60304 EB4FEFQ7 577C2(C32 60612EGF F921B423 305A579E
o6CDDB414 8AED712C 5E6C7A9B 466D34F9 C3A65B25 694EBDDG
5C78E47F 59FA1AE6 20C3BE98 10BD12B3 BCDB5200 02E68BA7
6EAAC22E 85A36046 126AB333 54697460E (3204150 @C480A32
EB10B002 B91494E1 93FF7C70 49EZ2B55A (C718998E 018A4E4D
D32C1353 CFDC624C 2593F593 2AA9695C 87044ED8 4DQ1BFE9
AFF24(C5E 958B681B 96267E21 24(C3A033 7C800D3F DE36FFEQ
AE93(C972 EB170240 457CB6(C5 634EA559 A8683E23 CFE4B1A4

V2 is
5A924B92 6ABD532D 96F1998A B4F9D42E ED4A1004 006222EF
69010CF4 BESAEF76 52497B8E 2BS5E477F 8D66E319 6693EGBS8



32AE6563 9737E2C0 80867FED 28F2AC3F 7D724F47 16EBFDB1
F540Q95E7 B5F88EE1 54FC7031 84C4FB5A 157F893A 567B1354
34B9A6EB (CB389582 6E5D980OE 6ADB8BF1 3CE39BBO 9EFF338B
3DB546C0@ 081F1DCB 3@D5BBCB SEC7DE9E 1855828A A1B372F9
107BDDCD 4D848A08 AZAA2C3B 1CA8ES53C E3573A4E 05103FF0
5741005B F83165E9 (CC833499 BEOFEAQF 783712BC FBIFB452
A8406096 (CF44B4ES5 3201D63C CD543687 78BD94CE 8DA19983
90F6FF8E 218A0265 B5F48884 79886C5E 5248B03B 7E4FBDFD
427B7710 CAF9QADC 17F191A2 A504C07F A41D0A04 C8CC1lA60
FC723CD3 C68EBOFA B7B10814 2ADB93BA B8E804CC 7164347F
09237270 54442DOA E7C10B78 902EECDO 26857C27 DG5EEDD7
125B1491 9E89D8D8 6BAFQ716 BEVDI91F4 B5AA5342 Z2EAB35C2
73E9427C AD5BA080 BB8DCA41 E6DC4EC9 CDE3686A E6D997F3
SEF36F15 B99DCF72 2C13D810 6700CB42 @7151FC1 17B2F923

V is
5F184E64 SA38BE&F
B4A6871B 6503A9D1 2924C7AB E0Q4B7141 0066C2EC AGE3BE3E

Signature is verified
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