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Hash_DRBG

Requested Security Strength = 80

Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A 0BOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BICIDIE
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4BS5B6

EntropyInput2 (for Reseed?) =
COC1C2 (C3C4C5C6
C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ES5EG E7VESE9EA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20 21222324

PersonalizationString = <empty>

AdditionalInput = <empty>
AR R R R
3k 3k 3k ok sk sk 3k 3k ok sk sk sk 3k ok sk sk sk 3k 3k sk sk sk 3k 3k sk sk sk 3k 3k sk sk sk 3k 3k 3k sk sk 3k 3k ok sk sk sk 3k 3k sk sk 3k 3k ok sk sk sk 3k ok 3k sk sk sk k ok k
Hash_DRBG_Instantiate_algorithm

entropy_input is

000102 03040506

0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20 21222324

personal_str is <empty>



prediction_resistance_flag = "No PredictionResistance”

Hash_df - Generate seed(which is V) - Step 2

seed_material is
00010203 04050007 08090A0B
QCODOEQF 10111213 14151617 18191A1B 1C1D1E1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353620 21222324

no_of_bits_to_return = 440

counter| lno_of_bits_to_returnl|input_string is
01 000001B8 00010203 04050607 O80Q90A0B
QCODQEQF 10111213 14151617 18191A1B 1CI1D1E1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353620 21222324

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
DO8FB441 F2F4CB37 CF6C2420 A82C7427 ACF7FCFD

temp =
DO8FB441 F2F4CB37 CF6(C2420 A82C7427 ACF7FCFD

counter| Ino_of_bits_to_return|linput_string is
02 000001B8 00010203 04050007 08090A0B
QCODOEQF 10111213 14151617 18191A1B 1C1D1E1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353620 21222324

Hash(counter| Ino_of_bits_to_returnl|input_string) is
79901438 34A5C256 AB283936 6D96348C FE8C97AB

temp =
DO8FB441 F2F4CB37 CF6(C2420 A82C7427
ACF7FCFD 79901438 34A5C256 AB283936 6D96348C FE8C97AB



counter|lno_of_bits_to_returnllinput_string is
03 000001B8 00010203 04050607 08090A0B
OCODOEQF 10111213 14151617 18191A1B 1C1D1E1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353620 21222324

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
6767BOSE 83A98040 ©D94BEE3 3(CBB8905 551B5451

temp =
DO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO SE83A980 406D94BE E33CBB89

V is
DO8FB4 41F2F4(CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO SE83A980 406D94BE E33CBB89

Hash_df - Generate C - Step 4

0x001 1V 1is
00DO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8CI97 AB6767BO SE83A980 406D94BE E33CBB89

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 QODO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO SE83A980 406D94BE E33CBB&9

Hash(counter| Ino_of_bits_to_returnlinput_string) is
54(C5217B 5102D8DA 8BF1686E DBAB2BBC @C11BACC



temp =
54(C5217B 5102D8DA 8BF1686E DBABZ2BBC @C11BOCC

counter|Ino_of_bits_to_return|linput_string is
02 000001B8 QODO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO SE83A980 406D94BE E33CBB&9

Hash(counter| Ino_of_bits_to_returnl|input_string) is
BOFQAF23 4C24CF15 ECC8CB39 (C233AACA 48FCCEEE

temp =
54(C5217B 5102D8DA 8BF1686E DBABZBBC
0C11BOCC BOFOAF23 4C24CF15 ECC8CB39 (C233AACA 48FCCEEE

counter| Ino_of_bits_to_return|linput_string is
03 000001B8 QODO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO SE83A980 406D94BE E33CBB&9

Hash(counter| Ino_of_bits_to_returnl|input_string) is
863DA881 FFCBB434 A6CCB7DA 2FB21018 3D9DB3CF

temp =
54(521 7B5102D8
DA8BF168 6EDBAB2B BC@OC11B@ CCBOFQAF 234C24CF 15ECC8CB
39C233AA CA48FCCE EE863DA8 81FFCBB4 34A6CCB7 DA2FB210

Cis
54(521 7B5102D8
DA8BF168 GEDBAB2B BC@OC11B@ CCBOFQAF 234C24CF 15ECC8CB
39C233AA CA48FCCE EE863DA8 81FFCBB4 34A6CCB7 DA2FB210

First call to Generate



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 5k 3k sk ok sk 3k sk 3k sk ok sk %k sk 3k 3k 3k 3k 5k 3k 5k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k sk 3k ok 3k 5k 3k 5k 3k >k %k >k %k >k sk %k sk k sk k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320
additional_input <empty>
Hashgen

requested_no_of_bits = 320

DO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO S5E83A980 406D94BE E33CBB&9

w_1i 1is

9F7CFF1E CA23E750 F6632696 9F11800F 12088BA6G
W is

9F7CFF1E CA23E750 F6632696 9F11800F 12088BA6
i=2
data is

DO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO 5E83A980 406D94BE E33CBB8A

w_1i is
8E441D15 D888B3FE 12BF66FE ©57494F4 546DEZ2F1

Wis
9F7CFF1E CA23E750 F6632696 9F11800F
12088BA6 8E441D15 D888B3FE 12BF66FE ©57494F4 546DEZ2F1



returned_bits is
9F7CFF1E CA23E750 F6632696 9F11800F
12088BA6 8E441D15 D888B3FE 12BFG66FE @57494F4 S546DEZ2F1

Update V
0x0311V 1is
03DO8FB4 41F2F4CB

37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO S5E83A980 406D94BE E33CBB&9

H is
50888157 B42BE8S5F 4C53E8A1 BOAE46F9 91961027
Updated values
V is
2554D5 BD43F7A4

125B5D8C 8F83D79F E3B909AD CAZA80C3 5B8QCA91 6(C97F104
702FCIODF A7DQOABE 4E198DB8 2CD75DD6 25C2A870 4F027DC1

reseed_counter 1is
0000 00000002

rnd_val is
9F7CFF1E CA23E750 F6632696 9F11800F
12088BA6 8E441D15 D888B3FE 12BF66FE 057494F4 546DE2F1

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k sk 3k 3k 3k %k %k 3k 3k 3k ok 3k 3k %k %k %k %k k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 320

additional_input <empty>

Hashgen



requested_no_of_bits = 320

data is

125B5D8C 8F83D79F E3B9Q9AD
702FCODF A7DQOABE 4E198DB8

w_1i is

B77AA5C@ CD55BBCE
W is

B77AA5C@ CD55BBCE
1=2
data is

125B5D8C 8F83D79F E3B9@9AD
702FCODF A7DOOABE 4E198DBS8

w_1i 1is
FF4A94E5 E89D26A0

W is
B77AA5CO
8C7EEC8E FF4A94E5 E89D26A0

returned_bits is
B77AASCO
8C7EEC8E FF4A94E5 E89D26A0

Update V
0x0311V 1is

125B5D8C 8F83D79F E3B9@9AD
702FCODF A7DOOABE 4E198DBS8

CAZA80C3
2CD75DD6

ED7574AF

ED7574AF

CAZA80C3
2CD75DD6

4F58FA79

CD55BBCE
4F58FA79

CD55BBCE
4F58FA79

CAZA80C3
2CD75DD6

2554D5
5B80CA91
25C2A870

223AFD98

223AFD98

2554D5
5B80CA91
25C2A870

F5EQD370

ED7574AF
F5E@QD370

ED7574AF
F5EQD370

032554D5
5B80CA91
25C2A870

BD43F7A4
6C97F104
4F027DC1

8C7EECSE

8C7EECSE

BD43F7A4
6C97F104
4F027DC2

2D7A9A6A

223AFD98
2D7A9A6A

223AFD98
2D7A9A6A

BD43F7A4
6C97F104
4F027DC1



H is
4B2D04CB 62511A9A 13BDB8D9 BFBFB8A2 (C42435B5

Updated values

V is
7A19F7 3894FA7C
ECE74EF4 FES5F82CB 9FC51B5E 96DB7172 7ECCEF60Q 8284B9CF
A9F1FD8A BD460C58 9EFQESFA C294E264 1A292DCA ED566588

reseed_counter is
0000 00000003

rnd_val 1is
B77AA5CQ CDS55BBCE ED7574AF 223AFD98
8C7EEC8E FF4A94E5 E89D26A0 4F58FA79 FSEQD370 2D7A9A6A

B B e
Hash_DRBG

Requested Security Strength = 80

Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A OBOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DSE 8F909192 93949596 9798999A 9BIC9DOE
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20 21222324



PersonalizationString = <empty>

AdditionalInputl =
606162 63646566
6768696A 6B6CODGE GF707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

AdditionalInput2 =
AQA1AZ A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

T e T e e i
3k 3k 3k ok sk sk 3k 3k ok sk sk 3k 3k 3k sk sk sk 3k 3k sk sk sk 3k 3k sk sk sk 3k ok sk sk sk 3k ok ok sk sk 3k ok 3k sk sk sk 3k 3k sk sk sk 3k ok 3k sk sk %k ok 3k sk sk sk k ok k
Hash_DRBG_Instantiate_algorithm
entropy_input 1is
000102 03040506

0708090A OBOCODOE OF101112 13141516 1718191A 1B1CI1DIE
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20 21222324
personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance”
Hash_df - Generate seed(which is V) - Step 2
seed_material is
00010203 04050607 @8090A0B

OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353620 21222324

no_of_bits_to_return = 440



counter|lno_of_bits_to_returnllinput_string is
01 000001B8 00010203 04050607 O8090A0B
OCODOEQF 10111213 14151617 18191A1B 1C1D1E1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353620 21222324

Hash(counter| Ino_of_bits_to_returnl|input_string) is
DO8FB441 F2F4(CB37 CFo(C2420 A82(C7427 ACF7FCFD

temp =
DO8FB441 F2F4CB37 CF6C2420 A82C7427 ACF7FCFD

counter|lno_of_bits_to_returnllinput_string is
02 000001B8 00010203 04050607 08090A0B
OCODOEQF 10111213 14151617 18191A1B 1C1D1E1F 20212223
24252627 28292A2B 2(C2D2E2F 30313233 34353620 21222324

Hash(counter| Ino_of_bits_to_returnl|input_string) is
79901438 34A5C256 AB283936 6D96348C FE8C97AB

temp =
DO8FB441 F2F4CB37 CF6(2420 A82(C7427
ACF7FCFD 79901438 34A5C256 AB283936 6D96348C FE8C97AB

counter|Ino_of_bits_to_return|linput_string is
03 000001B8 00010203 04050007 08090A0B
QCODOEQF 10111213 14151617 18191A1B 1C1D1E1F 20212223
24252627 28292A2B 2(C2D2E2F 30313233 34353620 21222324

Hash(counter| Ino_of_bits_to_returnl|input_string) is
©6767BOSE 83A98040 6D94BEE3 3CBB890Q5 551B5451

temp =
DO8FB4 41F2F4(CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO SE83A980 406D94BE E33CBB89



V is
DO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 560AB2839
366D9634 8CFE8C97 AB6767BO 5E83A980 406D94BE E33CBB89

Hash_df - Generate C - Step 4

0x001 1V 1is
00DO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO SE83A980 406D94BE E33CBB89

no_of_bits_to_return = 440

counter|lno_of_bits_to_returnllinput_string is
01 000001B8 ©QODO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BQ SE83A980 406D94BE E33CBB89

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
54(5217B 5102D8DA 8BF1686E DBAB2BBC @C11BQCC

temp =
54(C5217B 5102D8DA 8BF1686E DBABZ2BBC ©C11B@CC

counter|Ino_of_bits_to_returnllinput_string is
02 000001B8 QODO8FB4 41F2F4(B
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO S5E83A980 406D94BE E33CBB&9

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
BOFQAF23 4C24CF15 ECC8CB39 (C233AACA 48FCCEEE

temp =



54(C5217B 5102D8DA 8BF1686E DBABZBBC
@C11BOCC BOFOAF23 4C24CF15 ECC8CB39 C233AACA 48FCCEEE

counter|Ino_of_bits_to_return|linput_string is
03 000001B8 QODO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO SE83A980 406D94BE E33CBB&9

Hash(counter| Ino_of_bits_to_returnl|input_string) is
863DA881 FFCBB434 A6CCB7DA 2FB21018 3D9DB3CF

temp =
54C521 7B5102D8
DA8BF168 GEDBABZ2B BCQC11B@® CCBOFOAF 234C24CF 15ECC8CB
39C233AA CA48FCCE EE863DA8 81FFCBB4 34A6CCB7 DA2FB210

C is
54(521 7B5102D8
DA8BF168 G6EDBABZ2B BC@AC11B@ CCBOFOAF 234C24CF 15ECC8CB
39C233AA CA48FCCE EE863DA8 81FFCBB4 34A6CCB7 DA2FB210

First call to Generate
3k 3k 3k 3k 3k 5k %k 3k 3k sk 5k %k 3k 3k sk 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 3k %k 3k 3k %k sk sk ok sk sk sk k ok ok k
Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320
additional_input
606162 63646566

6768696A 6B6COD6E 6F7Q7172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Process additional_input

0x021 1Vl ladditional_input is
02D0O8F B441F2F4 (B37CF6C 2420A82C



7427ACF7 FCFD7990 143834A5 (256AB28 39366D9%6
97AB6767 BOSE83A9 80406D94 BEE33CBB 89606162
6768696A 6B6C6DOE 6F7Q7172 73747576 7778797A
7F808182 83848586 8788898A 8B8C8DSE 8F909192

w=Hash(@x@2! |VI ladditional_input) is
9D19D4FF 31B8@5CA 44B1220A 8363DFCC

V is
DO8FB4
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5(C2
366D9635 2A186196 DD1F6D7A A334CB8A (C3D1748B

Hashgen

requested_no_of_bits = 320

DO8FB4
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5(C2
366D9635 2A186196 DD1F6D7A A334CB8A (3D1748B

w_1i is

E76B4EDD 5C865BC8 AFD8@9A5 9B69B429
Wis

E76B4EDD 5C865BC8 AFD8@9A5 9B69B429
1i=2
data is

DO8FB4
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5(C2
366D9635 2A186196 DD1F6D7A A334CB8A (C3D1748B

Ww_1i 1is
A579BCF3 F75E5624 9A3491F8 7C3CAc84

348CFE8C
63646566
7B7C7D7E
93949596

F2F1@DE2

41F2F4CB
56AB2839
D62DC96B

41F2F4(CB
56AB2839
D62DC96B

AC7F4352

AC7F4352

41F2F4CB
56AB2839
D62DC96C

8BOFAB25



Wis
E76B4EDD 5C865BC8 AFD8@9A5 9B69B429
AC7F4352 AS579BCF3 F75E5624 9A3491F8 7C3CA684 8BOFAB25

returned_bits is
E76B4EDD 5C865BC8 AFD8@9A5 9B69B429
AC7F4352 A579BCF3 F75E5624 9A3491F8 7C3CA684 8BOFAB25

Update V

Ox@311V 1is
03D08FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9635 2A186196 DD1F6D7A A334CB8A (C3D1748B D62DC96B

H is
CA5Co6D5 67C78BEF B7A32D13 387D5315 93268E18
Updated values
V is
2554D5 BD43F7A4

125B5D8C 8F83D79F E3B9Q9AD CAZA80C3 5B8QCA91 6(C97F104
702FCOE@ BEBDC53B 336D3712 DCD7C452 30F59459 43840994

reseed_counter is
0000 00000002

rnd_val is
E76B4EDD 5C865BC8 AFD8@9A5 9B69B429
AC7F4352 AS579BCF3 F75E5624 9A3491F8 7C3CA684 8BOFAB25

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k sk >k 5k 3k 5k >k sk ok sk >k sk ok sk 3k sk %k 3k 5k 3k 3k 3k 5k 3k 5k 3k 3k 3k 3k 3k 3k %k 3k >k sk 3k 5k 3k 5k 3k 5k 3k 5k %k >k %k >k %k >k %k %k %k k %k k

Hash_DRBG_Generate_algorithm

requested_number_of_bits = 320



additional_input

A7A8A9AA ABACADAE AFBOB1BZ
BFCOC1C2Z C3C4C5C6 C7C8COCA

Process additional_input

0x021 1Vl ladditional_input is
022554
9FE3B909 ADCA2A8@ C35B8QCA
3B336D37 12DCD7C4 5230F594
A7A8A9AA ABACADAE AFB@B1B2
BFCOC1C2 (C3C4C5C6 C7C8CICA

B3B4B5B6
CBCCCDCE

D5BD43F7
916C97F1
59438409
B3B4B5B6
CBCCCDCE

w=Hash(@x@2! IVI ladditional_input) is

FFSBDEZ25 5EE18D94

V is

125B5D8C 8F83D79F E3B9Q9AD
702FCOE1 BE19A360 924EC4A7

Hashgen

requested_no_of_bits = 320

data is

125B5D8C 8F83D79F E3B9Q9AD
702FCI9E1 BE19A360 924EC4A7

w_1i 1is

DBOACEQC

CAZA80C3
B872925E

CA2A80C3
B872925E

6577B6B4 F87A9324 @OB199FE5

Wis

6577B6B4 F87A9324 OB199FE5

AQA1A2
B7B8B9BA
CFD@D1D2

A4125B5D
04702FC9
94A0A1A2
B7B8B9BA
CFD@D1D2

1784FFD2

2554D5
5B80CA91
487A9428B

2554D5
5B80CA91
487A9428B

1A3B3353

1A3B3353

A3A4A5A6
BBBCBDBE
D3D4D5D6

8C8F83D7
E@BEBDC5S
A3A4A5A6
BBBCBDBE
D3D4D5D6

23E36123

BD43F7A4
6C97F104
67676AB7

BD43F7A4
6C97F104
67676AB7

13683103

13683103



125B5D8C
702FC9E1

w_1i 1is

Wis

13683103

8F83D79F
BE19A360

DECE171E

DECE171E

returned_bits is

13683103

DECE171E

E3B909AD
924EC4A7

3256FB7E

6577B6B4
3256FB7E

6577B6B4
3256FB7E

Update V
Ox0311V 1is
125B5D8C
702FC9E1

H is

Updated values

V is

ECE74EF4

A9F1FD8D

reseed_counter

rnd_val is

8F83D79F
BE19A360

94EED73A

FES5F82CB
1D51776A

is

E3B9@9AD
924EC4A7

9B6E1EGD

9FC51B5E
1C4320BD

CAZA80C3
B872925E

803586CA

F87A9324
803586CA

F87A9324
803586CA

CAZA80C3
B872925E

8E816AC6

96DB7172
C8F3C8D9

2554D5
5B80CA91
487A9428B

4E45DD24

©OB199FE5
4E45DD24

©OB199FE5
4E45DD24

©032554D5
5B80CA91
487A942B

DD1F76EB

7A19F7
7ECCEF60
5A40D7CE

0000

BD43F7A4
6C97F104
67676AB8

2EBO1F70

1A3B3353
2EBO1F70

1A3B3353
2EBO1F70

BD43F7A4
6C97F104
67676AB7

2B7DB933

3894FA7C
8284B9CF
6D14D5FC

00000003



6577B6B4 F87A9324 @OB199FE5 1A3B3353
13683103 DECE171E 3256FB7E 803586CA 4E45DD24 2EBO1F70

T e T i
Hash_DRBG

Requested Security Strength = 80

Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040500
0708090A OBOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DSE 8F909192 93949596 9798999A 9BIC9D9E
9FAQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@QD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4E5E6 E7E8EQEA EBECEDEE EFFOF1F2 F3F4F5F6

Nonce =
20 21222324

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5D5E
5F606162 63646566 6768696A 6B6COD6E 6F707172 73747576

AdditionalInput = <empty>
A
sk 3k sk ok ok % ok ok 3k ok ok 3 ok ok 3k ok ok 3k ok ok 3k ok ok 3k ok ok 3k ok 3k 3k ok 3k 3k ok ok ok ok 3k ok ok ok ok ok 3k ok ok ok ok ok 3k ok ok 3k ok ok %k ok ok sk K ok ok
Hash_DRBG_Instantiate_algorithm

entropy_input is

000102 03040506
0708090A OBOCODOE OF101112 13141516 1718191A 1B1CIDI1E



1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce is
20 21222324

personal_str is
404142 43444546
4748494A 4B4C4D4AE 4F505152 53545556 5758595A 5B5CS5DSE
5F606162 63646566 6768696A 6B6CODGE 6F7Q7172 73747576

prediction_resistance_flag = "No PredictionResistance”

Hash_df - Generate seed(which is V) - Step 2

seed_material is
000102 03040500 0703090A 0BOCODOE QF101112
13141516 1718191A 1B1CID1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4D4AE 4F505152 53545556 5758595A 5B5C5DSE
5F606162 636465606 6768696A 6B6CODGE 6F707172 73747576

no_of_bits_to_return = 440

counter|lno_of_bits_to_returnllinput_string is
01000001 B800V102 ©3040506 0708090A OBOCODOE OF101112
13141516 1718191A 1B1C1D1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6C6DGE 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl|input_string) is
99B9537B 8427B8CE 23219A61 1CBE6106 44CF8503

temp =
99B9537B 8427B8CE 23219A61 1CBE6106 44CF8503



counter| Ino_of_bits_to_returnl|input_string is
02000001 B8000102 03040506 0708090A OBOCODOE QF101112
13141516 1718191A 1B1C1D1E 1F2@2122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6C6DGE 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl|input_string) is
EEC5BA22 DE1AB212 C3D@858E 9E3B9026 D4E77D58

temp =
99B9537B 8427B8CE 23219A61 1CBE6106
44CF8503 EEC5BA22 DE1AB212 C3DQ858E 9E3B9026 D4E77D58

counter|no_of_bits_to_returnllinput_string is
03000001 B8000102 03040506 0708090A OBOCODOE OF101112
13141516 1718191A 1B1C1D1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4ACADAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6C6D6E 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
EQ2E85A2 314CE3D7 4A93324B 27BDE85F 5498B7AC

temp =
99B953 7B8427B8
CE23219A 611CBE61 0644CF85 @3EECSBA 22DE1AB2 12(3D0@85
8E9E3B90 26D4E77D S8EQ2E85 A2314CE3 D74A9332 4B27BDE8

V is
99B953 7B8427B8
CE23219A 611CBE61l 0644CF85 @3EECS5BA 22DE1AB2 12C3D0@85
8E9E3B90 26D4E77D S58EQ2E85 A2314CE3 D74A9332 4B27BDE8

Hash_df - Generate C - Step 4

0x001 1V is
0099B953 7B8427B8



CE23219A 611CBE61 0644CF85 Q3EEC5BA 22DE1ABZ 12(C3D@85
8E9E3B90 26D4E77D 58EQ2E85 A2314CE3 D74A9332 4B27BDES

no_of_bits_to_return = 440

counter|Ino_of_bits_to_returnllinput_string is
01 000001B8 ©@99B953 7B8427BS8
CE23219A 611CBE61l 0644CF85 @3EECSBA 22DE1AB2 12C3D@85
8E9E3B90 26D4E77D S8EQ2E85 A2314CE3 D74A9332 4B27BDE8

Hash(counter| Ino_of_bits_to_returnl|input_string) is
A70266F7 F91EC4D2 88731479 34CEAF2A 2CC35AQF

temp =
A70266F7 FO1EC4D2 88731479 34CEAF2A 2CC35A0F

counter|Ino_of_bits_to_returnllinput_string is
02 000001B8 0@99B953 7B8427B8
CE23219A ©611CBE61 0644CF85 Q3EECSBA 22DE1AB2 12C3D@85
8E9E3B9Q 26D4E77D S58EQ2E85 A2314CE3 D74A9332 4B27BDES

Hash(counter| Ino_of_bits_to_returnl|input_string) is
DSEQQABA E79DC660 SFABDGF5 F928E18C 63268E1A

temp =
A70266F7 FO1EC4D2 88731479 34CEAF2A
2CC35A0F D5EQQABA E79DC660 S5FABDG6FS5 F928E18C 63268E1A

counter| |no_of_bits_to_returnl|input_string is
03 000001B8 ©@99B953 7B8427B8
CE23219A 611CBE61l 0644CF85 Q3EECSBA 22DE1AB2 12C3D@85
8E9E3B90 26D4E77D 58EQ2E85 A2314CE3 D74A9332 4B27BDE8



Hash(counter| Ino_of_bits_to_returnl|linput_string) is
F485DA6C BF@416DC DC5FB8BC 9C94B6BC 511E@813

temp =
A70266 F7F91EC4
D2887314 7934CEAF 2A2CC35A QFDSEQQA BAE79DC6 6@05FABD6
F5F928E1 8C63268E 1AF485DA 6CBF0416 DCDCS5FB8 BC9C94B6

Cis
A70266 F7F91EC4
D2887314 7934CEAF 2A2CC35A QFDSEQQA BAE79DC6 6@SFABDG
F5F928E1 8C63268E 1AF485DA 6CBF@416 DCDCS5FB8 BC9C94B6

First call to Generate
sk 3k ok ok ok % ok ok 3 ok ok 3 ok ok 3k ok ok 3k ok ok 3k ok %k 3k ok %k 3k ok 3k 3k ok 3k sk ok 3k ok ok 3k ok ok 3k ok ok 3k ok ok 3k ok ok 3k ok ok %k ok ok %k ok ok %k k ok k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 320

additional_input <empty>

Hashgen

requested_no_of_bits = 320

data is
99B953 7B8427B8
CE23219A 611CBE61 00644CF85 Q3EEC5BA 22DE1AB2 12C3D085
8E9E3B90 26D4E77D S58EQ2E85 A2314CE3 D74A9332 4B27BDE8

w_1i 1is
AB438BD3 BQ1AQAF8 5CFEE29F 7D7B7162 1C4908B9

Wis
AB438BD3 BQ1AQAF8 S5CFEEZ29F 7D7B7162 1C4908B9



CE23219A
8E9E3B90

w_1i 1is

Wis

1C4908B9

611CBE61
26D4E77D

09124D43

09124D43

returned_bits is

1C4908B9

09124D43

0644CF85
58EQ2E85

OE7B406F

AB438BD3
QE7B406F

AB438BD3
QE7B406F

Update V
Ox0311V 1is
CE23219A
8E9E3B90

H is

Updated values

V is

AQAB94AE

84976472

reseed_counter

rnd_val is

611CBE61
26D4E77D

5A78428C

DA518D10@
@DB0O5097

is

0644CF85
58EQ2E85

33721011

307192DF
A746C471

@3EEC5BA
A2314CE3

B1086EA9

BO1AQAF8
B1086EA9

BO1AQAF8
B1086EA9

@3EEC5BA
A2314CE3

3DA9EB0Q@

13C4A5C4
4C9A3BFA

99B953
22DE1AB2
D74A9332

94(582E0Q

S5CFEEZ29F
94(582E0

5CFEE29F
94(582E0

©399B953
22DE1AB2
D74A9332

17A5D327

40BBBA
DDC5B878
CBCCCo612

0000

7B8427B8
12C3D085
4B27BDE9

D656D989

7D7B7162
D656D989

7D7B7162
D656D989

7B8427B8
12C3D085
4B27BDES8

B3372ACB

737D467D
73237C5C
BAFB7D6A

00000002



AB438BD3 BO1AQAF8 S5CFEEZ29F 7D7B7162
1C4908B9 ©09124D43 QE7B406F B1O86EA9 94C582EQ D656D989

Second call to Generate
3k 3k 3k ok sk sk 3k ok ok sk sk 3k 3k ok sk sk sk 3k 3k sk sk sk 3k 3k sk sk sk 3k ok sk sk sk 3k ok ok sk sk 3k 3k ok sk sk sk 3k 3k sk sk sk 3k ok sk sk sk 3k ok ok sk sk sk k sk k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 320

additional_input <empty>

Hashgen

requested_no_of_bits = 320

40BBBA 737D467D
AGAB94AE DA518D10 307192DF 13C4A5C4 DDC5B878 73237C5C
84976472 0DBO5097 A746C471 4C9A3BFA CBCCC612 BAFB7D6A

w_1i is

29D9098F 987E7005 314AQF51 B3DD2B81 22F4AED7
Wis

29D9098F 987E7005 314AQF51 B3DD2B81 22F4AED7
1=2
data is

40BBBA 737D467D
AQAB94AE DA518D10 307192DF 13C4A5C4 DDC5B878 73237C5C
84976472 0DBO5097 A746C471 4C9A3BFA CBCCC612 BAFB7D6B

w_1i 1is
06735DE6 ADSDDBF2 23177C1E 5F3AEBC5 2FAB90B9



Wis
29D90Q98F 987E7005 314AQF51 B3DD2B81
22F4AAED7 ©@6735DE6 ADSDDBF2 23177C1E SF3AEBCS5 2FAB90GB9

returned_bits is
29D9098F 987E7005 314AQF51 B3DD2B81
22F4AED7 @6735DE6G ADSDDBF2 23177C1E SF3AEBCS5 2FAB90B9

Update V
0x0311V is
0340BBBA 737D467D

AQAB94AE DA518D10 307192DF 13C4A5C4 DDC5B878 73237C5C
84976472 0DBO5097 A746C471 4C9A3BFA CBCCC612 BAFB7D6A

H is
800B98DD 1013A49B ©851E244 7961FB97 F3733076
Updated values
V is
E7BE21 6B766542

733407C3 53865BBF 5A9E5639 239A85CF 98AD563E D3832833
7A908D54 1A1F1002 D24EEEE6 C1AB2256 220B2163 6B0B4298

reseed_counter is
0000 00000003

rnd_val is
29D9098F 987E7005 314AQF51 B3DD2B81
22F4AED7 06735DE6 ADSDDBF2 23177C1E SF3AEBCS5 2FAB90B9
T T e e
Hash_DRBG
Requested Security Strength = 80

Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "NOT ENABLED"



EntropyInput =
000102 03040506
0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DSE 8F909192 93949596 9798999A 9BI(9DOE
9FAQGA1AZ A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed?2) =
COC1C2 (C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5Do D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 EVES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20 21222324

PersonalizationString =
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5BS5CSDSE
5F606162 63646566 6768696A 6B6C6DGE 6F707172 73747576

AdditionalInputl =
606162 63646566
6768696A 6B6CODGE GF7Q07172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DBE 8F909192 93949596

AdditionalInput2 =
AQALIAZ A3A4ASAG
A7A8A9AA ABACADAE AFB@B1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFC@C1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

HR R R R R R R R R R R R R

3k 3k 3k 3k 3k 3k sk 3k 3k 3k 5k 3k 5k >k 5k >k 5k ok sk 3k sk ok sk 3k sk %k 3k 3k 3k 3k 3k 3k 3k 5k 3k 5k 3k 5k 3k 5k %k 3k >k 5k 3k 5k 3k 5k 3k 5k 3k >k %k >k %k >k %k >k sk kk k

Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A OBOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536



nonce is
20 21222324

personal_str is
404142 43444546
4748494A 4B4C4D4AE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6CODGE GF707172 73747576

prediction_resistance_flag = "No PredictionResistance”

Hash_df - Generate seed(which is V) - Step 2

seed_material is
000102 03040500 0708090A 0BOCODOE QF101112
13141516 1718191A 1B1CID1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4D4AE 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DGE 6F707172 73747576

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01000001 B8000102 03040506 0708090A OBOCODOE QF101112
13141516 1718191A 1B1C1D1E 1F2@2122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5CS5DSE
5F606162 63646566 6768696A 6B6C6DGE 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl|input_string) is
99B9537B 8427B8CE 23219A61 1CBE6106 44CF8503

temp =
99B9537B 8427B8CE 23219A61 1CBE6106 44CF8503

counter|Ino_of_bits_to_returnllinput_string is
02000001 B800V102 03040506 0708090A OBOCODOE OF101112



13141516 1718191A 1B1C1D1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6BO6CODOE 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl|input_string) is
EEC5BA22 DE1AB212 C3DQ858E 9E3B9026 D4E77D58

temp =
99B9537B 8427B8CE 23219A61 1CBE6106
44(CF8503 EEC5BA22 DE1AB212 (C3D@858E 9E3B9026 D4E77D58

counter| lno_of_bits_to_returnl|input_string is
03000001 B8000102 03040506 0708090A OBOCODOE OF101112
13141516 1718191A 1B1C1D1E 1F202122 23242526 2728292A
2B2(C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4ACADAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6C6D6E 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl|input_string) is
EQ2E85A2 314CE3D7 4A93324B 27BDE85F 5498B7AC

temp =
99B953 7B8427B8
CE23219A 611CBE61 0644CF85 @O3EECS5BA 22DE1AB2 12C3D085
8EQE3B90 26D4E77D S8EQ2E85 A2314CE3 D74A9332 4B27BDES8

V is
99B953 7B8427B8
CE23219A 611CBE61 0644CF85 @Q3EECS5BA 22DE1AB2 12C3D@8&5
8E9E3B90 26D4E77D S58EQ2E85 A2314CE3 D74A9332 4B27BDES

Hash_df - Generate C - Step 4

0x001 1V 1is
0099B953 7B8427B8
CE23219A 611CBE61 0644CF85 OQ3EEC5BA 22DE1ABZ2 12(C3D@85
8E9E3B90 26D4E77D S8EQZ2E85 A2314CE3 D74A9332 4B27BDE8



no_of_bits_to_return = 440

counter| lno_of_bits_to_returnl|input_string is
01 000001B8 ©@99B953 7B8427B8
CE23219A 611CBE61 0644CF85 @O3EECS5BA 22DE1AB2 12C3D085
8E9E3B90 26D4E77D S8EQ2E85 A2314CE3 D74A9332 4B27BDE8

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
A70266F7 F91EC4D2 88731479 34CEAF2A 2CC35AQF

temp =
A70266F7 FO1EC4D2 88731479 34CEAF2A 2CC35AQF

counter| Ino_of_bits_to_return|linput_string is
02 000001B8 ©@99B953 7B8427B8
CE23219A 611CBE6l 0644CF85 Q3EECS5BA 22DE1AB2 12C3D0@85
8E9E3B90 26D4E77D 58EQ2E85 A2314CE3 D74A9332 4B27BDE8

Hash(counter| Ino_of_bits_to_returnl|input_string) is
DS5EQQABA E79DC66@ SFABDGF5 F928E18C 63268E1A

temp =
A70266F7 FO1EC4D2 88731479 34CEAFZ2A
2CC35A0F DS5EQQABA E79DC660 SFABDGFS5 F928E18C 63268E1A

counter| Ino_of_bits_to_return|linput_string is
03 000001B8 ©099B953 7B8427B8
CE23219A 611CBE61l 0644CF85 @3EECSBA 22DE1AB2 12C3D@85
8E9E3B90 26D4E77D S8EQ2E85 A2314CE3 D74A9332 4B27BDE8

Hash(counter| Ino_of_bits_to_returnl|input_string) is
F485DA6C BF@416DC DC5FB8BC 9C94B6BC 511E@813



temp =
A70266 F7F91EC4
D2887314 7934CEAF 2A2CC35A OFDS5EQQA BAE79DC6 6@05FABDG6
F5F928E1 8C63268E 1AF485DA 6(CBF@416 DCDC5FB8 BC9C94B6

C is
A70266 F7F91EC4
D2887314 7934CEAF 2A2CC35A QFDS5EQQA BAE79DC6 6@SFABDG
F5F928E1 8C63268E 1AF485DA 6CBF@416 DCDCS5FB8 BC9C94B6

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 5k >k sk 3k sk 3k sk ok sk ok sk 3k 3k %k 3k 3k 3k 5k 3k 5k 3k 5k 3k 3k 3k 3k 3k 3k 3k sk sk sk 3k ok 3k 5k 3k 5k %k >k %k >k %k >k sk %k sk k sk k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320

additional_input
0606162 63646566
6768696A 6B6CODGE G6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Process additional_input

0x@21 1Vl ladditional_input 1is
0299B9 537B8427 B8CE2321 9A611CBE
610644CF 8503EEC5 BA22DE1A B212C3D@ 858E9E3B 9026D4E7
7D58EQ2E 85A2314C E3D74A93 324B27BD E8606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

w=Hash(0x02| V| |additional_input) is
AC253890 BEDFF91D BCBB8272 D02C21DA FO3A34F0

V is
99B953 7B8427B8
CE23219A 611CBE61 0644CF85 @O3EECS5BA 22DE1AB2 12C3D08&5
8E9E3B90 D2FA200E 17C027A3 SEECCF56 A776B50D 3B61F2D8



Hashgen

requested_no_of_bits

data is

CE23219A 611CBE61
8E9E3B90 DZ2FA200E

w_1i 1is

F1BC207E
W is

F1BC207E
1 =2
data is

CE23219A 611CBE61
8E9E3B90 DZ2FAZ00E

w_1i is
2AC598CA

Wis

666DC2C4 2AC598CA

returned_bits is

666DC2C4 2AC598CA

Update V

= 320

0644CF85
17CO27A3

EB432886

EB432886

0644CF85
17C027A3

0986F692

F1BC207E
0986F692

F1BC207E
0986F692

@O3EEC5BA
S5EECCF56

094421F3

094421F3

@3EEC5BA
5EECCF56

9FE367F8

EB432886
9FE367F8

EB432886
9FE367F8

99B953
22DE1AB2
A776B50D

A63493FA

A63493FA

99B953
22DE1AB2
A776B50@D

0311CA5A

094421F3
©0311CA5A

094421F3
0311CA5A

7B8427B8
12C3D085
3B61F2D8

666DC2C4

666DC2C4

7B8427B8
12C3D085
3B61F2D9

B988@D&@

A63493FA
B9880D80@

A63493FA
B9880D8A



0x0311V 1is
0399B953 7B8427B8
CE23219A 611CBE61 ©644CF85 @3EECS5BA 22DE1AB2 12C3D0@85
8E9E3B90 D2FAZ2QQE 17C027A3 SEECCF56 A776B50D 3B61F2D8

H is
FCC41757 COFC70A2 8251F561 A52504F5 BD602531

Updated values

V is
4QBBBA 737D467D
AQAB94AE DAS518D10 307192DF 13C4A5C4 DD(C5B878 73237(C5C
84976473 5C215DF3 F3B11E20 4DFDC8CF 297819BB BS55EACCO

reseed_counter 1is
0000 00000002

rnd_val is
F1BC207E EB432886 094421F3 A63493FA
666DC2C4 2AC598CA @986F692 9FE367F8 ©311CASA B988@D8D

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k >k 3k >k 3k >k 3k >k 3k >k 3k >k 3k >k 3k >k 5k >k 3%k 3k 3%k 3k 3%k 3k %k %k %k %k %k 3k %k 5%k %k 5%k %k 5%k >k 5%k >k 5%k >k 5%k 3k %k %k %k %k %k %k *k %k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320

additional_input
AOA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6

Process additional_input

0x021 1Vl ladditional_input is
0240BB BA737D46 7DA@AB94 AEDA518D
10307192 DF13C4AS5 (C4DDC5B8 7873237C 5(C849764 735C215D
F3F3B11E 204DFDC8 CF297819 BBB55EAC COAQAL1A2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE



BFCOC1C2Z (C3C4C5C6 C7C8CI9CA (CBCCCDCE CFD@D1DZ2

w=Hash(@x0@21 V| ladditional_input) is
108B9D20 24618A08 D862EABD CACBFC4D

V is
40QBBBA
AQAB94AE DA518D10 307192DF 13C4A5C4 DDC5B878
84976473 6CACFB14 1812A829 2660B38C F4441608

Hashgen

requested_no_of_bits = 320

data 1is
4QBBBA
AQAB94AE DA518D10 307192DF 13C4A5C4 DDC5B878
84976473 6CACFB14 1812A829 2660B38C F4441608

w_1i is

CEF3D6@1 F2744E37 16A9DQ4F 9AA8481A
W is

CEF3D601 F2744E37 16A9DQ4F 9AA8481A
1=2
data is

40BBBA
AQAB94AE DA518D1@ 307192DF 13C4A5C4 DDC5B878
84976473 ©6CACFB14 1812A829 2660B38C F4441608

w_1i 1is
D223014F EF8C8456 2708F833 A99817DD

W is

D3D4D5D6

261DB816

737D467D
73237C5C
DB7C64D6

737D467D
73237C5C
DB7C64D6

98D74518

98D74518

737D467D
73237C5C
DB7C64D7

62B7C90B



CEF3D601 F2744E37 16A9DO4F 9AA8481A
98D74518 D223014F EF8C8456 2708F833 A99817DD 62B7C90B

returned_bits is
CEF3D601 F2744E37 16A9D04F 9AA8481A
98D74518 D223014F EF8C8456 2708F833 A99817DD 62B7C9O0B

Update V

0x@311V 1is
0340BBBA 737D467D
AQAB94AE DA518D10 307192DF 13C4A5C4 DDC5B878 73237C5C
84976473 6CACFB14 1812A829 2660B38C F4441608 DB7C64D6

H is
3018C221 DFEEDDF@Q 43315A7D A9F4DC3A 91AQE9F1

Updated values
V is
E7BE21 6B766542

733407C3 53865BBF 5A9E5639 239A85CF 98AD563E D3832833
7A908D55 2928E3C4 12F6@OBF3 D6511221 7B1551FC 29BOE37F

reseed_counter is
0000 00000003

rnd_val is
CEF3D60Q1 F2744E37 16A9DQ4F 9AA8481A
98D74518 D223014F EF8(C8456 2708F833 A99817DD 62B7C90B

T e
Hash_DRBG

Requested Security Strength = 80

Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "ENABLED"

EntropyInput =

000102 03040506
0708090A OBOCODOE OF101112 13141516 1718191A 1B1CI1DI1E



1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8BBCB8DBE 8F909192 93949596 9798999A 9B9C9DIE
9FAQA1AZ A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed?) =
COC1C2 (C3C4C5C6
C7C8C9CA CBCCCDCE CFDQD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESEG E7VESEQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20 21222324
PersonalizationString = <empty>
AdditionalInput = <empty>
AR R R R R
3k 3k 3k ok sk sk 3k 3k ok sk sk sk 3k ok sk sk sk 3k 3k sk sk sk 3k 3k sk 3k sk 3k ok sk sk sk 3k ok sk sk sk 3k 3k ok sk sk sk 3k ok sk sk sk 3k ok sk sk sk 3k ok 3k sk sk k ok k %k
Hash_DRBG_Instantiate_algorithm
entropy_input is
000102 03040506

0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20 21222324

personal_str is <empty>
prediction_resistance_flag = "PredictionResistance”
Hash_df - Generate seed(which is V) - Step 2
seed_material is
00010203 04050607 ©8090A0B

OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353620 21222324



no_of_bits_to_return = 440

counter|Ino_of_bits_to_returnllinput_string is
01 000001B8 00010203 04050607 O80Q90A0B
OCODOEOF 10111213 14151617 18191A1B 1C1D1E1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353620 21222324

Hash(counter| Ino_of_bits_to_returnl||linput_string) is
DO8FB441 F2F4CB37 CF6C2420 A82C7427 ACF7FCFD

temp =
DO8FB441 F2F4CB37 CF6(C2420 A82C7427 ACF7FCFD

counter| Ino_of_bits_to_returnl|input_string is
02 000001B8 00010203 04050007 08090A0B
QCODOEQF 10111213 14151617 18191A1B 1C1D1E1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353620 21222324

Hash(counter| Ino_of_bits_to_returnl|input_string) is
79901438 34A5C256 AB283936 6D96348C FE8C97AB

temp =
DO8FB441 F2F4CB37 CFe(C2420 A82(C7427
ACF7FCFD 79901438 34A5(C256 AB283936 6D96348C FE8C97AB

counter|Ino_of_bits_to_return|linput_string is
03 000001B8 00010203 04050607 08090A0B
QCODOEQF 10111213 14151617 18191A1B 1C1D1E1F 20212223
24252627 28292A2B 2(C2D2E2F 30313233 34353620 21222324

Hash(counter| Ino_of_bits_to_returnl|input_string) is
6767BOSE 83A98040 6D94BEE3 3CBB8905 551B5451



temp =
DO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767B0 SE83A980 406D94BE E33CBB89

V is
DO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 560AB2839
366D9634 8CFE8(C97 AB6767BQ 5E83A980 400D94BE E33CBB89

Hash_df - Generate C - Step 4

0x001 1V 1is
00DO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8CI97 AB6767BO SE83A980 406D94BE E33CBB89

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 QODO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO SE83A980 406D94BE E33CBB&9

Hash(counter| Ino_of_bits_to_returnl|input_string) is
54(C5217B 5102D8DA 8BF1686E DBAB2BBC @C11BACC

temp =
54(C5217B 5102D8DA 8BF1686E DBABZBBC @C11BOCC

counter| lno_of_bits_to_returnl|input_string is
02 000001B8 QODO8FB4 41F2F4(B
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO S5E83A980 406D94BE E33CBB&9



Hash(counter| Ino_of_bits_to_returnl|input_string) is
BOFQAF23 4C24CF15 ECC8CB39 (C233AACA 48FCCEEE

temp =
54(C5217B 5102D8DA 8BF1686E DBABZBBC
0C11BOCC BOFOAF23 4C24CF15 ECC8CB39 (233AACA 48FCCEEE

counter|Ino_of_bits_to_returnllinput_string is
03 000001B8 QODO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BQ SE83A980 406D94BE E33CBB89

Hash(counter| Ino_of_bits_to_returnl|input_string) is
863DA881 FFCBB434 A6CCB7DA 2FB21018 3D9DB3CF

temp =
54(C521 7B5102D8
DA8BF168 GEDBABZ2B BCOC11B@® CCBOFQAF 234C24CF 15ECC8CB
39C233AA CA48FCCE EE863DA8 81FFCBB4 34A6CCB7 DA2FB210

Cis
54(521 7B5102D8
DA8BF168 6EDBABZ2B BCOAC11B@ CCBOFQAF 234C24CF 15ECC8CB
39C233AA CA48FCCE EE863DA8 81FFCBB4 34A6CCB7 DA2FB210

First call to Generate
3k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k %k %k 3k 3k 3k k %k >k 3k %k %k %k k sk sk sk k k ok k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 320

additional_input <empty>

Generate FAILED: Reseed is required



Hash_DRBG_Reseed_algorithm

entropy_input
808182
8788898A 8B8C8DSE 8F909192 93949596 9798999A
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2

additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2

seed_material is
01DO8F B441F2F4 (CB37CFoC
7427ACF7 FCFD7990 143834A5 (C256AB28 39366D96
97AB6767 BOSE83A9 80406D94 BEE33(CBB 89808182
8788898A 8B8C8D8E 8F909192 93949596 9798999A
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2

no_of_bits_to_return = 440

counter|Ino_of_bits_to_returnllinput_string is
01000001 B801DO8F B441F2F4 CB37CF6C
7427ACF7 FCFD7990 143834A5 C256AB28 39366D96
97AB6767 BOSE83A9 80406D94 BEE33CBB 89808182
8788898A 8B8C8D8E 8F909192 93949596 9798999A
9FAQALA2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2

83848586
9B9C9D9E
B3B4B5B6

2420A82C
348CFE8C
83848586
9BI9CIDIE
B3B4B5B6

2420A82C
348CFE8C
83848586
9BI9CIDIE
B3B4B5B6

Hash(counter| Ino_of_bits_to_returnl|input_string) is

OAQ441A5 2BEDF794 F5AA627B CBD81F93

temp =
0AQ441A5 2BEDF794 F5AA627B CBD81F93

counter| lno_of_bits_to_returnl|input_string is
02000001 B301DO8F B441F2F4 (B37CF6C
7427ACF7 FCFD7990 143834A5 (256AB28 39366D96
97AB6767 BOSE83A9 80406D94 BEE33CBB 89808182

EQ11D51F

EQ11D51F

2420A82C
348CFE8C
83848586



8788898A 8B8C8DSE 8F909192 93949596 9798999A 9B9CODOE
9FAQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ B3B4B5B6

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
3474802C 37507675 51B45B69 F3D35939 C932AE1C

temp =
0OA0441A5 2BEDF794 F5AA627B CBD81F93
EQ11D51F 3474802C 37507675 51B45B69 F3D35939 (932AE1C

counter|Ino_of_bits_to_returnllinput_string is
03000001 B301DO8F B441F2F4 (B37CF6C 2420A82C
7427ACF7 FCFD7990 143834A5 (256AB28 39366D96 348CFE&C
97AB6767 BOSE83A9 80406D94 BEE33CBB 89808182 83848586
8788898A 8B8CBDBE 8F909192 93949596 9798999A 9B9C9DIE
9FAQALIAZ A3A4ASA6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
B7C9894F B88465E@ CFD1CC26 1E22C5CB 08918264

temp =
OAQ441 AS52BEDF7
94F5AA62 7BCBD81F 93EQ11D5 1F347480 2C375076 7551B45B
69F3D359 39(C932AE 1CB7(C989 4FB88465 EQCFD1CC 261E22C5

0OAG441 ASZBEDF7
94F5AA62 7BCBD81F 93EQ11D5 1F347480 2C375076 7551B45B
69F3D359 39C932AE 1CB7(C989 4FB88465 EQCFD1CC 261E22C5

Hash_df - Generate C - Step 4

0x001 1V 1is
000A0441 AS2BEDF7
94F5AA62 7BCBD81F 93EQ11D5 1F347480 2C375076 7551B45B
69F3D359 39C932AE 1CB7(C989 4FB88465 EQCFD1CC 261E22C5

no_of_bits_to_return = 440



counter|lno_of_bits_to_returnllinput_string is
01 000001B8 0Q00AQR441 AS2BEDF7
94F5AAG62 7BCBD81F 93EQ11D5 1F347480 2C375076 7551B45B
69F3D359 39C932AE 1CB7(989 4FB88465 EQCFD1CC 261E22C5

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
©411C8B0 DBA756E8 842B3FBO 2D2FEB7C EEA56742

temp =
0411C8B0O DBA7S56E8 842B3FBQ 2D2FEB7C EEA56742

counter|lno_of_bits_to_returnllinput_string is
02 000001B8 00VAG441 AS2BEDF?
94F5AA62 7BCBD81F 93EQ11D5 1F347480 2C375076 7551B45B
69F3D359 39C932AE 1CB7(C989 4FB88465 EQCFD1CC 261E22C5

Hash(counter| Ino_of_bits_to_returnl|input_string) is
EE9379C9 QEGD3B2F 1010D4QF 4FADCADA 61CFDFB4

temp =
0411C8B0O DBA756E8 842B3FB@ 2DZ2FEB7C
EEA56742 EE9379C9 QEG6D3B2F 1010D40F 4FADCADA 61CFDFB4

counter| Ino_of_bits_to_returnl|input_string is
03 000001B8 00VAQ441 AS2BEDF?
94F5AA62 7BCBD81F 93EQ11D5 1F347480 2C375076 7551B45B
69F3D359 39(C932AE 1(CB7(989 4FB88465 EQCFD1CC 261E22C5

Hash(counter| Ino_of_bits_to_returnl|input_string) is
8AF847CA CC4(C92C6 144485C2 27CA@5B7 A3796150



temp =
0411C8 BODBA756
E8842B3F BO2D2FEB 7CEEA567 42EE9379 (9QE6D3B 2F1010D4
OF4F4ADCA DA61CFDF B48AF847 CACC4C92 (6144485 (C227CA@5

C is
0411C8 BODBA756
E8842B3F BO2D2FEB 7CEEA567 42EE9379 (9QEGD3B 2F1010D4
QF4F4ADCA DAG1CFDF B48AF847 CACC4(92 (6144485 (C227CAQ5

3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k %k >k 3k >k 3k >k 3k >k 3k >k 3k 3k 3k 3k 3k 3k 3%k 3k 3%k 3k %k 3k %k %k %k 5k %k 5%k >k 5k >k 5%k %k 5%k %k >k 3k >k %k >k %k %k %k %k %k k %k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320
additional_input <empty>
Hashgen

requested_no_of_bits = 320

data 1is
QAQ441 AS52BEDF7
94F5AA62 7BCBD81F 93EQ11D5 1F347480 2C375076 7551B45B
©69F3D359 39C932AE 1CB7C989 4FB88465 EQCFD1CC 261E22(C5

w_1i is

56EF4913 373994D5 539F4D7D 17AFE744 8CDFS5E72
W is

56EF4913 373994D5 539F4D7D 17AFE744 8CDF5E72
1 =2
data is

0AQ441 AS52BEDF7
94F5AA62 7BCBD81F 93EQ11D5 1F347480 2C375076 7551B45B
69F3D359 39(C932AE 1CB7(989 4FB88465 EQCFD1CC 261E22C6



w_1i is
416CC6A7 1A340059 FAODSAES 26B23250 (C46C0944

Wis
56EF4913 373994D5 539F4D7D 17AFE744
8CDF5E72 416CCOA7 1A340059 FAQDSAES 26B23250 (C46(0944

returned_bits is
56EF4913 373994D5 539F4D7D 17AFE744
8CDF5E72 416CCO0A7 1A340059 FAQDSAES 26B23250 C46CQ944

Update V

Ox@311V 1is
030A0441 ASZ2BEDF7
94F5AA62 7BCBD81F 93EQ11D5 1F347480 2C375076 7551B45B
69F3D359 39C932AE 1CB7C989 4FB88465 EQCFD1CC 261E22C5

H is
2681DFB1 64FD2DEZ2 434QEDAF 404D2DC2 E732C72E

Updated values

V is
QE160A 5607954E
7D79D5A2 2BF9080B 1@CEB73C 622307F9 F545BDB1 A461C52F
79432124 3AACE23F 363FEFB3 5DCS5BEA7 E7314414 CF78B3F9

reseed_counter is
0000 00000002

rnd_val 1is
S56EF4913 373994D5 539F4D7D 17AFE744
8CDF5E72 416CCOA7 1A340059 FAQDSAES 26B23250 (C46(0944

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k >k %k >k %k >k %k >k 3k >k 3k >k 5k 3k 3k >k 3k 3k 3k 3k 3k 3k 3k 3k 5%k 3k %k 3k %k %k %k 3k >k 5k >k 5k 3k 5k 3k 5k %k >k %k >k %k >k %k %k %k %k %k k %k k



Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320
additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
COC1C2 C3C4C5C6
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5Do D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 EVES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2

seed_material is
010E16 ©QA560795 4E7D79D5 A22BF908
@B1OCEB7 3C622307 F9F545BD B1A461C5 2F794321 243AACE2
3F363FEF B35DC5BE A7E73144 14CF78B3 F9C@C1C2 (C3C4C5Co
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4E5EG EVE8E9EA EBECEDEE EFFQF1F2 F3F4F5F6

no_of_bits_to_return = 440

counter|lno_of_bits_to_returnllinput_string is
01000001 B8Q1OE16 @QAS60795 4E7D79D5 A22BF908
@B1OCEB7 3(622307 FOF545BD B1A461C5 2F794321 243AACE2
3F363FEF B35DC5BE A7E73144 14CF78B3 F9C@OC1C2 C3C4C5C6
C7C8C9CA (BCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7VES8EQEA EBECEDEE EFF@QF1F2 F3F4F5F6

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
DC24DF10 2FA9F96C C1CFF8C1 16C79D14 97D7(27B

temp =
DC24DF10 2FA9F96C C1CFF8C1 16C79D14 97D7(C27B



counter|lno_of_bits_to_returnllinput_string is
02000001 B8Q1OE16 @AS60795 4E7D79D5 A22BF908
@B1OCEB7 3C622307 FOF545BD B1A461C5 2F794321 243AACE2
3F363FEF B35DC5BE A7VE73144 14CF78B3 F9COC1C2 (C3C4(C5C6
C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ESEQEA EBECEDEE EFFOF1F2 F3F4F5F6

Hash(counter| Ino_of_bits_to_returnl|input_string) is
BASBA8Q1 E1562193 353F31E3 22395784 69B8OF2F

temp =
DC24DF1@ 2FA9F96C C1CFF8C1 16C79D14
97D7C27B BASBA8Q1 E1562193 353F31E3 22395784 69B8OF2F

counter|Ino_of_bits_to_return|linput_string is
03000001 B801OE1l6 @OAS560795 4E7D79D5 A22BF908
@B1OCEB7 3C622307 FIF545BD B1A461C5 2F794321 243AACE2
3F363FEF B35DCSBE A7E73144 14CF78B3 F9CQC1C2 (C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5Do D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Hash(counter| Ino_of_bits_to_returnl|input_string) is
51645437 28717F17 1FDB@Q2B2 AD5795F2 3D794EBE

temp =
DC24DF 102FA9F9
6CC1CFF8 C116C79D 1497D7C2 7BBA5SBA8 ©1E15621 93353F31
E3223957 8469B8QF 2F516454 3728717F 171FDB@2 B2AD5795

V is
DC24DF 102FA9F9
6CC1CFF8 C116C79D 1497D7C2 7BBAS5SBA8 01E15621 93353F31
E3223957 8469B8QF 2F516454 3728717F 171FDB@2 B2AD5795



Hash_df - Generate C - Step 4

0x001 1V 1is
0QODC24DF 102FA9F9
6CC1CFF8 (C116C79D 1497D7C2 7BBASBA8 @1E15621 93353F31
E3223957 8469B80F 2F516454 3728717F 171FDB@2 B2AD5795

no_of_bits_to_return = 440

counter|Ino_of_bits_to_returnllinput_string is
01 000001B8 @ODC24DF 1@2FA9F9
6CC1CFF8 (C116C79D 1497D7C2 7BBASBA8 ©1E15621 93353F31
E3223957 8469B8QF 2F516454 3728717F 171FDB@2 B2AD5795

Hash(counter| Ino_of_bits_to_returnl|input_string) is
FFAF4566 5B11@CA1 335A3FCE 73A7981D @QFD5C8D9

temp =
FFAF4566 5B110CA1 335A3FCE 73A7981D @QFD5C8D9

counter|lno_of_bits_to_returnllinput_string is
02 000001B8 @@DC24DF 102FA9F9
6CC1CFF8 C116C79D 1497D7C2 7BBASBA8 ©@1E15621 93353F31
E3223957 8469B8OF 2F516454 3728717F 171FDB@2 B2AD5795

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
@3F65FAA 46A3D597 BF34C4EQ (CC167560 AB94EC10

temp =
FFAF4566 5B110CA1 335A3FCE 73A7981D
OFD5C8D9 O3F65FAA 46A3D597 BF34C4EQ CC167560 AB94EC10Q



counter|Ino_of_bits_to_returnllinput_string is
03 000001B8 @ODC24DF 1@02FA9F9
6CC1CFF8 (C116C79D 1497D7C2 7BBASBA8 @1E15621 93353F31
E3223957 8469B8QF 2F516454 3728717F 171FDB@2 B2AD5795

Hash(counter| Ino_of_bits_to_returnl|input_string) is
D6415F37 83B01567 891B5766 2ABB39CD 3B7734E9

temp =
FFAF45 665B110C
A1335A3F CE73A798 1DOFD5C8 D9@3F65F AA46A3D5 97BF34(C4
EQCC1675 60AB94EC 10D6415F 3783B015 67891B57 662ABB39

C is
FFAF45 665B110C
A1335A3F CE73A798 1DQFD5C8 D9Q3F65F AA46A3D5 97BF34(4
EQCC1675 60AB94EC 10D6415F 3783B015 67891B57 662ABB39

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k %k >k %k >k 3k >k 3k >k 5k 3k 5k 3k 3k 3k 5k 3k 3k 3k 3%k 3k 3%k 3k %k %k %k %k %k 5k >k 5k >k 5k 3k 5k 3k 5k 3k >k %k >k %k %k %k %k %k %k %k k %k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320
additional_input <empty>
Hashgen

requested_no_of_bits = 320

data 1is
DC24DF 102FA9F9
6CC1CFF8 (C116C79D 1497D7C2 7BBAS5BA8 0Q1E15621 93353F31
E3223957 8469B8QF 2F516454 3728717F 171FDB@2 B2AD5795

w_1i is
575B37A2 739814F9 66C63B60 A2C4F149 CA9ACC84

W is
575B37A2 739814F9 66C63B60 A2C4F149 CA9ACC84



data is

6CC1CFF8

E3223957

w_1i is

Wis

CA9ACC84

C116C79D
8469B80OF

FC4B2549

FC4B2549

returned_bits is

CA9ACC84

FC4B2549

1497D7(C2
2F516454

3289B085

575B37A2
3289B085

575B37A2
3289B085

Update V
0x0311V is
6CC1CFF8
E3223957

H is

Updated values
V is
@ODF52A38
C3EE4FCD

reseed_counter

C116C79D
8469B80OF

756401AD

8F8AGF35
5A794EA9

is

1497D7C2
2F516454

FDF@39BC

31A7AD&B
3E17DF70

7BBASBA8
3728717F

Co7B2E30

739814F9
C67B2E30

739814F9
C67B2E30

7BBASBA8
3728717F

B59817FD

54BE5207
24443991

DC24DF
01E15621
171FDB0@2

F5F@B99A

66C63B60
F5FOB99A

66C63B60
F5F@B99A

03DC24DF
01E15621
171FDB0@2

00828E2F

DBD424
AC27F9F7
7F2B8489

0000

102FA9F9
93353F31
B2AD5796

2C349E2A

A2C4F149
2C349E2A

A2C4F149
2C349E2A

102FA9F9
93353F31
B2AD5795

56BF8C85

768ABB06
2AF473F6
6F979F54

00000002



rnd_val is
575B37A2 739814F9 66C63B60 A2C4F149
CA9ACC84 FC4B2549 3289B085 C67B2E30 FS5FOB99A 2(C349E2A

R R
Hash_DRBG

Requested Security Strength = 80

Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A 0BOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8BBCB8DBE 8F909192 93949596 9798999A 9B9C9DIE
9FAQAL1AZ A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4BS5B6

EntropyInput2 (for Reseed?2) =
COC1C2 (C3C4C5C6
C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESEG E7VESE9EA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20 21222324

PersonalizationString = <empty>

AdditionalInputl =
606162 63646566
6768696A 6B6CODGE GF707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DEE 8F909192 93949596

AdditionalInput2 =
AQA1IAZ A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFC@C1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

HR R S R R R R R R R R



3k 3k 3k >k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k %k >k %k >k 5k >k 3k >k 5k 3k 5k 3k 3k 3k 3%k 3k 5%k 3k >k %k %k 3k %k 5k >k 5k >k 5k 3k 5k 3k >k 3k >k %k >k %k >k %k %k %k %k 5k k >k k*k

Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce is
20 21222324

personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"
Hash_df - Generate seed(which is V) - Step 2
seed_material is
00010203 04050607 08090A0B

OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F 20212223
24252627 28292A2B 2(C2D2E2F 30313233 34353620 21222324

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnllinput_string is
01 000001B8 00010203 04050607 O8090A0B
OCODOEQF 10111213 14151617 18191A1B 1C1D1E1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353620 21222324

Hash(counter| Ino_of_bits_to_returnl|input_string) is
DO8FB441 F2F4(CB37 CFo(C2420 A82C7427 ACF7FCFD

temp =
DO8FB441 F2F4CB37 CFe6C2420 A82C7427 ACF7FCFD



counter|Ino_of_bits_to_returnllinput_string is
02 000001B8 00010203 04050607 O8090A0B
OCODOEQF 10111213 14151617 18191A1B 1C1D1E1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353620 21222324

Hash(counter| Ino_of_bits_to_returnl|input_string) is
79901438 34A5C256 AB283936 6D96348C FE8C97AB

temp =
DO8FB441 F2F4CB37 CFe6(C2420 A82(C7427
ACF7FCFD 79901438 34A5C256 AB283936 6D96348C FE8C97AB

counter| lno_of_bits_to_returnl|input_string is
03 000001B8 00010203 04050607 08090A0B
QCODOEQF 10111213 14151617 18191A1B 1CI1D1E1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353620 21222324

Hash(counter| Ino_of_bits_to_returnl|input_string) is
6767BOSE 83A98040 ©D94BEE3 3CBB8905 551B5451

temp =
DO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5(C2 56AB2839
366D9634 8CFE8C97 AB6767BO SE83A980 406D94BE E33CBB89

DO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO SE83A980 406D94BE E33CBB89

Hash_df - Generate C - Step 4

0x001 1V 1is
00DO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO SE83A980 406D94BE E33CBB89

no_of_bits_to_return = 440



counter|Ino_of_bits_to_returnllinput_string is
01 000001B8 QODO8FB4 41F2F4(B
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO S5E83A980 406D94BE E33CBB&9

Hash(counter| Ino_of_bits_to_returnl|input_string) is
54(C5217B 5102D8DA 8BF1686E DBAB2BBC @C11B@CC

temp =
54(C5217B 5102D8DA 8BF1686E DBABZ2BBC ©C11B@CC

counter|lno_of_bits_to_return!linput_string is
02 000001B8 OODO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767B@ SE83A980 406D94BE E33CBB89

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
BOFQAF23 4(C24CF15 ECC8CB39 (233AACA 48FCCEEE

temp =
54(C5217B 5102D8DA 8BF1686E DBABZBBC
0C11BOCC BOFOAF23 4C24CF15 ECC8CB39 (C233AACA 48FCCEEE

counter| Ino_of_bits_to_return|linput_string is
03 000001B8 QODO8FB4 41F2F4CB
37CF6C24 20A82C74 27ACF7FC FD799014 3834A5C2 56AB2839
366D9634 8CFE8C97 AB6767BO SE83A980 406D94BE E33CBB89

Hash(counter| Ino_of_bits_to_returnl|input_string) is
863DA881 FFCBB434 A6CCB7DA 2FB21018 3D9DB3CF



temp =
54C521 7B5102D8
DA8BF168 6EDBABZ2B BCOC11BO® CCBOFOAF 234C24CF 15ECC8CB
39C233AA CA48FCCE EE863DA8 81FFCBB4 34A6CCB7 DA2FB210Q

Cis
54(C521 7B5102D8
DA8BF168 GEDBAB2B BCQC11BQ CCBOFQAF 234(C24CF 15ECC8CB
39C233AA CA48FCCE EE863DA8 81FFCBB4 34A6CCB7 DAZ2FB210

First call to Generate

ok ok ok ok o ok ok ok ok 3 ok ok ok ok 3 ok ok ok ok 3 ok ok ok ok 3k ok ok o ok 3k ok ok o ok sk ok ok o ok ok ok ok 3k oK ok ok ok ok ok ok o ok ok ok ok ok ok sk ok

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320

additional_input
606162 63646566
6768696A 6B6COD6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586
8788898A 8B8C8DSE 8F909192 93949596 9798999A 9BIC9DOE
9FAQALIAZ A3A4A5A6 A7A8A9AA ABACADAE AFB@OB1B2 B3B4B5B6

additional_input
606162 63646566
6768696A 6B6COD6GE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Hash_df - Generate seed(which is V) - Step 2

seed_material is
01D0 8FB441F2 F4CB37CF 6C2420A8 2C7427AC F7FCFD79
90143834 A5C256AB 2839366D 96348CFE 8C97AB67 67BOSE83



A980406D 94BEE33C BB898081 82838485 86878889
8E8F9091 92939495 96979899 9A9B9C9D 9EIFAQAL
AGA7A8A9 AAABACAD AEAFBOB1 BZ2B3B4B5 B6606162
6768696A 6B6CODOE 6F7Q7172 73747576 7778797A
7F808182 83848586 8788898A 8B8C8DSE 8F909192

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is

01B801D0
90143834
A980406D
8E8F9091
AGA7A8A9
6768696A
7F808182

8FB441F2 F4CB37CF
A5C256AB 2839366D
94BEE33C BB898081
92939495 96979899
AAABACAD AEAFBOB1
6B6C6D6E 6F707172
83848586 8788898A

6C2420A8
96348CFE
82838485
9A9B9ICID
B2B3B4B5
73747576
8B8C8DEE

2C7427AC
8C97AB67
86878889
9E9FAQAL
B6606162
7778797A
8F909192

8A8B8C8D
A2A3A4A5
63646566
7B7C7D7E
93949596

010000
F7FCFD79
67BO5E83
8A8B8C8D
A2A3A4A5
63646566
7B7C7D7E
93949596

Hash(counter| Ino_of_bits_to_returnl|input_string) is
8FDEC9EG 189636F@ ASCES53E8 1C13AC93 84FAFBAQ

temp =

8FDEC9E6 189636F@ ASCES3E8 1C13AC93 84FAFBAOQ

counter| lno_of_bits_to_returnl|input_string is

©01B801D0
90143834
A980406D
8E8F9091
AGA7A8A9
6768696A
7F808182

8FB441F2 F4CB37CF
A5C256AB 2839366D
94BEE33C BB898081
92939495 96979899
AAABACAD AEAFBOB1
6B6C6D6E 6F707172
83848586 8788898A

6C2420A8
96348CFE
82838485
9A9B9CID
B2B3B4B5
73747576
8B8C8DSE

2C7427AC
8C97AB67
86878889
9E9FAQAL
B6606162
7778797A
8F909192

020000
F7FCFD79
67BO5E83
8A8B8C8D
A2A3A4A5
63646566
7B7C7D7E
93949596

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
EESQC1E2 C8AQ99DE 41D8CC7A 31429E8C 8C8880QE3

temp =



8FDEC9E6 189636F@ ASCES53E8 1C13AC93
84FAFBA@ EE50CL1EZ2 C8AQ99DE 41D8CC7A 31429E8C 8C8880OE3

counter|Ino_of_bits_to_return|linput_string is

01B801D0
90143834
A980406D
8E8F9091
AGA7A8A9
6768696A
7F808182

8FB441F2
A5C256AB
94BEE33C
92939495
AAABACAD
6B6C6D6E
83848586

F4CB37CF
2839366D
BB898081
96979899
AEAFBOB1
6F707172
8788898A

6C2420A8
96348CFE
82838485
9A9B9ICID
B2B3B4B5
73747576
8B8C8DEE

2C7427AC
8C97AB67
86878889
9E9FAQAL
B6606162
7778797A
8F909192

030000
F7FCFD79
67BO5E83
8A8B8C8D
A2A3A4A5
63646566
7B7C7D7E
93949596

Hash(counter| Ino_of_bits_to_returnl|input_string) is
B45D89DB 612CD9D2 8A55CQFQ D1F8F98B 1791FF77

temp =

8FDEC9

FOASCES3 E81C13AC 9384FAFB AQEE50C1 E2C8A@99
7A31429E 8(C8C8880 E3B45D89 DB612CD9 D28A55CO

V is

8FDEC9

FOASCES3 E81C13AC 9384FAFB AQEE50C1 E2C8AQ99
7A31429E 8(C8(C8880 E3B45D89 DB612CD9 D28A55CO

Hash_df - Generate C - Step 4

Ox001 1V 1is

0@08FDEC9

FOASCES3 E81C13AC 9384FAFB AQEE50C1 E2C8A@99
7A31429E 8(C8(C8880 E3B45D89 DB612CD9 D28A55C0O

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnllinput_string is

E6189636
DE41D8CC
FOD1F8F9

E6189636
DE41D8CC
FOD1F8F9

E6189636
DE41D8CC
FOD1F8F9



01 000001B8 @OBFDECO E6189636
FOASCE53 E81C13AC 9384FAFB AQEE50C1 EZ2C8A@99 DE41D8CC
7A31429E 8(C8C8880 E3B45D89 DB612CD9 D28A55CO FOD1F8F9

Hash(counter| Ino_of_bits_to_returnl|input_string) is
97D07631 B22F7(C95 7F19F844 FADC2AFA 6FF97(C35

temp =
97D07631 B22F7C95 7F19F844 FADC2AFA 6FF97(C35

counter|lno_of_bits_to_returnllinput_string is
02 000001B8 @O8FDECY E6189636
FOASCE53 E81C13AC 9384FAFB AQEES50C1 E2C8A@99 DE41D8CC
7A31429E 8(C8C8880 E3B45D89 DB612CD9 D28A55CQ FOD1F8F9

Hash(counter| Ino_of_bits_to_returnl|input_string) is
66189821 6991D15B DA75BBD@® SEDF8AQF A8QCCAB9

temp =
97D07631 B22F7C95 7F19F844 F4DC2AFA
6FF97C35 66189821 6991D15B DA75BBDO SEDFS8AQF A80CCAB9

counter| lno_of_bits_to_returnl|input_string is
03 000001B8 @O8FDECY E6189636
FOASCE53 E81C13AC 9384FAFB AQEESQC1 E2C8AQ99 DE41D8CC
7A31429E 8C8C8880 E3B45D89 DB612CD9 D28A55CQ FOD1F8F9

Hash(counter| Ino_of_bits_to_returnl|input_string) is
5195F479 (D762022 35102EF6 27291945 8BCA75D5

temp =
97D0@76 31B22F7C
957F19F8 44F4DC2A FAG6FF97C 35661898 216991D1 S5BDA75BB
DOSEDF8A QFA8QCCA B95195F4 79(D7620 2235102E F6272919



Cis
97D076 31B22F7C
957F19F8 44F4DC2A FA6FF97C 35661898 216991D1 S5BDA75BB
DOSEDF8A QFA8@QCCA B95195F4 79CD7620 2235102E F6272919

3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 3k sk >k sk 3k sk 3k sk 3k sk 3k sk 3k sk %k 3k 3k 3k 5k 3k 5k 3k 3k 3k 3k 3k 3k ok 3k ok sk 3k sk 3k ok 3k 5k 3k 5k 3k >k %k >k %k >k sk %k sk k sk k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320
additional_input <empty>
Hashgen

requested_no_of_bits = 320

data 1is
8FDEC9 E6189636
FOASCE53 E81C13AC 9384FAFB AQEE50C1 E2C8A@99 DE41D8CC
7A31429E 8(C8C8880Q E3B45D89 DB612CD9 D28A55C@ FOD1F8F9

w_1i 1is

183C242A 1430E46C 4ED70B4D BE1BF9AB QAB8721C
W is

183C242A 1430E46C 4ED70B4D BE1BF9AB QAB8721C
1 =2
data is

8FDECY E6189636
FOASCES3 E81C13AC 9384FAFB AQEES50C1 EZ2C8A@99 DE41D8CC
7A31429E 8(C8C8880 E3B45D89 DB612CD9 D28A55CO FOD1F8FA

w_1i is
DCA2A2D1 820AD6F6 (9568585 43B2AA19 1D8D1287



W is
183C242A 1430E46C 4ED70B4D BE1BF9AB
OAB8721C DCA2A2D1 820AD6F6 (9568585 43B2AA19 1D8D1287

returned_bits is
183C242A 1430E46C 4ED70B4D BE1BF9AB
©QAB8721C DCA2A2D1 820QAD6F6 (9568585 43B2AA19 1D8D1287

Update V
0x0311V 1is
038FDEC9 E6189636

FOASCE53 E81C13AC 9384FAFB AQEE50C1 E2C8A@99 DE41D8CC
7A31429E 8(C8(C8880 E3B45D89 DB612CD9 D28A55CO F@D1F8F9

H is
4CoA1544 99C73778 BO37DE2C 2EB36123 8ADB312A
Updated values
V is
27AF40 17CAC5B3

8624E84C 2D1QEFD7 8DF4F477 D654695A 0432326B 3A1C4E88
4A902228 EB9EAA90 36(CD2AF7 05668126 2372C713 71D4533D

reseed_counter 1is
0000 00000002

rnd_val is
183C242A 1430E46C 4ED70B4D BE1BF9AB
©QAB8721C DCA2A2D1 820AD6F6 (9568585 43B2AA19 1D8D1287

Second call to Generate
sk 3k sk ok ok % ok ok 3k ok ok 3 ok ok 3 ok ok 3k ok ok 3k ok 3k 3k ok 3k 3k ok 3k 3k ok 3k 3k ok ok ok ok ok ok ok sk ok ok 3k ok ok 3k ok ok 3k ok ok sk ok ok %k ok ok sk K ok k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 320

additional_input



AQA1AZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8BOBA BBBCBDBE
BFCOC1C2Z C3C4C5C6 C7C8C9CA (CBCCCDCE CFD@D1DZ2 D3D4D5D6

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
cocicz
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DIDA
DFEQE1E2 E3E4ESE6 E7ES8EQEA EBECEDEE EFFQF1F2

(3C4C5C6
DBDCDDDE
F3F4F5F6

additional_input

AQALIA2 A3A4ASA6
B3B4B5Bo B7B8B9BA BBBCBDBE
CBCCCDCE CFD@D1D2 D3D4D5D6

A7A8A9AA ABACADAE AFBOB1BZ
BFCOC1C2 C3C4C5C6 C7C8COCA

Hash_df - Generate seed(which is V) - Step 2
seed_material is
0127 AF4017CA
695A0432 326B3A1C
81262372 (C71371D4
CECFD@OD1 D2D3D4D5
EGE7E8E9 EAEBECED
A7A8A9AA ABACADAE
BFC@C1C2 C3C4C5Co

C5B38624
4E884A90
533DCaC1
DeD7D8D9
EEEFFOF1
AFBOB1B2
C7C8COCA

E84(C2D10
2228E89E
C2C3C405
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

EFD78DF4
AA9036(CD

F477D654
2AF70566
CeC7C8C9 CACBCCCD
DEDFEQE1 EZ2E3E4E5S
F6AQALAZ A3A4A5A6
B7B8BOBA BBBCBDBE
CFD@D1D2 D3D4D5D6

no_of_bits_to_return = 440

counter|Ino_of_bits_to_return|linput_string is
010000

01B80127 AF4017CA
695A0432 326B3A1C
81262372 (C71371D4
CECFD@D1 D2D3D4D5
E6GE7ES8E9 EAEBECED
A7A8A9AA ABACADAE
BFCOC1C2Z C3C4C5C6

(C5B38624 E84(2D10
4E884A90 2228E89E
533DCAC1 C2C3C4C5
DeD7D8D9 DADBDCDD
EEEFFOF1 F2F3F4F5
AFBOB1B2 B3B4B5B6
C7C8C9CA CBCCCDCE

EFD78DF4
AA9036(CD

F477D654
2AF70566
CeC7C8C9 CACBCCCD
DEDFEQE1 EZ2E3E4E5S
F6AQALAZ A3A4A5A6
B7B8BOBA BBBCBDBE
CFD@D1D2 D3D4D5D6



Hash(counter| Ino_of_bits_to_returnllinput_string) is
2C9COD8@ ©3E34023 BES5B63FD B9D224B4 250CC815

temp =
2C9C0OD8@ 03E34023 BESB63FD BI9D224B4 250CC815

counter| Ino_of_bits_to_returnl|input_string is

020000
01B80127 AF4017CA (5B38624 E84(2D1@ EFD78DF4 F477D654
695A0432 326B3A1C 4E884A90 2228E89E AA9036(D 2AF70566
81262372 (C71371D4 533DCOC1 C2C3C4C5 C6C7C8C9 CACBCCCD
CECFD@D1 D2D3D4D5 D6D7D8D9 DADBDCDD DEDFEQE1 E2E3E4ES
EGE7ES8E9 EAEBECED EEEFFQF1 F2F3F4F5 FOAQALA2 A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFC@C1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

Hash(counter| Ino_of_bits_to_returnl|input_string) is
SBD1EED8 E55D9106 2FDD2764 B8AEA9C8 2F847EQ9

temp =
2C9CoD8@ ©03E34023 BESBG63FD B9D224B4
250CC815 S5BD1EED8 E55D9106 2FDD2764 B8AEA9C8 2F847EQ9

counter|Ino_of_bits_to_return|linput_string is

030000
01B80127 AF4017CA (C5B38624 E84(C2D10 EFD78DF4 F477D654
695A0432 326B3A1C 4E884A90 2228E89E AA9036(CD 2AF70566
81262372 (71371D4 533DCOC1 C2C3C4C5 C6C7C8C9 CACBCCCD
CECFD@OD1 D2D3D4D5 D6D7D8D9 DADBDCDD DEDFEQ@E1l EZ2E3E4ES
E6EVESEQ EAEBECED EEEFFOF1 F2F3F4F5 FO6AQA1AZ A3A4A5A6
A7A8A9AA ABACADAE AFB@B1B2 B3B4B5B6 B7B8BO9BA BBBCBDBE
BFC@C1C2 (3C4C5C6 C7C8CI9CA (CBCCCDCE CFD@D1D2 D3D4D5D6

Hash(counter| Ino_of_bits_to_returnl|input_string) is
A3FEA1C7 117D6F7D D2EF777D 7CF3EBAC 38E0Q3050



temp =
2C9C@OD 8003E340
23BE5B63 FDBOD224 B4250CC8 155BD1EE D8E55D91 062FDD27
©64B8AEA9 (C82F847E Q9A3FEA1l C7117D6F 7DD2EF77 7D7CF3EB

V is
2C9COD 8003E340
23BE5B63 FDB9D224 B4250CC8 155BD1EE D8E55D91 062FDD27
64B8AEA9 (C82F847E @9A3FEA1 C7117DoF 7DD2EF77 7D7CF3EB

Hash_df - Generate C - Step 4

0x001 1V 1is
002C9C@D 8003E340
23BE5B63 FDB9D224 B4250CC8 155BD1EE D8ES55D91 062FDD27
64B8AEA9 (82F847E @Q9A3FEA1l C7117D6F 7DDZ2EF77 7D7CF3EB

no_of_bits_to_return = 440

counter|Ino_of_bits_to_returnllinput_string is
01 000001B8 002C9C@D 80@3E340
23BE5B63 FDB9D224 B425@0CC8 155BD1EE D8ES5D91 062FDD27
64B8AEA9 (C82F847E @9A3FEAl C7117D6F 7DD2EF77 7D7CF3EB

Hash(counter| Ino_of_bits_to_returnl|input_string) is
7E8AA493 4272F2A2 8BBFD7AF CC88CE1C 8QOA38EA

temp =
7E8AA493 4272F2A2 8BBFD7AF CC88CE1C 806A38EA

counter|Ino_of_bits_to_returnllinput_string is
02 000001B8 ©02C9CAD 8003E340
23BE5B63 FDB9D224 B425@0CC8 155BD1EE D8ES5D91 062FDD27
64B8AEA9 (82F847E @9A3FEA1 C7117D6F 7DD2EF77 7D7CF3EB



Hash(counter| Ino_of_bits_to_returnl|linput_string) is
7B8945(C8 D1BGF175 0378546A B1A29600 D644ECS52

temp =
7E8AA493 4272F2A2 8BBFD7AF CC88CELC
806A38EA 7B8945(8 D1B6F175 0378546A B1A29600 D644ECS52

counter| Ino_of_bits_to_returnl|input_string is
03 000001B8 ©02C9CAD 8003E340
23BE5B63 FDB9D224 B4250CC8 155BD1EE D8ES55D91 @62FDD27
04B8AEA9 (82F847E @Q9A3FEA1l (C7117D6F 7DD2EF77 7D7CF3EB

Hash(counter| Ino_of_bits_to_returnl|input_string) is
QE8BFFF6 OCB77FA5 4BB11A83 31CB24BD 9A5B8B7F

temp =
7E8AA4 934272F2
A28BBFD7 AFCC88CE 1C806A38 EA7B8945 (C8D1B6F1l 75037854
6AB1A296 00D644EC S520QE8BFF F6@CB77F AS54BB11A 8331(CB24

C is
7E8AA4 934272F2
A28BBFD7 AFCC88CE 1C806A38 EA7B8945 C8D1B6F1 75037854
©6AB1A296 00@D644EC 520E8BFF Fo@CB77F A54BB11A 8331CB24

3k 3k 3k 3k 3k 3k 3k 3k 5k ok 5k 3k sk 3k sk ok sk 3k sk ok sk 3k sk 3k 3k 3k 3k 5k 3k 5k 3k 5k 3k sk 3k 3k 3k 3k ok sk sk sk 3k ok 3k 5k sk 3k 3k ok %k >k k >k sk >k sk %k sk k %k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320
additional_input <empty>
Hashgen

requested_no_of_bits = 320



data is

23BE5B63 FDB9D224
64B8AEA9 (82F847E

w_1i is

F196F9BD
W is

F196F9BD
1=2
data is

23BE5B63 FDB9D224
64B8AEA9 (C82F847E

w_1i 1is
1FBF4369

W is

@ODOE7CO9 1FBF4369

returned_bits is

@ODOE7CO9 1FBF4369

Update V
0x0311V is
23BE5B63 FDB9D224
64B8AEA9 (C82F847E

His
oB77061B

B4250CC8 155BD1EE
@9A3FEA1 C7117D6F

021C745C BD5AC7BF

021C745C BD5ACYBF

B4250CC8 155BD1EE
@9A3FEA1 C7117D6F

40E63A19 8EE770D9

F196F9BD 021C745C
40E63A19 8EE770D9

F196F9BD ©21C745C
40E63A19 8EE770D9

B4250CC8 155BD1EE
@9A3FEA1 C7117D6F

ED13DFBC 0226822E

2C9CaD
D8E55D91
7DD2EF77

CE48EAAF

CE48EAAF

2C9CeD
D8E55D91
7DD2EF77

A4F07186

BD5AC7BF
A4F07186

BD5AC7BF
A4F07186

032C9CaD
D8E55D91
7DD2EF77

FOZ2EB752

8003E340
062FDD27
7D7CF3EB

@ODOE7C@9

@ODOE7(C@9

8003E340
062FDD27
7D7CF3EC

69AF2B(C9

CE48EAAF
69AF2BC9

CE48EAAF
69AF2BC9

8003E340
062FDD27
7D7CF3EB

A7561855



Updated values

V is
AB26B2 13465632
C64A1B3B AD865AF2 DOA57700 FFD75B34 A1B71482 7B33557B
CF6A5140 347CCF86 48Co60A5D BF44B71E 134D57E4 A804D765

reseed_counter 1is
0000 00000002

rnd_val 1is
F196F9BD ©21C745C BDSAC7BF CE48EAAF
ODOE7CQ9 1FBF4369 40QE63A19 8EE770D9 A4FQ7186 69AF2BC9O

B i
Hash_DRBG

Requested Security Strength = 80

Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A OBOCODOE QF101112 13141516 1718191A 1B1CI1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DSE 8F909192 93949596 9798999A 9BI(9DOE
9FAQALIAZ A3A4A5A6 A7A8A9AA ABACADAE AFB@OB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20 21222324

PersonalizationString =
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5C5DSE



5F606162 63646566 6768696A ©6BO6CODOE 6F707172 73747576

AdditionalInput = <empty>

i

3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k >k 3k >k %k >k 3k >k 3k >k 3k >k 3k >k 3k >k 5k >k 5k 3k 3%k 3k 3%k 3k %k %k %k %k %k 3k %k 5%k %k 5%k %k 5%k >k 5%k 3k 5% 3k >k >k >k %k %k %k %k %k *k %k k

Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F3@3132 33343536

nonce is
20 21222324

personal_str is
404142 43444546
4748494A 4B4C4D4AE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6CO6DGE GF707172 73747576

prediction_resistance_flag = "PredictionResistance”

Hash_df - Generate seed(which is V) - Step 2

seed_material is
000102 03040500 0708090A 0BOCODOE OF101112
13141516 1718191A 1B1CIDI1E 1F202122 23242526 2728292A
2B2C2D2E 2F3@3132 33343536 20212223 24404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6CO6DGE 6F707172 73747576

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01000001 B8000102 03040506 0708090A OBOCODOE QF101112
13141516 1718191A 1B1C1D1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5CS5DSE



5F606162 63646566 6768696A 6BO6CODOE 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl|input_string) is
99B9537B 8427B8CE 23219A61 1CBE6106 44CF8503

temp =
99B9537B 8427B8CE 23219A61 1CBE6106 44CF8503

counter|Ino_of_bits_to_returnllinput_string is
02000001 B8000102 03040506 0708090A OBOCODOE QF101112
13141516 1718191A 1B1CID1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4D4AE 4F505152 53545556 5758595A 5BSCSDSE
5F606162 63646566 6768696A 6B6C6DGE 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl|input_string) is
EEC5BA22 DE1AB212 C3DQ858E 9E3B9026 D4E77D58

temp =
99B9537B 8427B8CE 23219A61 1CBE6106
44(CF8503 EEC5BA22 DE1AB212 (C3D@858E 9E3B9026 D4E77D58

counter| lno_of_bits_to_returnl|input_string is
03000001 B8000102 @3040506 0708090A OBOCODOE OF101112
13141516 1718191A 1B1C1D1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4ACADAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6C6D6E 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
EQ2E85A2 314CE3D7 4A93324B 27BDE85F 5498B7AC

temp =
99B953 7B8427B8
CE23219A 611CBE61 0644CF85 @O3EECS5BA 22DE1AB2 12C3D085
8EQE3B90 26D4E77D S8EQ2E85 A2314CE3 D74A9332 4B27BDES8



V is
99B953 7B8427B8
CE23219A 611CBE61 0644CF85 @O3EECS5BA 22DE1AB2 12C3D085
8E9E3B90 26D4E77D S58EQ2E85 A2314CE3 D74A9332 4B27BDES

Hash_df - Generate C - Step 4

0x0011V is
0099B953 7B8427B8
CE23219A 611CBE61 ©644CF85 @3EECS5BA 22DE1AB2 12C3D0@85
8E9E3B90 26D4E77D S58EQ2E85 A2314CE3 D74A9332 4B27BDE

no_of_bits_to_return = 440

counter|Ino_of_bits_to_returnllinput_string is
01 000001B8 ©@99B953 7B8427B8
CE23219A 611CBE61 0644CF85 Q3EECSBA 22DE1AB2 12C3D@85
8E9E3B90 26D4E77D S8EQ2E85 A2314CE3 D74A9332 4B27BDE8

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
A70266F7 F91EC4D2 88731479 34CEAF2A 2CC35AQF

temp =
A70266F7 FO1EC4D2 88731479 34CEAF2A 2CC35AQF

counter| Ino_of_bits_to_returnl|input_string is
02 000001B8 ©@99BI53 7B8427B8
CE23219A 611CBE61l 0644CF85 Q3EECS5BA 22DE1AB2 12C3D0@85
8E9E3B90 26D4E77D 58EQ2E85 A2314CE3 D74A9332 4B27BDE8

Hash(counter| Ino_of_bits_to_returnl|input_string) is
DSEQQABA E79DC66@ SFABDGF5 F928E18C 63268E1A



temp =
A70266F7 FO1EC4D2 88731479 34CEAF2A
2CC35A0F DSEQQABA E79DC660 S5FABDGF5 F928E18C 63268E1A

counter|lno_of_bits_to_returnllinput_string is
03 000001B8 0@99B953 7B8427B8
CE23219A ©611CBE61 0644CF85 Q3EECSBA 22DE1AB2 12C3D@85
8E9E3B90 26D4E77D S58EQ2E85 A2314CE3 D74A9332 4B27BDES

Hash(counter| Ino_of_bits_to_returnl|input_string) is
F485DA6C BF@416DC DCS5FB8BC 9C94B6BC 511E@813

temp =
A70266 F7F91EC4
D2887314 7934CEAF 2A2CC35A QFDS5EQ0QA BAE79DC6 6@0S5FABDG6
F5F928E1 8C63268E 1AF485DA 6CBF0416 DCDC5FB8 BC9(C94B6

C is
A70266 F7F91EC4
D2887314 7934CEAF 2A2CC35A QFDSEQQA BAE79DC6 6@SFABDG
FS5F928E1 8C63268E 1AF485DA 6CBF@416 DCDCS5FB8 BC9C94B6

First call to Generate
3k 3k 3k ok sk sk 3k 3k 3k sk sk sk 3k 3k sk sk sk 3k 3k sk sk sk 3k 3k sk 3k sk 3k ok sk sk sk 3k ok ok sk sk sk 3k 3k sk sk sk 3k 3k sk sk sk %k 3k 3k sk sk 3k ok 3k ok sk k kK k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 320

additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586
8788898A 8B8C8DSE 8F909192 93949596 9798999A 9BIC9DIE
9FAQA1AZ A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4BS5B6



additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2

seed_material is
©@199B9 537B8427 B8CE2321 9A611CBE
610644CF 85@3EEC5 BA22DE1A B212C3D@ 858E9E3B 9026D4E7
7D58EQ2E 85A2314C E3D74A93 324B27BD E8808182 83848586
8788898A 8B8C8DSE 8F909192 93949596 9798999A 9B9C9D9IE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

no_of_bits_to_return = 440

counter|Ino_of_bits_to_returnllinput_string is
01000001 B80199B9 537B8427 B8CE2321 9A611CBE
610644CF 8503EEC5 BA22DE1A B212C3D@ 858E9E3B 9026D4E7
7D58EQ2E 85A2314C E3D74A93 324B27BD E8808182 83848586
8788898A 8BBCBDBE 8F909192 93949596 9798999A 9B9C9DIE
9FAQALIAZ A3A4ASA6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
E5043D1B 954B34BA 6@D248E8 83EF498C 5C5236B8

temp =
E5043D1B 954B34BA 60D248E8 83EF498C 5C5236B8

counter| Ino_of_bits_to_return|linput_string is
02000001 B80199B9 537B8427 B8CE2321 9A611CBE
610644CF 8503EECS5 BA22DE1A B212C3D@ 858E9QE3B 9026D4E7
7D58EQ2E 85A2314C E3D74A93 324B27BD E8808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CODOE
9FAQALIAZ A3A4ASA6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

Hash(counter| Ino_of_bits_to_returnl|input_string) is
260E238E ©2C8D4FC SFFE9QFA 40134470 75BB543E



temp =
E5043D1B 954B34BA 60D248E8 83EF498C
5C5236B8 260E238E ©02C8D4FC SFFE9QFA 40134470 75BB543E

counter|Ino_of_bits_to_returnllinput_string is
03000001 B80199B9 537B8427 B8CEZ2321 9A611CBE
610644CF 8503EEC5 BA22DE1A B212(C3D@ 858E9E3B 9026D4E7
7D58EQ2E 85A2314C E3D74A93 324B27BD E8808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BICIDOE
9FAQA1A2 A3A4AS5Ac A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

Hash(counter| Ino_of_bits_to_returnl|input_string) is
FOOC3BDA 596B1088 61F0O6BF9 1B45D683 A8FCA873

temp =
E5043D 1B954B34
BA6@OD248 E883EF49 8(C5C5236 B8260QE23 8EQ2C8D4 FCSFFE90Q
FA401344 7075BB54 3EFQQC3B DAS596B10 8861F06B F91B45D6

V is
E5043D 1B954B34
BA60OD248 E883EF49 8C5(C5236 B826QE23 8EQ2C8D4 FCS5FFE90Q
FA401344 7Q75BB54 3EFQQC3B DA596B10 8861FQ6B F91B45D6

Hash_df - Generate C - Step 4
0x001 1V is
QQES5043D 1B954B34

BA6@D248 E883EF49 8C5(C5236 B8260EZ23 8E02C8D4 FCSFFE90
FA401344 7075BB54 3EF@QC3B DA596B10 8861F0Q6B F91B45D6

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnllinput_string is



01 000001B8 @OES043D 1B954B34
BA6@D248 E883EF49 8C5C5236 B8260E23 8E02C8D4 FCS5FFE90
FA401344 7075BB54 3EFQ@C3B DAS96B10 8861F06B F91B45D6

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
1F3F6310 ED1@OFC9F 938(C4322 61AF42E9 E9175F08

temp =
1F3F6310 ED1QFCOF 938(C4322 61AF42E9 E9175F08

counter|lno_of_bits_to_returnllinput_string is
02 000001B8 @OES5043D 1B954B34
BA6@D248 E883EF49 8(C5(5236 B826QE23 8EQ2C8D4 FCSFFE90
FA401344 7Q75BB54 3EFQQC3B DAS96B10 8861FQ6B F91B45D6

Hash(counter| Ino_of_bits_to_returnl|input_string) is
@QF3222DC 118BA7CF 888CDC3F 360DD28F S5ECB7(C80

temp =
1F3F6310 ED1QFCOF 938(C4322 61AF42E9
E9175F08 OF3222DC 118BA7CF 888CDC3F 36@0DD28F SECB7C80@

counter| lno_of_bits_to_returnl|input_string is
03 000001B8 @OES@43D 1B954B34
BAG6@OD248 E883EF49 8C5(C5236 B826QE23 8EQ2C8D4 FCSFFE90
FA401344 7075BB54 3EFQQC3B DAS96B10 8861FQ6B F91B45D6

Hash(counter| Ino_of_bits_to_returnl| linput_string) is
AGBCFCFC @F51FE2F 77C1C99D FOA2099F 44A616E7

temp =
1F3F63 1QED1QFC
9F938(C43 2261AF42 E9E9175F 080F3222 DC118BA7 CF888CDC
3F360DD2 8F5ECB7C 8@A6BCFC FCOFS51FE 2F77C1C9 9DFQA209



Cis
1F3F63 1QED1QFC
9F938C43 2261AF42 E9E9175F @80F3222 DC118BA7 CF888CDC
3F360DD2 8F5ECB7C 8QAGBCFC FCOFS51FE 2F77C1C9 9DFQA209

3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 3k 5k ok sk ok sk 3k sk 3k sk ok sk 3k sk %k 3k 3k 3k 5k 3k 5k 3k 3k 3k 3k 3k 3k ok 3k ok sk sk sk 3k ok 3k 5k 3k 5k 3k >k %k >k %k >k sk %k sk k sk k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320
additional_input <empty>
Hashgen

requested_no_of_bits = 320

data 1is
E5043D 1B954B34
BA6@D248 E883EF49 8(C5(C5236 B826QE23 8E@2C8D4 FCS5FFE90Q
FA401344 7Q75BB54 3EFQQC3B DA596B10 8861FQ6B F91B45D6

w_1i 1is

532CA116 5DCFF21C 55592687 639884AF 4BC4B057
Wis

532CA116 5DCFF21C 55592687 639884AF 4B(C4B057
1 =2
data is

E5043D 1B954B34
BA6@D248 E883EF49 8C5(C5236 B8260EZ23 8E02C8D4 FCSFFE90
FA401344 7075BB54 3EFQ@OC3B DAS96B10 8861F06B F91B45D7

w_1i is
DF8F41DE 653AB44E 2ADEC7C9 303E75AB E277EDBF



W is
532CA116 5DCFF21C 55592687 639884AF
4BC4B0O57 DF8F41DE 653AB44E 2ADEC7C9 303E75AB E277EDBF

returned_bits is
532CA116 5DCFF21C 55592687 639884AF
4BC4B0O57 DF8F41DE 653AB44E 2ADEC7C9 303E7S5AB E277EDBF

Update V
0x0311V is
@3E5043D 1B954B34

BA60D248 E883EF49 8(C5(C5236 B8260EZ23 8EQ2C8D4 FCS5FFE9Q
FA401344 7075BB54 3EF@QC3B DA596B10 8861F0Q6B F91B45D6

H is
32AFEC24 GBED8E21 D97FCE1E 66769CEC 55424955
Updated values
V is
0443A0 2C825C31

59F45E8C QAE59E8C 76456995 (0354046 ©6A14547C CBE88B6D
39762117 328472F5 2B84575A AFE88B2D 1E504F21 EC4E3135

reseed_counter 1is
0000 00000002

rnd_val is
532CA116 5DCFF21C 55592687 639884AF
4BC4B0O57 DF8F41DE 653AB44E 2ADEC7C9O 30Q3E7S5AB E277EDBF

Second call to Generate
sk 3k sk ok ok 3k ok ok 3k ok ok 3 ok ok 3 ok ok 3k ok ok 3k ok ok 3k ok 3k 3k ok ok 3k ok 3k sk ok ok ok ok ok ok ok 3k ok ok 3k ok ok 3k ok ok 3k ok ok 3k ok ok %k ok ok sk K ok ok
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 320

additional_input <empty>



Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
COC1C2 (C3C4C5Co
C7C8C9CA CBCCCDCE CFDQD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ES5E6 E7VESE9QEA EBECEDEE EFFOF1F2 F3F4F5F6

additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2

seed_material is
010443 AQ2C825C 3159F45E 8C@AES9E
8C764569 95C03540 466A1454 7CCBE88B 6D397621 17328472
F52B8457 SAAFE88B 2D1ES504F 21EC4E31 35C0C1C2 C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ES5EG6 E7E8E9EA EBECEDEE EFFQF1F2 F3F4F5F6

no_of_bits_to_return = 440

counter| Ino_of_bits_to_return|linput_string is
01000001 B8010443 A@2C825C 3159F45E 8C@AES9E
8C764569 95C03540 466A1454 7CCBE88B 6D397621 17328472
F52B8457 SAAFE88B 2D1ES50Q4F 21EC4E31 35C0C1C2 C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 EVESE9QEA EBECEDEE EFFOF1F2 F3F4F5F6

Hash(counter| Ino_of_bits_to_returnl|input_string) is
9D(C35208 EE2B8C58 1EA30QBAA (CB5D7431 7A879454

temp =
9D(C35208 EE2B8C58 1EA30BAA (CB5D7431 7A879454



counter|lno_of_bits_to_returnllinput_string is
02000001 B8010443 AQ2C825C 3159F45E 8COAES9E
8C764569 95(C03540 466A1454 7CCBE88B 6D397621 17328472
F52B8457 SAAFE88B 2D1ES5Q4F 21EC4E31 35C0QC1C2 (C3C4C5C6
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 EVES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Hash(counter| Ino_of_bits_to_return| |input_string) is
10717E58 D3705FBD C76@0BEQC C9QED1CC BB897D47

temp =
9D(C35208 EE2B8C58 1EA30BAA (CB5D7431
7A879454 10717E58 D3705FBD C760BEQC (C9QED1CC BB897D47

counter|lno_of_bits_to_returnllinput_string is
03000001 B8010443 A@2C825C 3159F45E 8COAES9E
8C764569 95C03540 466A1454 7CCBE88B 6D397621 17328472
F52B8457 SAAFE88B 2D1ES50Q4F 21EC4E31 35CQC1C2 (3C4C5C6
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ES5E6 EVESE9EA EBECEDEE EFFQF1F2 F3F4F5F6

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
D27E2B2E 422B32B9 7FQ50D1B D2B49080 823932BF

temp =
9DC352 O8EEZ2B8C
581EA30B AACB5D74 317A8794 5410717E 58D3705F BDC760QBE
OCCOQED1 CCBB897D 47D27EZ2B 2E422B32 B97FO50D 1BD2B490

9DC352 O8EEZB8C
581EA30B AACB5D74 317A8794 5410717E 58D3705F BDC76@BE
@CC90ED1 CCBB897D 47D27EZB 2E422B32 BI97F050D 1BD2B490

Hash_df - Generate C - Step 4

0x001 1V 1is
009DC352 O8EEZ2B8C
581EA30B AACB5D74 317A8794 5410717E 58D3705F BDC76@BE



@CC90ED1 CCBB897D 47D27EZB 2E422B32 BI97FO50D 1BD2B490

no_of_bits_to_return = 440

counter|lno_of_bits_to_returnllinput_string is
01 000001B8 0@IDC352 @BEEZ2BEC
581EA30B AACB5D74 317A8794 5410717E 58D3705F BDC76@BE
@CC9QED1 CCBB897D 47D27E2B 2E422B32 B97F050D 1BD2B490

Hash(counter| Ino_of_bits_to_returnl |input_string) is
1A5AD6CE A3D15DA5 FB474213 1309FQED 88CF4(90

temp =
1A5AD6CE A3D15DAS FB474213 1309FQED 88CF4C90

counter|Ino_of_bits_to_return|linput_string is
02 000001B8 @@9DC352 Q8EE2B8C
581EA30B AACB5D74 317A8794 5410717E 58D3705F BDC76@BE
@CC9QED1 CCBB897D 47D27E2B 2E422B32 B97F@50D 1BD2B490

Hash(counter| Ino_of_bits_to_returnl|input_string) is
A6C1CCEE 35A876EB FCCC8267 29B6639F 811965B0@

temp =
1A5AD6CE A3D15DAS FB474213 13@9FQED
88CF4(90 A6C1CCEE 35A876EB FCCC8267 29B6639F 811965B0

counter|Ino_of_bits_to_returnllinput_string is
03 000001B8 ©@@9DC352 Q8EE2B8C
581EA30B AACB5D74 317A8794 5410717E 58D3705F BDC76@BE
@CC9QED1 CCBB897D 47D27E2B 2E422B32 B97FQ50D 1BD2B490



Hash(counter| Ino_of_bits_to_returnl|linput_string) is
EF8576E7 S5CB3CFE8 220768B2 6CE77ACE (CD58370F

temp =
1A5AD6 CEA3D15D
AS5FB4742 131309F0 ED88CF4C 90A6C1CC EE35A876 EBFCCC82
6729B663 9F811965 BOEF8576 EV5CB3CF E8220768 B26CE77A

C is
1A5AD6 CEA3D15D
AS5FB4742 131309F0 ED88CF4C 90A6C1CC EE35A876 EBFCCC82
6729B663 9F811965 BOEF8576 E75CB3CF E8220768 B26CE77A

ke ok ok ok ok ok ok ok ok ok 3 ok ok ok ok 3 ok ok ok ok 3 ok ok ok ok 3k K ok o ok 3k ok ok o ok 3k ok ok 3 ok ok ok ok 3 ok ok ok ok 3k ok ok ok ok ok ok ok ok ok sk ok

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320
additional_input <empty>
Hashgen

requested_no_of_bits = 320

9D(C352 O8EEZB8C
581EA30B AACB5D74 317A8794 5410717E 58D3705F BDC76@BE
@CC90ED1 CCBB897D 47D27EZB 2E422B32 BI97F@50D 1BD2B490

w_1i 1is
73C2C67C 696D686D QC4DBCEB 5C2AF7DD F6FQ20B6

W is
73C2C67C 696D686D @C4DBCEB S5C2AF7DD F6F020B6



data is
581EA30B AACB5D74
@CC9QED1 CCBB897D

w_1i 1is
874FAE43

W is

F6F020B6 874FAE43

returned_bits is

F6F020B6 874FAE43

Update V
0x0311V 1is
581EA30B AACB5D74

@CC90ED1 CCBB897D

H is
03287CD5
Updated values
V is
FE19EA4D BDDE6765

73F2C535 6F651FB8

reseed_counter is

rnd_val is

F6F020B6 874FAE43

317A8794 5410717E
47D27E2B 2E422B32

90F10211

7ECAAFF5

73C2C67C
90F10211

696D686D
7ECAAFF5

73C2C67C
90F10211

696D686D
7ECAAFF5

317A8794
47D27EZB

5410717E
2E422B32

69C9D511 EZ2E69645

1F@356E0
628BD8B3

E4B7334B
F8857547

73C2C67C 696D686D
90F10211 7ECAAFF5

9D(C352
58D3705F
B97F@50D

4418529A

0C4DBCEB
4418529A

0C4DBCEB
4418529A

039DC352
58D3705F
B97F0@50D

OA15C4BA

B81EZ28
470918D6
ABB6D130

0000

0OC4DBCEB
4418529A

@8EEZB8C
BDC760BE
1BD2B491

367005A0

5C2AF7DD
367005A0

5C2AF7DD
367005A0

@8EEZB8C
BDC760BE
1BD2B490

DAAGBB53

D791FCE9
A9(C42D40
A8E6575E

00000002

5C2AF7DD
367005A0

HHHHH R R R R



Hash_DRBG
Requested Security Strength = 80
Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A OBOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DSE 8F909192 93949596 9798999A 9BIC9DOE
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4BS5B6

EntropyInput2 (for Reseed2) =
C@C1C2 C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5EG E7ES8E9EA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20 21222324

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6CED6E 6F707172 73747576

AdditionalInputl =
606162 63646566
6768690A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DEE 8F909192 93949596

AdditionalInput2 =
AQA1A2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFC@OC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

e

ke ok 3k ok ok ok oK ok ok ok 3 oK ok ok ok o oK ok ok ok 3 ok ok ok ok 3k ok ok o oK 3k ok ok o ok 3k ok ok o ok ok ok ok ok oK ok ok ok ok ok ok o ok ok ok ok ok ok sk ok



Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(2D2E 2F303132 33343536

nonce 1is
20 21222324

personal_str is
404142 43444546
4748494A 4BACADAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6C6D6E 6F707172 73747576

prediction_resistance_flag = "PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
000102 03040500 0708090A 0BOCODOE QF101112
13141516 1718191A 1B1CID1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5CS5DSE
5F606162 63646566 6768696A 6B6CODGE GF707172 73747576

no_of_bits_to_return = 440

counter|Ino_of_bits_to_returnllinput_string is
01000001 B8000102 03040506 0708090A OBOCODOE OF101112
13141516 1718191A 1B1C1D1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6C6DGE 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
99B9537B 8427B8CE 23219A6l1 1CBE6106 44CF8503

temp =
99B9537B 8427B8CE 23219A61 1(CBE6106 44CF8503



counter|lno_of_bits_to_returnllinput_string is
02000001 B800V102 03040506 0708090A OBOCODOE OF101112
13141516 1718191A 1B1C1D1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6C6D6E 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl|input_string) is
EEC5BA22 DE1AB212 C3DQ858E 9E3B9026 D4E77D58

temp =
99B9537B 8427B8CE 23219A61 1CBE6106
44CF8503 EEC5BA22 DE1AB212 (C3D@858E 9E3B9026 D4E77D58

counter|Ino_of_bits_to_returnllinput_string is
03000001 B8000102 03040506 0708090A OBOCODOE OF101112
13141516 1718191A 1B1C1D1E 1F202122 23242526 2728292A
2B2(C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4CADAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6C6D6E 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl|input_string) is
EQ2E85A2 314CE3D7 4A93324B 27BDE85F 5498B7AC

temp =
99B953 7B8427B8
CE23219A 611CBE61 0644CF85 @3EECSBA 22DE1AB2 12(3D0@85
8E9E3B90 26D4E77D S8EQ2E85 A2314CE3 D74A9332 4B27BDE8

V is
99B953 7B8427B8
CE23219A 611CBE6l1l 0644CF85 @3EECS5BA 22DE1AB2 12C3D0@85
8E9E3B90 26D4E77D S58EQ2E85 A2314CE3 D74A9332 4B27BDE8



Hash_df - Generate C - Step 4

0x001 1V 1is
0099B953 7B8427B8
CE23219A 611CBE61 0644CF85 Q3EEC5BA 22DE1ABZ 12(C3D@85
8E9E3B90 26D4E77D 58EQ2E85 A2314CE3 D74A9332 4B27BDES

no_of_bits_to_return = 440

counter|Ino_of_bits_to_returnllinput_string is
01 000001B8 ©@99B953 7B8427BS8
CE23219A 611CBE61l 0644CF85 @3EECSBA 22DE1AB2 12C3D0@85
8E9E3B90 26D4E77D 58EQ2E85 A2314CE3 D74A9332 4B27BDE8

Hash(counter| Ino_of_bits_to_returnl|input_string) is
A70266F7 F91EC4D2 88731479 34CEAF2A 2CC35AQF

temp =
A70266F7 FO1EC4D2 88731479 34CEAF2A 2CC35A0QF

counter|lno_of_bits_to_returnllinput_string is
02 000001B8 0@99BI53 7B8427B8
CE23219A ©611CBE61 0644CF85 Q3EECSBA 22DE1AB2 12C3D0@85
8E9E3B9Q 26D4E77D S58EQ2E85 A2314CE3 D74A9332 4B27BDES

Hash(counter| Ino_of_bits_to_returnl|input_string) is
DSEQQABA E79DC660 SFABDGF5 F928E18C 63268E1A

temp =
A70266F7 FO1EC4D2 88731479 34CEAF2A
2CC35A0F D5EQ@OABA E79DC660 S5FABDG6FS5 F928E18C 63268E1A



counter|Ino_of_bits_to_returnllinput_string is
03 000001B8 ©099B953 7B8427B8
CE23219A ©611CBE61 0644CF85 Q3EECSBA 22DE1AB2 12C3D@85
8E9E3B90 26D4E77D S8EQ2E85 A2314CE3 D74A9332 4B27BDE8

Hash(counter| Ino_of_bits_to_returnl|input_string) is
F485DA6C BF@416DC DC5FB8BC 9C94B6BC 511E0813

temp =
A70266 F7F91EC4
D2887314 7934CEAF 2A2CC35A QFDS5EQQA BAE79DC6 6@05FABD6
F5F928E1 8C63268E 1AF485DA 6CBF@416 DCDCS5FB8 BC9C94B6

Cis
A70266 F7F91EC4
D2887314 7934CEAF 2A2CC35A QFDS5EQQA BAE79DC6 6@SFABDG
F5F928E1 8C63268E 1AF485DA 6CBF@416 DCDCS5FB8 BC9C94B6

First call to Generate

ok ok ok ok ok ok ok ok ok o oK ok ok ok 3k oK ok o ok 3k ok ok o oK 3k ok ok o oK ok ok ok o ok ok ok ok ok ok ok ok ok ok ok ok o ok ok ok ok ok ok sk ok ok ok ok sk ok

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320

additional_input
0606162 63646566
6768696A 6B6CODOE 6F7Q7172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586
8788898A 8B8C8DSE 8F909192 93949596 9798999A 9BIC9DOE
9FAQA1AZ A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E



7F808182 83848586 8788898A

Hash_df - Generate seed(which 1is

seed_material is

0199
C5BA22DE
4CE3D74A
8E8F9091
AGA7A8A9
6768696A
7F808182

B9537B84
1AB212C3
93324B27
92939495
AAABACAD
6B6C6D6E
83848586

27B8CEZ23
DO858ESE
BDE88081
96979899
AEAFBOB1
6F707172
8788898A

no_of_bits_to_return = 440

8B8C8DSE

8F909192

V) - Step 2

219A611C
3B9026D4
82838485
9A9B9CID
B2B3B4B5
73747576
8B8C8DEE

BE610644
E77D58EQ
86878889
9E9FAQAL
B6606162
7778797A
8F909192

counter|lno_of_bits_to_returnllinput_string is

01B80199
C5BA22DE
4CE3D74A
8E8F9091
AGA7A8A9
6768696A
7F808182

B9537B8&4
1AB212C3
93324B27
92939495
AAABACAD
6B6C6D6E
83848586

27B8CEZ3
DO858ESE
BDE88081
96979899
AEAFBOB1
6F707172
8788898A

219A611C
3B9026D4
82838485
9A9B9C9AD
B2B3B4B5
73747576
8B8C8DEE

BE610644
E77D58EQ
86878889
9E9FAQAL
B6606162
7778797A
8F909192

93949596

CF8503EE
2E85A231
8A8B8C8D
AZA3A4AS
63646566
7B7C7D7E
93949596

010000
CF8503EE
2E85A231
8A8B8C8D
AZA3A4AS
63646566
7B7C7D7E
93949596

Hash(counter| Ino_of_bits_to_returnl|input_string) is
563A5D20 7D37707B FS5F24DOB D4935DC3 8DBEQ436

temp =

563A5D20 7D37707B F5F24D@B D4935D(C3 8DBEQ436

counter|Ino_of_bits_to_returnllinput_string is

020000

01B80199 B9537B84 27B8CEZ23 219A611C BE610644 CF8503EE
C5BAZ22DE 1AB212C3 D@858EQE 3B9026D4 E77D58EQ 2E85AZ231
4CE3D74A 93324B27 BDE88081 82838485 86878889 8A8B8C8D
8E8F9091 92939495 96979899 9A9BOCOD 9E9FAQAL AZA3A4A5



AGA7A8A9 AAABACAD AEAFBOB1 B2B3B4B5 B6606162 63646566
6768696A 6B6COD6E 6F7Q7172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Hash(counter| Ino_of_bits_to_returnl|input_string) is
37B3FF8A B68CFCE2 F290D169 95205524 190QFD291

temp =

563A5D20 7D37707B F5F24D0B D4935DC3
8DBE@436 37B3FF8A B68CFCEZ2 F290D169 95205524 190FD291

counter| Ino_of_bits_to_returnl|input_string is

01B80199
C5BA22DE
4CE3D74A
8E8F9091
AGA7A8A9
6768696A
7F808182

B9537B84
1AB212C3
93324B27
92939495
AAABACAD
6B6C6D6E
83848586

27B8CEZ3
DO858ESE
BDE88081
96979899
AEAFBOB1
6F707172
8788898A

219A611C
3B9026D4
82838485
9A9B9ICID
B2B3B4B5
73747576
8B8C8DEE

BE610644
E77D58EQ
86878889
9E9FAQAL
B6606162
7778797A
8F909192

030000
CF8503EE
2E85A231
8A8B8C8D
A2A3A4A5
63646566
7B7C7D7E
93949596

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
AABAGEGB 8E6D56A4 31333B40 8EGFA812 QAE2B77C

temp =

563A5D

7BF5F24D ©BD4935D C38DBEQ4 3637B3FF 8AB68CFC
69952055 24190FD2 91AA8AGE 6B8EGDS56 A431333B

V is

563A5D

7BF5F24D ©BD4935D (38DBEQ4 3637B3FF 8AB68CFC
69952055 24190FD2 91AA8AGE 6B8E6GD56 A431333B

Hash_df - Generate C - Step 4

0x001 1V 1is

00563A5D

7BF5F24D ©BD4935D C38DBEQ4 3637B3FF 8AB68CFC

207D3770
E2F290D1
408E6GFA8

207D3770
E2F290D1
40Q8EGFA8

207D3770@
E2F290D1



69952055 24190FD2 91AA8AGE 6B8E6D56 A431333B 408E6FA8

no_of_bits_to_return = 440

counter|lno_of_bits_to_returnllinput_string is
01 000001B8 0@563A5D 207D3770
7BF5F24D @BD4935D C38DBE@4 3637B3FF 8AB68CFC E2F29@D1
69952055 24190FD2 91AA8AGE 6B8E6DS56 A431333B 408EGFA8

Hash(counter| Ino_of_bits_to_returnl|input_string) is
C5D3E955 1EQQE4EE 32B2116F AF4DEFF4 D4CFAD2B

temp =
C5D3E955 1EQQE4EE 32B2116F AF4DEFF4 D4CFADZB

counter| Ino_of_bits_to_return|linput_string is
02 000001B8 @0563A5D 207D3770
7BF5F24D @BD4935D (38DBEQ4 3637B3FF 8AB68CFC E2F290D1
69952055 24190FD2 91AA8AGE 6B8E6GDS56 A431333B 4Q8EGFA8

Hash(counter| Ino_of_bits_to_returnl|input_string) is
DC2DBAA2 EQE7FODD BID81EED 45EQASOD ASAFD5C1

temp =
C5D3E955 1EQQE4EE 32B2116F AF4DEFF4
D4CFAD2B DC2DBAAZ2 EQE7FODD BOD81EED 45EQA50D ASAFDSC1

counter|Ino_of_bits_to_returnllinput_string is
03 000001B8 @0563A5D 207D3770
7BF5F24D @BD4935D (38DBE@4 3637B3FF 8AB68CFC E2F29@D1
69952055 24190FD2 91AA8AGE 6B8E6D56 A431333B 408EGFAS



Hash(counter| Ino_of_bits_to_returnl|input_string) is
F6BCDAF8 1D289CF4 BD3(C91B7 005C1833 EBD4CAAB

temp =
C5D3E9 551EQQE4
EE32B211 6FAF4DEF F4D4CFAD 2BDC2DBA A2EQE7F9 DDBOD81E
ED45EQAS ODASAFDS C1F6BCDA F81D289C F4BD3(C91 B7005C18

C is
C5D3E9 551EQQE4
EE32B211 GFAF4DEF F4D4CFAD 2BDCZDBA AZ2EQE7F9 DDB9D81E
ED45EQAS @DASAFD5 C1F6BCDA F81D289C F4BD3(91 B7005C18

ok ok ok ok ok ok ok ok ok 3 ok ok ok ok 3 ok ok ok ok 3 ok ok o ok 3k ok ok o ok 3k ok ok o ok 3k ok ok o ok ok ok ok ok ok ok ok ok ok ok ok o ok sk ok ok ok ok ok ok ok

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320
additional_input <empty>
Hashgen

requested_no_of_bits = 320

563A5D 207D3770
7BF5F24D ©@BD4935D (38DBE04 3637B3FF 8AB68CFC EZ2F290D1
69952055 24190FD2 91AA8AGE ©6B8E6D56 A431333B 408EGFAS8

w_1i 1is
2F76CE3D 13BE866F EB39@DB5 7591(CD12 Q9E4FEQF

W is
2F76CE3D 13BE866F EB390DB5 7591CD12 Q9E4FEOF



data 1is
563A5D 207D3770
7BF5F24D 0BD4935D C38DBEQ4 3637B3FF 8AB68CFC E2F290D1
09952055 24190FD2 91AA8AGE 6B8EGDS56 A431333B 408EGFA9

w_1i 1is
90794C97 218A6482 5D8E4097 CB15D3QE D958BC18

W is
2F76CE3D 13BE866F EB390DB5 7591(CD12
Q9E4FEQF 90794C97 218A6482 S5D8E4097 CB15D30QE D958BC18

returned_bits is
2F76CE3D 13BE866F EB39@DB5 7591CD12
Q9E4FEQF 90794C97 218A06482 5D8E4097 CB15D3QE D958BC18

Update V

Ox@311V is
©03563A5D 207D3770@
7BF5F24D ©BD4935D (C38DBE04 3637B3FF 8AB68CFC EZ2F290D1
69952055 24190FD2 91AA8AGE 6B8E6D56 A431333B 4@8EGFA8

H is
E1229C4C 8AF4096D CF7297C9 CDSDCAEA 7F595990

Updated values

V is
1COE46 759B3855
©6A28A45E 7B83E14D B8628DB1 6213E1BA 2D9774F6 COACG8FQ
56DBO@FB 12E15BF4 DE9550B7 331E2DBD 664(C3AB7 76E82551

reseed_counter is
0000 00000002

rnd_val is
2F76CE3D 13BE866F EB39@DB5 7591CD12
Q9E4FEQF 90794C97 218A6482 S5D8E4097 CB15D3@QE D9O58BC18



Second call to Generate

3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k 5k %k >k 5k >k 5k >k sk >k sk >k 3k >k 3k 3k 3k 3k 5k 3k 3k 3k 5k 5k 5k 5k 3k 5k %k 5k >k 5k >k 5k 3k 5k sk 5k 3k 5k %k >k %k >k %k >k %k *k %k k %k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320

additional_input
AQA1A2 A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 C3C4C5C6 C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
C@C1C2 (C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5EG E7ESE9EA EBECEDEE EFFQF1F2 F3F4F5F6

additional_input
AQA1A2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 C3C4C5C6 C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6

Hash_df - Generate seed(which is V) - Step 2

seed_material is

011C QE46759B 38556A28 A45E7B83 E14DB862 8DB16213
E1BA2D97 74F6COAC 68FQA560DB QOFB12E1 S5BF4DE95 50B7331E
2DBD664C 3AB776E8 2551C@C1 C2C3C4C5 CoC7C8C9 CACBCCCD
CECFD@OD1 D2D3D4D5 D6D7D8D9 DADBDCDD DEDFEQE1 EZ2E3E4ES
EGEVES8EQ EAEBECED EEEFFQF1 F2F3F4F5 FOAQA1AZ A3A4AS5A6
A7A8A9AA ABACADAE AFB@B1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFC@C1C2 C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

no_of_bits_to_return = 440



counter|Ino_of_bits_to_returnllinput_string is

010000
01B8011C QE46759B 385560A28 A45E7B83 E14DB862 8DB16213
E1BA2D97 74F6COAC 68FQ56DB QQFB12E1 S5BF4DE9SS 50B7331E
2DBD664C 3AB776E8 2551C@C1 C2C3C4C5 C6C7C8C9 CACBCCCD
CECFD@D1 D2D3D4D5 D6D7D8D9 DADBDCDD DEDFEQE1 EZ2E3E4ES
ECGE7E8E9 EAEBECED EEEFFQF1 F2F3F4F5 F6AQA1AZ2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
600193C8 F6031A2D 49372A8B OF6@QF68C 1DFDACD4

temp =
600193C8 F6031A2D 49372A8B OF60QF68C 1DFDACD4

counter|lno_of_bits_to_returnllinput_string is

020000
01B8011C QE46759B 38556A28 A45E7B83 E14DB862 8DB16213
E1BA2D97 74F6COAC 68FO56DB QOFB12E1 S5BF4DE95 50B7331E
2DBD664C 3AB776E8 2551CQC1 C2C3C4C5 C6C7C8C9 CACBCCCD
CECFD@D1 D2D3D4D5 DeD7D8D9 DADBDCDD DEDFEQE1 E2E3E4ES
EGE7ESE9Q EAEBECED EEEFFQF1 F2F3F4F5 FOAQA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
F8EAQ137 47D71482 333DF525 2E95B822 57391BF1

temp =
600193C8 FE@31A2D 49372A8B OF60F68C
1DFDACD4 F8EAQ137 47D71482 333DF525 2E95B822 57391BF1

counter| Ino_of_bits_to_returnl|input_string is
030000
01B8011C QE46759B 38556A28 A4S5E7B83 E14DB862 8DB16213
E1BA2D97 74F6COAC 68FQ56DB QOFB12E1 5BF4DE95 50B7331E
2DBD664C 3AB776E8 2551C0C1 C2C3C4C5 C6C7C8C9 CACBCCCD



CECFD@D1 D2D3D4D5 D6D7D8D9 DADBDCDD DEDFEQE1 EZ2E3E4ES
EGE7ES8EQ EAEBECED EEEFFOF1 F2F3F4F5 F6AQGA1AZ2 A3A4A5A6
A7ABA9AA ABACADAE AFBOB1BZ B3B4B5B6 B7B8B9BA BBBCBDBE
BFC@C1C2 C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@D1DZ2 D3D4D5D6

Hash(counter| Ino_of_bits_to_returnl|input_string) is
QABO7D12 08B6BD66 5B300AA4 DBOC3EFQ 70322C9B

temp =
600193 C8F6031A
2D49372A 8BOF6@QF6 8C1DFDAC D4F8EAQ1 3747D714 82333DF5
252E95B8 2257391B F10ABO7D 1208B6BD 665B300A A4DBOC3E

V is
000193 C8F6031A
2D49372A 8BOF6QF6 8C1DFDAC D4F8EAQ1 3747D714 82333DF5
252E95B8 2257391B F1@ABO7D 1208B6BD 665B300A A4DBOC3E

Hash_df - Generate C - Step 4

0x0011V is
00600193 C8F6031A
2D49372A 8BOF6@QF6 8C1DFDAC D4F8EA@1 3747D714 82333DF5
252E95B8 2257391B F10ABO7D 1208B6BD 665B300A A4DBOC3E

no_of_bits_to_return = 440

counter|Ino_of_bits_to_returnllinput_string is
01 000001B8 00600193 C8F6031A
2D49372A 8BOF6OF6 8C1DFDAC D4F8EAQ1 3747D714 82333DF5
252E95B8 2257391B F10ABO7D 1208B6BD 665B300A A4DBOC3E

Hash(counter| Ino_of_bits_to_returnl|input_string) is
0B71823B 18200771 CAAE5D12 55C14@3E DFE38B4D

temp =
6B71823B 18200771 CAAE5D12 55C1403E DFE38B4D



counter|lno_of_bits_to_returnllinput_string is
02 000001B8 00600193 C8F6031A
2D49372A 8BOF6OF6 8C1DFDAC D4F8EAQ1 3747D714 82333DF5
252E95B8 2257391B F10ABO7D 1208B6BD 665B300A A4DBIC3E

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
18C787BB 44(D1718 6152EFEA DoFDC4B8 94F92002

temp =
6B71823B 18200771 CAAE5D12 55C1403E
DFE38B4D 18C787BB 44(D1718 6152EFEA D6FDC4B8 94F92002

counter|Ino_of_bits_to_returnllinput_string is
03 000001B8 00600193 C8F6031A
2D49372A 8BOF6OF6 8C1DFDAC D4F8EAQ1 3747D714 82333DF5
252E95B8 2257391B F10ABO7D 1208B6BD 665B300A A4DBOC3E

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
CQ720955 5D7E3554 FOD12FC5 597F22F4 44AAC5B9

temp =
6B7182 3B182007
71CAAESD 1255C140 3EDFE38B 4D18C787 BB44CD17 186152EF
EAD6FDC4 B894F920 02C07209 555D7E35 54F9D12F (C5597F22

C is
6B7182 3B182007
71CAAESD 1255C140 3EDFE38B 4D18(C787 BB44(D17 186152EF
EADGFDC4 B894F920 02C07209 555D7E35 54F9D12F (5597F22

sk sk 3k 3k sk 3k sk 3k sk 3k sk ok 3k ok 3k sk 3k sk 3k sk 3k 3k ok 3k ok 3k ok 3k ok 3k sk ok 3k ok 3k sk ok ok 3k 3k 3k 3k ok 3k ok 3k sk 3k sk 3k 3k ok 3k ok 3k ok 3k ok ok %k ok k
Hash_DRBG_Generate_algorithm
requested_number_of_bits = 320

additional_input <empty>



Hashgen

requested_no_of_bits

data is

2D49372A 8BOF6OF6
252E95B8 2257391B

w_1i is

79CESA7D
W is

79CESA7D
1=2
data is

2D49372A 8BOF60F6
252E95B8 2257391B

w_1i 1is
1C5487E5

W is

F3EA267C 1C5487E5

returned_bits is

F3EA267C 1C5487E5

Update V

= 320

8C1DFDAC
F10ABO7D

@9EBB2FF

@9EBBZFF

8C1DFDAC
F10ABO7D

83592A0A

79CE5A7D
83592A0A

79CE5A7D
83592A0A

D4F8EAQ1
1208B6BD

600EDB53

600EDB53

D4F8EAQ1
1208B6BD

BFEAFC4E

@Q9EBBZFF
BFEAFC4E

@9EBBZFF
BFEAFC4E

600193
3747D714
665B300A

1C8A212F

1C8A212F

600193
3747D714
665B300A

13045EA9

600EDB53
13045EA9

600EDB53
13045EA9

C8F6031A
82333DF5
A4DBOC3E

F3EA267C

F3EA267C

C8F6031A
82333DF5
A4DBIC3F

3666DB85

1C8A212F
3666DB85

1C8A212F
3666DB85



Ox0311V 1is
2D49372A
252E95B8

H is

Updated values
V is
9F13E587
1005937D

reseed_counter

rnd_val 1is

F3EA267C

8BOF60F6 8C1DFDAC
2257391B F10AB0O7D

EB7068BD AD62FFEA

9D652236 CAFDE138
C65C9AF9 A12E2270

is

79CE5A7D
1C5487E5 83592A0A

D4F8EAQ1
1208B6BD

6E358C7A

2211B188
D59BC16C

@9EBBZFF
BFEAFC4E

03600193
3747D714
665B300A

1FC2427D

CB7316
F28CA42B
DB1743B8

0000

600EDB53
13045EA9

C8F6031A
82333DF5
A4DBOC3E

DC635B99

040E2321
9A9490E5
469876FA

00000002

1C8A212F
3666DB85



R R R A i
Hash_DRBG

Requested Security Strength = 112

Requested Hash Algorithm = SHA-224

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A ©OBOCODOE OF101112 13141516 1718191A 1B1C1DIE
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7VES8E9QEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
202122 23242526
PersonalizationString = <empty>
Additionallnput = <empty>
B L B et i
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k sk %k 3k 3k 3k 3k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k ok 3k sk sk sk 3k 3k sk sk sk %k ok ok sk sk sk k sk sk sk k
Hash_DRBG_Instantiate_algorithm
entropy_input 1is
000102 03040506

0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536



nonce 1is
202122 23242526

personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
0001 02030405 06070809 QAQBOCAD
QEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2E2F3031 32333435 36202122 23242526

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnlinput_string is
010000 01B30001 02030405 06070809 OAOBACAOD
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2E2F3031 32333435 36202122 23242526

Hash(counter| Ino_of_bits_to_return||input_string) is
OBBGES53D
916573A7 AC796702 CAGDDZ2E3 @D13B8A3 ACFD7E23 905D6F8A

temp =
OBBGES3D
916573A7 AC796702 CA6GDD2E3 0OD13B8A3 ACFD7EZ23 905D6F8A

counter| Ino_of_bits_to_returnl|input_string is



020000 01B80001 02030405 06070809 0AOBACAD
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2E2F3031 32333435 36202122 23242526

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
33D18070
2841C3D3 7CA40F35 645ECB1A A6548550 7F577CA9 8F418AQE

temp =
©@BBGE5 3D916573
A7AC7967 ©02CAeDD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180
702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

V is
OBB6GE5 3D916573
A7AC7967 ©02CA6DD2 E30D13B8 A3ACFD7E 23905D6oF 8A33D180
702841C3 D37CA40F 35645ECB 1AAG5485 507F577C A98F418A

Hash_df - Generate C - Step 4

0x001 1V 1is
000OBB6ES 3D916573
A7AC7967 ©02CA6DD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180@
702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string 1is
01 000001B8 0VOBBGES 3D916573
A7AC7967 ©2CA6DD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180@
702841C3 D37CA40F 35645ECB 1AA65485 S507FS577C A98F418A

Hash(counter| Ino_of_bits_to_return!|input_string) is
ES5B7AEGC



8607715A F6CCCF35 2696C291 F43D10D1 E48E9FDO 717320C0

temp =
ESB7AEGC
8607715A F6CCCF35 2696C291 F43D10D1 E48E9QFDO 717320(0

counter| Ino_of_bits_to_returnl|input_string is
02 000001B8 QV@OBBGES 3D916573
A7AC7967 ©2CAoDD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180
702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
11F35DAE
12883480 7F41DD3A A952DE@9 @AB3C78C (C4D38F67 F13F7896

temp =
ESB7AE 6C860771
S5AF6CCCF 352696C2 91F43D10 D1E48E9QF DO717320 CO11F35D
AE128834 807F41DD 3AA952DE 090QAB3C7 8CC4D38F 67F13F78

C is

ESB7AE 6C860771
S5AF6CCCF 352696C2 91F43D10 D1E48E9F DO717320 CO11F35D
AE128834 807F41DD 3AA952DE ©@90AB3C7 8CC4D38F 67F13F78

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k %k %k *k >k >k %k k

Hash_DRBG_Generate_algorithm

requested_number_of_bits = 448

additional_input <empty>



Hashgen

requested_no_

data 1is

A7AC7967

702841C3

w_1i is

9AAAQ8BC

W is

9AAAQ8BC

data 1is

A7AC7967

702841C3

w_1i 1is

ASB6OEF9

W is

11B32790
ASB6OEF9

of_bits

02CA6DD2
D37CA40F

11B32790

11B32790

02CA6DD2

D37CA40F

22999D90

2C82F011
22999D90

= 448

E30D13B8
35645ECB

2C82F011

2C82F011

E30D13B8

35645ECB

FCEEECSC

4CBAQF9C
FCEEECSC

A3ACFD7E
1AA65485

4CBAQF9IC

4CBAQF9IC

A3ACFD7E

1AA65485

227E5D25

CCA6203B
227E5D25

OBB6ES
23905D6F
507F577C

CCAc203B

CCAc203B

OBBGES
23905D6F
507F577C

C56921EE

SE68BDEQ
A3940091
C56921EE

30916573
8A33D180
A98F418A

S5E68BDEQ
A3940091

SE68BDEQ
A3940091

30916573
8A33D180
A98F418B

3ECD3671
572ED472

9AAAQ8BC
3ECD3671
572ED472



returned_bits is
SEG8BDE® 9AAAQ8BC
11B32790 2C82F@11 4CBAQFIC CCA6203B A3940091 3ECD3671
ASBGOEF9 22999D90 FCEEECS5C 227E5D25 (C56921EE 572ED472

Update V

Ox0311V 1is
030BB6E5 3D916573
A7AC7967 ©2CAeDD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180
702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

H is
FAFOE387
8DAC8089 5CE1C1DD E67CBEAD 36B59C8F 3767955D 3623164F

Updated values

V is
F16E93 AA176CES5
02A34636 37F10495 750150C9 75918C1D F401D@91 3F3FA865
ABE74A81 BODDA7CA 568A7056 5A66A4DC 14ABCQG9 47A39752

reseed_counter 1is
0000 00000002

rnd_val 1is
SEG8BDE@ 9AAAQ8BC
11B32790 2C82F@11 4CBAQFIC CCA6203B A3940091 3ECD3671
ASBG6OEF9 22999D90 FCEEECS5C 227ES5D25 (C56921EE 572ED472

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k 3k 3%k 3k %k %k %k 3k 3%k 3k %k %k >k 3%k 3%k %k %k %k 3k 3% %k %k k kK kk



Hash_DRBG_Generate_algorithm
requested_number_of_bits = 448

additional_input <empty>

Hashgen

requested_no_of_bits = 448

data is
F16E93 AA176CE5S
02A34636 37F10495 750150C9 75918C1D F401D@91 3F3FA865
ABE74A81 BODDA7CA 568A7056 5A66A4DC 14ABCO69 47A39752

w_1i 1is
DCO56FCB
35FF51D7 D9FB72FD 4FD1B1D2 46451DB5 6CD4F889 E432E327

W is
DCO56FCB
35FF51D7 D9FB72FD 4FD1B1D2 46451DB5 6CD4F889 E432E327

data is
F16E93 AA176CES5
02A34636 37F10495 750150C9 75918C1D F40Q1D@91 3F3FA865
ABE74A81 BODDA7CA 568A7056 5A66A4DC 14ABCO69 47A39753

w_1i 1is
3F9ED&2D
E3EF7CD2 8B6A9COF 4D78E5C8 451D3634 @A2BD7E6G 9FAB32EB



W is

D9FB72FD
E3EF7CD2

DCO56FCB
4FD1B1D2 46451DB5 6CD4F889 E432E327
8B6A9COF 4D78E5C8 451D3634 0AZBD7E6

returned_bits is

D9FB72FD
E3EF7CD2

Update V
Ox031 1V 1is
02A34636
ABE74A81
H is

BFC4A213

Updated values
V is
SD9A1305
19BE74(C9

reseed_counter

rnd_val 1is

D9FB72FD
E3EF7CD2

DCO56FCB
4FD1B1D2 46451DB5 6CD4F889 E432E327
8B6A9COF 4D78E5C8 451D3634 0AZBD7E6

03F16E93
37F10495 750150C9 75918C1D F401D@91
BODDA7CA 568A7056 5A66A4DC 14ABC0O69

5AA645D7 D2E29A3B E15BA781 VEEC5A90

D72642
6D179B58 @6F58DDA 47761ABD (C47343B2
8CO32F7F 64165D70 44CD0025 205CEE89

is
0000

DCO56FCB
4FD1B1D2 46451DB5 6CD4F889 E432E327
8B6A9COF 4D78E5C8 451D3634 QAZBD7E6

35FF51D7
3F9ED82D
9FAB3Z2EB

35FF51D7
3F9ED82D
9FAB3Z2EB

AA176CES
3F3FA865
47A39752

06BFA186
E@536E52

169D7456
06113D4A
8FE8451E

00000003

35FF51D7
3F9ED82D
9FAB3Z2EB



B b b G e b b
Hash_DRBG

Requested Security Strength = 112

Requested Hash Algorithm = SHA-224

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9BOCIDIE
9FAQA1AZ2 A3A4A5Ac A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5Co
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7E8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
202122 23242526

PersonalizationString = <empty>

AdditionallInputl =
606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Additionallnput2 =
AQA1AZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6



HHH R A A A

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k %k %k %k 3%k 3%k %k %k %k %k % % >k %k %k %k % %k %k %k %k %k %k %k

Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
202122 23242526

personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance”

Hash_df - Generate seed(which is V) - Step 2

seed_material is
0001 02030405 06070809 QAQBOACAD
QEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2E2F3031 32333435 36202122 23242526

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
010000 01B80001 02030405 06070809 OAOBACAOD
QEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2E2F3031 32333435 36202122 23242526

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
@BBGES53D
916573A7 AC796702 CA6GDDZ2E3 0OD13B8A3 ACFD7EZ23 905D6F8A



temp =
OBBGES53D
916573A7 AC796702 CA6DD2E3 @D13B8A3 ACFD7EZ23 9@5D6F8A

counter| Ino_of_bits_to_returnlinput_string is
020000 01B30001 02030405 06070809 OAOBACAOD
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2(C2D 2E2F3031 32333435 36202122 23242526

Hash(counter| Ino_of_bits_to_return||input_string) is
33D18070
2841C3D3 7CA40F35 645ECB1A A6548550 7F577CA9 8F418AQE

temp =
OBBGES 3D916573
A7AC7967 ©2CA6DD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180
702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

V is
@BBGE5 3D916573
A7AC7967 02CA6DD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180
702841C3 D37CA40QF 35645ECB 1AA65485 507F577C A98F418A

Hash_df - Generate C - Step 4

0x001 1V 1is
00OBB6ES5 3D916573
A7AC7967 ©2CA6DD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180@
702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

no_of_bits_to_return = 440



1=1

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 QVOBBGES 3D916573
A7AC7967 ©2CAoDD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180
702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

Hash(counter| Ino_of_bits_to_returnl!linput_string) is
ESB7AEGC
8607715A F6CCCF35 2696C291 F43D10D1 E48E9FDOQ 717320C0

temp =
ESB7AEGC
8607715A F6CCCF35 2696C291 F43D10D1 E48E9FDO 717320C0

counter| Ino_of_bits_to_returnl|input_string 1is
02 000001B8 00VOBBGES 3D916573
A7AC7967 ©2CA6DD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180@
702841C3 D37CA40F 35645ECB 1AA65485 S507FS577C A98F418A

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
11F35DAE
12883480 7F41DD3A A952DEQ9 ©QAB3C78C C4D38F67 F13F7896

temp =
E5B7AE 6C860771
SAF6CCCF 352696C2 91F43D10 D1E48E9F DO717320 CQ11F35D
AE128834 807F41DD 3AA952DE @90AB3C7 8CC4D38F 67F13F78

is
ESB7AE 06C860771
S5AF6CCCF 352696C2 91F43D10 D1E48E9F DO717320 CO11F35D
AE128834 807F41DD 3AA952DE Q9QAB3C7 8CC4D38F 67F13F78



First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k %k 3k >k 3%k 3k >k 3k >k 3k %k 3%k >k >k 3k %k %k %k 3% %k 5% >k %k %k %k % %k % %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 448

additional_input
606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8CED8E 8F909192 93949596

Process additional_input

0x021 1Vl ladditional_input is
020BB6 E53D9165 73A7AC79 6702CA6GD
D2E30D13 B8A3ACFD 7E23905D o6F8A33D1 80702841 (C3D37CA4
OF35645E CB1AA654 85507F57 7CA98F41 8A606162 63646566
6768696A 6B6CODOE 6F70Q7172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8CED8E 8F909192 93949596

w=Hash(@x021 IV| ladditional_input) 1is
4287889k
AD1QCEQF D67794A8 CCE65303 02F18AEC 557970F@ CA5195D5

V is
@BBGE5 3D916573
A7AC7967 02CAoDD2 E30D13B8 A3ACFD7E 23905D6F CCBBSA1F
1D390FD3 A9F438B8 ©24AB1CE 1D97DF71 AS5F8C86D 73EQD75F

Hashgen

requested_no_of_bits = 448



1=1

data 1is

A7AC7967

1D390FD3

w_1i 1is

266433D9

W is

266433D9

data 1is

A7AC7967

1D390FD3

w_1i 1is

4E102D1C

W is

7E587C87
4E102D1C

02CA6DD2
A9F438B8

7E587C87

7E587C87

02CA6DD2

A9F438B8

AFAFD3FF

1D15717A
AFAFD3FF

returned_bits 1is

7E587C87
4E102D1C

1D15717A
AFAFD3FF

E30D13B8
024AB1CE

1D15717A

1D15717A

E30D13B8

024AB1CE

677BEBBD

E15CA7B7
677BEBBD

E15CA7B7
677BEBBD

A3ACFD7E
1D97DF71

E15CA7B7

E15CA7B7

A3ACFD7E

1D97DF71

0C435952

E616CFE1
0C435952

E616CFE1
0C435952

OBB6ES
23905D6F
A5F8C86D

E616CFE1

E616CFEL

OBB6ES
23905D6F
A5F8C86D

505F8723

B15DEC1B
0120523A
505F8723

B15DEC1B
0120523A
505F8723

3D916573
CCBB5A1F
73EQD75F

B15DEC1B
0120523A

B15DEC1B
0120523A

30916573
CCBB5A1F
73E@OD760

E9504D80
1D9EA679

266433D9
E9504D80
1D9EA679

266433D9
E9504D80
1D9EA679



Update V

0x0311V 1is
030BB6E5 3D916573
A7AC7967 ©2CA6DD2 E30D13B8 A3ACFD7E 23905D6F CCBBSALF
1D390FD3 A9F438B8 ©024AB1CE 1D97DF71 ASF8C86D 73E@D75F

H is
9C1A49BE
OFOF864F B744F3E4 59836BE7 F8D4F8EE 59534561 7F265D00

Updated values

V is
F16E93 AA176CES
02A34636 37F10495 750150C9 75918C1D F401D0Q91 28E7973A
DASB1ES57 E1B86E79 96777094 1F778C27 8C1QE15E S5AF873D8

reseed_counter is
0000 00000002

rnd_val is
B15DEC1B 266433D9
7E587C87 1D15717A E15CA7B7 E616CFE1 0120523A E9504D80
4E102D1C AFAFD3FF 677BEBBD ©C435952 505F8723 1D9EAG79

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk 3k 5k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k %k sk sk sk sk sk sk ok ok ok k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 448

additional_input

AQOA1AZ A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE



BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1DZ

Process additional_input

0x@21 1Vl ladditional_input is
@2F16E 93AA176C E502A346
95750150 (C975918C 1DF401D@ 9128E797 3ADASB1E
79967770 941F778C 278C10E1 S5ES5AF873 D8AQA1A2
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA
BFCOC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2

w=Hash(@x@2| IVI ladditional_input) is
40118B02 QOEBD27A2 812BS5A04 4490BA01 A292FECY
V is
F16E93

02A34636 37F10495 750150C9 75918C1D F401D@91
1A6CA959 FO75961C 17A2CA98 64084629 Z2EA3EQ25

Hashgen

requested_no_of_bits = 448

F16E93
02A34636 37F10495 750150C9 75918C1D F401D091
1A6CA959 FO75961C 17A2CA98 64084629 2EA3EQ25

w_1i 1is

257FB69B 1A8C6712 88F702BO A82574AF DZ2BA8868

D3D4D5D6

3637F104
57E1B86E
A3A4A5A6
BBBCBDBE
D3D4D5D6

6B2A78EE
6FB262E6

AA176CES
94121029
CAAADGBE

AA176CES
94121029
CAAADGBE

8E428812
F4124A7D



W is

data

w_1i

W is

return

Update

0x03

H is

257FB69B 1A8C6712 88F702B0 A82574AF DZBA8868

is

02A34636 37F10495 750150C9

1A6CA959 FO75961C 17A2CA98

is

43141DA9 4042D1C7 170CB6B5

1A8C6712 88F702BO A82574AF

43141DA9 4042D1C7 170CB6B5

ed_bits is

1A8C6712 88F702BO A82574AF
43141DA9 4042D1C7 170CB6B5

\%

[V is

02A34636 37F10495 750150C9
1A6CA959 FO75961C 17A2CA98

633CC968 D38560B6 AE43BB48

75918C1D
64084629

412F9178

DZ2BA8868
412F9178

DZ2BA8868

412F9178

75918C1D

64084629

B6CoD1D9

F16E93
F401D091
2EA3EQ25

84C5CA8D

8E428812
F4124A7D
84C5CA8D

8E428812
F4124A7D
84C5CA8D

03F16E93
F401D091
2EA3EQ25

AQE13F94

8E428812
F4124A7D

AA176CES
94121029
CAAADGBF

5A8EA256
6CD275F3

257FB69B
5A8EA256
6CD275F3

257FB69B
5A8EA256
6CD275F3

AA176CES
94121029
CAAADGBE

41408548
42BF565D



Updated values

V is
D72642 169D7456
5D9A1305 6D179B58 QoF58DDA 47761ABD (C47343B2 956488CF
2BBBFAF7 447A38B0 QQ8FD8BF 23D9CBCA 5C49F349 755B6(95

reseed_counter 1is
0000 00000003

rnd_val 1is
8E428812 257FB69B
1A8C6712 88F702B0 A82574AF D2BA8868 F4124A7D S5A8EAZ256
43141DA9 4042D1C7 170CB6B5 412F9178 84(C5CA8D 6(CD275F3

B L B B L A 3 et B 2
Hash_DRBG

Requested Security Strength = 112

Requested Hash Algorithm = SHA-224

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
CoC1C2 (C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ESE6G EVESEQOEA EBECEDEE EFFQF1F2 F3F4F5F6



Nonce =
202122 23242526

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DGE G6F707172 73747576

Additionallnput = <empty>

B B e

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k *k k >k %k k

Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 030405006
0708090A OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
202122 23242526

personal_str is
404142 43444546
4748494A 4B4C4ADAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6CODGE GF707172 73747576

prediction_resistance_flag = "No PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
00 01020304 05000708 090AQBAC QDOEQOF10 11121314
15161718 191A1B1C 1DI1E1F20 21222324 25262728 292A2B2C
2D2E2F30 31323334 35362021 22232425 26404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5CSDSE



5F606162 63646566 6768696A 6B6C6DOE ©F7Q7172 73747576

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
0100
0001B300 01020304 05060708 090AOBOC QDQEQF10 11121314
15161718 191A1B1C 1D1E1F20 21222324 25262728 292A2B2C
2D2E2F30 31323334 35362021 22232425 26404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A SB5CSDSE
S5F606162 63646566 6768696A 6B6C6DOE ©F707172 73747576

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
E2524DOE
2D695606 3403E137 3C2A0310 5C27C33E FD4BEQE® (CB7462D9

temp =
E2524DOE
2D695606 3403E137 3C2A0310 5C27C33E FD4BEQEQ® CB7462D9

counter| Ino_of_bits_to_returnllinput_string is
0200
0001B300 01020304 05060708 090AOBOC ODQEQF10 11121314
15161718 191A1B1C 1D1E1F20Q 21222324 25262728 292A2B2C
2D2E2F30 31323334 35362021 22232425 26404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A SB5CSDSE
5F606162 63646566 6768696A 6B6C6DGE ©F707172 73747576

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
SFEA7AS53
FA4A6C635 DCS5FED69 1F36A168 AQ7266E7 75A7FB6@ 7BE9D680Q



temp =
E2524D QEZ2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DI5FEA7A
53F4A6C6 35DCS5FED 691F36A1 68A07266 E775A7FB 607BE9OD6

V is
E2524D QE2D6956
063403E1 373C2A03 105C27C3 3EFD4BE® EQCB7462 DISFEA7A
53F4A6C6 35DCS5FED 691F36A1 68AQ7266 E775A7FB 607BE9D6

Hash_df - Generate C - Step 4

0x001 1V 1is
0OE2524D OE2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DISFEA7A
53F4A6C6 35DCS5FED 691F36A1 68A07266 E775A7FB 607BE9D6

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnlinput_string is
01 000001B8 QQE2524D QE2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DISFEA7A
53F4A6C6 35DCSFED 691F36A1 68AQ7266 E775A7FB 607BE9D6

Hash(counter| Ino_of_bits_to_return||input_string) is
FADECBC8
A4B733F9 A9Q3EFB7 F8(C95434 54D37B2D 4C76B882 8A9A5463

temp =
FADECBC8
A4B733F9 A9Q3EFB7 F8(C95434 54D37B2D 4C76B882 8A9A5463



1=2

counter| Ino_of_bits_to_returnl|input_string 1is
02 000001B8 QOE2524D QE2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DISFEA7A
53F4A6C6 35DCSFED 691F36A1 68A07266 E775A7FB 607BE9D6

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
90A2FQ7A
9E31D50D 5B7DE500 S5AD7C1E8 9A3E1AFE D62C331D 6A561403

temp =
FADECB C8A4B733
FOA9Q3EF B7F8C954 3454D37B 2D4C76B8 828A9A54 6390A2F0
7A9E31D5 ODS5B7DES 005AD7C1 E89A3E1A FED62C33 1D6A5614

C is
FADECB C8A4B733
FOAQQ3EF B7F8(C954 3454D37B 2D4C76B8 828A9A54 6390A2F0Q
7A9E31D5 @OD5B7DES5 @Q@5AD7C1 E89A3E1A FED62C33 1D6A5614

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k >k >k 3k 3k 5k 5k 5k 5k %k %k %k %k >k %k %k 5k >k k k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 448

additional_input <empty>

Hashgen

requested_no_of_bits = 448



data 1is
E2524D QEZ2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ@ EQCB7462 DI9SFEA7A
53F4A6C6 35DCS5FED 691F36A1 68A07266 E775A7FB 607BE9D6

w_1i 1is
A13548D9
029814B7 F142E991 5742B984 4EC5(C386 E648CDA9 4BCDCEZ22

W is
A13548D9
029814B7 F142E991 5742B984 4EC5C386 E648CDA9 4BCDCEZ22

data is
E2524D QEZ2D6956
063403E1 373C2A03 105C27C3 3EFD4BE® EQCB7462 DISFEA7A
53F4A6C6 35DCSFED 691F36A1 68A07266 E775A7FB 607BE9D7

w_1i 1is
60QE79C86
COo6B5597 81EBDFEB BB978C76 ©ODO4DABO 56E79E7E D0O065638

Wis
A13548D9 029814B7
F142E991 5742B984 4EC5(C386 E648CDA9 4BCDCE22 6QE79C86
CoO6B5597 81EBDFEB BB978(C76 QDQ4DABO 56E79E7E D0O065638

returned_bits is
A13548D9 ©029814B7
F142E991 5742B984 4EC5C386 E648CDA9 4BCDCEZ2Z2 6QE79C86
CoO6B5597 81EBDFEB BB978(C76 QDQ4DAB9 56E79E7E DO065638



Update V

0x0311V 1is
03E2524D OEZ2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DISFEA7A
53F4A6C6 35DCS5FED 691F36A1 68A07266 E775A7FB 607BE9D6

H is
DAFAC71D
EAFCE300 (C98C6196 BB1AF5C8 F7FA2169 81211536 599E3665

Updated values
Vis
DD3118 D6D22089

FFDDO7DO EF34F357 44BOFB3E 6C49C299 63560EB8 17EB5488
B98FBBIC 0OCC43F69 2495042C 4934D1EB 676CE964 D7847650

reseed_counter is
0000 00000002

rnd_val 1is
A13548D9 029814B7
F142E991 5742B984 4EC5C386 E648CDA9 4BCDCEZ2Z2 6QE79C86
CO6B5597 81EBDFEB BB978(C76 QDQ4DAB9 56E79E7E D0065638

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k >k %k %k %k %k kkk
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 448

additional_input <empty>

Hashgen



requested_no_

data 1is

FFDD@7DO

B98FBBIC

w_1i 1is

42469DEC

W is

42469DEC

FFDD@7DO

B98FBBIC

w_1i 1is

3C1FBF1B

W is

61E738D1
3C1FBF1B

of_bits

EF34F357
0CC43F69

61E738D1

61E738D1

EF34F357

0CC43F69

CBEF2B69

2B3685FA
CBEF2B69

returned_bits is

= 448

44BOFB3E
2495042C

2B3685FA

2B3685FA

44BOFB3E

2495042C

EBZ2C9A9D

D4D640B4
EBZ2C9A9D

6C49C299
4934D1EB

D4D640B4

D4D640B4

6C49C299

4934D1EB

A76F5F49

1CoD4343
A76F5F49

DD3118
63560EB8
676CE964

1CoD4343

1CoD4343

DD3118
63560EB8
676CE964

D1BF3825

A2B1DC82
03E6A185
D1BF3825

A2B1DC82

DeD22089
17EB5488
D7847650

A2B1DC82
03E6A185

A2B1DC82
03E6A185

D6D22089
17EB5488
D7847651

17CFF39A
130A30D3

42469DEC
17CFF39A
130A30D3

42469DEC



61E738D1 2B3685FA D4D640B4 1C@OD4343 0Q3E6A185 17CFF39A
3C1FBF1B CBEFZ2B69 EB2C9A9D A76F5F49 D1BF3825 130A30D3

Update V

0x0311V 1is
©03DD3118 D6D22089
FFDDO7D@ EF34F357 44BOFB3E 6C49C299 63560EB8 17EB5488
BO8FBBIC 0CC43F69 2495042C 4934D1EB 676CE964 D7847650

H is
6FD91259
78571F75 B50237AB EC52277E 95C7D59F A5CCB232 FQ80A043

Updated values
Vis
D8QFE4 9F76D7BD

F9860BCO A7Z2DBCAB 7905CEB9 99963951 ESEQA90C EB5509D2
AC850CE6 CF21F4FA 1142036C C796E5A6 OCOFC7CA E56F6CA9

reseed_counter is
0000 00000003

rnd_val 1is
A2B1DC82 42469DEC
61E738D1 2B3685FA D4D640B4 1C0D4343 0Q3E6A185 17CFF39A
3C1FBF1B CBEF2B69 EB2C9A9D A76F5F49 D1BF3825 130A30D3
HHHH IR
Hash_DRBG
Requested Security Strength = 112

Requested Hash Algorithm = SHA-224

prediction_resistance_flag = "NOT ENABLED"



EntropyInput =
000102 03040506
0708090A ©OBOCODOE ©OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D88D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8E9QEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
202122 23242526

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5CS5DSE
S5SF606162 63646566 6768696A 6B6CODGE 6F707172 73747576

AdditionallInputl =
606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Additionallnput2 =
AQA1AZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3%k 3k %k %k %k >k %k %k k

Hash_DRBG_Instantiate_algorithm



entropy_input is
000102

03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E

1F202122 23242526 2728292A 2B2C2D2E 2F303132

nonce 1is
202122

personal_str is
404142
4748494A 4B4C4D4E 4F505152 53545556 5758595A
5F606162 63646566 6768696A 6B6C6D6GE 6F707172

333435306

23242526

43444546
5B5C5DSE
73747576

prediction_resistance_flag = "No PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
00 01020304 05060708 Q90AQBAC QDOEQF10
15161718 191A1B1C 1D1E1F20 21222324 25262728
2D2E2F30 31323334 35362021 22232425 26404142
4748494A 4B4C4D4AE 4F505152 53545556 5758595A
5F606162 63646566 6768696A 6B6CODGE 6F707172

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is

0001B800 01020304 05060708 090AOBOC ODOEOF10
15161718 191A1B1C 1D1E1F20 21222324 25262728
2D2E2F30 31323334 35362021 22232425 26404142
4748494A 4B4C4D4AE 4F505152 53545556 5758595A
5F606162 63646566 6768696A 6B6CO6DOE OF 707172

11121314
292A2B2C
43444546
5B5C5D5E
73747576

0100
11121314
292A2B2C
43444546
5B5C5D5E
73747576

Hash(counter| Ino_of_bits_to_returnl|linput_string) is



E2524D0OE
2D695606 3403E137 3C2A0310 5C27C33E FD4BEQE® (CB7462D9

temp =
E2524DOE
2D695606 3403E137 3C2A0310 5C27C33E FD4BEQEQ® CB7462D9

counter| Ino_of_bits_to_returnl|input_string 1is
0200
0001B800 01020304 05060708 090AVBOC ODOEQF10 11121314
15161718 191A1B1C 1D1E1F20 21222324 25262728 292A2B2C
2D2E2F30 31323334 35362021 22232425 26404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6CO6D6E 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl||input_string) is
SFEA7AS3
F4A6C635 DCS5FEDGY 1F36A168 AQ7266E7 75A7FB6@ 7BE9D6G80O

temp =
E2524D QEZ2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ® EQCB7462 DI5FEA7A
53F4A6C6 35DCSFED 691F36A1 68A07266 E775A7FB 607BE9OD6

V is
E2524D QE2D6956
063403E1 373C2A03 105C27C3 3EFD4BE® EQCB7462 DISFEA7A
53F4A6C6 35DCSFED 691F36A1 68AQ7266 E775A7FB 607BE9D6

Hash_df - Generate C - Step 4

0x001 1V 1is
0OE2524D OE2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DISFEA7A



53F4A6C6 35DC5FED 691F36A1 68A07266 E775A7FB 607BE9D6

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 QQE2524D QE2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DI5FEA7A
53F4A6C6 35DCSFED 691F36A1 68AQ7266 E775A7FB 607BE9D6

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
FADECBC8
A4B733F9 A9Q3EFB7 F8(C95434 54D37B2D 4C76B882 8A9A5463

temp =
FADECBC8
A4B733F9 A9Q3EFB7 F8(C95434 54D37B2D 4C76B882 8A9A5463

counter| Ino_of_bits_to_returnl|input_string 1is
02 000001B8 0OE2524D OE2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DISFEA7A
53F4A6C6 35DCSFED 691F36A1 68A07266 E775A7FB 607BE9D6

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
90A2FQ7A
9E31D50D 5B7DE500 S5AD7C1E8 9A3E1AFE D62C331D 6A561403

temp =
FADECB C8A4B733
FOA9Q3EF B7F8C954 3454D37B 2D4C76B8 828A9A54 6390A2F0
7A9E31D5 ODSB7DES 005AD7C1 E89A3E1A FED62C33 1D6A5614



Cis
FADECB C8A4B733
FOA9Q3EF B7F8(C954 3454D37B 2D4(C76B8 828A9A54 6390A2F0
7A9E31D5 OD5B7DE5 Q@5AD7C1 E89A3E1A FED62C33 1D6A5614

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5k 3k >k 3k %k 3%k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k >k %k %k 3% %k % >k %k % %k % %k %k k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 448

additional_input
606162 63646566
6768696A 6B6CODOE 6F70Q7172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

Process additional_input

0x@21 1Vl ladditional_input is
02E252 4DOE2D69 56063403 E1373C2A
03105C27 C33EFD4B EQEQCB74 62D95FEA 7A53F4A6 C635DC5F
ED691F36 A168A072 66E775A7 FB6Q7BE9 D6606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

w=Hash(@x021 IV| ladditional_input) 1is
FC650A81
245264(C9 (4784731 6CC37582 91DDA47F 4276B81A 036889B5

V is
E2524D QE2D6956
063403E1 373C2A03 105C27C3 3EFD4BE@® EQCB7463 DS5C4F4FB
78470B8F FA54A71E D5EZ2AC23 FA7VE16EG 29EC6Q15 63E4738B



Hashgen

requested_no_

063403E1

78470B8F

w_1i 1is

D178DC74

W is

D178DC74

data 1is

063403E1

78470B8F

w_1i 1is

1AD9FAGD

W is

31D2B9C3
1AD9FAGD

of_bits

373C2A03
FAS4A71E

31D2B9C3

31D2B9C3

373C2A03

FAS4A71E

6203E549

09C52AE4
6203E549

= 448

105C27C3
D5E2ACZ3

09C52AE4

09C52AE4

105C27C3

D5EZ2ACZ3

33BA7E9C

AE5742AF
33B0O7E9C

3EFD4BEQ@
FA7E16E6

AES5742AF

AES5742AF

3EFD4BEQ

FA7E16EG

B635CEAS8

C119A0FB
B635CEAS8

E2524D
EQCB7463
29EC6015

C119A0FB

C119A0FB

E2524D
EQCB7463
29EC6015

3F1F80FB

AEZ2E70Q3E
8F500FDD
3F1F80FB

OEZ2D6956
D5C4F4FB
63E4738B

AE2E703E
8F500FDD

AE2E703E
8F500FDD

OEZ2D6956
D5C4F4FB
63E4738C

83F17226
7A7153A1

D178DC74
83F17226
7A7153A1



returned_bits is
AEZ2E703E D178DC74
31D2B9C3 09C52AE4 AES5742AF C119A0FB 8F500FDD 83F17226
1AD9FAGD 6203E549 33BO7E9C B635CEA8 3F1F80QFB 7A7153A1

Update V

0x0311V 1is
03E2524D OE2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7463 D5C4F4FB
78470B8F FA54A71E D5E2ACZ23 FAVE16E6 29EC6015 63E4738B

H is
DASB71ES
FOC9872F A4BB580D ED2D8QAS5 7DB2582B FEZ2FB539 8C52A5F7

Updated values

V is
DD3118 D6D22089
FFDDO7DQ EF34F357 44BOFB3E 6C49C299 6356Q0EB9 13B109D1
E3AEC494 ACoB7D11 (C36B048B 6QCAADZ2D 26F24182 @DA16F97

reseed_counter is
0000 00000002

rnd_val 1is
AE2E70Q3E D178DC74
31D2B9C3 0@9C52AE4 AE5742AF C119A0FB 8F500FDD 83F17226
1AD9FAGD 6203E549 33B0O7E9C B635CEA8 3F1F80QFB 7A7153A1

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k >k 3k >k 3k 3k >k 3k %k 3k >k 3k %k 5%k 3k >k %k %k 3k %k 3%k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k 3%k %k 3% %k % 3k %k % %k % %k % %k *k

Hash_DRBG_Generate_algorithm



requested_number_of_bits = 448
additional_input

A7A8A9AA ABACADAE AFBOB1B2
BFCOC1C2 (C3C4C5C6 C7C8CIACA

Process additional_input

0x@21 1Vl ladditional_input is
02DD31
5744BOFB 3E6(49C2 9963560E
11C36B04 8BGACAAD 2D26F241
A7A8A9AA ABACADAE AFB@B1BZ2
BFCOC1C2 C3C4C5C6 C7C8CICA

B3B4B5B6
CBCCCDCE

18D6D220
B913B109
820DA16F
B3B4B5B6
CBCCCDCE

w=Hash(@x@2| IVI ladditional_input) is

AASFCC34 49236DF0 7084B861

V is

FFDDO7D@ EF34F357 44BOFB3E
8EQE90C8 F58EEBOZ2 33EFBCED

Hashgen

requested_no_of_bits = 448

data 1is

AE7B5FC3

6C49C299
0OF460CF0

AQA1AZ2 A3A4A5A6
B7B8B9BA BBBCBDBE
CFDOD1D2 D3D4D5D6

89FFDDO7 DOEF34F3
D1E3AEC4 94AC6B7D
97A0A1A2 A3A4A5A6
B7B8B9BA BBBCBDBE
CFDOD1D2 D3D4D5D6

B90A7495
50839FFE DB6589CC

DD3118 D6D22089
63560EB9 CCBB7E67
7775E180 E906F963

DD3118 D6D22089

FFDDO7DO EF34F357 44BOFB3E 6C49C299 63560EB9 CCBB7E6G7
8EQE9QC8 F58EEB0QZ2 33EFBCED OF460CFQ 7775E180 E906F963



w_1i 1is

215E04D2 9751C152 8D7CBBF8 4E7CC370 2ADA3A1F

W is

215E04D2 9751C152 8D7CBBF8 4E7CC370 2ADA3A1F

data 1is
DD3118
FFDDO7D@ EF34F357 44BOFB3E 6C49C299 63560QEB9
8EQE90(C8 FS58EEBQ2 33EFBCED OF460CF@ 7775E180

w_1i 1is

F7450A58 A73B95E3 2E4(C0513 DOB6118A 677592EB

Wis
E3C91764
9751C152 8D7CBBF8 4E7CC370 2ADA3A1F 79F87DBB
F7450A58 A73B95E3 2E4C0513 DOB6118A 677592EB

returned_bits is
E3C91764
9751C152 8D7CBBF8 4E7CC370 2ADA3A1F 79F87DBB
F7450A58 A73B95E3 2E4C0513 DOB6118A 677592EB

Update V

0x0311V 1is
03DD3118
FFDDO7D@ EF34F357 44BOFB3E 6C49C299 63560EB9

E3C91764
79F87DBB

E3C91764
79F87DBB

DeD22089
CCBB7E67
E906F964

6043202F
ACC49FBE

215E04D2
6043202F
ACC49FBE

215E04D2
6043202F
ACC49FBE

DeD22089
CCBB7E67



8EQE90C8 F58EEBOZ 33EFBCED QF460CFO 7775E180 E906F963

H is
QC16F778
4D6335D4 B4509A6E 9F6A44F5 364BC454 8A6582C2 C20D1FCB

Updated values

V is
D8OFE4 9F76D7BD
F9860BCO A72DBCAB 7905CEB9 99963951 ESEQA9QE 3C6318D0
560FF872 B73B0355 D3B4D9A4 2E2COF60 0Q0B19076 (C87EGF44

reseed_counter 1is
0000 00000003

rnd_val 1is
E3C91764 215E0Q4D2
9751C152 8D7CBBF8 4E7CC370 2ADA3A1F 79F87DBB 6043202F
F7450A58 A73B95E3 2E4(C0513 DOB6118A 677592EB ACC49FBE

B L Lt A et B 2
Hash_DRBG

Requested Security Strength = 112

Requested Hash Algorithm = SHA-224

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9BI9C9DIE
9FAQA1AZ A3A4AS5A60 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6



EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5Co
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5Do D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESEG E7E8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
202122 23242526
PersonalizationString = <empty>
AdditionalInput = <empty>
HURHHHRR AR R R R R S
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k >k >k 3k 3k 5k 5k 5k >k >k %k %k %k >k %k %k 5k >k k k
Hash_DRBG_Instantiate_algorithm
entropy_input 1is
000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
202122 23242526
personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"
Hash_df - Generate seed(which is V) - Step 2
seed_material 1is
0001 02030405 06070809 ©OAOBOCAD

OEOF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2E2F3031 32333435 36202122 23242526

no_of_bits_to_return = 440



counter| Ino_of_bits_to_returnl|input_string 1is
010000 01B30001 02030405 06070809 ©AGBACAD
QEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2E2F3031 32333435 36202122 23242526

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
@BBGES53D
916573A7 AC796702 CAoDD2E3 @D13B8A3 ACFD7E23 905D6F8A

temp =
OBBGES53D
916573A7 AC796702 CA6DD2E3 @D13B8A3 ACFD7EZ23 9@5D6F8A

counter| Ino_of_bits_to_returnl|input_string is
020000 01B30001 02030405 06070809 OAOBACOD
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2E2F3031 32333435 36202122 23242526

Hash(counter| Ino_of_bits_to_return||input_string) is
33D18070
2841C3D3 7CA40F35 645ECB1A A6548550 7F577CA9 8F418AQE

temp =
OBBGES 3D916573
A7AC7967 ©2CA6DD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180
702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

is
OBBGE5 3D916573
A7AC7967 ©02CAoDD2 E30D13B8 A3ACFDY7E 23905D6F 8A33D180
702841C3 D37CA40F 350645ECB 1AA65485 507F577C A98F418A



Hash_df - Generate C - Step 4

0x0011V 1is
00OBBGE5 3D916573
A7AC7967 ©2CAoDD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180
702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 QVOBBGES 3D916573
A7AC7967 ©2CAoDD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180
702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

Hash(counter| Ino_of_bits_to_returnllinput_string) is
ESB7AEGC
8607715A F6CCCF35 2696C291 F43D10D1 E48E9FDQ 717320C0

temp =
ESB7AE6C
8607715A F6CCCF35 2696C291 F43D10D1 E48E9QFDO 717320C0

counter| Ino_of_bits_to_returnl|input_string 1is
02 000001B8 00VOBBGES 3D916573
A7AC7967 ©2CA6DD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180
702841C3 D37CA40F 35645ECB 1AA65485 S507FS577C A98F418A

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
11F35DAE



12883480 7F41DD3A A952DE@9 @OAB3C78C C4D38F67 F13F7896

temp =
ESB7AE 6C860771
5AF6CCCF 352696C2 91F43D10 D1E48E9F DO717320 CO11F35D
AE128834 807F41DD 3AA952DE @90AB3C7 8CC4D38F 67F13F78

Cis
ESB7AE 6860771
S5AF6CCCF 352696C2 91F43D10 D1E48E9F DO717320 CO11F35D
AE128834 807F41DD 3AA952DE @90QAB3C7 8CC4D38F 67F13F78

First call to Generate
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 3k sk %k 3k 3k 3k sk 5k 3k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok ok sk sk k ko sk sk k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 448

additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm
entropy_input
808182 83848586

8788898A 8B8C8D8E 8F909192 93949596 9798999A 9B9CODIE
9FAQAL1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6

additional_input <empty>
Hash_df - Generate seed(which is V) - Step 2

seed_material is
010BB6 E53D9165 73A7AC79 6702CA6D



DZ2E30D13 B8A3ACFD 7E23905D ©6F8A33D1 80702841 (C3D37CA4
OF35645E CB1AA654 85507F57 7CA98F41 8A808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CI9DIE
9FAQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01000001 B8@10BB6 E53D9165 73A7AC79 6702CA6GD
D2E30D13 B8A3ACFD 7E23905D 6F8A33D1 80702841 (C3D37CA4
OF35645E CB1AA654 85507F57 7CA98F41 8A808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

Hash(counter| Ino_of_bits_to_return!|input_string) is
01745177
968386F7 F279CA4A 2434BF94 97B5DF91 29D19843 184B652B

temp =
61745177
968386F7 F279CA4A 2434BF94 97B5DF91 29D19843 184B652B

counter| |no_of_bits_to_return||input_string is
02000001 B8010BB6 E53D9165 73A7AC79 6702CAcD
D2E30D13 B8A3ACFD 7E23905D oF8A33D1 80702841 (C3D37CA4
OF35645E (CB1AAG54 85507F57 7CA98F41 8A808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCIDIE
9FAQALAZ A3A4A5Ac A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

Hash(counter| Ino_of_bits_to_returnllinput_string) is
EF41D39F
DC19F1E4 (C54298AD 29F596FA 8D4F47CD 0081697F AFBQ7A4B



temp =
617451 77968386
F7F279CA 4A2434BF 9497B5DF 9129D198 43184B65 2BEF41D3
9FDC19F1 E4(C54298 AD29F596 FA8D4F47 (CD008169 7FAFBO7A

V is
617451 77968386
F7F279CA 4A2434BF 9497BS5DF 9129D198 43184B65 2BEF41D3
9FDC19F1 E4(C54298 AD29F596 FA8D4F47 (CD008169 7FAFBQ7A

Hash_df - Generate C - Step 4

0x001 1V 1is
00617451 77968386
F7F279CA 4A2434BF 9497B5DF 9129D198 43184B65 2BEF41D3
9FDC19F1 E4(C54298 AD29F596 FA8D4F47 (CD0O08169 7FAFBO7A

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnllinput_string is
01 000001B8 00617451 77968386
F7F279CA 4A2434BF 9497B5DF 9129D198 43184B65 2BEF41D3
9FDC19F1 E4(C54298 AD29F596 FA8D4F47 (CDO08169 7FAFBO7A

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
E5912949
19DD3D92 743988D8 6C7927A6 94A6D90C 502FA7AA 5414F501

temp =
E5912949
19DD3D92 743988D8 6C7927A6 94A6D90C 502FA7AA 5414F501



1=2

counter| Ino_of_bits_to_returnl|input_string is
02 000001B8 00617451 77968386
F7F279CA 4A2434BF 9497B5DF 9129D198 43184B65 2BEF41D3
9FDC19F1 E4(C54298 AD29F596 FA8D4F47 (CDO08169 7FAFBQO7A

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
0OA2967F3
30B7C64E 191BDC23 @C6CF679 4031D63D 1E92E4D9 151FF346

temp =
E59129 4919DD3D
92743988 D86(C7927 A694A6D9 QC502FA7 AA5414F5 010A2967
F330B7Co 4E191BDC 230C6CF6 794031D6 3D1E92E4 D9151FF3

Cis
E59129 4919DD3D
92743988 D86(7927 A694A6D9 QCS502FA7 AAS5414F5 010A2967
F330B7C6 4E191BDC 230C6CF6 794031D6 3D1E92E4 D9151FF3

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3%k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3k %k >k %k %k %k % %k %k %k %k %k %k %k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 448
additional_input <empty>
Hashgen

requested_no_of_bits = 448

data 1is
617451 77968386



F7F279CA 4A2434BF 9497BS5DF 9129D198 43184B65 2BEF41D3
9FDC19F1 E4(C54298 AD29F596 FA8D4F47 (CD008169 7FAFBO7A

w_1i 1is
3FEZ2AD85
24CEGQE7 C21C38A1 DABQ2F3C 20501182 F389EE69 9FQ3FD87

W is
3FEZAD85
24CEGQEY (C21C38A1 DABQZ2F3C 20501182 F389EEG9 9FQ3FD&7

617451 77968386
F7F279CA 4A2434BF 9497B5DF 9129D198 43184B65 ZBEF41D3
9FDC19F1 E4(C54298 AD29F596 FA8D4F47 (CD008169 7FAFBO7B

w_1i 1is
79ED17Co
S5B87ACEE EBF1D146 E7VEE106C EC8955EE AFC18ABB C562A566

Wis
3FE2AD85 24CEGQE7
C21C38A1 DABQZ2F3C 20501182 F389EEG9 9FQ3FD87 79ED17(C6
5B87ACEE EBF1D146 EVEE106C EC8955EE AFC18ABB (562A566

returned_bits is
3FE2AD85 24CEGQOE7
C21C38A1 DABQ2F3C 20501182 F389EE69 9FQ3FD87 79ED17(C6
5B87ACEE EBF1D146 EVEE106C EC8955EE AFC18ABB (562A566

Update V

Ox0311V 1is



03617451 77968386
F7F279CA 4A2434BF 9497B5DF 9129D198 43184B65 2BEF41D3
9FDC19F1 E4(C54298 AD29F596 FA8D4F47 (CD0O@8169 7FAFBO7A

H is
8F7D2138
AD26QEA2 S51ECF4@5 9CFBA9@2 98790557 49981439 47C7CE66

Updated values
Vis
47057A COBO6OC4

8A66B353 2290ADE7 3B2C5CB8 9D7A013F ED6C6O5A BC768C74
4032EQ5A 84(CB527A 6D320B90 0C468675 53B72887 AQ8CIED4

reseed_counter is
0000 00000002

rnd_val 1is
3FE2AD85 24CEGQE7
C21C38A1 DABQ2F3C 20501182 F389EE69 9FQ3FD87 79ED17(C6
S5B87ACEE EBF1D146 E7EE106C EC8955EE AFC18ABB (C562A566

Second call to Generate
3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k 3k %k %k %k %k 3k 3k 3k 3k 5k 5k 3k >k %k %k %k %k %k %k %k kokkk
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 448

additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input



cocicz
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DIDA
DFEQE1EZ2 E3E4ES5E6 EVES8EOQEA EBECEDEE EFFOF1F2

additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2

seed_material 1is
014705 7ACOB0O6O C48A66B3
E73B2C5C B89D7AQ1 3FED6C6Q S5ABC768C 744032E0Q
7A6D320B 900C4686 7553B728 87AQ8C9E D4COC1C2
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA
DFEQE1E2 E3E4ESEG EVESEOEA EBECEDEE EFFOF1F2

no_of_bits_to_return = 440

counter| |no_of_bits_to_returnl||input_string is
01000001 B8014705 7ACOBO6O C48A66B3
E73B2C5C B89D7AQ1 3FED6C6Q SABC768C 744032E0Q
7A6D320B 900C4686 7553B728 87AQ8CI9E D4COC1C2
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE EFFOF1F2

(3C4C5C6
DBDCDDDE
F3F4F5F6

532290AD
5A84CB52
C3C4C5C6
DBDCDDDE
F3F4F5F6

532290AD
SA84(B52
(3C4C5C6
DBDCDDDE
F3F4F5F6

Hash(counter| Ino_of_bits_to_returnllinput_string) is

A8FA51B3 48ADD35F 9590A3EQ 60826012 749A8AF8

temp =

A8FA51B3 48ADD35F 9590A3EQ 60826012 749A8AF8

D061978A
3051C0B1

D061978A
3051C0B1



counter| |no_of_bits_to_returnl|input_string is
02000001 B8014705 7ACOBO6O C48A66B3 532290AD
E73B2C5C B89D7A01 3FED6C6Q SABC768C 744032EQ S5A84CB52
7A6D320B 900C4686 7553B728 87AQ8C9E D4COC1C2 (C3C4(C5C6
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE EFFQF1F2 F3F4F5F6

Hash(counter| Ino_of_bits_to_returnllinput_string) is
S5D22F7FD
6C4BABEQ 85D0232C 4AABFOAD (C434722F B2B4DCBB 85E16(2D

temp =
D06197 8AA8FAS1
B348ADD3 5F9590A3 E0608260 12749A8A F83051CO B15D22F7
FD6C4BAB E@85D023 2C4AABFQ AD(C43472 2FB2B4DC BB85E16C

V is
D06197 8AA8FA51
B348ADD3 5F9590A3 E0Q008260 12749A8A F83051CO B15D22F7
FD6C4BAB E0Q85D023 2C4AABF@ AD(C43472 2FB2B4DC BB85E16C

Hash_df - Generate C - Step 4

0x0011V 1is
00D06197 8AA8FA51
B348ADD3 5F9590A3 EQ608260 12749A8A F83051CO B15D22F7
FDoC4BAB EQ85D023 2C4AABFO ADC43472 2FB2B4DC BB85E16C

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 00DO6197 8AA8FAS1
B348ADD3 5F9590A3 E0608260 12749A8A F83051CO B15D22F7
FD6C4BAB EQ85D023 2C4AABFQ ADC43472 2FB2B4DC BB85E16C



Hash(counter| Ino_of_bits_to_returnl|input_string) is
708724BF
4E161788 2COEEF91 2F98DE@9 CFDI9B773 AE93E33E 3AD3F48A

temp =
708724BF
4E161788 2CQEEF91 2F98DE@9 CFD9B773 AE9Q3E33E 3AD3F48A

counter| Ino_of_bits_to_returnl|input_string is
02 000001B8 00DO6197 8AA8FAS1
B348ADD3 5F9590A3 E0608260 12749A8A F83051C0O B15D22F7
FD6C4BAB EQ85D023 2C4AABFQ ADC43472 2FB2B4DC BB85E16C

Hash(counter| Ino_of_bits_to_return||input_string) is
91813DC5
88497(C56 9AAEDFB8 591AF62E E6679FQE 5F696843 D5664DCF

temp =
708724 BF4El617
882COEEF 912F98DE @Q9CFD9B7 73AE93E3 3E3AD3F4 8A91813D
(C588497C 569AAEDF B8591AF6 2EE6679F QES5F6968 43D5664D

Cis
708724 BF4E16017
882COEEF 912F98DE Q9CFD9B7 73AE93E3 3E3AD3F4 8A91813D
(588497C 569AAEDF B8591AF6 2EE6679F QES5F6968 43D5664D

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k Sk sk sk 5k 5k 5k 3k 3k 3k sk 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k 3k sk sk sk ook ok k ok
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 448

additional_input <empty>



Hashgen

requested_no_

data 1is

B348ADD3

FD6C4BAB

w_1i 1is

9C2FC701

W is

9C2FC701

data 1is

B348ADD3

FD6C4BAB

w_1i 1is

EGE11DEB

W is

89B24E02
EGE11DEB

of_bits

5F9590A3
EQ85D023

89B24E02

89B24E02

5F9590A3

E085D023

B42477D6

73595458
B42477D6

= 448

E0608260
2C4AABFO@

73595458

73595458

E0608260

2C4AABFQ

9668D2F9

CD780FBF
9668D2F9

12749A8A
ADC43472

CD780FBF

CD780FBF

12749A8A

ADC43472

40C660F6

A5F21612
40C660F6

D06197
F83051C0
2FB2B4DC

A5F21612

A5F21612

D06197
F83051C0
2FB2B4DC

A2C1C9B4

8BB49B0B
2421B80B
A2C1C9B4

8AA8FA51
B15D22F7
BB85E16C

8BB49B0B
2421B80B

8BB49B0B
2421B80B

8AABFA51
B15D22F7
BB85E16D

F773D736
179592E0Q

9C2FC701
F773D736
179592E0Q



returned_bits is
8BB49BOB 9C2F(C701
89B24EQ@2 73595458 CD780QFBF AS5F21612 2421B80@B F773D736
EGE11DEB B42477D6 9668D2F9 40C660F6 A2C1C9B4 179592EQ

Update V

Ox0311V 1is
03D06197 8AA8FA51
B348ADD3 5F9590A3 EQ608260 12749A8A F83051CO B15D22F7
FDoC4BAB EQ85D023 2C4AABFO ADC43472 2FB2B4DC BB85E16C

H is
D187B76F
837D624C (C97B272F 04F68758 518DOE71 481D8A26 B15F5374

Updated values
V is
4QE8BC 49F71069

3B74BCC2 FOC52981 EA305C17 86232EGE 366B25B6 @D765BAS
4671F775 009BA631 E99A4E3F 2E37AA82 862FA86B BOBA9BZE

reseed_counter 1is
0000 00000002

rnd_val 1is
8BB49BOB 9C2FC701
89B24EQ2 73595458 CD780QFBF AS5F21612 2421B80B F773D736
EGE11DEB B42477D6 9668D2F9 40C6060F6 A2C1C9B4 179592E0Q
W
Hash_DRBG

Requested Security Strength = 112



Requested Hash Algorithm = SHA-224

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9BOCIDIE
9FAQA1AZ2 A3A4A5Ac A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5Co
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5Do D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7E8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
202122 23242526

PersonalizationString = <empty>

AdditionallInputl =
606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Additionallnput2 =
AQA1AZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k %k %k %k >k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3%k 3k %k %k %k >k %k %k k

Hash_DRBG_Instantiate_algorithm



entropy_input is
000102 03040506
0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
202122 23242526

personal_str is <empty>

prediction_resistance_flag = "PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
0001 02030405 06070809 QAQBOACAD
QEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2E2F3031 32333435 36202122 23242526

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
010000 01B80001 02030405 06070809 OAGBACAOD
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2E2F3031 32333435 36202122 23242526

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
@BBGES53D
916573A7 AC796702 CA6GDDZ2E3 0OD13B8A3 ACFD7EZ23 905D6F8A

temp =
OBB6GES3D
916573A7 AC796702 CA6DD2E3 ©OD13B8A3 ACFD7EZ23 905D6F8A



counter| Ino_of_bits_to_returnl|input_string 1is
020000 01B30001 02030405 06070809 ©AGBOCAD
QEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2E2F3031 32333435 36202122 23242526

Hash(counter| Ino_of_bits_to_returnl||input_string) is
33D18070
2841C3D3 7CA40F35 645ECB1A A6548550 7F577CA9 8F418AQE

temp =
OBBGES 3D916573
A7AC7967 ©2CA6DD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180
702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

V is
@BBGE5 3D916573
A7AC7967 02CA6DD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180
702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

Hash_df - Generate C - Step 4

0x001 1V 1is
00OBB6ES5 3D916573
A7AC7967 ©2CA6DD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180
702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnlinput_string is
01 000001B8 QVOBBGES 3D916573
A7AC7967 ©2CA6DD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180



702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

Hash(counter| Ino_of_bits_to_returnllinput_string) is
ESB7AEGC
8607715A F6CCCF35 2696C291 F43D10D1 E48E9FDOQ 717320C0

temp =
ESB7AE6C
8607715A F6CCCF35 2696C291 F43D10D1 E48E9QFDO 717320C0

counter| Ino_of_bits_to_returnllinput_string is
02 000001B8 0VOBBGES 3D916573
A7AC7967 ©2CA6DD2 E30D13B8 A3ACFD7E 23905D6F 8A33D180
702841C3 D37CA40F 35645ECB 1AA65485 507F577C A98F418A

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
11F35DAE
12883480 7F41DD3A A952DEQ9 QAB3C78C C4D38F67 F13F7896

temp =
ESB7AE 6C860771
S5AF6CCCF 352696C2 91F43D10 D1E48E9QF DO717320 CQ11F35D
AE128834 807F41DD 3AA952DE @90AB3C7 8CC4D38F 67F13F78

C is
ESB7AE 6C860771
S5AF6CCCF 352696C2 91F43D10 D1E48E9F D@717320 CQ11F35D
AE128834 807F41DD 3AA952DE Q90QAB3C7 8CC4D38F 67F13F78

First call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3k %k %k %k 3%k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k >k %k %k %k 3%k %k %k %k %k % 3k >k %k %k %k % %k %k %k %k %k %k k



Hash_DRBG_Generate_algorithm
requested_number_of_bits = 448

additional_input
606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Hash_df - Generate seed(which is V) - Step 2

seed_material 1is

©10B B6E53D91 6573A7AC 796702CA 6DDZ2E30D 13B8A3AC
FD7E2390 5Do6F8A33 D1807028 41C3D37C A40F3564 SECB1AAG
5485507F 577CA98F 418A8081 82838485 86878889 8A8B8C8D
8E8F9091 92939495 96979899 9A9BIACID 9E9FAQA1 AZA3A4AS5
A6A7A8A9 AAABACAD AEAFBOB1 B2B3B4B5 B6606162 63646566
6768696A 6B6C6D6GE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

no_of_bits_to_return = 440



counter| Ino_of_bits_to_returnl|input_string is

01B8010B BOGE53D91 6573A7AC
FD7E2390 5D6F8A33 D1807028
5485507F 577CA98F 418A8081
8E8F9091 92939495 96979899
AG6A7A8A9 AAABACAD AEAFBOB1
6768696A 6B6CO6DOE 6F707172
7F808182 83848586 8788898A

010000
796702CA ©DD2E30D 13B8A3AC
41C3D37C A40F3564 SECB1AA6
82838485 86878889 8A8ZB8C8D
9A9B9CID 9EI9FARAL AZA3A4A5
BZ2B3B4B5 B6606162 63646566
73747576 7778797A 7B7C7D7E
8B8C8DBE 8F909192 93949596

Hash(counter| Ino_of_bits_to_returnllinput_string) is

48788F7F EEF50098 68779B47

temp =

48788F7F EEF50098 68779B47

FCAB6277
3Do08D85 D2214B8B 231262E1

FCAB6277
3D608D85 D2214B8B 231262E1

counter| Ino_of_bits_to_returnl|input_string 1is

01B8010B B6E53D91 6573A7AC
FD7E2390 5D6F8A33 D1807028
5485507F 577CA98F 418A8081
8E8F9091 92939495 96979899
AG6A7A8A9 AAABACAD AEAFBOB1
6768696A 6B6COD6GE 6F707172
7F808182 83848586 8788898A

020000
796702CA 6DD2E30D 13B8A3AC
41C3D37C A40F3564 5ECB1AA6
82838485 86878889 8A8B8C8D
9A9B9CID 9EI9FARAL AZA3A4A5
BZ2B3B4B5 B6606162 63646566
73747576 7778797A 7B7C7D7E
8B8C8D8E 8F909192 93949596

Hash(counter| Ino_of_bits_to_return||input_string) is

52E4679D 02FF39FF D6260QEQD

temp =

7FEEF500 9868779B 473D608D
8852E467 9D0O2FF39 FFD6260E

20DE6D&8
D59B11E1 22FD190F 2120DE4B

FCAB62 7748788F
85D2214B 8B231262 E120DEGD
@ODD59B11 E122FD19 @F212@DE



V is
FCABG62 7748788F
7FEEF500 9868779B 473Do@8D 85D2214B 8B231262 E12@DEGD
8852E467 9DO2FF39 FFD626QE @DD59B11 E122FD19 OF2120DE

Hash_df - Generate C - Step 4

0x0011V 1is
QOFCABG2 7748788F
7FEEF500 9868779B 473D6c@8D 85D2214B 8B231262 E120DEGD
8852E467 9DO2FF39 FFD626QE @DD59B11 E122FD19 QF212@DE

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 QOFCAB62 7748788F
7FEEF500 9868779B 473D6@8D 85D2214B 8B231262 E12@QDEGD
8852E467 9DO2FF39 FFD626QE @DD59B11 E122FD19 QF212@DE

Hash(counter| Ino_of_bits_to_returnllinput_string) is
37284C74
6B01798D FO0645F4 4F45B16F 162E3308 EABE1298 D80B27(C8

temp =
37284C74
6B01798D FOQ645F4 4F45B16F 162E3308 EABE1298 D80B27(C8

counter| Ino_of_bits_to_returnllinput_string is
02 000001B8 QOFCAB62 7748788F



7FEEF500 9868779B 473D608D 85D2214B 8B231262 E12@QDE6GD
8852E467 9DO2FF39 FFD6260E @ODD59B11 E122FD19 @QF2120DE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
B59DBCB6
SFE5CD7C 622751F2 14389150 1ED1BFCD 702D7DES5 326A5822

temp =
37284C 746B0179
8DF00645 F44F45B1 6F162E33 Q8EABE12 98D80OB27 C8B59DBC
B65FESCD 7C622751 F2143891 SQ1ED1BF CD702D7D ES5326A58

Cis
37284C 746B0179
8DF00645 F44F45B1 6F162E33 O8EABE12 98D80B27 C8B59DBC
B65FES5CD 7(622751 F2143891 50Q1ED1BF CD702D7D ES5326A58

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k >k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k >k %k k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 448
additional_input <empty>
Hashgen

requested_no_of_bits = 448

data is
FCABG62 7748788F
7FEEF500 9868779B 473D6c@8D 85D2214B 8B231262 E120DEGD
8852E467 9DO2FF39 FFD626QE @DD59B11 E122FD19 QF2120DE

w_1i is



41A637C1 B1B12E51 B6DO8E77 4F6257D3 4A5D8415

W is

41A637C1 B1B12E51 BG6DO8E77 4F6257D3 4A5D8415

data is
FCABG2
7FEEF500 9868779B 473D60@8D 85D2214B 8B231262
8852E467 9DO2FF39 FFD6260OE @ODD59B11 E122FD19

w_1i 1is

6936A310 A@79D934 1BC828B4 D1BB7A94 D@OBCBIF9

Wis
DE976A14
B1B12E51 B6DQ@8E77 4F6257D3 4A5D8415 D7334287
6936A310 A@79D934 1B(C828B4 D1BB7A94 DOBCBIF9

returned_bits is
DE976A14
B1B12E51 BGDO8E77 4F6257D3 4A5D8415 D7334287
6936A310 AQ@79D934 1B(828B4 D1BB7A94 DOBCBIF9

Update V

0x0311V 1is
03FCABG2
7FEEF500 9868779B 473D608D 85D2214B 8B231262
8852E467 9DO2FF39 FFD6260E ©ODD59B11 E122FD19

DE976A14
D7334287

DE976A14
D7334287

7748788F
E120DE6GD
OF2120DF

EE68606D
BDD3C926

41A637C1
EE68606D
BDD3(C926

41A637C1
EE68606D
BDD3(C926

7748788F
E120DE6GD
OF212@DE



H is
D13D8EAG
39863AC1 6CE34F4C D36365EQ D1AZ2EF5B 21314144 A95QCAE?2

Updated values

V is
33D3AE EBB37AQ9
ODDEFB46 8CB7BD4C B6538EC@ 8EBCDFS5E 23FB1D8B 7B140ADO
783904F6 864875D8 (C54DC480 2F975C2C CFC46BDB 9DA45619

reseed_counter 1is
0000 00000002

rnd_val 1is
DE976A14 41A637C1
B1B12E51 BoDQ8E77 4F6257D3 4A5D8415 D7334287 EE68606D
6936A310 A@79D934 1BC828B4 D1BB7A94 DOBCBIF9 BDD3(926

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk %k kok sk k ok
Hash_DRBG_Generate_algorithm
requested_number_of_bits = 448
additional_input
AQA1AZ2 A3A4AS5A6

A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8BO9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1DZ D3D4D5D6

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
CoC1C2 (C3C4C5Co



C7C8C9CA
DFEQE1EZ

CBCCCDCE CFD@D1D2
E3E4ES5E6 E7ESE9QEA

additional_input

A7A8A9AA
BFCOC1C2

ABACADAE AFBOB1B2
(3C4C5C6 C7C8COCA

Hash_df - Generate seed(which is

seed_material 1is

0133
DF5EZ23FB
5C2CCFC4
CECFD@D1
EGE7E8E9Q
A7A8A9AA
BFCOC1C2

D3AEEBB3 7A@9@DDE
1D8B7B14 ©QADO7839
6BDB9DA4 5619C0C1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(C3C4C5Co C7C8CICA

no_of_bits_to_return = 440

D3D4D5D6
EBECEDEE

B3B4B5B6
CBCCCDCE

D7D8DIDA
EFFOF1F2

AQA1AZ
B7B8B9BA
CFDOD1D2

V) - Step 2

FB468CB7
04F68648
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

BD4CB653
75D8C54D
CeC7C8C9
DEDFEQE1
F6AQALAZ
B7B8BI9BA
CFDOD1D2

counter| Ino_of_bits_to_returnl|input_string is

01B80133
DF5EZ23FB
5C2CCFC4
CECFDOD1
EGE7E8E9
A7A8A9AA
BFCOC1C2

D3AEEBB3 7A@90DDE
1D8B7B14 ©QADO7839
6BDBI9DA4 5619C0C1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(C3C4C5Co C7C8CICA

FB468CB7
04F68648
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

BD4CB653
75D8C54D
CeC7C8C9
DEDFEQE1
F6AQALAZ
B7B8B9BA
CFD@D1D2

DBDCDDDE
F3F4F5F6

A3A4A5A6
BBBCBDBE
D3D4D5D6

8ECOBEBC
C4802F97
CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

010000
8ECO8EBC
C4802F97
CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

Hash(counter| Ino_of_bits_to_return!|input_string) is

609F2481

7@05555CB 3B3FF6E7 70C6115B F69D1239 478D7E77 D862349E



temp =

609F2481

705555CB 3B3FF6E7 70C6115B F69D1239 478D7E77 D862349E

counter| Ino_of_bits_to_returnl|input_string is

01B80133
DF5EZ23FB
5C2CCFC4
CECFDOD1
EGE7VE8E9
A7A8A9AA
BFCOC1C2

D3AEEBB3 7A@90DDE
1D8B7B14 ©ADO7839
6BDBI9DA4 5619C0C1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(C3C4C5Co C7C8CICA

FB468CB7
04F68648
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

020000
BD4CB653 8ECOBEBC
75D8C54D (C4802F97
CeC7C8C9 CACBCCCD
DEDFEQE1 EZE3E4E5
FOAOALAZ A3A4A5A6
B7B8BO9BA BBBCBDBE
CFD@D1D2 D3D4D5D6

Hash(counter| Ino_of_bits_to_returnl!|input_string) is

91A91BD5

DO043690 034687A4 27F9B505 9AFF2774 B32688BA 9C8675CB

temp =

CB3B3FF6 E770C611 5BF69D12 39478D7E 77D86234
D5D00436 90034687 A427F9B5 059AFF27 74B32688

V is

CB3B3FF6 E770C611 5BF69D12 39478D7E 77D86234
D5D00436 90034687 A427F9B5 059AFF27 74B32688

Hash_df - Generate C - Step 4

0x001 1V 1is

CB3B3FF6 E770C611 5BF69D12 39478D7E 77D86234
D5D00436 90034687 A427F9B5 @59AFF27 74B32688

609F24 81705555
9E91A91B

BA9C8675

609F24 81705555
9E91A91B

BA9(C8675

00609F24 81705555
9E91A91B

BA9(C8675



no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 0V6Q9F24 81705555
CB3B3FF6 E770C611 S5BF69D12 39478D7E 77D86234 9E91A91B
D5D00436 90034687 A427F9B5 @59AFF27 74B32688 BA9(8675

Hash(counter| Ino_of_bits_to_return||input_string) is
COCCD185
2BEGSFE5 1D3B077B DC14D672 15306286 FAEQF914 4FB4755E

temp =
COCCD185
Z2BEGSFES5 1D3B0O77B D(C14D672 153006286 FAEQF914 4FB4755E

counter| Ino_of_bits_to_returnl|input_string is
02 000001B8 00609F24 81705555
CB3B3FF6 E770C611 5BF69D12 39478D7E 77D86234 9E91A91B
D5D00436 90034687 A427F9B5 @O59AFF27 74B32688 BA9(C8675

Hash(counter| Ino_of_bits_to_returnllinput_string) is
7FOA5F9F
75650E14 6FDFF3D4 7A492886 14E6C930 990BDB18 349833AB

temp =
CoCCD1 852BE6G8F
E51D3B0O7 7BDC14D6 72153062 86FAEQF9 144FB475 SE7FQ45SF
9F75650E 146FDFF3 D47A4928 8614E6C9 30990BDB 18349833

is
COCCD1 852BEG&F



E51D3B@7 7BDC14D6 72153062 86FAEQF9 144FB475 SE7F045F
9F75650E 146FDFF3 D47A4928 8614E6C9 30990BDB 18349833

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3k >k 3% 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3k %k 3% %k 3% >k %k % %k 3k %k % %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 448

additional_input <empty>

Hashgen

requested_no_of_bits = 448

data 1is
609F24 81705555
CB3B3FF6 E770C611 5BF69D12 39478D7E 77D86234 9E91A91B
D5D00436 90034687 A427F9B5 Q59AFF27 74B32688 BA9(8675

w_1i 1is
E8593358
63B8A94D 3A2CD1CD 810939EC F9E41B82 74A95724 0324(C575

W is
E8593358
63B8A94D 3A2CD1CD 810@939EC F9E41B82 74A95724 ©324C575

data is
609F24 81705555
CB3B3FF6 E770C611 5BF69D12 39478D7E 77D86234 9E91A91B
D5D00436 90034687 A427F9B5 O59AFF27 74B32688 BA9(8676



w_1i 1is

78FOF807

W is

3A2CD1CD
78FOF807

1B1E5433

810939EC
1B1E5433

returned_bits 1is

3A2CD1CD
78FOF807

810939EC
1B1E5433

8CC81A72

FOE41B82
8CC81A72

FOE41B82
8CC81A72

Update V
Ox0311V 1is
CB3B3FF6
D5D00436
H is
1A83F14A

Updated values

V is

BO587AFE
8FC95A8E

reseed_counter

E770C611
90034687

56A33E25

634CDAE7
FB1664A0

is

5BF69D12
A427F9B5

85992F 86

CE@BCD74
FE3B7263

6BC3836F

74A95724
6BC3836F

74A95724

6BC3836F

39478D7E

059AFF27

12AD78B7

Co426E77
9ESDSEA7

8941BF64

E8593358
0324C575
8941BF64

E8593358
0324C575
8941BF64

03609F24
77D86234
74B32688

354FE28A

216BF6
8C2816AA
DA9C14ED

0000

7737A885
EC34B884

63B8A94D
7737A885
EC34B884

63B8A94D
7737A885
EC34B884

81705555
9E91A91B
BA9(C8675

F2FA7521
1D1DFB@D

069C3BES
FOOB229C
EFEF19B6

00000002



rnd_val 1is
E8593358 63B8A94D
3A2CD1CD 810@939EC F9E41B82 74A95724 @324C575 7737A885
78FQF807 1B1E5433 8CC81A72 6BC3836F 8941BF64 EC34B384

R R R A T o
Hash_DRBG

Requested Security Strength = 112

Requested Hash Algorithm = SHA-224

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A ©OBOCODOE 0OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7VES8E9QEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
202122 23242526

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DOE ©F7Q7172 73747576

AdditionalInput = <empty>

B B



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k %k %k *k

Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A OBOCODOE OF101112 13141516 1718191A 1B1C1DIE
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
202122 23242526

personal_str is
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A SB5CSDSE
5F606162 63646566 6768696A 6B6CO6DGE ©F707172 73747576

prediction_resistance_flag = "PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
00 01020304 05000708 090AQBAC QDOEQOF10 11121314
15161718 191A1B1C 1D1E1F20 21222324 25262728 292A2B2C
2D2E2F30 31323334 35362021 22232425 26404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6CO6DGE GF707172 73747576

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string 1is
0100
0001B800 01020304 05060708 090AOBOC ODOEQF10 11121314
15161718 191A1B1C 1D1E1F20 21222324 25262728 292A2B2C
2D2E2F30 31323334 35362021 22232425 26404142 43444546



4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DOE ©F707172 73747576

Hash(counter| Ino_of_bits_to_return||input_string) is
E2524DOE
2D695606 3403E137 3C2A0310 5C27C33E FD4BEQEQ CB7462D9

temp =
E2524DOE
2D695606 3403E137 3C2A0310 5C27C33E FD4BEQEO® CB7462D9

counter| Ino_of_bits_to_returnl|input_string is
0200
0001B300 01020304 05060708 090AOBOC ODQEQF10 11121314
15161718 191A1B1C 1D1E1F20 21222324 25262728 292A2B2C
2D2E2F30 31323334 35362021 22232425 26404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A SB5CSDSE
S5F606162 63646566 6768696A 6B6C6DEOE ©F707172 73747576

Hash(counter| Ino_of_bits_to_returnllinput_string) is
SFEA7A53
F4A6C635 DCSFED69 1F36A168 AQ7266E7 75A7FB6@ 7BE9D680O

temp =
E2524D QEZ2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ® EQCB7462 DISFEA7A
53F4A6C6 35DCS5FED 691F36A1 68A07266 E775A7FB 607BE9D6

V is
E2524D QE2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DOSFEA7A
53F4A6C6 35DC5FED 691F36A1 68A07266 E775A7FB 607BE9D6



Hash_df - Generate C - Step 4

0x001 1V 1is
OOEZ2524D OEZ2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DISFEA7A
53F4A6C6 35DCS5FED 691F36A1 68A07266 E775A7FB 607BE9D6

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 QOE2524D QE2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DISFEA7A
53F4A6C6 35DCSFED 691F36A1 68A07266 E775A7FB 607BE9D6

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
FADECBC8
A4B733F9 A9Q3EFB7 F8(C95434 54D37B2D 4(C76B882 8A9A5463

temp =
FADECBC8
A4B733F9 A9Q3EFB7 F8(95434 54D37B2D 4C76B882 8A9A5463

counter| Ino_of_bits_to_returnlinput_string is
02 000001B8 QQE2524D QE2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DISFEA7A
53F4A6C6 35DCSFED 691F36A1 68AQ7266 E775A7FB 607BE9D6

Hash(counter| Ino_of_bits_to_returnl||input_string) is
90A2FQ7A
9E31D50D 5B7DE500 S5AD7C1E8 9A3E1AFE D62C331D 6A561403

temp =



FADECB C8A4B733
FOA9Q3EF B7F8C954 3454D37B 2D4C76B8 828A9A54 6390A2F0
7A9E31D5 OD5B7DE5 @Q@O5AD7C1 E89A3E1A FED62C33 1D6A5614

Cis
FADECB C8A4B733
FOA9Q3EF B7F8(C954 3454D37B 2D4C76B8 828A9A54 6390A2F0Q
7A9E31D5 ODS5B7DES5 ©O5AD7C1 E89A3E1A FED62C33 1D6A5614

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3% %k %k k k >k k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 448
additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCIDIE
9FAQA1AZ A3A4A5A60 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2

seed_material is
Q1E252 4DOEZ2D69 56063403 E1373C2A
03105C27 C33EFD4B EQEQCB74 62D95FEA 7A53F4Ac C635DCSF
ED691F36 A168A072 66E775A7 FBoO7BE9 D6808182 83848586
8788898A 8BBC8D8E 8F909192 93949596 9798999A 9BICIDOE
9FAQA1AZ A3A4A5A6c A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6



no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string 1is
01000001 B8@1E252 4DOEZ2D69 56063403 E1373C2A
03105C27 C33EFD4B EQEQCB74 62D9SFEA 7A53F4A6 C635DCSF
ED691F36 A168A072 66E775A7 FB6O7BE9 D6808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9B9CODIE
9FAQA1A2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

Hash(counter| Ino_of_bits_to_returnllinput_string) is
564A35DB
8325A793 1214594B CFC4AQ0D B9F4129E 89BA79BA SFE29EDC

temp =
564A35DB
8325A793 1214594B CFC4A00D B9F4129E 89BA79BA SFE29EDC

counter| Ino_of_bits_to_returnl|input_string is
02000001 B8Q1E252 4DOE2D69 56063403 E1373C2A
03105C27 C33EFD4B EQEQCB74 62D95FEA 7A53F4A6 (C635DC5F
ED691F36 A168A072 66E775A7 FB6@7BE9 D6808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

Hash(counter| Ino_of_bits_to_returnl|input_string) is
610C0841
28F1C76C 654FD153 BDCA19F1 C1CO76B7 4B8DC995 4767B399

temp =
564A35 DB8325A7
93121459 4BCFC4AQ ODB9F412 9E89BA79 BASFEZ29E DC610C08



4128F1C7 6C654FD1 53BDCA19 F1C1C@76 B74B8DCO 954767B3

V is
564A35 DB8325A7
93121459 4BCFC4AQ ODBOF412 9E89BA79 BASFEZ29E DC610C08
4128F1C7 6C654FD1 53BDCA19 F1C1C@76 B74B8DC9 954767B3

Hash_df - Generate C - Step 4

0x001 1V 1is
00564A35 DB8325A7
93121459 4BCFC4AQ @ODB9F412 9E89BA79 BASFEZ9E DC610C08
4128F1C7 6C654FD1 53BDCA19 F1C1C@76 B74B8DCY9 954767B3

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string 1is
01 000001B8 00564A35 DB8325A7
93121459 4BCFC4AQ ODBOF412 9E89BA79 BASFEZ29E DC610C08
4128F1C7 6C654FD1 53BDCA19 F1C1C@76 B74B8DCY9 954767B3

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
4D3FC5A7
AF736648 D9432578 Q4ES5A34F EE10D86A 1DAE2041 8A14EF1A

temp =
4D3FC5A7
AF736648 D9432578 Q4ES5A34F EE10D86A 1DAE2041 8A14EF1A

counter| Ino_of_bits_to_returnl|input_string is



02 000001B8 00564A35 DB8325A7
93121459 4BCFC4AQ @ODBO9F412 9E89BA79 BASFEZ9E DC610C08
4128F1C7 6C654FD1 53BDCA19 F1C1C0@76 B74B8DC9 954767B3

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
56D55D4B
B3D34A32 385822(C3 BDB2BE83 QAAFD635 679F6QCE 5790A03E

temp =
4D3FC5 A7AF7366
48D94325 7804E5A3 4FEE10D8 6A1DAE20 418A14EF 1A56D55D
4BB3D34A 32385822 (3BDBZBE 830AAFD6 35679F6@ CES5790A0

C is
4D3FC5 A7AF7366
48D94325 7804ES5A3 4FEE10D8 6A1DAEZ20 418A14EF 1A56D55D
4BB3D34A 32385822 (3BDB2BE 830QAAFD6 35679F6@ CE5790A0

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k %k 3k %k 5k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k 3%k >k 3k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3% %k 5% >k %k % *k % %k %k %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 448
additional_input <empty>
Hashgen

requested_no_of_bits = 448

data is
564A35 DB8325A7
93121459 4BCFC4AQ ODB9F412 9E89BA79 BASFEZ29E D(C610C08
4128F1C7 6C654FD1 53BDCA19 F1C1C@76 B74B8DC9 954767B3



w_1i is

DEFACF7D 3DF3C5B2 533FCC45 113DAEB1 9366DF1E

W is

DEFACF7D 3DF3C5B2 533FCC45 113DAEB1 9366DF1E

data is
564A35
93121459 4BCFC4AQ@ @ODBI9F412 9E89BA79 BASFEZ29E
4128F1C7 6C654FD1 53BDCA19 F1C1C0@76 B74B8D(C9O

w_1i 1is

584D75A0 DSE6A31C 6941C885 A7B25EBB 61C220E0Q

Wis
B390977A
3DF3C5B2 533FCC45 113DAEB1 9366DF1E QAGEAS2B
584D75A0 D8E6A31C 6941(C885 A7B25EBB 61C220EQ

returned_bits is
B390977A
3DF3C5B2 533FCC45 113DAEB1 9366DF1E QAGEAS2B
584D75A0 D8EGA31C 6941C885 A7B25EBB 61C220E0Q

Update V

0x0311V 1is
03564A35
93121459 4BCFC4A0 ODBO9F412 9E89BA79 BASFEZ9E
4128F1C7 6C654FD1 53BDCA19 F1C1C@76 B74B8DCO

B390977A
OAGEA52B

B390977A
OAGEAS52B

DB8325A7
DC610C08
954767B4

4D35B60C
2DDB0426

DEFACF7D
4D35B60C
2DDB0426

DEFACF7D
4D35B60C
2DDB0426

DB8325A7
DC610C08
954767B3



H is
380QEBEGA
AFD83737 ES58795AC 92561432 F333A595 34DADC6C 94D69945

Updated values

V is
A389FB 833299@D
DBEB577E C3D4AA43 S5DA8SQO4EB 08A76899 FBE9F78E 2EC69FDO
3CB4F(C49 84253DA@ A9D1910B 680015E2 218E0996 F8759199

reseed_counter is
0000 00000002

rnd_val is
B390977A DEFACF7D
3DF3C5B2 533FCC45 113DAEB1 9366DF1E QAGEAS5Z2B 4D35B60C
584D75A0 D8EGA31C 6941C885 A7B25EBB 61C220EQ 2DDB0Q426

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k %k sk sk sk sk sk sk sk ok ok k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 448

additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
CoC1C2 (C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE EFFQF1F2 F3F4F5F6



additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2

seed_material is
01A389 FB833299 ODDBEBS57 7EC3D4AA
435DA804 EBO8A768 99FBE9F7 8EZ2ECG69F DO3CB4FC 4984253D
AGA9D191 0B6800Q15 E2218EQ9 96F87591 99COC1C2 (C3C4C5C6
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVEBEQEA EBECEDEE EFFQF1F2 F3F4F5F6

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01000001 B8Q1A389 FB833299 ODDBEB57 7EC3D4AA
435DA804 EBO8A768 99FBE9F7 8EZ2ECE69F DO3CB4FC 4984253D
AQA9D191 0B680Q15 E2218EQ9 96F87591 99C0OC1C2 (C3C4C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5E6 EVESEQEA EBECEDEE EFFOQF1F2 F3F4F5F6

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
C792A300
9915EACO® 3FE567B3 70QAB5B7@ D7C8BI9FE 1D8BAGS5B 73054353

temp =
C792A300
9915EACO 3FE567B3 70AB5B70 D7C8BOFE 1D8BAG5B 73054353

counter| Ino_of_bits_to_returnl|input_string is
02000001 B8Q1A389 FB833299 ODDBEB57 7EC3D4AA
435DA804 EBO8A768 99FBEOF7 8EZ2EC69F DO3CB4FC 4984253D



AGA9D191 0B680Q15 E2218EQ9 96F87591 99C0OC1CZ2 (C3C4C5C6
C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1EZ E3E4ES5E6 E7VEBE9EA EBECEDEE EFFOF1F2 F3F4F5F6

Hash(counter| Ino_of_bits_to_return!|input_string) is
D761BD4D
04B6964D AC8FC294 83E3E3FQ A584B853 2BBO1EQF 18FEE1D1

temp =
C792A3 0@9915EA
CO3FE567 B370AB5B 70D7(C8B9 FE1D8BAG6 5B730543 53D761BD
4D04B696 4DAC8FC2 9483E3E3 FOA584B8 532BBO1E QF18FEE1l

V is
C792A3 009915EA
CO3FE567 B370AB5B 70D7C8B9 FE1D8BAG 5B730543 53D761BD
4D04B696 4DAC8FC2 9483E3E3 FQAS584B8 532BBQO1E QF18FEE1

Hash_df - Generate C - Step 4

0x001 1V 1is
00C792A3 009915EA
CO3FE567 B370AB5B 70D7C8B9 FE1D8BAG 5B730543 53D761BD
4D04B696 4DAC8FC2 9483E3E3 FOA584B8 532BBO1E OF18FEE1

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 0@C792A3 0@9915EA
CO3FE567 B370AB5B 70D7C8B9 FE1D8BA6 5B730543 53D761BD
4D04B696 4DAC8F(C2 9483E3E3 FQAS584B8 532BBO1E QF18FEE1

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
C9B79D99



FOEBF7C2 ©325C58E F8DCF907 6255EDF4 820DC35B A1DAQ1B7

temp =
C9B79D99
FOE8F7C2 0325C58E F8DCF907 6255EDF4 820DC35B A1DAQ1B7

counter| Ino_of_bits_to_returnl|input_string is
02 000001B8 ©OC792A3 ©09915EA
CO3FE567 B370AB5B 70D7C8B9 FE1D8BAG6 5B730543 53D761BD
4D04B696 4DAC8FC2 9483E3E3 FQA584B8 532BBO1E QF18FEE1

Hash(counter| Ino_of_bits_to_return!linput_string) is
CA142C8D
58157FD7 76D401A9 55995DB7 08141880 A4F8E118 7C919F17

temp =
C9B79D 99FQE8F7
C20325C5 8EF8DCF9 076255ED F4820DC3 SBA1DAQ@1 B7CA142C
8D58157F D776D4@1 A955995D B7081418 80A4F8E1 187C919F

Cis
C9B79D 99FQE8F7
C20325C5 8EF8DCF9 @76255ED F4820DC3 5BA1DAQ1 B7CA142C
8D58157F D776D4@1 A955995D B7081418 80A4F8E1 187(C919F

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k >k %k %k %k %k %k %k 5k >k k k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 448

additional_input <empty>

Hashgen



requested_no_

data 1is

CO3FE567

4D04B696

w_1i 1is

CF68A286

W is

CF68A286

CO3FE567

4D04B696

w_1i 1is

35875873

W is

1F3BE81F
35875873

of_bits

B370AB5B
4DAC8FC2

1F3BE81F

1F3BE81F

B370AB5B

4DAC8FC2

10777745

80AC7864
10777745

returned_bits is

= 448

70D7C8B9
9483E3E3

80AC7864

80AC7864

70D7C8B9

9483E3E3

BOB49B04

78B65211
BOB49B04

FE1D8BAG
FOA584B8

78B65211

78B65211

FE1D8BAG

FOAS84B8

3ECOE4CD

3613F79C
3ECOE4CD

C792A3
5B730543
532BBO1E

3613F79C

3613F79C

C792A3
5B730543
532BBO1E

E1A31A57

258437C9
6D21C020
E1A31A57

258437C9

009915EA
53D761BD
OF18FEE1

258437C9
6D21C020

258437C9
6D21C020

009915EA
53D761BD
OF18FEE2

B6CASDFC
C187E64D

CF68A286
B6CASDFC
C187E64D

CF68A286



1F3BE81F 80AC7864 78B65211 3613F79C 6D21C020 B6CASDFC
35875873 10777745 BOB49B04 3ECQE4CD E1A31A57 C187E64D

Update V

0x0311V 1is
03C792A3 009915EA
CO3FE567 B370AB5B 70D7C8B9 FE1D8BAG 5B730543 53D761BD
4D04B696 4DAC8FC2 9483E3E3 FOA584B8 532BBO1E OF18FEE1

H is
OE8Q1A28
3CFDD3FA 7520BDAF 88C6FE83 2175EA33 567F3946 5F991(C69

Updated values
Vis
914A40Q 9A89FEE2

82430B2D 42698854 783A1EA7 F29F9969 B714DF45 7A219012
175AA010 9A442173 C6AQ7BC4 (9238304 Z2A4FE245 872EACEA

reseed_counter is
0000 00000002

rnd_val 1is
258437C9 CF68A286
1F3BE81F 80AC7864 78B65211 3613F79C 6D21C020 B6CASDFC
35875873 10777745 BOB49B04 3ECQE4CD E1A31A57 C187E64D
HHHRH IR
Hash_DRBG
Requested Security Strength = 112

Requested Hash Algorithm = SHA-224

prediction_resistance_flag = "ENABLED"



EntropyInput =
000102 03040506
0708090A ©OBOCODOE 0OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
202122 23242526

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DGE ©F707172 73747576

AdditionallInputl =
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Additionallnput2 =
AQA1AZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k 5k %k 3k 3k 3k %k %k %k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k %k %k %k %k 3%k 3k %k %k %k >k %k %k k

Hash_DRBG_Instantiate_algorithm



entropy_input is
000102

03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E

1F202122 23242526 2728292A 2B2C2D2E 2F303132

nonce 1is
202122

personal_str is
404142
4748494A 4B4C4D4E 4F505152 53545556 5758595A
5F606162 63646566 6768696A 6B6C6D6GE 6F707172

333435306

23242526

43444546
5B5C5DSE
73747576

prediction_resistance_flag = "PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
00 01020304 050060708 Q90AQBAC QDOEOF10
15161718 191A1B1C 1D1E1F20 21222324 25262728
2D2E2F30 31323334 35362021 22232425 26404142
4748494A 4B4C4D4AE 4F505152 53545556 5758595A
5F606162 63646566 6768696A 6B6CODGE 6F707172

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is

0001B800 01020304 05060708 090AOBOC ODOEOF10
15161718 191A1B1C 1D1E1F20 21222324 25262728
2D2E2F30 31323334 35362021 22232425 26404142
4748494A 4B4C4D4E 4F505152 53545556 5758595A
5F606162 63646566 6768696A 6B6CO6DOE OF 707172

11121314
292A2B2C
43444546
5B5C5D5E
73747576

0100
11121314
292A2B2C
43444546
5B5C5D5E
73747576

Hash(counter| Ino_of_bits_to_returnl|linput_string) is



E2524D0OE
2D695606 3403E137 3C2A0310 5C27C33E FD4BEQE® (CB7462D9

temp =
E2524DOE
2D695606 3403E137 3C2A0310 5C27C33E FD4BEQEQ® CB7462D9

counter| Ino_of_bits_to_returnl|input_string 1is
0200
0001B800 01020304 05060708 ©90AVBOC ODOEQF10 11121314
15161718 191A1B1C 1D1E1F20 21222324 25262728 292A2B2C
2D2E2F30 31323334 35362021 22232425 26404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6D6GE 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
SFEA7AS3
F4A6C635 DCSFEDGY 1F36A168 AQ7266E7 75A7FB6@ 7BE9D6G80O

temp =
E2524D QEZ2D6956
063403E1 373C2A03 105C27C3 3EFD4ABEQ EQCB7462 DI5FEA7A
53F4A6C6 35DCS5FED 691F36A1 68A07266 E775A7FB 607BE9D6

V is
E2524D QE2D6956
063403E1 373C2A03 105C27C3 3EFD4BE® EQCB7462 DISFEA7A
53F4A6C6 35DCS5FED 691F36A1 68AQ7266 E775A7FB 607BE9D6

Hash_df - Generate C - Step 4

0x001 1V 1is
0OE2524D OE2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DISFEA7A



53F4A6C6 35DC5FED 691F36A1 68A07266 E775A7FB 607BE9D6

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 QQE2524D QE2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DI5FEA7A
53F4A6C6 35DCSFED 691F36A1 68AQ7266 E775A7FB 607BE9D6

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
FADECB(C8
A4B733F9 A9Q3EFB7 F8(C95434 54D37B2D 4C76B882 8A9A5463

temp =
FADECBC8
A4B733F9 A9Q3EFB7 F8(C95434 54D37B2D 4(C76B882 8A9A5463

counter| Ino_of_bits_to_returnl|input_string 1is
02 000001B8 QOE2524D QE2D6956
063403E1 373C2A03 105C27C3 3EFD4BEQ EQCB7462 DISFEA7A
53F4A6C6 35DCSFED 691F36A1 68A07266 E775A7FB 607BE9D6

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
90A2FQ7A
9E31D50D 5B7DE500 S5AD7C1E8 9A3E1AFE D62C331D 6A561403

temp =
FADECB C8A4B733
FOA9Q3EF B7F8C954 3454D37B 2D4C76B8 828A9A54 6390A2F0
7A9E31D5 ODSB7DES 005AD7C1 E89A3E1A FED62C33 1D6A5614



Cis
FADECB C8A4B733
FOA9Q3EF B7F8(C954 3454D37B 2D4(C76B8 828A9A54 6390A2F0
7A9E31D5 OD5B7DES5 Q@5AD7C1 E89A3E1A FED62C33 1D6A5614

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k 3k 3k >k 3k >k 3k %k 3k 3k >k 3k %k 3k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k %k %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 448

additional_input
606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Hash_df - Generate seed(which is V) - Step 2

seed_material 1is
Q1E2 524DOE2D 69560634 @3E1373C 2A03105C 27C33EFD
4BEQEQCB 7462D95F EA7A53F4 AoC635DC S5FEDG91F 36A168A0



7266E775 A7FB607B E9D68081 82838485 86878889
8E8F9091 92939495 96979899 9A9BI9C9D 9E9FAVAl
AG6A7A8A9 AAABACAD AEAFBOB1 BZ2B3B4B5 B6606162
6768696A 6B6COD6E 6F707172 73747576 7778797A
7F808182 83848586 8788898A 8B8C8DEE 8F909192

no_of_bits_to_return = 440

counter| |no_of_bits_to_return||input_string is

01B8O1EZ2
4BEQEQCB
7266E775
8E8F9091
AGA7A8A9
6768696A
7F808182

524DOEZ2D
7462D95F
A7FB607B
92939495
AAABACAD
6B6C6D6E
83848586

69560634 03E1373C
EA7A53F4 A6C635DC
E9D68081 82838485
96979899 9A9BICID
AEAFBOB1 BZ2B3B4B5
6F707172 73747576
8788898A 8B8C8DEE

2A03105C
SFEDG91F
86878889
9E9FA0AL
B6606162
7778797A
8F909192

8A8B8C8D
AZA3A4A5
63646566
7B7C7D7E
93949596

010000
27C33EFD
36A168A0
8A8B8C8D
AZA3A4A5
63646566
7B7C7DYE
93949596

Hash(counter| Ino_of_bits_to_returnl|linput_string) is

96C7FF18

C18C5000 958F19BD D20537ED ASAQ1AAQ@ EQACBD40@ F3E77215

temp =

96C7FF18

C18C5000 958F19BD D20537ED ASAQ1AAQ EQACBD4@ F3E77215

counter| Ino_of_bits_to_returnl|input_string 1is

020000

01B80Q1E2 524DOEZD 69560634 ©3E1373C 2A03105C 27C33EFD
4BEQEQCB 7462D95F EA7A53F4 A6C635DC S5FED691F 36A168A0
7266E775 A7FB607B E9D68081 82838485 86878889 8A8B8C8D
8E8F9091 92939495 96979899 9A9BI9COD 9EOFAQAL AZA3A4A5
AG6A7A8A9 AAABACAD AEAFBOB1 B2B3B4B5 B6606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E



7F808182 83848586 8788898A 8B8(C8D8E 8F909192 93949596

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
46E4741C
7BB1E820 3272FFA4 1A565735 65884C04 59569DDA D61A7A9F

temp =
96C7FF 18C18C50
00958F19 BDD20537 EDASAQ1A AQEQACBD 4@QF3E772 1546E474
1C7BB1E8 203272FF A41A5657 3565884C 0459569D DAD61A7A

V is
96C7FF 18C18C50
00958F19 BDD20537 EDASAQ1A AQEQACBD 4QF3E772 1546E474
1C7BB1E8 203272FF A41A5657 3565884C ©459569D DADG1A7A

Hash_df - Generate C - Step 4

0x0011V 1is
0096C7FF 18C18C50
00958F19 BDD20537 EDASAQ1A AQEQGACBD 4QF3E772 1546E474
1C7BB1E8 203272FF A41A5657 3565884C ©0459569D DADG1A7A

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 0096C7FF 18C18C50
00958F19 BDD20537 EDASAQ1A AQEQGACBD 4QF3E772 1546E474
1C7BB1E8 203272FF A41A5657 3565884C ©0459569D DAD61A7A

Hash(counter| Ino_of_bits_to_returnl!linput_string) is
3E4105EB
@DB7617D 06346DA9 3405164C 23FA5247 E549890C 761D7990



temp =
3E4105EB
0DB7617D ©06346DA9 3405164C 23FA5247 E549890C 761D7990

counter| Ino_of_bits_to_returnl|input_string 1is
02 000001B8 0@96C7FF 18C18C50
00958F19 BDD20537 EDASAQ1A AQEQACBD 4@QF3E772 1546E474
1C7BB1E8 203272FF A41A5657 3565884C 0459569D DAD61A7A

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
B06074C0
564FQQOEQ@ 010D23D2 DF8FABBC 5CE4A434 14A46EF8 A63COBDC

temp =
3E4105 EBODB761
7D06346D A9340516 4C23FA52 47E54989 0C761D79 90B0O6074
CO564F00 EQ010D23 D2DF8FAB BCS5CE4A4 3414A46E F8AG3COB

Cis
3E4105 EBODB761
7D06346D A9340516 4C23FAS52 47E54989 0(C761D79 90B060O74
C0564F00 E0010D23 D2DF8FAB BCS5CE4A4 3414A46E F8AG3COB

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3k %k %k *k >k >k %k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 448
additional_input <empty>
Hashgen

requested_no_of_bits = 448



data 1is

©00958F19 BDD20537

1C7BB1E8 203272FF

w_1i 1is

B418588E 7AB62A63

W is

B418588E 7AB62A63

data 1is

00958F19 BDD20537

1C7BB1E8 203272FF

w_1i 1is

447D43A8 83CDF14C

W is

7AB62A63 @D52A955
447D43A8 83CDF14C

returned_bits is

7AB62A63 OD52A955
447D43A8 83CDF14C

EDASAQ1A
A41A5657

@OD52A955

@OD52A955

EDASAQ1A

A41A5657

F6367FC1

ES5CE37A
F6367FC1

ES5CE37A
F6367FC1

AQEQACBD
3565884C

ES5CE37A

ES5CE37A

AQEQACBD

3565884C

9EA52A46

79DB568B
9EA52A46

79DB568B
9EA52A46

96C7FF
4QF3E772
0459569D

79DB568B

79DB568B

96C7FF
40F3E772
0459569D

3A1FEZEB

E41DCEFB
CFA10A57
3A1FEZEB

E41DCEFB
CFA10A57
3A1FEZEB

18C18C50
1546E474
DADG61A7A

E41DCEFB
CFA10A57

E41DCEFB
CFA10A57

18C18C50
1546E474
DAD61A7B

CD89C490
7DF168F6

B418588E
CD89C490
7DF168F6

B418588E
CD89C490
7DF168F6



Update V

Ox0311V 1is
0396C7FF 18C18C50
00958F19 BDD20537 EDASAQ1A AQEQACBD 4QF3E772 1546E474
1C7BB1E8 203272FF A41A5657 3565884C ©0459569D DADG1A7A

H is
8A397569
1FBBD432 E574BB4E 64A74C4F 76506178 425EC799 1305F482

Updated values
V is
D50905 @3CF43B1

7D9BC387 67060A4E 39C99A6C E8C5F646 4D6AQ4EC 3030BA5S1
FC8DD51B E5A83B71 DBA13252 6812CE68 7ACCC2AS5 E6824B08

reseed_counter 1is
0000 00000002

rnd_val 1is
E41DCEFB B418588E
7AB62A63 @D52A955 ES55CE37A 79DB568B CFA1QAS57 (CD89C490
447D43A8 83CDF14C F6367FC1 9EAS52A46 3A1FEZEB 7DF168F6

Second call to Generate
3k 3k 3k 3k 3k sk 3k sk 3k 3k sk 3k sk sk 3k sk 3k 3k sk 3k sk sk 3k sk 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k sk 3k >k sk 5k >k 5k 3k 3k sk >k sk 3k %k sk 3k 3k sk >k %k %k k k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 448

additional_input



AQA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2Z2 (C3C4C5C6 C7C8CICA CBCCCDCE CFD@OD1D2 D3D4D5D6

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
COC1C2 (3C4C5Co
C7C8C9CA (BCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5EG E7ES8EQEA EBECEDEE EFFQOF1F2 F3F4F5F6

additional_input
AQGA1AZ A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

Hash_df - Generate seed(which is V) - Step 2

seed_material 1is

01D5 090503CF 43B17D9B (3876706 QA4E39C9 9A6CE8CS
F6464D6A 04EC3030 BAS1FC8D D51BESA8 3B71DBA1 32526812
CE687ACC C2A5E682 4B0O8CAC1 C2C3C4C5 CoC7C8C9 CACBCCCD
CECFDOD1 D2D3D4D5 Do6D7D8D9 DADBDCDD DEDFE@E1 EZ2E3E4ES
EGE7E8EQ EAEBECED EEEFFOF1 F2F3F4F5 FOAQA1AZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5Do

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
010000
01B801D5 ©90503CF 43B17D9B (3876706 QA4E39C9 9A6CE8CS
F6464D6A Q4EC3030 BAS1FC8D D51BESA8 3B71DBA1 32526812



CE687ACC C2A5E682 4B08CAC1 C2C3C4C5 CoC7C8C9 CACBCCCD
CECFD@D1 D2D3D4D5 DeD7D8D9 DADBDCDD DEDFEQE1 EZE3E4ES
EGEVESE9 EAEBECED EEEFFOF1 FZ2F3F4F5 FO6AQA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1DZ D3D4D5D6

Hash(counter| Ino_of_bits_to_return||input_string) is

FCCoC861

900DDB57 BDC97001 8F6CF691 59C1B68E BABS5E4BO A9EZFDF3

temp =

FCCoC861

900DDB57 BDC97001 8F6CF691 59C1B68E BA85E4B@ A9EZFDF3

counter| Ino_of_bits_to_returnl|input_string is

01B8@1D5
F6464D6A
CE687ACC
CECFDOD1
EGE7E8E9
A7A8A9AA
BFCOC1C2

090503CF
04EC3030
C2A5E682
D2D3D4D5
EAEBECED
ABACADAE
(C3C4C5C6

43B17D9B
BA51FC8D
4B08CAC1
DeD7D8D9
EEEFFOF1
AFBOB1B2
C7C8C9CA

(3876706
D51BES5A8
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

020000
OA4E39C9 9A6CE8CS5
3B71DBA1 32526812
CeC7C8C9 CACBCCCD
DEDFEQE1 EZE3E4E5
FOAOALAZ A3A4A5A6
B7B8B9BA BBBCBDBE
CFD@D1D2 D3D4D5D6

Hash(counter| Ino_of_bits_to_returnl!|input_string) is

CEAB36C7

DCOBCOA1 4BB7AB98 7481DB0O3 C@Q14DAE1 3E734896 007224AA

temp =

FCC6C8 61900DDB

57BDC970 018F6CF6 9159C1B6 8EBA8SE4 BOA9EZFD F3CEAB36
C7DCOBCO A14BB7AB 987481DB 03C014DA E13E7348 96007224

V is

FCC6C8 61900DDB

57BDC970 018F6CF6 9159C1B6 8EBA8SE4 BOA9EZFD F3CEAB36



C7DCOBCO A14BB7AB 987481DB 03C014DA E13E7348 96007224

Hash_df - Generate C - Step 4

0x001 1V 1is
0OFCC6C8 61900DDB
57BDC970 018F6CF6 9159C1B6 8EBA8S5E4 BOA9EZFD F3CEAB36
C7DCO9BCO A14BB7AB 987481DB 03C014DA E13E7348 96007224

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string 1is
01 000001B8 QOFCC6C8 61900DDB
57BDC970 018F6CF6 9159C1B6 8EBA8SE4 BOASEZ2FD F3CEAB36
C7DCO9BCO A14BB7AB 987481DB ©3C0Q14DA E13E7348 96007224

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
3618B297
02390319 E360A7FC 627EC87B B6B1DA4A 36D40BB4 2030D850

temp =
3618B297
02390319 E360A7FC 627EC87B B6B1DA4A 36D40BB4 2030D850

counter| Ino_of_bits_to_returnl|input_string is
02 000001B8 QOFCC6C8 61900DDB
57BDC970 018F6CF6 9159C1B6 8EBA85E4 BOA9EZ2FD F3CEAB36
C7DCO9BCO A14BB7AB 987481DB ©3CQ14DA E13E7348 96007224

Hash(counter| Ino_of_bits_to_returnl|linput_string) is



D6FEBBBO
BFC783A8 034F3B2F 02F272FD 91507588 ©AQF6(C44 3DDZFEFD

temp =
3618B2 97023903
19E360A7 FC627EC8 7BBO6B1DA 4A306D40B B42030D8 S0OD6FEBB
BOBFC783 A8@34F3B 2F02F272 FD915075 886AQF6C 443DD2FE

C is
3618B2 97023903
19E360A7 FC627EC8 7BBG6B1DA 4A36D40B B42030D8 SODGFEBB
BOBFC783 A8034F3B 2F02F272 FD915075 886AQF6C 443DD2FE

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k 3k 3k 3k %k 3k %k >k 3k >k 3k >k 3k %k 5k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k >k 5%k >k >k %k %k 3% %k 5% >k %k % *k % %k %k %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 448
additional_input <empty>
Hashgen

requested_no_of_bits = 448

data 1is
FCCoC8 61900DDB
57BDC970 018F6CF6 9159C1B6 8EBA8S5E4 BQAQE2FD F3CEAB36
C7DC9BCO A14BB7AB 987481DB @3CQ@14DA E13E7348 96007224

w_1i 1is
©98BD7FB
3E7B0673 F319E2ED A9240C9F 7A657200 COF5482E BEE4EEC1

W is



data

w_1i

W is

return

Update

0x03

H is

3E7B0O673 F319EZ2ED A9240C9F 7A657200 COF5482E

is

57BDC970 018F6CF6 9159C1B6

C7DCO9BCO A14BB7AB 987481DB

is

E48BOB7A 01456745 BE894F(C1

F319E2ED A9240C9F 7A657200

E48BOB7A 01456745 BE894F(C1

ed_bits 1is

F319E2ED A9240C9F 7A657200
E48BOB7A 01456745 BE894F(C1

v

11V 1is

57BDC970 018F6CF6 9159C1B6
C7DCO9BCO A14BB7AB 987481DB

9C88C301 (C7611CO2 EZ3ABC6F

8EBA8SE4
03C014DA

8A98B252

COF5482E
8A98B252

COF5482E

8A98B252

8EBA8SE4

03C014DA

D76797DC

FCCoC8
BOASEZFD
E13E7348

258DAEC4

©098BD7FB
BEE4EEC1
258DAEC4

©098BD7FB
BEE4EEC1
258DAEC4

03FCCoC8
BOASEZFD
E13E7348

CCCA8788

©098BD7FB
BEE4EEC1

61900DDB
F3CEAB36
96007225

(6395339
D878C086

3E7B0673
(6395339
D878C086

3E7B0673
(6395339
D878C086

61900DDB
F3CEAB36
96007224

CAED9D58
D91A3DB6



Updated values
Vis
71A12A17
15252646

reseed_counter

rnd_val 1is

F319EZ2ED
E48BOB7A

32DF7A
FDF1EBBF ©D107390 D8F159F0 64CA13D7
10B022E9 AFB230BD D8B8FDZD 36730A3D

is
0000

©098BD7FB
A9240C9F 7A657200 COF5482E BEE4EEC1
01456745 BE894FC1 8A98B252 258DAEC4

F89246DE
OF93474B
B35882D9

00000002

3E7B0673
C6395339
D878C086



R R R A i
Hash_DRBG

Requested Security Strength = 128

Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A ©OBOCODOE OF101112 13141516 1718191A 1B1C1DIE
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7VES8E9QEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20212223 24252627
PersonalizationString = <empty>
Additionallnput = <empty>
B A et 2 et
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 3k sk %k 3k 3k 3k sk %k 3k 3k 3k sk sk %k 3k 3k sk sk %k 3k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok ok sk sk k ko sk sk k
Hash_DRBG_Instantiate_algorithm
entropy_input 1is
000102 03040506

0708090A 0OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536



nonce 1is
20212223 24252627

personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 20212223 24252627

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|linput_string is
01000001 B3000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 20212223 24252627

Hash(counter| Ino_of_bits_to_return||input_string) is
AB41CDE4 37AB8BQ9
1CA7C575 5D10F@11 @C1DBD46 2F226CFD ABFBBQ4A 8BCDEF95

temp =
AB41CDE4 37AB8B09
1CA7C575 5D10F@11 @0C1DBD46 2F226CFD ABFBBQ4A 8BCDEF95

counter| Ino_of_bits_to_returnl|input_string is



02000001 B8000102 03040500 0708090A OBOCADOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 20212223 24252627

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
167D84AF 64128C0AD
71FAD5B8 COEDFBBE 3DF40448 D2D8E12F A91BA8BO 97969506

temp =
AB41CD E437ABS8B
@91CA7C5 755D10F@ 110C1DBD 462F226C FDABFBB@® 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

V is
AB41CD E437AB8B
@91CA7C5 755D10F0 110C1DBD 462F226C FDABFBB@ 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8CQEDFB BE3DF404 48D2D8E1

Hash_df - Generate C - Step 4

0x001 1V 1is
00AB41CD E437AB8B
091CA7C5 755D10F0 110C1DBD 462F226C FDABFBBO 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48DZD8E1

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string 1is
01 000001B8 00AB41CD E437AB8B
091CA7C5 755D10F0Q 110C1DBD 462F226C FDABFBBO 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

Hash(counter| Ino_of_bits_to_return!|input_string) is
E15DE4A8 E3B1419B



61D534F1 5DBD31EE 19EC595F 8B98111A 94F52237 AD5D66F@

temp =
E15DE4A8 E3B1419B
61D534F1 5DBD31EE 19EC595F 8B98111A 94F52237 AD5D66F0Q

counter| Ino_of_bits_to_returnl|input_string is
02 000001B8 @OAB41CD E437AB8B
091CA7(C5 755D10F@ 110C1DBD 462F226C FDABFBBO 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
CFAAFDDC 90195902
E979F79B ©65357FEA 85998E4E 37D2C1D4 FDOFOD66 3A829565

temp =
E15DE4 A8E3B141
9B61D534 F15DBD31 EE19EC59 5F8B9811 1A94F522 37AD5D66
FOCFAAFD D(C901959 02E979F7 9B65357F EA85998E 4E37D2C1

C is

E15DE4 A8E3B141
9B61D534 F15DBD31 EE19EC59 5F8B9811 1A94F522 37AD5D66
FOCFAAFD DC901959 02E979F7 9B65357F EA85998E 4E37D2C1

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k %k %k *k >k >k %k k

Hash_DRBG_Generate_algorithm

requested_number_of_bits = 512

additional_input <empty>



Hashgen

requested_no_

data 1is

091CA7C5

95167D84

w_1i is

D8934D5E

W is

D8934D5E

data 1is

091CA7C5

95167D84

w_1i 1is

94BF301A

W is

AQ7C0O4CE
94BF301A

of_bits

755D10F0@
AF64128C

93E82(C06

93E82(06

755D10F0@

AF64128C

86FAG51F

E6C9C530
86FAG51F

= 512

110C1DBD
@D71F4D5

AQ7C0o4CE

A07C04CE

110C1DBD

@OD71F4D5

463970E8

77EQSAQE

45EEB485
463970E8

462F226C
B8COEDFB

E6CIC530

E6CIC530

462F226C

B8COEDFB

9D4A0534

7DC78AB5

872777CF
9D4A0534

AB41CD
FDABFBBO
BE3DF404

77EQSAQE
45EEB485

77EQ5AQE
45EEB485

AB41(CD
FDABFBBO
BE3DF404

3B3E35C4
B2ECAD29

D8934D5E
3B3E35C4
B2ECAD29

E437AB8B
4A8BCDEF
48D2D8E1

7DC78AB5
872777CF

7DC78AB5
872777CF

E437AB8B
4A8BCDEF
48D2D8E2

74F976B8
ECO44E7E

93E82(C06
74F976B8
ECO44E7E



returned_bits is
77EQ5AQE 7DC78AB5 D8934D5E 93E82(06
AQ7CQ4CE E6COC530 45EEB485 872777CF 3B3E35C4 74F976B8
94BF301A 86FAG51F 463970E8 9D4A0534 B2ECADZ29 ECO44E7VE

Update V

Ox0311V 1is
03AB41CD E437AB8B
091CA7C5 755D10F0Q 110C1DBD 462F226C FDABFBB@® 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

H is
FCOD84A6 B4556DFF
3915BE7E 63044692 S5ABC4032 81175379 3AFAD856 3240C4EC

Updated values

V is
8C9FB2 8D1B5CCC
A47E7CFA 66BACEZ21 FF260A16 ASBABA7F 144E7579 368E9955
BEFBE700 EEF87277 6B17AEFF D53D76F4 E3BEGSE8 (C94B70Q8F

reseed_counter 1is
0000 00000002

rnd_val 1is
77EQ5AQE 7DC78AB5 D8934D5E 93E82(06
AQ7CQ4CE E6COC530 45EEB485 872777CF 3B3E35C4 74F976B8
94BF301A 86FAG51F 463970E8 9D4A0534 B2ECADZ29 ECO44E7VE

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k %k %k %k 3k 3k 3%k %k %k %k 3%k 3% %k %k k kK k k



Hash_DRBG_Generate_algorithm
requested_number_of_bits = 512

additional_input <empty>

Hashgen

requested_no_of_bits = 512

data is
8C9FB2 8D1B5CCC
A47E7CFA 66BACEZ21 FF260A16 ASBABA7F 144E7579 368E9955
BEFBE700 EEF87277 6B17AEFF D53D76F4 E3BEGS5E8 (C94B708F

w_1i 1is
S5FF4BA49 3C4QCFFF
3BO1E472 (C575668C CE3880B9 290BQSBF EDESEC96 EDSE9B28

W is
S5FF4BA49 3C40CFFF
3BO1E472 (C575668C CE3880B9 290BOSBF EDESEC96 EDSE9B28

data is
8C9FB2 8D1B5CCC
A47E7CFA 66BACE21 FF260A16 ASBABA7F 144E7579 368E9955
BEFBE700 EEF87277 6B17AEFF D53D76F4 E3BEGSE8 (C94B7090

w_1i 1is
98508B09 BC8OQEEE
099A3(C90 602ABD4B 1D4F343D 497C6055 C87BB956 D53BF351



W is

CE3880B9
©099A3(C90

S5FF4BA49
290BO5BF EDESEC96
602ABD4B 1D4F343D

returned_bits is

CE3880B9
©099A3(C90

Update V
Ox031 1V 1is
A47E7CFA
BEFBE700
H is

20C61E8A

Updated values
V is
3FE@522F
D091B0&9

reseed_counter

rnd_val 1is

CE3880B9
©099A3(90

S5FF4BA49
290BO5BF EDESEC96
602ABD4B 1D4F343D

66BACEZ21 FF260A16
EEF87277 ©B17AEFF

ESEEBBCS 6D12F9B0O

58188B53 ED3FF670
B1774795 DB1422A8

is

S5FF4BA49

290B0O5BF EDESEC96
602ABD4B 1D4F343D

3C40CFFF
ED5E9B28
497C6055

3C40CFFF
ED5E9BZ28
497C6055

A5BABA7F

D53D76F4

FBF299BF

05465290
6C954634

3C40CFFF
ED5E9BZ28
497C6055

3BO1E472
98508B09
C87BB956

3BO1E472
98508B09
C87BB956

038C9FB2
144E7579
E3BEGSES

15D2C146
B232B53F

6DFD97
44B62BE1
8076B4B6

0000

3BO1E472
98508B09
C87BB956

C575668C
BC8OOEEE
D53BF351

C575668C
BC8OOEEE
D53BF351

8D1B5CCC
368E9955
C94B708F

OEDF2565
OA43EC3F

35FFOEQE
7D1B1C21
21C72F91

00000003

C575668C
BC8OOEEE
D53BF351



B b b G e b b
Hash_DRBG

Requested Security Strength = 128

Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9BOCIDIE
9FAQA1AZ2 A3A4A5Ac A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5Co
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7E8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20212223 24252627

PersonalizationString = <empty>

AdditionalInputl =
606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Additionallnput2 =
AQA1AZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6



HHH R A A A

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k %k %k %k 3%k 3%k %k %k %k %k % % >k %k %k %k % %k %k %k %k %k %k %k

Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20212223 24252627

personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance”

Hash_df - Generate seed(which is V) - Step 2

seed_material is
000102 03040500 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 20212223 24252627

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01000001 B3000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 20212223 24252627

Hash(counter| Ino_of_bits_to_returnllinput_string) is
AB41CDE4 37AB8B09
1CA7(C575 5D10F@11 @0C1DBD46 2F226CFD ABFBBQ4A 8BCDEF95



temp =
AB41CDE4 37AB8BQ9
1CA7C575 5D10F@11 @C1DBD46 2F226CFD ABFBBQ4A 8BCDEF95

counter| |no_of_bits_to_returnl||input_string is
02000001 B800VV102 03040500 0708090A OBOCODOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 20212223 24252627

Hash(counter| Ino_of_bits_to_return||input_string) is
167D84AF 64128C0OD
71F4D5B8 CQEDFBBE 3DF40448 D2D8E12F A91BA8BO 97969500

temp =
AB41CD E437AB8B
091CA7(C5 755D10F@ 110C1DBD 462F226C FDABFBBO 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

V is
AB41CD E437ABS8B
091CA7(C5 755D10F0 110C1DBD 462F226C FDABFBB® 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

Hash_df - Generate C - Step 4
0x0011V 1is
0OAB41CD E437AB8B

091CA7C5 755D10F0 110C1DBD 462F226C FDABFBBO 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1l

no_of_bits_to_return = 440



1=1

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 @QOAB41CD E437AB8B
091CA7(C5 755D10F@ 110C1DBD 462F226C FDABFBBO 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

Hash(counter| Ino_of_bits_to_returnl!linput_string) is
E15DE4A8 E3B1419B
61D534F1 5DBD31EE 19EC595F 8B98111A 94F52237 AD5D66F0Q

temp =
E15DE4A8 E3B1419B
61D534F1 5DBD31EE 19EC595F 8B98111A 94F52237 AD5D66FQ

counter| Ino_of_bits_to_returnl|input_string 1is
02 000001B8 00AB41CD E437AB8B
091CA7C5 755D10F0Q 110C1DBD 462F226C FDABFBB@O 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
CFAAFDDC 90195902
E979F79B 65357FEA 85998E4E 37D2C1D4 FDOFODo6 3A829565

temp =
E15DE4 A8E3B141
9B61D534 F15DBD31 EE19EC59 5F8B9811 1A94F522 37AD5D66
FOCFAAFD DC901959 ©Q2E979F7 9B65357F EA85998E 4E37D2C1

is
E15DE4 A8E3B141
9B61D534 F15DBD31 EE19EC59 5F8B9811 1A94F522 37AD5D66
FOCFAAFD DC901959 @Q2E979F7 9B65357F EA85998E 4E37D2C1



First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k %k 3k >k 3%k 3k >k 3k >k 3k %k 3%k >k >k 3k %k %k %k 3% %k 5% >k %k %k %k % %k % %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 512

additional_input
606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8CED8E 8F909192 93949596

Process additional_input

0x021 1Vl ladditional_input is
02AB41 CDE437AB 8B@91CA7 (C5755D10
F@110C1D BD462F22 6CFDABFB BQ4A8BCD EF95167D 84AF6412
8COD71F4 DSB8COED FBBE3DF4 0448D2D8 E1606162 63646566
6768696A 6B6CODOE 6F70Q7172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8CED8E 8F909192 93949596

w=Hash(@x021 IV| ladditional_input) 1is
SAQFEBCS OA3DBB70
91C99849 (CF32413 F39B9382 OSD3ECFO@ F67DBFF3 49CEQOB9

V is
AB41CD E437ABS8B
091CA7(C5 755D10F0@ 110C1DBD 462F226D 57BBE775 54(C98960
26EQ15CE 7(C5736A0 010D8857 BE94DAEC B4BBB3F7 92A0D99A

Hashgen

requested_no_of_bits = 512



1=1

data 1is

©@91CA7C5 755D10F0

26EQ15CE 7C5736A0

w_1i 1is

70E48473 711D8824

W is

70E48473 711D8824

data 1is

091CA7C5 755D10F0

26EQ15CE 7C5736A0

w_1i 1is

C8FD4@5A 7A4603F3

W is

631BAA7F 1D9AC928
C8FD405A 7A4603F3

returned_bits 1is

631BAA7F 1D9AC928
C8FD405A 7A4603F3

110C1DBD
010D8857

631BAA7F

631BAA7F

110C1DBD
010D8857

8CFF7C89

510724B9
4E7EC8F3
8CFF7C89

510724B9
4E7EC8F3
8CFF7C89

462F226D
BE94DAEC

1D9AC928

1D9AC928

462F226D
BE94DAEC

E9C133F5

3AE9A182
637F7A74
E9C133F5

3AE9A182
637F7A74
E9C133F5

AB41CD
57BBE775
B4BBB3F7

510724B9
4E7EC8F3

510724B9
4E7EC8F3

AB41CD
57BBE775
B4BBB3F7

3B3644EB
851F40E9

7QE48473
3B3644EB
851F40E9

7QE48473
3B3644EB
851F40E9

E437AB8B
5498960
92A0D99A

3AE9A182
637F7A74

3AE9A182
637F7A74

E437AB8B
54C98960
92A0D99B

90(98627
2030FEA2

711D8824
96(98627
2030FEA2

711D8824
96(98627
2030FEA2



Update V

0x0311V 1is
03AB41CD E437AB8&B
©091CA7C5 755D10F0 110C1DBD 462F226D 57BBE775 54(98960
26EQ15CE 7C5736A0 010D8857 BE94DAEC B4BBB3F7 92AQD99A

H is
AD825E98 ED18CBDZ2
F8PAA598 A9962F17 547ABD64 EGESAE71 E28EFFOC FF1EDDS&5

Updated values

V is
8C9FB2 8D1B5CCC
A47E7CFA 66BACE21 FF260A16 ASBABA7F 1FD33B30 798FB29A
QOFBA6665 027D7F10 5871BFB4 4QDFBEDE 81D04D22 DFF789E1

reseed_counter is
0000 00000002

rnd_val is
510724B9 3AE9A182 70QE48473 711D8824
631BAA7F 1D9AC928 4E7EC8F3 637F7A74 3B3644EB 96(98627
C8FD405A 7A40603F3 8CFF7C89 E9C133F5 851F40QEQ 2030FEA2

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk 3k 5k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k %k sk sk sk sk sk sk sk ok ok k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 512

additional_input

AQOA1AZ A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE



BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1DZ

Process additional_input

0x@21 1Vl ladditional_input is
028C9F B28D1B5C CCA47E7C
21FF260A 16A5BABA 7F1FD33B 30798FB2 9AQFBAGG
105871BF B440DFBE DE81DQ4D 22DFF789 E1AQA1A2
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA
BFCOC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2

w=Hash(@x@2| IVI ladditional_input) is
2E5668C1
F61C9814 6(C3D84D7 B3A218D1 4FA4D6F7 G6BEQ92AC

V is
8C9FB2
A47E7CFA 66BACE21 FF260A16 ASBABA7F 4E29A3F1
O5D6FE79 OEBBQ3E8 0C13D885 908495D5 EDBODFCF

Hashgen

requested_no_of_bits = 512

8C9FB2
A47E7CFA 66BACE21 FF260A16 ASBABA7F 4EZ29A3F1
O5D6FE79 6EBBO3E8 @C13D885 908495D5 EDBODFCF

w_1i 1is
6253DA3A
B746E4C8 B2635C54 QF6E9EA7 157EEG9D D71EFBZE

D3D4D5D6

FAG66BACE
65027D7F
A3A4A5A6
BBBCBDBE
D3D4D5D6

70QF5B45B
E9905ADD

8D1B5CCC
EA8566F6
C987E4BE

8D1B5CCC
EA8566F6
C987E4BE

AE8B88A3
8FF7BBE1



W is

data

w_1i

W is

return

Update

0x03

H is

6253DA3A

B746E4C8 B2635C54 OF6E9EA7 157EE69D D71EFBZE

is

A47E7CFA 66BACEZ21 FF260Al6

O5D6FE79 6EBBO3E8 @0C13D885

is

9CC88990 309C96CD B2AB9295

6253DA3A
OF6E9EA7 157EE69D D71EFBZE
9CC88990 309C96CD B2AB9295

ed_bits is

6253DA3A
QFOE9EA7 157EEG9D D71EFBZE
9C(C88990 309C96CD B2AB9295

\%

[V is

A47E7CFA 66BACEZ21 FF260Al6
O5D6FE79 6EBBO3E8 @C13D885

©0BO3BCC3 5B54885F A183D8CE

ASBABA7F
908495D5

7436BF83

AE8B88A3
8FF7BBE1
7436BF83

AE8B88A3
8FF7BBE1
7436BF83

ASBABA7F
908495D5

23C628A8

8CI9FB2
4E29A3F1
EDB@ODFCF

E3336888
D1BD8308

B746E4C8
E3336888
D1BD8308

B746E4C8
E3336888
D1BD8308

038C9FB2
4E29A3F1
EDB@ODFCF

78BDC1C4
F6435398

AE8B88A3
8FF7BBE1

8D1B5CCC
EA8566F6
C987E4BF

38DD7DE4
19C748CA

B2635C54
38DD7DE4
19C748CA

B2635C54
38DD7DE4
19C748CA

8D1B5CCC
EA8566F6
C987E4BE

0B7665A8
931F0A4F



Updated values

V is
6DFD97 35FFQEQE
3FE@522F 58188B53 ED3FF670 05465290 E17C5AD8 2DA92A05
01AAG63A AGIOFASAQ B0O812B4B 4FAFF3FE CE79CCFo AADEC1DO

reseed_counter 1is
0000 00000003

rnd_val 1is
6253DA3A AE8B88A3 B746E4(8 B2635C54
OFOE9EA7 157EEG69D D71EFBZ2E 8FF7BBE1 E3336888 38DD7DE4
9C(88990 309C96CD B2AB9295 7436BF83 D1BD8308 19C748CA

B L Lt B A 3 Lt B 2
Hash_DRBG

Requested Security Strength = 128

Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A OBOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
CoC1C2 (C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ESE6G EVESEQOEA EBECEDEE EFFQF1F2 F3F4F5F6



Nonce =
20212223 24252627

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DGE GF707172 73747576

AdditionalInput = <empty>

B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k kK k k

Hash_DRBG_Instantiate_algorithm

entropy_input 1is
000102 030405006
0708090A OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20212223 24252627

personal_str is
404142 43444546
4748494A 4B4C4D4AE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6CODGE GF707172 73747576

prediction_resistance_flag = "No PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
0001 02030405 00070809 QAQBACOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36202122 23242526 27404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5CS5DSE



5F606162 63646566 6768696A 6B6C6DOE ©F7Q7172 73747576

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
010000
01B80001 02030405 06070809 QAOBOCOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36202122 23242526 27404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A SB5CSDSE
S5F606162 63646566 6768696A 6B6C6DGE ©F707172 73747576

Hash(counter| Ino_of_bits_to_return!linput_string) is
A3E94E39 26FDA169
(C303D664 383905EQ D79962D1 65446D63 BDAG54D1 32F72DB4

temp =
A3E94E39 26FDA169
(C303D664 383905EQ D79962D1 65446D63 BDA654D1 32F72DB4

counter| Ino_of_bits_to_returnl|input_string 1is
020000
01B80001 02030405 06070809 QAPBOCOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36202122 23242526 27404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5CS5DSE
5F606162 63646566 6768696A 6B6C6D6E 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
71564B45 GFF2EEC8
36422ACC 5A029935 A7992990 94A1CA74 1B916DCO 26A7E107



temp =
A3E94E 3926FDA1l
69C303D6 64383905 EOD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

V is
A3E94E 3926FDA1
69C303D6 64383905 EQD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

Hash_df - Generate C - Step 4

0x001 1V 1is
0OA3E94E 3926FDA1
69C303D6 64383905 EQD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnlinput_string is
01 000001B8 QQA3E94E 3926FDA1
69C303D6 64383905 EQD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

Hash(counter| Ino_of_bits_to_return||input_string) is
44748A78 B16E7555
9F881D51 C15DFE6C 52CFBOBB 71620169 (7933427 67E7F887

temp =
44748A78 B16E7555
9F881D51 C15DFE6C 52CFBOBB 71620169 (7933427 67E7F887



1=2

counter| Ino_of_bits_to_returnl|input_string 1is
02 000001B8 QOA3SE94E 3926FDA1
69C303D6 64383905 E@OD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
5F42CB6A 20C89D7C
6EF3DC61 OD8FF203 D6766CED 1919D094 ED485EF7 FADDB66S8

temp =
44748A 78B16E75
559F881D 51C15DFE 6C52CFBO BB716201 69C79334 2767E7F8
875F42CB 6A20C89D 7C6EF3DC 610D8FF2 @3D6766C ED1919D0

C is
44748A 78B16E75
559F881D 51C15DFE 6C52CFB@ BB716201 69(79334 2767E7F8
875F42CB 6A20C89D 7C6EF3DC 610D8FF2 ©3D6766C ED1919D0

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k >k >k 3k 3k 5k 5k 5k 5k %k %k %k %k >k %k %k 5k >k k k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 512

additional_input <empty>

Hashgen

requested_no_of_bits = 512



data 1is
A3E94E 3926FDA1
69C303D6 64383905 EOD79962 D165446D 63BDAG54 D132F72D
B471564B 456FF2EE C836422A CC5A0299 35A79929 9094A1CA

w_1i 1is
4A62604F 266EES537
B90D64B@ S5E1D813D 28B159A9 79F1509D DE31B71D A43D546E

W is
4A62664F 266EE537
BO90D64B@® S5E1D813D 28B159A9 79F1509D DE31B71D A43D546E

data is
A3E94E 3926FDA1
69C303D6 64383905 EQD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CB

w_1i 1is
E8E78678 202DC237
AD4AFE7D F310C9A4 13E38AAF 417D2D22 5AA365EC 4A7D2996

W is
4A62664F 266EE537 B9@D64B0O 5E1D813D
28B159A9 79F1509D DE31B71D A43D546E E8E78678 202DC237
AD4AFE7D F310C9A4 13E38AAF 417D2D22 5AA365EC 4A7D2996

returned_bits is
4A626064F 266EE537 B90D64B@ S5E1D813D
28B159A9 79F1509D DE31B71D A43D546E E8E78678 202DC237
AD4AFE7D F310C9A4 13E38AAF 417D2D22 S5AA365EC 4A7D2996



Update V

0x0311V 1is
03A3E94E 3926FDA1
69C303D6 64383905 EOD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

H is
19B1A221 4356F101
FFAQE21C BF22F2CF 985EE127 7506C7BD BA35EC15 7A81BADE

Updated values
Vis
E85DD8 B1D86(C16

BF628BF3 B5F99704 4D2A6913 8CD6A66E E736DBAA 3BF1D0Z28
3B717B33 ©6EB3AE5SB DD04172E A26E5A48 F3B3FBAB F82F7679

reseed_counter is
0000 00000002

rnd_val 1is
4A62664F 266EE537 B90D64BO 5E1D813D
28B159A9 79F1509D DE31B71D A43D546E E8E78678 202DC237
AD4AFE7D F310C9A4 13E38AAF 417D2D22 S5AA365EC 4A7D2996

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k %k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k >k 3k 3k 5k 5k 5k 3k >k %k %k %k %k kkk
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 512

additional_input <empty>

Hashgen



requested_no_of_bits = 512

data 1is
E85DD8 B1D86C16
BF628BF3 B5F99704 4D2A6913 8CDOAGGE E736DBAA 3BF1D028
3B717B33 GEB3AESB DDQ4172E A26E5A48 F3B3FBAB F82F7679

w_1i 1is
59583D3C QAC37130
C4789A83 11B8CA8F 985EF1E8 F94D954E 32E344A6 21C24B2F

W is
59583D3C QAC37130
C4789A83 11B8CA8F 985EF1E8 F94D954E 32E344A6 21C24B2F

E85DD8 B1D86C16
BF628BF3 B5F99704 4D2A6913 8CDoAc6E E736DBAA 3BF1D0Z28
3B717B33 ©6EB3AESB DD04172E AZ26ES5A48 F3B3FBAB F82F767A

w_1i 1is
371DA9BA 3(C33153F
@9E55145 E762926B 73AC147A 1E8631D1 CCD@8567 CF677C72

W is
59583D3C QAC37130 (C4789A83 11B8CAS8F
985EF1E8 F94D954E 32E344A6 21C24B2F 371DA9BA 3C33153F
@9E55145 E762926B 73AC147A 1E8631D1 CCD@8567 CF677C72

returned_bits is
59583D3C QAC37130 (C4789A83 11B8CAS8F



985EF1E8 F94D954E 32E344A6 21C24B2F 371DA9BA 3(C33153F
@9E55145 E762926B 73AC147A 1E8631D1 CCDO8567 CF677C72

Update V

0x0311V 1is
©@3E85DD8 B1D86(C16
BF628BF3 B5F99704 4D2A6913 8CDoAGGE E736DBAA 3BF1D028
3B717B33 6EB3AES5B DD@4172E A26E5A48 F3B3FBAB F82F7679

H is
B9688961 AE7D4A6C
5202575B 9AA536DB E355DF79 CD8Q79E3 ©@4D82BED 33D6CF22

Updated values
Vis
2CD263 2A89DA8C

15021411 @7BAF502 B97D38C4 48480871 QA66F840 11D7028D
14D3155A 7379ADD5 3CC8EA84 DOFC641D FC629EQ6 191F5F6D

reseed_counter is
0000 00000003

rnd_val 1is
59583D3C QAC37130 C4789A83 11B8CA8F
985EF1E8 F94D954E 32E344A6 21C24B2F 371DA9BA 3(C33153F
@9ES55145 E762926B 73AC147A 1E8631D1 CCDO8567 CF677C72
HHHRH IR
Hash_DRBG
Requested Security Strength = 128

Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "NOT ENABLED"



EntropyInput =
000102 03040506
0708090A ©OBOCODOE ©OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D88D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8E9QEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20212223 24252627

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5CSDSE
S5F606162 63646566 6768696A 6B6CODGE G6F707172 73747576

AdditionallInputl =
606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

AdditionallInput2 =
AQA1AZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

B B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k %k %k %k %k 3%k 3k %k %k *k >k %k %k k

Hash_DRBG_Instantiate_algorithm



entropy_input is
000102

03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E

1F202122 23242526 2728292A 2B2C2D2E 2F303132

nonce 1is
20212223

personal_str is
404142
4748494A 4B4C4D4E 4F505152 53545556 5758595A
5F606162 63646566 6768696A 6B6C6D6GE 6F707172

333435306

24252627

43444546
5B5C5DSE
73747576

prediction_resistance_flag = "No PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
0001 02030405 06070809 QAQBOCOD QEQF1011
16171819 1A1B1C1D 1E1F2021 22232425 26272829
2E2F3031 32333435 36202122 23242526 27404142
4748494A 4B4C4D4AE 4F505152 53545556 5758595A
5F606162 63646566 6768696A 6B6CODGE 6F707172

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is

01B80001 02030405 06070809 OAOBOCOD QEQF1011
16171819 1A1B1C1D 1E1F2021 22232425 26272829
2E2F3031 32333435 36202122 23242526 27404142
4748494A 4B4C4D4AE 4F505152 53545556 5758595A
5F606162 63646566 6768696A 6B6CO6DOE OF 707172

12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

010000
12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

Hash(counter| Ino_of_bits_to_returnl|linput_string) is



A3E94E39 26FDA169
(C303D664 383905E0Q D79962D1 65446D63 BDA654D1 32F72DB4

temp =
A3E94E39 26FDA169
(C303D664 383905EQ D79962D1 65446D63 BDA654D1 32F72DB4

counter| Ino_of_bits_to_returnl|input_string 1is
020000
01B80001 02030405 06070809 QAPBOCOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36202122 23242526 27404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6D6E 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl||input_string) is
71564B45 6FF2EECS
36422ACC 5A029935 A7992990 94A1CA74 1B916DCO 26A7E1Q7

temp =
A3E94E 3926FDA1l
69C303D6 64383905 EOD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

V is
A3E94E 3926FDA1
69C303D6 64383905 EQD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

Hash_df - Generate C - Step 4

0x001 1V 1is
0OA3E94E 3926FDA1
69C303D6 64383905 EQD79962 D165446D 63BDA654 D132F72D



B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 QQA3E94E 3926FDA1
69C303D6 64383905 EQD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
44748A78 B16E7555
9F881D51 C15DFE6C 52CFBOBB 71620169 (7933427 67E7F887

temp =
44748A78 B1l6E7555
9F881D51 C15DFE6C 52CFB@OBB 71620169 (7933427 67E7F887

counter| Ino_of_bits_to_returnl|input_string 1is
02 000001B8 QOA3SE94E 3926FDA1
69C303D6 64383905 E@OD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
5F42CB6A 20C89D7C
6EF3DC61 OD8FF203 D6766CED 1919D094 ED485EF7 FADDB668

temp =
44748A 78B1l6E75
559F881D 51C15DFE 6C52CFBOQ BB716201 69C79334 2767E7F8
875F42CB 6A20C89D 7C6EF3DC 610D8FF2 @3D6766C ED1919D0



Cis
44748A 78B16E75
559F881D 51C15DFE 6C52CFB@ BB716201 69C79334 2767E7F8
875F42(CB 6A20C89D 7C6EF3DC 610D8FF2 ©@3D6766C ED1919D0

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5k 3k >k 3k %k 3%k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k >k %k %k 3% %k % >k %k % %k % %k %k k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 512

additional_input
606162 63646566
6768696A 6B6CODOE 6F70Q7172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

Process additional_input

0x@21 1Vl ladditional_input is
02A3E9 4E3926FD A169C303 D6643839
@5EQD799 62D16544 6D63BDA6 54D132F7 2DB47156 4B456FF2
EEC83642 2ACC5AQ2 9935A799 299094A1 (CA606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

w=Hash(@x021 IV| ladditional_input) 1is
3CBE9AC4 CEFC9ES3
84BO5F3A 13305C81 BB347128 578D0A87A D9(CD6168 A7BBDI0A

V is
A3E94E 3926FDA1
69C303D6 64383905 EQD79962 D165446D AQ7C4119 AQ2F9581
3921B585 58A04F70 836AB353 23E70B14 QF74FA92 38507AD4



Hashgen

requested_no_

69C303D6

3921B585

w_1i 1is

B2CABFD1

W is

B2CABFD1

data 1is

69C303D6

3921B585

w_1i 1is

3DA15209

W is

AE8AGO41
3DA15209

of_bits

64383905
58A04F70

F9548478

F9548478

64383905

58A04F70

C72ADBES

7F7B0O94A
C72ADBES

= 512

EOD79962
836AB353

AE8A6041

AE8A6041

EOD79962

836AB353

8C20AB34

EQB97(82

26139546
8C20AB34

D165446D
23E70B14

7F7B@94A

7F7B0O94A

D165446D

23E70B14

07026951

1268FD3B

062B521C
07026951

A3E94E
A07C4119
OF74FA92

EOBI97(C82
26139546

EOBI97(C82
26139546

A3E94E
A07C4119
OF74FA92

FD33E4E3
297AD254

B2CABFD1
FD33E4E3
297AD254

3926FDA1
A02F9581
38507AD4

1268FD3B
062B521C

1268FD3B
062B521C

3926FDA1
AQ2F9581
38507AD5

9B9DCDOA
307553A5

F95484738
9B9DCDOA
307553A5



returned_bits is
EOB97C82 1268FD3B B2CABFD1 F9548478
AE8AGQ41 7F7B@94A 26139546 ©062B521C FD33E4E3 9BI9DCDOA
3DA15209 C72ADBES 8C20AB34 07026951 297AD254 307553A5

Update V

0x0311V 1is
03A3E94E 3926FDA1
69C303D6 64383905 EOQD79962 D165446D AQ7C4119 AQO2F9581
3921B585 58A04F70 836AB353 23E70B14 QF74FA92 38507AD4

H is
8264A739 7BB8AZ2B4
5D09B864 EA8694B4 75068170 S5EB44819 680QAE7DE AC2CFFE4

Updated values

V is
E85DD8 B1D86(C16
BF628BF3 B5F99704 4D2A6913 8CDoA66F 8CA87B87 4350202E
1D8ABOB5 AD47ACC2 7540289F E3A8E31F 7B5658DD D1969489

reseed_counter is
0000 00000002

rnd_val 1is
EOB97C82 1268FD3B B2CABFD1 F9548478
AE8AGQ41 7F7BQ94A 26139546 ©062B521C FD33E4E3 9BI9DCDOA
3DA15209 C72ADBES 8C20AB34 07026951 297AD254 307553A5

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k >k 3k >k 3k >k 3k 3k >k 3k %k 3k >k 3k %k 5%k 3k >k %k %k 3k >k 3%k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k 3%k %k 3% %k > 3k %k % %k % %k % %k *k

Hash_DRBG_Generate_algorithm



requested_number_of_bits = 512

additional_input
AQA1A2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6

Process additional_input

0x@21 1Vl ladditional_input is
©2E85D D8B1D86C 16BF628B F3B5F997
044D2A69 138CDoA6 6F8CA87B 87435020 2E1D8ABO BS5AD47AC
(2754028 9FE3A8E3 1F7B5658 DDD19694 89AQA1A2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7BS8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

w=Hash(@x@2| IVI ladditional_input) is
A2701C07 ©2B8A337
615E949D 0B86D42B Q02EFQ72 58584377 ECBF1094 62AFC8AC

V is
E85DD8 B1D86(C16
BF628BF3 B5F99704 4D2A6913 8CDoA670 2F18978E 4608C365
7EE94552 B8CE8QED 756F1912 3C012697 68156972 34465D35

Hashgen

requested_no_of_bits = 512

data is
E85DD8 B1D86C16
BF628BF3 B5F99704 4D2A6913 8CDoA670 2F18978E 4608C365
7EE94552 B8CE8QED 756F1912 3C012697 68156972 34465D35



w_1i 1is
C1ACD3AD
BF179DB5 9822C351 BC479ABE 4EB28F84 3957B11E

W is
C1ACD3AD
BF179DB5 9822C351 BC479ABE 4EB28F84 3957B11E

data 1is
E85DD8
BF628BF3 B5F99704 4D2A6913 8CD6A6G7Q 2F18978E
7EE94552 B8CE8QED 756F1912 3C012697 68156972

w_1i 1is
83964297
1024ABCF 6F6615D7 F5B4FD1E 4QAG4EEB 45BA2181

W is
C1ACD3AD A4C8C495 BF179DB5
BC479ABE 4EBZ28F84 3957B11E 3CZ2BCQ48 83964297
1024ABCF oF6615D7 FS5B4FD1E 4QAG4EEB 45BA2181

returned_bits is
C1ACD3AD A4(C8C495 BF179DB5
BC479ABE 4EBZ28F84 3957B11E 3(C2BC048 83964297
1024ABCF 6F6615D7 F5B4FD1E 40QAG4EEB 45BA2181

Update V

0x0311V 1is
03E85DD8
BF628BF3 B5F99704 4D2A6913 8CDoA670 2F18978E

A4C8C495
3C2BCO48

A4C8C495
3C2BC0O48

B1D86C16
4608C365
34465D36

975BD72D
B83937ED

9822C351
975BD72D
B83937ED

9822(C351
975BD72D
B83937ED

B1D86C16
4608C365



7EE94552 B8CE8QED 756F1912 3(012697 68156972 34465D35

H is
19978405 921CF6DE
oBA76D7F 9F5F14C1 8D7A3ACZ2 2420B3D0 327F4EFB 9EDOF4C6

Updated values

V is
2CD263 2A89DAZC
15021411 07BAF502 B97D38C4 48480871 B277AEC7 FF8DA23C
71EFF59D C24E5E4C 7F5847B@ C12F6A59 9EGB2EDA (C@306BCD

reseed_counter 1is
0000 00000003

rnd_val 1is
C1ACD3AD A4(C8(C495 BF179DB5 9822(C351
BC479ABE 4EB28F84 3957B11E 3C2BC0Q48 83964297 975BD72D
1024ABCF 6F60615D7 FS5B4FD1E 4QAG4EEB 45BA2181 B83937ED

B B L A Lt Bt i
Hash_DRBG

Requested Security Strength = 128

Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9BI9C9DIE
9FAQA1AZ A3A4AS5A0 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6



EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5Co
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5Do D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESEG E7E8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20212223 24252627

PersonalizationString = <empty>

AdditionalInput = <empty>
HHR AR R AR R R R R
3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k %k 3k 5k 5k 5k 3k %k %k %k %k %k %k %k 5k >k kk
Hash_DRBG_Instantiate_algorithm

entropy_input is

000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20212223 24252627
personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"
Hash_df - Generate seed(which is V) - Step 2
seed_material 1is
000102 03040506 0708090A OBOCADOE

0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 20212223 24252627

no_of_bits_to_return = 440



counter| Ino_of_bits_to_returnl|input_string 1is
01000001 B3000102 03040506 0708090A OBOCODOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 20212223 24252627

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
AB41CDE4 37AB8BQ9
1CA7C575 5D10F0@11 @C1DBD46 2F226CFD ABFBBQ4A 8BCDEF95

temp =
AB41CDE4 37AB8BQ9
1CA7C575 5D10F@11 @C1DBD46 2F226CFD ABFBBQ4A 8BCDEF95

counter| Ino_of_bits_to_returnl|input_string is
02000001 B3000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 20212223 24252627

Hash(counter| Ino_of_bits_to_return||input_string) is
167D84AF 64128C0OD
71F4D5B8 CQEDFBBE 3DF40448 D2D8E12F A91BA8BO 97969500

temp =
AB41CD E437AB8B
091CA7(C5 755D10F@ 110C1DBD 462F226C FDABFBBO 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

V is
AB41CD E437ABS8B
091CA7(C5 755D10F0 110C1DBD 462F226C FDABFBB® 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2DS8E1



Hash_df - Generate C - Step 4

0x0011V 1is
Q0AB41CD E437AB8B
091CA7C5 755D10F0Q 110C1DBD 462F226C FDABFBB@® 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 @Q@OAB41CD E437AB8B
091CA7(C5 755D10F@ 110C1DBD 462F226C FDABFBBO 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

Hash(counter| Ino_of_bits_to_returnllinput_string) is
E15DE4A8 E3B1419B
61D534F1 5DBD31EE 19EC595F 8B98111A 94F52237 AD5D66F0Q

temp =
E15DE4A8 E3B1419B
61D534F1 5DBD31EE 19EC595F 8B98111A 94F52237 AD5D66FOQ

counter| Ino_of_bits_to_returnl|input_string 1is
02 000001B8 00AB41CD E437AB8B
091CA7C5 755D10F0Q 110C1DBD 462F226C FDABFBBQ 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
CFAAFDDC 90195902



E979F79B ©65357FEA 85998E4E 37D2C1D4 FDOFOD66 3A829565

temp =
E15DE4 A8E3B141
9B61D534 F15DBD31 EEI19EC59 5F8B9811 1A94F522 37AD5D66
FOCFAAFD DC901959 Q2E979F7 9B65357F EA85998E 4E37D2C1

Cis
E15DE4 A8E3B141
9B61D534 F15DBD31 EE19EC59 5F8B9811 1A94F522 37AD5D66
FOCFAAFD DC901959 @2E979F7 9B65357F EA85998E 4E37D2C1

First call to Generate
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 3k sk %k 3k 3k 3k sk 5k 3k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok ok sk sk k ko sk sk k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 512

additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9BI9C9DIE
9FAQA1AZ A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6

additional_input <empty>
Hash_df - Generate seed(which is V) - Step 2

seed_material is
01AB41 CDE437AB 8B@91CA7 (C5755D10



F0110C1D BD462F22 6CFDABFB B@4A8BCD EF95167D 84AF6412
8COD71F4 D5B8COED FBBE3DF4 ©0448D2D8 E1808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CI9DIE
9FAQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01000001 B801AB41 CDE437AB 8B@Q91CA7 (C5755D10
F@110C1D BD462F22 6CFDABFB B0O4A8BCD EF95167D 84AF6412
8COD71F4 D5B8COED FBBE3DF4 ©448D2D8 E1808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

Hash(counter| Ino_of_bits_to_return!|input_string) is
3C4QE8DC 7172FDA2
32550A1D 8E1447C1 1F474888 F90(D85C 3863D5E4 84266756

temp =
3C40E8DC 7172FDA2
32550A1D 8E1447C1 1F474888 F96(CD85C 3863D5E4 84266756

counter| Ino_of_bits_to_returnl|input_string is
02000001 B801AB41 CDE437AB 8B@91CA7 (C5755D10
F0110C1D BD462F22 6CFDABFB B@4A8BCD EF95167D 84AF6412
8COD71F4 D5B8COED FBBE3DF4 ©448D2D8 E1808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

Hash(counter| Ino_of_bits_to_returnllinput_string) is
28D08885 347C3EFD
6292FDDC D1A1421E ED51B713 ABQ9QF(C9 AFC95(C22 731A6AF6



temp =
3C40E8 DC7172FD
A232550A 1D8E1447 (C11F4748 88F96(CD8 5C3863D5 E4842667
5628D088 85347C3E FD6292FD DCD1A142 1EED51B7 13ABQ@9OF

V is
3C40E8 DC7172FD
A232550A 1D8E1447 C11F4748 88F96CD8 5C3863D5 E4842667
5628D088 85347C3E FD6292FD DCD1A142 1EED51B7 13ABQ@90F

Hash_df - Generate C - Step 4

0x001 1V 1is
003C40E8 DC7172FD
A232550A 1D8E1447 C11F4748 88F96(CD8 5C3863D5 E4842667
5628D088 85347C3E FD6292FD DCD1A142 1EED51B7 13ABQ9OF

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnllinput_string is
01 000001B8 003C4QE8 DC7172FD
A232550A 1D8E1447 C11F4748 88F96CD8 5C3863D5 E4842667
5628D088 85347C3E FD6292FD DCD1A142 1EEDS51B7 13ABQ90F

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
E75068384 F264E4A7
E7AE850D 9D501FD6 3183564F D7D39044 6FS5BESF6 7B50195B

temp =
E7568384 F264E4A7
E7AE850D 9D501FD6 3183564F D7D39044 6F5BESF6 7B50195B



1=2

counter| Ino_of_bits_to_returnl|input_string is
02 000001B8 ©03C4QE8 DC7172FD
A232550A 1D8E1447 C11F4748 88F96(D8 5C3863D5 E4842667
5628D088 85347C3E FD6292FD DCD1A142 1EED51B7 13ABQ90F

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
5284692A D4B76DFD
4F524BCF CCAB62(C1 309F2515 17DFFD1F 5C4A6B96 ADC6B9D9

temp =
E75683 84F264E4
A7E7AE85 @D9D501F D6318356 4FD7D390 446F5BE5 F67B5019
5B528469 2AD4B76D FD4F524B CFCCAB62 C1309F25 1517DFFD

Cis
E75683 84F264E4
A7E7AE85 @DOD501F D6318356 4FD7D390 446F5BE5 F67B5019
5B528469 2AD4B76D FD4F524B CFCCAB62 C1309F25 1517DFFD

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3%k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3k %k >k %k %k %k % %k %k %k %k %k %k %k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 512
additional_input <empty>
Hashgen

requested_no_of_bits = 512

data 1is
3C40QE8 DC7172FD



A232550A 1D8E1447 C11F4748 88F96(D8 5C3863D5 E4842667
5628D088 85347C3E FD6292FD DCD1A142 1EED51B7 13AB@90QF

w_1i 1is
92275523 C7QE567B
CF9B35EC 50B933F8 12616DF5 86B7F72E E1BC7735 A5C26543

W is
92275523 C7QE567B
CF9B35EC 50B933F8 12616DF5 86B7F72E E1BC7735 A5C26543

3C40E8 DC7172FD
A232550A 1D8E1447 C11F4748 88F96CD8 5(C3863D5 E4842667
5628D088 85347C3E FD6292FD DCD1A142 1EED51B7 13AB0910

w_1i 1is
73CBBC72 316DFF84
20A33BF@ 2B97AC8D 1952583F 270ACD70 O5CCO27F 4CF1187E

W is
92275523 C70E567B CF9B35EC 50B933F8
12616DF5 86B7F72E E1BC7735 A5C26543 73CBBC72 316DFF84
20A33BFQ 2B97AC8D 1952583F 270QACD70 @5CCO27F 4CF1187E

returned_bits is
92275523 C7QE567B CF9B35EC 50B933F8
12616DF5 86B7F72E E1BC7735 A5C26543 73CBBC72 316DFF84
20A33BF@ 2B97AC8D 1952583F 270ACD70 @5CCO27F 4CF1187E

Update V

Ox0311V 1is



033C40E8 DC7172FD
A232550A 1D8E1447 (C11F4748 88F96(D8 5C3863D5 E4842667
5628D088 85347C3E FD6292FD DCD1A142 1EED51B7 13AB@90OF

H is
ECBC627D A0@3201D
BD527DAB FCBC42D1 321QEB57 AAZA2E2B D3399828 DF1D4EGA

Updated values
Vis
23976C 6163D7E2

4A1AQ38F 2B2B6467 9750CA9E D8D14069 8D642239 7B0O2969E
6ECDD29D ACC5767E 2CC2D@A1 56C87ADO B3578905 Q7EQ3777

reseed_counter is
0000 00000002

rnd_val 1is
92275523 C70E567B CFOB35EC 50B933F8
12616DF5 86B7F72E E1BC7735 A5C26543 73CBBC72 316DFF84
20A33BF@ 2B97AC8D 1952583F 270ACD70 @5CCO27F 4CF1187E

Second call to Generate
3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 3k 5k 5k 3k %k %k %k %k 3k 3k 3k 3k 5k 5k 3k >k %k %k %k %k %k %k %k kokkk
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 512

additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input



coC1C2

C3C4C5C0

C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE

DFEQE1EZ2 E3E4ES5E6 EVESEQEA EBECEDEE EFFOF1F2

additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2

seed_material 1is
012397 6C6163D7 E24A1A03
679750CA 9ED8D140 698D6422 397B0296 9EGECDD2
7E2CC2DO A156C87A DOB35789 0Q507EQ37 77C0OC1C2
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA
DFEQE1E2 E3E4ESEG EVESEOEA EBECEDEE EFFOF1F2

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnlinput_string is
01000001 B8012397 6C6163D7 E24A1A03
679750CA 9ED8D140 698D6422 397B0296 9EGECDDZ
7E2CC2D@ A156C87A DOB35789 0507EQ37 77CQOCLC2
C7C8CI9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA
DFEQE1EZ2 E3E4ESE6 E7VES8E9EA EBECEDEE EFFQF1F2

F3F4F5F6

8F2B2B64
9DACC576
C3C4C5C6
DBDCDDDE
F3F4F5F6

8F2B2B64
9DACC576
(3C4C5C6
DBDCDDDE
F3F4F5F6

Hash(counter| Ino_of_bits_to_returnllinput_string) is
E983B166 A92A997E

ABCC966C 6AA3D3B3 A1681FC5 8F582940 3B48601E

temp =

C1775494

E983B166 A92A997E

ABCC966C 6AA3D3B3 A1681FC5 8F582940 3B48601E

C1775494



counter| Ino_of_bits_to_returnl|input_string is
02000001 B8012397 6C6163D7 E24A1A03 8F2B2B64
679750CA 9ED8D140 698D6422 397B0296 9EGECDD2 9DACCS576
7E2CC2D@ A156C87A D@B35789 ©507EQ37 77COCLC2 C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5De6 D7D88D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Hash(counter| Ino_of_bits_to_returnllinput_string) is
2E11C1CD 465B7DBE
2A78CAQ4 2CF9B305 71FF12E3 B9F6(C945 (C634B91C 1BAC2021

temp =
E983B1 66A92A99
7EABCC96 6C6AA3D3 B3A1681F C58F5829 403B4860 1EC17754
942E11C1 CD465B7D BE2A78CA 042CF9B3 0571FF12 E3B9F6(9

V is
E983B1 66A92A99
7EABCC96 6C0AA3D3 B3A1681F C58F5829 403B4860 1EC17754
942E11C1 CD465B7D BEZ2A78CA 042CF9B3 ©@571FF12 E3B9F6(9

Hash_df - Generate C - Step 4

0x0011V 1is
QOE983B1 66A92A99
7EABCC96 6C6AA3D3 B3A1681F C58F5829 403B4860 1EC17754
942E11C1 CD465B7D BEZ2A78CA ©@42CF9B3 @571FF12 E3B9F6(9

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 QOE983B1 66A92A99
7EABCC96 6C6AA3D3 B3A1681F (C58F5829 403B4860 1EC17754
942E11C1 CD465B7D BE2A78CA 042CF9B3 ©571FF12 E3B9F6(9



Hash(counter| Ino_of_bits_to_returnl|input_string) is
A9775CE1 655BFF95
1BEQAF5B 7959725C 767D86F1 E19B11B8 9004F697 4DBFAQ46

temp =
A9775CE1 655BFF95
1BEQAF5B 7959725C 767D86F1 E19B11B8 9004F697 4DBFAQ46

counter| Ino_of_bits_to_returnllinput_string is
02 000001B8 QQE983B1 66A92A99
7EABCC96 6C6AA3D3 B3A1681F C58F5829 403B4860 1EC17754
942E11C1 CD465B7D BE2A78CA @42CF9B3 ©571FF12 E3B9F6(9

Hash(counter| Ino_of_bits_to_return||input_string) is
04458E5C 528E7E1D
FAB3887B A4AADBD6 FBDE@B31 6F1D9138 F1EBQ@DD9 2D80CO89

temp =
A9775C E1655BFF
951BEQAF 5B795972 5(C767D86 F1E19B11 B89004Fo6 974DBFAQ
4604458E 5C528E7E 1DFAB388 7BA4AADB D6FBDE@OB 316F1D91

Cis
A9775C E1655BFF
951BEQAF 5B795972 5C767D86 F1E19B11 B89004F6 974DBFAQ
40604458E 5C528E7E 1DFAB388 7BA4AADB DGFBDE@B 316F1D91

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k Sk sk sk 5k 5k 5k 3k 3k 3k sk 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k 3k sk sk sk ook ok k ok
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 512

additional_input <empty>



Hashgen

requested_no_

data 1is

7EABCC96

942E11C1

w_1i 1is

FE4DEEA7Y

W is

FE4DEEA7Y

data 1is

7EABCC96

942E11C1

w_1i 1is

EE2043E1

W is

EAAA985E
EE2043E1

of_bits

6C6AA3D3
CD465B7D

20927A84

20927A84

6C6AA3D3

CD465B7D

CCB29DCF

59C19F8B
CCB29DCF

= 512

B3A1681F
BEZA78CA

EAAA985E

EAAA985E

B3A1681F

BEZ2A78CA

063COA50

681A46B2

EQ984D8C
063COA50

C58F5829
042CF9B3

59C19F8B

59C19F8B

C58F5829

042CF9B3

830E428E

AA8694A0

BEF8C69B
830E428E

E983B1
403B4860
0571FF12

681A46B2
E0984D8C

681A46B2
E@984D8C

E983B1
403B4860
0571FF12

754167604
6DCA262E

FE4DEEA?Y
754167604
6DCA262E

66A92A99
1EC17754
E3B9F6(C9

AA8694A0
BEF8C69B

AA8694A0
BEF8C69B

66A92A99
1EC17754
E3B9F6CA

1946E040
CD77C542

20927A84
1946E040
CD77C542



returned_bits is
681A46B2 AA8694A0 FE4ADEEA7 20927A84
EAAA985E 59C19F8B E0984D8C BEF8C69B 75416764 1946EQ40
EE2043E1 CCB29DCF 063COA50 830E428E 6DCA262E CD77C542

Update V

Ox0311V 1is
03E983B1 66A92A99
7EABCC96 6C6AA3D3 B3A1681F C58F5829 403B4860 1EC17754
942E11C1 CD465B7D BEZ2A78CA ©42CF9B3 @571FF12 E3B9F6(9

H is
3870EB2D 3BBD1F7C
AF12CAA5 C44D44AE D45E84EF 2789B831 45F27DoC 289EQ74C

Updated values
V is
92FBOE 480E8699

13C7AD45 C7E3FD46 1017ES5A6 B770F33B 313C3883 F1C(C5671
894521F5 EDE6Z2EAA B0O83B141 A75B5CCO 226@05A8A 3DC71BA7

reseed_counter 1is
0000 00000002

rnd_val 1is
081A406B2 AA8694A0 FE4DEEA7 20927A84
EAAA985E 59C19F8B EQ984D8C BEF8C09B 75416764 1946E040
EE2043E1 CCB29DCF 063CQOAS0 830E428E 6DCA262E CD77(C542
I
Hash_DRBG

Requested Security Strength = 128



Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9BOCIDIE
9FAQA1AZ2 A3A4A5Ac A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5Co
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5Do D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7E8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20212223 24252627

PersonalizationString = <empty>

AdditionallInputl =
606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

AdditionallInput2 =
AQA1AZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

L B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k >k 3k 3k %k %k %k 3k 3k %k %k %k %k 3%k 3k %k %k %k >k %k %k k

Hash_DRBG_Instantiate_algorithm



entropy_input is
000102 03040506
0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20212223 24252627

personal_str is <empty>

prediction_resistance_flag = "PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
000102 03040500 0708090A OBOCADAE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 20212223 24252627

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01000001 B3000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 20212223 24252627

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
AB41CDE4 37AB8B09
1CA7(C575 5D10F@11 0C1DBD46 2F226CFD ABFBBQ4A 8BCDEF95

temp =
AB41CDE4 37AB8B09
1CA7C575 5D10F@11 @C1DBD46 2F226CFD ABFBBQ4A 8BCDEF95



counter| Ino_of_bits_to_returnlinput_string is
02000001 B3000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 20212223 24252627

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
167D84AF 64128C0OD
71F4D5B8 CQEDFBBE 3DF40448 D2D8E12F A91BA8BO 97969500

temp =
AB41CD E437AB8B
091CA7(C5 755D10F@ 110C1DBD 462F226C FDABFBBO 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

V is
AB41CD E437ABS8B
091CA7(C5 755D10F0 110C1DBD 462F226C FDABFBB® 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2DSE1

Hash_df - Generate C - Step 4

0x001 1V 1is
00AB41CD E437AB8&B
091CA7C5 755D10F0 110C1DBD 462F226C FDABFBBO 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1l

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string 1is
01 000001B8 ©O0OAB41CD E437AB8B
091CA7C5 755D10F0 110C1DBD 462F226C FDABFBBO 4A8BCDEF



95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

Hash(counter| Ino_of_bits_to_returnllinput_string) is
E15DE4A8 E3B1419B
61D534F1 5DBD31EE 19EC595F 8B98111A 94F52237 ADS5D66F0Q

temp =
E15DE4A8 E3B1419B
61D534F1 5DBD31EE 19EC595F 8B98111A 94F52237 AD5D66FQ

counter| Ino_of_bits_to_returnl|input_string 1is
02 000001B8 00AB41CD E437AB8B
091CA7C5 755D10F0Q 110C1DBD 462F226C FDABFBB@Q 4A8BCDEF
95167D84 AF64128C @D71F4D5 B8COEDFB BE3DF404 48D2D8E1

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
CFAAFDDC 90195902
E979F79B 65357FEA 85998E4E 37D2C1D4 FDOFODo6 3A829565

temp =
E15DE4 A8E3B141
9B61D534 F15DBD31 EE19EC59 5F8B9811 1A94F522 37AD5D66
FOCFAAFD DC901959 0Q2E979F7 9B65357F EA85998E 4E37D2C1

C is
E15DE4 A8E3B141
9B61D534 F15DBD31 EE19EC59 5F8B9811 1A94F522 37AD5D66
FOCFAAFD DC901959 @2E979F7 9B65357F EA85998E 4E37D2C1

First call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3k %k %k %k 3%k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k >k %k %k %k 3%k %k %k %k %k % 3k >k %k %k %k % %k %k %k %k %k %k k



Hash_DRBG_Generate_algorithm
requested_number_of_bits = 512

additional_input
606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Hash_df - Generate seed(which is V) - Step 2

seed_material 1is

O1AB 41CDE437 AB8B@91C A7C5755D 10F0110C 1DBD462F
226CFDAB FBBQ4A8B CDEF9516 7D84AF64 128C0OD71 F4D5B8CO
EDFBBE3D F40448D2 DBE18081 82838485 86878889 8A8B8C8D
8E8F9091 92939495 96979899 9A9BIACID 9E9FAQA1 AZA3A4AS5
A6A7A8A9 AAABACAD AEAFBOB1 B2B3B4B5 B6606162 63646566
6768696A 6B6C6D6GE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

no_of_bits_to_return = 440



counter| Ino_of_bits_to_returnl|input_string is

01B801AB
226CFDAB
EDFBBE3D
8E8F9091
AGA7A8A9
6768696A
7F808182

41CDE437
FBB0O4A8B
F40448D2
92939495
AAABACAD
6B6C6D6E
83848586

AB8B0@91C
CDEF9516
D8E18081
96979899
AEAFBOB1
6F707172
8788898A

A7C5755D
7D84AF64
82838485
9A9B9CID
BZ2B3B4B5
73747576
8B8C8DBE

010000
10F0110C 1DBD462F
128C@OD71 F4D5B8CO
86878889 8A8B8C8D
9E9FAQAL AZA3A4A5
B6606162 63646566
7778797A 7B7C7D7E
8F909192 93949596

Hash(counter| Ino_of_bits_to_returnllinput_string) is

57B2CF0@ B5429746

0BO87ES52 75D7DD74 23B6E3B6 5E3516D2 481199A0 17B53A22

temp =

57B2CF0@ B5429746

©OBO87ES2 75D7DD74 23B6E3B6 5E3516D2 481199A0 17B53A22

counter| Ino_of_bits_to_returnl|input_string 1is

01B801AB
226CFDAB
EDFBBE3D
8E8F9091
AGA7A8A9
6768696A
7F808182

41CDE437
FBBO4A8B
F40448D2
92939495
AAABACAD
6B6C6D6E
83848586

AB8B091C
CDEF9516
D8E18081
96979899
AEAFBOB1
6F707172
8788898A

A7C5755D
7D84AF64
82838485
9A9B9C9D
B2B3B4B5
73747576
8B8C8D8E

020000
10F0110C 1DBD462F
128CoD71 F4D5B8CO
86878889 8A8B8C8D
9E9FAQAL AZ2A3A4A5
B6606162 63646566
7778797A 7B7C7D7E
8F909192 93949596

Hash(counter| Ino_of_bits_to_return||input_string) is

2033FE68 A6OBDOBD

704026CD 5A3E7955 DBQ1DCBZ 8448D1B1 21D18F19 55FEA723

temp =

57B2CF 00B54297

460BO87E 5275D7DD 7423B6E3 B65E3516 D2481199 AQ17B53A
222033FE 68Ac0BDO BD704026 CDS5A3E79 55DBO1DC B28448D1



V is
57B2CF Q0B54297
460BQ87E 5275D7DD 7423B6E3 B65E3516 D2481199 A@17B53A
222033FE 68A60BDO BD704026 CD5A3E79 55DB@1DC B28448D1

Hash_df - Generate C - Step 4

0x0011V 1is
0057B2CF @@B54297
460BO87E 5275D7DD 7423B6E3 B65E3516 D2481199 A@17BS53A
222033FE 68A60BDO BD704026 CDSA3E79 55DBQ1DC B28448D1

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 0057B2CF 00B54297
460BO87E 5275D7DD 7423B6E3 B65E3516 D2481199 AQ@17B53A
222033FE 68A60BD@ BD704026 CDS5A3E79 55DBO1DC B28448D1

Hash(counter| Ino_of_bits_to_returnllinput_string) is
5BC1C645 CC8D3215
82AFBB0OO 16992BOF 3AFEQF54 7AE7A74C 9C0Q5A144 ©02FBB1D5

temp =
5BC1C645 CC8D3215
82AFBBO@ 16992BOF 3AFEQF54 7AE7A74C 9CQ5A144 02FBB1DS

counter| Ino_of_bits_to_returnllinput_string is
02 000001B8 0057B2CF 00B54297



460B0O87E 5275D7DD 7423B6E3 B65E3516 D2481199 AQ17B53A
222033FE 68A60BDO BD704026 CD5A3E79 55DBO1DC B28448D1

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
40E6809D 8BEEF599
ED4C3916 474QEDA@ D9C3795D E552C5DF QAC1CAC6 AE8CQ116

temp =
5BC1C6 45CC8D32
1582AFBB 0016992B QF3AFEQF 547AE7A7 4(C9CO5A1 4402FBB1
D540E680 9D8BEEF5 99ED4(39 16474QED A@DIC379 5DE552CS

Cis
5BC1C6 45CC8D32
1582AFBB 0016992B OF3AFEQF 547AE7A7 4(C9CO5A1 4402FBB1
D540E680 9D8BEEF5 99ED4(C39 16474QED A@DOC379 5DE552C5

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k >k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k >k %k k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 512
additional_input <empty>
Hashgen

requested_no_of_bits = 512

data is
57B2CF 00B54297
460BO87E 5275D7DD 7423B6E3 B65E3516 D2481199 AQ17B53A
222033FE 68A60BDO BD704026 CDSA3E79 55DBQ1DC B28448D1

w_1i is



11601B72
6B204744 B29DA1AA AFBACAAS 288FQ6BE 484569CC

W is
11601B7?2
6B204744 B29DA1AA AFBACAAS5 288FQ6BE 484569CC

data is
57B2CF
460BO87E 5275D7DD 7423B6E3 B65E3516 D2481199
222033FE 68A60BDO BD704026 CDS5A3E79 55DBO1DC

w_1i 1is
E822EAAS
948CO5CD 3CC2E288 9A89FAQ3 D65D4D74 ACSQFF6B

W is
11601B72 CA608973 6B204744
AFBACAAS 288FQ6BE 484569CC EDBECEQ@3 E822EAAS
948CO5CD 3CC2E288 9A89FAQ3 D65D4D74 ACSQFFGB

returned_bits is
11601B72 CA60Q8973 6B204744
AFBACAAS 288FQ6BE 484569CC EDBECEQ3 E822EAAS
948C0O5CD 3CC2E288 9A89FAQ3 D65D4D74 ACSQOFFGB

Update V

0x0311V 1is
0357B2CF
460BO87E 5275D7DD 7423B6E3 B65E3516 D2481199
222033FE 68A60BDO BD704026 CD5A3E79 55DB@1DC

CA608973
EDBECE®@3

CA608973
EDBECE®Q3

00B54297
AQ17B53A
B28448D2

B14FOE04
D856E579

BZ29DA1AA
B14FOE04
D856E579

BZ29DA1AA
B14FOEQ4
D856E579

00B54297
AQ17B53A
B28448D1



H is
7FBCBEQA E8E26727
3390B8F7 891507B0 D40B893F 491EFFE1 7D69FQ5C AOB8758E

Updated values

V is
B37495 4681CF(C9
5B8DB839 528C7108 835EB4F3 QAD91(CBE 9EA@D545 CCFD1813
2AF1D376 8F470277 2B69159F 2CCO7F48 741EB5B2 B1221125

reseed_counter 1is
0000 00000002

rnd_val 1is
11601B72 CA608973 6B204744 B29DA1AA
AFBACAAS 288FQ6BE 484569CC EDBECE@3 E822EAAS5 B14FQE04
948C0O5CD 3CC2E288 9A89FAQ3 D65D4D74 ACS50FF6B D856E579

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk sk 3k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kok sk k ok
Hash_DRBG_Generate_algorithm
requested_number_of_bits = 512
additional_input
AQA1A2 A3A4ASA6

A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8BO9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8CICA CBCCCDCE CFD@D1DZ D3D4D5D6

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
CoC1C2 (C3C4C5Co



C7C8C9CA (CBCCCDCE CFD@D1D2
DFEQE1EZ2 E3E4ES5E6 E7ESEQEA

additional_input

A7A8A9AA ABACADAE AFBOB1B2
BFCOC1C2 (C3C4C5C6 C7C8CICA

Hash_df - Generate seed(which is

seed_material 1is

01B3
1CBE9EAQ
7F48741E
CECFD@D1
EGE7E8E9Q
A7A8A9AA
BFCOC1C2

74954681
D545CCFD
B5B2B122
D2D3D4D5
EAEBECED
ABACADAE
C3C4C5C6

CFC95B8D
18132AF1
1125C0C1
DeD7D8D9
EEEFFOF1
AFBOB1B2
C7C8C9CA

no_of_bits_to_return = 440

D3D4D5D6
EBECEDEE

B3B4B5B6
CBCCCDCE

D7D8DIDA DBDCDDDE
EFFOF1F2 F3F4F5F6

AQOA1AZ A3A4AS5A6
B7B8B9BA BBBCBDBE
CFDOD1D2 D3D4D5D6

V) - Step 2

B839528C
D3768F47
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

7108835E B4F30AD9
02772B69 159F2CC0O
CeC7C8C9 CACBCCCD
DEDFEQE1 EZE3E4E5
F6AOALAZ A3A4ASA6
B7B8BO9BA BBBCBDBE
CFDOD1D2 D3D4D5D6

counter| Ino_of_bits_to_returnl|input_string is

01B801B3
1CBE9EAQ
7F48741E
CECFDOD1
EGE7E8E9
A7A8A9AA
BFCOC1C2

74954681
D545CCFD
B5B2B122
D2D3D4D5
EAEBECED
ABACADAE
(C3C4C5C6

CFC95B8D
18132AF1
1125C0C1
DeD7D8D9
EEEFFOF1
AFBOB1B2
C7C8C9CA

B839528C
D3768F47
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

010000
7108835E B4F30AD9
02772B69 159F2CCO
CeC7C8C9 CACBCCCD
DEDFEQE1 EZE3E4E5
FOAOALAZ A3A4A5A6
B7B8B9BA BBBCBDBE
CFD@D1D2 D3D4D5D6

Hash(counter| Ino_of_bits_to_return!|input_string) is

5DC1C5F4 B41150CE

EQEFC129 B837B31C 84D791FF 2E7EDACZ 9C2C50CF 8A40709B



temp =

5DC1C5F4

B41150CE

EQEFC129 B837B31C 84D791FF 2EVEDACZ 9C2C50CF 8A40709B

counter| Ino_of_bits_to_returnl|input_string is

01B801B3
1CBE9EAQ
7F48741E
CECFDOD1
EGE7VE8E9
A7A8A9AA
BFCOC1C2

74954681
D545CCFD
B5B2B122
D2D3D4D5
EAEBECED
ABACADAE
(C3C4C5C6

CFC95B8D
18132AF1
1125C0C1
DeD7D8D9
EEEFFOF1
AFBOB1B2
C7C8C9CA

B839528C
D3768F47
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

7108835E
02772B69
CeC7C8C9
DEDFEQE1
F6AQALAZ
B7B8B9BA
CFD@D1D2

020000
B4F30AD9
159F2CC0o
CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

Hash(counter| Ino_of_bits_to_returnl!|input_string) is

98640F7B

BD32BCF@

FCB613F9 6D55D160 56BB3CA6 A774059D EC8C65C6 853BDEFE

temp =

5DC1C5

CEEQEFC1 29B837B3 1(C84D791 FFZ2E7VEDA (C29C2(C50
9B98640F 7BBD32BC FOFCB613 F96D55D1 6056BB3C

V is

5DC1C5

CEEQEFC1 29B837B3 1(C84D791 FFZ2E7VEDA (C29C2(C50
9B98640F 7BBD32BC FOFCB613 F96D55D1 6056BB3C

Hash_df - Generate C - Step 4

0x001 1V 1is

005DC1C5

CEEQEFC1 29B837B3 1(C84D791 FF2E7EDA (C29C2(C50
9B98640F 7BBD32BC FOFCB613 F96D55D1 6056BB3C

F4B41150
CF8A4070
AGA77405

F4B41150
CF8A4070
AGA77405

F4B41150
CF8A4070
AGA77405



no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 @@5DC1C5 F4B41150
CEEQEFC1 29B837B3 1(C84D791 FF2EVEDA (C29C2C50 CF8A4070
9B98640F 7BBD32BC FOFCB613 F96D55D1 6056BB3C AGA77405

Hash(counter| Ino_of_bits_to_return||input_string) is
6222108C EDFEGDOGA
229F8C3C BF4468(C8 F5172286 4CC416A4 2926D99B A6F045C1

temp =
6222108C EDFEGDGA
229F8C3C BF4468C8 F5172286 4CC416A4 2926D99B A6F045C1

counter| Ino_of_bits_to_returnl|input_string is
02 000001B8 ©05DC1C5 F4B41150
CEEQEFC1 29B837B3 1C84D791 FF2EVEDA (C29C2(C50 CF8A4070
9B98640F 7BBD32BC FOFCB613 F96D55D1 6056BB3C A6GA77405

Hash(counter| Ino_of_bits_to_returnllinput_string) is
F6211156 946C6E79
3729974E B4(C5A607 8F9A1D4D 1CD749DE FE72459A ©097C1198

temp =
622210 8CEDFEGD
6A229F8C 3(CBF4468 (8F51722 864(C(C416 A42926D9 9BAGF0Q45
(C1Fe62111 56946C6E 79372997 4EB4(C5A6 078F9A1D 4D1CD749

is
622210 8CEDFEGD



06A229F8C 3(CBF4468 C8F51722 864CC416 A42926D9 9BAGF045
C1F62111 56946C6E 79372997 4EB4C5A6 078F9A1D 4D1CD749

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3k >k 3% 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3k %k 3% %k 3% >k %k % %k 3k %k % %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 512

additional_input <empty>

Hashgen

requested_no_of_bits = 512

data 1is
5DC1C5 F4B41150
CEEQEFC1 29B837B3 1(84D791 FF2E7EDA (C29C2(C50 CF8A4070
9B98640F 7BBD32BC FOFCB613 F96D55D1 6@56BB3C AGA774@5

w_1i 1is
@55BC128 CC2DQE25
OFA47E4E4 F582375D E3EESE9F E8316874 97ESAF1E 7CBGOEFD

W is
@55BC128 CC2DQE25
OF47E4E4 F582375D E3EESE9F E8316874 97ESAF1E 7CBG9EFD

data is
5DC1C5 F4B41150
CEEQEFC1 29B837B3 1(84D791 FF2E7EDA (C29C2C50 CF8A4070
9B98640F 7BBD32BC FOFCB613 F96D55D1 6@56BB3C A6GA77406



w_1i 1is

0ODBC6C74

W is

E3EESEQF
0ODBC6C74

C8A20A7D

E8316874
C8A20A7D

returned_bits 1is

E3EESEQF
0ODBC6C74

E8316874
C8A20A7D

72F60QE6GD

055BC128
97ESAF1E
72F60QE6GD

055BC128
97ESAF1E
72F60E6GD

Update V
Ox0311V 1is
CEEQEFC1
9B98640F
H is
EA802045

Updated values

V is

39038F4D
480EA565

reseed_counter

29B837B3
7BBD32BC

2C991EDO@

66777C1B
FEEABDFB

is

1C84D791
FOFCB613

6C740D20

E579EEB4
D6A7ECCB

9F63ED50

CC2DOE25
7CBGIEFD
9F63ED50

CC2DOE25
7CBGIEFD
9F63ED50

FF2E7EDA
F96D55D1

4DEQA5D4

857B42F2
9602C148B

EBDZ2FD31
9E963E54

OF47E4E4
EBD2FD31
9E963E54

OF47E4E4
EBD2FD31
9E963E54

@35DC1C5
C29C2C50
6056BB3C

B57A0660
924A9B9F

BFE3D6
1C3F598B
FA30QFOF9

0000

C7CEZBBA
AG9E9048

F582375D
C7CEZBBA
AG9E9048

F582375D
C7CEZBBA
AG9E9048

F4B41150
CF8A4070
AGA77405

EE3186F3
8DCBC181

81A20FBE
5962B7AA
81900CD0o

00000002



rnd_val 1is
@55BC128 CCZ2DOEZ25 QF47E4E4 F582375D
E3EESE9F E8316874 97ESAF1E 7CBGOEFD EBD2FD31 C7CEZBBA
@DBC6C74 C8A20A7D 72FGQEGD 9FG3ED50 9E963ES54 AGIE9048

R R R A T
Hash_DRBG

Requested Security Strength = 128

Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A ©OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7VES8E9QEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20212223 24252627

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DGE ©F707172 73747576

AdditionalInput = <empty>

B



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k %k %k *k

Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A OBOCODOE OF101112 13141516 1718191A 1B1C1DIE
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20212223 24252627

personal_str is
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A SB5CSDSE
5F606162 63646566 6768696A 6B6CO6DGE ©F707172 73747576

prediction_resistance_flag = "PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
0001 02030405 00070809 QAQBOACOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36202122 23242526 27404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6CO6DGE GF707172 73747576

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string 1is
010000
01B80001 02030405 06070809 QAPBOCAOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36202122 23242526 27404142 43444546



4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DOE ©F707172 73747576

Hash(counter| Ino_of_bits_to_return||input_string) is
A3E94E39 26FDA169
C303Do64 383905E0 D79962D1 65446D63 BDAG654D1 32F72DB4

temp =
A3E94E39 26FDA169
(C303D664 383905EQ D79962D1 65446D63 BDA654D1 32F72DB4

counter| Ino_of_bits_to_returnl|input_string is
020000
01B80001 02030405 06070809 QAOBOCOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2(C2D
2E2F3031 32333435 36202122 23242526 27404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A SB5CSDSE
S5F606162 63646566 6768696A 6B6C6DGE 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
71564B45 6FF2EECS
36422ACC 5A029935 A7992990 94A1CA74 1B916DCO 26A7E1Q7

temp =
A3E94E 3926FDAl
69C303D6 64383905 EOD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CCS5A0299 35A79929 9094A1CA

V is
A3E94E 3926FDA1
69C303D6 64383905 EQD79962 D165446D 63BDAG54 D132F72D
B471564B 456FF2EE C836422A CC5A0299 35A79929 9094A1CA



Hash_df - Generate C - Step 4

0x001 1V 1is
O0A3E94E 3926FDA1
69C303D6 64383905 EQD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 QOA3SE94E 3926FDA1
69C303D6 64383905 EOD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
44748A78 B16E7555
9F881D51 C15DFE6C 52CFBOBB 71620169 (7933427 67E7F887

temp =
44748A78 B1o6E7555
9F881D51 C15DFE6C 52CFBOBB 71620169 (7933427 67E7F887

counter| Ino_of_bits_to_returnlinput_string is
02 000001B8 QQA3E94E 3926FDA1
69C303D6 64383905 EQD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

Hash(counter| Ino_of_bits_to_returnl||input_string) is
5F42CB6A 20C89D7C
6EF3DCo61 @OD8FF203 D6766CED 1919D094 ED485EF7 FADDB668

temp =



44748A 78B16E75
559F881D 51C15DFE 6C52CFB@ BB716201 69C79334 2767E7F8
875F42CB 6A20C89D 7C6EF3DC 610D8FF2 ©@3D6766C ED1919D0

Cis
44748A 78B16E75
559F881D 51C15DFE 6C52CFB@ BB716201 69(79334 2767E7F8
875F42CB 6A20C89D 7C6EF3DC 610D8FF2 @3D6766C ED1919D0

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3% %k %k k k >k k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 512
additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCIDIE
9FAQA1AZ A3A4A5A60 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2

seed_material is
@1A3E9 4E3926FD A169C303 D6643839
@5EQD799 62D16544 ©D63BDAG 54D132F7 2DB47156 4B456FF2
EEC83642 2ACC5A02 9935A799 299094A1 (CA808182 83848586
8788898A 8BBC8D8E 8F909192 93949596 9798999A 9BICIDOE
9FAQA1AZ A3A4A5A6c A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6



no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string 1is
01000001 B8QO1A3E9Q 4E3926FD A169C303 D6643839
O5E@OD799 62D16544 6D63BDA6 54D132F7 2DB47156 4B456FF2
EEC83642 2ACC5A02 9935A799 299094A1 CA808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9B9CODIE
9FAQA1A2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

Hash(counter| Ino_of_bits_to_return||input_string) is
EQ26A5C2 E7623E62
B71A2EQ4 C25F0BO8 582BE216 3634C049 oD2B65DA 7EAAQ3BS

temp =
EQ26A5C2 E7623E62
B71A2EQ4 C25F0BO8 582BE216 3634C049 6D2B65DA 7EAAQ3BS

counter| Ino_of_bits_to_returnl|input_string is
02000001 B8A1A3E9 4E3926FD A169C303 D6643839
O5EOD799 62D16544 oD63BDA6 54D132F7 2DB47156 4B456FF2
EEC83642 2ACC5A02 9935A799 299094A1 CA808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
C3BoB510 BB3FE474
34071F7@0 7AC7FE4C 390AAAEE 764(C9068 F3A21A46 411C15BB

temp =
EQ26A5 C2E7623E
62B71A2E 04C25F0OB 08582BEZ2 1636340 496D2B65 DA7VEAAQ3



B5C3B6B5 10BB3FE4 7434071F 707AC7FE 4C396AAA EE764(C90

V is
EQ26A5 C2E7623E
62B71A2E 04C25F0B 08582BEZ2 163634C0O 496D2B65 DA7EAAQ3
B5C3B6B5 10BB3FE4 7434071F 707AC7FE 4C396AAA EE764(90

Hash_df - Generate C - Step 4

0x001 1V 1is
0OEQ26A5 C2E7623E
62B71A2E 04C25F0B 08582BEZ2 163634C0O 496D2B65 DA7EAAQ3
B5C3B6B5 10BB3FE4 7434071F 707AC7FE 4C396AAA EE764(C90

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string 1is
01 000001B8 QOE@26A5 C2E7623E
62B71A2E 04C25F0B 08582BE2 163634C0O 496D2B65 DAVEAAQ3
B5C3B6B5 10BB3FE4 7434071F 707AC7FE 4C396AAA EE764C90

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
C9EA754B EEQABG44
15CA7FE3 2EBBFBQ7 ED932E7C 957ECEAE FOCD2FA7 7A46F9E8

temp =
C9EA754B EEQABG44
15CA7FE3 2EBBFBQ7 ED932E7C 957ECEAE FOCD2FA7 7A46F9ES8

counter| Ino_of_bits_to_returnl|input_string is



02 000001B8 QOEQ26A5 C2E7623E
62B71A2E 04C25F0B 08582BEZ2 163634C0 496D2B65 DAVEAAQ3
B5C3B6B5 10BB3FE4 7434071F 707AC7FE 4C396AAA EE764(90

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
59627897 54CoD298
FOB5E459 6B4EQE6D F4F4B823 60DA3388 F6702DBF 2836D573

temp =
C9EA75 4BEEOABG
4415CA7F E32EBBFB @7ED932E 7C957ECE AEFQCD2F A77A46F9
E8596278 9754CoD2 98F9B5E4 596B4EQE 6DF4F4B8 2360DA33

C is
C9EA75 4BEEQABG
4415CA7F E32EBBFB Q7ED932E 7C957ECE AEFQCD2F A77A46F9
E8596278 9754CoD2 98F9B5E4 596B4EQE 6DF4F4B8 236@QDA33

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k %k 3k %k 5k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k 3%k >k 3k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3% %k 5% >k %k % *k % %k %k %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 512
additional_input <empty>
Hashgen

requested_no_of_bits = 512

data is
E026A5 C2E7623E
62B71A2E 04C25F0OB 0@8582BE2 163634C0 496D2B65 DA7EAAQ3
B5C3B6B5 10BB3FE4 7434071F 707AC7FE 4C396AAA EE764C90



w_1i is
7A33D390
9F375E73 35307552 9658BBED 99C8AQEF 5EZ28B351

W is
7A33D390
9F375E73 35307552 9658BBED 99C8AQEF S5E28B351

data is
EQ26A5
62B71A2E 04C25F0OB @8582BE2 163634C0 496D2B65
B5C3B6B5 10BB3FE4 7434071F 707AC7FE 4C396AAA

w_1i 1is
B3D89BAC
3BCDO836 B99BSDBF 363A170C 7BBO9BE41 A4AA9744

W is
7A33D390 33F86058 9F375E73
9658BBED 99C8AQEF 5E28B351 B2DF3358 B3D89BAC
3BCDO836 B99BSDBF 363A170C 7BBO9BE41 A4AA9744

returned_bits is
7A33D390 33F806058 9F375E73
9658BBED 99C8AQEF 5E28B351 B2DF3358 B3D89BAC
3BCDO836 B99BSDBF 363A170C 7BBOBE41 A4AA9744

Update V

0x0311V 1is
0O3E026A5
62B71A2E 04C25F0B 08582BEZ2 163634C0 496D2B65
B5C3B6B5 10BB3FE4 7434071F 707AC7FE 4C396AAA

33F86058
B2DF3358

33F86058
B2DF3358

C2E7623E
DA7EAAQ3
EE764C91

7225DF9E
SECEE41E

35307552
7225DF9E
SECEE41E

35307552
7225DF9E
SECEE41E

C2E7623E
DA7EAAQ3
EE764C90



H is
FAC59D54 EQ@DO97AZ2A
2A697018 1D83B3B9 B656FQA9 7B910686 F66DC805 F57BAB14

Updated values

V is
AA111B QED56(CF4
AGCCE4AD E7F11B06 1045BF10 92CBB38F F32395EA 62D26B27
(8868945 (593BA70 C384ADAD 45771C93 BQ9C2769 0752D1D8

reseed_counter is
0000 00000002

rnd_val is
7A33D390 33F86058 9F375E73 35307552
9658BBED 99C8AQEF 5E28B351 B2DF3358 B3D89BAC 7225DF9E
3BCDO836 B99BSDBF 363A170C 7BBO9BE41 A4AA9744 SECEE41E

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k sk sk sk sk sk sk sk ok k ok
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 512

additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
CoC1C2 (C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE EFFQF1F2 F3F4F5F6



additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2

seed_material is
01AA11 1BOED56C F4A6CCE4 ADE7F11B
061045BF 1092CBB3 8FF32395 EAG2D26B 27C88689 45C593BA
70C384AD AD45771C 93B09C27 690752D1 D8CAC1C2 (C3C4C5Co
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVEBEQEA EBECEDEE EFFQF1F2 F3F4F5F6

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01000001 B8Q1AA11 1BOEDS56C F4A6CCE4 ADE7F11B
061045BF 1092CBB3 8FF32395 EA62D26B 27(88689 45C593BA
70C384AD AD45771C 93B0Q9C27 690752D1 D8COC1C2 C3C4C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5E6 EVESEQEA EBECEDEE EFFOQF1F2 F3F4F5F6

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
FC5F5648 EDC4FC30
7B5C5A53 D51289B5 QE73DCEC 4AA1CB47 A3BAD846 BB57C3C4

temp =
FC5F5648 EDC4FC30
7B5C5A53 D51289B5 QE73DCEC 4AA1CB47 A3BAD846 BB57(C3C4

counter| |no_of_bits_to_return||input_string is
02000001 B801AA11 1BOED56C F4A6CCE4 ADE7F11B
061045BF 1092CBB3 8FF32395 EA62D26B 27C88689 45C593BA



70C384AD AD45771C 93B0Q9C27 ©690752D1 D8CAC1CZ (C3C4C5C6
C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1EZ E3E4ES5E6 E7VEBE9EA EBECEDEE EFFOF1F2 F3F4F5F6

Hash(counter| Ino_of_bits_to_return!|input_string) is
80491DF5 21(C4669B
FFF37A41 8BAFGE9B EAEC3496 DOF1A6DC 3210CCA3 ©@71DD6B7

temp =
FC5F56 48EDC4FC
307B5C5A 53D51289 BSQE73DC EC4AALCB 47A3BAD8 46BB57C3
C480491D F521C466 9BFFF37A 418BAF6E 9BEAEC34 96DOF1A6

V is
FC5F56 48EDC4FC
307B5C5A 53D51289 B5SQE73DC EC4AA1CB 47A3BAD8 46BB57C3
C480491D F521C466 9BFFF37A 418BAFGE 9BEAEC34 96DOF1A6

Hash_df - Generate C - Step 4

0x001 1V 1is
0QOFC5F56 48EDC4FC
307B5C5A 53D51289 B5QE73DC EC4AA1CB 47A3BAD8 46BB57(C3
C480491D F521C466 9BFFF37A 418BAFGE 9BEAEC34 96DOF1A6

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnllinput_string is
01 000001B8 QOFCS5F56 48EDC4FC
307B5C5A 53D51289 B5QE73DC EC4AA1CB 47A3BAD8 46BB57(C3
(C480491D F521C466 9BFFF37A 418BAFGE 9BEAEC34 96DOF1A6

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
62B0@7DC3 9EBDF310



87B85DDC ECFD4335 62E53BAE 9F721C5A FAB8F1CF ©161C88E

temp =
62B07DC3 9EBDF310
87B85DDC ECFD4335 62ES53BAE 9F721C5A FAB8F1CF 0161C88E

counter| Ino_of_bits_to_returnl|input_string is
02 000001B8 QOFCS5F56 48EDC4FC
307B5C5A 53D51289 B5QE73DC EC4AA1CB 47A3BAD8 46BB57(C3
C480491D F521C466 9BFFF37A 418BAFGE 9BEAEC34 96DOF1A6

Hash(counter| Ino_of_bits_to_return!linput_string) is
45503E15 B26E7B80
D51DBOB9 2452362D (C3DC570D FE6E1721 DB2A72BA 67BAESES

temp =
62B07D C39EBDF3
1087B85D DCECFD43 3562E53B AE9F721C SAFAB8F1 CF0161C8
8E45503E 15B26E7B 80D51DBO B9245236 2DC3DC57 ODFEGE17

Cis
62B@7D C39EBDF3
1087B85D DCECFD43 3562E53B AE9F721C SAFAB8F1 CF0161C8
8E45503E 15B26E7B 80D51DBO B9245236 2DC3DC57 ODFEGE17

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k >k %k %k %k %k %k %k 5k >k k k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 512

additional_input <empty>

Hashgen



requested_no_of_bits = 512

data is
FC5F56 48EDC4FC
307B5C5A 53D51289 BSQE73DC EC4AA1CB 47A3BAD8 46BB57C3
C480491D F521C466 9BFFF37A 418BAFGE 9BEAEC34 96DOF1A6

w_1i 1is
041ABD94 079A0571
885F1665 944EQE7F 1BFACDEA EAE9D44E EDC11FAD D84C34(C7

W is
041ABD94 079A0571
885F1665 944EQE7F 1BFACDEA EAE9D44E EDC11FAD D84(C34C7

FC5F56 48EDC4FC
307B5C5A 53D51289 B5QE73DC EC4AA1CB 47A3BAD8 46BB57(C3
C480491D F521C466 9BFFF37A 418BAFGE 9BEAEC34 96DOF1A7

w_1i 1is
CAA73D09 A@193193
FA4QA19F 644FQ48D 2A541704 2553DF52 51741B40 EACFEB98

W is
041ABD94 079A0571 885F1665 944EQET7F
1BFACDEA EAE9D44E EDC11FAD D84(C34C7 CAA73DQ9 A@193193
FA4QA19F 644FQ48D 2A541704 2553DF52 51741B40 EACFEB98

returned_bits is
041ABD94 Q79A0571 885F1665 944EQEYF



1BFACDEA EAE9D44E EDC11FAD D84(C34C7 CAA73D@9 A0193193
FA40A19F ©644F048D 2A541704 2553DF52 51741B40 EACFEB98

Update V

0x0311V 1is
@3FC5F56 48EDC4FC
307B5C5A 53D51289 B5QE73DC EC4AA1CB 47A3BAD8 46BB57(C3
C480491D F521C466 9BFFF37A 418BAF6E 9BEAEC34 96DOF1A6

H is
AS5D6F49E 03109586
67190F26 4D427131 85C06133 B88E3214 E4501826 1D64ABZ22

Updated values
Vis
S5FOFD4 QC8C82EF

410314B8 30C20FCC EA715918 9AEA13E8 48756868 18CD4F12
BODEA882 5816A413 A295725E B33E33B9 ADFEEOB1 CZ2340QAE0Q

reseed_counter is
0000 00000002

rnd_val 1is
041ABD94 ©@79A0571 885F1665 944EQE7F
1BFACDEA EAE9D44E EDC11FAD D84C34C7 CAA73D@9 A0193193
FA4QA19F 644F048D 2A541704 2553DF52 51741B40 EACFEB98
HHHRH IR R R
Hash_DRBG
Requested Security Strength = 128

Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "ENABLED"



EntropyInput =
000102 03040506
0708090A ©OBOCODOE 0OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20212223 24252627

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6CO6DGE ©F707172 73747576

AdditionallInputl =
606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Additionallnput2 =
AQA1AZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3%k 3k %k %k %k >k %k %k k

Hash_DRBG_Instantiate_algorithm



entropy_input is
000102

03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E

1F202122 23242526 2728292A 2B2C2D2E 2F303132

nonce 1is
20212223

personal_str is
404142
4748494A 4B4C4D4E 4F505152 53545556 5758595A
5F606162 63646566 6768696A 6B6C6D6GE 6F707172

333435306

24252627

43444546
5B5C5DSE
73747576

prediction_resistance_flag = "PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
0001 02030405 06070809 QAQBOCOD QEQF1011
16171819 1A1B1C1D 1E1F2021 22232425 26272829
2E2F3031 32333435 36202122 23242526 27404142
4748494A 4B4C4D4AE 4F505152 53545556 5758595A
5F606162 63646566 6768696A 6B6CODGE 6F707172

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is

01B80001 02030405 06070809 OAOBOCOD QEQF1011
16171819 1A1B1C1D 1E1F2021 22232425 26272829
2E2F3031 32333435 36202122 23242526 27404142
4748494A 4B4C4D4AE 4F505152 53545556 5758595A
5F606162 63646566 6768696A 6B6CO6DOE OF 707172

12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

010000
12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

Hash(counter| Ino_of_bits_to_returnl|linput_string) is



A3E94E39 26FDA169
(C303D664 383905E0Q D79962D1 65446D63 BDA654D1 32F72DB4

temp =
A3E94E39 26FDA169
(C303D664 383905EQ D79962D1 65446D63 BDA654D1 32F72DB4

counter| Ino_of_bits_to_returnl|input_string 1is
020000
01B80001 02030405 06070809 QAPBOCOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36202122 23242526 27404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6D6E 6F707172 73747576

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
71564B45 6FF2EECS
36422ACC 5A029935 A7992990 94A1CA74 1B916DCO 26A7E1Q7

temp =
A3E94E 3926FDA1l
69C303D6 64383905 EOD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

V is
A3E94E 3926FDA1
69C303D6 64383905 EQD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (836422A CC5A0299 35A79929 9094A1CA

Hash_df - Generate C - Step 4

0x001 1V 1is
0OA3E94E 3926FDA1
69C303D6 64383905 EOQD79962 D165446D 63BDA654 D132F72D



B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 QQA3E94E 3926FDA1
69C303D6 64383905 EQD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
44748A78 B16E7555
9F881D51 C15DFE6C 52CFBOBB 71620169 (7933427 67E7F887

temp =
44748A78 B16E7555
9F881D51 C15DFE6C 52CFB@OBB 71620169 (7933427 67E7F887

counter| Ino_of_bits_to_returnl|input_string 1is
02 000001B8 QOA3SE94E 3926FDA1
69C303D6 64383905 E@OD79962 D165446D 63BDA654 D132F72D
B471564B 456FF2EE (C836422A CC5A0299 35A79929 9094A1CA

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
5F42CB6A 20C89D7C
6EF3DC61 OD8FF203 D6766CED 1919D094 ED485EF7 FADDB668

temp =
44748A 78B1l6E75
559F881D 51C15DFE 6C52CFBO BB716201 69C79334 2767E7F8
875F42CB 6A20C89D 7C6EF3DC 610D8FF2 @3D6766C ED1919D0



Cis
44748A 78B16E75
559F881D 51C15DFE 6C52CFB@ BB716201 69C79334 2767E7F8
875F42(CB 6A20C89D 7C6EF3DC 610D8FF2 ©@3D6766C ED1919D0

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k 3k 3k >k 3k >k 3k %k 3k 3k >k 3k %k 3k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k %k %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 512

additional_input
606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Hash_df - Generate seed(which is V) - Step 2

seed_material 1is
01A3 E94E3926 FDA169C3 03D66438 3905E@D7 9962D165
446D63BD A654D132 F72DB471 5064B456F F2EEC836 422ACC5A



029935A7 99299094 A1CA8081 82838485 86878889
8E8F9091 92939495 96979899 9A9BI9C9D 9E9FAVAl
AG6A7A8A9 AAABACAD AEAFBOB1 BZ2B3B4B5 B6606162
6768696A 6B6COD6E 6F707172 73747576 7778797A
7F808182 83848586 8788898A 8B8C8DEE 8F909192

no_of_bits_to_return = 440

counter| |no_of_bits_to_return||input_string is

01B801A3 E94E3926 FDA169(C3
446D63BD A654D132 F72DB471
029935A7 99299094 A1CA8081
8E8F9091 92939495 96979899
AG6A7A8A9 AAABACAD AEAFBOB1
6768696A 6B6CO6DOE 6F707172
7F808182 83848586 8788898A

03D66438
564B456F
82838485
9A9B9CID
BZ2B3B4B5
73747576
8B8C8DBE

3905E0D7
F2EEC836
86878889
9E9FA0AL
B6606162
7778797A
8F909192

8A8B8C8D
AZA3A4A5
63646566
7B7C7D7E
93949596

010000
9962D165
422ACC5A
8A8B8C8D
AZA3A4A5
63646566
7B7C7DYE
93949596

Hash(counter| Ino_of_bits_to_returnl|linput_string) is

9875BB7C

7A0B236B

F46F4EA6 6F67C7B4 4F8QEF70 614BEFE8 BO85CCAF 5589A76F

temp =

9875BB7C

7A0B236B

F46F4EA6 6F67C7B4 4F8QEF70 614BEFE8 BO85CCAF 5589A76F

counter| Ino_of_bits_to_returnl|input_string 1is

020000

01B801A3 E94E3926 FDA169(C3 03D66438 3905EQD7 9962D165
446D63BD A654D132 F72DB471 564B456F F2EEC836 422ACC5A
029935A7 99299094 A1CA8081 82838485 86878889 8A8B8C8D
8E8F9091 92939495 96979899 9A9BI9COD 9EOFAQAL AZA3A4A5
AG6A7A8A9 AAABACAD AEAFBOB1 B2B3B4B5 B6606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E



7F808182 83848586 8788898A 8B8(C8D8E 8F909192 93949596

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
85FD9669 53E20AS5
D2F35BA5 81EF5111 BFBF@565 3AF7E73F 13E35ACD 3D548B70

temp =
9875BB 7C7AQB23
6BF46F4E A66F67C7 B44F8QEF 70614BEF E8BQ85CC AF5589A7
6F85FD96 6953E20A 55D2F35B AS581EF51 11BFBF@5 653AF7E7

V is
9875BB 7C7A@B23
6BF46F4E AGGF67C7 B44FBQEF 70014BEF E8BO85CC AF5589A7
6F85FD96 6953E20A 55D2F35B AS581EF51 11BFBFQ5 653AF7E7

Hash_df - Generate C - Step 4

0x0011V 1is
009875BB 7C7AQB23
6BF46F4E A66F67C7 B44F8QEF 700614BEF E8BO8S5CC AF5589A7
o6F85FD96 6953E20A 55D2F35B AS581EF51 11BFBF@5 653AF7E7

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
01 000001B8 009875BB 7C7AQB23
6BF46F4E A66F67C7 B44F8QEF 70614BEF E8BO85CC AF5589A7
6F85FD96 6953E20QA 55D2F35B AS81EF51 11BFBF@5 653AF7E7

Hash(counter| Ino_of_bits_to_returnl!linput_string) is
1280FE1F @5798CCA
ED5D6DF6 E7D26F04 6E538CC5 2A6A030D A826B2B4 7982D6EE



temp =
1280QFE1F @5798CCA
ED5D6DF6 E7D26F04 6E538CC5 2A0A030D A826B2B4 7982D6EE

counter| Ino_of_bits_to_returnl|input_string 1is
02 000001B8 009875BB 7C7AOB23
6BF46F4E A66F67C7 B44F8QEF 70614BEF E8BO85CC AF5589A7
6F85FD96 6953E20A 55D2F35B AS81EF51 11BFBFQS5 653AF7E7

Hash(counter| Ino_of_bits_to_returnl||input_string) is
8A686758 0706939E
CCO3FC11 BOOS9FEZ2 AEADEAQA 46985C64 QEOBF8E2 C4A6AQ26

temp =
1280FE 1F05798C
CAED5D6D FG6E7D26F 046E538C (C52A6A03 ODA826B2 B47982D6
EE8AG867 58070693 9ECCO3FC 11BOOS9F EZ2AEADEA QA46985C

Cis
1280FE 1F@Q5798C
CAED5D6D F6E7D26F Q46ES538C C52A0A03 ODA826B2 B47982D6
EE8AG867 58070693 9ECCA3FC 11BOOS59F E2AEADEA 0A46985C

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k %k %k *k >k %k %k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 512
additional_input <empty>
Hashgen

requested_no_of_bits = 512



data 1is

6BF46F4E A66F67C7

6F85FD96 6953E20A

w_1i 1is

E7B74050 AEA17139

W is

E7B74050 AEA17139

data 1is

6BF46F4E A66F67C7

6F85FD96 6953EZ20A

w_1i 1is

3EB23286 464C51D5

W is

DAZ2B8634 DCEZ2133B
3EB23286 464C51D5

returned_bits is

DAZ2B8634 DCEZ2133B
3EB23286 464C51D5

B44F80OEF
55D2F35B

DAZ2B8634

DAZB8634

B44F80OEF
55D2F35B

D76971C4

88973297
0634743F
D76971C4

88973297
0634743F
D76971C4

70614BEF
A581EF51

DCE2133B

DCE2133B

70614BEF
A581EF51

7BC5B55F

5B36E8EZ
477557AB
7BC5B55F

5B36E8EZ
477557AB
7BC5B55F

9875BB
E8BO85CC
11BFBF@5

88973297
0634743F

88973297
0634743F

9875BB
E8BO85CC
11BFBF@5

7B844ED3
ED72A804

E7B74050
7B844ED3
ED72A804

E7B74050
7B844ED3
ED72A804

7C7A0BZ3
AF5589A7
653AF7E7

5B36E8EZ
477557AB

5B36E8EZ
477557AB

7C7A0BZ3
AF5589A7
653AF7ES8

F2A46CCo
3CBF664F

AEA17139
F2A46CCo
3CBF664F

AEA17139
F2A46CCo
3CBFo64F



Update V

Ox0311V 1is
039875BB 7C7AQB23
OBF46F4E A66F67C7 B44F8QEF 70614BEF E8BO8S5CC AF5589A7
o6F85FD96 6953E20A 55D2F35B AS581EF51 11BFBF@5 653AF7E7

H is
CB7E3B10@ D6DB1D73
0A6A8068 F72BAB20 FFCDS5A6A 9515CAQD 56C7085E 5C788E39

Updated values
V is
AAF6B9 9B7F84B0

36E1CCBC 9D573A36 B8BDD47C 358BB5F3 C1D6E790 3AAAZ9F1
C87AE666 B88693BE F46(51C2 4C47BEFE 4B35754D CBFA1E7D

reseed_counter 1is
0000 00000002

rnd_val 1is
88973297 5B36E8E2 E7B74050 AEA17139
DA2B8634 DCE2133B 0634743F 477557AB 7B844ED3 F2A46CC6
3EB23286 464(C51D5 D76971C4 7BC5B55F ED72A804 3CBF664F

Second call to Generate
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k sk sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k sk 3k >k sk 5k sk sk 3k 3k sk >k sk 3k %k sk 3k 3k sk >k %k %k k k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 512

additional_input



AQA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2Z2 (C3C4C5C6 C7C8CICA CBCCCDCE CFD@OD1D2 D3D4D5D6

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
COC1C2 (3C4C5Co
C7C8C9CA (BCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5EG E7ES8EQEA EBECEDEE EFFQOF1F2 F3F4F5F6

additional_input
AQGA1AZ A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

Hash_df - Generate seed(which is V) - Step 2

seed_material 1is

@1AA FoB99B7F 84B0@36E1 CCBCID57 3A36B8BD D47(C358B
B5F3C1D6 E7903AAA 29F1C87A E666B886 93BEF46C 51C24C47
BEFE4B35 754DCBFA 1E7DCOC1 C2C3C4C5 Co6C7C8C9 CACBCCCD
CECFDOD1 D2D3D4D5 Do6D7D8D9 DADBDCDD DEDFE@E1 EZ2E3E4ES
EGE7E8EQ EAEBECED EEEFFOF1 F2F3F4F5 FOAQA1AZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5Do

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string is
010000
01B801AA F6B99B7F 84B0O36E1 CCBCOD57 3A36B8BD D47(C358B
B5F3C1D6 E7903AAA 29F1C87A E666B886 93BEF46C 51(C24C47



BEFE4B35 754DCBFA 1E7DCOC1 C2C3C4C5 Co6C7C8C9 CACBCCCD
CECFD@D1 D2D3D4D5 DeD7D8D9 DADBDCDD DEDFEQE1 EZE3E4ES
EGEVESE9 EAEBECED EEEFFOF1 FZ2F3F4F5 FO6AQA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1DZ D3D4D5D6

Hash(counter| Ino_of_bits_to_return||input_string) is

BO6DBFB1 4E7F4EQ1

2562942F E4F2A960 1707559D 7DD19089 8BC80624 ES5C8C1BB

temp =

BO6DBFB1 4E7F4EQ1

2562942F E4F2A960 1707559D 7DD19089 8BC80624 ES5C8C1BB

counter| Ino_of_bits_to_returnl|input_string is

01B8O1AA
B5SF3C1D6
BEFE4B35
CECFDOD1
EGE7E8E9
A7A8A9AA
BFCOC1C2

F6B99B7F 84B0O36E1
E7903AAA 29F1C87A
754DCBFA 1E7DCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFB@B1B2
(C3C4C5Co C7C8CICA

CCBCID57
E666B886
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

020000
3A36B8BD D47C358B
93BEF46C 51C24C47
CeC7C8C9 CACBCCCD
DEDFEQE1 EZE3E4E5
FOAOALAZ A3A4A5A6
B7B8B9BA BBBCBDBE
CFD@D1D2 D3D4D5D6

Hash(counter| Ino_of_bits_to_returnl!|input_string) is

9B90FBZ2E EF12ED24

BEBD8DF7 1EF65C70 FA4E9186 3A31BE73 7AF120FF 4E66ADZ3

temp =

BO6DBF B14E7F4E

01256294 2FE4F2A9 60170755 9D7DD190 898BC806 24E5C8C1
BBOB9OFB 2EEF12ED 24BEBD8D F71EF65C 70FA4E91 863A31BE

V is

BO6DBF B14E7F4E

01256294 2FE4F2A9 60170755 9D7DD190 898BC806 24E5C8C1



BBOB9OFB 2EEF12ED 24BEBD8D F71EF65C 70FA4E91 863A31BE

Hash_df - Generate C - Step 4

0x001 1V 1is
00BO6DBF B14E7F4E
01256294 2FE4F2A9 60170755 9D7DD190 898BC806 24E5C8C1
BBOB9OFB 2EEF12ED 24BEBD8D F71EF65C 70FA4E91 863A31BE

no_of_bits_to_return = 440

counter| Ino_of_bits_to_returnl|input_string 1is
01 000001B8 ©OOBOGDBF B14E7F4AE
01256294 2FE4F2A9 60170755 9D7DD190 898BC806 24ES5C8C1
BBOB9OFB 2EEF12ED 24BEBD8D F71EF65C 7QFA4E91 863A31BE

Hash(counter| Ino_of_bits_to_return||input_string) is
5C07B79C 12831BAC
3652178B 2F907A69 619839D8 A7FAA2B6 95EFB310 82380135

temp =
5CO7B79C 12831BAC
3652178B 2F907A69 619839D8 A7FAA2B6 95EFB310 82380135

counter| Ino_of_bits_to_returnl|input_string is
02 000001B8 QOBOGDBF B14E7F4AE
01256294 2FE4F2A9 60170755 9D7DD190 898BC806 24E5C8C1
BBO9BOOFB 2EEF12ED 24BEBD8D F71EF65C 7QFA4E91 863A31BE

Hash(counter| Ino_of_bits_to_returnl|linput_string) is



85191F59 9C9907C7
2192ED25 7E9F6CD3 77DD6BAC 337C19E4 9348D426 B2A13(C96

temp =
5CO7B7 9C12831B
AC365217 8B2F907A 69619839 D8A7FAAZ2 BG695EFB3 10823801
3585191F 599C9907 (C72192ED 257E9F6C D377DD6B AC337(C19

C is
5C07B7 9C12831B
AC365217 8B2F907A 69619839 D8A7FAA2 BGISEFB3 10823801
3585191F 599(9907 (C72192ED 257E9F6C D377DD6B AC337(C19

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k 3k 3k 3k %k 3k %k >k 3k >k 3k >k 3k %k 5k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k >k 5%k >k >k %k %k 3% %k 5% >k %k % *k % %k %k %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 512
additional_input <empty>
Hashgen

requested_no_of_bits = 512

data 1is
BO6DBF B14E7F4E
01256294 2FE4F2A9 60170755 9D7DD190 898B(C806 24E5C8C1
BBOBOOFB 2EEF12ED 24BEBD8D F71EF65C 7QFA4E91 863A31BE

w_1i 1is
BF49B889 BA984D34
6387E864 7E98BB99 (CD41A32F BEC1FCB3 B6A1B7D9 932BA7E1l

W is



data

w_1i

W is

return

Update

0x03

H is

BF49B889
6387E864 7E98BB99 (CD41A32F BEC1FCB3 B6A1B7D9

is
BOGDBF
01256294 2FE4F2A9 60170755 9D7DD190 898BC806
BBOB9OFB 2EEF12ED 24BEBD8D F71EF65C 70QFA4E91

is
1EEGBBD9
7FCA890A S5E9ASDEA 66ACQCAC AQCA7BC1 8D74FBCO

BF49B889 BA984D34 6387E864
CD41A32F BEC1FCB3 BoA1B7D9 932BA7E1 1EE6BBD9
7FCA890A SE9ASDEA 66ACOCAC AQCA7BC1 8D74FBCO

ed_bits is

BF49B889 BA984D34 6387E864
CD41A32F BEC1FCB3 B6A1B7D9 932BA7E1 1EEG6BBD9
7FCA890A S5E9A8DEA 66ACOCAC AQCA7BC1 8D74FBCO

vV

11V 1is

03BO6GDBF
01256294 2FE4F2A9 60170755 9D7DD190 898BC806
BB9B9OFB 2EEF12ED 24BEBD8D F71EF65C 7@QFA4E91

F35A4B8D
BB1014B8 5552B8C3 8E4C1FEC 362484F6 CCB5175B

BA984D34
932BA7E1

B14E7F4E
24E5C8C1
863A31BF

24405A2C
2A11E453

7E98BB99
24405A2C
2A11E453

7E98BB99
24405A2C
2A11E453

B14E7F4E
24E5C8C1
863A31BE

F8320B8C
FOE2318F



Updated values
Vis
AD5BB4AB

AC30BED2

reseed_counter

rnd_val 1is

CD41A32F
7FCA890A

0C7577 4D610269
BB148323 (9789F8F 7625CC34 337C0347 2D9AQCAF
DDDE64B8 7A2C7067 52C21ACO 11274359 2C4FDF67

is
0000 00000002

BF49B889 BA984D34 6387E864 7E98BB99
BEC1FCB3 BoA1B7D9 932BA7E1 1EE6BBD9 24405A2C
SE9A8DEA 66ACOCAC AQCA7BC1 8D74FBCO 2A11E453



R R R A i
Hash_DRBG

Requested Security Strength = 192

Requested Hash Algorithm = SHA-384

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4CADAE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CE6D6GE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BI9C9DIE 9FAQA1A2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ESE6 E7VES8E9EA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8CICA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFE@QE1EZ2 E3E4ESEG
E7ESE9EA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A @BOCODOE QF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2(C2D2E

Nonce =
20212223 24252627 28292A2B
PersonalizationString = <empty>
AdditionalInput = <empty>
B L i i et i

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k 3k 3k %k 3k %k 3%k 3k >k 3k %k %k %k 3%k 3k >k 3k %k 3k %k 3%k %k > >k >k % %k 3%k %k 5% >k >*k % *k 3k %k %k k *k

Hash_DRBG_Instantiate_algorithm



entropy_input 1is
000102 03040506 0708090A OBOCADOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4AE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CED6GE

nonce 1is
20212223 24252627 28292A2B

personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance”

Hash_df - Generate seed(which is V) - Step 2

seed_material is
000102
03040506 0708090A OBOCODOE QOF101112 13141516 1718191A
1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E 2F303132
33343536 3738393A 3B3C3D3E 3F404142 43444546 4748494A
4B4C4D4E 4F505152 53545556 5758595A 5B5C5D5E 5F606162
63646566 67686906A 6B6CODOE 20212223 24252627 28292A2B

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is
01000003 78000102
03040506 0708090A OBOCODOE OF101112 13141516 1718191A
1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E 2F303132
33343536 3738393A 3B3(C3D3E 3F404142 43444546 4748494A
4B4C4D4E 4F505152 53545556 5758595A S5BS5CS5DSE S5F606162
63646566 6768696A 6B6COD6OE 20212223 24252627 28292A2B

Hash(counter| Ino_of_bits_to_returnl|linput_string) is



703AECB8 3762E885 5BF1672A 52FAEF5C 7B5C83E8 93D00130
FEC63COA C5F53F23 230D5CCE 766DO9FF FODAC417 C8892FC4

temp =
703AECB8 3762E885 S5BF1672A S2FAEFSC 7BSC83E8 93D00130
FEC63C9A (C5F53F23 230D5CCE 766DQOFF FODAC417 (C8892FC4

counter| |no_of_bits_to_returnl||input_string is
02000003 78000102
03040506 0708090A OBOCODOE OF101112 13141516 1718191A
1B1CI1D1E 1F202122 23242526 2728292A 2B2C2D2E 2F303132
33343536 3738393A 3B3C3D3E 3F404142 43444546 4748494A
4B4C4D4E 4F505152 53545556 5758595A SB5CSDS5E 5F606162
63646566 6768696A 6B6CO6DOE 20212223 24252627 28292A2B

Hash(counter| Ino_of_bits_to_return||input_string) is
31487080 FDE@B521 DEBCFCSA AB9D39DA D9466(24 D4498964
E4E318D4 DC777C22 AQEEE9B5 79B281AE ©AEB18BOQ 28D5C99A

temp =
703AECB8 3762E885 5BF1672A 52FAEFS5C 7B5C83E8 93D00130
FEC63C9A (C5F53F23 230D5CCE 766DQ9FF FODAC417 (C8892FC4
31487080 FDE@B521 DEBCFCSA AB9D39DA D9466C24 D4498964
E4E318D4 DC777C22 AQEEE9BS 79B281AE 6AEB18BO 28D5C99A

counter| Ino_of_bits_to_returnllinput_string is
03000003 78000102
03040506 0708090A OBOCODOE OF101112 13141516 1718191A
1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E 2F303132
33343536 3738393A 3B3(C3D3E 3F404142 43444546 4748494A
4B4C4D4AE 4F505152 53545556 5758595A 5B5CS5DSE S5F606162
63646566 6768696A 6B6CODGE 20212223 24252627 28292A2B



Hash(counter| Ino_of_bits_to_return||input_string) is
9B71197A 30150000 F1ESBOAD 1EB81AB2 7B8E19BE 185E4F70
61F1D3CA 9B3A0ODF4 FD597962 C2070B7E BQo64B31F 4F3E10BD

temp =

5C7B5C83
FFFODAC4
DAD9466C
AEGAEB18

V is

5C7B5C83
FFFODAC4
DAD9466C
AEGAEB18

E893D001
17C8892F
24D44989
B028D5C9

E893D001
17C8892F
24D44989
B028D5C9

7@3AEC
30FEC63C
C4314870
64E4E318
9A9B7119

703AEC
30FEC63C
C4314870
64E4E318
9A9B7119

Hash_df - Generate C - Step 4

0x001 1V 1is

00703AEC

5C7B5C83 E893D001 30FEC63C
FFFODAC4 17C8892F (4314870
DAD9466C 24D44989 ©64E4E318
AEGAEB18 B028D5C9 9A9B7119

no_of_bits_to_return = 888

B83762E8
9AC5F53F
80FDE®@BS5
D4DC777C
7A301500

B83762E8
9AC5F53F
80FDE@BS
D4DC777C
7A301500

B83762E8
9AC5F53F
80FDE@BS
D4DC777C
7A301500

855BF167
23230D5C
21DEBCFC
22AQEEE9
OOF1E5B6

855BF167
23230D5C
21DEBCFC
22AQEEE9
OOF1E5B6

855BF167
23230D5C
21DEBCFC
22AQEEE9
QOF1E5B6

counter| |no_of_bits_to_returnl||input_string is
01 00000378 @07Q3AEC B83762E8 855BF167
5C7B5C83 E893D001 30QFEC63C 9ACSF53F 23230D5C
FFFODAC4 17C8892F (4314870 80OFDE@B5 21DEBCFC
DAD9466C 24D44989 64E4E318 D4DC777C 22AQEEE9Q
AEGAEB18 B028D5C9 9A9B7119 7A301500 QQF1ES5B6

2A52FAEF
CE766D09
5AAB9D39
B579B281
AD1EB81A

2AS52FAEF
CE766D09
5AAB9D39
B579B281
AD1EB&1A

2AS52FAEF
CE766D09
5AAB9D39
B579B281
AD1EB&1A

2AS2FAEF
CE766D09
5AAB9D39
B579B281
AD1EB81A



Hash(counter| Ino_of_bits_to_returnl!|input_string) is
805F3E8A 9A4QAAEE 58572987 29B9CF51 87CoDDBB 443A05D3
DFF4C7F2 ©53B3CBE 34E9B197 63329E7C CE88068B 1DD2C009

temp =
80O5F3E8A 9A4QAAEE 58572987 29B9CF51 87C6DDBB 443A05D3
DFF4C7F2 @53B3CBE 34E9B197 63329E7C CE88068B 1DD2C0Q9

counter| Ino_of_bits_to_returnl|input_string is
02 00000378 00703AEC B83762E8 855BF167 2AS52FAEF
5C7B5C83 E893D001 3@FEC63C 9ACSFS53F 23230D5C CE766D09
FFFODAC4 17C8892F (4314870 8QFDE@BS 21DEBCFC 5AAB9D39
DAD9466C 24D44989 64E4E318 D4DC777C 22AQEEE9 B579B281
AEGAEB18 B@28D5C9 9A9B7119 7A301500 QOF1ESB6 AD1EB81A

Hash(counter| Ino_of_bits_to_returnllinput_string) is
424E5BOA BDF33FBB 5C02CA64 3A5753A2 4ED17561 9251B4EQ
89DACFDA (C1CD8989 CFOF87B9 197E7BEF D8550312 538A89B9

temp =
8O5F3E8A 9A4QAAEE 58572987 29B9CF51 87(C6DDBB 443AQ5D3
DFF4C7F2 @53B3CBE 34E9B197 63329E7C CE88068B 1DD2C0Q9
424E5BOA BDF33FBB 5C02CA64 3A5753A2 4ED17561 9251B4E0
89DACFDA (C1CD&989 CFOF87B9 197E7BEF D8550312 538A89B9

counter| Ino_of_bits_to_returnl|linput_string is
03 00000378 00703AEC B83762E8 855BF167 2AS52FAEF
5C7B5C83 E893D001 30QFEC63C 9ACSFS53F 23230D5C CE766D09
FFFODAC4 17C8892F (4314870 8QFDE@BS 21DEBCFC 5AAB9D39
DAD9466C 24D44989 64E4E318 D4DC777C 22AQEEE9 B579B281
AEGAEB18 B@28D5C9 9A9B7119 7A301500 QOF1ESB6 AD1EB81A



Hash(counter| Ino_of_bits_to_returnl!|input_string) is
S55FOBF84 2C6BF212 18612101 CBOE1AQ6 QE2E9C66 SE87E1BA
9632F01B 4CF80D08 (9645BD1 830112EA G6EBFEDG9 A48CA9(9

temp =
805F3E 8A9A40AA EES585729 8729BICF
5187C6DD BB443A05 D3DFF4C7 F2053B3C BE34E9B1 9763329E
7CCE8806 8B1DD2CO 09424ES5B QABDF33F BB5CQ2CA 643A5753
A24ED175 619251B4 EQ89DACF DAC1CD8&9 89CFOF87 B9197E7B
EFD85503 12538A89 B955FOBF 842C6BF2 12186121 ©1CBOE1A

Cis
805F3E 8A9A40AA EE585729 8729BICF
5187CeDD BB443A05 D3DFF4C7 F2053B3C BE34E9B1 9763329E
7CCE8806 8B1DD2C@ ©Q9424ES5B QABDF33F BB5CQ2CA 643A5753
A24ED175 619251B4 EQ@89DACF DAC1CD89 89CFQOF87 B9197E7B
EFD85503 12538A89 B955FOBF 842C6BF2 12186121 @1CBOE1A

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k %k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk sk ok sk k ok
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 768

additional_input <empty>

Hashgen

requested_no_of_bits = 768



5C7B5C83 E893D001
FFFODAC4 17C8892F
DAD9466C 24D44989
AEGAEB18 B028D5(C9

w_1i 1is
Q4FF23AD 15E78790
2C978B23 B3DC63B7

W is
Q4FF23AD 15E78790
2C978B23 B3DC63B7

data 1is

5C7B5C83 E893D001
FFFODAC4 17C8892F
DAD9466C 24D44989
AEGAEB18 B@28D5C9

w_1i 1is
1BCO428C 4F122124
25565C74 FOAAQ850

Wis
Q4FF23AD 15E78790
2C978B23 B3DC63B7
1BCO428C 4F122124
25565C74 FOAAQ850

returned_bits is
©Q4FF23AD 15E78790
2C978B23 B3DC63B7
1BCO428C 4F122124
25565C74 FQAAQ850

703AEC
30FEC63C
C4314870
64E4E318
9A9B7119

ADD36B43
32C95306

ADD36B43
32095306

703AEC
30FEC63C
C4314870
64E4E318
9A9B7119

60E406A0
82F6CF21

ADD36B43
32C95306
60E406A0
82F6CF21

ADD36B43
32C95306
60E406A0
82F6CF21

B83762E8
9AC5F53F
80FDE@BS
D4DC777C
7A301500

8BBC@97C
1D776499

8BBCA97C
1D776499

B83762E8
9AC5F53F
80FDE®@B5
D4DC777C
7A301500

FO651E7F
3AAFADOC

8BBC@97C
1D776499
FO651E7F
3AAFADOC

8BBCA97C
1D776499
FOG51E7F
3AAFADOC

855BF167
23230D5C
21DEBCFC
22AQEEE9
OOF1E5B6

7A11747C
OABFEFC4

7A11747C
OABFEFC4

855BF167
23230D5C
21DEBCFC
22AQEEE9
OOF1E5B6

OCB9A90A
06468950

7A11747C
OABFEFC4
OCB9A90A
06468950

7A11747C
OABFEFC4
OCB9A90A
06468950

2AS52FAEF
CE766D09
5AAB9D39
B579B281
AD1EB&1A

C2CCEEDE
7A581B92

C2CCEEDE
7A581B92

2A52FAEF
CE766D09
5AAB9D39
B579B281
AD1EB81B

BFDB@7B5
78F1E1FE

C2CCEEDE
7A581B92
BFDB@7B5
78F1E1FE

C2CCEEDE
7A581B92
BFDBO7B5
78F1E1FE



Update V

Ox0311V 1is
03703AEC B83762E8 855BF167 2A52FAEF
5C7B5C83 E893D001 30QFEC63C 9AC5F53F 23230D5C CE766D09
FFFODAC4 17C8892F (4314870 8QFDEOB5 21DEBCFC S5AAB9D39
DAD9466C 24D44989 64E4E318 DADC777C 22AQEEE9 B579B281
AEGAEB18 B028D5C9 9A9B7119 7A301500 QOF1ES5B6 AD1EB81A

H is
DAFD91E4 4FB5Q9DF S5AFC7DA7 9B82820D 28A7153C C258EQ3A
2400E763 3648DD95 B68BF28C 7DC37D68 854DADDB BB1A3D54

Updated values

V is
FO9A2B 42D1A393 73B44890 B17CB4BE
AE032361 A3D80QAO7 0O4DEBB0O4 8CCB307B E157F70QE 65D99FA8
7CBF62CA AZ2EG5BEF (CD7396CB 8BBBD3F4 DD3ABFC6 BEESF48E
5825A9C5 D61BA51D A@6B3B9Q 4B20C712 D51713AE 3QEC1137
C244277E F8C53DE9 QA7D5465 7C1FFES5A 9857F4B3 6A040389

reseed_counter is
0000 00000002

rnd_val is
04FF23AD 15E78790 ADD36B43 8BBC@97C 7A11747C C2CCEEDE
2C978B23 B3DC63B7 32(C95306 1D776499 QABFEFC4 7A581B92
1BCO428C 4F122124 0QE400A0 FO651E7F OCBOA9QA BFDBO7BS
25565C74 FOAAQ850 82F6CF21 3AAFADOC 06468950 78F1E1FE

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k %k 3k %k %k 3%k 3% %k %k %k %k 3%k 3% 3k %k %k %k % %k %k %k *k %k %k %k



Hash_DRBG_Generate_algorithm

requested_number_of_bits

additional_input <empty>

= 768

Hashgen

requested_no_

data 1is

AEQ32361
7CBF62CA
5825A9(C5
C244277E

w_1i is
4F35B85F
14D9Q9F3

W is
4F35B85F
14D90@9F3

data 1is

AEQ32361
7CBF62CA
5825A9(C5
C244277E

of_bits

A3D80AQ7
A2EG5BEF
D61BA51D
F8C53DE9

95DEE3ES8
7FEAF2C7

95DEE3ES8
7FEAF2C7

A3D80A0Q7
AZEG5BEF
D61BA51D
F8C53DE9

= 768

FO9AZB
04DEBB0O4
CD7396(CB
A06B3B90
OA7D5465

73054905
90D22FAE

73054905
90D22FAE

FO9AZB
04DEBB0O4
CD7396CB
A06B3B90
OA7D5465

42D1A393
8CCB307B
8BBBD3F4
4B20C712
7C1FFESA

CFDO2341
7516B459

CFDO2341
7516B459

42D1A393
8CCB307B
8BBBD3F4
4B20C712
7C1FFESA

73B44890
E157F70QE
DD3ABFC6
D51713AE
9857F4B3

653E18F5
©OBE35D53

653E18F5
@OBE35D53

73B44890
E157F70QE
DD3ABFC6
D51713AE
9857F4B3

B17CB4BE
65D99FA8
BEESF48E
30EC1137
6A040389

29930CBE
E2FE1A35

29930CBE
E2FE1A35

B17CB4BE
65D99FA8
BEES5F48E
30EC1137
6A04038A



w_1i 1is
AFE4B66@ 7CB35858 9C3B4DQ9 4A1D81FE @717F1DF SBDDEB3E
114F130B B781E66C 22B5B770 E8AE115F F39F8ADA FGODEEDF

Wis
4F35B85F 95DEE3E8 73054905 CFD02341 653E18F5 29930CBE
14D909F3 7FEAF2C7 9@QD22FAE 7516B459 @OBE35D53 E2FE1A35
AFE4B660 7CB35858 9(C3B4D09 4A1D81FE ©717F1DF SBDDEB3E
114F130B B781E66C 22B5B770 ESAE115F F39F8ADA FG6GDEEDF

returned_bits is
4F35B85F 95DEE3E8 73054905 CFD02341 653E18F5 29930CBE
14D9Q9F3 7FEAF2C7 90D22FAE 7516B459 OBE35D53 EZ2FE1A35
AFE4Boo6@ 7CB35858 9C3B4D@9 4A1D81FE @717F1DF SBDDEB3E
114F130B B781E66C 22B5B770 E8AE115F F39F8ADA FG66DEEDF

Update V

0x0311V 1is
03F09AZB 42D1A393 73B44890 B17CB4BE
AEQ32361 A3D80AQ7 @Q4DEBBO4 8CCB307B E157F7QE 65D99FA8
7CBF62CA AZE65BEF CD7390CB 8BBBD3F4 DD3ABFCo BEESF48E
5825A9C5 D61BA51D A@6B3B9@ 4B20C712 D51713AE 30EC1137
C244277E F8C53DE9 0QA7D5465 7C1FFESA 9857F4B3 6A040389

H is
DFE8790D F7153FE5 E634CDD6 48943BAC 36AED716 Q64DEAED
97954957 CD97ES5CD CB2F723B 27823018 D414D93F 7EF82599

Updated values

V is
70F969 CDO6BE43E 620C9FBA 38A66E8D
FF8AEA3F 5F1C440C DSBEAFCC 7EDO6BB8 9F8CE@BF FD3(CD246
FO8DEAD1 2EQ42EAF D6B5E526 9679C734 9896(C291 23204BE2
DASCF449 2EC336B8 6729E436 6E76D048 9594FA4B FO537AA1
49B1C5D9 D8BQAE40 8F02B760 27CE9AGS5 7E852F13 EAC7373E



reseed_counter is
0000 00000003

rnd_val 1is
4F35B85F 95DEE3E8 73054905 CFD02341 653E18F5 29930CBE
14D90Q9F3 7FEAF2C7 90D22FAE 7516B459 OBE35D53 E2FE1A35
AFE4B66@ 7CB35858 9C3B4D@9 4A1D81FE @717F1DF S5BDDEB3E
114F130B B781E66C 22B5B770 E8AE115F F39F8ADA FO6GDEEDF

B Lt At 2 2 i
Hash_DRBG

Requested Security Strength = 192

Requested Hash Algorithm = SHA-384

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4AE 4F505152 53545556
5758595A 5B5C5DSE 5F606162 63646566 6768696A 6B6C6DGE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BI9CODIE 9FAQA1AZ2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFC@C1C2 (C3C4C5C6 C7C8CI9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFE@QE1E2 E3E4ES5EG EVES8EQEA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFEQE1EZ2 E3E4ESE6
E7ES8E9EA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE
FF000102 03040506 0708090A @OBOCODOE QF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B



PersonalizationString = <empty>

AdditionalInputl =
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8BO9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Additionallnput2 =
AQA1A2 A3A4ASAG6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCOC1C2 C3(C4(C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7VE8E9EA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A 0BOCODOE

R AR AR AR AR AR A A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 5k 3k 3k 3k %k 3k %k 5k 3k >k 3k %k 3k %k 3%k 3k >k 3k %k 3k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k >k >k % %k 3%k %k % >k %k % *k 3k %k %k k *k

Hash_DRBG_Instantiate_algorithm

entropy_input 1is
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5CS5D5E 5F606162 63646566 6768696A 6B6C6DGE

nonce 1is
20212223 24252627 28292A2B

personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2



seed_material 1is

03040500 0708090A OBOCODOE 0F101112 13141516

1B1C1D1E 1F202122 23242526 2728292A 2B2C2DZE

33343536 3738393A 3B3(C3D3E 3F404142 43444546

4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE

63646566 6768696A 6B6CODGE 20212223 24252627

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is

01000003

03040500 0708090A OBOCODOE 0F101112 13141516
1B1C1D1E 1F202122 23242526 2728292A 2B2C2DZE
33343536 3738393A 3B3(C3D3E 3F404142 43444546
4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
63646566 6768696A 6B6CODOE 20212223 24252627

000102
1718191A
2F303132
4748494A
5F606162
28292A2B

78000102
1718191A
2F303132
4748494A
5F606162
28292A2B

Hash(counter| Ino_of_bits_to_returnllinput_string) is
703AECB8 3762E885 5BF1672A 52FAEF5C 7B5C83E8 93D00130
FEC63C9A C5F53F23 230D5CCE 766DO9FF FODAC417 (C8892FC4

temp =

703AECB8 3762E885 5BF1672A 52FAEF5C 7B5C83ES8
FEC63COA C5F53F23 230D5CCE 766DO9FF FODAC417

counter| Ino_of_bits_to_returnl|input_string 1is

02000003

03040506 0708090A OBOCODOE 0F101112 13141516
1B1C1D1E 1F202122 23242526 2728292A 2B2CZ2DZ2E
33343536 3738393A 3B3(C3D3E 3F404142 43444546
4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
63646566 6768696A 6B6CODGE 20212223 24252627

93D00130
C8892FC4

78000102
1718191A
2F303132
4748494A
5F606162
28292AZB



Hash(counter| Ino_of_bits_to_returnl||input_string) is
31487080 FDE@B521 DEBCFCSA AB9D39DA D9466(24 D4498964
E4E318D4 DC777C22 AQEEE9BS5 79B281AE ©AEB18BO 28D5C99A

temp =
703AECB8 3762E885 5BF1672A 52FAEF5C 7B5C83E8
FEC63C9A (C5F53F23 230D5CCE 766DQ9FF F@ODAC417

31487080 FDE@B521 DEBCFC5A AB9D39DA D9466(C24

E4E318D4 DC777C22 AQEEE9BS5 79B281AE G6AEB18B0O

counter| Ino_of_bits_to_returnl|input_string 1is

03000003

03040506 0708090A OBOCODOE 0F101112 13141516
1B1C1D1E 1F202122 23242526 2728292A 2B2CZ2DZ2E
33343536 3738393A 3B3(C3D3E 3F404142 43444546
4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
63646566 6768696A 6B6CODGE 20212223 24252627

93D00130
C8892FC4
D4498964
28D5C99A

78000102
1718191A
2F303132
4748494A
5F606162
28292A2B

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
9B71197A 30150000 F1ESBOAD 1EB81ABZ2 7B8E19BE 185E4F70
61F1D3CA 9B3AODF4 FD597962 (C2070B7E B0O64B31F 4F3E10BD

temp =

V is

5C7B5C83
FFFODAC4
DAD9466C
AEGAEB18

5C7B5C83
FFFODAC4
DAD9466C
AEGAEB18

E893D001
17C8892F
24D44989
B028D5C9

E893D001
17C8892F
24D44989
B028D5C9

703AEC
30FEC63C
C4314870
64E4E318
9A9B7119

703AEC
30FEC63C
C4314870
64E4E318
9A9B7119

B83762E8
9AC5F53F
80OFDE®BS5
D4DC777C
7A301500

B83762E8
9AC5F53F
80FDE®@BS
D4DC777C
7A301500

855BF167
23230D5C
21DEBCFC
22AQEEE9
OOF1E5B6

855BF167
23230D5C
21DEBCFC
22AQEEE9
OOF1E5B6

2AS2FAEF
CE766D09
5AAB9D39
B579B281
AD1EB81A

2A52FAEF
CE766D09
5AAB9D39
B579B281
AD1EB81A



Hash_df - Generate C - Step 4

0x001 1V 1is
00703AEC B83762E8 855BF167 2AS52FAEF
5C7B5C83 E893D001 30FEC63C 9ACS5F53F 23230D5C CE766D@9
FFFODAC4 17C8892F (4314870 80FDE@BS 21DEBCFC 5AAB9D39
DAD9466C 24D44989 ©64E4E318 D4DC777C 22AQEEE9 B579B281
AEGAEB18 B028D5C9 9A9B7119 7A301500 0OF1ES5B6 AD1EB81A

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is
01 00000378 00703AEC B83762E8 855BF167 2AS52FAEF
5C7B5C83 E893D001 3@QFEC63C 9ACSF53F 23230D5C CE766D09
FFFODAC4 17C8892F (4314870 8QFDE@BS 21DEBCFC 5AAB9D39
DAD9466C 24D44989 64E4E318 D4DC777C 22AQEEEQ B579B281
AEGAEB18 B@28D5C9 9A9B7119 7A301500 QOOF1ESB6 AD1EB81A

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
805F3E8A 9A4QAAEE 58572987 29BOCF51 87C6DDBB 443A05D3
DFF4C7F2 ©53B3CBE 34E9B197 63329E7C CE88068B 1DD2C00@9

temp =
805F3E8A 9A4QAAEE 58572987 29B9CF51 87CoDDBB 443AQ5D3
DFF4C7F2 ©53B3CBE 34E9B197 63329E7C CE88068B 1DD2C009

counter| Ino_of_bits_to_returnllinput_string is
02 00000378 00703AEC B83762E8 855BF167 2AS52FAEF
5C7B5C83 E893D001 3@FEC63C 9ACSF53F 23230D5C CE766D09
FFFODAC4 17C8892F (4314870 8OFDEOBS5 21DEBCFC 5AAB9D39
DAD9466C 24D44989 64E4E318 D4DC777C 22AQEEE9Q B579B281



AEGAEB18 B028D5C9 9A9B7119 7A301500 QOF1ES5B6 AD1EB81A

Hash(counter| Ino_of_bits_to_returnllinput_string) is
424E5BOA BDF33FBB 5C02CA64 3A5753A2 4ED17561 9251B4EQ
89DACFDA (C1CD8989 CFOF87B9 197E7BEF D8550312 538A89B9

temp =

805F3E8A 9A40QAAEE 58572987 29BI9CF51 87CoDDBB
DFF4C7F2 ©053B3CBE 34E9B197 63329E7C CE88068B
424E5BOA BDF33FBB 5C02CA64 3A5753A2 4ED17561
89DACFDA (C1CD8989 CFOF87B9 197E7BEF D8550312

counter| |no_of_bits_to_returnl|input_string is
03 00000378 Q0703AEC B83762E8 855BF167
5C7B5C83 E893D001 30QFEC63C 9ACSF53F 23230D5C
FFFODAC4 17C8892F (4314870 80OFDE@B5 21DEBCFC
DAD9466C 24D44989 64E4E318 D4DC777C 22AQEEE9Q
AEGAEB18 B028D5C9 9A9B7119 7A301500 QQF1ES5B6

443A05D3
1DD2C009
9251B4E0
538A89B9

2AS2FAEF
CE766D09
5AAB9D39
B579B281
AD1EB81A

Hash(counter| Ino_of_bits_to_return|linput_string) is
S55F0BF84 2C6BF212 18612101 CBOE1AQ6 QE2E9C66 SE87EI1BA
9632F01B 4CF80DQ8 (9645BD1 830112EA GEBFEDG9 A48CA9(9

temp =

5187C6DD
7CCE8806
A24ED175
EFD85503

C is

5187C6DD
7CCE8806
A24ED175
EFD85503

BB443A05
8B1DD2C0@
619251B4
12538A89

BB443A05
8B1DD2C0
619251B4
12538A89

805F3E
D3DFF4C7
09424E5B
EQ89DACF
B955F0BF

805F3E
D3DFF4C7
09424E5B
EQ89DACF
B955F0BF

8A9A40AA
F2053B3C
OABDF33F
DAC1CD89
842C6BF2

8A9A40AA
F2053B3C
OABDF33F
DAC1CD89
842C6BF2

EE585729
BE34E9B1
BB5C02CA
89CFOF87
12186121

EE585729
BE34E9B1
BB5CQ2CA
89CFOF87
12186121

8729B9CF
9763329E
643A5753
B9197E7B
01CBOE1A

8729B9CF
9763329E
643A5753
B9197E7B
01CBOE1A



First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 768

additional_input
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4BS5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Process additional_input

0x021 1Vl ladditional_input is

02703A ECB83762
E8855BF1 672A52FA EF5C7B5C 83E893D0 @130FEC6 3C9ACSFS
3F23230D 5CCE766D Q9FFF@ODA (C417C889 2F(C43148 708QFDEQ
B521DEBC FCS5AAB9D 39DAD946 6(C24D449 8964E4E3 18D4DC77
7C22AQEE E9B579B2 81AEG6AEB 18B028D5 (C99A9B71 197A3015
000OF1ES B6AD1EB8 1A606162 63646566 6768696A 6B6CED6E
6F7@7172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8BO9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

w=Hash(@x021 IV| ladditional_input) 1is
EE4375B2 9D2DBGEA 2FEBDE64 3BE768BB 5728BDCD 3CC2E9(C7
8DDI9EQ4A 3B21D222 B5255FAD ADDAA214 FCEBFCBA 774E4C1F

V is
703AEC B83762E8 855BF167 2A52FAEF
5C7B5C83 E893D001 3QFEC63C 9ACSF53F 23230D5C CE766D09
FFFODAC4 17C8892F (4314870 8OFDE@BS 21DEBCFC SAAB9D3A



C91CBC1E C2020073 94D0C17D 1@C3E@37 79C9ACB6 F23C9C49
3C44CB62 EB4AA7EC 4FCODOC7 280AB714 FDDDEZ271 246D0439

Hashgen

requested_no_of_bits

data 1is

5C7B5C83 E893D001
FFFODAC4 17C8892F
C91CBC1E C2020073
3C44CB62 EB4AA7EC

w_1i 1is
03D1294E 33F12491
60A43C58 39A3F449

W is
03D1294E 33F12491
60A43C58 39A3F449

5C7B5C83 E893D001
FFFODAC4 17C8892F
C91CBC1E C2020073
3C44CBo2 EB4AA7EC

w_1i 1is
0844A8BF E837(C229

= 768

703AEC
30FEC63C
C4314870
94D@C17D
4FCoDOC7

597CF23D
ADEZBOF3

597CF23D
ADEZBOF3

703AEC
30FEC63C
C4314870
94DOC17D
4FCoODOC7

OBEZ251(C8

B83762E8
9AC5F53F
8OFDE@BS
10C3E@37
280AB714

B8DF118F
EQ2A13D2

B8DF118F
EQ2A13D2

B83762E8
9AC5F53F
80FDE®@BS5
10C3E@37
280AB714

DCC4D8CC

855BF167
23230D5C
21DEBCFC
79C9ACB6
FDDDE271

9ADZ2BA71
2E1119C7

9ADZ2BA71
2E1119C7

855BF167
23230D5C
21DEBCFC
79C9ACB6
FDDDE271

04B1CEFo6

2AS52FAEF
CE766D09
5AABOD3A
F23C9C49
246D0439

D84B3C67
B95C207E

D84B3C67
B95C207E

2AS52FAEF
CE766D09
5AAB9D3A
F23C9C49
246D043A

B42931CB



54248C52 975CB5F7 5E2867B5 4(C139B4C 0072EGEC 8A4EA49B

Wis
03D1294E 33F12491 597CF23D B8DF118F 9AD2BA71 D84B3C67
60A43C58 39A3F449 ADEZBOF3 E0Q2A13D2 2E1119C7 B95(C207E
0844A8BF E837(229 @BE251C8 DCC4D8CC 0Q4B1CEF6 B42931CB
54248C52 975CB5F7 5E2867B5 4C139B4C Q072EGEC 8A4EA49B

returned_bits is
03D1294E 33F12491 597CF23D B8DF118F 9ADZ2BA71 D84B3C67
060A43C58 39A3F449 ADEZ2BOF3 E@2A13D2 2E1119C7 B95C207E
0844A8BF E837(C229 ©OBE251C8 DCC4D8CC @4B1CEF6 B42931CB
54248C52 975CB5F7 5E2867B5 4C139B4C 0072EGEC 8A4EA49B

Update V

Ox0311V 1is
03703AEC B83762E8 855BF167 2A52FAEF
5C7B5C83 E893D001 30QFEC63C 9AC5F53F 23230D5C CE766D09
FFFODAC4 17C8892F (4314870 8QFDEOB5 21DEBCFC SAAB9D3A
C91CBC1E (2020073 94D0OC17D 1QC3EQ37 79C9ACB6 F23C9C49
3C44CBo2 EB4AA7EC 4FCODOC7 280AB714 FDDDEZ271 246D0439

H is
EC6876DB 88ECA9C7 BC5F8875 B8Do84F7 CDFA2747 D76628B5
57AECAB4 07852B30 83E26D7F 9972C3F7 F1155371 5996C1C6

Updated values

V is
FO9A2B 42D1A393 73B44890 B17CB4BE
AEQ32361 A3D80QAO7 0O4DEBB0O4 8CCB307B E157F70E 65D99FA8
7CBF62CA AZ2EG5BEF (CD7396CB 8BBBD3F4 DD3ABFC6 BEESF48F
57D4040F AC8QFBFQ 31BA24C2 A45C32B8 D192E386 82BC437A
83CBEB1A 05235DA6 8CF92F06 45A9EGFF 010B9703 7FCED41A

reseed_counter is
0000 00000002



rnd_val 1is
03D1294E 33F12491 597CF23D B8DF118F 9ADZ2BA71 D84B3C67
60A43C58 39A3F449 ADEZ2BOF3 EQ2A13D2 2E1119C7 B95C207E
0844A8BF E837(C229 OBE251C8 DCC4D8CC @4B1CEF6 B42931CB
54248C52 975CB5F7 5E2867B5 4C139B4C 0072EGEC 8A4EA49B

Second call to Generate

3k 3k sk 3k >k sk 3k sk 3k 3k sk 3k 3k sk 3k 3k 3k %k sk 3k %k sk 3k sk 5k >k sk 3k >k sk 3k sk sk 3k sk 3k %k sk 3k sk sk %k sk 5k %k sk %k %k sk %k >k 5k %k sk %k %k sk >k %k 5k k k
Hash_DRBG_Generate_algorithm

768

requested_number_of_bits =

additional_input

AQA1A2

AFBOB1B2 B3B4B5B6 B7B8BIBA
C7C8C9CA (CBCCCDCE CFD@D1D2
DFEQE1EZ E3E4ES5E6 E7VESEQEA
F7F8FOFA FBFCFDFE FF000102

A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

ABACADAE
(3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

Process additional_input

0x@21 1Vl ladditional_input is

9373B448
7BE157F7
F4DD3ABF
B8D192E3
FFO10B97
AFBOB1B2
C7C8CI9CA
DFEQE1EZ
F7F8FIOFA

90B17CB4
OE65D99F
CoBEESF4
8682BC43
037FCED4
B3B4B5B6
CBCCCDCE
E3E4ESE6
FBFCFDFE

BEAEQ323
A87CBF62
8F57D404
7A83CBEB
1AAQA1AZ
B7B8BI9BA
CFDOD1D2
E7ESEQEA
FF000102

61A3D80A
CAAZE65B
6FAC80FB
1A05235D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

w=Hash(@x021 V| ladditional_input) 1is

D7D8B279 6E9806AC 119CBC1C 927B6BOE

02FQ9A
0704DEBB
EFCD7396
FO31BA24
A68CFI2F
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

4A22F083

2B42D1A3
048CCB30
CB8BBBD3
C2A45C32
0645A9E6
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

2COA53EF



848D7133 30AE8B6S

V is

AE@32361 A3D80AQ7
7CBF62CA AZEG5BEF
2FACB6E9 1B19029C
08595C4D 35D1E90QE

Hashgen

requested_no_of_bits

data 1is

AE@32361 A3D80AQ7
7CBF62CA AZEG5BEF
2FACB6E9 1B19029C
08595C4D 35D1E90QE

w_1i 1is
D5398518 F8087E2F
2934FB10@ 97(89440

W is
D5398518 F8Q87E2F
2934FB10 97(89440

data 1is

AE0Q32361 A3D80AQ7

3625EQE3

FO9AZB
04DEBBO4
CD7396CB
4356EQDF
C31FOFE9

= 768

FO9AZB
04DEBBO4
CD7396CB
4356EQDF
C31FOFE9

155B3C56
A47A71E3

155B3C56
A47A71E3

FO9AZB
04DEBB0O4

4A8E4A72

42D1A393
8CCB307B
8BBBD3F4
36D79DC7
90383171

42D1A393
8CCB307B
8BBBD3F4
36D79DC7
90383171

47AF609C
6A9A32A2

47AF609C
6A9A32A2

42D1A393
8CCB307B

0947CE2A

73B44890
E157F70E
DD3ABFC6
1BB5D409
OA53652E

73B44890
E157F70E
DD3ABFC6
1BB5D409
OA53652E

8820D5F5
242F3799

8820D5F5
242F3799

73B44890
E157F70QE

F46128B8

B17CB4BE
65D99FA8
BEESF490
AEC6976A
742FFCD2

B17CB4BE
65D99FA8
BEESF490
AEC6976A
742FFCD2

4B787490
66CD3F5D

4B787490
66CD3F5D

B17CB4BE
65D99FA8



7CBF62CA AZEG5BEF CD7396CB 8BBBD3F4 DD3ABFC6 BEES5F490
2FACB6E9 1B19029C 4356EQDF 36D79DC7 1BB5D409 AEC6976A
08595C4D 35D1E9QE C31FOFE9 90383171 QA53652E 742FFCD3

w_1i 1is
BBEF623B D6117BDE 441D2A94 815FD5C1 3638DE99 D5QCFEQE
390A2A6B 137B55A4 2452F182 8060DB3C 68AF5C86 A83AF833

Wis
D5398518 F80Q87E2F 155B3(C56 47AF609C 8820D5F5 4B787490
2934FB10 97C89440 A47A71E3 ©6A9A32A2 242F3799 66CD3F5D
BBEF623B D6117BDE 441D2A94 815FD5C1 3638DE99 DS5QCFEQE
390A2A6B 137B55A4 2452F182 8006@0DB3C 68AF5C86 A83AF833

returned_bits is
D5398518 F8@87E2F 155B3(C56 47AF6@9C 8820DS5F5 4B787490
2934FB10 97C89440 A47A71E3 6A9A32A2 242F3799 66CD3F5D
BBEF623B D6117BDE 441D2A94 815FD5C1 3638DE99 DS5QCFEQE
390A2A6B 137B55A4 2452F182 800@DB3C 68AF5C86 A83AF833

Update V

0x0311V 1is
03FQ9A2B 42D1A393 73B44890 B17CB4BE
AE@32361 A3D80AQ7 @4DEBBO4 8CCB307B E157F7QE 65D99FA8
7CBF62CA AZEG65BEF CD7396CB 8BBBD3F4 DD3ABFC6 BEES5F490
2FACBGE9 1B19029C 4356EQDF 36D79DC7 1BB5D409 AEC6976A
08595C4D 35D1E9QE C31FQFE9 90383171 QA53652E 742FFCD2

H is
833DD309 055891D9 1B580F44 646C8AD9 B2839216 292FFCS8F
E13FA67E 2A56AC10 648A6E1C 5F810898 62581F7D 32829D4F

Updated values
V is

70F969 CDoBE43E 620C9FBA 38A66E8D
FF8AEA3SF 5F1C440C D8BEAFCC 7ED@6BB8 9F8CEOBF FD3CDZ246



FO8DEAD1 2EQ42EAF D6B5E526 9679C734 9896(C291 23204BE4
55395B67 8203E62A 3F38CAF3 7605F62A 580875A7 91101275
D97157CE 727C1FA8 EQFFOECS5 73ES5ASFB 7EC3E5CC A87DA83D

reseed_counter is
0000 00000003

rnd_val is
D5398518 F80Q87E2F 155B3(C56 47AF6@9C 8820D5F5 4B787490
2934FB10 97(C89440 A47A71E3 6A9A32A2 242F3799 66CD3F5D
BBEF623B D6117BDE 441D2A94 815FD5C1 3638DE99 DSQCFEQE
390A2A6B 137B55A4 2452F182 8006@DB3C 68AF5C86 A83AF833

B b b G e b b
Hash_DRBG

Requested Security Strength = 192

Requested Hash Algorithm = SHA-384

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5C5DSE 5F606162 63646566 6768696A 6B6C6DGE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BI9CI9DIE 9FAQA1A2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BO9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8CICA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9ODA DBDCDDDE DFEQE1E2 E3E4ESEG
EVESE9QEA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516



1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2DZE

Nonce =
20212223 24252627 28292A2B

PersonalizationString =
404142 43444546 4748494A 4B4CADAE
4F505152 53545556 5758595A 5B5C5DSE 5F606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596
9798999A 9BICODI9E 9FAQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE

AdditionalInput = <empty>

R AR AR AR AR AR AR AR AR AR AR A A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k %k 3k %k 3k >k >k 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k %k 3%k %k 3%k %k % >k %k % %k % %k % %k *k

Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6COD6GE

nonce 1is
20212223 24252627 28292A2B

personal_str is
404142 43444540 4748494A 4B4C4D4AE
4F505152 53545556 5758595A 5B5C5DS5E 5F606162 63646566
6768696A 6B6COD6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8CED8E 8F909192 93949596
9798999A 9B9CODIE 9FAQALAZ2 A3A4A5A6 A7A8A9AA ABACADAE

prediction_resistance_flag = "No PredictionResistance"



Hash_df - Generate seed(which is

seed_material is

12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

0001
16171819
2E2F3031
46474849
5E5F60601
2728292A
53545556
6B6C6D6E
83848586
9B9C9D9E

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B404142
5758595A
6F707172
8788898A
9FAQA1AZ

no_of_bits_to_return = 888

V) - Step 2

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DBE
A3A4A5A6

0AQBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

counter| Ino_of_bits_to_returnl|input_string is

010000
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

03780001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
53545556
6B6CoD6E
83848586
9B9C9D9E

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B404142
5758595A
6F707172
8788898A
9FAQA1A2

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8D8E
A3A4A5A6

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

OEOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
AQ28F843 783D7721 E32AC5FD 92303188 4CF9D3F@ SFAZBEQ9
EB6A82C7 82B6203C 293847B9 8EC4B9CO C8674DEA EQ9EB964

temp =

AQ28F843 783D7721 E32ACS5FD 92303188 4CFOD3F@ S5FAZBEQ9
EB6A82C7 82B6203C 293847B9 8EC4B9CO (C8674DEA EQIEB964



1=2

counter| Ino_of_bits_to_returnl|input_string is

020000
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

03780001
16171819
2E2F3031
46474849
S5E5F60601
2728292A
53545556
6B6C6D6E
83848586
9B9C9D9E

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B404142
5758595A
6F707172
8788898A
9FAQA1A2

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DBE
A3A4A5A6

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E
93949590
ABACADAE

Hash(counter| Ino_of_bits_to_return||input_string) is
C74754B6 A1E77CoC ODEQ245E 3BC81E15 85F2F379 F4489643
5F61C23D B552DB8B 3190F5F3 7B966F3D DOOACEBS 373CA2BD

temp =

A028F843 783D7721 E32ACS5FD 92303188 4CFOD3F0
EB6A82C7 82B6203C 293847B9 8EC4BI9CO (C8674DEA
C74754Bo A1E77C6C ODEQ245E 3BC81E15 85F2F379
5F61C23D B552DB8B 3190F5F3 7B966F3D DOOACEBS

counter| Ino_of_bits_to_returnl|input_string 1is

030000
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

03780001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
53545556
6B6C6D6E
83848586
9B9C9D9E

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B404142
5758595A
6F707172
8788898A
9FAQA1A2

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DEE
A3A4A5A6

0AQBOCAD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

5FAZBEQ9
EQ9EB964
F4489643
373CAZBD

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4D4E
63646566
7B7C7D7E
93949596
ABACADAE

Hash(counter| Ino_of_bits_to_returnl|linput_string) is



A8989587
1FDCD1DA

temp =

884CFID3
CoC8674D
1585F2F3
3DDOO@CE

V is

884CF9ID3
CoC8674D
1585F2F3
3DDO0OCE

CED14C8E
D814E76A

FOS5FAZBE
EAEQ9EB9
79F44896
B5373CAZ

FOSFAZBE
EAEQ9EB9
79F44896
B5373CAZ

80790CD7
CAGE310F

AQ28F8
09EB6A82
64C74754
435F61C2
BDA89895

AQ28F8
0O9EB6GA82
64C74754
435F61C2
BDA89895

Hash_df - Generate C - Step 4

Ox0011V 1is

00AQ28F8

884CF9D3 FO5FAZBE Q9EB6A82
CoC8674D EAEQOEB9 64(74754
1585F2F3 79F44896 435F61C2
3DDO0OCE B5373CAZ2 BDA89895

no_of_bits_to_return = 888

146F3328
12AAQBBA

43783D77
C782B620
B6AL1E77C
3DB552DB
87CED14C

43783D77
C782B620
B6AL1E77C
3DB552DB
87CED14C

43783D77
C782B620
B6AL1E77C
3DB552DB
87CED14C

3D84860A
611A8E86

21E32AC5
3C293847
6CODEQ24
8B3190F5
8E80790C

21E32AC5
3C293847
6CODEQ24
8B3190F5
8E80790C

21E32AC5
3C293847
6CODEQ24
8B3190F5
8E80790C

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000378 00VAQ28F8 43783D77 21E32AC5
884CFID3 FOSFAZBE Q9EBOA82 (C782B620 3(C293847
COC8674D EAEQ9EB9 64(74754 B6A1E77C 6CODEQ24
1585F2F3 79F44896 435F61C2 3DB552DB 8B3190F5
3DD@@ACE B5373CA2 BDA89895 87CED14C 8E80790C

708750EA
FCOEAE47

FD923031
B98EC4B9
S5E3BC81E
F37B966F
D7146F33

FD923031
B98EC4B9
S5E3BC81E
F37B966F
D7146F33

FD923031
B98EC4B9
SE3BC81E
F37B966F
D7146F33

FD923031
B98EC4B9
SE3BC81E
F37B966F
D7146F33



Hash(counter| Ino_of_bits_to_returnl|linput_string) is
DE@4243D 3BB30232 9A91124D 780ADCF3 672DDD2C E781963E
273BB249 F6EC13B1 6A903F40 DO1C2DFF 1464BFA6 AFD6987D

temp =
DEQ4243D 3BB30232 9A91124D 78QADCF3 672DDD2C E781963E
273BB249 F6EC13B1 6A903F40 DO1C2DFF 1464BFA6 AFD6987D

counter| Ino_of_bits_to_returnl|input_string 1is
02 00000378 00OAQ28F8 43783D77 21E32AC5 FD923031
884CFI9D3 FOSFAZBE Q9EBOA82 (C782B620 3C293847 BI8EC4B9
COC8674D EAEQIEB9 64(74754 Bo6A1E77C 6CODE@24 SE3BC81E
1585F2F3 79F44896 435F61C2 3DB552DB 8B3190F5 F37B966F
3DDO@ACE B5373CA2 BDA89895 87CED14C 8E80790C D7146F33

Hash(counter| Ino_of_bits_to_return||input_string) is
7B72F966 9A700AF1 C7E3466A SE89AODC A45282E7 1A39E4AA
24585736 11785015 85B95258 (40A2016 2D1F62CA 988BBEC7

temp =
DE@4243D 3BB30232 9A91124D 780ADCF3 672DDD2C E781963E
273BB249 F6EC13B1 6A903F40 DO1C2DFF 1464BFA6 AFD6987D
7B72F966 9A700AF1 C7E3466A SE889AODC A45282E7 1A39E4AA
24585736 11785015 85B95258 (C40A2016 2D1F62CA 988BBECY

counter| Ino_of_bits_to_returnl|input_string 1is
03 00000378 00VAQ28F8 43783D77 21E32AC5 FD923031
884CFID3 FOSFAZBE Q9EBOA82 (782B620 3C293847 BI8EC4B9
COC8674D EAEQIEB9 64(74754 B6A1E77C 6CODE@24 SE3BC81E
1585F2F3 79F44896 435F61C2 3DB552DB 8B3190F5 F37B966F
3DDO@ACE B5373CA2 BDA89895 87CED14C 8E80790C D7146F33



Hash(counter| Ino_of_bits_to_returnllinput_string) is
FD2CADSE 5@1A9FA7 18212A41 9FA2251F @1E46C40 DDBF4D85
223B6E11 48351858 CC99BE10@ 6D1A4301 A307DBAF DEQ79ADA

temp =
DEQ424 3D3BB302 329A9112 4D780ADC
F3672DDD 2CE78196 3E273BB2 49F6EC13 B16A903F 40DQ1C2D
FF1464BF A6AFD698 7D7B72F9 669A700A F1C7E346 6ASE89A0Q
DCA45282 E71A39E4 AA245857 36117850 1585B952 58C40A20
162D1F62 CA988BBE C7FD2CAD 8ES5Q1A9F A718212A 419FA225

Cis
DEQ424 3D3BB302 329A9112 4D780ADC
F3672DDD 2CE78196 3E273BB2 49F6EC13 B16A903F 40D@1C2D
FF1464BF AGAFDG698 7D7B72F9 669A700A F1(C7E346 GASE89A0
DCA45282 E71A39E4 AA245857 36117850 1585B952 58C40A20
162D1F62 CA988BBE C7FD2CAD 8ES50Q1A9F A718212A 419FA225

First call to Generate
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k sk %k 3k 3k 3k 5k 5k 3k 3k 3k sk sk %k 3k 3k sk 5k 5k 3k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k ok sk sk %k ok ok sk sk sk k ko sk sk k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 768

additional_input <empty>

Hashgen

requested_no_of_bits = 768

data 1is
AQ28F8 43783D77 21E32AC5 FD923031
884CF9D3 FOSFA2BE Q9EBO6A82 (C782B620 3C293847 B98EC4B9



CoC8674D EAEQ9EB9
1585F2F3 79F44896
3DDOOOCE B5373CAZ

w_1i 1is
CB339E74 95C3645C
QE8FADDO® 74661AEE

W is
CB339E74 95C3645C
QE8FADDO 74661AEE

data 1is

884CFI9D3 FO5FAZBE
CoC8674D EAEQ9EB9
1585F2F3 79F44896
3DDOOOCE B5373CAZ

w_1i 1is
ABD20471 17E89ED4
8278AFC5 DF48595D

Wis
CB339E74 95C3645C
QE8FADDQ 74661AEE
ABD20471 17E89ED4
8278AFC5 DF48595D

returned_bits is
CB339E74 95C3645C
QESFADDO 74661AEE
ABD20471 17E89ED4
8278AFC5 DF48595D

64C74754
435F61C2
BDA89895

5961FF0Q7
4D4F47C1

5961FF@7
4D4F47C1

AQ28F8
09EBGA82
64C74754
435F61C2
BDA89895

70829892
1D205F7F

5961FF07
4D4F47C1
70829892
1D205F7F

5961FF07
4D4F47C1
70829892
1D205F7F

B6AL1E77C
3DB552DB
87CED14C

871F47ED
E39CE4FF

871F47ED
E39CE4FF

43783D77
C782B620
B6AL1E77C
3DB552DB
87CED14C

FC806CAL
835E2549

871F47ED
E39CE4FF
FC806CAl
835E2549

871F47ED
E39CE4FF
FC806CAL
835E2549

6CODEQ24
8B3190F5
8E80790C

FOD33B0A
381A8BC4

FOD33B0OA
381A8BC4

21E32AC5
3C293847
6CODEQ24
8B3190F5
8E80790C

33FC8435
B9068A85

FOD33B0OA
381A8BC4
33FC8435
B9068A85

FOD33B0A
381A8BC4
33FC8435
B9068A85

SE3BC81E
F37B966F
D7146F33

B471282F
DEQAAZ60

B471282F
DEQAAZ60

FD923031
B98EC4B9
S5E3BC81E
F37B966F
D7146F34

340BEZEC
16FB1496

B471282F
DEQAAZ60
340BEZEC
16FB1496

B471282F
DEQAA260
340BEZEC
16FB1496



Update V

0x0311V 1is
03A028F8 43783D77 21E32AC5 FD923031
884CFID3 FOS5FAZBE Q9EB6A8Z2 (782B620 3C293847 B98EC4B9
CoC8674D EAEQOEB9 64(74754 B6A1E77C 6CODEQ24 SE3BC81E
1585F2F3 79F44896 435F61C2 3DB552DB 8B3190F5 F37B966F
3DDOOOCE B5373CAZ BDA89895 87CED14C 8E80790C D7146F33

H is
(C51C82A3 D8EF332A 9C797699 FI9E02289 F64D4850 CAOB186F
BA66C32F 3971156C CA591193 6567EA3A 8EAEA9Q8 EF1F29AE

Updated values

V is
7E2D1C 80B3F079 547DBBD8 4BQA3BOE
7BB427B1 1D472454 4812A635 1179A233 ED93(886 FASEEQE7
BFDCCCOD 91907551 E242BA4E 1D3C5787 5DD5C36A C89A51BF
B746C81A 39FDB5A5 89FD30B3 6DAGEDBS 97049299 164AB8FF
QEG3E300 B940DDCE 4FFEDoD6 7B86D626 (4474340 @7D33B07

reseed_counter is
0000 00000002

rnd_val 1is
CB339E74 95(C3645C 5961FF07 871F47ED FOD33BQA B471282F
QESFADDOQ 74661AEE 4D4F47C1 E39CE4FF 381A8BC4 DEQAA260
ABD20471 17E89ED4 70829892 FC806CA1 33F(C8435 34@BEZ2EC
8278AFC5 DF48595D 1D2@05F7F 835E2549 B9068A85 16FB1496

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3%k 3%k 3k %k %k 3k 3%k 3k %k %k 3k 3%k 3%k %k %k %k 3%k 3% %k %k k *k >k k k

Hash_DRBG_Generate_algorithm



requested_number_of_bits = 768

additional_input <empty>

Hashgen

requested_no_of_bits = 768

data is
7E2D1C 80B3FQ79 547DBBD8 4BOA3BOE
7BB427B1 1D472454 4812A635 1179A233 ED93(C886 FASEEQE?
BFDCCCOD 91907551 E242BA4E 1D3C5787 5DD5C36A C89A51BF
B746C81A 39FDB5A5 89FD30B3 6DAGEDBS 97049299 164AB8FF
OEG63E360 B940ODDCE 4FFEDoD6 7B86D626 (4474340 @7D33BO7

w_1i 1is
938BABIC 357B9023 92AEFA66 8DFDB88C 9C671FCO 220ED319
7F852B3B 9C27AD33 D99403E6 56510F77 E964130B 284759A0

W is
938BAB9C 357B9023 92AEFA66 8DFDB88C 9C671FCQ 220QED319
7F852B3B 9C27AD33 D9940Q3E6 56510F77 E964130B 284759A0

7E2D1C 80B3F0Q79 547DBBD8 4BOA3BOE
7BB427B1 1D472454 4812A635 1179A233 ED93(C886 FASEEQE?7
BFDCCCOD 91907551 E242BA4E 1D3C5787 5DD5C36A C89A51BF
B746C81A 39FDB5A5 89FD30B3 6DAGEDBS 97049299 164AB8FF
OE63E360 B940DDCE 4FFED6D6 7B86D626 (4474340 07D33B0O8

w_1i 1is
EB42F933 E6B2D170 99744089 402ED23B C8CQOCADS5 9BA485A9



04B5456E 4EFEFC22 9415778F 50957FDD B559C053 FB97CE79

Wis
938BAB9C 357B9023 92AEFA66 8DFDB88C 9C671FC@ 220QED319
7F852B3B 9C27AD33 D99403E6 56510F77 E964130B 284759A0
EB42F933 E6B2D170 99744089 402ED23B C8CQACAD5 9BA485A9
04B5456E 4EFEFC22 9415778F 50957FDD B559C053 FB97CE79

returned_bits is
938BAB9C 357B9023 92AEFA66 8DFDB88C 9C671FCO 220QED319
7F852B3B 9C27AD33 D99403E6 56510F77 E964130B 284759A0
EB42F933 E6B2D170 99744089 402ED23B C8COCAD5 9BA485A9
04B5456E 4EFEFC22 9415778F 50957FDD B559C053 FB97CE79

Update V

Ox0311V 1is
@37E2D1C 80B3F@79 547DBBD8 4BOA3BOE
7BB427B1 1D472454 4812A635 1179A233 ED93C886 FASEEQEY
BFDCCCOD 91907551 E242BA4E 1D3C5787 5DD5C36A C89A51BF
B746C81A 39FDB5A5 89FD30B3 6DAGEDBS 97049299 164AB8FF
QEG3E360 B940DDCE 4FFED6D6 7B86D626 (4474340 @7D33B0O7

H is
6A7CBF9C FBFDBBFB A6105685 736B5949 231723D9 902E6QCB
289AA32B OBQOGAGFF DOOF7FQA 29DFD1EF 461D8806 4F8A4ADS

Updated values

V is
5C3140 BDEFA37B 87184CEA 988245EB
oF1B558E 4AZ2EASEA 8639E1E7 S5B70Q8E47 9EFES58C6 3BZ2EFD15
BEF130CD 38404BEA 5FBE2D47 83D6(C792 4F9DAGB1 32F8DB60O
FE67DA3A 1D15AB85 DA31DF90@ 1723BF4E CFA16FC4 FF3D23EA
4D2BASEE 8EEQ108C E80OB828E 33B6(C2B5 B17CEC70 98FD2803

reseed_counter is
0000 00000003



rnd_val 1is
938BAB9C 357B9023 92AEFAc6 8DFDB88C 9C671FCO 22QED319
7F852B3B 9C27AD33 D99403E6 56510F77 E964130B 284759A0
EB42F933 E6B2D170 99744089 402ED23B C8COCAD5 9BA485A9
04B5456E 4EFEFC22 9415778F 50957FDD B559C@53 FB97CE79

R R R R A T
Hash_DRBG

Requested Security Strength = 192

Requested Hash Algorithm = SHA-384

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4ADAE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CE6D6GE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BI9CI9DIE 9FAQA1A2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ESE6 E7ES8E9EA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8CICA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFE@QE1EZ2 E3E4ESEG
E7ESE9EA EBECEDEE EFFQOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A @BOCODOE QF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2(C2D2E

Nonce =
20212223 24252627 28292A2B



PersonalizationString =
404142 43444546 4748494A 4BACADAE
4F505152 53545556 5758595A 5B5CS5DSE S5F606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596
9798999A 9BOC9DI9E 9FAQA1AZ2 A3A4A5A0 A7ASA9AA ABACADAE

Additionallnputl =
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8BO9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

AdditionallInput2 =
AQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE BFC@AC1C2 (C3C4C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5E6 E7VESEQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A 0BOCODOE

B

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3k 3k 3k %k %k 3%k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3k %k %k %k %k %k %k >k %k %k %k % %k %k %k %k %k %k k

Hash_DRBG_Instantiate_algorithm

entropy_input 1is
000102 030405060 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4AC4DAE 4F505152 53545556
5758595A 5B5CS5D5E 5F606162 63646566 6768696A 6B6C6DGE

nonce 1is
20212223 24252627 28292A2B

personal_str 1is
404142 43444546 4748494A 4BACADAE
4F505152 53545556 5758595A 5B5CS5DSE 5F606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E



7F808182 83848586 8788898A 8B8(C8D8E 8F909192 93949596
9798999A 9BI9C9DIE 9FAQA1AZ A3A4AS5A6 A7A8A9AA ABACADAE

prediction_resistance_flag = "No PredictionResistance"

Hash_df - Generate seed(which is

seed_material 1is

12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

0001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
53545556
6B6C6D6E
83848586
9B9CI9D9E

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B404142
5758595A
6F707172
8788898A
9FAQA1A2

no_of_bits_to_return = 888

V) - Step 2

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DSE
A3A4A5A6

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

counter| Ino_of_bits_to_returnllinput_string is

010000
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

03780001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
53545556
6B6C6D6E
83848586
9B9C9D9E

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B404142
5758595A
6F707172
8788898A
9FAQA1A2

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DEE
A3A4A5A6

0AQBOCAD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

OEOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4D4E
63646566
7B7C7D7E
93949596
ABACADAE

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
AQ28F843 783D7721 E32ACSFD 92303188 4CFID3F@ SFAZ2BEQ9
EB6A82C7 82B6203C 293847B9 8EC4BICO (8674DEA EQIEB964



temp =

AQ28F843 783D7721 E32ACS5FD 92303188 4CFI9D3F0@
EB6A82C7 82B6203C 293847B9 8EC4BI9CO (C8674DEA

counter| Ino_of_bits_to_returnl|input_string is

020000
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

03780001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
53545556
6B6C6D6E
83848586
9B9CI9D9E

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B404142
5758595A
6F707172
8788898A
9FAQA1A2

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8D8E
A3A4A5A6

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

SFAZBEQ@9
EQ9EB964

OEOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
(C74754B6 A1E77CoC ODE@245E 3BC81E15 85F2F379 F4489643
5F61C23D B552DB8B 3190QF5F3 7B966F3D DOQACEBS5 373CA2BD

temp =

A028F843 783D7721 E32ACS5FD 92303188 4CFI9D3F0@
EB6A82C7 82B6203C 293847B9 8EC4B9CO (C8674DEA
C74754B6 A1E77C6C ODEQ245E 3BC81E15 85F2F379
5F61C23D B552DB8B 3190F5F3 7B966F3D DOOOCEBS

counter| Ino_of_bits_to_returnl|input_string is
030000 03780001 02030405 06070809 0AOBACOD
12131415 16171819 1A1B1C1D 1E1F2021 22232425
2A2B2C2D 2E2F3031 32333435 36373839 3A3B3C3D
42434445 46474849 4A4BACAD 4E4F5051 52535455
S5A5B5C5D 5ES5F6061 62636465 66676869 6A6B6C6D
23242526 2728292A 2B404142 43444546 4748494A

SFAZBEQ@9
EQ9EB964
F4489643
373CA2BD

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE



4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596
9798999A 9BI9C9DIE 9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE

Hash(counter| Ino_of_bits_to_returnl!linput_string) is
A8989587 CED14C8E 80790CD7 146F3328 3D84860A 708750EA
1FDCD1DA D814E76A CAGE310F 12AAQBBA 611A8E86 FCOEAE47

temp =

884CFID3
CoC8674D
1585F2F3
3DD0OACE

V is

884CFID3
CoC8674D
1585F2F3
3DDOOOCE

FOSFAZBE
EAE@9EB9
79F44896
B5373CAZ

FOSFAZBE
EAEQ9EB9
79F44896
B5373CAZ2

AQ28F8
09EB6A82
64C74754
435F61C2
BDA89895

AQ28F8
09EBGA82
64C74754
435F61C2
BDA89895

Hash_df - Generate C - Step 4

0x001 1V 1is

00AQ28F8

884CFID3 FOS5FAZBE Q9EB6A8Z
CoC8674D EAEQOEB9 64(74754
1585F2F3 79F44896 435F61C2
3DDOOOCE B5373CAZ2 BDA89895

no_of_bits_to_return = 888

43783D77
C782B620
BOA1E77C
3DB552DB
87CED14C

43783D77
C782B620
B6AL1E77C
3DB552DB
87CED14C

43783D77
C782B620
B6AL1E77C
3DB552DB
87CED14C

21E32AC5
3C293847
6CODEQ24
8B3190F5
8E80790C

21E32AC5
3C293847
6CODEQ24
8B3190F5
8E80790C

21E32AC5
3C293847
6CODEQ24
8B3190F5
8E80790C

counter| Ino_of_bits_to_returnl|input_string is

FD923031
BO8EC4B9
SE3BC81E
F37B966F
D7146F33

FD923031
B98EC4B9
S5E3BC81E
F37B966F
D7146F33

FD923031
B98EC4B9
S5E3BC81E
F37B966F
D7146F33



01 00000378 00AQ28F8 43783D77 21E32AC5 FD923031
884CFID3 FOS5FAZBE Q9EB6A82 (C782B620 3(C293847 B98EC4B9
CoC8674D EAEQ9EB9 64C74754 BoA1lE77C 6CODEQZ24 SE3BC81E
1585F2F3 79F44896 435F61C2 3DB552DB 8B3190F5 F37B966F
3DDOOOCE B5373CAZ2 BDA89895 87CED14C 8E80790C D7146F33

Hash(counter| Ino_of_bits_to_return||input_string) is
DEQ4243D 3BB30232 9A91124D 780ADCF3 672DDD2C E781963E
273BB249 FOEC13B1 6A903F40 DO1C2DFF 1464BFA6 AFD6987D

temp =
DE@4243D 3BB30232 9A91124D 780ADCF3 672DDD2C E781963E
273BB249 F6EC13B1 6A903F40 DO1C2DFF 1464BFA6 AFD6987D

counter| Ino_of_bits_to_returnl|input_string is
02 00000378 00AQ28F8 43783D77 21E32AC5 FD923031
884CF9D3 FOSFA2BE Q9EBGA82 (C782B620 3(C293847 BI8EC4B9
COC8674D EAEQ9EB9 64(C74754 BOA1E77C 6CODEQ24 SE3BC81E
1585F2F3 79F44896 435F61C2 3DB552DB 8B3190F5 F37B966F
3DDOOOCE B5373CA2 BDA89895 87CED14C 8E80790C D7146F33

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
7B72F966 9A700AF1 C7E3466A SE89AODC A45282E7 1A39E4AA
24585736 11785015 85B95258 (C40A2016 2D1F62CA 988BBEC7

temp =
DE@4243D 3BB30232 9A91124D 780ADCF3 672DDD2C E781963E
273BB249 F6EC13B1 6A903F40 DQ1C2DFF 1464BFA6 AFD6987D
7B72F966 9A700AF1 C7E3466A SE89AODC A45282E7 1A39E4AA
24585736 11785015 85B95258 C40A2016 2D1F62CA 988BBECY

counter| Ino_of_bits_to_returnl|input_string is



03 00000378 00AQ28F8 43783D77 21E32AC5 FD923031
884CFID3 FOS5FAZBE Q9EB6A82 (C782B620 3(C293847 B98EC4B9
CoC8674D EAEQI9EB9 64(74754 B6A1E77C 6CODEQ24 SE3BC81E
1585F2F3 79F44896 435F61C2 3DB552DB 8B3190F5 F37B966F
3DDOOOCE B5373CAZ2 BDA89895 87CED14C 8E80790C D7146F33

Hash(counter| Ino_of_bits_to_return||input_string) is
FD2CADSE 501A9FA7 18212A41 9FA2251F Q1E46C40 DDBF4D8&5
223B6E11 48351858 CC99BE1Q ©6D1A4301 A307DBAF DEQ79ADA

temp =
DE@424 3D3BB302 329A9112 4D780ADC
F3672DDD 2CE78196 3E273BB2 49F6EC13 B16A903F 40D01C2D
FF1464BF A6AFD698 7D7B72F9 669A700A F1C7E346 6ASE89A0
DCA45282 E71A39E4 AA245857 36117850 1585B952 58C40A20
162D1F62 CA988BBE C7FD2CAD 8ES50Q1A9F A718212A 419FA225

C is
DE@424 3D3BB302 329A9112 4D78@ADC
F3672DDD 2CE78196 3E273BB2 49F6EC13 B16A903F 40DQ1C2D
FF1464BF AGAFD698 7D7B72F9 669A700A F1(C7E346 GASE89A0Q
DCA45282 E71A39E4 AA245857 36117850 1585B952 58C40A20
162D1F62 CA988BBE C7FD2CAD 8ES50Q1A9F A718212A 419FA225

First call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k >k %k %k 3%k 3%k %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 768

additional_input
606162 63646566 6768696A 6B6COD6GE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9BI9C9DIE
9FAQALAZ A3A4AS5A6c A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE



Process additional_input
0x021 1Vl ladditional_in

7721E32A C5FD9230
203C2938 47B98EC4
7CoCODE@ 245E3BC8
DB8B3190 F5F37B96
4C8E8079 OCD7146F
6F707172 73747576
8788898A 8B8C8DEE
9FAQA1AZ2 A3A4A5A6
B7B8BO9BA BBBCBDBE

put is

31884CF9
B9C0C867
1E1585F2
6F3DD000
33606162
7778797A
8F909192
A7A8A9AA
BFCOC1C2

D3FO5FAZ
4DEAEQOE
F379F448
CEB5373C
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

w=Hash(@x@21 IVI ladditional_input) is
89F101CF 9C3005E9 178BAD96 C@O69CF25
860F6COF CB4FES568 467A6238 53376C6D

V is

884CFI9D3 FO5FAZBE
CoC8674D EAEQ9EB9
9F76F4C3 16244E7F
C3DF6CDE 80872208

Hashgen

requested_no_of_bits

data 1is

884CFI9D3 FO5FAZBE
CoC8674D EAEQ9EB9
9F76F4C3 16244E7F
C3DF6CDE 80872208

AQ28F8
09EBGA82
64C74754
S5AEBOF58
0422FACD

= 768

AQ28F8
09EB6A82
64C74754
S5AEBOF58
0422FACD

43783D77
C782B620
B6AL1E77C
FE1F2200
DBO63DBA

43783D77
C782B620
B6AL1E77C
FE1F2200
DBO63DBA

02A028
BE@9EBGA
B964C747
96435F61
A2BDA898
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

6FBB31FE
E4820FAE

21E32AC5
3C293847
6CODEQ24
FAECCZ2F4
730288BA

21E32AC5
3C293847
6CODEQ24
FAECCZ2F4
730288BA

F843783D
82C782B6
54B6A1E7
C23DB552
9587CED1
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

A611220F
06692A95

FD923031
B98EC4B9
S5E3BC81E
998CB87E
DD7D99C8

FD923031
B98EC4B9
S5E3BC81E
998CB87E
DD7D99C8



w_1i 1is

5COEDEEE
E557091D

5COEDEEE
E557091D

4EB806OFE
3FA172D8

4E806OFE
3FA172D8

D022020C
EGEDFFB1

D022020C
EGEDFFB1

83882E71
B4315D94

83882E71
B4315D94

61F16100
2448C8C5

61F16100
2448(C8C5

9CCBC827
42314E5C

9CCBC827
42314E5C

data 1is

884CFID3
CoC8674D
9F76F4(C3
C3DF6CDE

_1 1is

F64BFOEE
90794E29

S5COEDEEE
E557091D
F64BFIEE
90794E29

5COEDEEE
E557091D
F64BFOEE
90794E29

Update V

FOS5FAZBE
EAEQ9EB9
16244E7F
80872208

10033D70
BCDGESEC

4EB806OFE
3FA172D8
10033D70
BCDGESEC

returned_bits is

4E8060FE
3FA172D8
10033D70
BCDGESEC

AQ28F8
09EBGA82
64C74754
S5AEBOF58
0422FACD

6BE38685
A890EZ217

D022020C
EGEDFFB1
6BE38685
A890QEZ217

D022020C
EGEDFFB1
6BE38685
A890E217

43783D77
C782B620
B6AL1E77C
FE1F2200
DBO63DBA

D3CAG39A
C7CA56A0

83882E71
B4315D94
D3CAG39A
C7CA56A0

83882E71
B4315D94
D3CAG39A
C7CA56A0

21E32AC5
3C293847
6CODEQ24
FAECCZ2F4
730288BA

14D54D3F
58113C6C

61F16100
2448C8C5
14D54D3F
58113C6C

61F16100
2448C8C5
14D54D3F
58113C6C

FD923031
B98EC4B9
S5E3BC81E
998CB87E
DD7D99(C9

2877472E
6483E455

9CCBC827
42314E5C
2877472E
6483E455

9CCBC827
42314E5C
2877472E
6483E455



0x0311V 1is
03A028F8 43783D77 21E32AC5 FD923031
884CFID3 FOS5FAZBE Q9EB6A8Z2 (C782B620 3C293847 B98EC4B9
CoC8674D EAEQOEB9 64(74754 B6A1E77C 6CODEQ24 SE3BC81E
9F76F4C3 16244E7F S5AEBOF58 FE1F2200 FAECC2F4 998CB87E
C3DFoCDE 8087220B 0422FACD DBO63DBA 730288BA DD7D99C8

H is
3A9852A9 482B8FQ8 DOAA4AS9 8938647C 53958EDE D90D362B
29AABCC3 OCFE18A1 82DB77D5 35BC98E7 CE6132F1 6A11FBEZ2

Updated values

V is
7E2D1C 80B3F079 547DBBD8 4BQA3BOE
7BB427B1 1D472454 4812A635 1179A233 ED93(886 FASEEQE7
BFDCCCOD 91907551 E242BA4E 1D3C5787 5DD5C36A C89A51BF
B6B399EF 456A176C D5B9B209 BD68FECD 64080B25 CBS5DF8CA
03B74904 581DCoo6B 4EFBOF50 9F12F141 E87BDCD6 892F37D0O

reseed_counter is
0000 00000002

rnd_val 1is
SCOEDEEE 4E80Q6OFE D022020C 83882E71 61F16100 9CCBC827
E557091D 3FA172D8 EGEDFFB1 B4315D94 2448C8C5 42314E5C
FO4BFOEE 10033D70 6BE38685 D3CA639A 14D54D3F 2877472E
90794E29 BCDGESEC A89QE217 (C7CA56A0 58113CoC 6483E455

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk 5k 5k 5k 3k 3k 3k 3k 3k 3k sk 3k sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk 3k 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk %k sk koskkk ok
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 768

additional_input



AFBOB1B2 B3B4B5B6
C7C8C9CA (CBCCCDCE
DFEQE1EZ2 E3E4ESE6
F7F8FOFA FBFCFDFE

Process additional_input

AQA1A2
B7B8B9BA
CFD@D1D2
E7EBEQEA
FF000102

0x@21 1Vl ladditional_input is

79547DBB D84B0A3B
33ED93C8 86FASEEQ
875DD5C3 6AC89A51
CD64080B 25CB5DF8
41E87BDC D6892F37
AFBOB1B2 B3B4B5B6
C7C8C9CA (CBCCCDCE
DFEQE1EZ E3E4ESE6
F7F8FOFA FBFCFDFE

OE7BB427
E7BFDCCC
BFB6B399
CAQ3B749
DOAGA1AZ
B7B8B9BA
CFDOD1D2
E7E8EQEA
FF000102

A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040506

B11D4724
0D919075
EF456A17
04581DC6
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

w=Hash(@x@2| IVI ladditional_input) is
F8B39FAA COA147A4 FB8A4344 6EAS54F62
6BAF2965 1A4278CD @51C2AA4 SEDQEQ30

V is

7BB427B1 1D472454
BFDCCCOD 91907551
AF67399A 060B5F11
6F667269 72603F38

Hashgen

requested_no_of_bits

7E2D1C
4812A635
E242BA4E
D143F54E
5417C9F4

= 768

80B3F079
1179A233
1D3C5787
2COE4EZF
FDE3D171

A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

027E2D
544812A6
51E242BA
6CD5B9B2
6B4EFBIF
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

1417A1E4
01481C22

547DBBD8
ED93C886
5DD5C36A
781FADQ9
E9C3F8F9

ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

1C80B3F0@
351179A2
4E1D3C57
09BD68FE
509F12F1
ABACADAE
C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE

06A73BF5
8EC4D71F

4B0OA3BOE
FASEEQE7
C89A51C0
D20534BF
17F4QEEF



data 1is

7BB427B1 1D472454
BFDCCCOD 91907551
AF67399A 060B5F11
6F667269 72603F38

w_1i 1is
C8QCAED7 81EF9BZ2A
EEA943ED 49209F36

W is
C8QCAED?7 81EF9B2A
EEA943ED 49209F36

data 1is

7BB427B1 1D472454
BFDCCCOD 91907551
AF67399A 060B5F11
6F667269 72603F38

w_1i 1is
267F5736 6C89A1B0
684BFB21 18F82241

Wis
C8QCAED7 81EF9B2A
EEA943ED 49209F36
267F5736 6C89A1B0
684BFB21 18F82241

returned_bits 1is
C80QCAED7 81EF9BZA
EEA943ED 49209F36

7E2D1C
4812A635
E242BA4E
D143F54E
5417C9F4

31E2138F
EQAE25F4

31E2138F
EQAE25F4

7E2D1C
4812A635
E242BA4E
D143F54E
5417C9F4

CFE86D02
3D87693C

31E2138F
EQAE25F4
CFE86D02
3D87693C

31E2138F
EQAE25F4

80B3F079
1179A233
1D3C5787
2COE4EZF
FDE3D171

(4461243
ED5FBA96

(4461243
ED5FBA96

80B3F079
1179A233
1D3C5787
2COE4E2F
FDE3D171

5CA1EZ21D
B99ACOBS5

(4461243
ED5FBA96
5CA1E21D
B99ACOBS5

C4461243
EDS5FBA96

547DBBD8
ED93C886
5DD5C36A
781FADQ9
E9C3F8F9

6D992B6B
BEQ357F1

6D992B6B
BE@357F1

547DBBD8
ED93C886
5DD5C36A
781FADQ9
E9C3F8F9

14FoB4C0o
9D5E0494

6D992B6B
BE@357F1
14F0B4C0O
9D5E0494

6D992B6B
BE@357F1

4BOA3BOE
FASEEQE7
C89A51C0O
D20534BF
17F40QEEF

EDFBBC82
64964D32

EDFBBC82
64964D32

4B0OA3BOE
FASEEQE7
C89A51C0
D20534BF
17F4QEFQ

998DADF4
BF74293B

EDFBBC82
64964D32
998DADF4
BF74293B

EDFBBC82
64964D32



267F5736 6C89A1B0O CFE86D0OZ2 5CA1E21D 14FOB4CO® 998DADF4
684BFB21 18F82241 3D87693C B99ACOB5 9D5EQ494 BF74293B

Update V

0x0311V 1is
037E2D1C 80B3FQ79 547DBBD8 4B@A3BOE
7BB427B1 1D472454 4812A635 1179A233 ED93(C886 FASEEQE?
BFDCCCOD 91907551 E242BA4E 1D3C5787 5DD5C36A C89A51C0O
AF67399A 060B5F11 D143F54E 2CQOE4E2F 781FADQ9 D20534BF
6F667269 72603F38 5417C9F4 FDE3D171 E9C3F8F9 17F4QEEF

H is
A9EE2234 CE80829B CQ41F6Co 6767C04@ A755BC7E 1448E311
BE81C684 5FD345ED FD46BBFB 374CBCCC EZ2CB1C30 AQ3DOE44

Updated values

V is
5C3140 BDEFA37B 87184CEA 988245EB
6F1B558E 4A2EASEA 8639E1E7 5B70Q8E47 9EFES58C6 3B2EFD15
BEF130CD 38404BEA S5FBEZ2D47 83D6C792 4F9DA6B1 32F8DB62
35F9AE51 BBA61B92 3BAA446B (C9878CCO 34FB22DA 3F1221F1
44155850 9CCC1QE5 195BB29D C38QA8DE 73A73653 FODOBF5A

reseed_counter 1is
0000 00000003

rnd_val 1is
C80QCAED?7 81EF9B2A 31E2138F (4461243 6D992B6B EDFBB(C82
EEA943ED 49209F36 EQAE25F4 EDS5FBA96 BE@357F1 64964D32
267F5736 6C89A1BO® CFE86D@2 S5CA1E21D 14FOB4CO 998DADF4
0684BFB21 18F82241 3D87693C B99ACOBS5 9D5EQ494 BF74293B

HHH B R A

Hash_DRBG



Requested Security Strength = 192
Requested Hash Algorithm = SHA-384

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1CI1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4AC4D4AE 4F505152 53545556
5758595A 5B5C5DSE 5F606162 63646566 6768696A 6B6C6DGE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9B9CI9DIE 9FAQALA2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ESEG E7VESEQEA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFEQE1EZ2 E3E4ESE6
E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B

PersonalizationString = <empty>

Additionallnput = <empty>
HRHH R R R
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk ok ok 5k 5k 3k %k sk 3k sk sk sk k ok 5k k
Hash_DRBG_Instantiate_algorithm

entropy_input 1is

000102 03040506 0708090A OBOCODOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526



2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4DAE 4F505152 53545556
5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6COD6GE

nonce 1is
20212223 24252627 28292A2B

personal_str is <empty>

prediction_resistance_flag = "PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
000102
03040500 0708090A OBOCODOE OF101112 13141516 1718191A
1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E 2F303132
33343536 3738393A 3B3C3D3E 3F404142 43444546 4748494A
4B4C4D4E 4F505152 53545556 5758595A 5B5C5D5E 5F606162
63646566 6768696A 6B6CODOE 20212223 24252627 28292A2B

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string 1is
01000003 78000102
03040506 0708090A 0BOCODOE OF101112 13141516 1718191A
1B1C1D1E 1F2@2122 23242526 2728292A 2B2(C2D2E 2F303132
33343536 3738393A 3B3C3D3E 3F404142 43444546 4748494A
4B4C4D4AE 4F505152 53545556 5758595A 5B5CS5DS5E 5F606162
63646566 6768696A 6B6C6D6E 20212223 24252627 28292A2B

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
703AECB8 3762E885 5BF1672A 52FAEF5C 7B5C83E8 93D00130
FEC63C9A C5F53F23 230D5CCE 760DQ9FF FODAC417 (8892FC4



temp =
703AECB8 3762E885 5BF1672A 52FAEF5C 7B5C83E8
FEC63C9A (C5F53F23 230D5CCE 766DQ9FF F@ODAC417

counter| Ino_of_bits_to_returnl|input_string is
02000003
03040506 0708090A OBOCODOE QF101112 13141516
1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E
33343536 3738393A 3B3(C3D3E 3F404142 43444546
4B4C4D4E 4F505152 53545556 5758595A SB5CSDSE
63646566 6768696A 6B6COD6E 20212223 24252627

93D00130
C8892FC4

78000102
1718191A
2F303132
4748494A
5F606162
28292A2B

Hash(counter| Ino_of_bits_to_returnl!|linput_string) is

31487080 FDEOB521 DEBCFC5A AB9D39DA D9466(C24
E4E318D4 DC777C22 AQEEE9BS 79B281AE 6AEB18B0O

temp =
703AECB8 3762E885 S5BF1672A S52FAEFS5C 7BS5C83ES8
FEC63C9A (C5F53F23 230D5CCE 766D@9FF FODAC417
31487080 FDE@OB521 DEBCFCS5A AB9D39DA D9466(C24
E4E318D4 DC777C22 AQEEE9BS 79B281AE ©AEB18B0O

counter| Ino_of_bits_to_returnl|input_string is
03000003
03040506 0708090A OBOCODOE QF101112 13141516
1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E
33343536 3738393A 3B3(C3D3E 3F404142 43444546
4B4C4D4E 4F505152 53545556 5758595A 5B5CS5DSE
63646566 6768696A 6B6COD6E 20212223 24252627

D4498964
28D5C99A

93D00130
C8892FC4
D4498964
28D5C99A

78000102
1718191A
2F303132
4748494A
5F606162
28292A2B

Hash(counter| Ino_of_bits_to_return||input_string) is

9B71197A 30150000 F1E5B6AD 1EB81ABZ2 7B8E19BE
61F1D3CA 9B3A@DF4 FD597962 C2070B7E BO64B31F

185E4F70
4F3E10BD



temp =

V is

5C7B5C83
FFFODAC4
DAD9466C
AEGAEB18

5C7B5C83
FFFODAC4
DAD9466C
AEGAEB18

E893D001
17C8892F
24D44989
B028D5C9

E893D001
17C8892F
24D44989
B028D5C9

703AEC
30FEC63C
C4314870
64E4E318
9A9B7119

703AEC
30FEC63C
C4314870
64E4E318
9A9B7119

Hash_df - Generate C - Step 4

0x001 1V 1is

00703AEC

5C7B5C83 E893D001 30FEC63C
FFFODAC4 17C8892F (4314870
DAD9466C 24D44989 ©64E4E318
AEGAEB18 B028D5C9 9A9B7119

no_of_bits_to_return = 888

B83762E8
9AC5F53F
8OFDEO@BS
D4DC777C
7A301500

B83762E8
9AC5F53F
80OFDE®BS5
D4DC777C
7A301500

B83762E8
9AC5F53F
80OFDE®BS5
D4DC777C
7A301500

855BF167
23230D5C
21DEBCFC
22AQEEE9
OOF1E5B6

855BF167
23230D5C
21DEBCFC
22AQEEEQ
OOF1E5Bo6

855BF167
23230D5C
21DEBCFC
22AQEEE9
OOF1E5Bo6

counter| Ino_of_bits_to_returnl|input_string is
01 00000378 00703AEC B83762E8 855BF167
5C7B5C83 E893D001 30QFEC63C 9ACSF53F 2323@D5C
FFFODAC4 17C8892F (4314870 8QFDE@B5 21DEBCFC
DAD9466C 24D44989 64E4E318 D4ADC777C 22AQEEEQ
AEGAEB18 B@28D5C9 9A9B7119 7A301500 QOF1ESB6

2AS52FAEF
CE766D09
5AAB9D39
B579B281
AD1EB&1A

2AS2FAEF
CE766D09
5AAB9D39
B579B281
AD1EB81A

2AS2FAEF
CE766D09
5AAB9D39
B579B281
AD1EB81A

2A52FAEF
CE766D09
5AAB9D39
B579B281
AD1EB81A

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
805F3E8A 9A4QAAEE 58572987 29B9CF51 87C6DDBB 443AQ5D3



DFF4C7F2 ©053B3CBE 34E9B197 63329E7C CE88068B 1DD2C0@9

temp =
805F3E8A 9A4QAAEE 58572987 29B9CF51 87C6DDBB 443A05D3
DFF4C7F2 @53B3CBE 34E9B197 63329E7C CE88068B 1DD2C0Q9

counter| Ino_of_bits_to_returnl|input_string is
02 00000378 00703AEC B83762E8 855BF167 2AS52FAEF
5C7B5C83 E893D001 3@FEC63C 9ACSF53F 23230D5C CE766D09
FFFODAC4 17C8892F (4314870 8QFDE@BS 21DEBCFC 5AAB9D39
DAD9466C 24D44989 64E4E318 D4ADC777C 22AQEEEQ B579B281
AEGAEB18 B028D5C9 9A9B7119 7A301500 0QOF1E5B6 AD1EB&1A

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
424E5BOA BDF33FBB 5C02CA64 3A5753A2 4ED17561 9251B4EQ
89DACFDA (C1CD8989 CFQOF87B9 197E7BEF D8550312 538A89B9

temp =
8O5F3E8A 9A4QAAEE 58572987 29B9CF51 87C6DDBB 443A05D3
DFF4C7F2 @53B3CBE 34E9B197 63329E7C CE88068B 1DD2C0Q9
424E5BOA BDF33FBB 5C02CA64 3A5753A2 4ED17561 9251B4EQ
89DACFDA (C1(CD8989 (CFOF87B9 197E7BEF D8550312 538A89B9

counter| Ino_of_bits_to_returnl|input_string is
03 00000378 00703AEC B83762E8 855BF167 2AS52FAEF
5C7B5C83 E893D001 3@FEC63C 9ACSF53F 23230D5C CE766D09
FFFODAC4 17C8892F (4314870 8OFDE@BS 21DEBCFC 5AAB9D39
DAD9466C 24D44989 64E4E318 DADC777C 22AQEEE9Q B579B281
AEGAEB18 B028D5C9 9A9B7119 7A301500 QOF1E5B6 AD1EB81A

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
S55FOBF84 2C6BF212 18612101 CBOE1AQ6 QE2E9C66 SE87E1BA



9632F01B 4CF80D08 (9645BD1 830112EA 6EBFED69 A48CA9C9

temp =
80SF3E 8A9A4QAA EES585729 8729BICF
5187CoDD BB443A05 D3DFF4C7 F2053B3C BE34E9B1 9763329E
7CCE8806 8B1DD2C@ ©9424E5B QABDF33F BB5CQ2CA 643A5753
A24ED175 619251B4 E@Q89DACF DAC1CD89 89CFOF87 B9197E7B
EFD85503 12538A89 B955FOBF 842C6BF2 12186121 @1CBOE1A

C is
805F3E 8A9A40AA EE585729 8729BICF
5187CoDD BB443A05 D3DFF4C7 F2053B3C BE34E9B1 9763329E
7CCE8806 8B1DD2CO ©9424ES5B QABDF33F BB5CQ2CA 643A5753
A24ED175 619251B4 EQ89DACF DAC1CD89 89CFOF87 B9197E7B
EFD85503 12538A89 B955FOBF 842C6BF2 12186121 @1CBOE1A

First call to Generate

3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k >k kk
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 768

additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE

additional_input <empty>



Hash_df - Generate seed(which is

seed_material 1is

E8855BF1
3F23230D
B521DEBC
7C22AQEE
000OOF1ES
8F909192
A7A8A9AA
BFCOC1C2
D7D8D9DA

672A52FA
5CCE766D
FC5AAB9D
E9B579B2
B6AD1EBS
93949596
ABACADAE
(C3C4C5C6
DBDCDDDE

EF5C7B5C
O9FFF@DA
39DAD946
81AEGAEB
1A808182
9798999A
AFBOB1B2
C7C8C9CA
DFEQE1EZ

no_of_bits_to_return = 888

V) - Step 2

83E893D0
C417C889
6C24D449
18B028D5
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

01703A
0130FECo
2FC43148
8964E4E3
C99A9B71
8788898A
9FAQA1A2
B7B8B9BA
CFDOD1D2
E7E8E9EA

counter| Ino_of_bits_to_returnllinput_string is

E8855BF1
3F23230D
B521DEBC
7C22AQEE
000OF1ES
8F909192
A7A8A9AA
BFCOC1C2
D7D8DIDA

672A52FA
5CCE766D
FC5AABID
E9B579B2
BoAD1EBS8
93949596
ABACADAE
(C3C4C5C6
DBDCDDDE

EF5C7B5C
@9FFF@DA
39DAD946
81AEGAEB
1A808182
9798999A
AFBOB1B2
C7C8C9CA
DFEQE1EZ

01000003
83E893D0
C417C889
6C24D449
18B028D5
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

7801703A
0130FEC6
2FC43148
8964E4E3
C99A9B71
8788898A
9FAQA1A2
B7B8B9BA
CFD@D1D2
E7ESE9EA

ECB83762
3C9AC5F5
7080FDEQ
18D4DC77
197A3015
8B8C8DEE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

ECB83762
3C9AC5F5
7080FDEQ
18D4DC77
197A3015
8B8C8DEE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

Hash(counter| Ino_of_bits_to_returnllinput_string) is
7ESDAD76 6ACF7AAF B519AACA 2@0DDE991 7(C71518B 26AA4D22
59D74355 01D36678 FACGED@3 ©02D6CB58 19B41DE1 BE37D52F

temp =

7E5DAD76 ©ACF7AAF B519AACA 20DDE991 7(C71518B 26AA4D22
59D74355 01D36678 FACG6EDO3 02D6CB58 19B41DE1 BE37DS52F



counter| Ino_of_bits_to_returnl|input_string is

E8855BF1
3F23230D
B521DEBC
7C22AQEE
000OF1ES
8F909192
A7A8A9AA
BFCOC1C2
D7D8D9DA

672A52FA
5CCE766D
FC5AAB9D
E9B579B2
B6AD1EBS
93949596
ABACADAE
(C3C4C5C6
DBDCDDDE

EF5C7B5C
O9FFF@DA
39DAD946
81AEGAEB
1A808182
9798999A
AFBOB1B2
C7C8C9CA
DFEQE1EZ

02000003
83E893D0
C417C889
6C24D449
18B028D5
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

7801703A
0130FECo
2FC43148
8964E4E3
C99A9B71
8788898A
9FAQA1AZ
B7B8B9BA
CFDOD1D2
E7E8E9EA

ECB83762
3C9AC5F5
7080FDEQ
18D4DC77
197A3015
8B8C8DEE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
4CFo63DE 1206F3E7 155A77DE (CCD25928 52C5ABC@ SE9GSEEF
D9AO37B8 QF543BDE 841A2995 17DD59E4 D2B94266 688FCAE8

temp =

7E5DAD76 ©6ACF7AAF B519AACA 20DDE991 7(C71518B
59D74355 01D36678 FACOEDO3 02D6CB58 19B41DE1
4CF663DE 1206F3E7 155A77DE CCD25928 52C5ABCO
D9A037B8 OF543BDE 841A2995 17DD59E4 DZ2B94266

counter| Ino_of_bits_to_returnl|input_string is

E8855BF1
3F23230D
B521DEBC
7C22AQEE
000OOF1ES
8F909192
A7A8A9AA
BFCOC1C2
D7D8DIDA

672A52FA
5CCE766D
FC5AABID
E9B579B2
B6AD1EBS
93949596
ABACADAE
C3C4C5Co
DBDCDDDE

EF5C7B5C
@9FFFODA
39DAD946
81AEGAEB
1A808182
9798999A
AFBOB1B2
C7C8CI9CA
DFEQE1EZ

03000003
83E893D0
C417C889
6C24D449
18B028D5
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

7801703A
0130FEC6
2FC43148
8964E4E3
C99A9B71
8788898A
9FAQA1A2
B7B8BI9BA
CFDOD1D2
E7ESEQEA

26AA4D22
BE37D52F
SE965EEF
688FCAE8

ECB83762
3C9AC5F5
7080FDEQ
18D4DC77
197A3015
8B8C8DBE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE



Hash(counter| Ino_of_bits_to_returnl|linput_string) is
OFE80879 F630ACOC 8AD29B88 CEQ4BAQ6 1205867D E4370C70
8EA1D26A AA5404A5 BDEC5A21 D4C67A06 QE1EECO9B 3DAE4DSA

temp =

917C7151
5819B41D
2852C5AB
E4D2B942

V is

917C7151
5819B41D
2852C5AB
E4D2B942

8B26AA4D
E1BE37D5
CO5E965E
66688FCA

8B26AA4D
E1BE37D5
CO5E965E
66688FCA

7E5DAD
2259D743
2F4CF663
EFD9AQ37
ES8OFE808

7E5DAD
2259D743
2F4CF663
EFD9AQ37
ESOFE808

Hash_df - Generate C - Step 4

0x001 1V 1is

©@@7ESDAD

917C7151 8B26AA4D 2259D743
5819B41D E1BE37D5 2F4CF663
2852C5AB CO5E965E EFD9AQ37
E4D2B942 66688FCA E8QFE808

no_of_bits_to_return = 888

766ACF7A
5501D366
DE1206F3
B8OF543B
79F630AC

766ACF7A
5501D366
DE1206F3
B8OF543B
79F630AC

766ACF7A
5501D366
DE1206F3
B8OF543B
79F630AC

AFB519AA
78FAC6ED
E7155A77
DE841A29
OC8AD29B

AFB519AA
78FACGED
E7155A77
DE841A29
OC8AD29B

AFB519AA
78FACGED
E7155A77
DE841A29
0C8AD29B

counter| Ino_of_bits_to_returnl|input_string is
01 00000378 QO7ESDAD 766ACF7A AFB519AA
917C7151 8B26AA4D 2259D743 5501D366 78FACGED
5819B41D E1BE37D5 2F4CF663 DE1206F3 E7155A77
2852C5AB C@OS5E965E EFD9AQ37 B8OF543B DE841A29
E4D2B942 66688FCA E8QFE808 79F630AC @C8AD29B

CAZ20DDE9
0302D6CB
DECCD259
9517DD59
88CEQ4BA

CA20DDE9
0302D6CB
DECCD259
9517DD59
88CEQ4BA

CA20DDE9
0302D6(CB
DECCD259
9517DD59
88CEQ4BA

CAZ20DDE9
0302D6CB
DECCD259
9517DD59
88CEQ4BA



Hash(counter| Ino_of_bits_to_returnl||input_string) is
QFAEFA23 5A4B132C QE1FE14C DFBF3B74 CB7AA766 SADES88A
A944BD29 OA544B1A 51D131B6 FE18970F ED180QA8SA GF2QFEB1

temp =
OFAEFA23 5A4B132C QE1FE14C DFBF3B74 (CB7AA766 SADES88A
A944BD29 0OA544B1A 51D131B6 FE18970F ED180QA8A 6F20FEB1

counter| Ino_of_bits_to_returnl|input_string is
02 00000378 QO7ESDAD 766ACF7A AFB519AA CA2@DDE9
917C7151 8B26AA4D 2259D743 5501D366 78FACGED 0302D6CB
5819B41D E1BE37D5 2F4CF663 DE1206F3 E7155A77 DECCD259
2852C5AB C@O5E965E EFD9AQ37 B8QOF543B DE841A29 9517DD59
E4D2B942 66688FCA ES8QFE808 79F630AC QC8AD29B 88CEQ4BA

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
DC4E2903 A842F51D 513F106E D4C52B41 5C888415 720628B2
BE@42776 1EC657E4 AS5732C05 FA7EBEF6 9942E47D E7387959

temp =
OFAEFA23 5A4B132C QE1FE14C DFBF3B74 CB7AA766 SADES88A
A944BD29 0OA544B1A 51D131B6 FE18970F ED180A8A 6F20QFEB1
DC4E2903 A842F51D 513F106E D4C52B41 5C888415 720628B2
BEQ42776 1EC657E4 A5732C0O5 F47EBEF6 9942E47D E7387959

counter| Ino_of_bits_to_returnl|input_string is
03 00000378 QO7ESDAD 766ACF7A AFB519AA CA2@DDE9
917C7151 8B26AA4D 2259D743 5501D366 78FACGED 0302D6CB
5819B41D E1BE37D5 2F4CF663 DE1206F3 E7155A77 DECCD259
2852C5AB C@O5E965E EFD9A@37 B8QOF543B DE841A29 9517DD59
E4D2B942 66688FCA E8QFE808 79F630AC QC8AD29B 88CEQ4BA



Hash(counter| Ino_of_bits_to_return||input_string) is
DBA8857F BOCCCB33 (CDC1F142 FBOEQ826 309E9715 1671A68D
A86CADA4 55F42B5F D57762B9 43CCDEF3 856BOF59 (CE548570

temp =
OFAEFA 235A4B13 2COE1FE1 4CDFBF3B
74CB7AA7 665ADES8 8AA944BD 290A544B 1A51D131 B6FE1897
OFED180A 8AG6F20FE B1DC4EZ29 ©03A842F5 1D513F10 6ED4C52B
415C8884 15720628 B2BEQ427 761EC657 E4A5732C O5F47EBE
F69942E4 7DE73879 59DBA885 7FBOCCCB 33CDC1F1 42FBOEOS

Cis
QFAEFA 235A4B13 2COE1FE1 4CDFBF3B
74CB7AA7 665ADES8 8AA944BD 290A544B 1A51D131 BG6FE1897
OFED180A 8AGF20FE B1DC4EZ29 03A842F5 1D513F10 6ED4C52B
415C8884 15720628 B2BEQG427 761EC657 E4A5732C O5F47EBE
F69942E4 7DE73879 59DBA885 7FBOCCCB 33CDC1F1 42FBOEQS8

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k %k 3k %k 3%k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k 3k >k 3k >k %k %k 3%k %k 5% >k >*k % *k % %k >k %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 768

additional_input <empty>

Hashgen

requested_no_of_bits = 768

data is
7ESDAD 766ACF7A AFB519AA CAZ20DDE9
917C7151 8B26AA4D 2259D743 5501D366 78FACGED ©0302D6(CB
5819B41D E1BE37D5 2F4CF663 DE1206F3 E7155A77 DECCD259
2852C5AB COSE965E EFD9AQ37 B8OF543B DE841A29 9517DD59
E4D2B942 66688FCA ESQFE808 79F630AC QC8AD29B 88CEQ4BA



w_1i 1is
97993B78 F7C31COE
A2229B05 A578C426

W is
97993B78 F7C31COE
A2229B05 A578(C426

data 1is

917C7151 8B26AA4D
5819B41D E1BE37D5
2852C5AB CO5E965E
E4D2B942 ©66688FCA

w_1i 1is
4ADF1193 6BF14F4E
3B135A39 5373899E

Wis
97993B78 F7(C31COE
A2229B05 A578C426
4ADF1193 6BF14F4E
3B135A39 5373899E

returned_bits is
97993B78 F7(C31COE
A2229B05 A578C426
4ADF1193 ©BF14F4E
3B135A39 5373899E

Update V

876DC92E
334FCC8A

876DC92E
334FCC8A

7E5DAD
2259D743
2F4CF663
EFD9AQ37
ESOFE808

10909DBA
5F1A5955

876DC92E
334FCC8A
10909DBA
5F1A5955

876DC92E
334FCC8A
10909DBA
5F1A5955

B7DoC408
1C7E676E

B7D6C408
1C7E676E

766ACF7A
5501D366
DE1206F3
B8OF543B
79F630AC

9C24F4FD
B8BOCA9B

B7DoC408
1C7E676E
9C24F4FD
B88OCA9B

B7D6C408
1C7E676E
9C24F4FD
B880OCA9B

EQ9D608A
DZ2D89A5B

EQ9D608A
DZ2D89A5B

AFB519AA
78FACGED
E7155A77
DE841A29
0C8AD29B

FFDE7235
9E9DD4(C9

EQ9D608A
DZD89A5B
FFDE7235
9E9DD4(C9

EQ9D608A
DZ2D89A5B
FFDE7235
9E9DD4(C9

D6B99DOE
4CDF5B3F

D6B99DOE
4CDF5B3F

CA20DDE9
0302D6CB
DECCD259
9517DD59
88CE04BB

1DA8E2CC
CA7FA4D4

D6B99DOE
4CDF5B3F
1DA8E2CC
CA7FA4D4

D6B99DOE
4CDF5B3F
1DA8E2CC
CA7FA4D4



0x0311V 1is
037E5DAD 766ACF7A AFB519AA CA20DDE9
917C7151 8B26AA4D 2259D743 5501D366 78FACG6ED 0302D6CB
5819B41D E1BE37D5 2F4CF663 DE1206F3 E7155A77 DECCD259
2852C5AB CO5E965E EFD9AQ37 B8OF543B DE841A29 9517DD59
E4D2B942 66688FCA E8QFE808 79F630AC OC8ADZ29B 88CEQ4BA

H is
2470C998 B8CD70Q1E 9BE7C781 35CD4AE1 16A1A45F B5201E46
44F1EDAS5 21397674 22F94411 88315066 971E8650 94367968

Updated values

V is
8EQCA7 99(C51A8D DBC3398C 17009D25
0647EBF8 F18188A5 AD@31C00 7EQC27B1 934C981E BAQOEFG2
6806CC28 6C2D58D3 E129448C E1BA49E9 04669988 4DA19784
8E2017C8 8E9EQCAG 3E7FO6BEQ 63FB6574 DI9CB31B5 502C7ASF
205DE9CC 05893EB8 64E4D49F 81D84DDD D7771ADD S5FFF8C2B

reseed_counter is
0000 00000002

rnd_val 1is
97993B78 F7C31COE 876DC92E B7D6C408 EQ9D6OSA D6B99DOE
A2229B05 A578C426 334FCC8A 1C7E670E D2D89AS5B 4CDF5B3F
4ADF1193 ©6BF14F4E 10909DBA 9C24F4FD FFDE7235 1DA8E2CC
3B135A39 5373899E 5F1A5955 B88QCA9B 9E9DD4CO CA7FA4D4

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk sk 3k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk ko kok ok ok ok
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 768

additional_input <empty>



Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
coc1cz
CFD@OD1D2 D3D4D5D6 D7D8D9DA
E7ES8E9EA EBECEDEE EFFQF1F2
FF000102 03040506 0708090A
1718191A 1B1C1D1E 1F202122

(3C4C5C6 C7C8COCA
DBDCDDDE DFE@E1EZ
F3F4F5F6 F7F8FIFA
OBOCODOE 0F101112
23242526 2728292A

CBCCCDCE
E3E4ESEG
FBFCFDFE
13141516
2B2C2D2E

additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2
seed_material is

018EQC A799C51A

8DDBC339
B1934(C98
E9046699
74D9CB31
DDD7771A
CFDOD1D2
E7E8EQEA
FF000102
1718191A

8C17009D
1EBAQQOEF
884DA197
B5502C7A
DD5FFF8C
D3D4D5D6
EBECEDEE
03040500
1B1C1D1E

25064 7EB
626806CC
848E2017
5F205DE9
2BCOC1C2
D7D8DIDA
EFFOF1F2
0708090A
1F202122

F8F18188
286(2D58
C88E9EQC
CCO5893E
C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

A5AD0@31C
D3E12944
AG3E7F6B
B864E4D4
C7C8C9CA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

007EQC27
8CE1BA49
EQ63FB65
9F81D84D
CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is
01000003 78018EQC
8DDBC339 8C17009D 250647EB F8F18188 AS5AD@31C
B1934C98 1EBAQOEF 626806CC 286C2D58 D3E12944
E9046699 884DA197 848E2017 (C88EQEQC AG3E7F6B
74D9CB31 B5502C7A 5F205DE9 CCO5893E B864E4D4
DDD7771A DD5FFF8C 2BC@OC1CZ2 C3C4C5C6 C7C8CICA

A799(C51A
007EQC27
8CE1BA49
EQ63FB65
9F81D84D
CBCCCDCE



CFDOD1D2 D3D4D5D6 D7D8DIDA DBDCDDDE DFEQE1EZ E3E4ESE6
E7E8EQEA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE OF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2DZE

Hash(counter| Ino_of_bits_to_returnllinput_string) is
3B501497 7E9BEF76 896882A3 74700DOF @Q@O5EC2B8 1A3DDC55
4QACD3E9 F977A973 EEAVCFFB 39723992 3A1AA7B0O 46237084

temp =

3B501497 7E9BEF76 896882A3 74700DOF QOS5ECZBS
4QACD3E9 F977A973 EEA7CFFB 39723992 3A1AA7B0O

counter| Ino_of_bits_to_returnllinput_string is

8DDBC339
B1934(C98
E9046699
74D9CB31
DDD7771A
CFDOD1D2
E7E8EQEA
FF000102
1718191A

8C17009D
1EBAQQOEF
884DA197
B5502C7A
DD5FFF8C
D3D4D5D6
EBECEDEE
03040506
1B1C1D1E

25064 7EB
626806CC
848E2017
5F205DE9
2BCOC1C2
D7D8DIDA
EFFOF1F2
0708090A
1F202122

02000003
F8F18188
286(C2D58
C88E9EQC
CCO5893E
C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

78018EQC
A5AD0O31C
D3E12944
AG3E7F6B
B864E4D4
C7C8C9CA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

1A3DDC55
46237084

A799C51A
007EQC27
8CE1BA49
EQ63FB65
9F81D84D
CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

Hash(counter| Ino_of_bits_to_returnllinput_string) is
E969AA92 E830907F FO539E22 3F819ABS 9BF925D9 29F358E0Q
BD65668D B@D6435F 36231B96 24DC29B9 GESF31AE 187179FF

temp =

3B501497 7E9BEF76 896882A3 74700DOF QOSECZ2B8 1A3DDC55
40ACD3E9 F977A973 EEA7CFFB 39723992 3A1AA7BO 46237084
E969AA92 E830907F F9539EZ22 3F819AB5 9BF925D9 29F358E0Q
BD65668D BOD6435F 36231B96 24DC29B9 OESF31AE 187179FF



1i=73

counter| Ino_of_bits_to_returnl|input_string is

8DDB(C339
B1934C98
E9046699
74D9CB31
DDD7771A
CFDOD1D2
E7E8E9EA
FF000102
1718191A

8C17009D
1EBAQOEF
884DA197
B5502C7A
DD5FFF8C
D3D4D5D6
EBECEDEE
03040500
1B1C1D1E

25064 7EB
626806CC
848E2017
5F205DE9
2BCOC1CZ
D7D8DIDA
EFFOF1F2
0708090A
1F202122

03000003
F8F18188
286C2D58
C88E9EQC
CCO5893E
(3C4C5C0
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

78018E0QC
A5AD@31C
D3E12944
AG3E7F6B
B864E4D4
C7C8CICA
DFEQE1EZ
F7F8FI9FA
0F101112
2728292A

A799(C51A
007EQC27
8CE1BA49
EQ63FB65
9F81D84D
CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
(683593C 29EAC84F FA3A7080 QOF693AE 7D74F667 BFE35F02
5339D960 956FD38D 73940468 762FF5D2 DAS86BFQ 7E493167

temp =

V is

OFQO5EC2
923A1AA7
B59BF925
B96ESF31

OFQO5EC2
923A1AA7
B59BF925
B96E5F31

B81A3DDC
B0462370
D929F358
AE187179

B81A3DDC
B0462370
D929F358
AE187179

3B5014
5540ACD3
84E969AA
EOBD6566
FFC68359

3B5014
5540ACD3
84E969AA
EOBD6566
FFC68359

Hash_df - Generate C - Step 4

0x001 1V 1is

003B5014

OFQO5EC2 B81A3DDC 5540ACD3
923A1AA7 B0462370 84E969AA
B59BF925 D929F358 EQBD6566

977E9BEF
E9F977A9
92E83090
8DB0OD643
3C29EAC8

977E9BEF
E9F977A9
92E83090
8DB0OD643
3C29EAC8

977E9BEF
E9F977A9
92E83090
8DB0OD643

76896882
73EEA7CF
7FF9539E
5F36231B
4FFA3A70

76896882
73EEA7CF
7FF9539E
5F36231B
4FFA3A70

76896882
73EEA7CF
7FF9539E
5F36231B

A374700D
FB397239
223F819A
9624DC29
8000F693

A374700D
FB397239
223F819A
9624DC29
8000F693

A374700D
FB397239
223F819A
9624DC29



B96ES5F31 AE187179 FFC68359 3C29EAC8 4FFA3A70 8000F693

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is
01 00000378 ©03B5014 977E9BEF 76896882 A374700D
OFQO5EC2 B81A3DDC 5540ACD3 E9F977A9 73EEA7CF FB397239
923A1AA7 B0462370 84E969AA 92E83090 7FFI9539E 223F819A
B59BF925 D929F358 EOBD6566 8DBOD643 5F36231B 9624DC29
BO9GESF31 AE187179 FFC68359 3(C29EAC8 4FFA3A70 8000F693

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
8D07901B B7A8BF92 96741892 EC320FD3 25277543 ADA4(C852
E958037A D711C4D9 5F27E87C CAB1CBO5 BEZ2EDFF3 8D929EDC

temp =
8D07901B B7A8BF92 96741892 EC320FD3 25277543 ADA4(852
E958037A D711C4D9 5F27E87C CAB1CBQOS5 BEZEDFF3 8D929EDC

counter| Ino_of_bits_to_returnlinput_string is
02 00000378 ©03B5014 977E9BEF 76896882 A374700D
OFQO5EC2 B81A3DDC 5540ACD3 E9F977A9 73EEA7CF FB397239
923A1AA7 B0Q462370 84E969AA 92E83090 7FFI539E 223F819A
B5S9BF925 D929F358 EOBD6566 8DBOD643 5F36231B 9624DC29
BO96ES5F31 AE187179 FFC68359 3C29EAC8 4FFA3A70 8000F693

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
SE81C2BB 672FB37F F264402F AQOSD14E D6A38D76 491E9A82
EEBO1A7B 24138027 EC192B21 B111323C 5AD635D8 A291F3CA

temp =
8D07901B B7A8BF92 96741892 EC320FD3 25277543 ADA4(C852



E958037A D711C4D9 5F27E87C CAB1CBO5 BEZEDFF3 8D929EDC
SE81CZ2BB 672FB37F F264402F A@05D14E D6A38D76 491E9A82
EEBO1A7B 24138027 EC192B21 B111323C 5AD635D8 A291F3CA

counter| Ino_of_bits_to_returnl|input_string is
03 00000378 ©03B5014 977E9BEF 76896882 A374700D
OFQO5EC2 B81A3DDC 5540ACD3 E9F977A9 73EEA7CF FB397239
923A1AA7 B0462370 84E969AA 92E83090 7FFI9539E 223F819A
B59BF925 D929F358 EQOBD6566 8DBOD643 5F36231B 9624DC29
BO9GESF31 AE187179 FFC68359 3(C29EAC8 4FFA3A70 8000F693

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
EA30D4CA 4A632217 75764E63 Clo6E12B 110EA234 149CA55C
2691229B E6BBB238 FACF8924 ACBS5F9F8 96FD5264 A2F46BE2

temp =
8D0790 1BB7A8BF 92967418 92EC320F
D3252775 43ADA4C8 52E95803 7AD711C4 DOSF27E8 7CCAB1(CB
@5BEZ2EDF F38D929E DC5E81C2 BB672FB3 7FF26440 2FAQQ5D1
4ED6A38D 76491E9A 82EEBQ1A 7B241380 27EC192B 21B11132
3C5AD635 D8AZ291F3 CAEA30D4 CA4A6322 1775764E 63Cle6E1L

Cis
8D0790 1BB7A8BF 92967418 92EC320F
D3252775 43ADA4C8 52E95803 7AD711C4 D95F27E8 7CCAB1CB
OS5BEZ2EDF F38D929E DC5E81C2 BB672FB3 7FF26440 2FAQO5D1
4EDGA38D 76491E9A 82EEBQO1A 7B241380 27EC192B 21B11132
3C5AD635 D8AZ91F3 CAEA30D4 CA4A6322 1775764E 63C166E1

3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k %k %k %k %k >k %k %k 5k >k k k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 768

additional_input <empty>



Hashgen

requested_no_of_bits = 768

data 1is

OFQO5EC2
923A1AA7
B59BF925
B96E5F31

_1 1is

F5983946
OE78949D

F5983946
OE78949D

B81A3DDC
B0462370
D929F358
AE187179

320E36C6
84EF21A4

320E36C6
84EF21A4

3B5014
5540ACD3
84E969AA
EOBD6566
FFC68359

4EF283CA
5CDD62D1

4EF283CA
5CDD62D1

977E9BEF
E9F977A9
92E83090
8DBOD643
3C29EACS

1F65D197
DB76920D

1F65D197
DB76920D

76896882
73EEA7CF
7FF9539E
5F36231B
4FFA3A70

CF81624E
4C2836FC

CF81624E
4C2836FC

A374700@D
FB397239
223F819A
9624DC29
8000F693

Ce778E77
6AE5299F

Co778E77
6AE5299F

data 1is

OFQO5EC2
923A1AA7
B59BF925
B96E5F31

_1 1is

AF1357D9
04425EC8

B81A3DDC
B0462370
D929F358
AE187179

701FAD10
8BCOES9A

3B5014
5540ACD3
84E969AA
EOBD6566
FFC68359

FBD88D1E
4D5C37FF

977E9BEF
E9F977A9
92E83090
8DB0OD643
3C29EAC8

28322394
CE7CoC3A

76896882
73EEA7CF
7FF9539E
5F36231B
4FFA3A70

36D76EB2
BDE9(C413

A374700D
FB397239
223F819A
9624DC29
8000F694

71BDC3CA
AEGD3FEA



F5983946
OE78949D
AF1357D9
04425EC8

320E36C6
84EF21A4
701FAD10
8BCOES9A

returned_bits is

F5983946
OE78949D
AF1357D9
04425EC8

320E36C6
84EF21A4
701FAD10
8BCOE89A

4EF283CA
5CDD62D1
FBD88D1E
4D5C37FF

4EF283CA
5CDD62D1
FBD88D1E
4D5C37FF

Update V
0x0311V 1is

OFQO5EC2
923A1AA7
B59BF925
B96E5F31

H is
2EE3D634
SEF32DBA

Updated values
Vis
E2258637
97F84987

335672E7
54BC6321

reseed_counter

rnd_val 1is
F5983946

B81A3DDC
B0462370
D929F358
AE187179

22DF47F0@
5B099597

FBC7E2A4
A3D3B60OF
725259E3
E1C49905

is

320E36C6

033B5014
5540ACD3
84E969AA
EOBD6566
FFC68359

9117EB31
423B3108B

C857A4
A82A04D7
6147EB6D
F4C400B2
OCEBE539

4EF283CA

1F65D197
DB76920D
28322394
CE7CoC3A

1F65D197
DB76920D
28322394
CE7CoC3A

977E9BEF
E9F977A9
92E83090
8DB0OD643
3C29EACS

793BFD6D
E0292C29

B33644AF
64D0896E
4E4F6043
8210E730
E69D7A14

1F65D197

CF81624E
4C2836FC
36D76EB2
BDE9(C413

CF81624E
4C2836FC
36D76EB2
BDE9C413

76896882
73EEA7CF
7FF9539E
5F36231B
4FFA3A70

3FA27D8A
9FD141FC

©091FDC9B
4D4DCFB8
FFEBB7DE
CoC4B9D1
0740F2BB

0000

CF81624E

Co778E77
6AE5299F
71BDC3CA
AEGD3FEA

Ce778E77
6AE5299F
71BDC3CA
AEGD3FEA

A374700D
FB397239
223F819A
9624DC29
8000F693

E9DD51CE
91A9F(C11

3660A21C
78042404
51DF876C
A1B33F2A
756C5986

00000002

Co778E77



OE78949D 84EF21A4 5(CDD62D1 DB76920D 4C2836FC 6AE5299F
AF1357D9 701FAD10 FBD88D1E 28322394 36D76EBZ2 71BDC3CA
04425EC8 8BCOE89A 4D5C37FF CE7Co6C3A BDE9C413 AEGD3FEA

Bt A Lt 2 et i
Hash_DRBG

Requested Security Strength = 192

Requested Hash Algorithm = SHA-384

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1CI1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4BAC4DAE 4F505152 53545556
5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6C6DGE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9B9CI9DIE 9FAQALA2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6G EVESEQEA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFEQE1EZ2 E3E4ESE6
E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE
FF000102 03040506 0708090A @OBOCODOE QF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B

PersonalizationString = <empty>

Additionallnputl =
606162 63646566 6768696A 6B6C6DGE



6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCOC1CZ2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Additionallnput2 =
AQA1A2 A3A4ASA6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCOC1C2 C3(C4(C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A 0BOCODOE

R AR AR AR AR AR AR AR AR AR AR AR AR AR AR A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k 3k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k %k >k 3k %k %k %k 3% %k 5% >k >*k % *k % %k %k %k *k

Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5CS5D5E 5F606162 63646566 6768696A 6B6COD6GE

nonce 1is
20212223 24252627 28292A2B

personal_str is <empty>

prediction_resistance_flag = "PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
000102
03040500 0708090A OBOCODOE OF101112 13141516 1718191A
1B1CID1E 1F202122 23242526 2728292A 2B2C2D2E 2F303132
33343536 3738393A 3B3C3D3E 3F404142 43444546 4748494A
4B4C4D4E 4F505152 53545556 5758595A 5B5C5D5E 5F606162



63646566 6768696A 6B6CODOE 20212223 24252627 28292A2B

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is
01000003 73000102
03040506 0708090A OBOCODOE OF101112 13141516 1718191A
1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E 2F303132
33343536 3738393A 3B3C3D3E 3F404142 43444546 4748494A
4B4C4D4E 4F505152 53545556 5758595A 5BS5CSDSE 5F606162
63646566 6768696A 6B6COD6E 20212223 24252627 28292A2B

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
703AECB8 3762E885 5BF1672A 52FAEF5C 7B5C83E8 93D00130
FEC63C9A C5F53F23 230D5CCE 766DQ9FF FODAC417 (C8892FC4

temp =
7@3AECB8 3762E885 5BF1672A 52FAEFS5C 7B5C83E8 93D00130
FEC63C9A (C5F53F23 230D5CCE 766D@9FF FODAC417 (C8892FC4

counter| Ino_of_bits_to_returnllinput_string is
02000003 78000102
03040506 0708090A OBOCODOE OF101112 13141516 1718191A
1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E 2F303132
33343536 3738393A 3B3(C3D3E 3F404142 43444546 4748494A
4B4C4D4AE 4F505152 53545556 5758595A 5B5CSDSE S5F606162
63646566 6768696A 6B6CODGE 20212223 24252627 28292A2B

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
31487080 FDE@B521 DEBCFCS5A AB9D39DA D9466C24 D4498964
E4E318D4 DC777C22 AQEEE9B5 79B281AE GAEB18BO 28D5C99A



temp =

703AECB8 3762E885 5BF1672A 52FAEF5C 7B5C83ES8
FEC63C9A (C5F53F23 230D5CCE 766DQ9FF FODAC417

31487080 FDE@B521 DEBCFC5A AB9D39DA D9466(C24

E4E318D4 DC777C22 AQEEE9BS5 79B281AE 6AEB18B0O

counter| Ino_of_bits_to_returnllinput_string is

03000003

03040506 0708090A OBOCODOE 0F101112 13141516
1B1C1D1E 1F202122 23242526 2728292A 2B2CZ2DZ2E
33343536 3738393A 3B3(C3D3E 3F404142 43444546
4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
63646566 6768696A 6B6CO6DGE 20212223 24252627

93D00130
C8892FC4
D4498964
28D5C99A

78000102
1718191A
2F303132
4748494A
5F606162
28292AZB

Hash(counter| Ino_of_bits_to_returnl||input_string) is
9B71197A 30150000 F1ESBOAD 1EB81ABZ2 7B8E19BE 185E4F70
61F1D3CA 9B3AODF4 FD597962 (C2070B7E B0O64B31F 4F3E10BD

temp =

5C7B5C83
FFFODAC4
DAD9466C
AEGAEB18

V is

5C7B5C83
FFFODAC4
DAD9466C
AEGAEB18

E893D001
17C8892F
24D44989
B028D5C9

E893D001
17C8892F
24D44989
B028D5C9

703AEC
30FEC63C
C4314870
64E4E318
9A9B7119

703AEC
30FEC63C
C4314870
64E4E318
9A9B7119

Hash_df - Generate C - Step 4

0x0011V 1is

B83762E8
9AC5F53F
80FDE®BS5
D4DC777C
7A301500

B83762E8
9AC5F53F
80FDE®@BS5
D4DC777C
7A301500

855BF167
23230D5C
21DEBCFC
22AQEEEQ
0OOF1E5Bo6

855BF167
23230D5C
21DEBCFC
22AQEEE9
0OF1E5B6

2AS2FAEF
CE766D09
5AAB9D39
B579B281
AD1EB81A

2A52FAEF
CE766D09
5AAB9D39
B579B281
AD1EB81A



00703AEC B83762E8 855BF167
5C7B5C83 E893D001 30QFEC63C 9ACS5F53F 2323@D5C
FFFODAC4 17C8892F (4314870 8QFDE@BS5 Z21DEBCFC
DAD9466C 24D44989 ©64E4E318 D4DC777C 22AQEEE9
AEGAEB18 B028D5C9 9A9B7119 7A301500 0OF1ES5B6

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000378 00703AEC B83762E8 855BF167
5C7B5C83 E893D001 3@FEC63C 9AC5F53F 23230D5C
FFFODAC4 17C8892F (4314870 80FDE@OBS 21DEBCFC
DAD9466C 24D44989 64E4E318 DADC777C 22AQEEE9
AEGAEB18 B028D5C9 9A9B7119 7A301500 QOF1ES5B6

2AS52FAEF
CE766D09
5AAB9D39
B579B281
AD1EB&1A

2AS2FAEF
CE766D09
5AAB9D39
B579B281
AD1EB81A

Hash(counter| Ino_of_bits_to_return|linput_string) is

805F3E8A 9A40QAAEE 58572987 29B9CF51 87C6DDBB
DFF4C7F2 ©053B3CBE 34E9B197 63329E7C CE88068B

temp =
805F3E8A 9A4QAAEE 58572987 29B9CF51 87C6DDBB
DFF4C7F2 ©53B3CBE 34E9B197 63329E7C CE88068B

counter| Ino_of_bits_to_returnl|input_string 1is
02 00000378 00703AEC B83762E8 855BF167
5C7B5C83 E893D001 3@FEC63C 9ACSF53F 23230D5C
FFFODAC4 17C8892F (4314870 8QFDE@BS 21DEBCFC
DAD9466C 24D44989 64E4E318 D4DC777C 22AQEEEOQ
AEGAEB18 B0@28D5C9 9A9B7119 7A301500 QOF1ESB6

443A05D3
1DD2C009

443A05D3
1DD2C009

2AS52FAEF
CE766D09
5AAB9D39
B579B281
AD1EB&1A

Hash(counter| Ino_of_bits_to_return||input_string) is

424E5BOA BDF33FBB 5C02CA64 3A5753A2 4ED17561
89DACFDA (C1CD8989 CFOF87B9 197E7BEF D8550312

9251B4E0Q
538A89B9



temp =
805F3E8A 9A4QAAEE 58572987 29B9CF51 87CoDDBB 443AQ5D3
DFF4C7F2 ©53B3CBE 34E9B197 63329E7C CE88068B 1DD2C009
424E5BOA BDF33FBB 5C02CA64 3A5753A2 4ED17561 9251B4E0
89DACFDA (C1CD8989 CFOF87B9 197E7BEF D8550312 538A89B9

counter| Ino_of_bits_to_returnl|input_string 1is
03 00000378 007@3AEC B83762E8 855BF167 2AS2FAEF
5C7B5C83 E893D001 3@FEC63C 9AC5F53F 23230D5C CE766D09
FFFODAC4 17C8892F (4314870 80FDE@BS 21DEBCFC SAAB9D39
DAD9466C 24D44989 64E4E318 DADC777C 22AQEEE9 B579B281
AEGAEB18 B028D5C9 9A9B7119 7A301500 QOF1ES5B6 AD1EB81A

Hash(counter| Ino_of_bits_to_return|linput_string) is
S55F0OBF84 2C6BF212 18612101 CBOE1AQ6 QE2E9C66 SE87EI1BA
9632F01B 4CF80D0Q8 (9645BD1 830112EA GEBFEDG9 A48CA9(C9

temp =
805F3E 8A9A40AA EES585729 8729BICF
5187C6DD BB443AQ5 D3DFF4C7 F2053B3C BE34E9B1 9763329E
7CCE8806 8B1DD2CO 09424ESB QABDF33F BBS5CQ2CA 643A5753
A24ED175 619251B4 EQ89DACF DAC1CD89 89CFOF87 B9197E7B
EFD85503 12538A89 BI55FOBF 842C6BF2 12186121 @Q1CBOE1A

C is
805F3E 8A9A40AA EES585729 8729BACF
5187CoDD BB443A05 D3DFF4C7 F2053B3C BE34E9B1 9763329E
7CCE8806 8B1DD2C@ ©Q9424ES5B QABDF33F BB5CQ2CA 643A5753
A24ED175 619251B4 EQ89DACF DAC1CD89 89CFOF87 B9197E7B
EFD85503 12538A89 B955FOBF 842C6BF2 12186121 @1CBOE1A

First call to Generate



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3%k 3k %k %k 3k 3k %k %k %k 3%k 3%k 3k %k %k %k 3%k 3% %k %k k k >k k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 768

additional_input
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8BO9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCO9DOE 9FAQAL1AZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6c B7B8B9BA BBBCBDBE
BFC@C1C2 (C3C4C5C6 C7C8CI9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFE@QE1E2 E3E4ES5EG EVES8EQEA EBECEDEE

additional_input
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C/7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4BS5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Hash_df - Generate seed(which is V) - Step 2

seed_material is
0170 3AECB837 62E8855B F1672A52 FAEF5C7B 5C83E893
DOO130FE C63C9AC5 F53F2323 OD5CCE76 6DQ9FFFQ DAC417C8
892F(C431 487080FD E@OB521DE BCFCS5AAB 9D39DAD9 466C24D4
498964E4 E318D4DC 777C22A0 EEE9B579 B281AEGA EB18B028
D5C99A9B 71197A30 150000F1 ESBOAD1E B81A8081 82838485
86878889 8A8B8C8D 8EZFI9091 92939495 96979899 9A9BACAD



9E9FAQAL
B6B7B8B9
CECFDOD1
EGE7E8E9
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

A2A3A4A5
BABBBCBD
D2D3D4D5
EAEBECED
73747576
8B8C8DEE
A3A4A5A6
BBBCBDBE

no_of_bits_to_return

AGA7A8A9
BEBFCOC1
DeD7D8D9
EE606162
7778797A
8F909192
A7A8A9AA
BFCOC1C2

888

AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

counter| |no_of_bits_to_returnl||input_string is

03780170
DOO130FE
892FC431
498964E4
D5C99A9B
86878889
9E9FA0AL
B6B7B8B9
CECFDOD1
EGE7E8E9
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

3AECB837
C63C9AC5
487080FD
E318D4DC
71197A30
8A8B8C8D
A2A3A4A5
BABBBCBD
D2D3D4D5
EAEBECED
73747576
8B8C8DBE
A3A4A5A6
BBBCBDBE

62E8855B
F53F2323
EOB521DE
777C22A0
150000F1
8E8F9091
AGA7A8A9
BEBFCOC1
DeD7D8D9
EE606162
7778797A
8F909192
A7A8A9AA
BFCOC1C2

F1672A52
@OD5CCE76
BCFC5AAB
EEE9B579
ESBOAD1E
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

FAEF5C7B
6DO9FFFO
9D39DAD9
B281AEGA
B81A8081
96979899
AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

BZ2B3B4B5
CACBCCCD
E2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

010000
5C83E893
DAC417C8
466C24D4
EB18B028
82838485
9A9B9C9D
BZ2B3B4B5
CACBCCCD
E2E3E4ES
6B6CoD6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
2EC68512 4C44A241 41B27CEQ A667988B 1862B83B 74885COF
ED758F3D 214F663E 3487B2CO @Q8FF214C 1FB7B815 7E@B45E9

temp =

2EC68512 4C44A241 41B27CEQ A667988B 1862B83B 74885COF
ED758F3D 214F663E 3487B2C0 @O8FF214C 1FB7B815 7EQB45EQ



1=2

counter| Ino_of_bits_to_returnl|input_string 1is

03780170
DO0130FE
892F(C431
498964E4
D5C99A9B
86878889
9E9FAQAL
BoB7B8B9
CECFD@D1
EGE7E8E9Q
6F707172
8788898A
9FAQA1A2
B7B8BI9BA

3AECB837
C63C9AC5
487080FD
E318D4DC
71197A30
8A8B8C8D
A2A3A4A5
BABBBCBD
D2D3D4D5
EAEBECED
73747576
8B8C8D8E
A3A4A5A6
BBBCBDBE

62E8855B
F53F2323
EOB521DE
777C22A0
150000F1
8E8F9091
AGA7A8A9
BEBFCOC1
DeD7D8D9
EE606162
7778797A
8F909192
A7A8A9AA
BFCOC1C2

F1672A52
@OD5CCE76
BCFC5AAB
EEE9B579
ESBOAD1E
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
939495906
ABACADAE
(C3C4C5C6

FAEF5C7B
6D@9FFF0@
9D39DAD9
B281AEGA
B81A8081
96979899
AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

020000
5C83E893
DAC417C8
466C24D4
EB18B028
82838485
9A9B9CID
BZ2B3B4B5
CACBCCCD
EZ2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
D3F65CB3 AF39B4BF 15EGDA8A BC9902E2 CES5B297F Q1E89E31
©OA6515C0 8F42FAB2 91F08335 3EDF23DB 76584ABF 527837(C6

temp =

2EC68512 4C44A241 41B27CEQ A667988B 1862B83B
ED758F3D 214F663E 3487B2C0 @8FF214C 1FB7B815
D3F65CB3 AF39B4BF 15E6DA8A BC9902EZ2 CE5B297F
0A6515C0 8F42FABZ2 91F08335 3EDFZ23DB 76584ABF

counter| Ino_of_bits_to_returnl|input_string is

03780170
DO0130FE
892F(C431
498964E4
D5C99A9B
86878889
9E9FAQAL
B6B7B8B9

3AECB&37
C63C9AC5
487080FD
E318D4DC
71197A30
8A8B8C8D
AZA3A4A5
BABBBCBD

62E8855B
F53F2323
EOB521DE
777C22A0
150000F1
8E8F9091
AGA7A8A9
BEBFCOC1

F1672A52
@OD5CCE76
BCFC5AAB
EEE9B579
ESBOAD1E
92939495
AAABACAD
C2C3C4C5

FAEF5C7B
6D@9FFFO
9D39DAD9
B281AEGA
B81A8081
96979899
AEAFBOB1
CoC7C8C9

74885C0OF
7E@B45E9
0O1E89E31
527837C6

030000
5C83E893
DAC417C8
466C24D4
EB18B028
82838485
9A9B9C9D
BZ2B3B4B5
CACBCCCD



CECFD@D1 D2D3D4D5 DeD7D8D9 DADBDCDD DEDFEQE1 EZE3E4ES
E6E7E8E9 EAEBECED EE606162 63646566 6768696A 6B6C6D6E
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6
B7B8B9BA BBBCBDBE BFC@C1CZ2 (C3C4C5C6 C7C8CI9CA CBCCCDCE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
04C46773 69F62CB5 @C897A5D 438FDBCO 408F1139 53ED6641
E119F9A1 724830AA A78D3C51 CC430F24 19BAE40B A6151252

temp =

8B1862B8
4C1FB7B8
E2CE5B29
DB76584A

V is

8B1862B8
4C1FB7B8
E2CE5B29
DB76584A

3B74885C
157E@B45
7FO1E89E
BF527837

3B74885C
157E@B45
7FO1E89E
BF527837

2EC685
OFED758F
E9D3F65C
310A6515
Co04C467

2EC685
OFED758F
E9D3F65C
310A6515
Co04C407

Hash_df - Generate C - Step 4

Ox0011V 1is

002EC685

8B1862B8 3B74885C QFED758F
4C1FB7B8 157E@B45 E9D3F65C
E2CE5B29 7FQ1E89E 310A6515
DB76584A BF527837 (C604C467

no_of_bits_to_return = 888

124C44A2
3D214F66
B3AF39B4
CO8F42FA
7369F62C

124C44A2
3D214F66
B3AF39B4
CO8F42FA
7369F62C

124C44A2
3D214Fo66
B3AF39B4
CO8F42FA
7369F62C

4141B27C
3E3487B2
BF15E6DA
B291F083
B50C897A

4141B27C
3E3487B2
BF15E6DA
B291F083
B50C897A

4141B27C
3E3487B2
BF15E6DA
B291F083
B50C897A

EQA66798
CO08FF21
8AB(C9902
353EDF23
5D438FDB

EQA66798
Co08FF21
8AB(C9902
353EDF23
5D438FDB

EQA66798
Co08FF21
8AB(C9902
353EDF23
5D438FDB



counter| Ino_of_bits_to_returnl|input_string is
01 00000378 Q02EC685 124C44A2 4141B27C EQA66798
8B1862B8 3B74885C QFED758F 3D214F66 3E3487B2 CQOO8FF21
4C1FB7B8 157E@B45 E9D3F65C B3AF39B4 BF15E6DA 8AB(9902
E2CE5B29 7FQ1E89E 310A6515 C@8F42FA B291F083 353EDF23
DB76584A BF527837 (C604C467 7369F62C B50C897A 5D438FDB

Hash(counter| Ino_of_bits_to_return|linput_string) is
CFF74C15 F913106A 8D4(C3201 1866ECE3 48203068 66A53EQB
D56E68A4 E61A9D62 A73233E6 7D5BDBIC FFDA6063 QADG1EEQ

temp =
CFF74C15 F913106A 8D4(3201 1866ECE3 48203068 66AS53EQB
D56E68A4 E61A9D62 A73233E6 7D5BDBOC FFDAG6063 QADG1EEQ

counter| Ino_of_bits_to_returnl|input_string 1is
02 00000378 QO2EC685 124C44A2 4141B27C EQA66798
8B1862B8 3B74885C QFED758F 3D214F66 3E3487B2 COO8FF21
4C1FB7B8 157E@QB45 E9D3F65C B3AF39B4 BF15EGDA 8ABC9902
E2CE5B29 7FQ1E89E 310A6515 CO8F42FA B291F083 353EDF23
DB76584A BF527837 (C604C467 7369F62C B50C897A 5D438FDB

Hash(counter| Ino_of_bits_to_return||input_string) is
1DCE24(C8 ©0C295386 9DF89D86 2ACS50Q8QE E7Q00A4F 68B878D2
D62437F1 EQC84C5D 2E@QF1C55 21ESEF75 9@5ECF95 (C5471A15

temp =
CFF74C15 F913106A 8D4(3201 1866ECE3 48203068 66A53EQB
D56E68A4 E61A9D62 A73233E6 7D5BDB9C FFDA6Q63 QADG1EEQ
1DCE24(C8 0C295386 9DF89D86 2ACSQ80E E7Q00A4F 68B878D2
D62437F1 EQC84C5D 2EQF1C55 21ESEF75 90Q5ECF95 (C5471A15



counter| |no_of_bits_to_returnl||input_string is
03 00000378 QO2EC685 124C44A2 4141B27C EQAG6798
8B1862B8 3B74885C QFED758F 3D214F66 3E3487B2 COO8FF21
4C1FB7B8 157EQB45 E9D3F65C B3AF39B4 BF15EGDA 8ABC9902
E2CE5B29 7FQ1E89E 310A6515 CO8F42FA B291F083 353EDF23
DB76584A BF527837 Co04C467 7369F62C B50C897A 5D438FDB

Hash(counter| Ino_of_bits_to_return|linput_string) is
F671096A 2C471C7D 586DB0O4A FDB4F459 DA6FC12F BADS3E8F
8E7DF27E BD701D43 6A82(C950 SFBA3ACO 23967BD9 55(95899

temp =
CFF74C 15F91310 6A8D4(32 011866EC
E3482030 6866A53E OBD56E68 A4E61A9D 62A73233 E67DSBDB
9CFFDAG@ 630AD61E E91DCEZ24 (C80C2953 869DF89D 862AC508
QEE7000A 4F68B878 D2D62437 F1EQC84C 5D2EQF1C 5521ESEF
75905ECF 95C5471A 15F67109 6A2C471C 7D586DBO 4AFDB4F4

C is
CFF74C 15F91310 6A8D4(C32 011866EC
E3482030 6866A53E OBD56E68 A4E61A9D 62A73233 E67DS5BDB
9CFFDAGQ 630AD61E E91DCE24 (C80C2953 869DF89D 862AC508
QEE7Q00A 4F68B878 D2D62437 F1E@C84C S5D2EQF1C 5521ESEF
75905ECF 95C5471A 15F67109 ©6A2C471C 7D586DBQ 4AFDB4F4

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k >k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3k %k %k *k >k >k %k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 768
additional_input <empty>
Hashgen

requested_no_of_bits = 768



i=1

data 1is

8B1862B8 3B74885C
4C1FB7B8 157E@B45
E2CE5B29 7FO1E89E
DB76584A BF527837

w_1i 1is
1D332DEZ2 79BD8828
758FEEC7 (CD372472

W is
1D332DEZ2 79BD8828
758FEEC7 (CD372472

data 1is

8B1862B8 3B74885C
4C1FB7B8 157EQB45
E2CE5B29 7FQ1E89E
DB76584A BF527837

w_1i 1is
587E175A D24D3D41
8BA5A651 B1D7476A

Wis
1D332DE2 79BD8828
758FEEC7 CD372472
587E175A D24D3D41
8BAS5A651 B1D7476A

returned_bits is
1D332DE2 79BD8828

2EC685
OFED758F
E9D3F65C
310A6515
Ce04C467

3A8FB9E9
26A35B6E

3A8FB9E9
26A35B6E

2EC685
OFED758F
E9D3F65C
310A6515
Co04C4067

6C57F1Co
4ED3B683

3A8FB9E9
26A35B6E
6C57F1Co
4ED3B683

3A8FB9E9

124C44A2
3D214F66
B3AF39B4
CO8F42FA
7369F62C

(€595227C
BCO73529

(€595227C
BCO73529

124C44A2
3D214Fo66
B3AF39B4
CO8F42FA
7369F62C

90D82C69
324685AB

(€595227C
BCO73529
90D82C69
324685AB

(€595227C

4141B27C
3E3487B2
BF15EGDA
B291F083
B50C897A

870F77D1
AED940B3

870F77D1
AED940B3

4141B27C
3E3487B2
BF15E6DA
B291F083
B50C897A

DB4C96AC
8DB9F811

870F77D1
AED940B3
DB4C96AC
8DBIF811

870F77D1

EQA66798
CO08FF21
8AB(9902
353EDF23
5D438FDB

80FC743F
4829143E

80FC743F
4829143E

EQA66798
Co08FF21
8AB(C9902
353EDF23
5D438FDC

04ADADZF
F79B1BA7

80FC743F
4829143E
0Q4ADADZ2F
F79B1BA7

80FC743F



758FEEC7 (CD372472 26A35B6E BC073529 AED940B3 4829143E
587E175A D24D3D41 6C57F1C6 90D82C69 DB4C96AC @Q4ADADZF
8BA5A651 B1D7476A 4ED3B683 324685AB 8DBOF811 F79B1BA7

Update V

Ox0311V 1is
032EC685 124C44A2 4141B27C EQA66798
8B1862B8 3B74885C QFED758F 3D214F66 3E3487B2 COO8FF21
4C1FB7B8 157EQB45 E9D3F65C B3AF39B4 BF15EGDA 8ABC9902
E2CE5B29 7FQ1E89E 310A6515 CO8F42FA B291F083 353EDF23
DB76584A BF527837 C604C467 7369F62C B50C897A 5D438FDB

H is
7A17B8BD 2EA72A06 BB316EE2 959B48F9 BAS9C3E8 987B6744
2B6F8027 4EEFF4A4 (CD391467 BASBOF3D 61AA24EB 715284(C8

Updated values

V is
FEBDD1 284557B2 ABCEFEAE E1BECE85
OE6082E8 A3DBZ2D9A 1BCZ2E3F7 E2076A03 AQDBBOEG AG865AFC
E91F9218 7888E164 D2F1(C481 7BBB6308 45B3DF78 1QE7SEQB
6BCD13F@ FD11CB1D BF11F830 480B5440 CA19C388 22DC2(57
7C763741 A407B3F6 A93449D8 97F14(C86 940F1Cl16 1993(998

reseed_counter is
0000 00000002

rnd_val 1is
1D332DE2 79BD8828 3A8FBOE9 (C595227C 870F77D1 80QFC743F
758FEEC7 (CD372472 26A35B6E BC0O73529 AED940B3 4829143E
587E175A D24D3D41 6C57F1C6 90D82C69 DB4C96AC Q4ADAD2F
8BA5A651 B1D7476A 4ED3B683 324685AB 8DBOF811 F79B1BA7

Second call to Generate



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k %k %k *k

Hash_DRBG_Generate_algorit
requested_number_of_bits

additional_input

hm

768

AQA1A2

A3A4ASA6

AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6
DFEQE1EZ E3E4E5E6 E7VESE9EA EBECEDEE
F7F8FOFA FBFCFDFE FF000102 03040506

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm
entropy_input

CFDOD1D2 D3D4D5D6
E7E8E9EA EBECEDEE
FF000102 03040506
1718191A 1B1C1D1E

additional_input

AFBOB1B2 B3B4B5B6
C7C8CI9CA CBCCCDCE
DFEQE1EZ E3E4ESE6
F7F8FOFA FBFCFDFE

cocicz
D7D8D9DA
EFFOF1F2
0708090A
1F202122

AQA1AZ
B7B8B9BA
CFDOD1D2
E7E8E9EA
FF000102

Hash_df - Generate seed(which is

seed_material is
Q1FE BDD12845
2D9A1BC2 E3F7E207
E164D2F1 C4817BBB
CB1DBF11 F830480B

57B2ABCE
6A03A0DB
63084583
5440CA19

B3F6A934 49D897F1 4(C86940F

(C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

C7C8CICA
DFEQE1EZ
F7F8FI9FA
0F101112
2728292A

A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

V) - Step 2

FEAEE1BE
B9E6AG86
DF7810E7
(€38822DC
1C161993

CE856E60
SAFCE91F
SE@BG6BCD
2C577C76
C998CaC1

ABACADAE
(3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

ABACADAE
(3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

82E8A3DB
92187888
13FOFD11
3741A407
C2C3C4C5



CeC7C8C9
DEDFEQE1
FOF7F8F9
OEQOF1011
26272829
AFBOB1B2
C7C8C9CA
DFEQE1EZ
F7F8FIOFA

CACBCCCD
EZ2E3E4ES
FAFBFCFD
12131415
2A2B2C2D
B3B4B5B6
CBCCCDCE
E3E4ESE6
FBFCFDFE

CECFD@D1
EGE7E8E9Q
FEFF0001
16171819
2EAQA1AZ
B7B8BI9BA
CFDOD1D2
E7ESEQEA
FF000102

no_of_bits_to_return = 888

D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

counter| Ino_of_bits_to_returnllinput_string is

037801FE
2D9A1BC2
E164D2F1
CB1DBF11
B3F6A934
CeC7C8C9
DEDFEQE1
F6F7F8F9
OEQOF1011
26272829
AFBOB1B2
C7C8C9CA
DFEQE1EZ
F7F8FI9FA

BDD12845
E3F7E207
C4817BBB
F8304808B
49D897F1
CACBCCCD
EZ2E3E4ES
FAFBFCFD
12131415
2A2B2C2D
B3B4B5B6
CBCCCDCE
E3E4ESE6
FBFCFDFE

57B2ABCE
6A03A0DB
63084583
5440CA19
4C86940F
CECFD@D1
EGE7E8E9Q
FEFF0001
16171819
2EAQA1AZ
B7B8BI9BA
CFDOD1D2
E7ESEQEA
FF000102

FEAEE1BE
BOE6AGBG
DF7810E7
(38822DC
1C161993
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

CE856E60
SAFCE91F
S5E@B6BCD
2C577C76
C998C0C1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE
C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

010000
82E8A3DB
92187888
13FOFD11
3741A407
C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
@CBC7C85 938D2C85 24D4FA7F 75CD7868 AE192376 EQ@912491
DOE72C2B AFE33204 Q400AF3E F3543A92 ABASQ3EQ 226CEQEQ

temp =

OCBC7C85 938D2C85 24D4FA7F 75CD7868 AE192376 E0912491
DOE72C2B AFE33204 0400AF3E F3543A92 ABASQ3E9 226CEQEQ



1=2

counter| Ino_of_bits_to_returnl|input_string is

037801FE
2D9A1B(C2
E164D2F1
CB1DBF11
B3F6A934
CeC7C8C9
DEDFEQE1
F6F7F8F9
OEQOF1011
26272829
AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FOFA

BDD12845
E3F7E207
C4817BBB
F8304808B
49D897F1
CACBCCCD
E2E3E4ES
FAFBFCFD
12131415
2A2B2C2D
B3B4B5B6
CBCCCDCE
E3E4ESEG
FBFCFDFE

57B2ABCE
6A03A0DB
63084583
5440CA19
4C86940F
CECFD@D1
EGEVESE9
FEFFO001
16171819
2EAQA1AZ
B7B8B9BA
CFDOD1D2
E7E8E9EA
FF000102

FEAEE1BE
B9E6AG86
DF7810E7
(€38822DC
1C161993
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

CE856E60
SAFCE91F
S5E@B6BCD
2C577C76
C998CaC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

020000
82E8A3DB
92187888
13FOFD11
3741A407
C2C3C4C5
DADBDCDD
F2F3F4F5
0AQBOCOD
22232425
ABACADAE
C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE

Hash(counter| Ino_of_bits_to_returnl!linput_string) is
8A938880 74BC3D0@ 7303ASEE 0Q874F8ED 82064F30 F2472D8E
7B966403 (BDC23E4 A@Q523F2E 3E11F6ED B1ADF5C6 C469A377

temp =

OCBC7C85 938D2C85 24D4FA7F 75CD7868 AE192376
DOE72C2B AFE33204 0400AF3E F3543A92 ABASQ3E9
8A938880 74BC3D00 7303ASEE 0874F8ED 82064F30
7B966403 CBDCZ23E4 A@523F2E 3E11F6ED B1ADF5C6

counter| Ino_of_bits_to_returnlinput_string is

037801FE
2D9A1B(C2
E164D2F1
CB1DBF11
B3F6A934
CeC7C8C9
DEDFEQE1

BDD12845
E3F7E207
C4817BBB
F8304808B
49D897F1
CACBCCCD
EZ2E3E4ES5

57B2ABCE
6A03A0DB
63084583
5440CA19
4C86940F
CECFDoD1
EGE7VE8E9

FEAEE1BE
BOE6AG86
DF7810E7
(38822DC
1C161993
D2D3D4D5
EAEBECED

CE856E60
SAFCE91F
SE@B6BCD
2C577C76
C998CaC1
DeD7D8D9
EEEFFOF1

E0912491
226CEQEQ
F2472D8E
C469A377

030000
82E8A3DB
92187888
13FOFD11
3741A407
C2C3C4C5
DADBDCDD
F2F3F4F5



FE6F7F8F9
QEQF1011
26272829
AFBOB1B2
C7C8CICA
DFEQE1E2
F7F8FIFA

FAFBFCFD
12131415
2A2B2(C2D
B3B4B5B6
CBCCCDCE
E3E4ESEG
FBFCFDFE

FEFFO001
16171819
2EAQA1AZ
CFDOD1D2

FF000102

02030405 06070809 ©AGBOCAD
1A1B1C1D 1E1F2021 22232425
A3A4A5A6 A7A8A9AA ABACADAE
B7B8B9BA BBBCBDBE BFCOC1CZ (C3C4C5C6
D3D4D5D6 D7D8DODA DBDCDDDE
E7E8E9EA EBECEDEE EFFOF1F2 F3F4F5F6
03040506 0708090A ©OBOCODOE

Hash(counter| Ino_of_bits_to_returnllinput_string) is
91AQA74D 14AEQ597 DDE@D324 6219D784 2C2(B510 Q93EBAE1
38C579CB 623BFCDE B9E9CCGE @5F351BF A2C17770 667CB1F1

temp =

68AE1923
92ABA503
ED82064F
EDB1ADF5

V is

68AE1923
92ABA503
ED82064F
EDB1ADF5

76E09124
E9226CE0Q
30F2472D
C6C469A3

76E09124
E9226CEQ
30F2472D
CoC469A3

0CBC7C
91DOE72C
EQ8A9388
8E7B9664
7791A0A7

0CBC7C
91DOE72C
EQ8A9388
8E7B9664
7791A0A7

Hash_df - Generate C - Step 4

0x001 1V 1is

000CBC7C

68AE1923 76E09124 91DOE72C
92ABA503 E9226CEQ EQ8A9388
ED82064F 30F2472D 8E7B9664
EDB1ADF5 C6C469A3 7791A0A7

no_of_bits_to_return = 888

85938D2C
2BAFE332
8074BC3D
03CBDCZ3
4D14AEQ5

85938D2C
2BAFE332
8074BC3D
03CBDCZ23
4D14AEQ5

85938D2C
2BAFE332
8074BC3D
03CBDCZ23
4D14AEQ5

8524D4FA
040400AF
007303A5
E4AQ523F
97DDE@D3

8524D4FA
040400AF
007303A5
E4A0523F
97DDE@D3

8524D4FA
040400AF
007303A5
E4A0523F
97DDE@D3

7F75CD78
3EF3543A
EEQ874F8
2E3E11F6
246219D7

7F75CD78
3EF3543A
EEQ874F8
2E3E11F6
246219D7

7F75CD78
3EF3543A
EEQ874F8
2E3E11F6
246219D7



i=1

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000378 00OCBC7C 85938D2C 8524D4FA 7F75CD78
68AE1923 76EQ9124 91DQE72C 2BAFE332 040400AF 3EF3543A
92ABA503 E9226CEQ EQ8A9388 8074BC3D 007303A5 EEQ874F8
ED82064F 30F2472D 8E7B9664 @3CBDC23 E4AQ523F 2E3E11F6
EDB1ADF5 C6C469A3 7791AQA7 4D14AEQS 97DDE@D3 246219D7

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
6957COB9 A4E6023B 9429FD5E 97B7D15A F22EAE23 (C4D97282
43737CF7 388CC109 44671C90 B5CC8332 AE225A1A A6F90D6A

temp =
6957C0OB9 A4E6023B 9429FD5E 97B7D15A F22EAE23 (C4D97282
43737CF7 388C(C109 44671C90 B5CC8332 AEZ225A1A AGF90D6A

counter| Ino_of_bits_to_returnl|input_string is
02 00000378 00OCBC7C 85938D2C 8524D4FA 7F75CD78
68AE1923 76E09124 91DOE72C 2BAFE332 040400AF 3EF3543A
92ABA503 E9226CEQ EQ8A9388 8074BC3D 007303A5 EEQ874F8
ED82064F 30F2472D 8E7B9664 ©@3CBDC23 E4AQ523F 2E3E11F6
EDB1ADF5 C6C469A3 7791A0A7 4D14AEQS5 97DDE@D3 246219D7

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
74BOB25C 0064E888 36146F27 D908F901 62BD1B97 7803E346
90DA2225 E2999EEA BF842516 QA3BED3B 3571AD12 BE4EZ2E69

temp =
6957C0OB9 A4E6023B 9429FD5E 97B7D15A F22EAEZ23 (C4D97282
43737CF7 388CC109 44671C90 B5CC8332 AE225A1A AGF90ODGA
74BOB25C 0064E888 36146F27 DO908F901 62BD1B97 7803E346
90DA2225 EZ2999EEA BF842516 QA3BED3B 3571AD12 BE4EZ2E69



1=3

counter| Ino_of_bits_to_returnllinput_string is
03 00000378 00OCBC7C 85938D2C 8524D4FA 7F75CD78
68AE1923 76E09124 91DQE72C 2BAFE332 040400AF 3EF3543A
92ABA503 E9226CEQ EQ8A9388 8074BC3D 007303A5 EEQ874F8
ED82064F 30F2472D 8E7B9664 ©@3CBDC23 E4AQ523F 2E3E11F6
EDB1ADF5 C6C469A3 7791A0A7 4D14AEQS 97DDE@D3 246219D7

Hash(counter| Ino_of_bits_to_return||input_string) is
95E73825 FGDFOBO3 09180685 A51C43F8 6D268199 75F63082
E9FAE867 6876B8E2 BEFQ9A87 26B8B8C9 1B1DA259 625B81F9

temp =
6957C0 B9A4EGQ2 3B9429FD 5E97B7D1
S5AF22EAE 23C4D972 8243737C F7388CC1 0944671C 90B5CC83
32AE225A 1AAGFOOD 6A74B0OB2 S5C0064E8 8836146F 27D908F9
0162BD1B 977803E3 4690DA22 25E2999E EABF8425 160A3BED
3B3571AD 12BE4EZ2E 6995E738 25F6DFOB 03091806 85A51(C43

Cis
6957C0 B9A4EGQ2 3B9429FD 5E97B7D1
S5AF22EAE 23C4D972 8243737C F7388CC1 0944671C 90B5C(C83
32AE225A 1AAGFO0OD 6A74B0OB2 5C0O064E8 8836146F 27D908F9
0162BD1B 977803E3 4690DA22 25E2999E EABF8425 16QA3BED
3B3571AD 12BE4E2E 6995E738 25F6DFOB 03091806 85A51(43

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 5k 3k >k 3k >k 3k %k 3k 3k >k 3k %k 3k %k 3%k 3k 5%k 3k %k 3%k %k 3%k %k > 3k >k %k %k 3%k %k % >k %k %k *k 3k %k >k %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 768
additional_input <empty>
Hashgen

requested_no_of_bits = 768



1=1

data 1is

68AE1923 76EQ9124
92ABA503 E9226CE0Q
ED82064F 30F2472D
EDB1ADF5 C6C469A3

w_1i 1is
4B7FF453 EB17F58C
FAE8A9B7 A67AC594

W is
4B7FF453 EB17F58C
FAE8A9B7 A67AC594

data 1is

68AE1923 76E09124
92ABA503 E9226CE0Q
ED82064F 30F2472D
EDB1ADF5 C6C469A3

w_1i 1is
E9020087 F87DAADG
SBACE@34 Q@B5CDC9

Wis
4B7FF453 EB17F58C
F4E8A9B7 A67AC594
E9020087 F87DAADG
SBACE@34 00B5CDC9O

returned_bits is

0CBC7C
91DOE72C
EQ8A9388
8E7B9664
7791A0A7

49041450
2ADBB6AC

49041450
2ADBB6AC

0CBC7C
91DOE72C
EQ8A9388
8E7B9664
7791A0A7

7E8FOBEE
SEFF9DE4

49041450
2ADBB6AC
7E8FOBEE
SEFFODE4

85938D2C
2BAFE332
8074BC3D
03CBDCZ3
4D14AEQ5

8ABCCA50
445077EB

8ABCCA50
445077EB

85938D2C
2BAFE332
8074BC3D
03CBDCZ23
4D14AEQ5

BSES3BCD
135A398F

8ABCCA50
445077EB
B5SE53BCD
135A398F

8524D4FA
040400AF
007303A5
E4AQ523F
97DDE@D3

E760FB71
B8D47B8C

E760FB71
B8D47B8C

8524D4FA
040400AF
007303A5
E4AQ523F
97DDE@D3

806243C8
F50FCOF5

E760FB71
B8D47B8C
806243C8
F50FCOF5

7F75CD78
3EF3543A
EEQ874F8
2E3E11F6
246219D7

13308E29
92A7161B

13308E29
92A7161B

7F75CD78
3EF3543A
EEQ874F8
2E3E11F6
246219D8

E6362CB3
903B8073

13308E29
92A7161B
E6362CB3
903B8073



4B7FF453 EB17F58C 49041450 8ABCCA50 E760FB71 13308E29
FAEBA9B7 A67AC594 2ADBBO6AC 445077EB B8D47B8C 92A7161B
E9020087 F87DAAD6 7E8FOBEE B5E53BCD 806243C8 E6362(CB3
S5BACE@34 00B5CDC9 SEFFIODE4 135A398F F50FCOF5 903B8073

Update V

0x0311V 1is
030CBC7C 85938D2C 8524D4FA 7F75CD78
68AE1923 76E09124 91DOE72C 2BAFE332 040400AF 3EF3543A
92ABA503 E9226CEQ EQ8A9388 8074BC3D 007303A5 EEQ874F8
ED82064F 30F2472D 8E7B9664 ©O3CBDCZ23 E4A0523F Z2E3E11F6
EDB1ADF5 C6C469A3 7791A0A7 4D14AEQ5 97DDE@OD3 246219D7

H is
3EBGBAA9 3ADF6560 38CF1960 7DOSA3EQ 8DQ4D674 28FFEFEA
CoDFC2EE 869DBC36 9F26D852 8FDCBDZ23 S5EDS5CEC 83AA2005

Updated values

V is
76143D 3F38732E COB8FEF7 DEQD8549
C3A047D1 9AA50A97 14145AA9 22E86FF3 QD4867CB CFA920BD
C559C75E @3C965EE 4AFF443A DC752125 88A91815 15E17DF2
2D9B7E14 0349B071 ODDB89E6G AGB719A3 5C64ACD8 6D483DCE
EFCOE291 060207408 804E6032 ©Q2E84A33 FIB(C55Co 2DB15620

reseed_counter is
0000 00000002

rnd_val 1is
4B7FF453 EB17F58C 49041450 8ABCCAS0 E760FB71 13308EZ29
F4E8A9B7 A67AC594 2ADBBOAC 445077EB B8D47B8C 92A7161B
E9020087 F87DAAD6 7ES8FOBEE BS5E53BCD 806243C8 E6362CB3
SBACE@34 Q0B5CDC9 S5EFFIODE4 135A398F F5QFCOF5 903B8073

AR AR AR AR AR AR AR AR AR AR A A



Hash_DRBG
Requested Security Strength = 192
Requested Hash Algorithm = SHA-384

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5C5DSE 5F606162 63646566 6768696A 6B6C6DGE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BI9CI9DIE 9FAQA1A2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ESE6 EVES8EQEA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE DFEQE1E2 E3E4ESEG
E7ES8E9EA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1CID1E 1F202122 23242526 2728292A 2B2(C2D2E

Nonce =
20212223 24252627 28292A2B

PersonalizationString

404142 43444546 4748494A 4B4(C4D4E
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6CO6DOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596
9798999A 9BI9C9D9E 9FAQALIAZ A3A4A5A6 A7A8A9AA ABACADAE

AdditionalInput = <empty>

B



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k >k 3k >k 3k %k 3k %k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k %k 3%k 3k >k 3k %k 3%k %k 3%k 3k >k 3k >k %k %k 3% %k > >k %k % %k % %k %k %k *k

Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5CS5D5E 5F606162 63646566 6768696A 6B6COD6GE

nonce 1is
20212223 24252627 28292A2B

personal_str is
404142 43444540 4748494A 4B4C4D4AE
4F505152 53545556 5758595A 5B5C5DSE 5F606162 63646566
6768696A 6B6COD6E 6F707172 73747576 7778797A 7B7(C7D7E
7F808182 83848586 8788898A 8B8CED8E 8F909192 93949596
9798999A 9B9CODIE 9FAQA1AZ2 A3A4A5A6c A7A8A9AA ABACADAE

prediction_resistance_flag = "PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is

0001 02030405 06070809 QAQBOCOD QEQF1011
12131415 16171819 1A1B1C1D 1E1F2021 22232425 26272829
2A2B2C2D 2E2F3031 32333435 36373839 3A3B3C3D 3E3F4041
42434445 46474849 4A4B4C4D 4E4F5051 52535455 56575859
S5A5B5C5D S5E5F6061 62636465 66676869 6A6B6C6D 6E202122
23242526 2728292A 2B404142 43444546 4748494A 4BACADAE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DBE 8F909192 93949596
9798999A 9B9CODIE 9FAQAIAZ A3A4A5A6 A7AS8A9AA ABACADAE

no_of_bits_to_return = 888



counter| Ino_of_bits_to_returnl|input_string 1is

010000
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

03780001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
53545556
6B6CoD6E
83848586
9B9CI9D9E

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B404142
5758595A
6F707172
8788898A
9FAQA1A2

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8D8E
A3A4A5A6

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

OEOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
AQ28F843 783D7721 E32AC5FD 92303188 4CF9D3F@ SFAZBEQ9
EB6A82C7 82B6203C 293847B9 8EC4B9CO C8674DEA EQ9EB964

temp =

AQ28F843 783D7721 E32ACS5FD 92303188 4CFI9D3F0@
EB6A82C7 82B6203C 293847B9 8EC4B9CO (C8674DEA

counter| Ino_of_bits_to_returnlinput_string is

020000
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

03780001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
53545556
6B6CoD6E
83848586
9B9C9D9E

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B404142
5758595A
6F707172
8788898A
9FAQA1A2

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8D8E
A3A4A5A6

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

SFAZBEQ@9
EQ9EB964

OEOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
(C74754B6 A1E77CoC ODE@245E 3BC81E15 85F2F379 F4489643



5F61C23D B552DB8B 3190F5F3 7B966F3D DOOACEBS

temp =

AQ28F843 783D7721 E32ACS5FD 92303188 4CFOD3F0
EB6A82C7 82B6203C 293847B9 8EC4BI9CO (C8674DEA
C74754Bo A1E77C6C ODEQ245E 3BC81E15 85F2F379
5F61C23D B552DB8B 3190F5F3 7B966F3D DOOACEBS

counter| Ino_of_bits_to_returnllinput_string is

030000
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

03780001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
53545556
6B6C6D6E
83848586
9B9C9D9E

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B404142
5758595A
6F707172
8788898A
9FAQA1A2

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DEE
A3A4A5A6

0AOBOCAD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

373CAZBD

S5FAZBEQ9
EQ9EB964
F4489643
373CAZBD

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4D4E
63646566
7B7C7D7E
93949596
ABACADAE

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
A8989587 CED14C8E 80790CD7 146F3328 3D84860A 708750EA
1FDCD1DA D814E76A CAGE310F 12AAQBBA 611A8E86 FCOEAE47

temp =

884CFID3
CoC8674D
1585F2F3
3DDOO@CE

V is

884CFID3
CoC8674D
1585F2F3
3DDOO@CE

FOSFAZBE
EAE@9EB9
79F44896
B5373CAZ

FOSFAZBE
EAEQ9EB9
79F44896
B5373CAZ

AQ28F8
09EB6A82
64C74754
435F61C2
BDA89895

AQ28F8
09EBGA82
64C74754
435F61C2
BDA89895

43783D77
C782B620
BOA1E77C
3DB552DB
87CED14C

43783D77
C782B620
B6AL1E77C
3DB552DB
87CED14C

21E32AC5
3C293847
6CODEQ24
8B3190F5
8E80790C

21E32AC5
3C293847
6CODEQ24
8B3190F5
8E80790C

FD923031
BO8EC4B9
SE3BC81E
F37B966F
D7146F33

FD923031
B98EC4B9
S5E3BC81E
F37B966F
D7146F33



Hash_df - Generate C - Step 4

0x0011V 1is
00AQ28F8 43783D77 21E32AC5 FD923031
884CFID3 FOSFA2BE Q9EBGA82 C782B620 3C293847 B98EC4B9
C0C8674D EAEQ9EB9 64(74754 BO6A1E77C 6CODE@24 SE3BC81E
1585F2F3 79F44896 435F61C2 3DB552DB 8B3190F5 F37B966F
3DDQOACE B5373CA2 BDA89895 87CED14C 8E80790C D7146F33

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000378 00VAQ28F8 43783D77 21E32AC5 FD923031
884CFOD3 FOSFA2BE Q9EB6A82 (782B620 3(293847 BOSEC4B9
COC8674D EAEQIEB9 64(74754 BO6A1E77C 6CODE@24 SE3BC81E
1585F2F3 79F44896 435F61C2 3DB552DB 8B3190F5 F37B966F
3DDO@ACE B5373CA2 BDA89895 87CED14C 8E80790C D7146F33

Hash(counter| Ino_of_bits_to_return||input_string) is
DEQ4243D 3BB30232 9A91124D 780ADCF3 672DDD2C E781963E
273BB249 FoEC13B1 6A903F40 DO1C2DFF 1464BFA6 AFD6987D

temp =
DE@4243D 3BB30232 9A91124D 780ADCF3 672DDD2C E781963E
273BB249 F6EC13B1 6A903F40 DO1C2DFF 1464BFA6 AFD6987D

counter| Ino_of_bits_to_returnl|input_string is
02 00000378 00AQ28F8 43783D77 21E32AC5 FD923031
884CFOD3 FOSFA2BE Q9EBGA82 (782B620 3(C293847 BI8EC4B9
CoC8674D EAEQ9EB9 64(C74754 BOA1E77C 6CODE@24 SE3BC81E



1585F2F3 79F44896 435F61C2 3DB552DB 8B3190F5 F37B966F
3DDOOOCE B5373CAZ BDA89895 87CED14C 8E80790C D7146F33

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
7B72F966 9A700AF1 C7E3466A SE89AODC A45282E7 1A39E4AA
24585736 11785015 85B95258 (40A2016 2D1F62CA 988BBEC7

temp =

DE@4243D 3BB30232 9A91124D 780ADCF3 672DDD2C
273BB249 FoEC13B1 6A903F40 DO1C2DFF 1464BFA6
7B72F966 9A700AF1 C7E3466A SE89AQDC A45282E7
24585736 11785015 85B95258 (40A2016 2D1F62CA

counter| Ino_of_bits_to_returnl|input_string 1is
03 00000378 00VAQ28F8 43783D77 21E32AC5
884CFI9D3 FOSFAZBE Q9EBEA82 (782B620 3(C293847
COC8674D EAEQIEB9 64(74754 BO6A1E77C 6CODEQ24
1585F2F3 79F44896 435F61C2 3DB552DB 8B3190F5
3DD@@ACE B5373CA2 BDA89895 87CED14C 8E80790C

E781963E
AFD6987D
1A39E4AA
988BBEC7

FD923031
B98EC4B9
SE3BC81E
F37B966F
D7146F33

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
FD2CADSE 501A9FA7 18212A41 9FA2251F Q1E46C40 DDBF4D8&5
223B6E11 48351858 CC99BE10Q ©D1A4301 A307DBAF DE@79ADA

temp =

F3672DDD
FF1464BF
DCA45282
162D1F62

C is

F3672DDD
FF1464BF
DCA45282

DEQ424
2CE78196 3EZ273BBZ2
AGAFD698 7D7B72F9
E71A39E4 AA245857
CA988BBE C7FD2CAD

DEQ424
2CE78196 3E273BB2
AG6AFD698 7D7B72F9
E71A39E4 AA245857

3D3BB302
49F6EC13
669A700A
36117850
8E501A9F

3D3BB302
49F6EC13
669A700A
36117850

329A9112
B16A903F
F1C7E346
1585B952
A718212A

329A9112
B16A903F
F1C7E346
1585B952

4D780ADC
40D01C2D
6A5E89A0
58C40A20
419FA225

4D780ADC
40D01C2D
6A5E89A0
58C40A20



162D1F62 CA988BBE C7FDZCAD 8ESQ1A9F A718212A 419FA225

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k %k 3%k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k %k %k %k 3% %k 5% >k %k % %k % %k %k %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 768
additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BAC9DIE 9FAQALIAZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7BS8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5EG EVES8EQEA EBECEDEE

additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2

seed_material is

01A028 F843783D
7721E32A C5FD9230 31884CF9 D3FQS5FA2 BEQOEBGA 82C782B6
203C2938 47B98EC4 BICOC867 4DEAEQOE B964C747 S54BOGAL1E7
7CoCODE@ 245E3BC8 1E1585F2 F379F448 96435F61 C23DB552
DB8B3190 F5F37B96 6F3DDO@@ CEB5373C A2BDA898 9587CED1
4(C8E8079 0OCD7146F 33808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BI9CIDOE 9FAQGAIAZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5Do
D7D8D9DA DBDCDDDE DFEQE1EZ? E3E4ESEG E7VES8EOEA EBECEDEE



no_of_bits_to_return

888

counter| Ino_of_bits_to_returnl|input_string is

7721E32A
203C2938
7CoCODEQ
DB8B3190
4C8E8079
8F909192
A7A8A9AA
BFCOC1C2
D7D8DIDA

C5FD9230
47B98EC4
245E3BC8
F5F37B96
0CD7146F
93949596
ABACADAE
(C3C4C5C6
DBDCDDDE

31884CF9
B9C0C867
1E1585F2
6F3DD000
33808182
9798999A
AFBOB1B2
C7C8C9CA
DFEQE1EZ

01000003
D3FO5FAZ
4DEAEQOE
F379F448
CEB5373C
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESEG

7801A028
BE@9EBGA
B964C747
96435F61
A2BDA898
8788898A
9FAQA1A2
B7B8B9BA
CFDOD1D2
E7E8E9EA

F843783D
82C782B6
54B6A1E7
C23DB552
9587CED1
8B8C8D8E
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

Hash(counter| Ino_of_bits_to_returnl|input_string) is
B8FB4017 52EA402B 40088B38 BOE21FAF BO7F86D2 EEFA0281
2177C28A 76ABD2EA FOB450B6 7EDAF746 SQEAF2DB 8F9C720A

temp =

B8FB4017 52EA402B 40088B38 BIEZ21FAF BO7F86D2
2177C28A 76ABDZ2EA FOB450B6 7ED4F746 SOEAFZ2DB

counter| Ino_of_bits_to_returnl|input_string is

7721E32A
203C2938
7CoCODEQ
DB8B3190
4C8E8079
8F909192
A7A8A9AA
BFCOC1C2
D7D8DI9DA

C5FD9230
47B98EC4
245E3BC8
F5F37B96
0CD7146F
93949596
ABACADAE
(C3C4C5C6
DBDCDDDE

31884CF9
B9C0C867
1E1585F2
6F3DD000
33808182
9798999A
AFBOB1B2
C7C8C9CA
DFEQE1EZ

02000003
D3FO5FAZ
4DEAEQOE
F379F448
CEB5373C
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESEG

7801A028
BE@9EBGA
B964C747
96435F61
A2BDA898
8788898A
9FAQA1A2
B7B8B9BA
CFDOD1D2
E7E8E9EA

EEFAQ281
8F9C720A

F843783D
82C782B6
54B6A1E7
C23DB552
9587CED1
8B8C8DBE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE



Hash(counter| Ino_of_bits_to_returnl||input_string) is
81AEAEC8 4BB298FE 4D5974CE E9FD5218 B50B6CCB C77DAF80
9FB549BB 18974DOC 8B93B38E E6CE54C7 GEEB3D@O8 DEF2817D

temp =

B8FB4017 52EA402B 40088B38 BIEZ21FAF BO7F86D2
2177C28A 76ABDZ2EA FOB450B6 7ED4F746 SOEAFZDB
81AEAEC8 4BB298FE 4D5974CE E9FD5218 B50B6CCB
9FB549BB 18974DOC 8B93B38E E6CE54C7 6EEB3D08

counter| Ino_of_bits_to_returnl|input_string 1is

7721E32A
203C2938
7C6CODEQ
DB8B3190
4C8E8079
8F909192
A7A8A9AA
BFCOC1C2
D7D8DIDA

C5FD9230
47B98EC4
245E3BC8
F5F37B96
0CD7146F
93949596
ABACADAE
(C3C4C5C6
DBDCDDDE

31884CF9
B9COC867
1E1585F2
6F3DD000
33808182
9798999A
AFBOB1B2
C7C8C9CA
DFEQE1EZ

03000003
D3FO5FAZ
4DEAEQ9E
F379F448
CEB5373C
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

7801A028
BE@Q9EBGA
B964(C747
96435F61
A2BDA898
8788898A
9FAQA1A2
B7B8B9BA
CFD@D1D2
E7ESEQEA

EEFAQ281
8F9C720A
C77DAF80
DEF2817D

F843783D
82C782B6
54B6A1E7
C23DB552
9587CED1
8B8C8DEE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

Hash(counter| Ino_of_bits_to_returnl!linput_string) is
72E347E6 D5CB535C 70672C3A BDFQEFA4 ©6(C9A7825 B88Q9SE6
5A8C9D11 3A31ES537 ADB6CS58D E33365EA 1E6A964C 98246E96

temp =

B8FB40

AFBO7F86 D2EEFAQ2 812177C2
4650EAF2 DB8FI9C72 QA81AEAE
18B50B6C CBC77DAF 8@9FB549
C76EEB3D @8DEF281 7D72E347

V is

B8FB40

AFBO7F86 D2EEFAQ2 812177C2

1752EA40Q
8A76ABD2
C84BB298
BB18974D
E6D5CB53

1752EA40
8A76ABD2

2B40088B
EAFOB450
FE4D5974
0C8B93B3
5C70672C

2B400388B
EAFOB450

38B9EZ1F
B67ED4F7
CEE9FD52
8EE6CES4
3ABDFOEF

38B9E21F
B67ED4F7



4650EAF2 DB8FIC72 OAB1AEAE (C84BB298 FE4D5974
18B50B6C CBC77DAF 809FB549 BB18974D @C8B93B3
C76EEB3D @8DEF281 7D72E347 E6D5CB53 5C70672C

Hash_df - Generate C - Step 4

0x0011V 1is
Q0OB8FB4@ 1752EA40 2B40088B
AFBO7F86 DZ2EEFAQ2 812177C2 8A76ABDZ2 EAFOB450
4650EAF2 DB8F9C72 QA81AEAE (84BB298 FE4D5974
18B50B6C CBC77DAF 809FB549 BB18974D QC8B93B3
C76EEB3D ©O8DEF281 7D72E347 E6GD5CB53 5C70672C

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000378 00BBFB4@ 1752EA40 2B40038B
AFBO7F86 D2EEFAQ2 812177C2 8A76ABD2 EAF@B450
4650EAF2 DB8F9C72 OA81AEAE (84BB298 FE4D5974
18B50B6C CBC77DAF 809FB549 BB18974D @C8B93B3
C76EEB3D @8DEF281 7D72E347 EGD5CB53 5C70672C

CEE9QFD52
8EE6CES4
3ABDFOEF

38BOEZ21F
B67ED4F7
CEE9FD52
8EE6CES4
3ABDFOEF

38BOEZ1F
B67ED4F7
CEE9FD52
8EE6CES4
3ABDFOEF

Hash(counter| Ino_of_bits_to_return||input_string) is

AQOA98C1 82E4603D A4DEA867 148EBB96 693D9023
8B42EC27 146D80C5 BF9703DB D4QESBAS 80QF6E695

temp =
AQOA98C1 82E4603D A4DEA867 148EBB96 693D9023
8B42EC27 146D80QC5 BF9703DB D4QE8BAS5 80QF6EG95

counter| Ino_of_bits_to_returnl|input_string is

2B5369D0
8A8B99D9

2B5369D0
8A8B99D9



02 00000378 00B8FB40 1752EA40 2B40088B 38BOEZ1F
AFBO7F86 D2EEFAQ2 812177C2 8A76ABDZ2 EAFOB450 BG7ED4F7
4650EAF2 DB8FI9C72 QOA81AEAE (C84BB298 FE4D5974 CEE9FD52
18B50B6C CBC77DAF 809FB549 BB18974D @C8B93B3 8EEG6CES4
C76EEB3D @8DEF281 7D72E347 E6D5CB53 5C70672C 3ABDFOEF

Hash(counter| Ino_of_bits_to_return||input_string) is
7487DB59 E24(C9E95 4E3AF35C F2BD6FB4 2D65D637 51DF2849
85C28A78 97BBA5D9 FOCD57CE F2D510FQ B5B3@1ED 9DBCGD3F

temp =
AQOA98C1 82E4603D A4DEA867 148EBBY96 693D9023 2B5369D0
8B42EC27 146D8OC5 BFI9703DB D4OE8BAS 80OF6EG695 8A8B99D9
7487DB59 E24C9E95 4E3AF35C F2BD6FB4 2D65D637 51DF2849
85C28A78 97BBA5SD9 FOCD57CE F2D510F@ B5B3Q1ED 9DBCGD3F

counter| Ino_of_bits_to_returnl|input_string 1is
03 00000378 00B3FB40 1752EA40 2B40088B 38BIEZ1F
AFBO7F86 D2EEFAQ2 812177C2 8A76ABD2 EAFOB450 BG7ED4F7
4650EAF2 DB8F9C72 QA81AEAE (84BB298 FE4D5974 CEEQFD52
18B50B6C CBC77DAF 809FB549 BB18974D @C8B93B3 SEE6CES4
C76EEB3D @8DEF281 7D72E347 E6D5CB53 5C70672C 3ABDFOEF

Hash(counter| Ino_of_bits_to_returnllinput_string) is
CDFeBD79 4CBDFA51 F81D20A2 5BA13FFB 26B1CAQF 18161497
9170A047 60QF93748 Q1FCSEAF 8648F5F1 66CB4ED5 771C15BD

temp =
ADOA98 (C182E460 3DA4DEA8 67148EBB
96693D90 232B5369 DO8B42EC 27146D8@ C5BF9703 DBD4QESB
A580F6E6 958A8B99 D97487DB 59E24(C9E 954E3AF3 5CF2BDGF
B42D65D6 3751DF28 4985C28A 7897BBAS DOFQCD57 CEF2D510
FOB5B301 ED9DBCeD 3FCDF6BD 794CBDFA 51F81D20 AZ25BA13F

C is
AQOA98 (C182E4060 3DA4DEA8 67148EBB



96693D90 232B5369 DO8B42EC 27146D8@ C5BF9703 DBD4QESB
A580F6E6 958A8B99 D97487DB 59E24(COE 954E3AF3 5CF2BD6F
B42D65D6 3751DF28 4985C28A 7897BBAS DI9FQCD57 CEFZ2D510
FOB5B301 ED9DBCoD 3FCDF6BD 794CBDFA 51F81D20 A25BA13F

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3%k 3k %k %k 3k 3% 3k 3k %k %k 3k 3%k 3k %k %k 3k 3%k 3k %k %k %k 3%k 3% %k %k k k >k %k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 768

additional_input <empty>

Hashgen

requested_no_of_bits = 768

data is
B8FB40 1752EA40 2B40088B 38BOE21F
AFBO7F86 DZ2EEFAQ2 812177C2 8A76ABDZ2 EAFQB450 BG7EDA4F7
4650EAF2 DB8F9C72 QA81AEAE (84BB298 FE4D5974 CEE9FD52
18B50B6C CBC77DAF 809FB549 BB18974D ©C8B93B3 8EEGCES4
C76EEB3D ©O8DEF281 7D72E347 E6D5CB53 5C70672C 3ABDFOEF

w_1i 1is
8D77F997 4DoEFCAF 503E24DB 4BCOEQF8 1ES5E4931 60OD3FFF8
Q2F5AEGG6 4088B9C7 8381E88C CB992BF6 BCD72CDC 85CBDFCB

W is
8D77F997 4DGEFCAF 503E24DB 4BCOEQF8 1ES5E4931 60OD3FFF8
02F5AEG6 4088B9C7 8381E88C CB992BF6 BCD72CDC 85CBDFCB



data is
B8FB40 1752EA40 2B40088B 38BOE21F
AFBO7F86 DZ2EEFAQ2 812177C2 8A76ABDZ2 EAFOB450 BG7ED4F7
4650EAF2 DB8F9C72 QA81AEAE (84BB298 FE4D5974 CEE9FD52
18B50B6C CBC77DAF 809FB549 BB18974D ©C8B93B3 8EEGCES4
C76EEB3D ©O8DEF281 7D72E347 EG6D5CB53 5C70672C 3ABDFOF0O

w_1i 1is
D7A34759 D30CBB66 A97768F7 84654B25 98CF3814 8EEF1421
QF2DC1A7 7479CE26 548BF86F B86AC16D 00064255 1F2BF597

Wis
8D77F997 4D6EFCAF 503E24DB 4BCOEQF8 1ES5E4931 G6OD3FFF8
02F5AEG6 4088B9C7 8381E88C CB992BF6 BCD72CDC 85CBDFCB
D7A34759 D30CBB66 A97768F7 84654B25 98CF3814 8EEF1421
QF2DC1A7 7479CE26 548BF86F B86AC16D 00064255 1F2BF597

returned_bits is
8D77F997 4DG6EFCAF 503E24DB 4BCOEQF8 1ES5E4931 6@D3FFF8
02F5AE06 4088B9C7 8381E88C (B992BF6 BCD72CDC 85CBDF(CB
D7A34759 D30CBB66 A97768F7 84654B25 98CF3814 8EEF1421
QF2DC1A7 7479CE26 548BF86F B86AC16D 00064255 1F2BF597

Update V

Ox0311V 1is
03B8FB4@ 1752EA40 2B40088B 38BIEZ21F
AFBO7F86 D2EEFAQ2 812177C2 8A76ABD2 EAFQB450 BG7ED4F7
4650EAF2 DB8F9C72 QA81AEAE (84BB298 FE4D5974 CEE9FD52
18B50B6C CBC77DAF 809FB549 BB18974D @QC8B93B3 8EEGCES4
C76EEB3D ©O8DEF281 7D72E347 E6D5CB53 5C70672C 3ABDFOEF

H is
4BC7D597 C62A8AB9 DF7D575B 36600197 989C10B4 7DBD39A7
3A34661B 75FD5697 B1A503B8 62697571 D235D54B ECF1B172

Updated values



V is
5905D8 D8D5CEAQ 68E4E733 9FCE7QDB
4619BD16 F61A4D6C 51ACBAAE B18B1953 BOB04B54 9252E382
EBD1E1D9 711A280B E3F6368A 222DFF37 939B9468 2BDCBACZ2
18AA46DA (C943E791 A9A2CF2F 6A10548A 7F1871BF DB96DDAC
F259045A 6C7A0586 GEESDDBD C28BFEBF 80Q9E5998 CAQB43A1

reseed_counter is
0000 00000002

rnd_val 1is
8D77F997 4DGEFCAF 503E24DB 4BCOEQF8 1ES5E4931 6OD3FFF8
0@2F5AE66 4088B9C7 8381E88C (B992BF6 BCD72CDC 85CBDFCB
D7A34759 D30CBB66 A97768F7 84654B25 98CF3814 8EEF1421
OF2DC1A7 7479CE26 548BF86F B86AC16D 00064255 1F2BF597

Second call to Generate

3k 3k 3k 3K 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 3k 3k 5k %k 3k 5k %k 3k 3k %k 5k %k %k 5k %k %k >k kkkk
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 768

additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
COC1C2 (C3C4C5C6 C7C8CI9CA (CBCCCDCE
CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFE@E1EZ2 E3E4ESEG
E7VESEQEA EBECEDEE EFFQF1F2 F3F4F5F6c F7F8FOFA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1CID1E 1F202122 23242526 2728292A 2B2C2DZ2E

additional_input <empty>



Hash_df - Generate seed(which is V) - Step 2

seed_material 1is

AQGBE4E7
53B0B04B
37939894
8A7F1871
BF80Q9ES59
CFD@D1D2
E7EBEQEA
FF000102
1718191A

339FCE70@
549252E3
682BDCBA
BFDB96DD
98CA0B43
D3D4D5D6
EBECEDEE
03040506
1B1C1D1E

DB4619BD
82EBD1E1
C218AA46
0CF25904
A1CoC1C2
D7D8D9DA
EFFOF1F2
0708090A
1F202122

16F61A4D
D9711A28
DAC943E7
SA6C7AQ5
(3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCDOE
23242526

015905
6C51ACBA
OBE3F636
91A9A2CF
866EE5DD
C7C8COCA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

D8D8D5CE
AEB18B19
8A222DFF
2F6A1054
BDC28BFE
CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

no_of_bits_to_return 888

counter| Ino_of_bits_to_returnllinput_string is

AQGSE4E7
53B0OB04B
37939894
8A7F1871
BF8@9E59
CFD@D1D2
E7E8EQEA
FF000102
1718191A

339FCE70@
549252E3
682BDCBA
BFDB96DD
98CA0B43
D3D4D5D6
EBECEDEE
03040500
1B1C1D1E

DB4619BD
82EBD1E1
C218AA46
0CF25904
A1COC1C2
D7D8DI9DA
EFFOF1F2
0708090A
1F202122

01000003
16F61A4D
D9711A28
DAC943E7
5A6C7AQ5
(C3C4C5C6
DBDCDDDE
F3F4F5F6
©0BOCODOE
23242526

78015905
6C51ACBA
OBE3F636
91A9A2CF
866EES5DD
C7C8C9CA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

D8D8D5CE
AEB18B19
8A222DFF
2F6A1054
BDC28BFE
CBCCCDCE
E3E4ESEG
FBFCFDFE
13141516
2B2C2D2E

Hash(counter| Ino_of_bits_to_returnl!|input_string) is

EQEBFA8A 274E1C52 EC32FF2D B7B20DE3 11A687FE DCCE16BA
2174D649 79CBC4EE 88E38(C50 41CC1449 D9025CD7 CA8CDB4B

temp =

EQE8FA8A 274E1C52 EC32FF2D B7B20DE3 11A687FE DCCE16BA
2174D649 79CBC4EE 88E38C50 41CC1449 D9025CD7 CA8CDB4B



counter| Ino_of_bits_to_returnl|input_string 1is

AQG8E4E7
53B0B04B
37939894
8A7F1871
BF8@9ES59
CFD@D1D2
E7EBEQEA
FF000102
1718191A

339FCE70@
549252E3
682BDCBA
BFDB96DD
98CA0B43
D3D4D5D6
EBECEDEE
03040506
1B1C1D1E

DB4619BD
82EBD1E1
C218AA46
0CF25904
A1CoC1C2
D7D8D9DA
EFFOF1F2
0708090A
1F202122

02000003
16F61A4D
D9711A28
DAC943E7
5A6C7AQ5
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

78015905
6C51ACBA
OBE3F636
91A9A2CF
866EE5DD
C7C8COCA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

D8D8D5CE
AEB18B19
8A222DFF
2FoA1054
BDC28BFE
CBCCCDCE
E3E4ESEG
FBFCFDFE
13141516
2B2C2D2E

Hash(counter| Ino_of_bits_to_returnl!|input_string) is

D4AB3A72 3B82DDFA E3726CDF 44448476 95254A09 27E159EA
84D51C35 8B1E@9F6 3C33CDB7 6@C7CF2F ©@BC717E1 A7C79F88

temp =

EQE8FA8A 274E1C52 EC32FF2D B7B20DE3 11A687FE
2174D649 79CBC4EE 88E38C50 41CC1449 D9025CD7
D4AB3A72 3B82DDFA E3726CDF 44448476 95254A09
84D51C35 8B1E@9F6 3C33CDB7 6@C7CFZ2F ©OBC717E1l

DCCE16BA
CA8CDB4B
27E159EA
A7C79F88

counter| Ino_of_bits_to_returnl|input_string is

AQGBE4E7
53B0OB04B
37939894
8A7F1871
BF8@9ES59
CFDOD1D2
E7E8E9EA
FF000102
1718191A

339FCE7@
549252E3
682BDCBA
BFDB96DD
98CA0B43
D3D4D5D6
EBECEDEE
03040500
1B1C1D1E

DB4619BD
82EBD1E1
C218AA46
0CF25904
A1COC1C2
D7D8DIDA
EFFOF1F2
0708090A
1F202122

03000003
16F61A4D
D9711A28
DAC943E7
5A6C7AQ5
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0OBOCODOE
23242526

78015905
6C51ACBA
OBE3F636
91A9A2CF
866EESDD
C7C8C9CA
DFEQE1EZ
F7F8FI9FA
0F101112
2728292A

D8D8D5CE
AEB18B19
8A222DFF
2F6A1054
BDC28BFE
CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E



Hash(counter| Ino_of_bits_to_returnl!linput_string) is
0522B3EB 10EF6620 3FDFB8BD 78A4C9AA 3928F7C8 BF1D3BIC
174C4BC2 6740B28B E351D4B1 A15100FF A92658D4 FBAB23A4

temp =

E311A687
49D9025C
7695254A
2FOBC717

V is

E311A687
49D9025C
7695254A
2FOBC717

FEDCCE16
D7CA8CDB
0927E159
E1A7C79F

FEDCCE16
D7CA8CDB
©@927E159
E1A7C79F

EQESFA
BA2174D6
4BD4AB3A
EA84D51C
880522B3

EQE8FA
BA2174D6
4BD4AB3A
EA84D51C
88052283

Hash_df - Generate C - Step 4

0x001 1V 1is

OOEQESFA

E311A687 FEDCCElo BA2174D6
49D9025C D7CA8CDB 4BD4AB3A
7695254A 0927E159 EA84D51C
2FOBC717 E1A7C79F 880522B3

no_of_bits_to_return = 888

8A274E1C
4979CBC4
723B82DD
358B1EQ9
EB1OEF66

8A274E1C
4979CBC4
723B82DD
358B1EQ9
EB1OEF66

8A274E1C
4979CBC4
723B82DD
358B1EQ9
EB1QEF66

52EC32FF
EE88E38C
FAE3726C
F63C33CD
203FDFB8

52EC32FF
EE88E38C
FAE3726C
F63C33CD
203FDFB8

52EC32FF
EE88E38C
FAE3726C
F63C33CD
203FDFB8

counter| Ino_of_bits_to_returnllinput_string is
01 00000378 QOOEQESFA 8A274E1C S52EC32FF
E311A687 FEDCCE16 BA2174D6 4979CBC4 EE88E38C
49D9025C D7CA8CDB 4BD4AB3A 723B82DD FAE3726C
7695254A 0927E159 EA84D51C 358B1E@9 F63C33CD
2FOBC717 E1A7C79F 880522B3 EB1QEF66 203FDFB8

2DB7B20@D
5041CC14
DF444484
B760C7CF
BD78A4(9

2DB7B20D
5041CC14
DF444484
B760C7CF
BD78A4(9

2DB7B20D
5041CC14
DF444484
B760C7CF
BD78A4(C9

2DB7B20D
5041CC14
DF444484
B760C7CF
BD78A4(C9



Hash(counter| Ino_of_bits_to_return||input_string) is
EF628007 43C7(CB83 2FQ7C89A 2(C83B2B7 DFA75554 51B5EDG6
8AFA1BCE 3A515971 78045783 4A8QE93E 56148083 734EGA8A

temp =
EF628007 43C7(CB83 2FQ7C89A 2(C83B2B7 DFA75554 51B5ED66
8AFA1BCE 3A515971 78045783 4A8QE93E 56148083 734E6GA8A

counter| Ino_of_bits_to_returnl|input_string is
02 00000378 QOEQESFA 8A274E1C 52EC32FF 2DB7B2@D
E311A687 FEDCCEle BA2174D6 4979CBC4 EE88E38C 5041CC14
49D9025C D7CA8CDB 4BD4AB3A 723B82DD FAE3726C DF444484
7695254A 0927E159 EA84D51C 358B1EQ9 F63C33CD B760C7CF
2FOBC717 E1A7C79F 880522B3 EB1QEF66 203FDFB8 BD78A4(9

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
CO9EAEFF 50386CEF (C43FD862 A87AD414 8300FA72 B4D95F8D
EC98BDB8 594237B3 B9226818 36323998 AQ7CDECE D262579F

temp =
EF628007 43C7CB83 2F07C89A 2C83B2B7 DFA75554 51B5ED66
8AFA1BCE 3A515971 78045783 4A80E93E 56148083 734E6A8A
COOEAEFF 50386CEF C43FD862 A87AD414 8300QFA72 B4D95F8D
ECO8BDB8 594237B3 B9226818 36323998 AQ7CDECE D262579F

counter| Ino_of_bits_to_returnl|input_string is
03 00000378 QOEQESFA 8A274E1C 52EC32FF 2DB7B2@D
E311A687 FEDCCE16 BA2174D6 4979CBC4 EE88E38C 5041CC14
49D9025C D7CA8CDB 4BD4AB3A 723B82DD FAE3726C DF444484
7695254A 0927E159 EA84D51C 358B1EQ9 F63C33CD B76@0C7CF
2FOBC717 E1A7C79F 880522B3 EB1QEF66 203FDFB8 BD78A4(C9



Hash(counter| Ino_of_bits_to_return||input_string) is
COE1040B 9FC9BD97 78F36A8B 145(5088 345FFC14 B02B3136
3401857D 89571268 3606A5B46 Q9QE2B1C A270EA7F FFA9AB38

temp =
EF6280 0743C7CB 832FQ7C8 9A2(83B2
B7DFA755 5451B5ED 668AFA1B CE3A5159 71780457 834A80QE9
3E561480 83734E6A 8ACQI9EAE FF50386C EFC43FD8 62A87AD4
148300FA 72B4D95F 8DEC98BD B8594237 B3B92268 18363239
98A07CDE CED26257 9FCOE104 OBOF(C9BD 9778F36A 8B145C50

Cis
EF6280 0743C7CB 832FQ7C8 9A2(83B2
B7DFA755 5451B5ED 668AFA1B CE3A5159 71780457 834A80QE9
3E561480 83734E6A 8ACO9EAE FF50386C EFC43FD8 62A87AD4
148300FA 72B4D95F 8DEC98BD B8594237 B3B92268 18363239
98AQ7CDE CED26257 9FCQOE104 @BIF(COBD 9778F36A 8B145C50

3k %k 3k 3k 3k >k 3k 3k 3k 3k %k 3k >k 3k 3k %k 3k %k 3k %k 3k >k 3%k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k %k >k 3% >k 5%k 3k %k %k %k 3%k >k %k >k %k %k %k % %k % >k *k % *k % %k % %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 768

additional_input <empty>

Hashgen

requested_no_of_bits = 768

data 1is
EQES8FA 8A274E1C 52EC32FF 2DB7B20D
E311A087 FEDCCElo BA2174D6 4979CBC4 EE88E38C 5041CC14
49D9025C D7CA8CDB 4BD4AB3A 723B82DD FAE3726C DF444484
7695254A 0927E159 EA84D51C 358B1E@9 F63C33CD B760C7CF
2FOBC717 E1A7C79F 880522B3 EB1QEF66 203FDFB8 BD78A4(C9



w_1i 1is
82393433 28419150
730B7D0@3 92DFB8AS

W is
82393433 28419150
730B7D0@3 92DFB8AS5

data 1is

E311A687 FEDCCE16
49D9025C D7CA8CDB
7695254A 0927E159
2FOBC717 E1A7C79F

w_1i is
CCAAAA83 6BF42EC2
8BFC4356 7F09029B

Wis
82393433 28419150
730B7D@3 92DFB8AS
CCAAAA83 6BF42EC2
8BFC4356 7F09029B

returned_bits 1is
82393433 28419150
730B7D@3 92DFB8AS
CCAAAA83 6BF42EC2
8BFC4356 7F09029B

Update V

D8FAC3F7
D933AF34

D8FAC3F7
D933AF34

EQE8FA
BA2174D6
4BD4AB3A
EA84D51C
88052283

3A1A86B7
41EE880C

D8FAC3F7
D933AF34
3A1A86B7
41EE880C

D8FAC3F7
D933AF34
3A1A86B7
41EE880C

943AFD48
0677BBA0

943AFD48
0677BBAQ

8A274E1C
4979CBC4
723B82DD
358B1EQ9
EB1OEF66

2A645474
1A5D60C9

943AFD48
0677BBA0
2A645474
1A5D60C9

943AFD48
0677BBA0Q
2A645474
1A5D60C9

SEEQF857
24BE@983

SEEQF857
24BE@983

52EC32FF
EE88E38C
FAE3726C
F63C33CD
203FDFB8

81EE7644
ED4E843B

SEEQF857
24BEQ983
81EE7644
ED4E843B

SEEQF857
24BE@983
81EE7644
ED4E843B

4E7A7EDD
4D86442E

4E7A7EDD
4D86442E

2DB7B2@D
5041CC14
DF444484
B760C7CF
BD78A4CA

2297D058
46958E04

4E7A7VEDD
4D86442E
2297D058
46958E04

4E7A7VEDD
4D86442E
2297D058
46958E04



0x0311V 1is
O3EQE8FA 8A274E1C 52EC32FF 2DB7B2@D
E311A687 FEDCCE16 BA2174D6 4979CBC4 EE88E38C 5041CCl4
49D9025C D7CA8CDB 4BD4AB3A 723B82DD FAE3726C DF444484
7695254A 0927E159 EA84D51C 358B1EQ9 F63C33CD B760C7CF
2FOBC717 E1A7C79F 880522B3 EB1OEF66 203FDFB8 BD78A4(9

H is
BF25C69C 42BC7161 B9408D6oE 99DB68D9 74D76E32 CA975077
DO5014FF D5B7585B F4QCE7DC DACF1A12 A56048AA 983103ES5

Updated values

V is
DO4B7A 916B15E7 D61B3AC7 (C7E435CO
9AF14DDD 532E8404 20AC6EF2 17B41D1E 6Q0QE7VE3 D38C4CFD
882F16DD 5B3DDB45 D69549E9 718BBB4A EAA7B245 41ECBF59
4A3DECEQ® BE992(C1B 31B1FB48 87BF(C91B 1ECCC468 9AZ2E4A80
97FC58F6 86318253 1BD2EB94 D17FD336 5D191BCD E@BEQ4FF

reseed_counter is
0000 00000002

rnd_val is
82393433 28419150 D8FAC3F7 943AFD48 SEEQF857 4E7AYEDD
730B7D03 92DFB8A5 D933AF34 0677BBAQ 24BEQ983 4D86442E
CCAAAA83 6BF42EC2 3A1A86B7 2A645474 81EE7644 2297D058
8BFC4356 7F09029B 41EE88QC 1A5D6@CO ED4E843B 46958EQ4

HHH R
Hash_DRBG
Requested Security Strength = 192
Requested Hash Algorithm = SHA-384
prediction_resistance_flag = "ENABLED"

EntropyInput =
000102 03040506 0708090A OBOCODOE



0F101112 13141516 1718191A
2728292A 2B2C2D2E 2F303132
3F404142 43444546 4748494A
5758595A 5B5C5D5E 5F606162

EntropyInputl (for Reseedl) =
808182
8F909192 93949596 9798999A
A7A8A9AA ABACADAE AFBOB1B2
BFCOC1C2 (C3C4C5C6 C7C8CICA
D7D8D9DA DBDCDDDE DFEQE1EZ2

EntropyInput2 (for Reseed2) =
cocicz
CFDOD1D2 D3D4D5D6 D7D8DIDA
E7ES8E9EA EBECEDEE EFFQF1F2
FF000102 03040506 0708090A
1718191A 1B1C1D1E 1F202122

Nonce =

PersonalizationString

404142
4F505152 53545556 5758595A
6768690A 6B6CoDOE 6F707172
7F808182 83848586 8788898A
9798999A 9BI9C9D9E 9FAQA1AZ

Additionallnputl =
606162
6F707172 73747576 7778797A
8788898A 8B8C8D8E 8F909192
9FAQALIAZ A3A4ASA6 A7A8SA9AA
B7B8B9BA BBBCBDBE BFCQC1C2

Additionallnput2 =
AQA1AZ
AFBOB1B2 B3B4B5B6 B7B8BIBA
C7C8C9CA (BCCCDCE CFD@D1D2

1B1C1D1E
33343536
4B4C4D4E
63646566

83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESEG

C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

20212223

43444546
5B5C5D5E
73747576
8B8C8DEE
A3A4A5A6

636465606
7B7C7DYE
93949596
ABACADAE
(C3C4C5C6

A3A4A5A6
BBBCBDBE
D3D4D5D6

1F202122
3738393A
4F505152
6768696A

8788898A
9FAQA1A2
B7B8B9BA
CFDOD1D2
E7E8E9EA

C7C8CICA
DFEQE1EZ
F7F8FI9FA
0F101112
2728292A

24252627

4748494A
5F606162
7778797A
8F909192
A7A8A9AA

6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

A7A8A9AA
BFCOC1C2
D7D8D9DA

23242526
3B3C3D3E
53545556
6B6CoD6E

8B8C8DEE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

28292AZB

4B4C4D4E
63646566
7B7C7D7E
93949596
ABACADAE

6B6CoD6E
83848586
9B9C9DIE
B3B4B5B6
CBCCCDCE

ABACADAE
C3C4C5C6
DBDCDDDE



DFEQE1EZ2 E3E4ES5E6 E7VESEQEA EBECEDEE EFFOF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A ©0BOCODOE

L B B e

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k >k >k k k

Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506 0708090A OBOCADOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4AE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CED6GE

nonce 1is
20212223 24252627 28292A2B

personal_str is
404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5CS5DS5E S5F606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596
9798999A 9B9CODI9E 9FAQALAZ2 A3A4A5A6 A7A8A9AA ABACADAE

prediction_resistance_flag = "PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is

0001 02030405 00070809 QAQBACOD QEQF1011
12131415 16171819 1A1B1C1D 1E1F2021 22232425 26272829
2A2B2C2D 2E2F3031 32333435 36373839 3A3B3C3D 3E3F4041
42434445 46474849 4A4B4C4D 4E4F5051 52535455 56575859
S5A5B5C5D 5E5F6061 62636465 66676869 6A6B6C6D 6E202122
23242526 2728292A 2B404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6C6D6GE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596



9798999A 9BI9C9DIE 9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is

010000
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

03780001
16171819
2E2F3031
46474849
S5E5F60601
2728292A
53545556
6B6C6D6E
83848586
9B9C9D9E

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B404142
5758595A
6F707172
8788898A
9FAQA1A2

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DBE
A3A4A5A6

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E
93949590
ABACADAE

Hash(counter| Ino_of_bits_to_return||input_string) is
AQ28F843 783D7721 E32AC5FD 92303188 4CFIOD3FQ S5FAZ2BEQ9
EB6A82C7 82B6203C 293847B9 8EC4BI9CO (8674DEA EQIEB964

temp =

A028F843 783D7721 E32ACS5FD 92303188 4CFOD3F0
EB6A82C7 82B6203C 293847B9 8EC4BI9CO (C8674DEA

counter| Ino_of_bits_to_returnl|input_string is

020000
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
67686960A
7F808182

03780001
16171819
2E2F3031
46474849
S5E5F6001
2728292A
53545556
6BoCoD6E
83848586

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B404142
5758595A
6F707172
8788898A

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DEE

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192

5FAZ2BEQ9
EQ9EB964

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4D4E
63646566
7B7C7D7E
93949596



9798999A 9BI9CODIE 9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE

Hash(counter| Ino_of_bits_to_returnllinput_string) is
C74754B6 A1E77CoC QDE@245E 3BC81E15 85F2F379 F4489643
5F61C23D B552DB8B 3190F5F3 7B966F3D DOQOCEBS 373CA2BD

temp =

A028F843 783D7721 E32AC5FD 92303188 4CFID3F0
EB6A82C7 82B6203C 293847B9 8EC4BI9CO C8674DEA
C74754B6 A1E77CoC ODE@245E 3BC81E15 85F2F379
5F61C23D B552DB8B 3190F5F3 7B966F3D DOOACEBS

counter| |no_of_bits_to_return||input_string is

030000
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

03780001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
53545556
6B6CoD6E
83848586
9B9CI9D9E

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B404142
5758595A
6F707172
8788898A
9FAQA1AZ

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DBE
A3A4A5A6

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6OD
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

S5FAZBEQ9
EQ9EB964
F4489643
373CAZBD

OEOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
A8989587 CED14C8E 80790CD7 146F3328 3D84860A 70875QEA
1FDCD1DA D814E76A CAGE310F 12AAOBBA 611A8E86 FCOEAE47

temp =

V is

AQ28F8 43783D77 21E32AC5 FD923031
884CF9D3 FOSFAZBE Q9EB6A8Z2 (C782B620 3C293847 BI98EC4B9
CoC8674D EAEQIEB9 64(74754 B6A1E77C 6CODEQ24 SE3BC81E
1585F2F3 79F44896 435F61C2 3DB552DB 8B3190F5 F37B966F
3DDOOOCE B5373CAZ BDA89895 87CED14C 8E80790C D7146F33



AQ28F8
884CFID3 FOS5FAZBE Q9EB6AS8Z
CoC8674D EAEQ9EB9 64(74754
1585F2F3 79F44896 435F61C2
3DDOOOCE B5373CAZ BDA89895

Hash_df - Generate C - Step 4

0x001 1V 1is
00A028F8
884CFID3 FOS5FAZBE Q9EB6AS8Z
CoC8674D EAEQ9EB9 64(74754
1585F2F3 79F44896 435F61C2
3DDOOOCE B5373CAZ BDA89895

no_of_bits_to_return = 888

43783D77
C782B620
BOA1E77C
3DB552DB
87CED14C

43783D77
C782B620
BOA1E77C
3DB552DB
87CED14C

21E32AC5
3C293847
6CODEQ24
8B3190F5
8E80790C

21E32AC5
3C293847
6CODEQ24
8B3190F5
8E80790C

counter| lno_of_bits_to_returnl|input_string is
01 00000378 00AQ28F8 43783D77 21E32AC5
884CF9D3 FOSFAZBE Q9EB6A82 (782B620 3(C293847
COC8674D EAEQ9EB9 64(C74754 BOA1lE77C 6CODEQ24
1585F2F3 79F44896 435F61C2 3DB552DB 8B3190F5
3DDOOOCE B5373CA2 BDA89895 87CED14C 8E80790C

FD923031
B98EC4B9
SE3BC81E
F37B966F
D7146F33

FD923031
B98EC4B9
SE3BC81E
F37B966F
D7146F33

FD923031
B98EC4B9
SE3BC81E
F37B966F
D7146F33

Hash(counter| Ino_of_bits_to_return||input_string) is
DE@4243D 3BB30232 9A91124D 780ADCF3 672DDD2C E781963E
273BB249 FGEC13B1 6A903F40 DO1C2DFF 1464BFA6 AFD6987D

temp =

DE@4243D 3BB30232 9A91124D 780ADCF3 ©672DDD2C E781963E
273BB249 F6EC13B1 6A903F40 DO1CZDFF 1464BFA6 AFD6987D



counter| Ino_of_bits_to_returnl|input_string is
02 00000378 00AQ28F8 43783D77 21E32AC5 FD923031
884CF9D3 FOSFAZBE Q9EB6A82 (782B620 3(C293847 BI8EC4B9
COC8674D EAEQ9EB9 64(C74754 BOA1E77C 6CODE@24 SE3BC81E
1585F2F3 79F44896 435F61C2 3DB552DB 8B3190F5 F37B966F
3DDOOOCE B5373CA2 BDA89895 87CED14C 8E80790C D7146F33

Hash(counter| Ino_of_bits_to_return||input_string) is
7B72F966 9A700AF1 C7E3466A SE89AODC A45282E7 1A39E4AA
24585736 11785015 85B95258 (C40A2016 2D1F62CA 988BBEC7

temp =
DE@4243D 3BB30232 9A91124D 780ADCF3 672DDD2C E781963E
273BB249 F6EC13B1 6A903F40 DO1C2DFF 1464BFA6 AFD6987D
7B72F966 9A700AF1 C7E3466A S5E89AODC A45282E7 1A39E4AA
24585736 11785015 85B95258 C40A2016 2D1F62CA 988BBECY

counter| Ino_of_bits_to_returnl|input_string is
03 00000378 Q0AQ28F8 43783D77 21E32AC5 FD923031
884CFID3 FOSFA2BE Q9EBGA82 (782B620 3(C293847 BI8EC4B9
COC8674D EAE@IEB9 64(74754 BO6A1lE77C 6CODE@24 SE3BCS1E
1585F2F3 79F44896 435F61C2 3DB552DB 8B319QF5 F37B966F
3DDOQACE B5373CA2 BDA89895 87CED14C 8E80790C D7146F33

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
FD2CAD8E 501A9FA7 18212A41 9FA2251F 01E46C40 DDBF4D85
223B6E11 48351858 CC99BE10 6D1A4301 A307DBAF DEQ79ADA

temp =
DE@424 3D3BB302 329A9112 4D780ADC
F3672DDD 2CE78196 3E273BB2 49F6EC13 B16A903F 40D01C2D
FF1464BF A6AFD698 7D7B72F9 669A700A F1C7E346 ©ASE89A0Q
DCA45282 E71A39E4 AA245857 36117850 1585B952 58C40A20
162D1F62 CA988BBE C7FD2CAD 8ESQ1A9F A718212A 419FA225



Cis
DE@424 3D3BB302 329A9112 4D78@ADC
F3672DDD 2CE78196 3E273BB2 49F6EC13 B16A9Q3F 40DQ1C2D
FF1464BF AGAFD698 7D7B72F9 669A700A F1(C7E346 G6ASE89A0
DCA45282 E71A39E4 AA245857 36117850 1585B952 58C40A20
162D1F62 CA988BBE C7FD2CAD 8ES501A9F A718212A 419FA225

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k >k 3k 3k 3k %k %k 3k 3% 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k *k >k %k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 768

additional_input
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C/7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CODIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4BS5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5EG EVESEQEA EBECEDEE

additional_input
606162 63646566 6768696A 6B6COD6GE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQAL1AZ A3A4A5A0c A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8B9BA BBBCBDBE BFC@C1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE



Hash_df - Generate seed(which is

seed_material is

01A0
A2BEQIEB
9EB964(C7
4896435F
3CAZBDAS
86878889
9E9FA0AL
B6B7B8B9
CECFDOD1
E6E7E8E9
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

28F84378
6A82C782
4754B6A1
61C23DB5
989587CE
8A8B8C8D
A2A3A4A5
BABBBCBD
D2D3D4D5
EAEBECED
73747576
8B8C8DSE
A3A4A5A6
BBBCBDBE

3D7721E3
B6203C29
E77CoCaD
52DB8B31
D14C8E80@
8E8F9091
AGA7A8A9
BEBFCOC1
DeD7D8D9
EE606162
7778797A
8F909192
A7A8A9AA
BFCOC1C2

no_of_bits_to_return = 888

V) - Step 2

2AC5FD92
3847B98E
EQ245E3B
90F5F37B
790CD714
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
C3C4C5C6

3031884C
C4B9CaC8
C81E1585
966F3DD0O
6F338081
96979899
AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

counter| Ino_of_bits_to_returnl|input_string is

037801A0
A2BEQ9EB
9EB964C7
4896435F
3CAZBDAS
86878889
9E9FAQAL
B6B7B8B9
CECFDOD1
EGE7ESE9
6F707172
8788898A
9FAQA1A2
B7B8B9BA

28F84378
6A82C782
4754B6A1
61C23DB5
989587CE
8A8B8C8D
AZA3A4A5
BABBBCBD
D2D3D4D5
EAEBECED
73747576
8B8C8DSE
A3A4A5A6
BBBCBDBE

3D7721E3
B6203C29
E77CoCaD
52DB8B31
D14C8E80@
8E8F9091
AGA7A8A9
BEBFCOC1
DeD7D8D9
EE606162
7778797A
8F909192
A7A8A9AA
BFCOC1C2

2AC5FD92
3847B98E
EQ245E3B
90F5F37B
790CD714
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7DYE
93949596
ABACADAE
C3C4C5Co

3031884C
C4B9CaC8
C81E1585
966F3DD0O
6F338081
96979899
AEAFBOB1
CoC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8CICA

FOD3FO5F
674DEAEQ
F2F379F4
00CEB537
82838485
9A9B9(C9D
BZ2B3B4B5
CACBCCCD
E2E3E4ES
6B6CoD6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

010000
FOD3FO5F
674DEAEQ
F2F379F4
00CEB537
82838485
9A9B9(C9D
B2B3B4B5
CACBCCCD
EZ2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE



Hash(counter| Ino_of_bits_to_return!linput_string) is
DB62C0O8C B482A38A D2D4EABC 474050BD FBOD1344 FBEGBBOF
5BBBAF71 6D2BDF7D D3BA3B46 CE78908F 2DEC6B26 3BDOOFEB

temp =

DB62C08C B482A38A DZD4EABC 474050BD FBOD1344 FBEGBBOF
S5BBBAF71 6D2BDF7D D3BA3B46 CE78908F 2DEC6B26 3BDOOFEB

counter| Ino_of_bits_to_returnl|input_string 1is

037801A0
AZBEQ9EB
9EB964(C7
4896435F
3CAZBDAS
86878889
9E9FAQAL
BoB7B8B9
CECFDOD1
EGE7VE8E9Q
6F707172
8788898A
9FAQOA1AZ
B7B8B9BA

28F84378
6A82(782
4754BoAl
61C23DB5
989587CE
8A8B8C8D
A2A3A4A5
BABBBCBD
D2D3D4D5
EAEBECED
73747576
8B8C8DEE
A3A4A5A6
BBBCBDBE

3D7721E3
B6203C29
E77CeCaD
52DB8B31
D14C8E80
8E8F9091
AGA7A8A9
BEBFCOC1
DeD7D8D9
EE606162
7778797A
8F909192
A7A8A9AA
BFCOC1C2

2AC5FD92
3847B98E
EQ245E3B
90F5F37B
790CD714
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

3031884C
C4B9C0C8
C81E1585
966F3DD0O
6F338081
96979899
AEAFBOB1
CoC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

020000
FOD3FO5F
674DEAEQ
F2F379F4
00CEB537
82838485
9A9B9CID
BZ2B3B4B5
CACBCCCD
EZ2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
C329E496 23AE4992 EADEQEGB CDC36DE3 4BO3FC5C FD61A532
5582D29B (C2780A96 8CBB5376 004D708B AE3BO54F 1(CF82925

temp =

DB62CO8C B482A38A DZD4EABC 474050BD FBOD1344 FBEGBBOF
5BBBAF71 6DZ2BDF7D D3BA3B46 CE78908F 2DEC6BZ26 3BDOOFEB
(C329E496 23AE4992 EADEQEGB CDC36DE3 4BO3FC5C FD61A532
5582D29B (C2780A96 8(CBB5376 004D708B AE3BO54F 1CF82925



1=3

counter| Ino_of_bits_to_returnllinput_string is

037801A0
AZBEQ9EB
9EB964(C7
4896435F
3CAZBDAS
86878889
9E9FAQAL
BoB7B8B9
CECFD@D1
EGE7E8E9
6F707172
8788898A
9FAQA1A2
B7B8B9BA

28F84378
6A82(782
4754BoAl
61C23DB5
989587CE
8A8B8C8D
A2A3A4A5
BABBBCBD
D2D3D4D5
EAEBECED
73747576
8B8C8DBE
A3A4A5A6
BBBCBDBE

3D7721E3
B6203C29
E77C6CaD
52DB8B31
D14C8E80
8E8F9091
AGA7A8A9
BEBFCOC1
DeD7D8D9
EE606162
7778797A
8F909192
A7A8A9AA
BFCOC1C2

2AC5FD92
3847B98E
EQ245E3B
90F5F37B
790CD714
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
939495906
ABACADAE
(C3C4C5C6

3031884C
C4B9C0C8
C81E1585
966F3DD0O
6F338081
96979899
AEAFBOB1
CoC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

030000
FOD3FO5F
674DEAEQ
F2F379F4
00CEB537
82838485
9A9B9CID
BZ2B3B4B5
CACBCCCD
EZ2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

Hash(counter| Ino_of_bits_to_returnl||input_string) is
@94C757A BODAESE9 4BFCDC9A 5A049377 21DB8F8A 8FCBD7(C2
DEGDESB7 6658B977 3FOB2FF8 B824D1CE D6@B7FAB 387347B2

temp =

BDFBOD13
8FZ2DEC6B
E34BO3FC
8BAE3B05

V is

BDFB@D13
8F2DEC6B
E34BO3FC
8BAE3B05

44FBEGBB
263BDOOF
5CFD61A5
4F1CF829

44FBEGBB
263BDOOF
5CFD61A5
4F1CF829

DB62C0O
OF5BBBAF
EBC329E4
325582D2
25094C75

DB62(C0
OF5BBBAF
EBC329E4
325582D2
25094C75

Hash_df - Generate C - Step 4

0x001 1V 1is

8CB482A3
716D2BDF
9623AE49
9BC2780A
7ABODAES

8CB482A3
716D2BDF
9623AE49
9BC2780A
7ABODAES

8ADZD4EA
7DD3BA3B
92EADEQE
968CBB53
E94BFCDC

8ADZD4EA
7DD3BA3B
92EADEQE
968CBB53
E94BFCDC

BC474050
46CE7890
6BCDC36D
76004D70
9A5A0493

BC474050
46CE7890
6BCDC36D
76004D70
9A5A0493



00DB62CO 8CB482A3 8ADZD4EA B(C474050
BDFBOD13 44FBE6BB QFS5BBBAF 716DZ2BDF 7DD3BA3B 46CE7890
8F2DEC6B 263BDOOF EBC329E4 9623AE49 92EADEQE 6BCDC36D
E34BO3FC 5CFD61A5 325582D2 9BC2780A 968CBB53 76004D70
8BAE3BO5 4F1CF829 25094C75 7ABODAES E94BFCDC 9A5A0493

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|linput_string is
01 00000378 ©ODB62CO 8CB482A3 8AD2D4AEA B(C474050
BDFBOD13 44FBE6BB QFS5BBBAF 716D2BDF 7DD3BA3B 46CE7890
8F2DEC6B 263BDOOF EBC329E4 9623AE49 92EADEQE 6BCDC36D
E34BO3FC 5CFD61A5 325582D2 9BC2780A 968CBB53 76004D70
8BAE3BO5 4F1CF829 25094C75 7ABODAES E94BFCDC 9A5A0493

Hash(counter| Ino_of_bits_to_returnl||input_string) is
1FD8@5B7 12393932 B7F08472 36B8A96E D29CE6CC 7D1880B8
81F3DA77 2E8850D8 56BD997E SD5E3B20 75EB584F 9ACEZ259F

temp =
1FD805B7 12393932 B7F08472 36B8A96E D29CE6CC 7D1880B8
81F3DA77 2E8850D8 56BD997E SDSE3B20 7SEB584F 9ACEZ259F

counter| Ino_of_bits_to_returnl|input_string 1is
02 00000378 00DB62CO 8CB482A3 8ADZD4EA BC474050
BDFB@OD13 44FBE6BB QFSBBBAF 716D2BDF 7DD3BA3B 46CE7890
8F2DEC6B 263BDOQF EBC329E4 9623AE49 92EADEQE 6BCDC36D
E34BO3FC 5CFD61A5 325582D2 9BC2780A 968CBB53 76004D70@
8BAE3B0O5 4F1CF829 25094C75 7ABODAES E94BFCDC 9A5A0493

Hash(counter| Ino_of_bits_to_returnllinput_string) is
BD78AB1A CF9171F9 DBBE44E4 EFA42AQE 152868CA 4B27D976
8C2E7157 A70442A8 DCS5CDBCE 8084BE6GG6 09817B44 79(30028



temp =
1FD805B7 12393932 B7F08472 36B8A96E D29CE6CC 7D1880B8
81F3DA77 2E8850D8 56BD997E S5D5E3B20 75EB584F 9ACE259F
BD78AB1A CF9171F9 DBBE44E4 EFA42AQE 152868CA 4B27D976
8C2E7157 A70442A8 DC5CDBCE 8084BE66 09817B44 79(C30028

counter| Ino_of_bits_to_returnl|linput_string is
03 00000378 0ODB62CO 8CB482A3 8AD2DAEA B(C474050
BDFBOD13 44FBE6BB QFS5BBBAF 716D2BDF 7DD3BA3B 46CE7890
8F2DEC6B 263BDOOF EBC329E4 9623AE49 92EADEQE 6BCDC36D
E34BO3FC 5CFD61A5 325582D2 9BC2780A 968CBB53 76004D70
8BAE3BO5 4F1CF829 25094C75 7ABODAES E94BFCDC 9A5A0493

Hash(counter| Ino_of_bits_to_returnl||input_string) is
QOFA7F1A E23870A1 11626EB7 3116C82A 57ES59BE5 129548E3
3D5C183C BD8DE667 FF128572 CA8344FC 77EQ57DD 7F143B17

temp =
1FD80@5 B7123939 32B7F084 7236B8A9
6ED29CE6 CC7D1880 B881F3DA 772E8850 D856BD99 7ESDSE3B
2075EB58 4F9ACE25 9FBD78AB 1ACF9171 FODBBE44 E4EFA42A
0QE152868 CA4B27D9 768C2E71 57A70442 A8DC5CDB CE8084BE
6609817B 4479(C300 2800FA7F 1AE23870 A111626E B73116(C8

Cis
1FD8@5 B7123939 32B7F084 7236B8A9
6ED29CE6 CC7D1880 B881F3DA 772E8850 D856BD99 7ESDSE3B
2075EB58 4F9ACE25 9FBD78AB 1ACF9171 FODBBE44 E4EFA42A
QE152868 CA4B27D9 768C2E71 57A70442 A8DC5CDB CE8084BE
06609817B 4479C300 2800QFA7F 1AE23870 A111626E B73116C8

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k %k 3k %k %k 3%k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3%k 3k %k %k 3%k 3%k %k >k %k %k 3%k 3%k %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

Hash_DRBG_Generate_algorithm



requested_number_of_bits = 768

additional_input <empty>

Hashgen

requested_no_of_bits = 768

data is
DB62CO® 8CB482A3 8AD2D4EA BC474050
BDFBOD13 44FBEGBB QFSBBBAF 716D2BDF 7DD3BA3B 46CE7890
8F2DECGB 263BDOOF EBC329E4 9623AE49 92EADEQE 6BCDC36D
E34BO3FC 5CFD61A5 325582D2 9BC2780A 968(CBB53 76004D70
8BAE3B0O5 4F1CF829 25094C75 7ABODAES E94BFCDC 9A5A0493

w_1i 1is
9CEE8FCB 915311B3 70DD3599 14067376 F24D8568 QQQ895E2
B56CD255 3E468D26 B9171B62 21910E90 A290F@51 1A6GF7486

W is
9CEE8FCB 915311B3 7@DD3599 14067376 F24D8568 QQQ895E2
B56CD255 3E468D26 B9171B62 21910E90 AZ290F051 1A6F7486

DB62CO 8CB482A3 8ADZD4EA B(C474050
BDFBOD13 44FBE6BB QF5BBBAF 716D2BDF 7DD3BA3B 46CE7890
8FZ2DEC6B 263BDOOF EBC329E4 9623AE49 92EADEQE 6BCDC36D
E34BO3FC 5CFD61A5 325582D2 9BCZ2780A 968CBB53 76004D70
8BAE3BO5 4F1CF829 25094C75 7ABODAES E94BFCDC 9A5A0494

w_1i 1is
E19F8EF6 44BFF873 2E1F0Q22F 7CE483A8 ES538E7B8 A979C647



63128B4A 54BOD7E3 9ADCD785 F(C94469B 2C02726A 55122901

Wis
9CEE8FCB 915311B3 70DD3599 14067376 F24D8568 QQQ895E2
B56CD255 3E468D26 B9171B62 21910E90 A290F051 1A6F7486
E19F8EF6 44BFF873 2E1F0Q22F 7CE483A8 ES538E7B8 A979C647
63128B4A 54BOD7E3 9ADCD785 F(C94469B 2C02726A 55122901

returned_bits is
9CEE8FCB 915311B3 70DD3599 14067376 F24D8568 Q0Q895E2
B56CD255 3E468D26 B9171B62 21910E90 A290F051 1A6F7486
E19F8EF6 44BFF873 2E1F022F 7CE483A8 ES538E7B8 A979C647
63128B4A 54B0OD7E3 9ADCD785 F(C94469B 2C02726A 55122901

Update V

Ox0311V 1is
03DB62C0O 8CB482A3 8ADZD4EA B(C474050
BDFBOD13 44FBE6BB OFSBBBAF 716D2BDF 7DD3BA3B 46CE7890
8F2DECGB 263BDOOF EBC329E4 9623AE49 92EADEQE 6BCDC36D
E34BO3FC 5CFD61A5 325582D2 9BC2780A 968(CBB53 76004D70
8BAE3BO5 4F1CF829 25094C75 7ABODAES E94BFCDC 9A5A0493

H is
7A5A7039 09050FFC 52DC3BF5 9896C6A5 34EQ3732 C39B5756
EDA3A9F6 D53E815F 9738EB81 SAE6F94B FO9A785CA 8D4FC634

Updated values

V is
FB3ACo 43C6BBDC BD8ACS56F 2E7DF8FA
2CCDA9FA 1178FF3B C7DDAF89 E89BB430 562A77D4 (C52BD6CB
AFA3D7C3 75D69E35 8B80QA28F BOF33FBB 8CC69C53 50BD6798
6BBA9CIOE 304D997A FBBDED39 8CQ0Q42F2 74494F62 ©81C2985
DF5B6677 68D53C88 E4433275 FO7AQCA2 84Q4E515 DEDAE190

reseed_counter 1is
0000 00000002



rnd_val 1is
9CEE8FCB 915311B3 70DD3599 14067376 F24D8568 00Q895EZ2
B56CD255 3E468D26 B9171B62 21910E90Q A290F051 1A6F7486
E19F8EF6 44BFF873 2E1F022F 7CE483A8 ES538E7B8 A979(C647
63128B4A 54BOD7E3 9ADCD785 F(94469B 2C02726A 55122901

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k %k %k %k 3%k %k % >k >*k % %k % %k % %k *k

Hash_DRBG_Generate_algorithm

requested_number_of_bits =

additional_input

768

AQA1A2

A3A4AS5A6

AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6
DFEQE1EZ E3E4E5E6 E7VE8E9EA EBECEDEE
F7F8FOFA FBFCFDFE FF000102 03040506

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input

CFDOD1D2 D3D4D5D6
E7ES8E9EA EBECEDEE
FF000102 03040506
1718191A 1B1C1D1E

additional_input

AFBOB1B2 B3B4B5B6
C7C8C9CA CBCCCDCE
DFEQE1EZ E3E4ESE6
F7F8F9FA FBFCFDFE

coc1cz
D7D8D9DA
EFFOF1F2
0708090A
1F202122

AQA1AZ
B7B8B9BA
CFDOD1D2
E7E8E9EA
FF000102

C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040506

A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

C7C8C9CA
DFEQE1EZ
F7F8FI9FA
0F101112
2728292A

A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

ABACADAE
C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

ABACADAE
(3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE



Hash_df - Generate seed(which is

seed_material 1is

O1FB
FF3BC7DD
9E358B80
997AFBBD
3C88E443
CeC7C8C9
DEDFEQE1
FoF7F8F9
OEQOF1011
26272829
AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FIOFA

3AC643C6
AF89E89B
A28FBOF3
ED398C00
3275FQ7A
CACBCCCD
EZ2E3E4ES
FAFBFCFD
12131415
2A2B2C2D
B3B4B5B6
CBCCCDCE
E3E4ESE6
FBFCFDFE

BBDCBD8A
B430562A
3FBB8CCo6
42F27449
0CA28404
CECFD@D1
EGE7E8E9Q
FEFF0001
16171819
2EAQA1AZ
B7B8B9BA
CFDOD1D2
E7ESEQEA
FF000102

no_of_bits_to_return = 888

V) - Step 2

C56F2E7D
77D4C52B
9C5350BD
4F62081C
E515DEDA
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

F8FA2CCD
DoCBAFA3
67986BBA
2985DF5B
E190CaC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8DIDA
EFFOF1F2
0708090A

counter| Ino_of_bits_to_returnl|input_string 1is

037801FB
FF3BC7DD
9E358B80
997AFBBD
3C88E443
CeC7C8C9
DEDFEQE1
FoF7F8F9
OEOF1011
26272829
AFBOB1B2
C7C8C9CA
DFEQE1EZ
F7F8FOFA

3AC643C6
AF89E89B
A28FBOF3
ED398C00
3275FQ7A
CACBCCCD
EZ2E3E4ES
FAFBFCFD
12131415
2A2B2C2D
B3B4B5B6
CBCCCDCE
E3E4ESE6
FBFCFDFE

BBDCBD8A
B430562A
3FBB8CCo6
42F27449
0CA28404
CECFDoOD1
EGE7E8E9
FEFF0001
16171819
2EAQA1AZ
B7B8B9BA
CFD@D1D2
E7EBEQEA
FF000102

C56F2E7D
77D4C52B
9C5350BD
4F62081C
E515DEDA
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040506

F8FA2CCD
DoCBAFA3
67986BBA
2985DF5B
E190CaC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8DI9DA
EFFOF1F2
0708090A

A9FA1178
D7C375D6
9C9E304D
667768D5
C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

010000
A9FA1178
D7C375D6
9C9E304D
667768D5
C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE



Hash(counter| Ino_of_bits_to_returnl||input_string) is
1C5C55A6 39ABE953 F81466FB 846F8CCC 974D024A CBG68AA22
11C29FAQ 3D9766E7 GESA87AQ 805211EQ C28A85E7 82DE92FE

temp =

1C5C55A6 39ABE953 F81466FB 846F8CCC 974D024A (CB68AAZ2
11C29FA@ 3D9766E7 G6ES5A87A0 805211EQ C28A85E7 82DE9Z2FE

counter| Ino_of_bits_to_returnl|input_string is

037801FB
FF3BC7DD
9E358B80
997AFBBD
3C88E443
CeC7C8C9
DEDFEQE1
F6F7F8F9
OEQOF1011
26272829
AFBOB1B2
C7C8C9CA
DFEQE1EZ
F7F8FIOFA

3AC643C6
AF89E89B
A28FBOF3
ED398C00
3275F07A
CACBCCCD
E2E3E4ES
FAFBFCFD
12131415
2A2B2C2D
B3B4B5B6
CBCCCDCE
E3E4ESEG
FBFCFDFE

BBDCBD8A
B430562A
3FBB8CC6
42F27449
0CA28404
CECFD@D1
EGEVESE9
FEFF0001
16171819
2EAQA1AZ
B7B8BI9BA
CFDOD1D2
E7E8E9EA
FF000102

C56F2E7D
77D4C52B
9C5350BD
4F62081C
E515DEDA
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040506

F8FA2CCD
D6CBAFA3
67986BBA
2985DF5B
E190C0C1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

020000
A9FA1178
D7C375D6
9C9E304D
667768D5
C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

Hash(counter| Ino_of_bits_to_return!|input_string) is
0C89980C 03D37FC8 (9649303 3BS5FF024 E3A13BD3 (CB950(C82
42DAD044 (CD1C4B3A ACE28237 4D967B21 4@075B091 QE1FC16A

temp =

1C5C55A6 39ABE953 F81466FB 846F8CCC 974D024A (CB68AAZ22
11C29FA@ 3D9766E7 6ESA87A0 805211EQ C28A85E7 82DE9ZFE
0C89980C 03D37FC8 (9649303 3B5FF024 E3A13BD3 (CB950(C82
42DAD044 (CD1C4B3A ACEZ28237 4D967B21 4075B091 OE1FC16A



1i=73

counter| Ino_of_bits_to_returnl|input_string is

037801FB
FF3BC7DD
9E358B80
997AFBBD
3C88E443
CeC7C8C9
DEDFEQE1
F6F7F8F9
OEQOF1011
26272829
AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FIOFA

3AC643C6
AF89E89B
A28FBOF3
ED398C00
3275F07A
CACBCCCD
E2E3E4ES
FAFBFCFD
12131415
2A2B2C2D
B3B4B5B6
CBCCCDCE
E3E4ESEG
FBFCFDFE

BBDCBD8A
B430562A
3FBB8CCo6
42F27449
0CA28404
CECFD@D1
EGEVESE9
FEFF0001
16171819
2EAQA1AZ
B7B8B9BA
CFDOD1D2
E7E8E9EA
FF000102

C56F2E7D
77D4C52B
9C5350BD
4F62081C
ES515DEDA
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040506

F8FA2CCD
D6CBAFA3
67986BBA
2985DF5B
E190C0C1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

030000
A9FA1178
D7C375D6
9C9E304D
667768D5
C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCAD
22232425
ABACADAE
C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE

Hash(counter| Ino_of_bits_to_return!|input_string) is
DAS59C63A 7AD92ASE 050568E6 2A96FAQOF 16DE14AD 3E4597F1
(C9215E33 B20Q3ES5EC AQ182C22 D2A34099 83219A8A A89B1666

temp =

CC974D02
EQC28A85
24E3A13B
214075B0

V is

CC974D02
EQC28A85
24E3A13B
214075B0@

4ACB68AA
E782DE92
D3CB950C
910E1FC1

4ACB68AA
E782DE92
D3CB950C
910E1FC1

1C5C55
2211C29F
FEQC8998
8242DAD0
6ADA59C6

1C5C55
2211C29F
FEQC8998
8242DAD0O
6ADA59C6

Hash_df - Generate C - Step 4

A639ABE9
A@3D9766
0CO3D37F
44CD1C4B
3A7AD92A

A639ABE9
A@3D9766
0CO3D37F
44CD1C4B
3A7AD92A

53F81466
E76E5A87
C8C96493
3AACE282
5E050568

53F81466
E76E5A87
C8C96493
3AACE282
5E050568

FB846F8C
A0805211
033B5FF0
374D967B
E62A96FA

FB846F8C
A0805211
033B5FF0
374D967B
E62A96FA



0x0011V 1is
@01C5C55 AG39ABE9 53F81466
CC974D02 4ACB68AA 2211C29F AQ@3D9766 E76ESA87
EQC28A85 E782DE92 FEQC8998 @CO3D37F (C8(96493
24E3A13B D3CB950C 8242DADOQ 44CD1C4B 3AACE282
214075B0 91QE1FC1 6ADA59C6 3A7AD92A 5EQ50568

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000378 001C5C55 A639ABE9 53F81466
CC974D02 4ACB68AA 2211C29F A@3D9766 E76ESA87
EQC28A85 E782DE92 FEQC8998 @CO3D37F (C8C96493
24E3A13B D3CB950C 8242DAD@ 44CD1C4B 3AACE282
214075B0 910E1FC1 6ADA59C6 3A7AD92A SE050568

FB846F8C
A0805211
033B5FF0
374D967B
E6Z2A96FA

FB846F8C
A0805211
033B5FF0
374D967B
E62A96FA

Hash(counter| Ino_of_bits_to_return||input_string) is

143C078E 3B90Q9EQ9 9399AB04 683F27CF B77221F7
1ED63F27 (6664449 B8536D54 35EFFASF C13B937D

temp =
143CO78E 3B90Q9EQ9 9399AB04 683F27CF B77221F7
1ED63F27 (6664449 B8536D54 35EFFASF C13B937D

counter| Ino_of_bits_to_returnl|input_string is
02 00000378 001C5C55 A639ABE9 53F81466
CC974D02 4ACB68AA 2211C29F A@3D9766 E76ESA87
EQC28A85 E782DE92 FEQC8998 @CO3D37F (C8C96493
24E3A13B D3(CB950C 8242DADQ 44CD1C4B 3AACE282
214075B0 910E1FC1 6ADA59C6 3A7AD92A SEQ50568

BBB9720C
OFE423F5

BBB9720C
OFE423F5

FB846F8C
A0805211
033B5FF0
374D967B
E6ZA96FA

Hash(counter| Ino_of_bits_to_returnl!|input_string) is

12176168 89B7B466 7CFOCAFA 266048EA 24BA75B7

9E9A8093



E14C3AA1 A44F3007 5351D077 412EQ8A3 8BBICESA CAC9B822

temp =
143CO78E 3B90Q9EQ9 9399AB04 683F27CF B77221F7 BBB9720C
1ED63F27 (6664449 B8536D54 35EFFASF (C13B937D QFE423F5
12176168 89B7B466 7CFOCAFA 2660Q48EA 24BA75B7 9E9A8093
E14C3AA1 A44F3007 5351D077 412EQ8A3 8BBIOCESA CAC9B822

counter| Ino_of_bits_to_returnllinput_string is
03 00000378 001C5C55 A639ABE9 53F81466 FB846F8C
CC974D02 4ACB68AA 2211C29F A@3D9766 E76ESA87 A0805211
EQC28A85 E782DE92 FEQC8998 @CO3D37F (C8C96493 033BS5FFO
24E3A13B D3(CB950C 8242DADO 44(D1C4B 3AACE282 374D967B
214075B0 910E1FC1 ©6ADAS9C6 3A7AD92A SEQ50568 E62A96FA

Hash(counter| Ino_of_bits_to_return||input_string) is
F6D9E446 0241694F 2DD12B6C FBO7BC69 (9022603 DCEG3FA7
FDAFCA3A BO5COF3B BA73DABQ 4EQE3977 FOCOBCOC DA52464C

temp =
143C07 8E3BY9Q9E 099399AB 04683F27
CFB77221 F7BBB972 QC1ED63F 27C66644 49B8536D 5435EFFA
S5FC13B93 7DOFE423 F5121761 6889B7B4 667CFOCA FA266048
EA24BA75 B79E9A80 93E14C3A A1A44F30 075351D0Q 77412E08
A38BBICE 5ACAC9B8 22F6D9E4 46024169 4F2DD12B 6CFBO7BC

C is
143C07 8E3B9Q9E 099399AB 04683F27
CFB77221 F7BBB972 QC1EDG3F 27C66644 49B8536D 5435EFFA
5FC13B93 7DOQFE423 F5121761 6889B7B4 667CFIACA FA266048
EA24BA75 B79E9A80 93E14C3A A1A44F30 @75351D0Q 77412E08
A38BBI9CE 5ACAC9B8 22F6DOE4 46024169 4F2DD12B 6CFB@A7BC

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 5k 3k 3k %k %k k >k kkk

Hash_DRBG_Generate_algorithm



requested_number_of_bits

additional_input <empty>

= 768

Hashgen

requested_no_

data 1is

CC974D02
EQC28A85
24E3A13B
214075B0@

_1 1is
476727C7
65448938

W is
476727C7
65448938

data 1is

CC974D02
EQC28A85
24E3A13B
214075B0

w_1i 1is

of_bits

4ACB68AA
E782DE92
D3CB950C
910E1FC1

96489765
1A619DE0Q

96489765
1A619DEQ

4ACB68AA
E782DE92
D3CB950C
910E1FC1

= 768

1C5C55
2211C29F
FEQC8998
8242DAD0O
6ADA59C6

62C987DA
AB3E7Q7E

62C987DA
AB3E7Q7E

1C5C55
2211C29F
FEQC8998
8242DAD0@
6ADA59Co

A639ABE9
A@3D9766
0CO3D37F
44CD1C4B
3A7AD92A

997128A7
2A071A47

997128A7
2AQ71A47

A639ABE9
A@3D9766
0CO3D37F
44CD1C4B
3A7AD92A

53F81466
E76E5A87
C8C96493
3AACE282
5EQ50568

5CD23971
FD5D5B@9

5CD23971
FD5D5B@9

53F81466
E76E5A87
C8C96493
3AACE282
5E050568

FB846F8C
A0805211
033B5FF0
374D967B
E6ZA96FA

265F89E6
2711A6E4

265F89E6
2711A6E4

FB846F8C
A0805211
033B5FF0
374D967B
E62A96FB



69E20CEE 2F5A18DE E45988E5 AQZEA991 40DBG6EB6 F74B703D
1D56C025 O8AF1ESE 6033B480 26CED342 COAQFF4C @QODE1DES

Wis
476727C7 96489765 62C987DA 997128A7 5(CD23971 265F89E6
65448938 1A619DE@ AB3E7Q7E 2AQ71A47 FD5D5B@9 2711A6GE4
69E20QCEE 2F5A18DE E45988E5 AQ2EA991 40QDBGOEBG F74B703D
1D56C025 Q8AF1E8E 6033B480 26CED342 COAQFF4C QODE1DES

returned_bits is
476727C7 96489765 62C987DA 997128A7 5CD23971 265F89E6
65448938 1A619DE@ AB3E7Q7E 2A071A47 FD5D5BQ9 2711A6E4
69E20CEE 2F5A18DE E45988E5 AQ2EA991 40DBG6EBG F74B70Q3D
1D56C025 O8AF1E8E 06033B480 26CED342 CQAQFF4C QODE1DES

Update V

Ox0311V 1is
031C5C55 A639ABE9 53F81466 FB846F8C
CC974D02 4ACBO68AA 2211C29F AQ3D9766 E76ES5A87 A0805211
EQC28A85 E782DE92 FEQC8998 @CO3D37F (C8C96493 033BS5FF0O
24E3A13B D3CB950C 8242DADO 44CD1C4B 3AACEZ282 374D967B
214075B0 910E1FC1 ©6ADA59C6 3A7AD92A 5EQ50568 E62A96FA

H is
858F@D53 6D7FQA1D E63050A9 8502F779 3800C351 9083D52C
B182332F 1C7D372C 586404E6 6940B71D DOEAF869 6ECF536D

Updated values

V is
30985D 34753C87 SD8BAE11 FFECAEB4
9C4EBF24 4287221C 2E3098DE C803FDAB 3126ADF4 F4B6420C
4083C619 6492(C2B6 F31EAQF9 748D8B34 2F465E5D FD61C039
94976904 F8E939AA F(5477B4 ©6B7462F4 7AQQF7A4 3F1299B0
764EG2AE 085620A5 E6353890 E9BDD1B1 7E1DCEFD C1F4F224

reseed_counter is



0000 00000002

rnd_val is
476727C7 96489765 62C987DA 997128A7 5CD23971 265F89E6
65448938 1A619DEQ AB3E7Q7VE 2A071A47 FDS5D5B09 2711A6E4
069E20CEE 2F5A18DE E45988E5 AQ2EA991 40DBGEBG F74B703D
1D56C025 O8AF1E8E 6033B480 26CED342 COAQFFAC QODE1DES



R R R A i
Hash_DRBG

Requested Security Strength = 256

Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4CADAE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CE6D6GE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BI9C9DIE 9FAQA1A2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ESE6 E7VES8E9EA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8CICA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFE@QE1EZ2 E3E4ESEG
E7ESE9EA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A @BOCODOE QF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2(C2D2E

Nonce =
20212223 24252627 28292A2B 2(2D2E2F
PersonalizationString = <empty>
AdditionalInput = <empty>
B L i i et i

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k 3k 3k %k 3k %k 3%k 3k >k 3k %k %k %k 3%k 3k >k 3k %k 3k %k 3%k %k > >k >k % %k 3%k %k 5% >k >*k % *k 3k %k %k k *k

Hash_DRBG_Instantiate_algorithm



entropy_input 1is

000102 03040506 0708090A OBOCODOE

0F101112 13141516 1718191A 1B1C1D1E 1F202122

23242526

2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E

3F404142 43444546 4748494A 4B4C4D4E 4F505152
5758595A 5B5C5D5E 5F606162 63646566 6768696A

nonce 1is
20212223 24252627 28292A2B

personal_str is <empty>

53545556
6B6CoD6E

2C2D2E2F

prediction_resistance_flag = "No PredictionResistance”

Hash_df - Generate seed(which is V) - Step 2

seed_material is
000102
0708090A OBOCODOE OF101112 13141516 1718191A
1F202122 23242526 2728292A 2B2C2D2E 2F303132
3738393A 3B3C3D3E 3F404142 43444546 4748494A
4F505152 53545556 5758595A 5B5C5D5E 5F606162
6768696A 6B6CODGE 20212223 24252627 28292A2B

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is
01000003 78000102
0708090A OBOCODOE OF101112 13141516 1718191A
1F202122 23242526 2728292A 2B2C2D2E 2F303132
3738393A 3B3C3D3E 3F404142 43444546 4748494A
4F505152 53545556 5758595A 5B5CSDSE 5F606162
6768696A 6B6CO6DGE 20212223 24252627 28292A2B

030405006
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

030405006
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

Hash(counter| Ino_of_bits_to_returnl|linput_string) is



AD33F2EF
BB7294F1

temp =
AD33F2EF
BB7294F1
i=2

152D908B QEDF7253 D5D19FQA F96518D3
3151A0C9 56D9D3EE 6DCO8B70 F1EB7598 2501CE67
BC43B322 DCD25C14 67212CAB @QCDSE695 4C5B6F6A

152D908B QEDF7253 D5D19FQA F96518D3
3151A0C9 56D9D3EE 6DCO8B70 F1EB7598 2501CE67
BC43B322 DCD25C14 67212CAB @QCDS5E695 4C5B6F6A

counter| Ino_of_bits_to_returnl|input_string is

02000003

78000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536
3738393A 3B3C3D3E 3F404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6CODGE 20212223 24252627 28292A2B 2C2DZ2EZF

Hash(counter| Ino_of_bits_to_returnllinput_string) is
D466C1D9 ACQ@10D21 B28CDI9FD 124DF56D

4D3B75B9
DB45E1FD

temp =

D3AD33F2
67BB7294
6AD466C1
B3CF4992

V is

D3AD33F2
67BB7294
6AD466C1
B3CF4992

604827B3 CF49928E
3BCAD38C (C355D2D6

152D90
EF3151A0 (C956D9D3
F1BC43B3 22DCD25C
D9AC@10D 21B28CD9
8EC4DA20 4FC37488

152D90
EF3151A0 (C956D9D3
F1BC43B3 22DCD25C
D9ACO10D 21B28CD9
8EC4DA20 4FC37488

C4DA204F
55C1D606

8BOEDF72
EE6DCO8B
1467212C
FD124DF5
8E278C03

8BOEDF72
EE6DCO8B
1467212C
FD124DF5
8E278(C03

(C374888E 278(0319
60AEA6D6 BBE4E7C1

53D5D19F 0QAF96518
7QF1EB75 982501CE
ABOCD5E6 954C5B6F
6D4D3B75 B9604827
19DB45E1 FD3BCAD3

53D5D19F 0QAF96518
7QF1EB75 982501CE
ABOCD5E6 954C5B6F
6D4D3B75 B9604827
19DB45E1 FD3BCAD3



Hash_df - Generate C - Step 4

0x001 1V 1is
00152D90 8BOEDF72 53D5D19F @AF96518
D3AD33F2 EF3151A0 (C956D9D3 EE6DCO8B 7@OF1EB75 982501CE
67BB7294 F1BC43B3 22DCD25C 1467212C ABOCD5E6 954C5B6F
6AD466C1 D9ACQ10D 21B28CD9 FD124DF5 ©6D4D3B75 B9604827
B3CF4992 8EC4DA20 4FC37488 8E278C03 19DB45E1 FD3BCAD3

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is
01 00000378 00152D90 8BOEDF72 53D5D19F QAF96518
D3AD33F2 EF3151A@ (C956D9D3 EE6DCO8B 7@QF1EB75 982501CE
67BB7294 F1B(C43B3 22DCD25C 1467212C ABOCD5E6 954C5B6F
6AD466C1 D9ACQ1@0D 21B28CD9 FD124DF5 6D4D3B75 B9604827
B3CF4992 8EC4DA20 4F(C37488 8E278C03 19DB45E1 FD3BCAD3

Hash(counter| Ino_of_bits_to_return!|input_string) is
2B22189F 32CB92C1 508B(C343 ©69B8C37F
D9593FD9 EC56B559 844E6O5D 67B4A586 2F1C7B75 3F68DF75
10BE1F64 A7AAB557 9821195F FF@357CC 5464CAC5 DO7655D6

temp =
2B22189F 32(B92(C1 508BC343 69B8C37F
D9593FD9 EC56B559 844E605D 67B4A586 2F1C7B75 3F68DF75
10BE1F64 A7AAB557 9821195F FF@357CC 5464CAC5 DO7655D6

counter| Ino_of_bits_to_returnl|input_string is
02 00000378 00152D90 8BOEDF72 53D5D19F QAF96518
D3AD33F2 EF3151A@ (C956D9D3 EE6DCO8B 7@QF1EB75 982501CE
67BB7294 F1B(C43B3 22DCD25C 1467212C ABOCD5E6 954(C5B6F



6AD466C1 DOACQ10D 21B28CD9 FD124DF5 ©6D4D3B75 B9604827
B3CF4992 8EC4DA20 4F(C37488 8E278C03 19DB45E1 FD3BCAD3

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
051F8441 D411B910 71605B9A 44B6643E
67225358 2AE3148F 4AS57E8FD A8E81155 1Q8E4AFC CQE939BF
D95FABG62 E8B1E4FD BDA34B6@ (C9220A37 EC6BD@96 AGDAE159

temp =
2B2218 9F32(CB92 (C1508BC3 4369B8C3
7FD9593F D9EC56B5 59844E60 5D67B4AS 862F1C7B 753F68DF
7510BE1F 64A7AABS 57982119 S5FFF@357 CC5464CA C5DQ7655
D6051F84 41D411B9 1071605B 9A44B664 3E672253 582AE314
8F4A57E8 FDASE811 55108E4A FCCOE939 BFDI95FAB 62E8B1E4

Cis
2B2218 9F32(B92 (1508BC3 4369B8C3
7FD9593F DOEC56B5 59844E60 5D67B4A5 862F1C7B 753F68DF
7510BE1F 64A7AAB5 57982119 5FFF0Q357 (CC5464CA (C5DQ7655
D6051F84 41D411B9 1071605B 9A44B664 3E672253 582AE314
8F4A57E8 FDASE811 55108E4A FCCOE939 BFDIS5FAB 62E8B1E4

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk sk ok sk k ok
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 1024

additional_input <empty>

Hashgen

requested_no_of_bits = 1024



i=1

data 1is

D3AD33F2
67BB7294
6AD466C1
B3CF4992

w_1i 1is

0572D478
D6A4739C

W is

0572D478
D6A4739C

data 1is

D3AD33F2
67BB7294
6AD466C1
B3CF4992

w_1i 1is

B514A0F5
3C829304

W is

45C43CBA
3E802062
E9EADAES8
B514A0F5

EF3151A0
F1BC43B3
D9AC@10D
8EC4DA20

59521BA1
581ED5BE

59521BA1
581EDS5BE

EF3151A0
F1BC43B3
D9AC@10D
8EC4DA20

86F94E53
898393BF

FF521014
5CD8893F
F1A7194D
86F94E53

152D90
C956D9D3
22DCD25C
21B28CD9
4FC37488

170CC707
3141BADD
7FA3148A

170CC707
3141BADD
7FA3148A

152D90
C956D9D3
22DCD25C
21B28CD9
4FC37488

F94B6B75
D32169E1
39E57E2F

0572D478
D6A4739C
F94B6B75
D32169E1

8BOEDF72
EE6DCO8B
1467212C
FD124DF5
8E278(C03

C71C69CE
2E5B9A7B
O5D7F54A

C71C69CE
2E5B9A7B
O5D7F54A

8BOEDF72
EE6DCO8B
1467212C
FD124DF5
8E278(C03

5B948EQC
CCC6211A
EDF775FC

59521BA1
581ED5BE
5B948EQC
CCC6211A

53D5D19F
7QF1EB75
ABOCD5E6
6D4D3B75
19DB45E1

45C43CBA
3E802062
EQEADAES

45C43CBA
3E802062
EQEADAES

53D5D19F
7QF1EB75
ABOCD5EG
6D4D3B75
19DB45E1

27E1747F
D0348124
6E5EBOE3

170CC707
3141BADD
7FA3148A
27E1747F
DO348124

OAF96518
982501CE
954C5B6F
B9604827
FD3BCAD3

FF521014
5CD8893F
F1A7194D

FF521014
5CD8893F
F1A7194D

OAF96518
982501CE
954C5B6F
B9604827
FD3BCAD4

02F663D6
19B6BA8F
07EDCAQOB

C71C69CE
2E5B9A7B
O5D7F54A
02F663D6
19B6BA8F



3C829304

898393BF

returned_bits is

45C43CBA
3E802062
E9EADAES
B514A0F5
3C829304

FF521014
5CD8893F
F1A7194D
86F94E53
898393BF

39E57E2F

0572D478
D6A4739C
F94B6B75
D32169E1
39E57E2F

Update V
0x@311V 1is
D3AD33F2
67BB7294
6AD466C1
B3CF4992
H is
3F648F40
7C033201
Updated values
V is
53868D32
DCCC30B4

803E1586
BF1CD37C

reseed_counter

rnd_val 1is

EF3151A0
F1BC43B3
D9AC@10D
8EC4DA20

D44A98B7
72F4A20D

C91DA856
5663EE69
EFCAAB7D
FF62643F

is

03152D90
C956D9D3
22DCD25C
21B28CD9
4FC37488

DB1068C4
C5E730ED
632C24D0

404FA9
22DB2834
55855C39
F80B1EZ3
080027A4

EDF775FC

59521BA1
581EDS5BE
5B948EQC
CCC6211A
EDF775FC

8BOEDF72
EE6DCO8B
1467212C
FD124DF5
8E278(C03

546A551B
D5CB6EC3
A0833718

2A41ABOS
4BD57530
C8D0799F
6D22731D
2B6BAC55

6E5EBOE3

170CC707
3141BADD
7FA3148A
27E1747F
D0O348124
6E5EBOE3

53D5D19F
7QF1EB75
ABOCDSEG
6D4D3B75
19DB45E1

34DEFD9B
Bo65FCAG
A57BAAG3

15265D62
F72107F1
AC40384C
621A5A6F
7F304FF1

0000

170CC707

07EDCA@OB

C71C69CE
2E5B9A7B
O5D7F54A
02F663D6
19B6BA8F
07EDCAOB

0AF96518
982501CE
954(C5B6F
B9604827
FD3BCAD3

7C714A81
9A490F4F
AA2EZ269E

4E631DDC
OD646AAD
D78E1C46
ABD43A8B
OA52A356

00000002

C71Ce9CE



45C43CBA FF521014 0572D478 59521BA1 3141BADD 2E5B9A7B
3E802062 5CD8893F D6A4739C 581EDSBE 7FA3148A @5D7F54A
E9EADAE8 F1A7194D F94BoB75 5B948EQC 27E1747F ©02F663D6
B514A0F5 86F94E53 D32169E1 CCCo6211A D@348124 19B6BASF
3C829304 898393BF 39E57EZ2F EDF775FC 6ESEBOE3 @7EDCA@B

Second call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k %k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3% 3k %k %k %k 3% 3k >k %k %k 3%k % %k %k %k *k %k %k %k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024

additional_input <empty>

Hashgen

requested_no_of_bits = 1024

data is
404FA9 2A41ABO5 15265D62 4E631DDC
53868D32 (C91DA856 22DB2834 4BD57530 F72107F1 OD646AAD
DCCC30B4 5663EEG9 55855C39 C8DO799F AC40384C D78E1C46
803E1586 EFCAAB7D F8@B1E23 6D22731D 621AS5A6F ABD43A8B
BF1CD37C FF62643F 080027A4 2B6BACS5 7F304FF1 QAS52A356

w_1i 1is
D515B92B 1811F5AA D@Z2AACOB 39DFAS5B&
B1A95048 7D3429B1 @81DOFEC 28D57686 D85BC6B4 SAB8B84C
54DD80QB2 82591F55 QO7ED9B3F B1CDEEFD 58AD5A98 12ED929C

W is
D515B92B 1811F5AA D@Z2AACOB 39DFAS5B&
B1A95048 7D3429B1 @81DOFEC 28D57686 D85BC6B4 S5AB8B84C



54DD80@B2 82591F55

data 1is

53868D32 (C91DA856
DCCC30B4 5663EE69
803E1586 EFCAAB7D
BF1CD37C FF62643F

w_1i 1is

C7640CBB 67154F54
AAA3074B DC48BC5B

W is

DOZ2AACOB 39DFASB8
D85BC6B4 5AB8B84C
58AD5A98 12ED929C
C7640CBB 67154F54
AAA3074B DC48BC5B

returned_bits is

DOZAACOB 39DFASB8
D85BC6B4 5AB8B84C
58AD5A98 12ED929C
C7640CBB 67154F54
AAA3074B DC48BC5B

Update V
0x0311V 1is

53868D32 (C91DA856

O7ED9B3F

404FA9
22DB2834
55855C39
F8OB1EZ3
080027A4

779BOF54
5A622BEQ@
DB3FFOEZ

B1A95048
54DD80B2
779BOF54
5A622BEQ@
DB3FFOEZ

B1A95048
54DD80B2
779BOF54
5A622BEQ@
DB3FFOEZ

03404FA9
22DB2834

B1CDEEFD

2A41AB0O5
4BD57530
C8DO799F
6D22731D
2B6BACS55

BADF2CAF
A9B552A2
DO5BB477

7D3429B1
82591F55
BADF2CAF
A9B552A2
DO5BB477

7D3429B1
82591F55
BADF2CAF
A9B552A2
DO5BB477

2A41AB0@5
4BD57530

58AD5A98

15265D62
F72107F1
AC40384C
621A5A6F
7F304FF1

BACFACB3
4208313B
B59F87E3

D515B92B
081DOFEC
O7ED9B3F
BACFACB3
4208313B
B59F87E3

D515B92B
081DOFEC
O7ED9B3F
BACFACB3
4208313B
B59F87E3

15265D62
F72107F1

12ED929C

4E631DDC
0OD646AAD
D78E1C46
ABD43A8B
OA52A357

ECACC127
FA491F53
A1EAB3EG6

1811F5AA
28D57686
B1CDEEFD
ECACC127
FA491F53
A1EAB3EG6

1811F5AA
28D57686
B1CDEEFD
ECACC127
FA491F53
A1EAB3EG6

4E631DDC
0OD646AAD



DCCC30B4 5663EE69 55855C39 (C8DO799F AC40384C D78E1C46
803E1586 EFCAAB7D F80B1EZ23 ©6D22731D 621A5A6F ABD43A8B
BF1CD37C FF62643F 080027A4 2B6BACS5 7F304FF1 OA52A356

H is
21A210E7 77772CDB 2FQC82FD 86AQ5AAG
691EQ2D8 DCCC8546 F427A69B FFF1CA7B 189EB235 85E48648
04134FQ1 F2824DD7 92BBBA16 5B61BB5E A840C4DC AA129622

Updated values

V is
6B71C1 (9747697 D676E925 91CCDGIF
D35FEG672 A309FFOB 7C5F7694 A93D29D6 7D50246C 82A3D38D
51DCEED3 BBOB991E CEBF8E3A AQ46A9D2 A7A12015 23FEED42
BF6137E4 QE6B427D FCA4251B Q758F3FC B9202EF8 89E3A3ES
B27A7A67 EF8D9A27 EFCC7005 838ESQED E74A7479 174DEBSE

reseed_counter is
0000 00000003

rnd_val is
D515B92B 1811F5AA
DO2AACOB 39DFASB8 B1A95048 7D3429B1 Q81DOFEC 28D57686
D85BC6B4 S5AB8B84C 54DD80B2 82591F55 Q7ED9B3F B1CDEEFD
58AD5A98 12ED929C 779BOF54 BADF2CAF BACFACB3 ECACC127
C7640CBB 67154F54 5A622BE@ A9B552A2 4208313B FA491F53
AAA3074B DC48BC5B DB3FFQOEZ2 D@O5BB477 BS59F87E3 A1EAB3EG

HHHRH IR
Hash_DRBG
Requested Security Strength = 256
Requested Hash Algorithm = SHA-512
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

000102 03040506 0708090A OBOCODOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526



2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4DAE 4F505152 53545556
5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6C6D6GE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9B9CODIE 9FAQA1A2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7BS8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5EG EVES8EQEA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFE@QE1EZ2 E3E4ESEG
E7ESE9EA EBECEDEE EFFQOF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE
FF000102 03040506 0708090A @BOCODOE QF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString = <empty>

Additionallnputl =
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8BO9BA BBBCBDBE BFCQC1C2 C3C4C5C6 C7C8CI9CA CBCCCDCE

Additionallnput2 =
AQA1A2 A3A4AS5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFC@AC1C2 (C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A 0OBOCODOE

B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3%k 3k %k %k %k >k %k %k k



Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 030405060 0708090A
OF101112 13141516 1718191A 1B1C1D1E 1F202122
2728292A 2B2C2D2E 2F303132 33343536 3738393A
3F404142 43444546 4748494A 4BAC4ADAE 4F505152
5758595A 5B5CS5DSE 5F606162 63646566 6768696A

nonce 1is
20212223 24252627 28292A2B

personal_str is <empty>

0BOCODOE
23242526
3B3C3D3E
53545556
6B6C6D6E

2C2D2E2F

prediction_resistance_flag = "No PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material 1is
000102
0708090A OBOCODOE OF101112 13141516 1718191A
1F202122 23242526 2728292A 2B2C2D2E 2F303132
3738393A 3B3C3D3E 3F404142 43444546 4748494A
4F505152 53545556 5758595A 5B5C5D5E 5F606162
6768696A 6B6C6DGE 20212223 24252627 28292A2B

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string 1is
01000003 78000102
0708090A 0OBOCODOE OF101112 13141516 1718191A
1F202122 23242526 2728292A 2B2(C2D2E 2F303132
3738393A 3B3C3D3E 3F404142 43444546 4748494A
4F505152 53545556 5758595A 5B5C5DS5E 5F606162
6768696A 6B6COD6GE 20212223 24252627 28292A2B

03040500
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

03040500
1B1C1D1E
33343536
4B4C4D4AE
63646566
2C2D2E2F



Hash(counter| Ino_of_bits_to_return||input_string) is

152D908B QEDF7253 D5D19FQA F96518D3
AD33F2EF 3151A0C9 56D9D3EE 6DCO8B7@ F1EB7598 2501CEG7
BB7294F1 BC43B322 DCD25C14 67212CAB QCD5E695 4(C5B6FGA

temp =

152D908B QEDF7253 D5D19FQA F96518D3
AD33F2EF 3151A0C9 56D9D3EE 6DCO8B70@ F1EB7598 2501CE67
BB7294F1 BC43B322 DCD25C14 67212CAB QCD5E695 4C5B6F6A

counter| Ino_of_bits_to_returnl|input_string is

02000003

78000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536
3738393A 3B3C3D3E 3F404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6CODOE 20212223 24252627 28292A2B 2CZ2D2EZF

Hash(counter| Ino_of_bits_to_returnl|input_string) is
D466C1D9 ACQ10D21 B28CDOFD 124DF56D

4D3B75B9
DB45E1FD

temp =

D3AD33F2
67BB7294
6AD466C1
B3CF4992

V is

D3AD33F2
67BB7294
6AD466C1
B3CF4992

604827B3 CF49928E
3BCAD38C (C355D2D6

152D90
EF3151A0 (C956D9D3
F1BC43B3 22DCD25C
D9ACO10D 21B28CD9
8EC4DA20 4FC37488

152D90
EF3151A0 (C956D9D3
F1BC43B3 22DCD25C
D9AC0O10D 21B28CD9
8EC4DA20 4F(C37488

C4DA204F
55C1D606

8BOEDF72
EE6DCO8B
1467212C
FD124DF5
8E278C03

8BOEDF72
EE6DCO8B
1467212C
FD124DF5
8E278(C03

(C374888E 278C0319
60AEA6D6 BBE4E7(C1

53D5D19F 0QAF96518
7QF1EB75 982501CE
ABOCD5E6 954C5B6F
6D4D3B75 B9604827
19DB45E1 FD3BCAD3

53D5D19F 0AF96518
7QF1EB75 982501CE
ABOCD5E6 954C5B6F
6D4D3B75 B9604827
19DB45E1 FD3BCAD3



Hash_df - Generate C - Step 4

0x0011V 1is
00152D90 8BOEDF72 53D5D19F @QAF96518
D3AD33F2 EF3151A0 (C956D9D3 EE6GDCO8B 7@QF1EB75 982501CE
67BB7294 F1B(C43B3 22DCD25C 1467212C ABOCD5E6 954C5B6F
6AD466C1 DI9ACQO10D 21B28CD9 FD124DF5 6D4D3B75 B9604827
B3CF4992 8EC4DA20 4F(C37488 8E278C03 19DB45E1 FD3BCAD3

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000378 00152D90 8BOEDF72 53D5D19F 0QAF96518
D3AD33F2 EF3151A@ (C956D9D3 EE6DCO8B 7@QF1EB75 982501CE
67BB7294 F1BC43B3 22DCD25C 1467212C ABOCDSE6 954C5B6F
6AD466C1 D9ACQ10D 21B28CD9 FD124DF5 6D4D3B75 B9604827
B3CF4992 8EC4DA20 4F(C37488 8E278C@3 19DB45E1 FD3BCAD3

Hash(counter| Ino_of_bits_to_return||input_string) is
2B22189F 32(B92(C1 508BC343 69B8C37F
D9593FD9 EC56B559 844E605D 67B4A586 2F1C7B75 3F68DF75
10BE1F64 A7AAB557 9821195F FF@357CC 5464CAC5 DO7655D6

temp =
2B22189F 32(CB92(C1 508B(C343 69B8C37F
D9593FD9 EC56B559 844E605D 67B4A586 2F1C7B75 3F68DF75
10BE1F64 A7AAB557 9821195F FF@357CC 5464CAC5 D@7655D6

counter| Ino_of_bits_to_returnl|input_string 1is
02 00000378 00152D90 8BOEDF72 53D5D19F 0QAF96518



D3AD33F2 EF3151A0 (C956D9D3 EE6DCO8B 7@OF1EB75 982501CE
67BB7294 F1BC43B3 22DCD25C 1467212C ABOCD5E6 954C5B6F
6AD466C1 D9ACQ10D 21B28CD9 FD124DF5 ©6D4D3B75 B9604827
B3CF4992 8EC4DA20 4F(C37488 8E278C03 19DB45E1 FD3BCAD3

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
051F8441 D411B910 716@05B9A 44B6643E
67225358 2AE3148F 4A57E8FD A8E81155 108E4AFC COE939BF
D95FAB62 E8B1E4FD BDA34B6@ (9220A37 EC6BDO96 AGDAE159

temp =
2B2218 9F32(CB92 (C1508BC3 4369B8(3
7FD9593F D9EC56B5 59844E60 5D67B4A5 862F1C7B 753F68DF
7510BE1F 64A7AAB5 57982119 S5FFF@357 CC5464CA (C5DQ7655
D6@51F84 41D411B9 1071605B 9A44B664 3E672253 582AE314
8F4A57E8 FDASE811 55108E4A FCCOE939 BFDOSFAB 62E8B1E4

Cis
2B2218 9F32(B92 (1508BC3 4369B8C3
7FD9593F D9EC56B5 59844E6Q 5D67B4A5 862F1C7B 753F68DF
7510BE1F 64A7AAB5 57982119 5FFFQ357 CC5464CA (C5D@7655
D6051F84 41D411B9 1071605B 9A44B664 3E672253 582AE314
8F4A57E8 FDA8BE811 55108E4A FCCOE939 BFDOSFAB 62E8B1E4

First call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k %k >k %k %k 3%k 3%k %k %k %k %k 3% 3k %k %k %k %k % %k %k %k %k %k %k %k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024

additional_input
606162 63646566 6768696A 6B6CODGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9BI9C9DIE
9FAQA1AZ A3A4A5A6c A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE



Process additional_input
0x021 1Vl ladditional_in

7253D5D1 9F0QAF965
8B70QF1EB 75982501
2CABOCD5 E6954C5B
F56D4D3B 75B96048
©0319DB45 E1FD3BCA
6F707172 73747576
8788898A 8B8C8DEE
9FAQA1AZ2 A3A4A5A6
B7B8BO9BA BBBCBDBE

put is

18D3AD33
CE67BB72
6F6AD466
27B3CF49
D3606162
7778797A
8F909192
A7A8A9AA
BFCOC1C2

FZ2EF3151
94F1B(C43
C1D9ACo1
928EC4DA
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

w=Hash(@x021 VI ladditional_input) 1is

D89A9B62 4ADO30DD
52CBF908 7F4379BC

V is

D3AD33F2 EF3151A0@
67BB7294 F1B(C43B3
430F0224 247C31EB
069B429B OEQ853DC

Hashgen

requested_no_of_bits

data 1is

D3AD33F2 EF3151A0
67BB7294 F1B(C43B3
430F0224 247C31EB

79FD8B26
E1748E57
9DB1D25B

152D90
C956D9D3
9CDA5D8&2
03271B31
ED7546E4

= 1024

152D90
C956D9D3
9CDA5D8&2
03271B31

36E78437
D996D7DB
78D27ECS8

8BOEDF72
EE6DCO8B
4B4EA563
D6A925D0
06FAQACB

8BOEDF72
EE6DCO8B
4B4EA563
D6A925D0

02152D
A@C956D9
B322DCDZ2
0D21B28C
204FC374
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

378D4914
727AF114
BDC583D7

53D5D19F
7QF1EB75
EZ29A1EFB
DFC82C8A
D7A@C9B9

53D5D19F
7QF1EB75
EZ29A1EFB
DFC82C8A

908BOEDF
D3EE6DCO
5C146721
D9FD124D
888E278C
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

89E1A32D
4808A659
63C3122E

OAF96518
982501CE
1F2DFESD
0168EE81
60FEDDO1

0OAF96518
982501CE
1F2DFESD
0168EE81



069B429B QE@853DC

w_1i is

DD018161 387(C97B3
A66E5494 (CB3FB655

W is

DD@18161 387(C97B3
A66E5494 (B3FB655

data 1is

D3AD33F2 EF3151A0
67BB7294 F1B(C43B3
436F0224 247C31EB
069B429B QEQ853DC

w_1i is

8B7138A6 81EQ93B5
5771CA69 4D933FCF

W is

D5D8ADIC 45577576
DC85F9E4 DF40A823
A738D2C8 D5020C42
8B7138A6 81E@93B5
5771CA69 4D933FCF

returned_bits is

D5D8ADIC 45577576
DC85F9E4 DF40A823

ED7546E4

3EF283D8
2EB5A104
99D81A02

3EF283D8
2EB5A104
99D81A02

152D90
C956D9D3
9CDA5D82
03271B31
ED7546E4

08F364A8
32A6E67E
86CD3500

DD@18161
A66E5494
08F364A8
32A6EG7E
86CD3500

DD@18161
A66E5494

06FAQACB

E1ASF5A8
A9649E9E
E415704C

E1ASF5A8
A9649E9E
E415704C

8BOEDF72
EE6GDCO8B
4B4EA563
D6A925D0@
06FAQACB

750251A8
9F3AC97E
121AD1AF

387C97B3
CB3FB655
750251A8
9F3AC97E
121AD1AF

387C97B3
CB3FB655

D7A@C9B9

D5D8ADIC
DC85F9E4
A738D2(C8

D5D8ADIC
DC85F9E4
A738D2(C8

53D5D19F
7OF1EB75
EZ29A1EFB
DFC82C8A
D7A@C9B9

7AAF6FFD
1364A1E2
66321B61

3EF283D8
2EB5A104
99D81A02
74AF6FFD
1364A1E2
66821B61

3EF283D8
2EB5A104
99D81A02

60FEDDO1

45577576
DF40A823
D5020C42

45577576
DF40A823
D5020C42

0AF96518
982501CE
1F2DFESD
0168EE81
60FEDDO2

88638094
BC8E1121
92BE3(C97

E1ASF5A8
A9649E9E
E415704C
88638094
BC8E1121
92BE3(C97

E1ASF5A8
A9649E9E
E415704C



A738D2C8 D5020C42 08F364A8
8B7138A6 81EQ93B5 32A6E67E
5771CA69 4D933FCF 86(D3500

Update V
0x0311V 1is

D3AD33F2
67BB7294
436F0224
069B429B

H is

383E2BB6
AA7FE7D4

Updated values
V is

53868D32
DCCC30B4
51B24D5E
40658258

reseed_counter

rnd_val 1is

D5D8ADIC
DC85F9E4
A738D2C8
8B7138A6
5771CA69

EF3151A0
F1BC43B3
247C31EB
0OEQ853DC

27DAE468
C792F1A1

C91DA856
5663EE69
8E2B280C
D3442D8F

is

45577576
DF40A823
D5020C42
81EQ93B5
4D933FCF

03152D90
C956D9D3
9CDA5D82
03271B31
ED7546E4

E2COA9BB
AB6(C9849
OFA378F9

404FA9
22DB2834
D7332856
BF@513D7
52294E28

DD@18161
A66E5494
08F364A8
32A6E67E
86CD3500

750251A8
9F3AC97E
121AD1AF

8BOEDF72
EE6DCO8B
4B4EA563
D6A925D0
06FAQACB

3EF85708
CC42948C
21534BAE

2A41ABO5
4BD57530
EA45FFC4
3D3070C1
250E3FB3

387C97B3
CB3FB655
750251A8
9F3AC97E
121AD1AF

74AF6FFD
1364A1E2
66821B61

53D5D19F
7QF1EB75
EZ29A1EFB
DFC82C8A
D7A@C9B9

AA5C141C
7068AD57
4F52B5CE

15265D62
F72107F1
594A97E2
8E97F(C35
E6CCDF33

0000

3EF283D8
2EB5A104
99D81A02
74AF6FFD
1364A1E2
66821B61

88638094
BC8E1121
92BE3(C97

0OAF96518
982501CE
1F2DFESD
0168EE81
60FEDDO1

81558(C82
D722FDCF
6E324F13

4E631DDC
OD646AAD
66540175
30B6CF65
3219DDF9

00000002

E1ASF5A8
A9649E9E
E415704C
88638094
BC8E1121
92BE3(C97



Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k sk sk sk sk sk sk sk ok k ok
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 1024

additional_input

AQA1A2

AFBOB1B2 B3B4B5B6 B7B8BIBA
C7C8C9CA (CBCCCDCE CFD@D1D2
DFEQE1EZ E3E4ES5E6 E7VESEQEA
F7F8FOFA FBFCFDFE FF000102

A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

A7A8A9AA
BFCOC1C2
D7D8DIDA
EFFOF1F2
0708090A

ABACADAE
(3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

Process additional_input

0x@21 1Vl ladditional_input is

0515265D
30F72107
C4594A97
C18E97FC
B3E6CCDF
AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FIOFA

624E631D
F10D646A
E2665401
3530B6CF
333219DD
B3B4B5B6
CBCCCDCE
E3E4ESE6
FBFCFDFE

DC53868D
ADDCCC30
7551B24D
65406582
FOAQA1AZ
B7B8BI9BA
CFDOD1D2
E7E8EQEA
FF000102

16873523

32C91DA8
B45663EE
SE8EZ2BZ8
58D3442D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

w=Hash(@x021 V| ladditional_input) 1is

6B8FAGLE

F278C925 8E1A8849 EZEA3F54 70867ABA
64B9F8F8 8B5500D6 FDDB8Q4E 6ED9134E

404FA9

2A41ABOS

53868D32 (C91DA856 22DB2834 4BD57530
DCCC30B4 5663EE69 EDBASD7A 55D5AS5EZ2
442B1684 1C45B056 A1EF532B ADBGEB7C

02404F
5622DB28
69D73328
0CBF@513
8F52294E
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

40744598
D5E797B3
EA77C7BF

15265D62
F72107F1
99BEDD7B
647F93E8

A92A41AB
344BD575
56EA45FF
D73D3070
28250E3F
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

B64BD50D
C459A0F2
B255702F

4E631DDC
OD646AAD
1C9FD683
F5107057



A51F7B51 5E992E66 5004CE76 93E75302 D144A6F2 E46F4E28

Hashgen

requested_no_of_bits

data 1is

53868D32 C91DA856
DCCC30B4 5663EE69
442B1684 1(C45B056
A51F7B51 5E992E66

w_1i is

F54FBD38 E9CEGAEA

509B4326 A5473B2C

W is

F54FBD38 E9CEGAEA
509B4326 A5473B2C

data 1is

53868D32 (C91DA856
DCCC30B4 5663EE69
442B1684 1(C45B056
A51F7B51 5E992E66

w_1i is

= 1024

404FA9
22DB2834
EDBASD7A
A1EF532B
5004CE76

8EBO575C
F3FO5FA7
E98DE137

8EBO575C
F3FO5FA7
E98DE137

404FA9
22DB2834
EDBASD7A
A1EF532B
5004CE76

2A41AB0O5
4BD57530
55D5A5EZ
ADBGEB7C
93E75302

E1500BB0
0768AF36
DBOGEFIF

E1500BB0
0768AF36
DBOGEFIF

2A41ABO5
4BD57530
55D5A5EZ
ADBGEB7C
93E75302

15265D62
F72107F1
99BEDD7B
647F93E8
D144A6F2

52259F8A
99A24D90
03A125BF

52259F8A
99A24D90
03A125BF

15265D62
F72107F1
99BEDD7B
647F93E8
D144A6F2

4E631DDC
OD646AAD
1C9FD683
F5107057
E46F4E28

995DC7AE
BFG6OE3E6
1367DEFB

995DC7AE
BF6OE3E6
1367DEFB

4E631DDC
0OD646AAD
1C9FD683
F5107057
E46F4E29



5282EEC9
E71E7B73

W is

52259F8A
99A24D90
03A125BF
5282EEC9
E71E7B73

D@352D93
05C92473

995DC7AE
BFGOE3E6
1367DEFB
D@352D93
05C92473

returned_bits is

52259F8A
99A24D90
03A125BF
5282EEC9
E71E7B73

995DC7AE
BFGOE3E6
1367DEFB
D@352D93
05C92473

8098633F
B966966B
AE706480

F54FBD38
509B4326
8098633F
B966966B
AE706480

F54FBD38
509B4326
8098633F
B966966B
AE706480

Update V
0x0311V 1is
53868D32
DCCC30B4
442B1684
A51F7B51
H is
E2EG5C34
BOB35603
Updated values
V is

D35FE672

C91DA856
5663EE69
1C45B056
5E992E66

302C18FC
CE3CZ2BDF

A309FF0B

03404FA9
22DB2834
EDBASD7A
A1EF532B
5004CE76

A2513F21
88A55FD2
5E7A617D

6B71C1
7C5F7694

A2EF8493
AA85DBAC
E9061CD8

E9CEGAEA
A5473B2C
A2EF8493
AA85DBAC
E9061CD8

E9CEGAEA
A5473B2C
A2EF8493
AA85DBAC
E9061CD8

2A41ABOS
4BD57530
55D5A5E?Z
ADBGEB7C
93E75302

58ED78EB
0D84168D
SECZFAC6

C9747697
A93D29D6

454F6792
596B3240
DA37F147

8EBO575C
F3FO5FA7
E98DE137
454F6792
596B3240
DA37F147

8EBO575C
F3FO5FA7
E98DE137
454F6792
596B3240
DA37F147

15265D62
F72107F1
99BEDD7B
647F93E8
D144A6F2

67F6DA75
FF0297D3
049C7270

D676E925
7D50246C

F1F94(C52
E2E28D35
700B67B8

E1500BB0
0768AF36
DBOGEF9F
F1F94(C52
E2E28D35
700B67B8

E1500BB0
0768AF36
DBOGEF9F
F1F94(C52
E2E28D35
700B67B8

4E631DDC
0D646AAD
1C9FD683
F5107057
E46F4E28

18BA4DEA
D129D4B7
CoC39507

91CCD69F
82A3D38D



51DCEED3 BB@B991F E7A3BDB5 QEC22225 CEQAL1CBA FBZ2A9AC3
FD16923C 8E45DBOC 3B061359 557FB86E A1E94E10 1E652823
E51D293E 2A7E4257 ©@38FBE3E EF6B3702 95BA790F ©081B9515

reseed_counter is
0000 00000003

rnd_val 1is
8EBO575C E1500BBO
52259F8A 995DC7AE F54FBD38 E9CEGAEA F3FQS5FA7 0768AF36
99A24D90 BFOOE3EG 509B4326 A5473B2C E98DE137 DBOGEF9F
©3A125BF 1367DEFB 8098633F AZ2EF8493 454F6792 F1F94(52
5282EEC9 D0@352D93 B966966B AA85DBAC 596B3240 EZ2E28D35
E71E7B73 05C92473 AE7006480 E90061CD8 DA37F147 700B67B8

R R R A
Hash_DRBG

Requested Security Strength = 256

Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4ADAE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CE6D6GE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BI9CI9DIE 9FAQA1A2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ESE6 E7ES8E9EA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5Co C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE DFE@QE1E2 E3E4ESEG



E7EBEQEA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE
FF000102 03040506 0708090A ©OBOCODOE 0OF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2DZE

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString
404142 43444546 4748494A 4BAC4ADAE

4F505152 53545556 5758595A 5B5C5DSE S5F606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596
9798999A 9BOC9DI9E 9FAQGA1AZ2 A3A4A5A0 A7AS8A9AA ABACADAE

Additionallnput = <empty>

B B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k 3k %k 3k 3% 3k 3k %k %k 3k 3k %k %k %k 3k 3k 3%k %k %k %k 3k 3%k %k %k k k >k k k

Hash_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506 0708090A OBOCADOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4AE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CED6GE

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is
404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5DS5E S5F606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596
9798999A 9B9CODI9E 9FAQALA2 A3A4A5A6 A7A8A9AA ABACADAE

prediction_resistance_flag = "No PredictionResistance”



Hash_df - Generate seed(which is

seed_material 1is

0001
16171819
2EZ2F3031
46474849
SE5F6061
2728292A
4F505152
6768696A
7F808182
9798999A

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B2C2D2E
53545556
6B6C6D6E
83848586
9B9C9D9E

06070809
1E1F2021
36373839
4E4F5051
66676869
2F404142
5758595A
6F707172
8788898A
9FAQA1A2

no_of_bits_to_return = 888

V) - Step 2

0AOBOCAD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8DEE
A3A4A5A6

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

counter| Ino_of_bits_to_returnl|input_string is

03780001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
4F505152
6768696A
7F808182
9798999A

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B2C2D2E
53545556
6B6CoD6E
83848586
9B9CI9D9E

06070809
1E1F2021
36373839
4E4F5051
66676869
2F404142
5758595A
6F707172
8788898A
9FAQA1A2

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8DSE
A3A4A5A6

OEOF1011
26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4D4E
63646566
7B7C7D7E
93949596
ABACADAE

010000
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is

ESA5C585 D6A9E11C 58581F35 14EE19A7
048CF096 A3E9B139 D9COA2CO 67931041 4073C104 E2F6F8A3
7C7Co066E 11FF4439 33ABA1CF AD4C620C DFFSDA8C 0O86@CEEE

temp =

ESA5C585 D6A9E11C 58581F35 14EE19A7



048CFQ96 A3E9B139 DI9COA2C0O 67931041 4073C104 E2F6F8A3
7C7Co66E 11FF4439 33ABA1CF AD4C620C DFF5DA8C ©@86@QCEEE

counter| Ino_of_bits_to_returnllinput_string is

03780001
16171819
2E2F3031
46474849
5E5F60601
2728292A
4F505152
6768696A
7F808182
9798999A

02030405 06070809
1A1B1C1D 1E1F2021
32333435 36373839
4A4B4C4D 4E4F5051
62636465 66676869
2B2C2D2E 2F404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9BI9C9D9E 9FAQA1AZ

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8DBE
A3A4A5A6

020000
OEQF1011 12131415
26272829 2A2B2C2D
3E3F4041 42434445
56575859 5A5B5C5D
6E202122 23242526
4748494A 4B4C4D4AE
5F606162 63646566
7778797A 7B7C7D7E
8F909192 93949596
A7A8A9AA ABACADAE

Hash(counter| Ino_of_bits_to_returnl||input_string) is
80B87195 7508538D 2D87A4A3 B5728ADB

4191974A
12955B4C

temp =

A7048CF0
A37C7C66
EE80B871
3D2E5858

V is

A7048CF0
A37C7Co6
EE80B871
3D2E5858

384F323D 2E585869
4838BI9FB EB0O0568D

ESASC5
96A3E9B1 39D9COA2
6E11FF44 3933ABA1
95750853 8D2D87A4
695C152F 99DOESCF

ESA5C5
96A3E9B1 39D9C0A2
6E11FF44 3933ABA1
95750853 8D2D87A4
695C152F 99DOE&CF

5C152F99
36F727E1

85D6A9E1
C0679310
CFAD4C62
A3B5728A
4CB41BC2

85D6A9E1
C0679310
CFAD4C62
A3B5728A
4CB41BC2

DOE8CF4C B41BC2A6
742FF774 E8542A4B

1C58581F 3514EE19
414073C1 Q4EZ2F6F8
OCDFF5DA 8C0Q860CE
DB419197 4A384F32
A612955B 4C4838B9

1C58581F 3514EE19
414073C1 Q4E2F6F8
OCDFF5DA 8C0O860CE
DB419197 4A384F32
A612955B 4(C4838B9



Hash_df - Generate C - Step 4

0x001 1V 1is
@OESA5C5 85D6A9E1 1C58581F 3514EE19
A7048CFO 96A3E9B1 39D9COA2 (0679310 414073C1 Q4E2F6F8
A37C7Co6 6E11FF44 3933ABA1 CFAD4CoZ2 OCDFF5DA 8C@O860CE
EE80B871 95750853 8D2D87A4 A3B5728A DB419197 4A384F32
3D2E5858 695C152F 99DOE8CF 4CB41BCZ2 A612955B 4(C4838B9

no_of_bits_to_return = 888

counter| |no_of_bits_to_returnl|input_string 1is
01 00000378 QOESASCS 85D6A9E1 1C58581F 3514EE19
A7048CFO 96A3E9B1 39D9C0OAZ (0679310 414073C1 Q4E2F6F8
A37C7C66 6E11FF44 3933ABA1 CFAD4C62 QCDFF5DA 8C086@CE
EE8QB871 95750853 8D2D87A4 A3B5728A DB419197 4A384F32
3D2E5858 695C152F 99DOESCF 4CB41BC2 A612955B 4C4838B9

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
@C193DBC 1942C121 (C63513ED 95ECA91C
62C55031 7506462C 47BOF34F 99716F36 EADOFF51 ACAB423C
421CAB62 DF4D8C79 2E38D533 9D60OAA24 ©292E134 A249A577

temp =
@C193DBC 1942(C121 C63513ED 95ECA91C
62C55031 7506462C 47BOF34F 99716F36 EAD9FF51 ACAB423C
421CAB62 DF4D8C79 2E38D533 9D60AA24 ©0292E134 A249A577

counter| Ino_of_bits_to_returnlinput_string is
02 00000378 QQESASCS 85D6A9E1 1C58581F 3514EE19
A7048CFO 96A3E9B1 39D9COA2 (0679310 414073C1 Q4E2F6F8
A37C7C66 6E11FF44 3933ABA1 CFAD4Co2 QCDFFSDA 8C@86@CE
EE80OB871 95750853 8D2D87A4 A3B5728A DB419197 4A384F32
3D2E5858 695C152F 99DOE8CF 4CB41BC2 A612955B 4(C4838B9



Hash(counter| Ino_of_bits_to_return!|input_string) is
0176FE93 A4C199A2 258615DD A84QAEGF
C2E7DB39 1315119E 57774F94 396C81F5 F8D4835D 618D960B
297E97F1 A21B35E3 E450A877 4819D918 961DFCO1 FFC73630

temp =
0C193D B(C1942C1 21(C63513 ED9SECA9
1C62C550 317500646 2C47BOF3 4F99716F 36EADIOFF 51ACAB42
3C421CAB 62DF4D8C 792E38D5 339D60QAA 240292E1 34A249A5
770176FE 93A4C199 A2258615 DDA84QAE 6FC2E7VDB 39131511
9E57774F 94396(C81 F5F8D483 5D618D96 @B297E97 F1A21B35

C is
0C193D BC1942C1 21C63513 ED95ECA9Q
1C62C550 31750046 2C47BOF3 4F99716F 36EAD9FF 51ACAB42
3C421CAB 62DF4D8C 792E38D5 339D6QAA 240292E1 34A249A5
770176FE 93A4C199 A2258615 DDA84QAE 6FCZ2E7DB 39131511
9E57774F 94390(81 F5F8D483 5D618D96 QB297E97 F1A21B35

First call to Generate
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k sk %k 3k 3k 3k 5k 5k 3k 3k 3k sk sk %k 3k 3k sk 3k sk 3k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok ok sk sk sk k sk sk k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 1024

additional_input <empty>

Hashgen

requested_no_of_bits = 1024



data 1is

A7048CF0
A37C7Co6
EE80B871
3D2E5858

w_1i 1is

7918AEA7
642C1306

W is

7918AEA7
642C1306

data 1is

A7048CF0
A37C7Co6
EE80B871
3D2E5858

w_1i 1is

DF1E27A8
874E6(C12

W is

F5009134
168DA218
8DE70751
DF1E27A8
874E6(C12

96A3E9B1
6E11FF44
95750853
695C152F

27FAC3CA
895765A0

27FAC3CA
895765A0

96A3E9B1
6E11FF44
95750853
695C152F

830451DB
94A60539

C2C59BAF
©027BD5D8
3FE96C08
830451DB
94A00539

ESA5C5
39D9C0AZ
3933ABA1
8D2D87A4
99DOE8CF

B72E446C
39C31DD6
4757EF52

B72E446C
39C31DD6
4757EF52

ESA5C5
39D9C0AZ
3933ABA1
8D2D87A4
99DOE8CF

56E390B1
FA12AB97
199C9A99

7918AEA7
642C1306
56E390B1
FA12AB97
199(C9A99

85D6A9E1
C0679310
CFAD4C62
A3B5728A
4CB41BC2

3985DA7B
45357AC9
F4D81C55

3985DA7B
45357AC9
F4D81C55

85D6A9E1
C0679310
CFAD4C62
A3B5728A
4CB41BC2

45F5B016
70A998D7
C75BFESF

27FAC3CA
895765A0
45F5B016
70A998D7
C75BFESF

1C58581F
414073C1
OCDFF5DA
DB419197
A612955B

F5009134
168DA218
8DE70751

F5009134
168DA218
8DE70751

1C58581F
414073C1
OCDFF5DA
DB419197
A612955B

A3649D07
AD7D3EB3
AQ446DAE

B72E446C
39C31DD6
4757EF52
A3649D07
AD7D3EB3
AQ446DAE

3514EE19
0O4E2F6F8
8C0860CE
4A384F32
4C4838B9

C2C59BAF
027BD5D8
3FE96C08

C2C59BAF
027BD5D8
3FE96C08

3514EE19
Q4E2F6F8
8C0860CE
4A384F32
4C4838BA

A1A9F5C6
488328FF
248EQDCB

3985DA7B
45357AC9
F4D81C55
A1A9F5C6
488328FF
248EQDCB



returned_bits 1is

F5009134
168DA218
8DE70751
DF1E27A8
874E6(C12

Update V
0x0311V 1is
A7048CF0
A37C7C66

EE80B871
3D2E5858

H is
B8B8749B
ABD77981

Updated values
Vis
C3675240
DFBE9911

1E3AA40B
875D4929

reseed_counter

rnd_val 1is

F5009134
168DA218

C2C59BAF 7918AEA7
027BD5D8 642(1306
3FE96C08 56E390B1
830451DB FA12AB97
94A60539 199C9A99

@3E5A5C5
96A3E9B1 39D9COA2
6E11FF44 3933ABA1
95750853 8D2D87A4
695C152F 99DOESCF

BBC2684F
143EACOC EEBG6OCAF
93EB39CE QAC5380A

F1BF@3
C818EFF7 66217196
DOF14CD1 6E244CCo
3D5875FA 1E091A6A
9180BB7F 9A8EF55D

is

C2C59BAF 7918AEA7
027BD5D8 642(1306

27FAC3CA
895765A0
45F5B016
70A998D7
C75BFESF

85D6A9E1
C0679310
CFAD4Co2
A3B5728A
4CB41BC2

FBEQAAGC
F29BC1D7
7A5FOF30

41EFECA2
1001047F
FF2B5779
73F97510
2474B888

27FAC3CA
895765A0

B72E446C
39C31DDo6
4757EF52
A3649D07
AD7D3EB3
A0446DAE

1C58581F
414073C1
OCDFF5DA
DB419197
A612955B

E4EGF228
3B76C880
4559F487

3E1E8D33
782B4DC0O
15C97AE3
867B41F2
F696087A

0000

B72E446C
39C31DD6
4757EF52

3985DA7B
45357AC9
F4D81C55
A1A9F5C6
488328FF
248EQDCB

3514EE19
Q4EZ2F6F8
8C0O860CE
4A384F32
4C4838B9

15A9A70E
78C8D124
AE775A58

22AADAC2
568FAZ23A
D6545183
FC143568
EC61AE47

00000002

3985DA7B
45357AC9
F4D81C55



8DE70751 3FE96C08 56E390B1 45F5B016 A3649D07 A1A9F5(C6
DF1E27A8 830451DB FA12AB97 7@A998D7 AD7D3EB3 488328FF
874E6C12 94A60539 199C9A99 (C75BFESF AQ@446DAE 248EQDCB

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3%k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k *k >k k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024

additional_input <empty>

Hashgen

requested_no_of_bits = 1024

F1BF@3 41EFECA2 3E1E8D33 22AADACZ2
(3675240 C818EFF7 66217196 1001047F 782B4DCO 568FAZ3A
DFBE9911 DOF14CD1 ©6E244CC6 FF2B5779 15C97AE3 D6545183
1E3AA40B 3D5875FA 1EQ91A6A 73F97510 867B41F2 F(C143568
875D4929 9180BB7F 9A8EF55D 2474B888 F696087A EC61AE47

w_1i 1is
557C2284 16B46E30 A3E703F6 A5270130
7003615D ODFCD1D4 F5E1F147 BAB4461F 4AF69FE4 13AAA932
F537BAOB BEF93FAQ BAGEE187 8B86312A E9259DEC 73D73F27

W is
557C2284 16B46E30 A3E703F6 A5270130
7003615D ODFCD1D4 FS5E1F147 BAB4461F 4AF69FE4 13AAA932
F537BAOB BEF93FAQ BAGEE187 8B86312A E9259DEC 73D73F27



data 1is

(3675240 C818EFF7
DFBE9911 DOF14(D1
1E3AA40B 3D5875FA
875D4929 9180BB7F

w_1i 1is

A6C9218C E1EFZ2DA9
53C68BC1 5FD929B2

W is

A3E703F6 A5270130
4AF69FE4 13AAA932
E9259DEC 73D73F27
A6C9218C E1EF2DA9
53C68BC1 5FD929B2

returned_bits 1is

A3E703F6 A5270130
4AF69FE4 13AAA932
E9259DEC 73D73F27
A6C9218C E1EFZ2DA9
53C68BC1 5FD929B2

Update V
0x0311V 1is
(3675240 C818EFF7

DFBE9911 DOF14(D1
1E3AA40B 3D5875FA

F1BF@3
66217196
6E244CCo
1E@91A6A
9A8EF55D

345DFCFC
4C865A47
B9B32D71

7003615D
F537BA@B
345DFCFC
4C865A47
B9B32D71

7003615D
F537BA@B
345DFCFC
4C865A47
B9B32D71

03F1BF@3
66217196
6E244CCo
1E@91A6A

41EFECA2
1001047F
FF2B5779
73F97510
2474B888

F7D18E29
7A64FAC3
OE145F08

ODFCD1D4
BEF93FAQ
F7D18E29
7A64FAC3
OE145F08

ODFCD1D4
BEF93FAQ
F7D18E29
7A64FAC3
OE145F08

41EFECA2
1001047F
FF2B5779
73F97510

3E1E8D33
782B4DC0O
15C97AE3
867B41F2
F696087A

CFe6DE2C
9D21D344
DAQFBDSE

557C2284
F5E1F147
BAGEE187
CFe6DE2C
9D21D344
DAQFBDSE

557C2284
F5E1F147
BAGEE187
CFe6DE2C
9D21D344
DAQFBDSE

3E1E8D33
782B4DC0O
15C97AE3
867B41F2

22AADAC2
568FAZ23A
D6545183
FC143568
EC61AE48

0615AF35
F19F8344
0924061C

16B46E30
BAB4461F
8B86312A
0615AF35
F19F8344
0924061C

16B46E30
BAB4461F
8B86312A
0615AF35
F19F8344
0924061C

22AADAC2
568FAZ23A
D6545183
FC143568



875D4929 9180BB7F 9A8EF55D 2474B888 F696087A ECO1AE47

H is
S58EB8BES 2DA8F5EC @D2DDCF9 BOFF4Fo6C
3445EDCC FC8549EF DAC23C18 (C5186B2B QAB36AC6 89C6AZ2B1
A7C06102 8BD219DE 86891787 9EE72862 8S8EQQ8E8B 5F193920

Updated values

V is
FDD84@ FE@Q92F63 S5FE4C247 1040C76B
DFCA1790 F98DF63D 92692289 S5F9A75EE AF1627BF A83C4D7D
1CO0B5BD 33DQ9ASE 403E1181 60Q71AEQF 46F9EABE BBFSEA94
(98208D6 (D828183 9AFODC99 16BA2QEA 00QF19494 BEEDEDZB
CD75217B B18C41EQ® 1710E168 20BDOE81 8FCQ159E 3D1D@29E

reseed_counter 1is
0000 00000003

rnd_val 1is
557C2284 16B46E30
A3E703F6 A5270130 7003615D @DFCD1D4 FS5E1F147 BAB4461F
4AFO69FE4 13AAA932 F537BAOB BEF93FAQ® BAGEE187 8B86312A
E9259DEC 73D73F27 345DFCFC F7D18E29 CF66DE2C Q615AF35
A6C9218C E1EF2DA9 4(C865A47 7A64FAC3 9D21D344 F19F8344
53C68BC1 5FD929B2 B9B32D71 QE145F08 DAQFBDSE ©0924061C

B L A Lt B 2 i
Hash_DRBG

Requested Security Strength = 256

Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4DAE 4F505152 53545556



5758595A 5B5C5D5E 5F606162

EntropyInputl (for Reseedl) =
808182
8F909192 93949596 9798999A
A7A8A9AA ABACADAE AFBOB1B2
BFCOC1C2 (C3C4C5C6 C7C8CICA
D7D8D9DA DBDCDDDE DFE@E1EZ2

EntropyInput2 (for Reseed2) =
cocicz
CFDOD1D2 D3D4D5D6 D7D8DIDA
E7ES8E9EA EBECEDEE EFFQF1F2
FF000102 03040506 0708090A
1718191A 1B1C1D1E 1F202122

Nonce =
20212223

PersonalizationString

404142
4F505152 53545556 5758595A
6768696A 6B6C6D6E 6F707172
7F808182 83848586 8788898A
9798999A 9BI9C9DOE 9FAQA1AZ

AdditionallInputl =
606162
6F707172 73747576 7778797A
8788898A 8B8C8D8E 8F909192
9FAQALAZ A3A4A5A6 A7A8A9AA
B7B8B9BA BBBCBDBE BFCQC1(C2

Additionallnput2 =
AQAL1AZ
AFBOB1B2 B3B4B5B6 B7B8B9BA
C7C8C9CA (CBCCCDCE CFD@D1D2
DFEQE1EZ2 E3E4ESE6 E7VESE9EA
F7F8FOFA FBFCFDFE FF000102

63646566

83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESEG

C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

24252627

43444546
5B5C5D5E
73747576
8B8C8DBE
A3A4A5A6

63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5Co

A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

6768696A

8788898A
9FAQA1A2
B7B8B9BA
CFDOD1D2
E7E8E9EA

C7C8CICA
DFEQE1EZ
F7F8FI9FA
0F101112
2728292A

28292AZB

4748494A
5F606162
7778797A
8F909192
A7A8A9AA

6768696A
7F808182
9798999A
AFBOB1B2
C7C8CICA

A7A8A9AA
BFCOC1C2
D7D8DIDA
EFFOF1F2
0708090A

6B6C6D6E

8B8C8DSE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

2C2D2E2F

4B4C4D4AE
63646566
7B7C7D7E
939495906
ABACADAE

6B6C6D6E
83848586
9B9C9DIE
B3B4B5B6
CBCCCDCE

ABACADAE
C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE



B g B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3%k 3k %k %k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3%k %k %k k k >k k k

Hash_DRBG_Instantiate_algorithm

entropy_input 1is
000102 03040506 0708090A OBOCADOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4AE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CED6GE

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is
404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5DS5E S5F606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596
9798999A 9B9CODI9E 9FAQALA2 A3A4A5A6 A7A8A9AA ABACADAE

prediction_resistance_flag = "No PredictionResistance”

Hash_df - Generate seed(which is V) - Step 2

seed_material is

0001 02030405 00070809 QAQBOACOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36373839 3A3B3(C3D 3E3F4041 42434445
46474849 4A4B4C4D 4E4F5051 52535455 56575859 5A5B5C5D
SE5F6061 62636465 66676869 6A6B6CO6D OE202122 23242526
2728292A 2B2C2D2E 2F404142 43444546 4748494A 4B4C4D4AE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7(C7D7E
7F808182 83848586 8788898A 8B8C8DBE 8F909192 93949596
9798999A 9B9C9DI9E 9FAQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE



no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is

010000
03780001 02030405 06070809 QAOBOCOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36373839 3A3B3C3D 3E3F4041 42434445
46474849 4A4B4CAD 4E4F5051 52535455 56575859 S5A5B5CSD
SE5F6061 62636465 66676869 6A6B6C6D 6E202122 23242526
2728292A 2B2C2D2E 2F404142 43444546 4748494A 4B4AC4ADAE
4F505152 53545556 5758595A 5B5CS5DSE S5F606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596
9798999A 9BOC9DI9E 9FAQA1AZ2 A3A4A5A60 A7ASA9AA ABACADAE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
ESA5C585 D6A9E11C 58581F35 14EE19A7
048CF@96 A3E9B139 DOCOA2CO 67931041 4073C104 E2F6F8A3
7C7Co66E 11FF4439 33ABA1CF AD4C620C DFFSDA8C 086@CEEE

temp =
ESA5C585 D6A9E11C 58581F35 14EE19A7
048CF096 A3E9B139 D9COA2CO 67931041 4073C104 E2F6F8A3
7C7C666E 11FF4439 33ABA1CF AD4(C620C DFFSDA8C QO86QCEEE

counter| Ino_of_bits_to_returnl|input_string is

020000
03780001 02030405 06070809 QAOBOCOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36373839 3A3B3C3D 3E3F4041 42434445
46474849 4A4B4CAD 4E4F5051 52535455 56575859 S5A5B5C5D
SE5F6061 62636465 66676869 6A6B6CE6D 6E202122 23242526
2728292A 2B2C2D2E 2F404142 43444546 4748494A 4BAC4ADAE
4F505152 53545556 5758595A 5B5C5DSE S5F606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E



7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596
9798999A 9BI9C9DIE 9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE

Hash(counter| Ino_of_bits_to_returnllinput_string) is
80B87195 7508538D 2D87A4A3 B5728ADB

4191974A
12955B4C

temp =

A7048CF0
A37C7C66
EE80B871
3D2E5858

V is

A7048CF0
A37C7Co6
EE80B871
3D2E5858

384F323D 2E585869
4838BI9FB EB0OO568D

ESAS5C5
96A3E9B1 39D9COA2
6E11FF44 3933ABA1
95750853 8D2D87A4
695C152F 99DOESCF

ESA5C5
96A3E9B1 39D9C0A2
6E11FF44 3933ABA1
95750853 8D2D87A4
695C152F 99DOE&CF

Hash_df - Generate C - Step 4

Ox0011V 1is

A7048CF0
A37C7Co6
EE80B871
3D2E5858

@OES5A5CS
96A3E9B1 39D9C0A2
6E11FF44 3933ABA1
95750853 8D2D87A4
695C152F 99DOE&CF

no_of_bits_to_return = 888

5C152F99
36F727E1

85D6A9E1
C0679310
CFAD4C62
A3B5728A
4CB41BC2

85D6A9E1
C0679310
CFAD4C62
A3B5728A
4CB41BC2

85D6A9E1
C0679310
CFAD4C62
A3B5728A
4CB41BC2

DOE8CF4C B41BC2A6
742FF774 E8542A4B

1C58581F 3514EE19
414073C1 Q4EZ2F6F8
OCDFF5DA 8C0860CE
DB419197 4A384F32
A612955B 4C4838B9

1C58581F 3514EE19
414073C1 Q4E2F6F8
OCDFF5DA 8C0860CE
DB419197 4A384F32
A612955B 4(C4838B9

1C58581F 3514EE19
414073C1 Q4E2F6F8
OCDFF5DA 8C0O860CE
DB419197 4A384F32
A612955B 4(4838B9

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000378 QOESASCS5 85D6A9E1 1C58581F 3514EE19



A7048CFO 96A3E9B1 39D9COA2 (0679310 414073C1 Q4E2F6F8
A37C7C66 6E11FF44 3933ABA1 CFAD4C62 OCDFF5DA 8C0860@CE
EE80B871 95750853 8D2D87A4 A3B5728A DB419197 4A384F32
3D2E5858 ©695C152F 99DOE8CF 4CB41BCZ A612955B 4C4838B9

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
@C193DBC 1942C121 (C63513ED 95ECA91C
62C55031 7506462C 47BOF34F 99716F36 EADOFF51 ACAB423C
421CAB62 DF4D8C79 2E38D533 9D60OAA24 ©292E134 A249A577

temp =
@C193DBC 1942(C121 C63513ED 95ECA91C
62C55031 7506462C 47BOF34F 99716F36 EAD9FF51 ACAB423C
421CAB62 DF4D8C79 2E38D533 9D60AA24 ©0292E134 A249A577

counter| |no_of_bits_to_returnl|input_string is
02 00000378 @QOESASCS5 85D6A9E1 1C58581F 3514EE19
A7048CFQ 96A3E9B1 39D9C0QA2 (0679310 414073C1 Q4AE2FGF8
A37C7Co6 OE11FF44 3933ABA1 CFAD4Cc2 QCDFF5DA 8C0860CE
EE8OB871 95750853 8D2D87A4 A3B5728A DB419197 4A384F32
3D2E5858 695C152F 99DQE8CF 4(CB41BC2 A612955B 4(4838B9

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
0176FE93 A4C199A2 258615DD A84QAEGF
C2E7DB39 1315119E 57774F94 396(C81F5 F8D4835D 618D960B
297E97F1 A21B35E3 E450A877 4819D918 961DFCO1 FFC73630

temp =
0C193D B(C1942(C1 21C63513 ED9SECA9
1C62C550 31750646 2C47BOF3 4F99716F 36EADI9FF 51ACAB42
3C421CAB 62DF4D8C 792E38D5 339D6QAA 240292E1 34A249A5
770176FE 93A4C199 A2258615 DDA84QAE 6FC2E7VDB 39131511
9E57774F 94396(81 F5F8D483 5D618D96 0OB297E97 F1A21B35

C is
@C193D B(C1942C1 21C63513 ED95ECA9



1C62C550 31750646 2C47BOF3 4F99716F 36EADOFF 51ACAB42
3C421CAB 62DF4D8C 792E38D5 339D60QAA 240292E1 34A249A5
770176FE 93A4C199 A2258015 DDA840OAE ©FCZ2E7DB 39131511
9E57774F 94396(C81 F5F8D483 5D618D9% ©0B297E97 F1A21B35

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3k >k 3%k 3k >k 3k >k 3k %k 3%k >k > 3k >k %k %k 3%k %k % >k %k % %k 3k %k %k %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024

additional_input
606162 63646566 6768696A 6B6COEDGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6
B7B8B9BA BBBCBDBE BF(C@C1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE

Process additional_input

0x@21 1Vl ladditional_input is

@2E5A5 (C585D6A9
E11C5858 1F3514EE 19A7048C FO96A3E9 B139D9CO A2C06793
10414073 C104E2F6 F8A37C7C 666E11FF 443933AB A1CFAD4C
620CDFF5 DA8C0860 CEEE80B8 71957508 538D2D87 A4A3B572
8ADB4191 974A384F 323D2E58 58695(C15 2F99DQE8 CF4(B41B
C2A61295 5B4(4838 B9606162 63646566 6768696A 6B6C6DGE
oF707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A60 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE

w=Hash(@x021 VI ladditional_input) 1is
45751730 26074982 F90C7520 DCB4E495
(C5560C97 F73D6910 A6DD9382 06980B1B 59811FF1 2923D0Q7
9CBCA198 7ADAZDBB D41C17E6 ©6D8CBAQ9 1EA4006D 10B6QGBE



V is

A7048CFO 96A3E9B1
A37C7C66 6E11FF44
B3D6C509 8CB27164
D9EAFOFQ E43642EB

Hashgen

requested_no_of_bits

data 1is
A7048CF@ 96A3E9B1
A37C7Co66 6E11FF44

B3D6C509 8CB27164
D9EAFOFQ E43642EB

w_1i 1is
C70FD7AC 9EBACD1C
B2381F76 50A55322
W is

C70FD7AC 9EBACD1C
B2381F76 50A55322

data 1is

A7048CFO 96A3E9B1

ESASC5
39D9C0AZ
7EA8C2D1
340B1B26
6DEDQ®@B5

= 1024

ESASC5
39D9C0AZ
7EA8C2D1
340B1B26
6DEDQ®@B5

DA126CF9
6E31C740
A968C86E

DA126CF9
6E31C740
A968C86E

ESASC5
39D9C0AZ

85D6A9E1
C0679310
F5B495E5
AA4D7DAG
BA40D5CB

85D6A9E1
C0679310
F5B495E5
AA4D7DAG
BA40D5CB

5C6BFI7E
29B0O52E3
O5DE88E6L

5C6BFI7E
29B0O52E3
O5DE88E6L

85D6A9E1
C0679310

1C58581F
414073C1
O5EC6AFB
34C2B188
C4B695C8

1C58581F
414073C1
O5EC6AFB
34C2B188
C4B695C8

2F731F21
AABC48F3
367F6EF8

2F731F21
AABC48F3
367F6EF8

1C58581F
414073C1

3514EE19
Q4EZFOF8
68BD4564
735C1F39
5CFE3F77

3514EE19
Q4EZ2F6F8
68BD4564
735C1F39
S5CFE3F77

37A907AC
BO@993F2
9A6c01DB4

37A907AC
BO@993F2
9A6c01DB4

3514EE19
Q4EZF6F8



A37C7Co6
B3D6C509
DOEAF9F@

w_1i 1is

73847893
19BC4F90

W is

2F731F21
AABC48F3
367F6EF8
73847893
19BC4F90

6E11FF44
8CB27164
E43642EB

C5BFD38A
2761F7CF

37A907AC
BO@993F2
9A6c01DB4
C5BFD38A
2761F7CF

returned_bits is

2F731F21
AABC48F3
367F6EF8
73847893
19BC4F90

37A907AC
BO@993F2
9A6c01DB4
C5BFD38A
2761F7CF

7EA8C2D1
340B1B26
6DED@OBS5

342E9086
1CF44F34
F24AB1D7

C7@FD7AC
B2381F76
342E9086
1CF44F34
F24AB1D7

C7@FD7AC
B2381F76
342E9086
1CF44F34
F24AB1D7

Update V
0x0311V 1is
A7048CF0Q
A37C7Co0

B3D6C509
DOEAF9F@

H is

07E4282C
256B7E72

96A3E9B1
6E11FF44
8CB27164
E43642EB

2851B4A5
DOEZB6OF

@3E5A5C5
39D9C0AZ
7EA8C2D1
340B1B26
6DED@OBS5

C9F3F96E
91561F87
DF2912BE

F5B495E5
AA4D7DAG6
BA40D5CB

C7AC13B5
8B4EEE4C
04FD11C4

9EBACD1C
50A55322
C7AC13B5
8B4EEE4C
04FD11C4

9EBACD1C
50A55322
C7AC13B5
8B4EEE4C
04FD11C4

85D6A9E1
C0679310
F5B495E5
AA4D7DAG6
BA40D5CB

42CF0833
062D7A87
BE24D3B0

O5ECO6AFB
34C2B188
C4B695C8

E56C32E9
D68ADBYE
E929D855

DA126CF9
6E31C740
A968C86E
E56C32E9
D68ADBYE
E929D855

DA126CF9
6E31C740
A968C86E
E56C32E9
D68ADBYE
E929D855

1C58581F
414073C1
O5ECO6AFB
34C2B188
C4B695C8

F5230A54
0016631E
9E2F4334

68BD4564
735C1F39
S5CFE3F78

E668040B
7B8C837F
3753B55D

5C6BFI7E
29B0O52E3
O5DE88E6
E668040B
7B8C837F
3753B55D

5C6BFI7E
29B0O52E3
O5DE88E6
E668040B
7B8C837F
3753B55D

3514EE19
Q4E2F6F8
68BD4564
735C1F39
S5CFE3F77

B1846C4C
18E3B559
10A7EL1F7



Updated values

V is

(3675240
DFBE9911
32BC6434
9DADEFB3

reseed_counter

rnd_val 1is

2F731F21
AABC48F3
367F6EF8
73847893
19BC4F90

C818EFF7
DOF14CD1
48A8E7A3
4952657D

is

37A907AC
BO@993F2
9A601DB4
C5BFD38A
2761F7CF

F1BF@3
66217196
C1CAF515
6786C0C3
430QEE7F7

C70FD7AC
B2381F76
342E9086
1CF44F34
F24AB1D7

41EFECA2
1001047F
6C20FEC3
8E2338DB
D5C73712

9EBACD1C
50A55322
C7AC13B5
8B4EEE4C
04FD11C4

3E1E8D33
782B4DCO
1F120831
A49BF(C81
6EQF5794

0000

DA126CF9
6E31C740
A968C86E
E56C32E9
D68ADBYE
E929D855

22AADAC2
568FAZ3A
4EE3FB56
C552E9A4
5F483CA4

00000002

5C6BFI7E
29B052E3
O5DE88E6
E668040B
7B8C837F
3753B55D

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k %k 3%k %k 3%k %k > 3k %k % %k 3k %k % %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024

additional_input
AQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQOEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A 0OBOCODOE

Process additional_input



0x021 1Vl ladditional_input is

A23E1E8D 3322AADA
7F782B4D CO568FAZ
(C31F1208 314EE3FB
DBA49BFC 81C552E9
126EQF57 945F483C
AFBOB1B2 B3B4B5B6
C7C8C9CA (CBCCCDCE
DFEQE1EZ2 E3E4ESE6
F7F8FOFA FBFCFDFE

C2C36752
3ADFBE99
5632BC64
A49DADEF
A4AOA1A2
B7B8B9BA
CFD@D1D2
E7EBEQEA
FF000102

40C818EF
11DOF14C
3448A8E7
B3495265
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
030405006

w=Hash(@x021 V| ladditional_input) 1is

494663C9 A27EEC51
AC175FFD 3320DB34

V is

(3675240 C818EFF7
DFBE9911 DOF14(CD1
7C02C7FD EB27D3F5
49C54FB0O 7C7340B2

Hashgen

requested_no_of_bits

data 1is

(3675240 C818EFF7
DFBE9911 DOF14(CD1
7C02C7FD EB27D3F5
49C54FB0O 7C7340B2

w_1i 1is

144F2001
A44E9281
C7D1AD98

F1BF@3
66217196
D61A1516
0BD55344
OAE09590

= 1024

F1BF@3
66217196
D61A1516
0BD55344
OAE09590

03C8A031
6BC1BB0O5
3A94(970

41EFECA2
1001047F
6FE99EF4
FOE4F3E0Q
105C0082

41EFECA2
1001047F
6FE99EF4
FOE4F3E0Q
105C0082

02F1BF
F7662171
D1C1CAF5
A36786(C0
7D430EE7
A7A8A9AA
BFCOC1C2
D7D8DIDA
EFFOF1F2
0708090A

4B9926FF
22FE594A
740F7C27

3E1E8D33
782B4DC0O
6AAB2F31
C79A55CC
EZ21ED3BC

3E1E8D33
782B4DC0O
6AAB2F31
C79A55CC
EZ21ED3BC

0341EFEC
96100104
156C20FE
C38E2338
F7D5C737
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

C2B70B97
AFE4574D
F178D3EE

22AADACZ
568FAZ3A
119B@6ED
753740F2
50C11092

22AADACZ
568FAZ3A
119B@6ED
753740F2
50C11092



85ABF540 8CFF4588
2172B1FD 26925319

W is

85ABF540 8CFF4588
2172B1FD 26925319

data 1is

(3675240 C818EFF7
DFBE9911 DOF14(CD1
7CO2C7FD EB27D3F5
49C54FB0O 7C7340B2

w_1i 1is

8886EF38 E61E3270
D7EQC3D@ 4BBAQZF5

W is

84C6FD1C F9014596
A9B4FAED 8CD@161C
C20E5F2C 81AE60C8
8886EF38 E61E3270
D7E@QC3D@ 4BBAQZF5

returned_bits is

84C6FD1C F9014596
A9B4FAED 8(CD@161C
C20E5F2C 81AE60C8
8886EF38 E61E3270
D7EQC3D@ 4BBAQZF5

400B977C
CEDF52E2
5883D6EB

400B977C
CEDF52E2
5883D6EB

F1BF@3
66217196
D61A1516
0BD55344
OAEQ9590

595B834A
7AD5F811
169F2F56

85ABF540
2172B1FD
595B834A
7AD5F811
169F2F56

85ABF540
2172B1FD
595B834A
7AD5F811
169F2F56

ESAZBB6A
D2DC300A
F21020F2

ESAZBB6A
D2DC300A
F21020F2

41EFECA2
1001047F
6FE99EF4
FOE4F3E0Q
105C0082

229B1F5B
6C6393DF
9A581589

8CFF4588
26925319
229B1F5B
6C6393DF
9A581589

8CFF4588
26925319
229B1F5B
6C6393DF
9A581589

84C6FD1C
A9B4FAED
C20E5F2C

84C6FD1C
A9B4FAED
C20E5F2C

3E1E8D33
782B4DC0O
6AAB2F31
C79A55CC
E21ED3BC

726C1125
B6E7C7AE
15FEE4(C9

400B977C
CEDF52E2
5883D6EB
726C1125
B6E7C7AE
15FEE4(C9

400B977C
CEDF52E2
5883D6EB
726C1125
B6E7C7AE
15FEE4(C9

F9014596
8CD0161C
81AE60C8

F9014596
8CD0161C
81AE60C8

22AADAC2
568FAZ23A
119B@6ED
753740F2
50C11093

717E6207
OEBE92BB
D28D45DB

ESAZBBOA
DZ2DC300A
F21020F2
717E6207
OEBE92BB
D28D45DB

ESAZBBOA
DZ2DC300A
F21020F2
717E6207
OEBE92BB
D28D45DB



Update V

0x0311V 1is

H is

(3675240
DFBE9911
7CO2C7FD
49C54FB0O

5D6642FA
CE1DE3F0O

Updated values

V is

DFCA1790@
1C0OB5BD
506A81F7
B63AAAFQ

reseed_counter

rnd_val 1is

84C6FD1C
A9B4FAED
C20E5F2C
8886EF38
D7EQC3D0O

C818EFF7
DOF14CD1
EB27D3F5
7C7340B2

D8346A99
CA627639

F98DF63D
33D@9ASE
57010027
DBOF236D

is

F9014596
8CD161C
81AE60QCS
E61E3270
4BBAQZF5

03F1BF@3
66217196
D61A1516
0BD55344
OAE09590

AF6B255D
27BA263E
B9A936F7

FDD840
92692289
FEB37349
D5B4FF98
BA8Z2A10B

85ABF540
2172B1FD
595B834A
7AD5F811
169F2F56

41EFECA2
1001047F
6FE99EF4
FOE4F3E0Q
105C0082

F26B42E3
0478B510
EEE22574

FE@92F63
S5F9A75EE
95F24281
DCOSE99F
5C9FB38D

8CFF4588
26925319
229B1F5B
6C6393DF
9A581589

3E1E8D33
782B4DC0O
6AABZ2F31
C79A55CC
E21ED3BC

135836C5
1FBC8FFA
27C4B8CE

SFE4C247
AF1627BF
A205F8D8
5719CDA1
150D0BZ3

0000

400B977C
CEDF52E2
5883D6EB
726C1125
BoE7C7AE
15FEE4(C9

22AADAC2
568FAZ23A
119BO6ED
753740F2
50C11092

FFO96BDB5
358E930C
E193F4C0

1040C76B
A83C4D7D
45D40E48
E3D8E910
23F72089

00000003

E8AZ2BB6A
D2DC300A
F21020F2
717E6207
OEBE9ZBB
D28D45DB

HHH B R R AR

Hash_DRBG



Requested Security Strength = 256
Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1CI1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4AC4D4AE 4F505152 53545556
5758595A 5B5C5DSE 5F606162 63646566 6768696A 6B6C6DGE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9B9CI9DIE 9FAQALA2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ESEG E7VESEQEA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFEQE1EZ2 E3E4ESE6
E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString = <empty>

Additionallnput = <empty>
HHH S
3k 3k 3k 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k sk sk 3k sk 3k 3k sk 3k sk sk 3k sk 3k %k sk 3k %k sk >k %k %k k k
Hash_DRBG_Instantiate_algorithm

entropy_input 1is

000102 03040506 0708090A OBOCODOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526



2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4DAE 4F505152 53545556
5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6COD6E

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is <empty>

prediction_resistance_flag = "PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material 1is
000102 03040500
0708090A OBOCODOE OF101112 13141516 1718191A 1B1C1DIE
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536
3738393A 3B3C3D3E 3F404142 43444546 4748494A 4B4C4D4AE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6CODGE 20212223 24252627 28292A2B 2C2D2E2F

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string 1is
01000003 78000102 03040506
0708090A 0OBOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(2D2E 2F303132 33343536
3738393A 3B3C3D3E 3F404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5CS5D5E 5F606162 63646566
6768696A 6B6CODGE 20212223 24252627 28292A2B 2C2D2E2F

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
152D908B QEDF7253 D5D19FQA F96518D3
AD33F2EF 3151A0C9 56D9D3EE 6DC@8B7@ F1EB7598 2501CEG7
BB7294F1 BC43B322 DCD25C14 67212CAB QCDS5EG695 4CS5BGFOA



temp =

152D908B QEDF7253 D5D19FQA F96518D3
AD33F2EF 3151A0C9 56D9D3EE 6DCO8B70@ F1EB7598 2501CE67
BB7294F1 BC43B322 DCD25C14 67212CAB QCD5E695 4C5B6F6A

counter| Ino_of_bits_to_returnllinput_string is

02000003

78000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536
3738393A 3B3C3D3E 3F404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6CO6DOE 20212223 24252627 28292A2B 2CZ2D2EZF

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
D466C1D9 ACQ10D21 B28CDOFD 124DF56D

4D3B75B9
DB45E1FD

temp =

D3AD33F2
67BB7294
6AD466C1
B3CF4992

V is

D3AD33F2
67BB7294
6AD466C1
B3CF4992

604827B3 CF49928E
3BCAD38C (C355D2D6

152D90
EF3151A0 (C956D9D3
F1BC43B3 22DCD25C
D9ACO10D 21B28CD9
8EC4DA20 4FC37488

152D90
EF3151A0 (C956D9D3
F1BC43B3 22DCD25C
D9AC0O10D 21B28CD9
8EC4DA20 4F(C37488

Hash_df - Generate C - Step 4

C4DA204F
55C1D606

8BOEDF72
EE6DCO8B
1467212C
FD124DF5
8E278C03

8BOEDF72
EE6DCO8B
1467212C
FD124DF5
8E278(C03

(C374888E 278C0319
60AEAGDG6 BBE4E7C1

53D5D19F 0QAF96518
7QF1EB75 982501CE
ABOCD5E6 954C5B6F
6D4D3B75 B9604827
19DB45E1 FD3BCAD3

53D5D19F 0AF96518
7QF1EB75 982501CE
ABOCD5E6 954C5B6F
6D4D3B75 B9604827
19DB45E1 FD3BCAD3



0x0011V 1is
00152D90 8BOEDF72 53D5D19F @QAF96518
D3AD33F2 EF3151A0 (C956D9D3 EE6GDCO8B 7@QF1EB75 982501CE
67BB7294 F1B(C43B3 22DCD25C 1467212C ABOCD5E6 954C5B6F
6AD466C1 DI9ACO10D 21B28CD9 FD124DF5 6D4D3B75 B9604827
B3CF4992 8EC4DA20 4F(C37488 8E278C03 19DB45E1 FD3BCAD3

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000378 00152D90 8BOEDF72 53D5D19F 0QAF96518
D3AD33F2 EF3151A@ (C956D9D3 EE6DCO8B 7@QF1EB75 982501CE
67BB7294 F1BC43B3 22DCD25C 1467212C ABOCDSE6 954C5B6F
6AD466C1 D9ACQ10D 21B28CD9 FD124DF5 6D4D3B75 B9604827
B3CF4992 8EC4DA20 4F(C37488 8E278C@3 19DB45E1 FD3BCAD3

Hash(counter| Ino_of_bits_to_return||input_string) is
2B22189F 32(B92(C1 508BC343 69B8C37F
D9593FD9 EC56B559 844E605D 67B4A586 2F1C7B75 3F68DF75
10BE1F64 A7AAB557 9821195F FF0357CC 5464CAC5 DO7655D6

temp =
2B22189F 32(CB92(C1 508B(C343 69B8C37F
D9593FD9 EC56B559 844E60Q5D 67B4A586 2F1C7B75 3F68DF75
10BE1F64 A7AAB557 9821195F FF@357CC 5464CAC5 D@7655D6

counter| Ino_of_bits_to_returnl|input_string 1is
02 00000378 00152D90 8BOEDF72 53D5D19F 0QAF96518
D3AD33F2 EF3151A@ (C956D9D3 EE6DCO8B 7@QF1EB75 982501CE
67BB7294 F1BC43B3 22DCD25C 1467212C ABOCDSE6 954C5B6F
6AD466C1 D9ACQ10D 21B28CD9 FD124DF5 6D4D3B75 B9604827
B3CF4992 8EC4DA20 4F(C37488 8E278C@3 19DB45E1 FD3BCAD3



Hash(counter| Ino_of_bits_to_returnllinput_string) is
051F8441 D411B910 716@05B9A 44B6643E
67225358 2AE3148F 4A57E8FD A8E81155 108E4AFC COE939BF
D95FAB62 E8B1E4FD BDA34B6@ (9220A37 EC6BDO96 AGDAE159

temp =
2B2218 9F32(CB92 (C1508BC3 4369B8(3
7FD9593F DIEC56B5 59844E60 5D67B4A5 862F1C7B 753F68DF
7510BE1F 64A7AAB5 57982119 S5FFF@357 CC5464CA (C5DQ7655
D6@51F84 41D411B9 1071605B 9A44B664 3E672253 582AE314
8F4A57E8 FDASE811 55108E4A FCCOE939 BFDOSFAB 62E8B1E4

Cis
2B2218 9F32(B92 (1508BC3 4369B8C3
7FD9593F D9EC56B5 59844E6Q 5D67B4A5 862F1C7B 753F68DF
7510BE1F 64A7AAB5 57982119 5FFF0Q357 CC5464CA (C5D@7655
D6051F84 41D411B9 1071605B 9A44B664 3E672253 582AE314
8F4A57E8 FDA8BE811 55108E4A FCCOE939 BFDOSFAB 62E8B1E4

First call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k %k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k %k %k %k 3%k 3%k %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024
additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE



additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2

seed_material 1is

7253D5D1
8B70F1EB
2CABOCD5
F56D4D3B
0319DB45
8F909192
A7A8A9AA
BFCOC1C2
D7D8D9DA

9FOAF965
75982501
E6954C5B
75B96048
E1FD3BCA
93949596
ABACADAE
(C3C4C5C6
DBDCDDDE

18D3AD33
CE67BB72
6F6AD466
27B3CF49
D3808182
9798999A
AFBOB1B2
C7C8C9CA
DFEQE1EZ

FZ2EF3151
94F1B(C43
C1D9ACO1
928EC4DA
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESEG

01152D
A@C956D9
B322DCD2
0D21B28C
204FC374
8788898A
9FAQA1A2
B7B8B9BA
CFDOD1D2
E7E8E9EA

908BOEDF
D3EE6DCO
5C146721
DI9FD124D
888E278C
8B8C8DBE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnllinput_string is

7253D5D1
8B70F1EB
2CABQOCD5
F56D4D3B
©0319DB45
8F909192
A7A8A9AA
BFCOC1C2
D7D8DIDA

temp =

9FOAF965
75982501
E6954(C5B
75B96048
E1FD3BCA
939495906
ABACADAE
(C3C4C5C6
DBDCDDDE

18D3AD33
CE67BB72
6F6AD466
27B3CF49
D3808182
9798999A
AFBOB1B2
C7C8C9CA
DFEQE1EZ

01000003
FZ2EF3151
94F1BC43
C1D9AC01
928EC4DA
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

7801152D
A@C956D9
B322DCDZ
0D21B28C
204FC374
8788898A
9FAQA1A2
B7B8B9BA
CFD@D1D2
E7EBE9EA

908BOEDF
D3EE6DCO
5C146721
D9FD124D
888E278C
8B8C8DEE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

Hash(counter| Ino_of_bits_to_returnl!|linput_string) is

17CEQ8BA QE4651EA DFOFC284 53E6FB22
268D86FC 36726062 9EEB49F1 3078D76D AS5D5FBZ23 B8ED59BC
101FE6D1 16EE9EE8 9AQ5CCB3 F636E348 1A82B307 79B8A687



17CEQ8BA QE4651EA DFOFC284 53E6FB22
268D86FC 36726062 9EEB49F1 3078D76D ASD5FB23 B8EDS59BC
101FE6D1 16EE9EE8 9AQ5CCB3 F636E348 1A82B307 79B8A687

counter| Ino_of_bits_to_returnl|input_string is

7253D5D1
8B70F1EB
2CABQCD5
F56D4D3B
0319DB45
8F909192
A7A8A9AA
BFCOC1C2
D7D8D9IDA

9F0AF965 18D3AD33
75982501 CE67BB72
E6954C5B 6F6AD466
75B96048 27B3CF49
E1FD3BCA D3808182
93949596 9798999A
ABACADAE AFBOB1B2
(C3C4C5Co C7C8CICA
DBDCDDDE DFE@E1EZ

02000003
F2EF3151
94F1B(C43
C1D9AC01
928EC4DA
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

7801152D 908BOEDF
AOC956D9 D3EEGDCO
B322DCD2 5(C146721
©0D21B28C D9FD124D
204FC374 888E278C
8788898A 8B8C8DEE
9FAQA1AZ A3A4A5A6
B7B8BO9BA BBBCBDBE
CFDOD1D2 D3D4D5D6
E7ESEQEA EBECEDEE

Hash(counter| Ino_of_bits_to_return!|input_string) is
69E3C22C CD@45AC3 1040FDBE 6CED62C2

89607123
08A9A921

temp =

22268D86
BC101FE6
8769E3(2
9065DADA

V is

22268D86
BC101FE6
8769E3C2
9065DADA

9A203F90 65DADAE6G
C6B71923 97235978

17CEQ8
FC367260 629EEB49
D116EE9E E89AQ5CC
2CCDO45A (C31040FD
E651D566 94E76EC3

17CEQ8
FC367260 629EEB49
D116EE9E E89AQ5CC
2CCDO45A (C31040FD
E651D566 94E76EC3

51D56694
S5AESEE19

BAOE4651
F13078D7
B3F636E3
BE6CEDGZ
58BBD4E6

BAQE4651
F13078D7
B3F636E3
BE6CED6G2
58BBD4E6

E76EC358 BBD4E673
ECDB5D35 87552BC4

EADFOFC2 8453E6GFB
6DASD5FB 23B8EDS59
481A82B3 0779B8A6
C2896071 239A203F
7308A9A9 21C6B719

EADFOFC2 8453E6FB
6DA5D5FB 23B8ED59
481A82B3 0779B8A6
C2896071 239A203F
7308A9A9 21C6B719



Hash_df - Generate C - Step 4

0x001 1V 1is
0017CE@8 BAQOE4651 EADFOFCZ2 8453E6GFB
22268D86 FC367260 629EEB49 F13078D7 6DASDSFB 23B8ED59
BC101FE6 D116EE9E E89AQ5CC B3F636E3 481A82B3 0779B8A6
8769E3C2 2CCDO45A (C31040FD BE6CEDG6Z (2896071 239A203F
9065DADA E651D566 94E76EC3 58BBD4E6 7308A9A9 21(C6B719

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnllinput_string is
01 00000378 0017CEQ8 BAQE4651 EADFQFC2 8453EGFB
22268D86 F(C367260 629EEB49 F13078D7 ©6DASDS5FB 23B8EDS9
BC101FE6 D116EE9E E89AQ5CC B3F636E3 481A82B3 0779B8A6
8769E3C2 2CCDO45A (C31040FD BEGCEDG62 (2896071 239A203F
9065DADA E651D566 94E76EC3 58BBD4E6 7308A9A9 21(C6B719

Hash(counter| Ino_of_bits_to_returnllinput_string) is
4BOCA37A 6183A4D3 B14843C0 C8D6O3FD
BC738838 A93506BB C567FD4F 8B54F665 QCB0O4697 AS5380BFE
108BFCBO 4195F953 3A87E871 74769A7D 24E97D26 27416E7F

temp =
4BOCA37A 6183A4D3 B14843C0 C8D6O3FD
BC738838 A93506BB (C567FD4F 8B54F665 0CB04697 AS5380BFE
108BFCBQ 4195F953 3A87E871 74769A7D 24E97D26 27416E7F

counter| |no_of_bits_to_return||input_string is
02 00000378 0017CEQ8 BAQE4651 EADFOFC2 8453EGFB
22268D86 FC367260 629EEB49 F13078D7 ©DASD5FB 23B8EDS9
BC101FE6 D116EE9E E89AQ5CC B3F636E3 481A82B3 0779B8A6
8769E3C2 2CCDO45A (C31040FD BEGCED62 (2896071 239A203F
9065DADA E651D566 94E76EC3 58BBD4E6 7308A9A9 21(C6B719



Hash(counter| Ino_of_bits_to_returnl!|input_string) is
B974D8B5 F1C1D7A2 4ADFED81 E2382AE9
089FF637 76DAF544 0661405E 13A67D43 6BABFO56 22D9BC9A
A7B9D848 862F6858 93B94E18 D4FEDB4E C3A87782 D47CEGCA

temp =
4BOCA3 7A6183A4 D3B14843 (COC8D603
FDBC7388 38A93506 BBC567FD 4F8B54F6 650CB046 97A5380B
FE1Q08BFC BQ4195F9 533A87E8 7174769A 7D24E97D 2627416E
7FB974D8 B5F1C1D7 A24ADFED 81EZ2382A E9089FF6 3776DAFS
44066140 SE13A67D 436BABFQ 5622D9BC 9AA7BI9D8 48862F68

Cis
4BOCA3 7A6183A4 D3B14843 (COC8D603
FDBC7388 38A93506 BBC567FD 4F8B54F6 650CB046 97A5380B
FE108BFC B@4195F9 533A87E8 7174769A 7D24E97D 2627416E
7FB974D8 B5F1C1D7 A24ADFED 81EZ2382A E9089FF6 3776DAF5
44066140 S5E13A67D 436BABFQ 5622D9BC 9AA7B9D8 48862F68

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k >k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k *k >k k k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024
additional_input <empty>
Hashgen

requested_no_of_bits = 1024

data is
17CEQ8 BAQE4651 EADFOFC2 8453EGFB
22268D86 FC367260 629EEB49 F13078D7 6DASDS5FB 23B8EDS9
BC101FEG D116EEQE E89AQ5CC B3F636E3 481A82B3 0779B8A6



8769E3C2 2CCDO45A (C31040FD BE6CED6Z (2896071 239A203F
9065DADA E651D566 94E76EC3 58BBD4E6 7308A9A9 21C6B719

w_1i 1is
FO93CAG85 5590A77F 07354097 E90QE0266
48B6115D FO@8FFED BD9D9811 F54E8286 EFQOFDD6 BA1ES8DF
2535E3FB DD9A9BA3 754A97F3 O©EE83322 1582060A 1F37FCE4

W is
FO93CA685 5590A77F 07354097 E90QE0266
48B6115D FO@8FFED BD9D9811 F54E8286 EFQOFDD6 BA1ES8DF
2535E3FB DD9A9BA3 754A97F3 O6EE83322 1582060A 1F37FCE4

data is
17CEQ8 BAQE4651 EADFQFC2 8453EGFB
22268D86 FC367260 629EEB49 F13078D7 6DASDS5FB 23B8ED59
BC101FE6 D116EE9E E89AQ5CC B3F636E3 481A82B3 0779B8A6
8769E3C2 2CCDO45A (C31040FD BEGCEDGZ2 (2896071 239A203F
9065DADA E651D566 94E76EC3 58BBD4EG 7308A9A9 21C6B71A

w_1i 1is
EE882663 6B28EADS 89593F4C A8B64738
8F24EB3F 0A347969 68D21BDE E6F81FD5 DF93536F 935937B8
Q25EC8CB F57DDBOC 61F2E414 63CC1516 D657DA28 29C6BF90

Wis
F93CA685 5590A77F
07354097 E90EQ206 48B6115D FOO8FFED BD9D9811 F54E8286
EFOOFDD6 BA1ES8DF 2535E3FB DD9A9BA3 754A97F3 GEE83322
1582060A 1F37FCE4 EE882663 6B28EAD5 89593F4C A8B64738
8F24EB3F QA347969 68D21BDE EGF81FD5 DF93536F 935937B8
@25EC8CB F57DDBOC 61F2E414 63CC1516 D657DA28 29C6BF90

returned_bits 1is
FO93CA685 5590A77F
07354097 E90EQ2066 48B6115D FOO8FFED BDO9D9811 F54E8286



EFOOFDD6
1582060A
8F24EB3F
025EC8(CB

BA1ES8DF
1F37FCE4
0A347969
F57DDBOC

2535E3FB
EE882663
68D21BDE
61F2E414

Update V
0x0311V 1is

22268D86
BC101FE6
8769E3(2
9065DADA

H is

AB54762F
CDFB25CE

Updated values
Vis

1FE3010F
BAZ0ABE3
B277CECA
A26761E9

reseed_counter

rnd_val 1is

07354097
EFOOFDD6
1582060A
8F24EB3F
025EC8CB

FC367260
D116EEQE
2CCDO45A
E651D566

BDDA12AF
69CD76B8

34DFA767
81588498
A@98D8EZ2
AE32F29B

is

E9QE0266
BA1E58DF
1F37FCE4
0A347969
F57DDBOC

0317CEQ8
629EEB49
E89AQ5CC
C31040FD
94E76EC3

9947CEAD
A@34B7A3
07D1095C

62DAAC
1E645347
D51C5C62
058FD88E
EQ24240F

48B6115D
2535E3FB
EE882663
68D21BDE
61F2E414

DD9A9BA3
6B28EAD5
E6F81FD5
63CC1516

BAQE4651
F13078D7
B3F636E3
BE6CEDGZ
58BBD4E6

BF7BOEFF
©0B837D85
1C6018D7

346FC9F6
40BBCDCD
E4E64C7D
4BD2A313
CB3EC77B

FOOSFFED
DD9A9BA3
6B28EAD5
E6F81FD5
63CC1516

754A97F3
89593F4C
DF93536F
D657DA28

EADFOFC2
6DAS5D5FB
481A82B3
C2896071
7308A9A9

B4167AA7
5954FE7C
FC0152D8

BE905806
D2B28641
7955E6D7
Q4EGFEE3
09B1B65A

0000

F93CA685
BD9D9811
754A97F3
89593F4C
DF93536F
D657DAZ28

6EE83322
A8B64738
935937B8
29C6BF90

8453E6FB
23B8ED59
0779B8A6
239A203F
21C6B719

7DEEEF78
7C89A480
9E063488

451CBCFF
BB5E2565
AB8FE98D
D79A9FB5
08531B0A

00000002

5590A77F
F54E8286
6EE83322
A8B64738
935937B8
29C6BF90



Second call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024
additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
COC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFEQE1EZ2 E3E4ESE6
E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE
FF000102 03040506 0708090A ©OBOCODOE QF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E

additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2

seed_material 1is

0162DA AC346FC9
FOGBE9058 06451CBC FF1FE301 OF34DFA7 671E6453 474@QBBCD
CDD2B286 41BB5E25 65BA20AB E3815884 98D51C5C 62E4E64C
7D7955E6 D7AB8FE9Q 8DB277CE CAAQ98D8 E2058FD8 8E4BD2A3
1304E6FE E3D79A9F B5A26761 E9AE32F2 9BE0Q2424 QFCB3ECY
7B09B1B6 5A08531B QACQOC1C2 C3C4C5C6 C7C8C9CA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE DFEQE1EZ2 E3E4ESEG
E7E8EQEA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FFO00102 03040500 0708090A OBOCODOE QF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E

no_of_bits_to_return = 888



counter| Ino_of_bits_to_returnl|input_string 1is

F6BE9058
CDDZ2B286
7D7955E6
1304E6FE
7B0O9B1B6
CFDOD1D2
E7E8EQEA
FF000102
1718191A

temp =

06451CBC
41BB5E25
D7AB8FE9
E3D79A9F
5A08531B
D3D4D5D6
EBECEDEE
03040500
1B1C1D1E

FF1FE301
65BA20AB
8DB277CE
B5A26761
OACOC1C2
D7D8DIDA
EFFOF1F2
0708090A
1F202122

01000003
OF34DFA7
E3815884
CAAQI8DS
E9AE32F2
C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

780162DA
671E6453
98D51C5C
E2058FD8
9BEQ2424
C7C8C9CA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

AC346FC9
4740BBCD
62E4E64C
8E4BDZA3
OFCB3EC7
CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

Hash(counter| Ino_of_bits_to_returnllinput_string) is

26F8B3C0O A59D2E12 74CA61F9 D896F8F9
OAEQ12FE 512AA300 72DDZBAA 5BCE6F16 BF9398BC 247FE4QF
76079262 EEC76476 2CB5B8CF 738ED7C7 249EC615 CA579D68

26F8B3CO A59D2E12 74CA61F9
OAEQ12FE 512AA300 72DDZBAA 5BCE6F16 BF9398BC
76079262 EEC76476 2CB5B8CF 738ED7C7 249EC615

D896F8F9
247FE40F
CA579D68

counter| Ino_of_bits_to_returnl|input_string is

F6BE9058
CDD2B286
7D7955E6
1304E6FE
7B09B1B6
CFD@D1D2
E7EBEQEA
FF000102
1718191A

06451CBC
41BB5E25
D7AB8FE9
E3D79A9F
5A08531B
D3D4D5D6
EBECEDEE
03040506
1B1C1D1E

FF1FE301
65BA20AB
8DB277CE
B5A26761
OACOC1C2
D7D8D9DA
EFFOF1F2
0708090A
1F202122

02000003
OF34DFA7
E3815884
CAAQ98D8
E9AE32F2
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

780162DA
671E6453
98D51C5C
E2058FD8
9BEQ2424
C7C8COCA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

AC346FC9
4740BBCD
62E4E64C
8E4BD2A3
OFCB3EC7
CBCCCDCE
E3E4ESEG
FBFCFDFE
13141516
2B2C2D2E



Hash(counter| Ino_of_bits_to_returnl!|input_string) is
107F58B6 1187B19B A9FB47F9 Q6F1698D

5BOF3967
997DFDB1

temp =

FO0AEQ12
0OF760792
68107F58
7C6D6F25

V is

FO0AEQ12
0OF760792
68107F58
7CoD6F25

D7E7D97C 6D6F25C7
F6B6506D E75FOD00

26F8B3
FE512AA3 0072DDZB
62EEC764 762CB5B8
B61187B1 9BA9FB47
C75FC403 C1Co6EQ50

26F8B3
FE512AA3 0072DDZB
62EEC764 762CB5B8
B61187B1 9BA9FB47
C75FC403 C1C6E050

Hash_df - Generate C - Step 4

Ox0011V 1is

FO0AEQ12
0OF760792
68107F58
7CoD6F25

0026F8B3
FE512AA3 0072DDZB
62EEC764 762CB5B8
B61187B1 9BA9FB47
C75FC403 C1C6E050

no_of_bits_to_return = 888

5FC403C1
953ED240

COA59DZE
AASBCEGF
CF738ED7
F906F169
770951F5

COAS59D2E
AASBCEGF
CF738ED7
F906F169
77@951F5

COAS59D2E
AASBCEGF
CF738ED7
F906F169
77@951F5

CoEQ5077 @951F57F
28C8DE4D C22ADD87

1274CAcl FOD896F8
16BF9398 BC247FE4
C7249ECo 15CA579D
8D5BOF39 67D7E7D9
7F997DFD B1F6B650

1274CA61 FIOD896F8
16BF9398 BCZ247FE4
C7249ECo 15CA579D
8D5BOF39 67D7E7D9
7F997DFD B1F6B650

1274CA61 FIOD896F8
16BF9398 BCZ247FE4
C7249ECo 15CA579D
8D5BOF39 67D7E7D9
7F997DFD B1F6B650

counter| Ino_of_bits_to_returnl|input_string is
01 00000378 0026F8B3 COAS9DZ2E 1274CA61 FIOD896F8
FOQAEQ12 FES512AA3 0072DD2B AASBCEGF 16BF9398 BC247FE4
OF760792 62EEC764 762CB5B8 CF738ED7 (C7249EC6 15CA579D
68107F58 B61187B1 9BA9FB47 F906F169 8D5BOF39 67D7E7D9



7CoD6F25 C75FC403 C1COEQ50 770951F5 7F997DFD B1F6B650

Hash(counter| Ino_of_bits_to_returnllinput_string) is

E35403EB 642047D2 4B2913A6 AQ64EC86
3D44541A 951BD377 Q4AEEEC2A C67FBOB3 9968ED22 5646700F
24FA3AQA 7C42F941 1840QEDOE 0Q67DSAEQ F54A7E20 4ESAEBGC

temp =

E35403EB 642047D2 4B2913A6 AQ64EC86
3D44541A 951BD377 Q4AEEECZA C67FBOB3 9968EDZ22 5646700F
24FA3AQA 7C42F941 1840QEDOE 067D5AE9 F54A7E20 4ESAEB6C

counter| Ino_of_bits_to_returnlinput_string is
02 00000378 0026F8B3 CQAS9D2E 1274CA61 FIOD896F8
FOQAEQ12 FES512AA3 0072DD2B AASBCEGF 16BF9398 B(247FE4
OF760792 62EEC764 762CB5B8 CF738ED7 (C7249EC6 15CAS579D
68107F58 B61187B1 9BA9FB47 F906F169 8D5BOF39 67D7E7D9
7C6D6F25 C75FC403 C1C6EQ50 770951F5 7F997DFD B1F6B650

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
47BC945E @C7B6F91 8B4BAASD 3EED85CC

20BOEE1D
2E328856

temp =

863D4454
OF24FA3A
6C47BC94
C13D1897

C is

863D4454
OF24FA3A
6C47BC94

46BF14C1 3D189703
E356FDEE 3D2976E3

E35403
1A951BD3 77@Q4EEEC
OA7C42F9 411840ED
SEQC7B6F 918B4BAA
0369EF6C 55A8AB98

E35403
1A951BD3 770@4EEEC
OA7C42F9 411840ED
SEQC7BoF 918B4BAA

69EF6(C55
CB55E90C

EB642047
2AC67FBO
9EQ67D5A
S5D3EED85
8D7E3F35

EB642047
2AC67FBO
9EQ67D5A
S5D3EED85

A8AB988D 7E3F356F
61FB3FBF BAZ296DB4

D24B2913 A6AQ64EC
B39968ED 22564670
E9F54A7E 204ESAEB
CCZ20BOEE 1D46BF14
6F2E3288 56E356FD

D24B2913 A6AQ64EC
B39968ED 22564670
E9F54A7E 204ESAEB
CCZ20BOEE 1D46BF14



C13D1897 ©369EF6C 55A8AB98 8D7E3F35 6F2E3288 56E356FD

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k >k >k k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024

additional_input <empty>

Hashgen

requested_no_of_bits = 1024

data is
26F8B3 COAS59D2E 1274CA61 FOD896F8
FOOAEQ12 FES512AA3 0072DD2B AASBCEGF 16BF9398 B(C247FE4
OF7060792 62EEC764 762CB5B8 CF738ED7 C7249ECo6 15CA579D
68107F58 B61187B1 9BA9FB47 F906F169 8D5BOF39 67D7E7D9
7CoD6F25 C75FC403 C1COEQ50 770951F5 7F997DFD B1F6B650

w_1i 1is
4817618F 48C6@OFB1 CESBFBDA QCAF4591
882A31F6 EE3FEQF7 8779992A Q0ECO6QF3 7FB9A8D6 108C231F
QA927754 BO599FA4 FA27A4E2 SEQOSEFQ 3085B892 979DCOEY

W is
4817618F 48C6@OFB1 CESBFBDA QCAF4591
882A31F6 EE3FEQF7 8779992A Q0ECO6QF3 7FB9A8D6 108C231F
QA927754 BO599FA4 FA27A4E2 SEQOSEFQ 3085B892 979DCOEY



FO0AEQ12
0OF760792
68107F58
7C6D6F25

_1 1is

F7DoE3DA
4EF49B75

CESBFBDA
7FB9A8D6
3085B892
F7D6E3DA
4EF49B75

CESBFBDA
7FB9A8D6
3085B892
F7D6E3DA
4EF49B75

FE512AA3
62EEC764
B61187B1
C75FC403

2AF8B97B
6A2377A5

OCAF4591
108C231F
979DCOE7
2AF8B97B
6A2377A5

returned_bits 1is

OCAF4591
108C231F
979DCOE7
2AF8B97B
6A2377A5

26F8B3
0072DDZB
762CB5B8
9BA9FB47
C1C6EQ50

A1080883
6B43B6EC
FO833D84

882A31F6
OA927754
A1080883
6B43B6EC
FO833D84

882A31F6
0OA927754
A1080883
6B43B6EC
FO833D84

COA59DZE
AASBCEGF
CF738ED7
F906F169
770951F5

CAEBFDFD
831AF515
7E27A88D

EE3FEQF7
BO599FA4
CAEBFDFD
831AF515
7E27A88D

EE3FEQF7
BO599FA4
CAEBFDFD
831AF515
7E27A88D

1274CAcl
16BF9398
C7249EC6
8D5BOF39
7F997DFD

3665A8F2
070A83BB
DBOC2CE4

4817618F
8779992A
FA27A4E2
3665A8F2
070A83BB
DBOC2CE4

4817618F
8779992A
FA27A4E2
3665A8F2
070A83BB
DBOC2CE4

FOD896F8
BC247FE4
15CA579D
67D7E7D9
B1F6B651

DO61C521
BOACI5ED
AD782E7B

48Co0FB1
O6EC60F3
SEQ65EFQ
DO61C521
BOACI5ED
AD782E7B

48Co0FB1
O6EC60F3
SEQ65EFQ
DO61C521
BOACI5ED
AD782E7B

Update V

0x0311V 1is

FO0AEQ12
0OF760792
68107F58
7C6D6F25

D31DD052

FE512AA3
62EEC764
B61187B1
C75FC403

0D1D8407

0326F8B3
0072DDZB
762CB5B8
9BA9FB47
C1C6EQ50

7F116A9A
79B39FD8

COA59DZE
AASBCEGF
CF738ED7
F906F169
770951F5

5EE60219
3750B4F3

1274CAcl
16BF9398
C7249EC6
8D5BOF39
7F997DFD

CB56CF14
76BE499E

FOD896F8
BC247FE4
15CA579D
67D7E7D9
B1F6B650

EA153D77
43F66AQ7



63E03D8D 39F32DA9 1BBZ2AQCF 1D4D97A5 FDB1B238 S5DED4D@B

Updated values

V is
OA4CB7 AC@9BD75 E4BFF375 A@Q78FBES
7F482467 18E64676 7777CC17 D5224E1F CA58FC85 DE7AC654
1E9BO1CC 6D6BOASE 36566140 CCoPQE4C 7C70B859 202DFQ00
A7760C3F 213B8728 AGEBEGCA 8D9693E2 D@3AQ9C5 (C91510F5
A18AC54A 04BCE119 33222CB8 21D528D0 EC7962BE 66C75A59

reseed_counter 1is
0000 00000002

rnd_val 1is
4817618F 48Co0QFB1
CESBFBDA QOCAF4591 882A31F6 EE3FEQF7 8779992A Q6ECGOF3
7FBO9A8D6 108C231F QA927754 BOS599FA4 FA27A4E2 SEQGSEFQ
3085B892 979DCOE7 A1080883 CAEBFDFD 3665A8F2 D061(C521
F7D6E3DA 2AF8B97B 6B43B6EC 831AF515 070A83BB B9AC95ED
4EF49B75 6A2377A5 FO833D84 7EZ27A88D DBOC2CE4 AD782E7B

B L A Lt B 2 i
Hash_DRBG

Requested Security Strength = 256

Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4DAE 4F505152 53545556
5758595A 5B5C5DSE 5F606162 63646566 6768696A 6B6C6DGE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BI9CODIE 9FAQA1AZ2 A3A4A5A6



A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1DZ D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1EZ2 E3E4ES5E6 E7VE8E9EA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8CICA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE DFEQE1E2 E3E4ESEG
EVESEQEA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B 2CZ2D2EZ2F

PersonalizationString = <empty>

AdditionalInputl =
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8BO9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Additionallnput2 =
AQA1A2 A3A4ASA6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCOC1C2 C3C4(C5Ce6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A 0OBOCODOE

R A A AR AR A A A A A

3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k >k 3k 3k 5k 3k 3k 3k %k 3k %k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k %k 3k %k 3k 3k 5%k 3k %k 3k %k 3%k %k > 3k >k % %k 3%k %k 5% >k %k %k *k 3k %k % k *k

Hash_DRBG_Instantiate_algorithm

entropy_input 1is
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556



5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6COD6E

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is <empty>

prediction_resistance_flag = "PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
000102 03040500
0708090A OBOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536
3738393A 3B3C3D3E 3F404142 43444546 4748494A 4BACADAE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6CODGE 20212223 24252627 28292A2B 2C2D2E2F

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is
01000003 78000102 03040506
0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536
3738393A 3B3C3D3E 3F404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5DSE 5F606162 63646566
6768696A 6B6CO6DGE 20212223 24252627 28292A2B 2C2D2E2F

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
152D908B QEDF7253 D5D19FQA F96518D3
AD33F2EF 3151AQC9 56D9D3EE 6DCO8B7@ F1EB7598 2501CE67
BB7294F1 BC43B322 DCD25C14 67212CAB @OCDS5E695 4(CS5B6F6A

temp =



152D908B QEDF7253 D5D19F0A

AD33F2EF 3151AQC9 56D9D3EE 6DCO8B70 F1EB7598
BB7294F1 BC43B322 DCD25C14 67212CAB @QCDSE695

counter| Ino_of_bits_to_returnl|input_string is

0708090A 0OBOCODOE 0F101112 13141516 1718191A

02000003

78000102

1F202122 23242526 2728292A 2B2C2D2E 2F303132

3738393A 3B3C3D3E 3F404142 43444546 4748494A

4F505152 53545556 5758595A 5B5C5D5E 5F606162
6768696A 6B6CODOE 20212223 24252627 28292A2B

F96518D3
2501CE67
4C5B6F6A

030405006
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
D466C1D9 ACQ@10D21 B28CDI9FD 124DF56D

4D3B75B9
DB45E1FD

temp =

V is

D3AD33F2
67BB7294
6AD466C1
B3CF4992

D3AD33F2
67BB7294
6AD466C1
B3CF4992

60482783
3BCAD38C

EF3151A0
F1BC43B3
D9AC@10D
8EC4DA20

EF3151A0
F1BC43B3
D9ACQ10D
8EC4DA20

CF49928E
(C355D2D6

152D90
C956D9D3
22DCD25C
21B28CD9
4FC37488

152D90
C956D9D3
22DCD25C
21B28CD9
4FC37488

Hash_df - Generate C - Step 4

0x001 1V 1is

00152D90

C4DA204F
55C1D606

8BOEDF72
EE6DCO8B
1467212C
FD124DF5
8E278C03

8BOEDF72
EE6DCO8B
1467212C
FD124DF5
8E278(C03

8BOEDF72

(C374888E
60AEAGDG

53D5D19F
7QF1EB75
ABOCDSE6
6D4D3B75
19DB45E1

53D5D19F
7QF1EB75
ABOCD5E6
6D4D3B75
19DB45E1

53D5D19F

2780319
BBE4E7(C1

OAF96518
982501CE
954(C5B6F
B9604827
FD3BCAD3

OAF96518
982501CE
954C5B6F
B9604827
FD3BCAD3

0OAF96518



D3AD33F2 EF3151A0 (C956D9D3 EE6DCO8B 7@OF1EB75 982501CE
67BB7294 F1BC43B3 22DCD25C 1467212C ABOCD5E6 954C5B6F
6AD466C1 D9ACQ10D 21B28CD9 FD124DF5 ©D4D3B75 B9604827
B3CF4992 8EC4DA20 4F(C37488 8E278C03 19DB45E1 FD3BCAD3

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is
01 00000378 00152D90 8BOEDF72 53D5D19F QAF96518
D3AD33F2 EF3151A@ (C956D9D3 EE6DC@A8B 7@QF1EB75 982501CE
67BB7294 F1B(C43B3 22DCD25C 1467212C ABOCD5E6 954(C5B6F
6AD466C1 D9ACQ1@0D 21B28CD9 FD124DF5 6D4D3B75 B9604827
B3CF4992 8EC4DA20 4F(C37488 8E278C03 19DB45E1 FD3BCAD3

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
2B22189F 32CB92C1 508B(C343 69B8C37F
D9593FD9 EC56B559 844E6OS5D 67B4A586 2F1C7B75 3F68DF75
10BE1F64 A7AAB557 9821195F FF@357CC 5464CAC5 DO7655D6

temp =
2B22189F 32(B92(C1 508BC343 69B8C37F
D9593FD9 EC56B559 844E605D 67B4A586 2F1C7B75 3F68DF75
10BE1F64 A7AAB557 9821195F FF@357CC 5464CAC5 DO7655D6

counter| Ino_of_bits_to_returnl|input_string is
02 00000378 00152D90 8BOEDF72 53D5D19F QAF96518
D3AD33F2 EF3151A@ (C956D9D3 EE6DCO8B 7@QF1EB75 982501CE
67BB7294 F1B(C43B3 22DCD25C 1467212C ABOCD5E6 954C5B6F
6AD466C1 D9ACQ1@0D 21B28CD9 FD124DF5 6D4D3B75 B9604827
B3CF4992 8EC4DA20 4F(C37488 8E278C03 19DB45E1 FD3BCAD3

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
051F8441 D411B910 71605B9A 44B6643E



67225358 2AE3148F 4A57E8FD A8E81155 108E4AFC COE939BF
D95FAB62 E8B1E4FD BDA34B6@ (9220A37 EC6BDO96 AGDAE159

temp =
2B2218 9F32(CB92 (C1508BC3 4369B8C3
7FD9593F D9EC56B5 59844E60 5D67B4AS 862F1C7B 753F68DF
7510BE1F 64A7AABS5 57982119 S5FFF@357 CC5464CA C5D0Q7655
D6051F84 41D411B9 1071605B 9A44B664 3E672253 582AE314
8F4A57E8 FDASE811 55108E4A FCCOE939 BFDI95FAB 62E8B1E4

Cis
2B2218 9F32(B92 (1508BC3 4369B8C3
7FD9593F DOEC56B5 59844E60 5D67B4A5 862F1C7B 753F68DF
7510BE1F 64A7AAB5 57982119 5FFF@357 CC5464CA (5D@Q7655
D6051F84 41D411B9 1071605B 9A44B664 3E672253 582AE314
8F4A57E8 FDASE811 55108E4A FCCOE939 BFDIS5FAB 62E8B1E4

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3% 3k %k %k %k 3k 3k %k %k k >k kk k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024

additional_input
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BI9CODI9E 9FAQA1A2 A3A4A5A6



A7A8A9AA
BFCOC1C2
D7D8D9DA

ABACADAE
(C3C4C5C6
DBDCDDDE

additional_input

6F707172
8788898A
9FAOA1AZ
B7B8B9BA

73747576
8B8C8DEE
A3A4A5A6
BBBCBDBE

AFBOB1B2
C7C8C9CA
DFEQE1EZ

606162
7778797A
8F909192
A7A8A9AA
BFCOC1C2

Hash_df - Generate seed(which is

seed_material 1is

0115
51A0C956
43B322DC
010D21B2
DA204F(C3
86878889
9E9FA0AL
B6B7B8B9
CECFDOD1
EGE7VE8E9
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

2D908BOE
DI9D3EE6GD
D25C1467
8CD9FD12
74888E27
8A8B8C8D
A2A3A4A5
BABBBCBD
D2D3D4D5
EAEBECED
73747576
8B8C8DSE
A3A4A5A6
BBBCBDBE

DF7253D5
Co8B70F1
212CABQAC
4DF56D4D
8C0319DB
8E8F9091
AGA7A8A9
BEBFCOC1
DeD7D8D9
EE606162
7778797A
8F909192
A7A8A9AA
BFCOC1C2

no_of_bits_to_return = 888

B3B4B5B6
CBCCCDCE
E3E4ESEG

63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

B7B8B9BA
CFDOD1D2
E7E8E9EA

6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

V) - Step 2

D19FQAF9
EB759825
D5E6954C
3B75B960
45E1FD3B
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

6518D3AD
01CE67BB
5B6F6AD4
4827B3CF
CAD38081
96979899
AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

counter| Ino_of_bits_to_returnl|input_string is

03780115 2D908BOE DF7253D5 D19FQAF9 6518D3AD
51A0C956 DID3EE6D CO8B70F1 EB759825 ©@1CE67BB
43B322DC D25C1467 212CABOC D5E6954C 5B6F6AD4
010D21B2 8CD9FD12 4DF56D4D 3B75B960 4827B3CF

BBBCBDBE
D3D4D5D6
EBECEDEE

6B6CoD6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

33F2EF31
7294F1BC
66C1D9AC
49928EC4
82838485
9A9B9(C9D
BZ2B3B4B5
CACBCCCD
E2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

010000
33F2EF31
7294F1BC
66C1D9AC
49928E(C4



DA204FC3 74888E27 8C0319DB 45E1FD3B CAD38081 82838485
86878889 8A8B8C8D 8E8F9091 92939495 96979899 9A9BICID
9E9FAQAL AZA3A4A5 A6A7A8A9 AAABACAD AEAFBOB1 BZ2B3B4B5
B6B7B8B9 BABBBCBD BEBFCOC1 C2C3C4C5 C6C7C8C9 CACBCCCD
CECFD@D1 D2D3D4D5 DeD7D8D9 DADBDCDD DEDFEQE1 EZE3E4ES
EGEVEBE9 EAEBECED EE606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CI9DIE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCOC1CZ2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Hash(counter| Ino_of_bits_to_returnllinput_string) is
EQ27DDFE D6A43806 62480926 ODAG610QE
27531429 5772E9B2 3B44BB5F EAE132FB 6E6B69EA 539D3699
192CDOA3 9D869CCD BEA14C8C CD3E4A54 D1777BD7 E6C7301D

temp =
EQ27DDFE Do6A43806 62480926 ODA6610E
27531429 5772E9B2 3B44BB5F EAE132FB 6E6B69EA 539D3699
192CDOA3 9D869CCD BEA14C8C CD3E4A54 D1777BD7 E6C7301D

counter| |no_of_bits_to_returnl||input_string is

020000
03780115 2D90@8BOE DF7253D5 D19FQAF9 6518D3AD 33F2EF31
51A0C956 DOD3EEGD CQ8B7QF1 EB759825 01CEG7BB 7294F1BC
43B322DC D25C1467 212CABQC D5E6954C 5B6F6AD4 66C1D9AC
010D21B2 8CD9OFD12 4DF56D4D 3B75B960 4827B3CF 49928EC4
DA204FC3 74888E27 8C0319DB 45E1FD3B CAD38081 82838485
86878889 8A8B8C8D 8E8F9091 92939495 96979899 9A9BICID
9E9FAQAL AZ2A3A4A5 AGA7A8A9 AAABACAD AEAFBOB1 B2B3B4B5
BoB7B8B9 BABBBCBD BEBFC@AC1 C2C3C4C5 C6C7C8C9 CACBCCCD
CECFD@OD1 D2D3D4D5 D6D7D8D9 DADBDCDD DEDFEQE1 EZ2E3E4ES
EGEVESEQ EAEBECED EE606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9BI9C9DIE
9FAQAL1AZ A3A4A5A6c A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCQ@C1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE



Hash(counter| Ino_of_bits_to_return||linput_string) is
E1BD13FD 14135A06 878DOE14 S6BEDEQF

9C155E5D
BAF1BEZF

temp =

OE275314
99192(CD0O
1DE1BD13
5E53263E

V is

OE275314
99192CD0o
1DE1BD13
5E53263E

4BCoFC5E 53263EEB
043DB8A2 F00O09B69

E@27DD
295772E9 B23B44BB
A39D869C CDBEA14C
FD14135A 06878DOE
EBEVFC1D A92342A2

E@27DD
295772E9 B23B44BB
A39D869C CDBEA14C
FD14135A 06878DOE
EBE7FC1D A92342A2

Hash_df - Generate C - Step 4

0x001 1V 1is

QE275314
99192CD0o
1DE1BD13
5E53263E

0QOEQ27DD
295772E9 B23B44BB
A39D869C CDBEA14C
FD14135A ©06878DOE
EBE7FC1D A92342A2

no_of_bits_to_return = 888

E7FC1DA9
9051F360

FED6A438
SFEAE132
8CCD3E4A
1456BEDE
9ACOEQEE

FEDoA438
SFEAE132
8CCD3E4A
1456BEDE
9ACOEQEE

FEDoA438
SFEAE132
8CCD3E4A
1456BEDE
9ACOEQEE

2342A29A COEQEEEE
D881C2DC B8198588

06624809 260DA661
FB6E6B69 EA539D36
54D1777B D7E6C730
OF9C155E 5D4BC6FC
EEBAF1BE 2F@43DB8

06624809 260DA661
FBGE6B69 EAS539D36
54D1777B D7E6C730
OF9C155E 5D4BC6FC
EEBAF1BE 2F043DB8

06624809 260DA661
FB6E6B69 EAS539D36
54D1777B D7E6C730
OF9C155E 5D4BC6FC
EEBAF1BE 2F043DB8

counter| Ino_of_bits_to_returnl|input_string is
01 00000378 QQEQ27DD FED6A438 06624809 260DA661
QE275314 295772E9 B23B44BB SFEAE132 FBOGE6B69 EA539D36
99192(CDO A39D869C CDBEA14C 8CCD3E4A 54D1777B D7E6(C730
1DE1BD13 FD14135A 06878DOE 1456BEDE @F9C155E 5D4BC6FC
SE53263E EBE7FC1D A92342A2 9ACOEQEE EEBAF1BE 2F@43DB8



Hash(counter| Ino_of_bits_to_returnl|input_string) is

006B8A26 5897(2B3 7B02(787 66692916
BOEQB39A 7F778736 OD5F2A08 F9C380CD Q83ADBE1 A758EAS52
FFO672B2 3F5976B1 1225DOBA 3D99QE2C 198F7CAC 3EAGECAD

temp =

006B8A26 5897(C2B3 7B02C787 66692916
BOEQB39A 7F778736 OD5FZ2A08 FI9C380CD ©O83ADBE1 A758EA52
FFO672B2 3F5976B1 1225D@BA 3D99QE2C 198F7CAC 3EAGECAD

counter| Ino_of_bits_to_returnl|input_string is
02 00000378 QOEQ27DD FED6A438 06624809 260DA661
QE275314 295772E9 B23B44BB S5FEAE132 FBGEG6B69 EA539D36
99192CDO A39D869C CDBEA14C 8CCD3E4A 54D1777B D7E6(C730
1DE1BD13 FD14135A 06878DOE 1456BEDE @QF9C155E 5D4BC6FC
5E53263E EBE7FC1D A92342A2 9ACOEQEE EEBAF1BE 2F043DB8

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
35D7EQ97 B14DA223 67788C5E 5F6CB178

D3F5EF2D
8A9312BA

temp =

16BOE0O83
52FF0672
AD35D7EQ
80F8706D

C is

16BOE0O83
52FF0672
AD35D7E0Q
80F8706D

58751980 F8706DA8
5040A72D 7BCE3632

006B8A
9A7F7787 36@0D5F2A
B23F5976 B11225D0
97B14DA2 2367788C
A86E0784 310AE618

006B8A
9A7F7787 36@0D5FZ2A
B23F5976 B11225D0@
97B14DA2 2367788C
A86EQ784 310AE618

6E078431
6382B5EE

265897(C2
08F9(380
BA3D990E
S5E5F6CB1
6525FAAS

265897(C2
08F9(C380
BA3D990E
S5E5F6CB1
6525FAA5

OAE61865 25FAA503
EB173EAA ED1E7857

B37B02C7 87666929
CD@83ADB E1A758EA
2C198F7C AC3EAGEC
78D3F5EF 2D587519
038A9312 BAS5040A7

B37B02C7 87666929
CD@83ADB E1A758EA
2C198F7C AC3EAGEC
78D3F5EF 2D587519
038A9312 BAS5040A7



3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3% >k %k %k %k % %k %k %k *k %k %k %k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024

additional_input <empty>

Hashgen

requested_no_of_bits = 1024

data is
EQ27DD FEDo6A438 06624809 260DA661
QE275314 295772E9 B23B44BB S5FEAE132 FBG6E6B69 EA539D36
99192CD0 A39D869C CDBEA14C 8CCD3E4A 54D1777B D7E6(C730
1DE1BD13 FD14135A 006878DOE 1456BEDE QF9C155E 5D4BCoFC
5E53263E EBE7FC1D A92342A2 9ACOEQEE EEBAF1BE 2F043DB8

w_1i 1is
0455DD4A D7DBACB2 410BES58D F7248D76
5A4547AB AEE1743B @OBCAD37E BDQo6DA7C F7CES5E22 16E52532
7E9E2005 EBEF2CE5 3BD733B1 8128627D 3FD61530 89373AF2

W is
0455DD4A D7DBACB2 410BES58D F7248D76
5A4547AB AEE1743B @OBCAD37E BDQo6DA7C F7CES5E22 16E52532
7E9E2005 EBEF2CE5 3BD733B1 8128627D 3FD61530 89373AF2

data 1is
EQ27DD FEDoA438 06624809 260DA661



0OE275314
99192(CD0O
1DE1BD13
5E53263E

w_1i 1is

89CEABAE
43C1CD8A

W is

410BE58D
F7CE5E22
3FD61530
89CEABAE
43C1CD8A

295772E9
A39D869C
FD14135A
EBE7FC1D

C44502D8
6FC63DF4

F7248D76
16E52532
89373AF2
C44502D8
6FC63DF4

returned_bits is

410BE58D
F7CE5E22
3FD61530
89CEABAE
43C1CD8A

F7248D76
16E52532
89373AF2
C44502D8
6FC63DF4

B23B44BB
CDBEA14C
06878DOE
A92342A2

606A1584
6D9591F3
D81C3DA5

5A4547AB
7E9E2005
606A1584
6D9591F3
D81C3DA5

5A4547AB
7E9E2005
606A1584
6D9591F3
D81C3DA5

Update V
0x0311V 1is
QE275314
99192(CD0O

1DE1BD13
5E53263E

H is

93C77E97
86703CE6

295772E9
A39D869C
FD14135A
EBE7FC1D

BDBBD15E
334C5D2B

03E0Q27DD
B23B44BB
CDBEA14C
06878DOE
A92342A2

FEA33CEC
358C8A42
9093A57D

SFEAE132
8CCD3E4A
1456BEDE
9ACOEQEE

646A0EA4
552C688B
43C9CF28

AEE1743B
EBEF2CE5
646A0EA4
552C688B
43C9CF28

AEE1743B
EBEF2CE5
646A0EA4
552C688B
43C9CF28

FED6A438
SFEAE132
8CCD3E4A
1456BEDE
9ACOEQEE

E4551052
CE1D47DC
E6E85638

FBGE6BG9
54D17778B
OF9C155E
EEBAF1BE

88BFEF45
7F7B45FC
43855EA8

0455DD4A
©OBCAD37E
3BD733B1
88BFEF45
7F7B45FC
43855EA8

0455DD4A
©OBCAD37E
3BD733B1
88BFEF45
7F7B45FC
43855EA8

06624809
FBGE6BG9
54D17778B
OF9C155E
EEBAF1BE

A5620E9F
FC587048
5A96E601

EA539D36
D7E6C730
5D4BC6FC
2F043DB9

228699A0
BOC3C2B9
4E4F959C

D7DBACBZ
BDO6DA7C
8128627D
228699A0
BOC3C2B9
4E4F959C

D7DBACBZ
BDO6DA7C
8128627D
228699A0
BOC3C2B9
4E4F959C

260DA661
EA539D36
D7E6C730
5D4BCoFC
2F@43DB8

FOCE37B0
90D8ECD8
1F73F8AA



Updated values

V is
E@9368 252F3BFA BO9DD4ADQ AD74QF8A
24D83397 C3DOEA7Q E848A3ES5 68E4A4B3 (C876A645 CBFAF620
EC183343 55DCEQ14 7D74040A 2BS5FE7AB 264D1598 7DF3A5CD
SEDF138C 5281325A 5F7B8FDD 40D3736C 84(C87B96 1B7D28EE
65BBD392 (7A260CD 6AC1CE38 E6D831CC 4CDCoAD2 Q8C8770A

reseed_counter is
0000 00000002

rnd_val 1is
©455DD4A D7DBACBZ2
410BE58D F7248D76 5A4547AB AEE1743B @BCAD37E BD@GDA7C
F7CE5E22 16E52532 7E9E2005 EBEF2CES5 3BD733B1 8128627D
3FD61530 89373AF2 600A1584 640AQEA4 88BFEF45 228699A0
89CEASAE (C44502D8 6D9591F3 552C688B 7F7B45FC BOC3C2B9
43C1CD8A 6FC63DF4 D81C3DA5 43C9CF28 43855EA8 4E4F959C

Second call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3% %k %k %k %k % 3% 3k %k %k %k % %k %k %k *k %k %k %k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024

additional_input
AOA1A2 A3A4AS5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCQC1C2 (3C4C5Co
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8F9FA FBFCFDFE FF000102 03040506 0708090A 0BOCODOE

Generate FAILED: Reseed is required



Hash_DRBG_Reseed_algorithm

entropy_input

CFDOD1D2

D3D4D5D6

E7ESE9EA EBECEDEE

FF000102
1718191A

030405006
1B1C1D1E

additional_input

AFBOB1B2
C7C8CICA
DFEQE1E2
F7F8FIFA

B3B4B5B6
CBCCCDCE
E3E4ESE6
FBFCFDFE

coc1cz
D7D8DIDA
EFFOF1F2
0708090A
1F202122

AQA1AZ
B7B8B9BA
CFDOD1D2
E7E8E9EA
FF000102

Hash_df - Generate seed(which is

seed_material 1is

0Q1E0Q
EA7QE848
EQ147D74
325A5F7B
60CDoAC1
CeC7C8C9
DEDFEQE1
F6F7F8F9
OEQF1011
26272829
AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FOFA

9368252F
A3E568E4
040A2B5F
8FDD40D3
CE38E6D8
CACBCCCD
E2E3E4ES
FAFBFCFD
12131415
2A2B2C2D
B3B4B5B6
CBCCCDCE
E3E4ESEG
FBFCFDFE

3BFABODD
A4B3C876
E7AB264D
736(84C8
31CC4CDC
CECFD@D1
EGE7ESE9
FEFF0001
16171819
2EAQA1AZ
B7B8B9BA
CFDOD1D2
E7E8E9EA
FF000102

no_of_bits_to_return = 888

C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

C7C8CICA
DFEQE1EZ

F7F8FOFA

0F101112
2728292A

A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

V) - Step 2

4ADOAD74
A645CBFA
15987DF3
7B961B7D
6AD208C8
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

OF8A24D8
F620EC18
ASCD5EDF
28EEG5BB
770ACOC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

counter| Ino_of_bits_to_returnl|input_string is

CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

ABACADAE
C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

3397C3D6
334355DC
138C5281
D392C7A2
C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCAD
22232425
ABACADAE
C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE



010000
037801EQ 9368252F 3BFABIODD 4ADQAD74 QF8A24D8 3397C3D6
EA7QE848 A3ES568E4 A4B3C876 A645CBFA F620EC18 334355DC
E0147D74 0Q40AZ2B5F E7AB264D 15987DF3 ASCDSEDF 138(C5281
325A5F7B 8FDD40D3 736(C84C8 7B961B7D 28EE65BB D392(C7A2
60CD6AC1 CE38E6D8 31CC4CDC 6AD208C8 770ACOCL C2C3C4C5
CoC7C8C9 CACBCCCD CECFD@D1 D2D3D4D5 DeD7D8D9 DADBDCDD
DEDFEQE1 EZE3E4E5 EGEVE8E9 EAEBECED EEEFFOF1 F2F3F4F5
FoF7F8F9 FAFBFCFD FEFFO001 02030405 06070809 0OAOBACOD
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2EAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFC@OC1CZ2 (C3C4C5C6
C7C8C9CA CBCCCDCE CFD@OD1DZ2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1EZ2 E3E4ES5E6 E7VESEQEA EBECEDEE EFFOF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 030405060 0708090A ©BOCODOE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
FED11DEE 23C9EB92 D1D700B2 E41A74C9
31FAC151 E1A405CC C780043D 5828D57E 40132987 BD791906
E19D29BE AGCO9FDF CF342F6B 4112165B BEC738FD 296465F9

temp =
FED11DEE 23C9EB92 D1D700B2 E41A74(C9
31FAC151 E1A405CC C786043D 5828D57E 40132987 BD791906
E19D29BE A6CO9FDF CF342F6B 4112165B BEC738FD 296465F9

counter| Ino_of_bits_to_returnl|input_string is

020000
037801EQ 9368252F 3BFABODD 4ADOAD74 QF8A24D8 3397C3D6
EA7QE848 A3ES568E4 A4B3C876 A645CBFA F620EC18 334355DC
EQ147D74 Q40A2B5F E7AB264D 15987DF3 ASCDSEDF 138C5281
325A5F7B 8FDD40D3 736C84C8 7B961B7D 28EE65BB D392C7A2
60CD6AC1 CE38E6D8 31CC4CDC 6AD208C8 770ACOC1 C2C3C4C5
C6C7C8C9 CACBCCCD CECFD@OD1 D2D3D4D5 DeD7D8D9 DADBDCDD
DEDFEQE1 EZ2E3E4E5 EGEVESE9 EAEBECED EEEFFOF1 F2F3F4F5
F6F7F8F9 FAFBFCFD FEFF0001 02030405 06070809 QAOBOCOD
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2EAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE BFC@AC1C2 (C3C4C5C6



C7C8C9CA CBCCCDCE CFD@OD1DZ2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1EZ2 E3E4ES5E6 E7VE8EQEA EBECEDEE EFFOF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 030405060 0708090A ©0BOCODOE

Hash(counter| Ino_of_bits_to_return!|input_string) is
53007D77 8QEQ7836 D3CF926B 4575368D

2891F587
C301BZ2EB

temp =

C931FAC1
06E19D29
F953607D
BE4414F2

V is

C931FAC1
06E19D29
F953607D
BE4414F2

9804CCBE 4414F228
AC27DA53 82919EFF

FED11D
51E1A405 CCC78604
BEA6C99F DFCF342F
7780EQ78 36D3CF92
28BDOFBB DF893783

FED11D
51E1A405 CCC78604
BEA6CO9F DFCF342F
7780EQ78 36D3CF92
28BDOFBB DF893783

Hash_df - Generate C - Step 4

0x001 1V 1is

C931FAC1
06E19D29
F953607D
BE4414F2

@OFED11D
51E1A405 CCC78604
BEA6C99F DFCF342F
7780EQ78 36D3CF92
28BDOFBB DF893783

no_of_bits_to_return = 888

BDOFBBDF
36759468

EE23C9OEB
3D5828D5
6B411216
6B457536
901DA753

EE23C9EB
3D5828D5
6B411216
6B457536
901DA753

EE23C9EB
3D5828D5
6B411216
6B457536
901DA753

89378390
4CESEB63

92D1D700
7E401329
S5BBEC738
8D2891F5
6EC301B2

92D1D700
7E401329
5BBEC738
8D2891F5
6EC301B2

92D1D700
7E401329
S5BBEC738
8D2891F5
6EC301B2

counter| Ino_of_bits_to_returnl|input_string is

1DA7536E
6C2BC483

B2E41A74
87BD7919
FD296465
879804CC
EBAC27DA

B2E41A74
87BD7919
FD296465
879804CC
EBACZ27DA

B2E41A74
87BD7919
FD296465
879804CC
EBACZ27DA



01 00000378 @QOFED11D EEZ23C9EB 92D1D700 B2E41A74
C931FAC1 51E1A405 CCC78604 3D5828D5 7E401329 87BD7919
06E19D29 BEAGC99F DFCF342F 6B411216 5BBEC738 FDZ296465
F953607D 7780EQ78 36D3CF92 6B457536 8D2891F5 879804CC
BE4414F2 28BDOFBB DF893783 901DA753 6EC301BZ2 EBACZ7DA

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
5B0O257EF F0741C93 45764EE4 D2D630BE
02725A7F QAFD9873 2BB98E9F (C7CB759A 57830B67 QF22F97D
7CC91247 AA8F7458 DC72B067 ©1C9CE4B BBFCCCE9 B44B43AF

temp =
5B0O257EF FO741C93 45764EE4 D2D630BE
02725A7F OAFD9873 2BB98E9F (C7CB759A 57830B67 @QF22F97D
7CC91247 AA8F7458 DC72B067 @1CO9CE4B BBFCCCE9 B44B43AF

counter| Ino_of_bits_to_returnllinput_string is
02 00000378 QOFED11D EE23C9EB 92D1D700 B2E41A74
C931FAC1 51E1A405 CCC78604 3D5828D5 7E401329 87BD7919
06E19D29 BEAGCI9F DFCF342F 6B411216 5BBEC738 FD296465
F953607D 7780EQ78 36D3CF92 6B457536 8D2891F5 879804CC
BE4414F2 28BDOFBB DF893783 901DA753 6EC301B2 EBACZ27DA

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
E891AF3C 8B4D3730 (C877550D 41F944A6
D18919A5 22F668CD 9AFBEZ283 E42A2(85 D95BA6O7 F3635B1F
A473EA1D AB14476B ©@82C537E 965D206E D75165A3 299B56FB

temp =
5B0257 EFFQ741C 9345764E E4D2D630
BE@2725A 7FOAFD98 732BB98E 9FC7CB75 9A57830B 670QF22F9
7D7CC912 47AA8F74 58DC72B0O 6701COCE 4BBBFCCC E9B44B43
AFE891AF 3C8B4D37 30C87755 0OD41F944 A6D18919 AS522F668
CD9AFBEZ2 83E42A2C 85D95BA6 O7F3635B 1FA473EA 1DAB1447

C is



5B0257 EFFO741C 9345764E E4D2D630
BEQ2725A 7FOAFD98 732BB98E 9FC7CB75 9A57830B 670F22F9
7D7CC912 47AA8F74 58DC72BO 6701C9CE 4BBBFCCC E9B44B43
AFE891AF 3C8B4D37 30C87755 @OD41F944 AoD18919 A522F668
CD9AFBEZ 83E42A2C 85D95BA6 07F3635B 1FA473EA 1DAB1447

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k 3k >k 3%k 3k >k 3k %k 3k %k 3%k 3k >k 3k >k 3k %k 3% %k 5% >k %k % %k % %k %k %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024

additional_input <empty>

Hashgen

requested_no_of_bits = 1024

data is
FED11D EE23C9EB 92D1D700 B2E41A74
C931FAC1 51E1A405 CCC78004 3D5828D5 7E401329 87BD7919
@6E19D29 BEAG6C99F DFCF342F ©6B411216 5BBEC738 FD296465
F953607D 7780EQ78 36D3CF92 6B457536 8D2891F5 879804CC
BE4414F2 28BDOFBB DF893783 901DA753 6EC301B2 EBAC27DA

w_1i 1is
C047D40D 7F614E4E 4A7952C7 9A451F8F
7ACA3799 67E2977C 401Co206A 2ED70D74 A6366057 9A354115
BC8C8C8C C3AEA305 0686AQCF CDBOFA9C F78D4C21 65BAF851

W is
C047D40D 7F614E4E 4A7952C7 9A451F8F
7ACA3799 67E2977C 401Co206A 2ED70D74 A6366057 9A354115
BC8C8C8C C3AEA305 06806AQCF CDBOFA9C F78D4C21 65BAF851



1=2

data 1is

C931FAC1
06E19D29
F953607D
BE4414F2

w_1i 1is

FC84A14D
4C8AB9A9

W is

4A7952C7
A6366057
F78D4C21
FC84A14D
4C8AB9A9

51E1A405
BEA6CI9F
7780EQ78
28BDOFBB

58B41622
691DF7B8

9A451F8F
9A354115
65BAF851
58B41622
691DF7B8

returned_bits is

4A7952C7
A6366057
F78D4C21
FC84A14D
4C8AB9A9

9A451F8F
9A354115
65BAF851
58B41622
691DF7B8

FED11D
CCC78604
DFCF342F
36D3CF92
DF893783

CoF9B1CD
E88BOF1B
4D88B639

7ACA3799
BC8C8C8C
CoF9B1CD
E88BOF1B
4D88B639

7ACA3799
BC8C8C8C
CoF9B1CD
E88BOF1B
4D88B639

Update V
0x0311V 1is

C931FAC1
06E19D29
F953607D
BE4414F2

51E1A405
BEA6CIO9F
7780EQ78
28BDOFBB

@O3FED11D
CCC78604
DFCF342F
36D3CF92
DF893783

EE23C9OEB
3D5828D5
6B411216
6B457536
901DA753

16A2E14C
1995587F
A9A3106D

67E2977C
C3AEA305
16A2E14C
1995587F
A9A3106D

67E2977C
C3AEA305
16A2E14C
1995587F
A9A3106D

EE23C9OEB
3D5828D5
6B411216
6B457536
901DA753

92D1D700
7E401329
S5BBEC738
8D2891F5
6EC301B2

15C6DAAC
D8BAA999
EABEB637

C047D46D
401C626A
0686A0CF
15C6DAAC
D8BAA999
EABEB637

C047D46D
401C626A
0686A0CF
15C6DAAC
D8BAA999
EABEB637

92D1D700
7E401329
S5BBEC738
8D2891F5
6EC301B2

B2E41A74
87BD7919
FD296465
879804CC
EBAC27DB

56C16E75
CBA98025
48B99C09

7F614E4E
2ED70D74
CDB6FA9C
56C16E75
CBA98025
48B99C09

7F614E4E
2ED70D74
CDB6FA9C
56C16E75
CBA98025
48B99C09

B2E41A74
87BD7919
FD296465
879804CC
EBAC27DA



H is
11F64E29 6D412BE7 B8BS5F5D6 86844A6D
6660FC31 DA53314D A4DD6D8A E87B2BA5 DO3A7172 BE9@3116
CASQEFEE 37E6582E ACDB7E3B 13BCO6QEA 7D6E8907 E1215603

Updated values

V is
59D375 DE143EQ8 26174D4F 97B6FQAS
87346D1B DOECA19E 3FF33F92 DD1FF44B 18979634 EEC(C9(C12
845E663C 06515914 4AA1F509 3F8407CC 6030BIDC 6D61FA17
QF9CEESE 8ESFS5EFD @C79B472 61029A21 04348C81 EB4B2C4C
563000C2 E4879217 123E1164 ABCD6B99 @OBDSFEA4 EA789225

reseed_counter is
0000 00000002

rnd_val is
C047D46D 7F614E4E
4A7952C7 9A451F8F 7ACA3799 67E2977C 401C626A 2ED7QD74
AG366057 9A354115 BC8C8CEC C3AEA305 0686AQCF CDBGFA9C
F78D4C21 65BAF851 C6F9B1CD 16A2E14C 15C6DAAC 56C16E75
FC84A14D 58B41622 E88BOF1B 1995587F D8BAA999 (CBA98025
4C8AB9A9 ©691DF7B8 4D88B639 A9A3106D EABEBG37 48B99C09

R R I A R
Hash_DRBG

Requested Security Strength = 256

Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4ADAE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CE6DGE



EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9B9COD9E 9FAQA1AZ2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFC@C1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFE@QE1E2 E3E4ES5EG EVES8EQEA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFEQE1EZ2 E3E4ESE6
E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString

404142 43444546 4748494A ABACADAE
4F505152 53545556 5758595A 5B5CSDSE 5F606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596
9798999A 9BICIDIE 9FAQAIA2 A3A4ASAG A7ASA9AA ABACADAE

Additionallnput = <empty>

B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k %k 3k 3k %k %k %k 3k 3% 3k %k %k %k 3k 3k %k %k *k >k >k %k k

Hash_DRBG_Instantiate_algorithm

entropy_input 1is
000102 03040506 0708090A OBOCADOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4AE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CED6GE

nonce 1is



personal_str

is

20212223

404142

24252627 28292A2B 2C2DZ2EZF

43444546 4748494A 4BACADAE

4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596
9798999A 9BI9CIDOE 9FAQA1AZ A3A4AS5A6 A7A8A9AA ABACADAE

prediction_resistance_flag = "PredictionResistance"

Hash_df - Generate seed(which is

seed_material 1is

0001
16171819
2EZ2F3031
46474849
S5E5F6061
2728292A
4F505152
6768696A
7F808182
9798999A

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B2C2D2E
53545556
6B6C6D6E
83848586
9B9C9D9E

06070809
1E1F2021
36373839
4E4F5051
66676869
2F404142
5758595A
6F707172
8788898A
9FAQA1A2

no_of_bits_to_return = 888

V) - Step 2

OAOBOCOD QEQF1011 12131415
22232425 26272829 2A2B2C2D
3A3B3C3D 3E3F4041 42434445
52535455 56575859 5A5B5C5D
6A6B6C6D 6E202122 23242526
43444546 4748494A 4B4C4D4E
5B5C5D5E 5F606162 63646566
73747576 7778797A 7B7C7D7E
8B8C8DBE 8F909192 93949596
A3A4A5A6 A7A8A9AA ABACADAE

counter| Ino_of_bits_to_returnl|input_string is

03780001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
4F505152
6768696A

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B2C2D2E
53545556
6B6C6D6E

06070809
1E1F2021
36373839
4E4F5051
66676869
2F404142
5758595A
6F707172

010000
OAOBOCOD QOEOF1011 12131415
22232425 26272829 2A2B2C2D
3A3B3C3D 3E3F4041 42434445
52535455 56575859 5A5B5C5D
6A6B6C6D 6E202122 23242526
43444546 4748494A 4B4C4DAE
5B5C5D5E 5F606162 63646566
73747576 7778797A 7B7C7D7E



7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596
9798999A 9BI9C9DIE 9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
ESA5C585 D6A9E11C 58581F35 14EE19A7
048CF096 A3E9B139 DOCOA2CO 67931041 4073C104 E2F6F8A3
7C7Co066E 11FF4439 33ABA1CF AD4(C620C DFF5DA8C ©Q86@CEEE

temp =
ESAS5C585 Do6A9E11C 58581F35 14EE19A7
048CF096 A3E9B139 DI9COA2CO 67931041 4073C104 E2F6F8A3
7C7Co66E 11FF4439 33ABA1CF AD4(C620C DFF5DA8C ©086@CEEE

counter| Ino_of_bits_to_returnllinput_string is

020000
03780001 02030405 06070809 QAOBOCOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36373839 3A3B3C3D 3E3F4041 42434445
46474849 4A4B4CAD 4E4F5051 52535455 56575859 5A5B5C5D
SE5F6061 62636465 66676869 6A6B6CED 6E202122 23242526
2728292A 2B2C2D2E 2F404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5DSE S5F606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596
9798999A 9BI9CIDIE 9FAQALA2 A3A4ASAG6 A7A8A9AA ABACADAE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
80B87195 7508538D 2D87A4A3 B5728ADB
4191974A 384F323D 2E585869 5C152F99 DQE8CF4C B41BC2A6
12955B4C 4838B9FB EBO@568D 36F727E1 742FF774 E8542A4B

temp =
ESASCS5 85D6A9E1 1C58581F 3514EE19
A7048CFQ 96A3E9B1 39D9COAZ2 (0679310 414073C1 QAE2FGF8
A37C7Co6 6E11FF44 3933ABA1 CFAD4C62 OCDFF5DA 8C0860CE
EE80OB871 95750853 8D2D87A4 A3B5728A DB419197 4A384F32
3D2E5858 695C152F 99DOE8CF 4(CB41BC2 A612955B 4(C4838B9



V is
ESA5C5
A7048CFQ 96A3E9B1 39D9COA2
A37C7Co66 6E11FF44 3933ABA1l
EE80OB871 95750853 8D2D87A4
3D2E5858 695C152F 99DQE8CF

Hash_df - Generate C - Step 4

0x001 1V 1is
@OE5A5CS
A7048CFO 96A3E9B1 39D9COA2
A37C7C66 6E11FF44 3933ABAl
EE80B871 95750853 8D2D87A4
3D2E5858 695C152F 99DOESCF

no_of_bits_to_return = 888

85D6A9E1
C0679310
CFAD4Co2
A3B5728A
4CB41BC2

85D6A9E1
C0679310
CFAD4Co2
A3B5728A
4CB41BC2

1C58581F
414073C1
OCDFF5DA
DB419197
A612955B

1C58581F
414073C1
OCDFF5DA
DB419197
A6129558B

counter| Ino_of_bits_to_returnl|input_string is
01 00000378 QQESASCS 85D6A9E1 1C58581F
A7048CFO 96A3E9B1 39D9COA2 (0679310 414073C1
A37C7C66 6E11FF44 3933ABA1 CFAD4C62 OCDFFSDA
EE80B871 95750853 8D2D87A4 A3B5728A DB419197
3D2E5858 695C152F 99DOE8CF 4(CB41BCZ2 A612955B

3514EE19
Q4EZ2F6F8
8C0O860CE
4A384F32
4C4838B9

3514EE19
Q4EZ2F6F8
8C0O860CE
4A384F32
4C4838B9

3514EE19
Q4EZ2F6F8
8C0860CE
4A384F32
4C4838B9

Hash(counter| Ino_of_bits_to_returnl!linput_string) is
@C193DBC 1942C121 (C63513ED 95ECA91C
62C55031 7506462C 47BOF34F 99716F36 EADOFF51 ACAB423C
421CAB62 DF4D8C79 2E38D533 9D60OAA24 ©292E134 A249A577

temp =

0C193DBC 1942C121 C63513ED 95ECA91C
62C55031 7506462C 47BOF34F 99716F36 EAD9FF51 ACAB423C
421CAB62 DF4D8C79 2E38D533 9D60AA24 ©0292E134 AZ249A577



counter| Ino_of_bits_to_returnl|input_string is
02 00000378 QOESASCS 85D6A9E1 1C58581F 3514EE19
A7048CFO 96A3E9B1 39D9COA2 (0679310 414073C1 Q4E2F6F8
A37C7C66 6E11FF44 3933ABA1 CFAD4Co62 QCDFF5DA 8CQ86@CE
EE8OB871 95750853 8D2D87A4 A3B5728A DB419197 4A384F32
3D2E5858 695C152F 99DOE8CF 4(B41BC2 A612955B 4(4838B9

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
0176FE93 A4C199A2 258615DD A84QAEGF
C2E7DB39 1315119E 57774F94 396C81F5 F8D4835D 618D960B
297E97F1 A21B35E3 E450A877 4819D918 961DFCO1 FFC73630

temp =
0C193D B(C1942C1 21(C63513 ED9SECA9
1C62C550 317500646 2C47BOF3 4F99716F 36EAD9FF 51ACAB42
3C421CAB 62DF4D8C 792E38D5 339D60QAA 240292E1 34A249A5
770176FE 93A4C199 A2258615 DDA84QAE 6FC2E7VDB 39131511
9E57774F 94396(C81 F5F8D483 5D618D96 ©@B297E97 F1A21B35

C is
@C193D BC1942C1 21C63513 ED95ECA9Q
1C62C550 31750046 2C47BOF3 4F99716F 36EADOFF 51ACAB42
3C421CAB 62DF4D8C 792E38D5 339D6QAA 240292E1 34A249A5
770176FE 93A4C199 A2258615 DDA84QAE 6FCZ2E7DB 39131511
9E57774F 94390(81 F5F8D483 5D618D96 QB297E97 F1A21B35

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k %k 3%k %k 3%k 3k 5%k 3k %k 3k %k 3%k >k >k >k >k % %k 3% %k 3% >k >*k % *k 3k %k %k k *k

Hash_DRBG_Generate_algorithm

requested_number_of_bits = 1024



additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182
8F909192 93949596 9798999A
A7A8A9AA ABACADAE AFBOB1B2
BFCOC1C2 C3C4C5C6 C7C8CICA
D7D8D9DA DBDCDDDE DFEQ@E1E2

83848586 8788898A
9BI9C9D9E 9FAQA1AZ
B3B4B5B6 B7B8B9BA
CBCCCDCE CFD@D1DZ
E3E4ES5E6 E7ESEQEA

8B8C8DEE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2
seed_material is

@1E5A5 (C585D6A9

E11C5858
10414073
620CDFF5
8ADB4191
C2A61295
8F909192
A7A8A9AA
BFCOC1C2
D7D8D9DA

1F3514EE
C104E2F6
DA8C0860
974A384F
5B4(C4838
93949596
ABACADAE
(C3C4C5Co
DBDCDDDE

19A7048C
F8A37C7C
CEEE80B8
323D2E58
B9808182
9798999A
AFBOB1B2
C7C8CI9CA
DFEQE1EZ

FO96A3E9
666E11FF
71957508
58695C15
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

B139D9Ca
443933AB
538D2D87
2F99DOES8
8788898A
9FAQA1A2
B7B8BI9BA
CFDOD1D2
E7ESEQEA

A2C06793
A1CFAD4C
A4A3B572
CF4CB41B
8B8C8DBE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnlinput_string is
01000003 7801ES5A5
E11C5858 1F3514EE 19A7048C F@96A3E9Q B139D9CO
10414073 C104E2F6 F8A37C7C 666E11FF 443933AB
620CDFF5 DA8CQ860 CEEE80B8 71957508 538D2D87
8ADB4191 974A384F 323D2E58 58695C15 2F99DOES

C585D6A9
A2C06793
A1CFAD4C
A4A3B572
CF4CB41B



C2A61295 5B4(C4838 B9808182 83848586 8788898A 8B8C8DEE
8F909192 93949596 9798999A 9BOCODIOE 9FAQA1AZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8BO9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1DZ D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1EZ2 E3E4ES5E6 E7VESEQEA EBECEDEE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is

90710EB6 88DFQ184 891E9AES5 B0996022
A3CA8E79 D7769CE7 5BOOBAF2 EGDGEAB7 761DC6FB 1E76DB71
77737E44 41FQAF58 6138E43C A81E7@D2 3F71DD61 CCF5FA8D

temp =

90710EB6 88DFQ184 891E9AES
A3CA8E79 D7769CE7 5BOOBAF2 EGDGEAB7 761DC6FB
77737E44 41FQAF58 6138E43C A81E70D2 3F71DD61

counter| Ino_of_bits_to_returnllinput_string is

E11C5858
10414073
620CDFF5
8ADB4191
C2A61295
8F909192
A7A8A9AA
BFCOC1C2
D7D8DIDA

1F3514EE
C104E2F6
DA8C0860
974A384F
5B4(C4838
93949596
ABACADAE
(C3C4C5C6
DBDCDDDE

19A7048C
F8A37C7C
CEEE80B8
323D2E58
B9808182
9798999A
AFBOB1B2
C7C8C9CA
DFEQE1EZ

02000003
FO96A3E9
666E11FF
71957508
58695C15
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

7801E5A5
B139D9C0@
443933AB
538D2D87
2F99DOES8
8788898A
9FAQA1A2
B7B8B9BA
CFD@D1D2
E7ESE9EA

B0996022
1E76DB71
CCF5FA8D

C585D6A9
A2C06793
A1CFAD4C
A4A3B572
CF4CB41B
8B8C8DEE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

Hash(counter| Ino_of_bits_to_returnl|linput_string) is

46829AC7 E211C76E 9391E914 9A96(C5F0Q
FC5239BE BDB5CDQ5 F22EQB8D A207A408 (C44975D7 F1894EC2
3A47A047 B8657C9E S5OFDDFE3 @B1D6523 (C96ABDZ2F 39547413

temp =

90710E B688DFO1 84891E9A E5B09960
22A3CA8E 79D7769C E75B0OOBA FZ2E6DGEA B7761DCo FB1E76DB
7177737E 4441FOAF 586138E4 3CA81E70 D23F71DD 61CCF5FA



8D46829A C7E211C7 6E9391E9 149A9%(C5 FOFC5239 BEBDBS5CD
O5F22EQB 8DA207A4 ©8C44975 D7F1894E (C23A47A0 47B8657C

V is
90710E B688DFQ1 84891E9A E5B09960
22A3CA8E 79D7769C E75BOOBA F2EGDGEA B7761DC6 FB1E7GDB
7177737E 4441FQAF 586138E4 3CA81E7Q D23F71DD ©61CCF5FA
8D46829A (C7E211C7 6E9391E9 149A96(5 FOFC5239 BEBDBS5CD
O5F22EQB 8DA207A4 ©@8C44975 D7F1894E (C23A47A0 47B8657C

Hash_df - Generate C - Step 4

0x001 1V 1is
0090710E B688DFO1 84891E9A E5B09960
22A3CA8E 79D7769C E75BOOBA FZ2EGDGEA B7761DC6 FB1E76DB
7177737E 4441FOAF 586138E4 3CA81E70 D23F71DD 61CCFS5FA
8D46829A C7E211C7 6E9391E9 149A96(C5 FOFC5239 BEBDB5CD
O5F22E0B 8DA207A4 ©8C44975 D7F1894E (C23A47A0 47B8657C

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is
01 00000378 0090710E B688DFO1 84891E9A ES5B09960
22A3CA8E 79D7769C E75B0OOBA F2E6DGEA B7761DC6 FB1E76DB
7177737E 4441FQAF 586138E4 3CA81E7Q D23F71DD 61CCF5FA
8D46829A (C7E211C7 6E9391E9 149A96(C5 FOFC5239 BEBDB5CD
O5F22EQB 8DA207A4 08C44975 D7F1894E (C23A47A0 47B8657C

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
458CFE66 103B99E5 F76853E8 AD6B7D35
EDEAED91 4B58D2A4 8FDC6735 959CC6BE QCA35FFF 9E9@B25D
825B1399 7453576C 2640B98F DGEC56DA 2D0384DE 71C5C73E

temp =
458CFE66 103B99E5 F76853E8 AD6B7D35



EDEAED91 4B58D2A4 8FDC6735 959CCOBE @OCA35FFF 9E90BZ25D
825B1399 7453576C 2640B98F D6EC56DA 2D0384DE 71C5C73E

counter| Ino_of_bits_to_returnllinput_string is
02 00000378 0090710E B688DFO1 84891E9A ES5B09960
22A3CA8E 79D7769C E75BOOBA F2EGDGEA B7761DC6 FB1E76DB
7177737E 4441FQAF 586138E4 3CA81E70 D23F71DD 61CCF5FA
8D46829A (C7E211C7 6E9391E9 149A96(C5 FOFC5239 BEBDB5CD
OS5F22EQB 8DA207A4 ©8C44975 D7F1894E (C23A47A0 47B8657C

Hash(counter| Ino_of_bits_to_returnl||input_string) is
A74A55CD 25DDE339 128FE35F DSBFBOFF
FFC9A246 25A1ECD4 517EC@83 ADB5D61B 2ADFQ4CE 914(C4486
SEQA96FC FFOCAD7@ QFF4902F @7B21CC2 402F9894 ABFDIF78

temp =
458CFE 66103B99 E5F76853 E8ADGB7D
35EDEAED 914B58D2 A48FDC67 35959CC6 BE@CA35F FFOE90BZ2
5D825B13 99745357 6C2640B9 8FDGECS56 DA2D@384 DE71C5C7
3EA74A55 CD25DDE3 39128FE3 5FD5BFB9 FFFFCOAZ2 4625A1EC
D4517ECO 83ADBS5D6 1B2ADFQ4 CE914C44 865EQA96 FCFFOCAD

Cis
458CFE 66103B99 E5F76853 E8ADGB7D
35EDEAED 914B58D2 A48FDC67 35959CCo6 BEQCA3S5F FFOE90B2
5D825B13 99745357 6(C2640B9 8FDOEC56 DA2D@384 DE71C5C7
3EA74A55 CD25DDE3 39128FE3 5FDS5BFB9 FFFFCOAZ 4625A1EC
D4517ECO 83ADB5D6 1B2ADF@4 CE914(C44 865EQA96 FCFFICAD

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k >k %k %k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k >k 3k 3k 5k 5k 5k 5k %k %k %k %k >k %k %k 5k >k k k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 1024

additional_input <empty>



Hashgen

requested_no_

data 1is

22A3CA8E
7177737E
8D46829A
O5F22E0B

w_1i is

AQGAFF713
DED8EF5F

W is

AQGAFF713
DED8EF5F

data 1is

22A3CA8E
7177737E
8D46829A
O5F22E0B

w_1i is

9AQEFFDA
A2702ECE

of_bits

79D7769C
4441F0QAF
C7E211C7
8DA207A4

114C07C9
240FBDCB

114C07C9
240FBDCB

79D7769C
4441F0QAF
C7E211C7
8DA207A4

2C7954DB
5BA479E2

= 1024

90710E
E75BOOBA
586138E4
6E9391E9
08C44975

22EB93A6
C615F7CC
EBBDEZBA

22EB93A6
C615F7CC
EBBDEZBA

90710E
E75BOOBA
586138E4
6E9391E9
08C44975

D41DC495
6C2D0434
DFA18F95

B688DFO1
FZEGDGEA
3CA81E70
149A96(C5
D7F1894E

7911DA73
SEF72744
AC8ECF7D

7911DA73
SEF72744
AC8ECF7D

B688DFA1
FZEGDGEA
3CA81E70
149A96(C5
D7F1894E

D83DF72A
2EB812E5
30974926

84891E9A
B7761DC6
D23F71DD
FOFC5239
C23A47A0

85D9180C
A2DDCD7C
CBC8AC33

85D9180C
A2DDCD7C
CBC8AC33

84891E9A
B7761DC6
D23F71DD
FOFC5239
C23A47A0

O5EF55B1
E@B11D6C
36C12FE3

E5B09960
FB1E76DB
61CCF5FA
BEBDB5CD
47B8657C

78127DE1
3CB85E6S
3E54607A

78127DE1
3CB85E6S
3E54607A

E5B09960
FB1E76DB
61CCF5FA
BEBDB5CD
47B8657D

27C1441C
395F41ED
OCE5C968



W is

85D9180C
A2DDCD7C
CBC8AC33
9AQEFFDA
A2702ECE

78127DE1
3CB85E6GS
3E54607A
2C7954DB
5BA479E2

returned_bits is

85D9180C
A2DDCD7C
CBC8AC33
9AQEFFDA
A2702ECE

78127DE1
3CB85E6GS
3E54607A
2C7954DB
5BA479E2

AQ4FF713
DED8SEF5F
D41DC495
6C2D0434
DFA18F95

AQ4FF713
DED8EF5F
D41DC495
6C2D0434
DFA18F95

Update

0x03

H is

Update

V is

vV

11V 1is

22A3CA8E
7177737E
8D46829A
O5F22E0B

290A1B62
AF5F7051

d values

5891B57C
CEF9CE91
FAF7E853
89A31D1D

79D7769C
4441F0OAF
C7E211C7
8DA207A4

938F241B
283BB5CB

0B22CF6F
DDB64407
289713C5
398B7345

0390710E
E75B0OBA
586138E4
6E9391E9
08C44975

DE@335C1
39364DA5
28EE232C

DSFE@D
8BEADD22
A28AAF5F
EODCoF71
4CDD4BA6

114C07C9
240FBDCB
D83DF72A
2EB812E5
30974926

114C07C9
240FBDCB
D83DF72A
2EB812E5
30974926

B688DFO1
F2E6DGEA
3CA81E70@
149A96(C5
D7F1894E

4096439E
21AD1132
4F216171

1C991A98B
287C73B1
OD154E65
961D67B2
F5A43705

22EB93A6
C615F7CC
EBBDEZBA
O5EF55B1
EOB11D6C
36C12FE3

22EB93A6
C615F7CC
EBBDEZBA
O5EF55B1
E0B11D6C
36C12FE3

84891E9A
B7761DC6
D23F71DD
FOFC5239
C23A47A0

3FA51263
EF54EESB
E2DEA414

6A8086EE
7582C126
EC1187C6
EQ510A37
2B76F64B

7911DA73
SEF72744
AC8ECF7D
27C1441C
395F41ED
OCE5C968

7911DA73
SEF72744
AC8ECF7D
27C1441C
395F41ED
OCE5(C968

E5B09960
FB1E76DB
61CCF5FA
BEBDB5CD
47B8657C

DO5A0A38
2D9B8206
78400EFE

CE5EQ@4DD
FABD@78D
1098C5F9
327ED9CO
BCF81128



reseed_counter is
0000 00000002

rnd_val 1is
22EB93A6 7911DA73
85D9180C 78127DE1 AQ4FF713 114C0O7C9 Co615F7CC 5EF72744
A2DDCD7C 3CB85E65 DED8SEFS5F 24QFBDCB EBBDEZBA AC8ECF7D
CBC8AC33 3E54607A D41DC495 D83DF72A @OS5EF55B1 27C1441C
9AQEFFDA 2C7954DB 6(C2D0434 2EB812E5 EO@B11D6C 395F41ED
A2702ECE 5BA479E2 DFA18F95 30974926 36C12FE3 @QCE5C968

Second call to Generate

3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k 3k sk sk %k 3k 3k sk sk sk ok ok sk sk sk k ok sk sk k
Hash_DRBG_Generate_algorithm

requested_number_of_bits = 1024

additional_input <empty>

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
CoC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6c D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ESEG
E7ES8E9EA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1CID1E 1F202122 23242526 2728292A 2B2C2D2E

additional_input <empty>

Hash_df - Generate seed(which is V) - Step 2



9B6A8086
B17582C1
65EC1187
B2E0510A
052B76F6
CFDOD1D2
E7E8E9EA
FF000102
1718191A

seed_material 1is

EECESEQ4
26FABDQ7
€61098C5
37327ED9
4BBCF811
D3D4D5D6
EBECEDEE
03040500
1B1C1D1E

DD5891B5
8DCEFICE
FOF4F7ES8
C089A31D
28C0C1C2
D7D8D9DA
EFFOF1F2
0708090A
1F202122

7COB22CF
91DDB644
53289713
1D398B73
C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

Q1D5FE
6F8BEADD
07AZ28AAF
C5EQ@DC6F
454CDD4B
C7C8CICA
DFEQE1EZ
F7F8FI9FA
0F101112
2728292A

@OD1C991A
22287C73
5FOD154E
71961D67
AGF5A437
CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnlinput_string is

9B6A8086
B17582C1
65EC1187
B2EQ510A
052B76F6
CFD@D1D2
E7EBEQEA
FF000102
1718191A

temp =

EECESEQ4
26FABDQ7
C61098C5
37327ED9
4BBCF811
D3D4D5D6
EBECEDEE
03040506
1B1C1D1E

DD5891B5
8DCEFICE
FOF4F7E8
CO89A31D
28C0C1C2
D7D8D9DA
EFFOF1F2
0708090A
1F202122

01000003
7COB22CF
91DDB644
53289713
1D398B73
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

7801D5FE
6F8BEADD
07A28AAF
C5E@DCoOF
454CDD4B
C7C8COCA
DFEQE1EZ
F7F8FIFA
0F101112
2728292A

0D1C991A
22287C73
5FOD154E
71961D67
A6F5A437
CBCCCDCE
E3E4ESEG
FBFCFDFE
13141516
2B2C2D2E

Hash(counter| Ino_of_bits_to_returnl!|input_string) is

53AA08A1 A34FCCBD 82A0817A F3C88(C35
49BCDFCB DFBC1D74 ©8B137ES5 OB3ABA20 0D1524B5 BCA3138F
77C45377 B501948B 2A4C5AD5 1BESF99E 9AE264A3 ZAEFEQ40

53AA08A1 A34FCCBD 82A0817A F3C88(C35
49BCDFCB DFBC1D74 ©8B137E5 OB3ABA20 0D1524B5 BCA3138F
77C45377 B501948B 2A4C5AD5 1BESF99E 9AE264A3 ZAEFEQ40



1=2

counter| Ino_of_bits_to_returnllinput_string is

9B6A8086
B17582C1
65EC1187
B2EQ510A
052B76F6
CFDOD1D2
E7E8EQEA
FF000102
1718191A

EECESEQ4
26FABDQ7
C61098C5
37327ED9
4BBCF811
D3D4D5D6
EBECEDEE
03040500
1B1C1D1E

DD5891B5
8DCEF9CE
FOF4F7ES8
CO89A31D
28C0C1C2
D7D8DIDA
EFFOF1F2
0708090A
1F202122

02000003
7CoB22CF
91DDB644
53289713
1D398B73
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

7801D5FE
6F8BEADD
07A28AAF
C5EQ@DCoF
454CDD4B
C7C8C9CA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

©OD1C991A
22287C73
5F@OD154E
71961D67
A6F5A437
CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
39A298BE 17D0@D28 8868EA39 7BICF3F3

FC352224
5A36DDE?Z

temp =

V is

3549BCDF
8F77C453
4039A298
6115E445

3549BCDF
8F77C453
4039A298
6115E445

74ABOBo1
3C45BDEC

CBDFBC1D
77B50194
BE17D0@D
434AAB90

CBDFBC1D
77B50194
BE17D@@D
434AAB90

15E44543
2B2ACB7D

53AA08
7408B137
8B2A4(C5A
288868EA
3B4611A7

53AA08
7408B137
8B2A4C5A
288868EA
3B4611A7

Hash_df - Generate C - Step 4

0x001 1V 1is

0053AA08

3549BCDF CBDFBC1D 7408B137
8F77C453 77B50194 8BZ2A4(C5A
4039A298 BE17D0O@D 288868EA

4AAB903B
047D5246

A1A34FCC
ESOB3ABA
D51BE5F9
397B9CF3
830734A7

A1A34FCC
ESOB3ABA
D51BE5F9
397B9CF3
830734A7

A1A34FCC
ESOB3ABA
D51BE5SF9
397B9CF3

4611A783
3537076A

BD82A081
200D1524
9E9AEZ264
F3FC3522
AF5A36DD

BD82A081
20001524
9E9AEZ64
F3FC3522
AF5A36DD

BD82A081
20001524
9E9AEZ64
F3FC3522

0734A7AF
OA6cFF410

7AF3C88C
B5BCA313
A32AEFEOQ
2474AB0OB
E23C45BD

7AF3C88C
BSBCA313
A32AEFEOQ
2474ABOB
E23C45BD

7AF3C88C
BSBCA313
A3Z2AEFEOQ
2474ABOB



6115E445 434AAB90 3B4611A7 830734A7 AF5A36DD EZ23C45BD

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is
01 00000378 0053AA08 A1A34FCC BD82A@81 7AF3(C88C
3549BCDF CBDFBC1D 7408B137 ES50QB3ABA 200D1524 B5BCA313
8F77C453 77B50194 8B2A4C5A D51BESF9 9E9AE264 A32AEFEQ
4039A298 BE17D0@D 288868EA 397BACF3 F3F(C3522 2474AB0OB
6115E445 434AAB90 3B4611A7 830734A7 AF5A36DD E23C45BD

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
CoD57BB6 D50B2114 4F2FFFEC 22B980F1
0317AD7C A1814A87 CE8000B1 6C56D396 9F54FQ93 201CC480
85360AA0 DAB042(C8 8ED611B9 615748A4 9A73869C 3C00Q52CC

temp =
COD57BB6 D50B2114 4F2FFFEC 22B980F1
0317AD7C A1814A87 CE8000B1 6(56D396 9F54F093 201CC480
85360AA0 DABQ42C8 8ED611B9 615748A4 9A73869C 3C00Q52CC

counter| Ino_of_bits_to_returnl|input_string is
02 00000378 0053AA08 A1A34FCC BD82AQ81 7AF3C88C
3549BCDF CBDFBC1D 7408B137 ES50QB3ABA 200D1524 B5BCA313
8F77C453 77B50194 8B2A4C5A D51BESF9 9E9AE264 A32AEFEQ
4039A298 BE17DOOD 288868EA 397BACF3 F3F(C3522 2474AB0OB
6115E445 434AAB90 3B4611A7 830734A7 AF5A36DD E23C45BD

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
B6390CA9 72DESFD8 51C4D@13 8172E71B
47EE2D77 A622962B 7A47E3E6 8FE8C5C7 4D809631 DAGD8F45
E235F725 903499A3 676CD633 AC73AFFC C895889E 4CD7E12E



temp =
C@OD57B B6D50B21 144F2FFF EC22B980
F10317AD 7CA1814A 87CE8000 B16(C56D3 969F54F0 93201CC4
8085360A AODABQ42 (C88ED611 B9615748 A49A7386 9C3C0052
CCB6390C A972DESF D851C4D0 138172E7 1B47EEZ2D 77A62296
2B7AA7E3 EG8FE8CS (C74D8096 31DAGD8F 45E235F7 25903499

Cis
COD57B B6D50B21 144F2FFF EC22B980
F10317AD 7CA1814A 87CE800@ B1o6(C56D3 969F54F0 93201CC4
8085360A AQDABQ42 C88ED611 B9615748 A49A7386 9C3C0052
CCB6390C A972DESF D851C4D@ 138172E7 1B47EE2D 77A62296
Z2B7A47E3 EG68FE8CS5 C74D8096 31DA6D8F 45E235F7 25903499

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024

additional_input <empty>

Hashgen

requested_no_of_bits = 1024

data is
53AA08 A1A34FCC BD82A081 7AF3C88C
3549BCDF CBDFBC1D 7408B137 ES0B3ABA 200D1524 BS5BCA313
8F77C453 77B50194 8B2A4C5A D51BES5F9 9EQAE264 A32AEFEQ
4039A298 BE17D0@OD 288868EA 397BI9CF3 F3F(3522 2474AB0OB
6115E445 434AAB90 3B4611A7 830734A7 AFS5A36DD E23C45BD

w_1i 1is
E66698CF BF1B3FZ2E 919C0303 GES584EAA
81CF1C66 ©66240AF0@ 5F706370 43733954 D8A1E5A6 6A04C53C



6900FDC1 45D4A3A8

W is

81CF1Co6 66240AF0
6900FDC1 45D4A3A8

data 1is

3549BCDF CBDFBC1D
8F77C453 77B50194
4039A298 BE17D00@D
6115E445 434AAB90Q

w_1i is

5D6F3473 1320FF@D
9008DD39 2112AEC2

W is

919C0303 6E584EAA
D8A1E5A6 6A04C53C
4E14E205 1F624A05
5D6F3473 1320FF@D
9008DD39 2112AEC2

returned_bits is

919C0303 6ES584EAA
D8A1E5A6 6A04C53C
4E14E205 1F624A05
5D6F3473 1320FF@D
9008DD39 2112AEC2

OA31F586

E66698CF
S5F706370
OA31F586

53AA08
7408B137
8B2A4C5A
288868EA
3B4611A7

EEA1F8B6
CF78D795
02F2E481

81CF1Co6
6900FDC1
EEA1F8B6
CF78D795
02F2E481

81CF1Cob
6900FDC1
EEA1F8B6
CF78D795
02F2E481

8ACE9AC9

BF1B3F2E
43733954
8ACE9AC9

A1A34FCC
ESOB3ABA
D51BES5F9
397B9CF3
830734A7

84AA5410
EGEFAZDF
CB9D83F9

66240AF0
45D4A3A8
84AA5410
EGEFAZDF
CB9D83F9

66240AF0
45D4A3A8
84AA5410
EGEFAZDF
CB9D83F9

4E14E205

919C0303
DBA1E5A6
4E14E205

BD82A081
200D1524
9E9AEZ264
F3FC3522
AF5A36DD

BCE315E7
92B98BE6
87FEAG9C

E66698CF
5F706370
OA31F586
BCE315E7
92B98BE6
87FEAG9C

E66698CF
5F706370
OA31F586
BCE315E7
92B98BE6
87FEAG9C

1F624A05

6ES584EAA
6A04C53C
1F624A05

7AF3C88C
BSBCA313
A32AEFEQ
2474ABOB
E23C45BE

6EAQ7C71
36CDFBA2
D1B368BB

BF1B3F2E
43733954
8ACE9AC9
6EAQ7C71
36CDFBA2
D1B368BB

BF1B3F2E
43733954
8ACE9AC9
6EAQ7C71
36CDFBA2
D1B368BB



Update V

Ox0311V 1is
0353AA08 A1A34FCC BD82A@81 7AF3(C88C
3549BCDF CBDFBC1D 7408B137 ES0OB3ABA 200D1524 B5BCA313
8F77C453 77B50194 8B2A4CS5A DS51BESF9 9EQAE264 A32AEFEQ
4039A298 BE17D0@OD 288868EA 397BI9CF3 F3F(3522 2474AB0OB
©6115E445 434AAB90 3B4611A7 830734A7 AF5A36DD E23C45BD

H is
9570EF86 9B34(C000 8DF(C9B32 S5EB45FB7
FAB68DF6 244CA3C5 49A08912 7263A47D A717A227 4105COES8
87C48A0D C5FD6557 269EAAQ7 20C14DB4 69FEEGAF 34355ECO

Updated values

V is
147F84 58785AED D1D1D081 6716820D
264CD48D 48813D67 FBD73138 9677918D B6AC6A15 48DCBFD8
QFFCFASE 188FB1D7 E92A11F3 29B1FD42 D131F11D 9E1B4FEB
01A6699B 8BD75232 4A7AB6CC BF6@B458 B65BC576 DD20978A
1454B636 EFD7F9AD 29323C44 D5AZ2EFEB 5F3B5384 3C01D917

reseed_counter is
0000 00000002

rnd_val 1is
E66698CF BF1B3F2E
919C0303 6ES584EAA 81CF1C66 66240AFQ 5F706370 43733954
D8A1E5AG6 6A0Q4C53C 6900FDC1 45D4A3A8 QA31F586 8ACE9AC9
4E14E205 1F624A05 EEA1F8B6 84AA5410 BCE315E7 6EAQ7C71
5D6F3473 1320FFOD CF78D795 EGEFAZDF 92B98BEG 36CDFBAZ
9008DD39 2112AEC2 ©2F2E481 (B9D83F9 87FEAG9C D1B368BB

A
Hash_DRBG

Requested Security Strength = 256



Requested Hash Algorithm = SHA-

512

prediction_resistance_flag = "ENABLED"

EntropyInput =
000102
OF101112 13141516 1718191A
2728292A 2B2C2D2E 2F303132
3F404142 43444546 4748494A
5758595A 5B5C5D5E 5F606162

EntropyInputl (for Reseedl) =
808182
8F909192 93949596 9798999A
A7A8A9AA ABACADAE AFB@B1BZ2
BFCOC1C2 (C3C4C5C6 C7C8CICA
D7D8D9DA DBDCDDDE DFEQ@E1E2

EntropyInput2 (for Reseed2) =
cocicz
CFD@OD1D2 D3D4D5D6 D7D8D9DA
E7ESEQEA EBECEDEE EFFQF1F2
FF000102 03040506 0708090A
1718191A 1B1C1D1E 1F202122

Nonce =
20212223

PersonalizationString

404142
4F505152 53545556 5758595A
6768696A 6B6C6DGE 6F707172
7F808182 83848586 8788898A
9798999A 9B9CIDOE 9FAQA1AZ

AdditionallInputl =
606162
6F707172 73747576 7778797A
8788898A 8B8C8D8E 8F909192
9FAQAL1AZ A3A4ASA6 A7A8A9AA
B7B8B9BA BBBCBDBE BFCQC1(C2

030405006
1B1C1D1E
33343536
4B4C4D4E
63646566

83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

24252627

43444546
5B5C5D5E
73747576
8B8C8DSE
A3A4ASAG

63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

0708090A
1F202122
3738393A
4F505152
6768696A

8788898A
9FAQA1A2
B7B8BI9BA
CFDOD1D2
E7ESEQEA

C7C8C9CA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

28292A2B

4748494A
5F606162
7778797A
8F909192
A7A8A9AA

6768696A
7F808182
9798999A
AFBOB1BZ
C7C8CO9CA

0BOCODOE
23242526
3B3C3D3E
53545556
6B6Co6D6E

8B8C8DBE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

2C2D2E2F

4B4C4D4E
63646566
7B7C7D7E
93949596
ABACADAE

6B6CoD6E
83848586
9B9C9DIE
B3B4B5B6
CBCCCDCE



AdditionalInput2 =
AQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE BFCQOC1C2 (C3C4C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5E6 E7VESEQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A 0BOCODOE

B L

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k %k %k %k %k 3k 3k >k %k %k %k % %k %k %k *k %k %k %k

Hash_DRBG_Instantiate_algorithm

entropy_input is

0F101112
2728292A
3F404142
5758595A

nonce 1is

personal_str

4F505152
6768696A
7F808182
9798999A

13141516
2B2C2D2E
43444546
5B5C5D5E

is

53545556
6B6CoD6E
83848586
9B9CI9D9E

prediction_resistance_

000102
1718191A
2F303132
4748494A
5F606162

20212223

404142
5758595A
6F707172
8788898A
9FAQA1AZ

030405006
1B1C1D1E
33343536
4B4C4DAE
63646566

24252627

43444546
5B5C5D5E
73747576
8B8C8DSE
A3A4ASAG

0708090A
1F202122
3738393A
4F505152
6768696A

28292A2B

4748494A
5F606162
7778797A
8F909192
A7A8A9AA

0BOCODOE
23242526
3B3C3D3E
53545556
6B6CoD6E

2C2D2E2F

4B4C4D4E
63646566
7B7C7D7E
93949596
ABACADAE

flag = "PredictionResistance"

Hash_df - Generate seed(which is V) - Step 2

seed_material is
0001 02030405 06070809 QAQBOCOD QEQF1011 12131415
16171819 1A1B1CID 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36373839 3A3B3(C3D 3E3F4041 42434445
46474849 4A4B4C4D 4E4F5051 52535455 56575859 S5A5B5C5D



SE5F6061 62636465 66676869 6A6B6COD 6E202122 23242526
2728292A 2B2C2D2E 2F404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596
9798999A 9BI9CIDOE 9FAQA1AZ A3A4AS5A6 A7A8A9AA ABACADAE

no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnllinput_string is

010000
03780001 02030405 06070809 Q0AOBOCOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36373839 3A3B3(C3D 3E3F4041 42434445
46474849 4A4B4C4AD 4E4F5051 52535455 56575859 5A5B5C5D
SE5F6061 62636465 66676869 6A6B6C6D 6E202122 23242526
2728292A 2B2C2D2E 2F404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5DSE 5F606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596
9798999A 9BI9CIDIE 9FAQALA2 A3A4ASA6 A7A8A9AA ABACADAE

Hash(counter| Ino_of_bits_to_returnllinput_string) is
ESASC585 D6A9E11C 58581F35 14EE19A7
048CFQ96 A3E9B139 DICQA2CQ 67931041 4073C104 E2F6F8A3
7C7C666E 11FF4439 33ABA1CF AD4C620C DFFSDA8C @86QCEEE

temp =
ESAS5C585 D6A9E11C 58581F35 14EE19A7
048CF@96 A3E9B139 DICOA2C0 67931041 4073C104 E2F6F8A3
7C7C666E 11FF4439 33ABA1CF AD4C620C DFFSDA8C 086QCEEE

counter| Ino_of_bits_to_returnl|input_string 1is
020000



03780001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
4F505152
6768696A
7F808182
9798999A

02030405 06070809
1A1B1C1D 1E1F2021
32333435 36373839
4A4B4C4D 4E4F5051
62636465 66676869
2B2C2D2E 2F404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9B9C9D9E 9FAQA1AZ

0AOBOCAD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8DEE
A3A4A5A6

OEQF1011 12131415
26272829 2A2B2(C2D
3E3F4041 42434445
56575859 5A5B5C5D
6E202122 23242526
4748494A 4B4C4D4E
5F606162 63646566
7778797A 7B7C7D7E
8F909192 93949596
A7A8A9AA ABACADAE

Hash(counter| Ino_of_bits_to_return||input_string) is
80B87195 7508538D 2D87A4A3 B5728ADB

4191974A
12955B4C

temp =

A7048CF0
A37C7Co6
EE80B871
3D2E5858

V is

A7048CF0
A37C7C66
EE80B871
3D2E5858

384F323D 2E585869
4838B9FB EB00568D

ESA5C5
96A3E9B1 39D9C0A2
6E11FF44 3933ABA1
95750853 8D2D87A4
695C152F 99DOESCF

ESASC5
96A3E9B1 39D9COA2
6E11FF44 3933ABA1
95750853 8D2D87A4
695C152F 99DOESCF

Hash_df - Generate C - Step 4

0x001 1V 1is

A7048CF0
A37C7C66
EE80B871
3D2E5858

@OE5AS5C5
96A3E9B1 39D9COA2
6E11FF44 3933ABA1
95750853 8D2D87A4
695C152F 99DOESCF

5C152F99
36F727E1

85D6A9E1
C0679310
CFAD4Co2
A3B5728A
4CB41BC2

85D6A9E1
C0679310
CFAD4C62
A3B5728A
4CB41BC2

85D6A9E1
C0679310
CFAD4C62
A3B5728A
4CB41BC2

DOE8CF4C B41BCZ2A6
742FF774 E8542A4B

1C58581F 3514EE19
414073C1 Q4E2F6F38
OCDFF5DA 8C0860CE
DB419197 4A384F32
A612955B 4(C4838B9

1C58581F 3514EE19
414073C1 Q4EZ2F6F8
OCDFF5DA 8C0860CE
DB419197 4A384F32
A612955B 4C4838B9

1C58581F 3514EE19
414073C1 Q4EZ2F6F8
OCDFF5DA 8C@860CE
DB419197 4A384F32
A612955B 4(C4838B9



no_of_bits_to_return = 888

counter| Ino_of_bits_to_returnl|input_string is
01 00000378 QOESASCS 85D6A9E1 1C58581F 3514EE19
A7048CFQ 96A3E9B1 39D9COA2 (0679310 414073C1 Q4E2F6F8
A37C7C66 6E11FF44 3933ABA1 CFAD4C62 QCDFF5DA 8CQ86@CE
EE8OB871 95750853 8D2D87A4 A3B5728A DB419197 4A384F32
3D2E5858 695C152F 99DOE8CF 4(CB41BC2 A612955B 4(C4838B9

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
@C193DBC 1942C121 (C63513ED 95ECA91C
6255031 7506462C 47BOF34F 99716F36 EAD9FF51 ACAB423C
421CAB62 DF4D8C79 2E38D533 9D60OAA24 ©292E134 A249A577

temp =
0C193DBC 1942(C121 (C63513ED 95ECA91C
62C55031 7506462C 47BOF34F 99716F36 EADI9FF51 ACAB423C
421CAB62 DF4D8C79 2E38D533 9D60OAA24 ©292E134 A249A577

counter| Ino_of_bits_to_returnl|input_string is
02 00000378 QOESASCS 85D6A9E1 1C58581F 3514EE19
A7048CFO 96A3E9B1 39D9COA2 (0679310 414073C1 Q4E2F6F8
A37C7C66 6E11FF44 3933ABA1 CFAD4C62 QCDFF5DA 8CQ86@CE
EE8OB871 95750853 8D2D87A4 A3B5728A DB419197 4A384F32
3D2E5858 695C152F 99DOE8CF 4(CB41BC2 A612955B 4(C4838B9

Hash(counter| Ino_of_bits_to_returnl||input_string) is
0176FE93 A4C199A2 258615DD A84QAEGF
C2E7DB39 1315119E 57774F94 396(C81F5 F8D4835D 618D960B
297E97F1 A21B35E3 E450A877 4819D918 961DFCO1 FFC73630

temp =
0C193D B(C1942C1 21(C63513 ED9SECA9



1C62C550 31750646 2C47BOF3 4F99716F 36EADOFF 51ACAB42
3C421CAB 62DF4D8C 792E38D5 339D60QAA 240292E1 34A249A5
770176FE 93A4C199 A2258015 DDA840OAE ©FCZ2E7DB 39131511
9E57774F 94396(C81 F5F8D483 5D618D9% ©0B297E97 F1A21B35

Cis
0C193D BC1942(C1 21C63513 ED95ECA9Q
1C62C550 31750646 2C47BOF3 4F99716F 36EADIFF 51ACAB42
3C421CAB 62DF4D8C 792E38D5 339D6QOAA 240292E1 34A249A5
770176FE 93A4C199 A2258615 DDA84QAE 6FC2E7DB 39131511
9E57774F 94396(C81 F5F8D483 5D618D96 ©OB297E97 F1A21B35

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k >k 3k 3%k 3k %k %k 3k 3%k 3%k 3k %k %k 3k 3%k 3k %k %k 3k 3%k 3k >k %k %k 3%k 3% %k %k %k *k %k %k k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024

additional_input
606162 63646566 6768696A 6B6CODGE
oF707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DOE
9FAQA1AZ A3A4A5A6c A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6
B7B8B9BA BBBCBDBE BFC@C1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5EG EVES8EQEA EBECEDEE

additional_input



606162

6F707172 73747576 7778797A
8788898A 8B8C8DSE 8F909192
9FAQA1AZ A3A4AS5A6 A7A8A9AA
B7B8B9BA BBBCBDBE BFCQOC1(Z

Hash_df - Generate seed(which is

seed_material 1is

Q1E5
E9B139D9
FF443933
08538D2D
152F99D0
86878889
9E9FA0AL
B6B7B8B9
CECFDOD1
EGE7E8E9
6F707172
8788898A
9FAOA1AZ
B7B8B9BA

A5C585D6
CoA2Co67
ABA1CFAD
87A4A3B5
E8CF4CB4
8A8B8C8D
A2A3A4A5
BABBBCBD
D2D3D4D5
EAEBECED
73747576
8B8C8DSE
A3A4A5A6
BBBCBDBE

A9E11(58
93104140
4C620CDF
728ADB41
1BC2A612
8E8F9091
AGA7A8A9
BEBFCOC1
DeD7D8D9
EE606162
7778797A
8F909192
A7A8A9AA
BFCOC1C2

no_of_bits_to_return = 888

63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

V) - Step 2

581F3514
73C104E2
F5DA8C0O8
91974A38
955B4(48
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7DYE
93949596
ABACADAE
C3C4C5C6

EE19A704
F6F8A37C
60CEEE80
4F323D2E
38B98081
96979899
AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

counter| |no_of_bits_to_returnl|input_string is

037801E5
E9B139D9
FF443933
08538D2D
152F99D0
86878889
9E9FAQAL
B6B7B8B9
CECFD@D1
EGE7ESE9

A5C585D6
CoA2C067
ABA1CFAD
87A4A3B5
E8CF4CB4
8A8B8C8D
AZA3A4A5
BABBBCBD
D2D3D4D5
EAEBECED

A9E11C58
93104140
4C620CDF
728ADB41
1BC2A612
8E8F9091
AGA7A8A9
BEBFCOC1
DeD7D8D9
EE606162

581F3514
73C104E2
F5DA8C0O8
91974A38
955B4(48
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566

EE19A704
F6F8A37C
60CEEE80
4F323D2E
38B98081
96979899
AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A

6B6CoD6E
83848586
9B9C9DOE
B3B4B5B6
CBCCCDCE

8CF096A3
7C666E11
B8719575
5858695C
82838485
9A9B9C9D
BZ2B3B4B5
CACBCCCD
E2E3E4ES
6B6CoD6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

010000
8CF096A3
7C666E11
B8719575
5858695C
82838485
9A9B9C9D
B2B3B4B5
CACBCCCD
EZ2E3E4ES
6B6C6D6E



6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCOC1CZ2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Hash(counter| Ino_of_bits_to_returnllinput_string) is
04FQOF3B8 9552F8C0O QQ6FE2BA 33D069A4
08885EBO AE9A9618 F8381(C83 2B8A6GFD8 1FFFFF52 5C4BD7EZ2
E3EDEGED 7ACQ2DED 66DFBFAQ 50134D3B 1A828DA2 D4818482

temp =
Q4FQF3B8 9552F8CO QQGFE2BA 33D0Q69A4
08885EBO AE9A9618 F8381(C83 2B8AGFD8 1FFFFF52 5C4BD7E2
E3EDEGED 7ACQ2DED 66DFBFAQ 50134D3B 1A828DA2 D4818482

counter| |no_of_bits_to_return||input_string is

020000
@37801E5 AS5C585D6 A9E11C58 581F3514 EE19A704 8CFQ96A3
E9B139D9 (CQA2C067 93104140 73C104E2 F6F8A37C 7C666E11
FF443933 ABA1CFAD 4C620CDF F5DA8C0O8 6QCEEE8@ B8719575
08538D2D 87A4A3B5 728ADB41 91974A38 4F323D2E 5858695C
152F99D@ E8CF4CB4 1BC2A612 955B4(C48 38B98081 82838485
86878889 8A8B8C8D 8E8FI9091 92939495 96979899 9A9BICID
9E9FAQOAL1 A2A3A4A5 A6A7A8A9 AAABACAD AEAFBOB1 B2B3B4B5
B6B7B8B9 BABBBCBD BEBFCQC1 C2C3C4C5 C6C7C8C9 CACBCCCD
CECFD@OD1 D2D3D4D5 DoD7D8D9 DADBDCDD DEDFEQE1 EZ2E3E4ES
EGE7E8E9 EAEBECED EE606162 63646566 6768696A 6B6CO6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DBE 8F909192 93949596 9798999A 9BOCIDIE
9FAQA1AZ A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
6BDAQEED A45C794A 18BQ4CED 7ESAFAAE
88B743FE 0833735F (59704C4 3252DAC6 76A4C91B 8D3E78DC
41782C01 96D73DFD 11C631F3 7B382D42 DOF77A4A AQ4QE727



temp =

V is

A408885E
EZ2E3EDEG6
826BDAQE
5FC59704

A408885E
E2E3EDEG
826BDAQE
5FC59704

BOAE9A96
ED7ACQ2D
EDA45C79
C43252DA

BOAE9A96
ED7AC@2D
EDA45C79
C43252DA

04FOF3
18F8381C
ED66DFBF
4A18B04C
C676A4C9

04FOF3
18F8381C
ED66DFBF
4A18B04C
C676A4C9

Hash_df - Generate C - Step 4

0x0011V 1is

0004FOF3

A408885E BOAE9A96 18F8381C
E2E3EDE6 ED7ACQOZ2D ED6G6DFBF
826BDAQE EDA45C79 4A18B04C
5FC59704 (C43252DA Co676A4C9

no_of_bits_to_return = 888

B89552F8
832B8A6F
A050134D
ED7E8AFA
1B8D3E78

B89552F8
832B8A6GF
A050134D
ED7E8AFA
1B8D3E78

B89552F8
832B8A6GF
A050134D
ED7E8AFA
1B8D3E78

CO0O6FE2
D81FFFFF
3B1A828D
AE88B743
DC41782C

CO0O6FE2
D81FFFFF
3B1A828D
AE88B743
DC41782C

CO0O6FE2
D81FFFFF
3B1A828D
AE88B743
DC41782C

counter| |no_of_bits_to_returnllinput_string is
01 00000378 Q0V4FQOF3 B89552F8 COQQGFE2
A4Q8885E BOAE9A96 18F8381C 832B8AGF D81FFFFF
E2E3EDE6 ED7ACQ2D EDGGODFBF A@50134D 3B1A828D
826BDAQE EDA45C79 4A18B04C ED7ESAFA AE88B743
5FC59704 (C43252DA C676A4C9 1B8D3E78 DC41782C

BA33D069
525C4BD7
A2D48184
FEQ83373
0196D73D

BA33D069
525C4BD7
A2D48184
FE@83373
0196D73D

BA33D069
525C4BD7
A2D48184
FE@83373
0196D73D

BA33D069
525C4BD7
A2D48184
FE@83373
0196D73D

Hash(counter| Ino_of_bits_to_returnl||input_string) is

76878CDA 0362CAD7 DB3F3D92 17093D29
602FF901 5D2D87A1 8EE4B2F2 88947D33 4565E066 F7E104AC
DDBC773B 1486541E D12488D3 B70OFCD34 AEG8F5AD 78464189



temp =
76878CDA 0362CAD7 DB3F3D92 17093D29
602FF901 5D2D87A1 8EE4B2F2 88947D33 4565E066 F7E104AC
DDBC773B 1486541E D12488D3 B7QFCD34 AE68FSAD 78464189

counter| Ino_of_bits_to_returnl|input_string is
02 00000378 Q0OAFQOF3 B89552F8 COOO6FE2 BA33D069
A4Q8885E BOAE9A96 18F8381C 832B8A6F D81FFFFF 525C4BD7
E2E3EDE6 ED7ACO2D ED66DFBF A@50134D 3B1A828D A2D48184
826BDAQE EDA45C79 4A18B04C ED7E8AFA AE88B743 FEQ83373
S5FC59704 (C43252DA Co676A4C9 1B8D3E78 D(C41782C ©196D73D

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
A8@53FAF AS58CA32F EASC4F5C 7F3AEF74
D699AD57 13E64377 430E4528 ES54BOEEG CE4DB441 907CAS52A
3F90A768 7AA9QE89 4EGOES54B C1E4E3ES5 101ADOF5 CC8DD1EQ

temp =
76878C DA@362CA D7DB3F3D 9217093D
29602FF9 015D2D87 A18EE4B2 F288947D 334565EQ 66F7E104
ACDDBC77 3B148654 1ED12488 D3B70FCD 34AEG8F5 AD784641
89A8053F AFA58CA3 2FEA5C4F 5C7F3AEF 74D699AD 5713E643
77430E45 28ES54B6E E6CE4DB4 41907CAS 2A3F90A7 687AA90E

Cis
76878C DAOG362CA D7DB3F3D 9217093D
29602FF9 015D2D87 A18EE4B2 F288947D 334565EQ 66F7E104
ACDDBC77 3B148654 1ED12488 D3B70QFCD 34AEG8F5 AD784641
89A8053F AFAS8CA3 2FEASC4F 5C7F3AEF 74D699AD 5713E643
77430E45 28E54B6E EGCE4DB4 41907CAS5 2A3F90A7 687AA9QE

3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3k %k %k %k 3k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3% 3k >k %k %k %k % %k %k %k %k %k %k %k

Hash_DRBG_Generate_algorithm



requested_number_of_bits = 1024

additional_input <empty>

Hashgen

requested_no_of_bits = 1024

data is
04FQF3 B89552F8 (COOOGFEZ2 BA33D069
A408885E BOAE9A96 18F8381C 832B8A6F D81FFFFF 525C4BD7
E2E3EDE6 ED7AC02D EDoo6DFBF A@50134D 3B1A828D AZ2D48184
826BDAQE EDA45C79 4A18B04C ED7EBAFA AE88B743 FEQ83373
5FC59704 (C43252DA C676A4C9O 1B8D3E78 DC41782C 0196D73D

w_1i 1is
7590A763 72308BD5 A5613439 934678B3
5521A94D 81ABFE63 A21ACF61 ABB88B61 E86A12C3 7F308F2B
BBE32BE4 B38DQ3AE 808380649 4D7QEF52 E9E1365D D18B7784

W is
7596A763 72308BD5 A5613439 934678B3
5521A94D 81ABFE63 AZ21ACFol ABB88B61 E86A12C3 7F308F2B
BBE32BE4 B38DO3AE 80838649 4D7QEF52 E9E1365D D18B7784

data is
04FQF3 B89552F8 COOOGFEZ2 BA33D069
A408885E BOAE9A96 18F8381C 832B8A6F D81FFFFF 525C4BD7
E2E3EDE6 ED7AC@2D EDo6DFBF A@50134D 3B1A828D AZ2D48184
826BDAOE EDA45C79 4A18B04C ED7ES8AFA AE88B743 FE@83373
5FC59704 (C43252DA C676A4C9 1B8D3E78 DC41782C 0196D73E



w_1i is

95741946
8E401711

W is

A5613439
E86A12(C3
E9E1365D
95741946
8E401711

CEBE5857
01AQE330

934678B3
7F308F2B
D18B7784
CEBE5857
01AQE330

returned_bits is

A5613439
E86A12(C3
E9E1365D
95741946
8E401711

934678B3
7F308F2B
D18B7784
CEBE5857
01AQE330

CAB826F3
1DF58ED3
2838EQAD

5521A94D
BBE3Z2BE4
CAB826F3
1DF58ED3
2838EQAD

5521A94D
BBE3Z2BE4
CAB826F3
1DF58ED3
2838EQAD

Update V

Ox031 1V 1is
A408885E
E2E3EDEG
826BDAQE
5FC59704

H is
9B9BE4AE
F532A3C7

Updated values

V is

BOAE9A96
ED7AC0O2D
EDA45C79
C43252DA

3676F474
9EQC7208

0304F0OF3
18F8381C
ED66DFBF
4A18B04C
C676A4C9

570B7582
C31F49B0
17510AAB

7B7880

1D47579E
9980D9AF
9E849(C01

81ABFE6G3
B38D@3AE
1D47579E
9980D9AF
9E849(01

81ABFE6G3
B38DO3AE
1D47579E
9980D9AF
9E849(01

B89552F8
832B8A6F
A050134D
ED7EBAFA
1B8D3E78

C7A57D2D
AE96(CDo4
6AF67458

9298B5C3

4D57F69D
44E69F01
988993CF

7596A763
A21ACF61
80838649
4D57F69D
44E69F01
988993CF

7596A763
AZ21ACF61
80838649
4D57F69D
44E69F01
988993CF

CO006FE2
D81FFFFF
3B1A828D
AE88B743
DC41782C

©0D1631DD
33D19AEB
9AB9180B

97DBAF20

8BF3152B
E8989759
9F6E5263

72308BD5
ABB88B61
4D7@EF52
8BF3152B
E8989759
9F6E5263

72308BD5
ABB88B61
4D7QEF52
8BF3152B
E8989759
9F6E5263

BA33D069
525C4BD7
A2D48184
FE@83373
0196D73D

208A507A
51584CEA
51620620

4C4AD9A6



CD68B857 B20BC81D BA871CCF 75B41EED ©@B6565DF B9542CDC
8FC1AASE 288F4682 634379CB 3BACAQ47 7CDF1D6@ 70D71840
A7AFC3FC D3C@ODD91 3D22564C F894934E 5730EBDC A67466Al
CC3B4911 8B241051 C495FD28 (C8142F76 A13A20DE BB73866C

reseed_counter is
0000 00000002

rnd_val 1is
7596A763 72308BD5
A5613439 934678B3 5521A94D 81ABFE63 A21ACF6l1 ABB88B61
E86A12C3 7F308F2B BBE32BE4 B38DO3AE 80838649 4D7QEF52
E9E1365D D18B7784 CAB826F3 1D47579E 4D57F69D 8BF3152B
95741946 CEBES857 1DFS58ED3 9980D9AF 44E69FQ1 E8989759
8E401711 Q1AQE330 2838EQAD 9E849(0@1 988993CF 9F6E5263

Second call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3%k 3k %k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k % 3k 3k %k %k %k % %k %k %k *k %k %k %k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024

additional_input
AOAL1A2 A3A4ASA6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5Co
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5De D7D88DODA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8F9FA FBFCFDFE FF000102 03040506 0708090A 0BOCODOE

Generate FAILED: Reseed is required

Hash_DRBG_Reseed_algorithm

entropy_input
COC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFE@E1EZ2 E3E4ESEG
E7VESEQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE



FF000102 03040506 0708090A
1718191A 1B1C1D1E 1F202122

additional_input

AQA1A2

AFBOB1B2 B3B4B5B6 B7B8BIBA
C7C8C9CA (CBCCCDCE CFD@D1D2
DFEQE1EZ E3E4ES5E6 E7VESEQEA
F7F8FOFA FBFCFDFE FF000102

Hash_df - Generate seed(which is

seed_material 1is

017B
C81DBA87
46826343
DD913D22
1051C495
CeC7C8C9
DEDFEQE1
F6F7F8F9
OEQOF1011
26272829
AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FIOFA

78809298
1CCF75B4
79CB3BAC
564CF894
FD28C814
CACBCCCD
E2E3E4ES
FAFBFCFD
12131415
2A2B2C2D
B3B4B5B6
CBCCCDCE
E3E4ESEG
FBFCFDFE

B5C397DB
1EED@B6G5
A0477CDF
934E5730
2F76A13A
CECFD@D1
EGE7ESE9
FEFF0001
16171819
2EAQA1AZ
B7B8BI9BA
CFDOD1D2
E7E8E9EA
FF000102

no_of_bits_to_return = 888

0BOCODOE
23242526

A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

0F101112
2728292A

A7A8A9AA
BFCOC1C2
D7D8DIDA
EFFOF1F2
0708090A

V) - Step 2

AF204C4A
65DFB954
1D6070D7
EBDCA674
20DEBB73
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

D9A6CD68
2CDC8FC1
1840A7AF
66A1CC3B
866CCAC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

counter| Ino_of_bits_to_returnllinput_string is

0378017B 78809298 B5C397DB AF204C4A D9A6(CD68
C81DBA87 1CCF75B4 1EED@B65 65DFB954 2CDC8FC1
46826343 79CB3BAC A0477CDF 1D6070D7 1840A7AF
DD913D22 564CF894 934E5730 EBDCA674 66A1CC3B
1051C495 FD28C814 2F76A13A 20DEBB73 866CCOC1

13141516
2B2C2D2E

ABACADAE
(3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

B857B20B
AASEZ288F
C3FCD3C0o
49118B24
C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCAD
22232425
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

010000
B857B20B
AASEZ288F
C3FCD3C0o
49118B24
C2C3C4C5



CoC7C8C9 CACBCCCD CECFD@D1 D2D3D4D5 DeD7D8D9 DADBDCDD
DEDFEQE1 EZ2E3E4E5 EGEVE8E9 EAEBECED EEEFFOF1 F2F3F4F5
FoF7F8F9 FAFBFCFD FEFFQ001 02030405 06070809 0OAOBACOD
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2EAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCOC1CZ2 (C3C4C5C6
C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9ODA DBDCDDDE
DFEQE1EZ2 E3E4ES5E6 E7VESEQEA EBECEDEE EFFOF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040500 0708090A ©0BOCODOE

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
913CAQ13 D788EAD1 4EDFA1A5 7857414B
1D68E30D 85930C99 4EC8DEEE 1B2F7E74 4CAC3288 A442A4CD
55A41FD1 AQB265B4 90812D90 QOFFCC62 82474D78 8DFB3781

temp =
913CA013 D788EAD1 4EDFA1A5 7857414B
1D68E30D 85930C99 4ECBDEEE 1B2F7E74 4CAC3288 A442A4CD
55A41FD1 A@B265B4 90812D90 QOFFCCo62 82474D78 8DFB3781

counter| Ino_of_bits_to_returnl|input_string is

020000
0378017B 78809298 B5C397DB AF204C4A D9A6CD68 B857B20B
C81DBA87 1CCF75B4 1EED@OB65 65DFB954 2CDC8FC1 AASE288F
46826343 79CB3BAC AQ477CDF 1D6@70D7 1840A7AF C3FCD3CO
DD913D22 564CF894 934E5730 EBDCAG674 66A1CC3B 49118B24
1051C495 FD28(814 2F76A13A 20DEBB73 866CCOC1 C2C3C4C5
C6C7C8C9 CACBCCCD CECFD@OD1 D2D3D4D5 DeD7D8D9 DADBDCDD
DEDFEQE1 E2E3E4E5 EGE7E8EQ EAEBECED EEEFFOF1 F2F3F4F5
F6F7F8F9 FAFBFCFD FEFFQ001 02030405 06070809 QA@BOCQOD
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2EAQA1A2 A3A4ASA6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCQOC1C2 C3(C4(C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A 0OBOCODOE

Hash(counter| Ino_of_bits_to_return!|input_string) is



E7F19451
EQ8BEBBF FBBBA78C 16FEB723
BD51A07D 55315AFB 4612F770

temp =
913CA0Q
4B1D68E3 ©@D85930C 994EC8DE
CD55A41F D1A@B265 B490812D
81E7F194 51067495 4D9E49CE
8C16FEB7 2364F493 346BB916

V is
913CA0Q
4B1D68E3 @D85930C 994EC8DE
CD55A41F D1A@B265 B490812D
81E7F194 51067495 4D9E49CE
8C16FEB7 2364F493 346BB916

Hash_df - Generate C - Step 4

0x001 1V 1is
00913CA0
4B1D68E3 @D85930C 994EC8DE
CD55A41F D1A0BZ265 B490812D
81E7F194 51067495 4D9E49CE
8C16FEB7 2364F493 346BB916

no_of_bits_to_return = 888

0674954D
64F49334
B4936987

13D788EA
EE1B2F7E
9000FFCC
ACZ2FD981
DB78563A

13D788EA
EE1B2F7E
9000FFCC
AC2FD981
DB78563A

13D788EA
EE1B2F7E
9000FFCC
ACZ2FD981
DB78563A

9E49CEAC
6BB916DB
47C3EC71

D14EDFAl
744CAC32
6282474D
O9EOBBEB
ADBD51A0

D14EDFAl
744CAC32
6282474D
O9EOBBEB
ADBD51A0

D14EDFAl
744CAC32
6282474D
O9EOBBEB
ADBD51A0

counter| Ino_of_bits_to_returnllinput_string is
01 00000378 00913CAQ 13D788EA D14EDFAl
4B1D68E3 @D85930C 994EC8DE EE1B2F7E 744CAC32
CD55A41F D1A@B265 B490812D 900QFFCC 6282474D
81E7F194 51067495 4D9E49CE AC2FD981 Q9EQSBEB
8C16FEB7 2364F493 346BB916 DB78563A ADBD51A0Q

2FD98109
78563AAD
9C7BF6C0O

A5785741
88A442A4
788DFB37
BFFBBBAY
7D55315A

A5785741
88A442A4
788DFB37
BFFBBBAY
7D55315A

A5785741
88A442A4
788DFB37
BFFBBBAY
7D55315A

A5785741
88A442A4
788DFB37
BFFBBBAY
7D55315A



Hash(counter| Ino_of_bits_to_returnl||input_string) is

9FA80OADB 6DC1CD99 3C0Q0413B A974350B
49725E33 4A188BEB 0QA992B22 5C49DEc4 CFE92B47 8B7589B6
0649255A 304CA2EB 11BF7BB7 9021A86B A4F7BCD9 3679B8F7

temp =

9FA80ADB 6DC1CD99 3C00413B A974350B
49725E33 4A188BEB 0A992B22 5(C49DE64 CFE92B47 8B7589B6
0649255A 304CAZ2EB 11BF7BB7 9021A86B A4F7BCD9 3679B8F7

counter| Ino_of_bits_to_returnl|input_string 1is
02 00000378 00913CAQ 13D788EA D14EDFA1 A5785741
4B1D68E3 @OD85930C 994EC8DE EE1B2F7E 744CAC32 88A442A4
CD55A41F D1A@B265 B490812D 900QOFFCC 6282474D 788DFB37
81E7F194 51067495 4D9E49CE AC2FD981 QOEQSBEB BFFBBBA7?
8C16FEB7 2364F493 346BB916 DB78563A ADBD51AQ 7D55315A

Hash(counter| Ino_of_bits_to_returnl!linput_string) is
356ED503 70D4A92A 84F44891 788408BE

D41B4F3C
876(3994

temp =

0B49725E
B6064925
F7356ED5
1F90D148

C is

0B49725E
B6064925
F7356ED5
1F90D148

71B4FD1F 90D1480E
CA9463D6 887B6B27

9FA80A
334A188B EBOA992B
5A304CA2 EB11BF7B
0370D4A9 2A84F448
OES506B96 A4180D94

9FA80A
334A188B EBOA99ZB
5A304CAZ2 EB11BF7B
0370D4A9 2A84F448
OE506B96 A4180D9%4

506B96A4
457709FF

DB6DC1CD
225C49DE
B79021A8
91788408
5CEQ2C43

DB6DC1CD
225C49DE
B79021A8
91788408
5CEQ2(C43

180D945C E02C4369
FFCA9CE8 CE90D484

993C0041 3BA97435
64CFE92B 478B7589
6BA4F7BC D93679B8
BED41B4F 3C71B4FD
69876C39 94CA9463

993C0041 3BA97435
064CFE92B 478B7589
6BA4F7BC D93679B8
BED41B4F 3C71B4FD
69876C39 94CA9463



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k 3k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k >k 3%k %k 3% %k % >k %k % %k 3k %k % %k *k

Hash_DRBG_Generate_algorithm
requested_number_of_bits = 1024

additional_input <empty>

Hashgen

requested_no_of_bits = 1024

data is
913CA0 13D788EA D14EDFA1 A5785741
4B1D68E3 ©@D85930C 994EC8DE EE1BZ2F7E 744CAC32 88A442A4
CD55A41F D1A@B265 B490812D 9000FFCC 6282474D 788DFB37
81E7F194 51067495 4D9E49CE AC2FD981 Q9EQ8BEB BFFBBBAY
8C16FEB7 2364F493 346BB916 DB78563A ADBD51AQ 7D55315A

w_1i 1is
DBESEE36 FCD85301 303E1C36 17C1ACSE
23C08885 DOBEFAAD QC85A0D8 9F85B9F1 GECE3D88 AZ24EB965
Q4F2F13E FA704962 1782FS5DE 2C416AQD 294CCFES5 3545C4E3

W is
DBESEE36 FCD85301 303E1C36 17C1ACSE
23C08885 DOBEFAAD QC85A0D8 9F85B9F1 GECE3D88 AZ24EB965
Q4F2F13E FA704962 1782FS5DE 2C416AQD 294CCFES5 3545C4E3

data 1is
913CA0 13D788EA D14EDFA1 A5785741
4B1D68E3 OD85930C 994EC8DE EE1BZ2F7E 744CAC32 88A442A4



CD55A41F
81E7F194
8C16FEB7

w_1i 1is

34DQ1E37
87F8C5AF

W is

303E1C36
6ECE3D88
294CCFE5
34D0O1E37
87F8C5AF

D1A@B265
51067495
2364F493

06B486F2
2D96B20F

17C1ACSE
A24EB965
3545C4E3
06B486F2
2D96B20F

returned_bits is

303E1C36
6ECE3D88
294CCFE5
34D0Q1E37
87F8C5AF

17C1ACSE
A24EB965
3545C4E3
06B486F2
2D96B20F

B490812D
4D9E49CE
346BB916

09C48E1E
401B9820
AF3D@BB3

23C08885
04F2F13E
09C48E1E
401B9820
AF3D@BB3

23C08885
04F2F13E
09C48E1E
401B9820
AF3D0OBB3

Update V
0x0311V 1is
4B1D68E3
CD55A41F

81E7F194
8C16FEB7

H is

76345539
2EE70292

@D85930C
D1A@B265
51067495
2364F493

6AC56861
ED511374

03913CA0
994EC8DE
B490812D
4D9E49CE
346BB916

73FD2839
F86260C7
3F2C179A

9000FFCC
AC2FD981
DB78563A

285A2B82
E17298A3
92E15F4A

DOBEFAAD
FA704962
285A2B82
E17298A3
92E15F4A

DOBEFAAD
FA704962
285A2B82
E17298A3
92E15F4A

13D788EA
EE1B2F7E
9000FFCC
AC2FD981
DB78563A

3EFADC11
4918A450
A23149FC

6282474D
O9EOBBEB
ADBD51A0

9A574B72
42666918
06CDBODE

DBESEE36
0C85A0D8
1782F5DE
9A574B72
42666918
06CDBODE

DBESEE36
0C85A0D8
1782F5DE
9A574B72
42666918
06CDBODE

D14EDFAl
744CAC32
6282474D
O9EO8BEB
ADBD51A0

1ADBC674
5D41B9D7
18F27654

788DFB37
BFFBBBAY
7D553158B

B3CZ2FBE1
E15B8462
CD1B6AD7

FCD85301
9F85B9F1
2C416A0D
B3CZ2FBE1
E15B8462
CD1B6AD7

FCD85301
9F85B9F1
2C416A0D
B3CZ2FBE1
E15B8462
CD1B6AD7

A5785741
88A442A4
788DFB37
BFFBBBAY
7D55315A

E19D8341
5FC254C0
98319719



Updated values
Vis

5666DB41
835BED45
EF51B5A2
DASED292

reseed_counter

rnd_val 1is

303E1C36
6ECE3D88
294CCFES5
34DO1E37
87F8C5AF

40CFAB98
2BDOFFQ9
BF3CB1AQ
1FO6739E

is

17C1ACSE
A24EB965
3545C4E3
06B486F2
2D96B20F

30E4AA
8459620A
139F68E2
7@859EDE
17AFDE45

23C08885
04F2F13E
09C48E1E
401B9820
AF3D0OBB3

EF454AB8
1077795C
868BFD85
86C101DA
DA89CC7A

DOBEFAAD
FA704962
285A2B82
E17298A3
92E15F4A

6A8ADFE2
D91C955D
E903057F
25F66112
3037342E

0000

DBESEE36
0C85A0D8
1782F5DE
9A574B72
42666918
06CDBODE

E121CB76
DOZ2FB82E
3361F831
5C2FC564
AA515CD7

00000002

FCD85301
9F85B9F1
2C416A0D
B3C2FBE1
E15B8462
CD1B6AD7
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