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The Fractional Feistel D imension
" Fracstel"

r  =  rounds in avalanche test

p  =  number of plaintexts

c  =  number of ciphertexts w ith no avalanche

r  =  rounds in avalanche test

p  =  number of plaintexts

c  =  number of ciphertexts w ith no avalanche

rp
F  =
        p - c

rp
F  =
        p - c

Example Fracstel Calculation

F describes the number of rounds needed
so each plaintext bit causes avalanche.

For Twofish, F is an integer:

F describes the number of rounds needed
so each plaintext bit causes avalanche.

For Twofish, F is an integer:

   rp
F = (units of rounds)
       p - c

   rp
F = (units of rounds)
       p - c

   1*12800
F =                        = (2 rounds)
       12800–6400

   1*12800
F =                        = (2 rounds)
       12800–6400
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Discussion of the Fracstel

Candidates have Integer Feistel D imensions
and Fractional Feistel D imensions:

Candidates have Integer Feistel D imensions
and Fractional Feistel D imensions:

   1*12800
F =                        = 1.34 rounds
       12800–3280

   1*12800
F =                        = 1.34 rounds
       12800–3280

  0.1*12800
F =                        = 0.19 rounds
       12800–6145

  0.1*12800
F =                        = 0.19 rounds
       12800–6145

HPC:HPC:

RC6:RC6:

" N early-Ideal"  A valanche Round

Histogram of avalanche for 12800 encryptionsHistogram of avalanche for 12800 encryptions

Find the earliest round where avalanche is nearly-idealFind the earliest round where avalanche is nearly-ideal

Loki97



Geneva - Mel Friedman
4

RC6 A valanche H istogram for
1, 2, 3 and 20 Rounds

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.

M A RS A valanche
for 1, 4 and 32 Rounds

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.
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Safer+ A valanche for Rounds 1 and
2

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.

Serpent A valanche
for 1, 2 and 32 Rounds

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.
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Crypton A valanche for 2 and 3
Rounds

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.

Frog A valanche for
1, 1.5 and 8 Rounds

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.
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E2 A valanche for 1, 2 and 12 Rounds

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.

M agenta A valanche for
1, 2 and 6 Rounds

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.



Geneva - Mel Friedman
8

Cast A valanche for 1, 4 and 8 Rounds

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.

HPC  A v alanche
for 0.2, 0.5 and 1 Round

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.
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DFC A valanche for 1, 2 and 8 Rounds

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.

L oki97 A valanche
for 1, 2, 3 and 4 Rounds

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.



Geneva - Mel Friedman
10

Twofish A valanche
for 1, 2 and 4 Rounds

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.

Rijndael A valanche for 1 and 2 Rounds

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.
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DEA L  A valanche for
1/8, 1 and 6 Rounds

Number of Bits that ChangedNumber of Bits that Changed

# Occur.# Occur.

A verage A valanche

RoundsRounds

BitsBits
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A valanche Comparisons

Two Excess A valanche M etrics

CandidatesCandidates
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Table of Speed Comparisons

Java CPU Speed vs. Java V irtual
M achine
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Table of M emory Comparisons

Concluding Recommendations

• The top five candidates are:
– RC6
– M ars
– Serpent
– Hasty Pudding Cipher
– Crypton

• This conclusion used weights of:
– 4 for Excess Fracstel Ratio
– 1 for RA M
– 1 for ROM
– 1 for Encryption Speed

• The top five candidates are:
– RC6
– M ars
– Serpent
– Hasty Pudding Cipher
– Crypton

• This conclusion used weights of:
– 4 for Excess Fracstel Ratio
– 1 for RA M
– 1 for ROM
– 1 for Encryption Speed


