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"Fracstel”
|

The Fractional Feistel Dimension
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r = rounds in avalanche test

p = number of plaintexts
c = number of ciphertexts with no avalanche

Examele Fracstel Calculation

r

o
p-C

F describes the number of rounds needed
so each plaintext bit causes avalanche.

For Twofish, F is an integer:

1*12800

= = (2 rounds)

~ 12800-6400

(units of rounds)
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Discussion of the Fracstel
|

Candidates have Integer Feistel Dimensions
and Fractional Feistel D imensions:

RCG6:
1*12800
F= = 1.34 rounds
12800-3280
HPC:
0.1*12800
F= = 0.19 rounds
12800-6145

'N earlx-ldeal“ A valanche Round

Find the earliest round where avalanche is nearly-ideal
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RC6 Avalanche Histogram for
1, 2, 3 and 20 Rounds
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MARS Avalanche
for 1, 4 and 32 Rounds
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Safer+ A valanche for Rounds 1 and
2
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Serpent A valanche
for 1, 2 and 32 Rounds
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Crypton Avalanche for 2 and 3

Rounds
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Frog A valanche for
1, 1.5 and 8 Rounds
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E2 Avalanche for 1, 2 and 12 Rounds
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M agenta A valanche for
1, 2 and 6 Rounds
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Cast Avalanche for 1, 4 and 8 Rounds
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HPC Avalanche
for 0.2, 0.5 and 1 Round
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DFC Avalanche for 1, 2 and 8 Rounds
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L oki97 A valanche
for 1, 2, 3 and 4 Rounds
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Twofish Avalanche
for 1, 2 and 4 Rounds
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Riindael Avalanche for 1 and 2 Rounds
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DEAL Avalanche for
1/8, 1 and 6 Rounds
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| Total Idealy_ Beyond
| Rounds | Round | Mearly-ldeal | {rounds) | Ratio

A valanche Comearisons
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T able of Seeed Comearlsons
Mame Java Application Application Application
MARS B0 kilobit's 3284 kilobit/s 270 kilobit's
| RC6 TRAD 5061 355
| E2 6500 2034 265
SERPENT 4300 254 38
HFC 100 710 185
[ CRYPTON 4000 2710 281
' CAST256 2000 1213 214
TWOFISH 1409 1729 15
FROG 1150 1028 T |
SAFER+ 790 811 169
| DEAL 60 664 176
| RITNDAEL 530 513 184
[ LOKIS? 410 430 161
MAGENTA 150 164 106
DFC 33 35 16

Java CPU Speed vs. Java Virtual
M achine
[
Cryptographic Microdava 701 UltraSparc
| Algorithm 100Mhz clock | 200 Mhz clock
MaARS 4142 kbirsfsecond | 8005 kbits/second
RCH Tmoo 0 4ss0
FEz” | 1641 | G700
{ SERPENT I | 3900
‘HPC (o0 om0
[ CRYPTON 1094 | 2500
TCAST256 52 1760
TWOFISH |2 | 1440
CFROG i B 1130
SAFER: | 3z 17970
" DEAL LT 1590
RINDARL | ™ | 420
TLOKI7 74 350
| MAGENTA | 25 | 140
e e e
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Table of M emorx Comearisons

Mame RAM size bytes | ROM size bytes
SAFERs | 320 {13200

e e P e
T T o

RCH | 480 | 7800
FROG | 576 14100
DEC 632 | 11147
CRYPTON | 800 | 13979
E2 | &80
E e o i
e |
L A
TWOFISH | 8000
LOKIST | 10240
HPC | 15000 ,
RIJNDAEL | 20000 5

Concluding Recommendations

* The top five candidates are:
— RC6
— Mars
— Serpent
— Hasty Pudding Cipher
— Crypton

* This conclusion used weights of:
— 4 for Excess Fracstel Ratio
— 1 for RAM
— 1 for ROM
— 1 for Encryption Speed

Geneva - Mel Friedman

14



