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Target FPGA devices: High Performance
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Target FPGA devices: Low Cost

XC4000XL - XC4085XL
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Basic building blocks of FPGA devices
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Methodology and Tools
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Basic ar chitecture

WPI: Iterative Looping, LU-1 NSA: Iterative Architecture
USC: Single-Round Based
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k-rounds L oop Unroalling
WPI: Loop Unrolling, LU-k
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L oop Unrolling: Timing
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L oop Unrolling: Speed vs. Area
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k-stage Outer-Round Pipelining
WPI: Partial Pipelining, PP-k NSA: Pipelined Architecture
UC Berkeley: Unrolled Pipeline

multiplexer

| registerl |
— R
| pipelinestagel =round 1 |

A

JL
| reﬂj_sLterZ |

k rounds

| pipeline stage 2 =round 2 |

| reqli.ste.r K |
| pipeline stagek = round k |

v




Outer-Round Pipelining: Timing
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Outer-Round Pipelining: Speed vs. Area
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k-stage I nner-Round Pipelining
UC Berkeley: C-Slow single round datapath (C=k)
WPI: Sub-Pipelining, SP-1-y (y=k-1)
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Inner-Round Pipelining: Timing
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Inner-Round Pipelining: Speed vs. Area
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Examples of functions F that can be shared

Twofish: h-function

RC6: half-round

Mars: S-boxes SO, S1 8x32,
partial products reduction tree
in the multiplier

Serpent: 16 S-boxes 4x4

Rijndael: 8 S-boxes 8x8

Perfor mance of alter native ar chitectures:
in non-feedback cipher modes (ECB, counter)
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Perfor mance of alter native ar chitectures:
in feedback cipher modes (CBC, CFB, OFB)
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Basic ar chitecture: Speed
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Basic architecture: Area
Area [CLBs] XC 4000XL
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Area[CLB dlices] Virtex
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Basic ar chitecture: Speed/Area
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Comparison with results of other groups. Speed

Speed [Mbit/g]
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Comparison with results of other groups. Area
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Basic ar chitecture of Serpent (encryption)
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Critical path: Time
Time[ns]
20, 40 60, 80 100

Ser pent

‘ ‘ regular round

| | | || | | | | l | | | ‘ implementation round

Sbox 4x4 XOR7 MUX2

Rijndae| | | [ ]
Sbox 8x8 XOR6 XOR5 XOR4 2MUX2
Twofisn| | | [[[[[[[]]]]]]
2ADD32 6Shboxes4x4 9XOR2 XOR5 XOR4 2MUX?2
RC6 [ [ [ ]
SQR32 2ADD32 ROT32 4 MUX2
Mars RN
MUL32 4 MUX2
| nner-Round Pipelining
Tlme[ns]
0 20| 40| 60, 80 100 |
regularround
e | rprefprefr]-
implementation round
Rijnda |||||
pipelineregisters
wofisn || [T] [T IR
Res Ik
SQR(1) SQR(2)
wars [0 P

MUL(1) ™ MUL(2)

16



I nner-round pipelining: Speed

Speed [Mbit/s]  Assuming clock period = 50 MHz
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Full Mixed Inner and Outer-Round Pipelining
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Need for interleaved operating modes
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Conclusions (1)

For feedback cipher modes (CBC, CFB, OFB):

» Speed should bethe primary criteria of comparison

» Basic (iterative) architectureisthe most appropriate
for comparison and futureimplementations

» Serpent and Rijndael areover twice asfast asthe
next best candidate

* Results confirmed by three independent groups

Conclusions (2)
For non-feedback cipher modes (ECB, counter):

* All ciphers can achieve the same speed
Areashould bethe primary criteria of comparison.

* Architecturewith inner round pipelining combined
with full outer round pipelining isthe most appropriate
for comparison and futureimplementations

* Serpent, Twofish and Rijndael arethe most cost-efficient
and take approximately the same amount of area

» No agreement regar ding the methodology
and architecture used for comparison
Moreresults needed!
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