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Editor’s Note: This is a draft of the CONOPS that incorporates extensive
changes. Sections 1 through 7 have been extensively revised. | have run that
much through the Word Grammar checker, and incorporated comments received
from others. Section 3.5 on attribute certificates has been greatly expanded, and
figure 4 added. However section 9.0 on attribute authorities has not yet been
revised. In section 4.2 | have changed “Browser model” to “Trust List Model’.

In section 6 “consistent certificate” has become “single algorithm certificate” and
“hybrid certificate” has become “mixed algorithm certificate.” | have attempted to
state general rules for mixed algorithm certificates but stopped short of specifying
a specific multiple algorithm architecture.

Section 7 has been extensively revised and incorporates new material on po-
lices, as well as some text from rich Guida’s Notional Bridge CA document. Sec-
tion 7 accepts the 4 assurance levels proposed by the GOK.

Section 14 has been extensively revised, particularly the subsection 14.1 on re-
positories.

Please address comments to: william.burr@nist.gov
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Public Key Infrastructure (PKI) Technical Specifications:
Part A - Technical Concept of Operations

1. Introduction

1.1 Purpose of the FPKI

The Federal Public Key Infrastructure (PKI) will support secure Federal Government use of in-
formation resources and the National Information Infrastructure (NII). The Federal PKI will es-
tablish the facilities, specifications, and policies needed by Federal departments and agencies to use
public key based certificates for:

¢ information system security;
* electronic commerce, and;
® secure communications, including e-mail.

The Federal PKI will support secure communications and commerce between Federal agencies as
well as with entities of other branches of the Federal Government, state, and local governments,
business and the public. The Federal PKI will facilitate secure communications and information
processing for unclassified but sensitive (UBS) applications.

PKI support for secure communications with business, the general public, other branches of the
Federal Government and state and local governments is vital. The Federal PKI does not focus in-
ward to secure communications and information systems only within a closed Government commu-
nity. Rather, its purpose is to provide Federal users secure information access and communica-
tions with the entire nation and the rest of the world, as well as to provide secure internal Federal
Government information access and communications.

The Federal PKI will not be a monolithic top down structure; it will be created largely from the
bottom up. Federal efforts to use public key cryptography generally begin with individual applica-
tions within agencies that provide immediate support for vital agency programs. These PKI appli-
cations will yield an immediate return to the agency in terms of either improved effectiveness, or
cost savings, or both. These implementations are paid for largely out of program funds, not funded
as a centralized government PKI. Yet great benefits can result from melding together the separate
systems that use certificates into a broader, coherent Federal PKI, that is itself a part of a larger
national or global PKI. Communications networks become more useful as they encompass more
stations. So also will the “trust network” of a PKI be more useful as it allows secure communica-
tions and networking with a broader, global community.

The great challenge of the Federal PKI, therefore, is to meld the individual agency projects that use
PKI technology, from a variety of commercial vendors, into a broadly interoperable trust network.
When this is done, the whole PKI will, in fact, be greater than the sum of the parts.

1.2 Basic Concepts

Digital signatures are based on the concept of a public-private key pair. A signatory, Alice, has a
private key that she must keep a secret, and an associated public key, which she makes public.
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Given the public key, it is infeasible to find the private key. Alice signs a digital document (a mes-
sage or file) with her private key. melying party,Bob, may verify the signature with Alice’s
public key. Digital signatures can provide three important security services:

» integrity. any change to a signed document will cause the signature verification to fail;

» source non-repudiatiansince only Alice knows her private key, only she can sign a document
with it;

* authentication Bob, can authenticate Alice’s identity, if he knows her public key, by sending
her a challenge. Alice typically chooses some additional information to add to the challenge
(this prevents certain attacks) and signs that plus the challenge. If Bob can validate the signa-
ture with Alice’s public key, he knows it was signed by Alice. If it contains his challenge,

Bob knows that the message was freshly signed.

In addition, public key technology can provide confidentiality to Bob and Alice:

* Bob can encrypt a message with Alice’s public key, which only she can decrypt (with her pri-
vate key), or:

» Bob can encrypt a traffic key in Alice’s encryption public key and send it to her. She can then
decrypt the session key with her private key, and Bob and Alice can then use that session key
with a symmetric key encryption algorithm to encrypt a message between them. Symmetric
key cryptography is commonly used to encrypt bulk data because it is generally much faster
than public key encryption.

Public key certificates are digital documents that, at a minimum, contain the name and public key
of a user, and are digitally signed by a certification authority (CA). The purpose of a certificate is
to reliably associate a user's name and public key. Bob, trusting the CA and knowing its public
key, may reliably authenticate Alice’s public key from her certificate by verifying the signature on
the certificate.

In addition there are registration authorities, certificate status responders, and management
authorities in the federal PKI. #egistration authority (RA)does not itself issue certificates, but
registers or vouches for the identity of end entities (users) to a CA that then issues certificates.
Certificate status respondease trusted online servers that act for the CA to provide authenticated
certificate status information to relying parties.P8licy Management Authority (PMApproves

or coordinates the policies used to operate CAs and RAs and to issue certificates.

Figure 1 shows a “PKI-centric” view of certificate-based security services. The security services
enabled by a PKI are shown as circles around the periphery of the PKI and the underlying infor-
mation, security servers that support them. At the center is the core PKI, which is concerned with
issuing and managing certificates. The first ring is the PKI clients that use the certificates, and the
next ring shows various security specific servers and agents that provide or facilitate various secu-
rity services. An incomplete outer ring of general information and communications services is
shown at the bottom, to highlight some general services that, while not specifically security related,
are important to the security services. The outermost ring of “bubbles” represent services that can
be realized through the core PKI, the clients and the agents and servers.
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Figure 1 - A PKI Centered View of Security Services

The core Federal PKI consists of CAs, RAs, certificate status responders, and management

authorities that manage public key certificates used by Federal departments and agencies for un-

classified, sensitive applications. The core Federal PKI will:

1. issue public key certificates;

2. revoke public key certificates when required;

3. establish the policies that govern the issuance and revocation of certificates;

4. archive the information needed to validate certificates at a later date.

PKI clients will use the public key certificates issued and managed by the PKI to provide security
services to Federal users. PKI clients perform four primitive functions with and for certificates:

1. public-private key pair generation;
2. digital signature generation;
3. digital signature verification;

4. confidentiality key management (i.e., agreement or distribution of a session or message key to
be used with a symmetric key algorithm for confidentiality).

The first function, key pair generation, can also be performed by CAs or RAs. However, genera-
tion of digital signature key pairs by the clients helps to maintain the integrity of the system and
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preserve nonrepudiation, since only the client then ever possesses the private key used for digital
signatures. The last three functions enable a variety of public key based security protocols and
services by direct client-to-client protocols. These services include authentication, access control
based on an authenticated identity or role, nonrepudiation services, and confidentiality.

A number of servers and agents support the infrastructure and clients may obtain security services
from these servers and agents. The full range of services is not fully understood, and is still evolv-
ing, but they may include:

» digital notaries A digital notary provides a service analogous to a notary public. A notary
may provide a trusted date and time stamp for a document, that proves that it existed at a point
in time and may also verify the signatures on a signed document;

» key recovery agent€As may require that copies of private keys, used for confidentiality key
management, be turned over to a key recovery agent (KRA) as a condition for issuing a key
management certificate. Alternatively, a client that sends an encrypted message, may include
the encryption session key encrypted in the public key of the KRA, with the message. The
purpose of the KRA is to allow decryption of encrypted data when keys are lost, or for man-
agement supervision or law enforcement purposes.

It may be useful to separate the CA and key recovery functions. While the only secret a CA
inherently needs to protect or access is its own private key, a key recovery agent may need to
store, protect, and provide carefully controlled access to a large number of client private keys.
KRAs may provide for split control of the user private keys it holds, so that the cooperation of
two or more agents is required to access the keys. This applies only to key management key
pairs; private keys used for digital signatures should ordinarily never be divulged by certificate
holders to any other party;

» certified delivery agentsThese servers provide a destination non-repudiation service, analo-
gous to certified mail or process servers. The service proves that a message was received by a
possibly uncooperative recipient, or that a good faith attempt was made to deliver the message;

» ticket granting agentsThese agents provide cryptographic digital “tickets” that can be used
for access to systems or data. They can use either public key or symmetric key cryptography,
and provide a means for centralizing and managing access control in distributed systems.

Three general information and network services are of particular significance to the PKI:

* repositories:A repository is an on-line, publicly accessible system for storing and retrieving
certificates and other information relevant to certificates, such as revocation information. In
effect, a certificate is published by putting it in a repository. Repositories also contain Certifi-
cation Practice Statements (seebelbw). In the Federal PKI the expected normal repository
is a directory that uses the “lightweight” directory access protocol (LDAP) [RFC1777]. How-
ever, other forms of repositories may be used, including X.500 directories (that use the DAP
directory access protocols) and HTTP or anonymous FTP servers;

» data archivesArchives provide a long term storage of CA files and records. The life time of
CAs may be relatively short. But it may be important to verify the validity of signatures on
very old documents. CAs must make provision to store the information needed to verify the
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signatures of its users, in archives that will be able to make the data available at a much later
date, perhaps several decades later;

* naming and registratianin a distributed environment, many objects must have unique names.
This is true for security objects, for example certificate subjects and issuers, must have unique
names.

2. PKI Services

The PKI will provide the services and facilities needed for unclassified secure Federal information
processing and use of the NII, inclugt

* (digital signatures for:
¢ authentication;
¢ integrity;
¢ nonrepudiation.
* management of symmetric keys for UBS level confidentiality for:
¢ communications sessions;
¢ e-mail messages.

When extended by Key Recovery Agents, the PKI will also provide key recovery services for en-
crypted data.

The PKI will provide the services and facilities needed for secure information access, communica-
tion, messaging and electronic commerce with commercial and personal users employing common
defacto and formal security standards and using mainstream commercial security products. The
Federal PKI will be implemented primarily with ordinary COTS security products.

3. PKI Data Structures

Three basic data structures defined in the X.509 standard are used by the Federal PKI are the :
certificate cross certificate paiandCertificate Revocation List (CRL)

3.1 Nomenclature and Typographical Conventions

Certificates, cross-certificates and CRLs are all directory attributes from the X.509 standard, and
defined there using the ASN.1 syntax [X.509 97]. Formal ASN.1 names are written without
spaces and the separate words in the names are indicated by capitalizing the first letter of each
word but the first. For example, the formal ASN.1 name of a cross-certificate is
“crossCertificatePair,” while the formal name of a certificate is “certificate.” In this CONOPS,
when it is useful to be very specific that a word means a particular formal directory attribute, as
defined in X.509, it will be shown in its ASN.1 form, set in boldface type (@adificate ,
crossCertificatePair , andcertificateRevocationList) . However, frequent use of this convention
does not contribute to readability, so where it is not necessary to stress the formalism, “plain Eng-
lish” names are used in normal roman typeface.
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3.2 Certificates

The Federal PKI will use X.509 v3 version (v3)

- serial number
certificates. The structure of the Sig,!ature algorithm id

X.509 v3certificate is illustrated in issuer name o
Figure 2. In particular, Figure 2 Va't')c_"tyt period C”?lgag"ty
e subject name

shows hOW the gertlflcate may b_e X subject public key info l
tended with optional extension fields.| issuer unique identifier
Table 1 gives more information about subject unigue identifier exta.a | crit. [ value

: o . extensions <«——— | extn.b | crit. | value
the use of various certificate fields. oxtn.c Torit Tvalue

signature *
These certificates are digitally signed *
using the private key of the issuing .
CA. Certificates issued for Federal
users will be signed using FIPS ap-
proved algorithms for digital signatures. There are a number of standardized optional extension
fields [X.509 1997]. In addition, Federal specific extensions may be defined and incorporated into
Federal certificates. While certificates may be stored in hardware based tokens or cryptographic
modules, they generally need not be protected and can be stored on any digital niEdeuis-

suer’s signature on the certificate itself is created from a hash (for Federal use the FIPS 180-1 Se-
cure Hash Algorithm) of the body of the certificate, and the issuer’s private key. In Table 1, the
fields protected by the signature are shown in the shaded area. Note that the algorithm identifier

Figure 2 - Certificate Format

Table 1 - X.509 v3 Certificate

version version number; an integer, value is “2” for version 3
serial number unigue identifier for each certificate generated by issuer; integer
signature algorithm | algorithm identifier | algorithm used to sign certificate
ID parameters should not be used
issuer name name of issuer (X.500 “distinguished name” that uniquely identifies g di-
rectory object),
validity period notBefore Time
notAfter Time
subject name name of subject (X.500 “distinguished name”)
subject public key algorithm identifier | subject’s signature algorithm
info parameters parameters applicable to subj. pub. key
public key subject’s public key
issuer unigue identi- | (optional) contains additional information about the subject; certificatp
fier must be version 2 or higher - not used by the Federal PKI.
subject unique identi-| (optional) contains additional information about the issuer; certificate
fier must be version 2 or higher - not used by the Federal PKI.
extensions (optional)
issuer’s signature algorithm identifier]  algorithm used for this signature
parameters should not be used
ENCRYPTED (certificate hash)

! One exception is the self-signed certificate of a trusted CA, which states its public key, and is distributed
by some secure “out-of-band” mechanism. Since this public key is not protected by its own signature, and
is used to validate all other signatures, it should have protection to ensure its integrity (although not its
secrecy).
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and parameters fields of the signature itself are not protected.

The FIPS approved Digital Signature Algorithm requires the establishment of three parameters.
Syntactically there are three fields in the certificate that could contain parameters. However, sig-
natures should be validated using the parameters contained in the parameters value of the same
subject public key info field as the public key used to validate the signature. If the value of that
parameters field is null, parameter values are "inherited" from the parameters used for the previous
certificate validation in the certification path.

The optional extensions that have been defined for standardization include extensions that:

* identify the policies under which the certificate was issued,

®* map equivalent policies in different domains;

* require subsequent certificates in a certification path to include specific policy identifiers, or
inhibit policy mapping;

* limit the subject name space for subsequent certificates in the certification path;

* restrict key usage;

¢ limit the number of subsequent certificates in a certification path; and,

* distinguish between a CA certificate and an end-entity certificate.

Extensions may be labeledtical. A client must either be able to process all critical extensions
contained in a certificate, or it must not validate that certificate. Most standardized extensions are
“optionally critical,” and may be made critical or non-critical at the discretion of the CA. A few are
always non-critical or always critical, and some must be critical in particular situations. The Fed-
eral PKI will use these standardized extensions as needed and will require that Federal certificates
include certain extensions and that clients be capable of processing certain extensions if they are
present. Table 2 summarizes the standardized optional extensions to X.509 certificates and their
intended use in the FPKI. Additional material on certificate extensions is contained in [PROF 98].

The primary purpose of an X.509 certificate is to associate the subject’s public key and name.
Public keys may be used to verify signatures, or to manage keys used with symmetric key algo-
rithms for confidentiality. Separate certificates will be used in the Federal PKI for digital signa-
tures and encryption.

3.3 Cross Cetrtificates

CAs may cross-certify each other, that is each issues the other a certificate and combines the two
certificates in a single directory attribute callect@sCertificatePair . The attributecrossCerti-

ficatePair supports chains of trust that run in both directions. These pairs are needed for trust
models that begin at the CA which issued the users certificate, rather than trust models where trust
originates from a common “root” CA.
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Table 2 - X.509 Standard Extensions and the FPKI

Extension Used Use Critical
By (seeNote)
Key and Policy Information
authorityKeyldentifier all identifies the CA key used to sign this certificate No
keyldentifier all unique with respect to authority.
authorityCertlssuer all identifies issuing authority of CA's certificate;
alternative to key identifier
authorityCertSerialNumber all used withauthorityCertlssuer
subjectKeyldentifier all identifies different keys for same subject No
keyUsage all defines allowed purposes for use of key (e.g., digitalYes*
signature, key agreement...)
privateKeyUsagePeriod all for digital signature keys only. Signatures on Opt.
documents that purport to be dated outside the petiod
are invalid.
certificatePolicies all policy identifiers and qualifiers that identify and Opt.
qualify the policies that apply to the certificate
policyldentifiers all the OID of a policy.
policyQuialifiers all more information about the policy
policyMappings CA | indicates equivalent policies No
Certificate Subject and Issuer Attributes
subjectAltName all used to list alternative names (e.qg., rfc822 name, | Opt.
X.400 address, IP address,...)
issuerAltName all used to list alternative names Opt.
subjectDirectoryAttributes all lists any desired attributes Opt.
Certification Path Constraints
basicConstraints all constraints on subject's role & path lengths Yes*
CcA all distinguish CA from end-entity cert.
pathLenConstraint CA | number of CAs that may follow in cert. path; 0
indicates that CA may only issue end-entity certs.
nameConstraints CA | limits subsequent CA cert. Name space. Yes*
permittedSubtrees names outside indicate subtrees are disallowed
excludedSubtrees indicates disallowed subtrees
policyConstraints all constrains certs. issued by subsequent CAs Yes*
policySet all those policies to which constraints apply
requireExplicitPolicy all All certs. following in the cert. path must contain an
acceptable policy identifier
inhibitPolicyMapping all prevent policy mapping in following certs.
CRL Identification
cRLDistributionPoints all mechanism to divide long CRL into shorter lists Opt.
distributionPoint all location from which CRL can be obtained
reasons all reasons for cert. inclusion in CRL
cRLIssuer all name of component that issues CRL.

NOTE: "No" means the standard requires the extension be noncritical if used and "Opt." means that the issuing
CA may choose to make that extension either critical or noncritical. "Yes*' means that the standard al-
lows the field to be either critical or noncritical, but the recommendation for the Federal PKI is that it be
set to critical. There are no v3 certificate extensions that are required by the standard to be critical.
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A crossCertificatePair  includes two certificatesprward andreverse. The subject of the for-

ward certificatds the issuer of the reverse certificate and vice-versa. When CA A cross certifies
with CA B, in A’scrossCertificatePair attribute, A is the subject (and B is the issuefpof

ward, and B is the subject (and A the issuenjavierse In B’scrossCertificatePair attribute,

A is the issuer oforward and B is the issuer oéverse

3.4 Certificate Revocation Lists

It is at times necessary to revoke certificates, for example when the certificate holder leaves the
issuing organization or when the private key is compromised. The mechanism defined in X.509 for
revoking certificates is the Certificate Revocation List (CRL). The X.509 v2 CRL is illustrated in
Table 3. Alternatively, some CAs may use the emerging On Line Certificate Status Protocol
(OCSP) [OCSP 98], with a certificate status responder, to provide relying parties with current cer-
tificate status information on individual certificates. OCSP is further discussed ib& @l

3.4.1 CRL Data Structure

A CRL is a list, signed by a CA, of unexpired, revoked certificates. A CRL contains the issuance
time, and may contain the expected time at which the next CRL will be issued. Therefore, a user
can determine if a copy of the CRL is still current. Federal CAs will issue CRLs for the certifi-

Table 3 - X.509 v2 Certificate Revocation List

signature algorithm identifier  algorithm used to sign CRL
parameters any parameters needed

issuer name of CRL issuer (X.500 “distinguished name,” a sequenge of
Relative Distinguished Names that uniquely identify a directqry
object)

this update Time update time stamp

next update Time optional time of next update

revoked certificates list of revoked certificates

CRL extensions (optional) criticality flag | if “true” extension must be processed

zero or more extensions extension parameters

issuer’s signature

serial number serial number of revoked certificate (unique for the iSSU gt

revocation date Time e

crl entry extensions criticality flag if “true” extension must be proc-

(optional) essed

zero or more extensions extension parameter
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Table 4 - Summary of CRL Extensions

Extension | Use | Critical
authorityKeyldentifier identifies the CA key used to sign CRL. No
keyldentifier unique key identifier; alternative toertissuer
& authorityCertSerialNumber
certlssuer name of CA’s cert. issuer
authorityCertSerialNumber used with certlssuer ; combination must be
unigue
issuerAltName alternate name of CRL issuer No*
cRLNumber seqguence number for CRL No
issuingDistributionPoint name of CRL distribution point; also gives Yes
reasons for revocations contained in CRL.
deltaCRLIndicator indicates delta CRL (lists certificates revoked| Yes
since last full CRL) & gives sequence number
NOTES:
* Standard allows either critical or noncritical. Indication is for use in FPKI.

cates they have issued at periodic intervals.

It is anticipated that all Federal CAs will issue CRLs as an archival record, if for no other purpose.
However, some Federal CAs may also provide an on-line certificate status service, via the emerg-
ing Online Certificate Status Protocol (OCSP) now being developed in the Internet Engineering
Task Force [OCSP 98]. On-line certificate status checks provide a fresher check of certificate
status than a CRL can, and may also provide a mechanism for entering into a relationship or
agreement between the CA and a relying party.

Optional extensions are also defined for the X.509 CRL as a whole and for each entry in the CRL.
Table 4 summarizes the standardized extensions for the CRL, while Table 5 summarizes the stan-
dardized extensions for the CRL entries. In addition, certain of the optional certificate extensions
summarized in Table 2 (labeled “ CRL Identification” in the table) state information about CRLs,
the issuer of the CRL, and where to get a copy of the CRL.

3.4.2 CRL Distribution Points and Indirect CRLs

If a CA issues a large number of certificates, and if certificates are frequently revoked, perhaps
because of personnel turnover, name changes, or reorganizations, then CRLs could become quite

Table 5 - Summary of CRL Entry Extensions

Extension Use Critical

reasonCode identifies the reason for the revocation of this No
certificate

instructionCode used withcertificateHold reasonCode ; indicates No
action to be taken when encountering a held
certificate

invalidityDate date certificate became invalid No

certificatelssuer Issuer of revoked certificate in an indirect CR|L Yes

10
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large. A relying party, then, needing to validate a single certificate, might be required to download
a large CRL, with much information he does not need. One way to avoid this is witiDitue

butionPoints extension. This certificate extension specifies where the CRL for the certificate may

be found, and allows the CA to partition the CRL space into smaller segments. This reduces the
amount of data that a relying party needs to download to check the status of a particular certificate.

The default CRL issuer is the CA that issued the certificate. However, the certificate and CRL ex-
tensions allow a certificate to identify a second CA, other than the CA that issued the certificate, to
be the CA that will issue a CRL applicable to that certificate. This indirect CRL may contain
revocation information on certificates issued by many CAs. Figure 3 illustrates the data structures
for distribution points and indirect CRLSs.

11
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The FPKI will use indirect CRLs to maintain Aathority Revocation List (ARL)An ARL is an
indirect CRL that covers all the CA certificates in the Federal PKI, but not end entity certificates.
It provides a single consolidated CRL for all CAs in the Federal PKI.

3.5 Attribute Certificates and Subject Directory Attributes

Attribute certificates are an emerging concept, which is not yet fully defined and understood.

X.509 v3 Certificate

CRL Distribution Point Revoked Certificates

Version X.509 v2 CRL .
Subject Version .~~~ | Cert. Serial No.
Issuer Issuer Rev. Date
il CRL Entry Extns.
- - Reason Code
Extensions Revoked
CRL Dist. Poi Certificates \ Invalidity Date
S Instruct. Code
T CRL Extensions | >~._
Cert. Issuer
Issng. Dist.Pt. [ N
T Distr. Point , _
CRL Distribution Point tells Indirect CRL Indirect CRL component of Issuing
where to find a CRL for this Only CA Certs Distribution Point CRL Extension indicates
certificate Only User Certs that this is an Indirect CRL
Only Some
Reasons

CRL Issuer identifies the CA
that signs the CRL (if other
than the issuing CA, that is if
this is an "Indirect CRL")

Certificate Issuer CRL Entry Extension is
used with indirect CRLs to indicate the CA
that issued the revoked certificate. If this

field is omitted in an indirect CRL, the issuer is "inherited" from the

issuer of the previous revoked certificate in the list. If Cert. Issuer

omitted on the first entry, the Cert. Issuer is the CRL lissuer.

Figure 3 - CRL Distribution Points and Indirect CRLs
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Table 6 - Attribute Certificate

version version number; an integer, value is “0” for version 1

subject (a choice) issuer and serial identifies a unique certificate that must be useq to
number, OR authenticate the attribute holder
subject name a general name; the attribute holder may use gny

certificate in that name to authenticate the attr?lo-

ute

issuer name of issuer (a general name, typically an X.500 “distinguished ngme
that uniquely identifies the attribute authority),
signature algorithm identifier | algorithm used to sign this certificate

parameters should not be used

serial number unigue identifier for each certificate generated by issuer; integer

attribute certificate notBefore generalized time or
validity period notAfter generalized time
attributes a sequence of attributes, whose meaning is generally application spgcific
issuer unique identi- | (optional) contains additional information about the issuer - not used|by
fier the Federal PKI.
extensions (optional)
issuer’s signature algorithm identifier]  algorithm used for this signature
parameters should not be used

ENCRYPTED (certificate hash)

3.5.1 Current Status

Attribute certificates are defined in [X9.45 97] and [X.509 1997]. Table 6 summarizes the struc-
ture of an attribute certificate and its fields. Attribute certificates might, for example, indicate
credit limits, authority to obligate the government, access privileges and so on. An attribute cer-
tificate is a signed by an attribute authority (AA) and is a digital document binding some attribute
to either:

1. aname (generally an X.550 distinguished name). An attribute verifier must verify that the
claimant holds the name in the attribute certificate. The attribute claimant will generally pres-
ent a signature certificate issued in that name and prove possession of the corresponding pri-
vate key; or,

2. a specific digital signature certificate, identified by issuer and serial number. The attribute
verifier then must establish that the attribute claimant holds the private key for that specific
certificate.

The relationship of attribute certificates to public key signature certificates is illustrated in Figure
4,

Attribute certificates also allow the certification of attributes to be made by the entity that is re-
sponsible for the attribute, rather than a general CA. However, use of separate attribute certifi-
cates requires that the certification paths of both the attribute certificate and the subject’s public
key certificate be validated, which may significantly increase overhead.

13
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Alternatively, thesubjectDiractory- Attribute Certificate. Public Key Certificate
Attributes extension can be used to veLs_ior; EgH)om:E 0 version (v3)
. . ape . . sSupjec [¢) i
include in a certificate any desired di- o base certificate 1p_| ig’rii{u"r’é’;'f;iﬁmm id
rectory attributes that have been de- | . issuer name
) ” . - issuer name validity period
fined for the subject. If attributes in- signalture algorithm id subject name
. .. . . serial number bject public key inf
cluded in a digital signature certificatq] Liribute cert. validity period o uJ:rcul:quuI: g
are changed, then it is necessary to | atfributes subject unique identifier
ke the certificate and issue a new| tesene extensions
revo extensio
certificate, to update the certificate. | _signature signature
Therefore it is only appropriate to in- or
clude subject attributes in a digital
signature certificate when: oo ) p———
_ _ subject (CHOICE of) serial number
* the attribute is frequently needed 3 signature algorithm id
when signatures are used; and, | issver ﬁ;’f{:“ "ame\\faﬁ{yn:é?iid
* the attribute is not expected to e Auagrm id e e key info
attribute cert. validity period issuer unique identifier
change frequently. attributes dentifi subject unique identifier
. . issuer unique identifier extensions
Several attributes have been defined | extensions
for this purpose for the Multilevel In- |_signature signature

formation System Security Initiative
(MISSI) [SDN.706]. Table Bumma-
rizes these attributes. They will be
used in the Federal PKI wherever it is necessary to include hierarchical classification levels or citi-
zenship information digital signature certificates and may be used as appropriate for their uses as
well.

Figure 4 - Attribute and Signature Certificates

Attribute certificates will probably become important in the Federal PKI. Several standards com-
mittees are now attempting to standardize attributes for various applications.

3.5.2 The Evolution of Attribute Certificates

Work is progressing to elucidate and extend the use of attribute certificates [ISO WD 98]. As this

is evolving, this section can only sketch the general outline of the work. The attribute certificate is
being extended to include an object digest as one of the choices for the “owner” (formerly the
“subject”) of the certificate. The owner may therefore be either a specified certificate, a name, or

an object digest. The object digest could be a digest of any object that can be reduced to a message
digest, but typically would be an executable program. This is effectively a formalism for “code
signing.”

Table 7 - Federal Subject Directory Attributes

Attribute Purpose

prbacinfo conveys subjects security clearance, security categories and citizenghip
prbacCAConstraints constrains the authorizations that a CA may assign to a cert.
sigOrKMPrivileges defines subject’s signature & key management privileges

commPriviliges defines communications precedence the subject may assign to messpges

14
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The model for the use of attribute certificates is being expanded to indtodéral modelwhere a
claimantof aprivilege,encapsulated in an attribute certificate, requests a servigerifier
compares the claimant’s privileges toantrol policyand makes an access control decision.

A delegation modek also defined. ASource of Authoritgelegates some privilege to a claimant

as an attribute certificate. The claimant may further delegate a privilege within the scope of his
privilege to another claimant, who may further delegate it, and so on. This fdetegation

path, which is distinct from a certification path (see delow).. The verifier must then verify the

entire delegation path, ensuring that each successive delegation is within the scope of the previous
delegation. A number of extensions are proposed to control the delegation of attributes.

4. PKI Certification Path Architecture

A certification pathis a chain of certificates. The chain starts from the public key of a CA trusted
by the verifier. Each certificate in the certification path is signed by its predecessor's key. A rely-
ing party verifies a signature by successively verifying the signatures on the certificates in the path.
The certification path is the essential architectural construct of a PKI. There are different ways of
arranging certification paths, that have different consequences.

4.1 Signatures and Certification Paths

Figure 5 depicts the relationship of a certificate and a signed document. The signature of the
signed document is validated with the public key in the certificate. Note that the signature itself
does not identify the certificate for the public key used to sign the document. Rather the relying
party must either know priori which certificate to find the public key in, or must try all the keys
of the certificates held by the signer until he finds one that validates. If no public key in any cer-
tificate validates the signature on the document, then the signature cannot be validated.

A certificate is itself a signed document. Assume that Alice wishes to validate the signature of a
document signed by Bob. Alice has a CA that she trusts, and whose public key she knows. In the
usual case, Alice knows this public key because she has been given a “self-signed” certificate con-
taining the key by some authenticated, but “out-of band” process. Usually she gets it when she
gets her own certificate. Bob holds a certificate issued by a different CA, whose public key Alice
does not know. But that CA may itself have been issued a certificate by the CA Alice trusts, or
there may exist a chain of certificates leading from the CA Alice trusts, to other CAs and ulti-
mately to Bob’s certificate. Such a Certificate
chain, illustrated in Figure 6, is version (v3)
3 ; serial number
f:alled a certlflc_atlon path,_and Al- Sigr']ature
ice can start with the public key of | issuer name
_| validity period
C_Al, that_ she know_s, and succes subject name
sively validate the signatures on subject public key info
each of the certificates, until she el
reaches Bob'’s certificate. issuer unique identifier i
subject unique identifier SIGNED

extensions algorithm identifier

Signed Document

Figure §_sho_ws a detgiled v_ieW of FSoneD — ENCRYPTED HASH
the certification path, including the algorithmidentifier
keys and the signatures, and a sink ENCRYPTED HASH

plified view, which depicts CA Figure 5 - Relationship of Certificate and Signature
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keys as circles, end-entity keys as rectangles, and certificates as arrows from the signing key to the
certified key. It is convenient to use this notation to draw a certification path topology for a PKI.
But it is important to understand that what we are illustrating in such figures is really a trust topol-
ogy by the certificates that CAs issued to other CAs, and to end-entities. A certification path is not
a communication path. The fact that a node (really a key) is on many paths may indicate that it is
an important CA. However, it does not indicate that the CA (which may not even be an on-line en-
tity) is actively involved in the validation of the certification paths, or that it represents any kind of
communications bottleneck.

4.2 Certification Path Architectures

CAs can issue certificates to each other in a systematic and ordered way or in a more flexible and
less ordered way. In addition, current web browser products implement only a simplified “flat”

PKI that does not make much use of certification path processing, in the general sense. The sys-
tematic, ordered topology of certification paths that is a hierarchy, while the more general topol-
ogy is a mesh of cross-certified CAs. The alternatives are illustrated in Figure 7 and described be-
low:

» Hierarchical: Authorities are arranged hierarchically under a “root” CA that issues certificates
to subordinate CAs. These CAs may issue certificates to CAs below them in the hierarchy, or
to users. In a hierarchical PKI, every relying party knows the public key of the root CA. Any
certificate may be verified by verifying the certification path of certificates from the root CA.
Alice verifies Bob’s certificate, issued by CA 4, then CA 4's certificate, issued by CA 2, and
then CA 2’'s certificate issued by CA 1, the root, whose public key she knows;

* Mesh Independent CA’s cross certify each other (that is issue certificates to each other), re-
sulting in a general mesh of trust relationships between peer CAs. Figure 7 (b) illustrates a
mesh of authorities. A relying party knows the public key of a CA "near" himself, generally
the one that issued his certificate. The relying party verifies certificate by verifying a certifi-

certificate certificate certificate signed document
subject : "CA1" subject : "CA2" subject : "Bob"
subjectPublicKey: subjectPublicKey: subjectPublicKey:
" aTof..." "b39d..." "4003.."  ~__|
AN AN ~alsiGNED

SIGNED \|SIGNED \ SIGNED

(a) detailed depiction

© 0

(b) simplified depiction

> >

Figure 6 - Certification Path
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¥ x Alice
Alice

Y

Bob
Bob
a. hierarchical infrastructure b. mesh infrastructure
Trusted
@ Certificate File

)4 Y )4 l l Y Y

000°'00 "

Bob

c) trust list view of infrastructure

. Certification Authority (CA) key —> certificate (issuer to subject)

O Trusted CA (self-signed cert.) key <4 cross-certificate pair

end entity (user) key certificate list (ordered)

Figure 7 -Different PKI Infrastructure Topologies

cation path of certificates that leads from that trusted CA. CAs cross certify with each other,
that is they issue certificates to each other, and combine the tweoiss@ertificatePair .

So, for example, Alice knows the public key of CA 3, while Bob knows the public key of CA

4. There are several certification paths that lead from Bob to Alice. The shortest requires Al-
ice to verify Bob’s certificate, issued by CA 4, then CA 4’s certificate issued by CA 5 and fi-
nally CA 5’s certificate, issued by CA 3. CA 3 is Alice’'s CA and she trusts CA 3 and knows
its public key.

» Trust List Current web browser and server products are the most widely used PKI clients,
however they lack a well-developed certification path processing capability. Browsers contain
a file of trusted self-signed certificates. In most cases, clients will validate a certificate only if
it is directly signed by one of the keys contained in the file of trusted CA certificates. This is
illustrated in Figure 7 (c). This approach can be effective for local applications, and might be
workable on a broader scale if all other certificates were issued by one of a handful of
“national” CAs. However, it does not appear to be sufficient to implement a broad Federal or
national PKI.
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Table 8 summarizes the characteristics of the three architectures.

4.2.1 Hierarchical Architecture

In the hierarchical architecture all relying parties base their trust on the key of a single root CA.
The root's public key must be distributed in some authenticated fashion to all relying parties, to
“bootstrap” trust in the PKI. Trust paths descend from the root through subordinate CAs. The
hierarchical certification path architecture has some advantages:

* The organizational management structure of many organizations such as the government is
largely hierarchical. Trust relationships are frequently aligned with organizational structure,
so it is natural to align the certification path with the organizational structure;

* The hierarchy may be aligned with hierarchical directory names;

* The strategy for searching for a certification path is straightforward;

* Important existing Federal PKI components are designed hierarchically;

* Each user has a certification path back to the root. The user can provide his path to any other
user and any user can verify the path, since all users know the root’s public key.

A strictly hierarchical certification path architecture also has some disadvantages:

¢ ltis improbable that there will be a single root CA for the world PKI;
* Commercial and business trust relationships are not necessarily hierarchical;

¢ Compromise of the root private key is catastrophic and recovery requires the secure distribu-
tion of the new public key to every user.

Early attempts to design PKIs, such as the Internet Privacy Enhanced Mail (PEM) standard [RFC
1421, RFC 1422, RFC 1423], generally featured a hierarchical structure. The principal reason for
this was to facilitate the management of security policies and trust relationships: branches of the
tree were aligned with security policies. The X.509 v3 certificate structure, however, introduces
several extensions that allow the management of policies and trust relationships in a non-
hierarchical PKI, and this rationale for a hierarchical PKI is no longer compelling.

4.2.2 Mesh Certification Path Architecture

In the mesh architecture, each relying party relies on the public key of one of the CAs in the PKI,
generally the one that issued the relying party’s certificate. Rather than superior-subordinate rela-
tionships between CAs, trust relationships are peer-to-peer: CAs exchange certificates to form
cross certificate pairs. The mesh certification path architecture has some advantages:

¢ ltis flexible, facilitates ad hoc associations and trusted relationships, and reflects the bilateral
trust relationships of business;

* A user must trust at least the CA that issued its own certificate in any PKI, and it is reasonable
to make this the foundation of all trust relationships;

¢ CAs that are organizationally remote, but whose users work together with a high degree of
trust, can be directly cross-certified under a high trust policy that is not extended to other CAs
and is higher than would be practical through a long, hierarchical chain of certificates;

* |t allows direct cross-certification of CAs whose users communicate frequently, reducing certi-
fication path processing load;
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Table 8 - A comparison of PKI Architecture Characteristics

Characteristics Network Hierarchical Trust-list
Trusted key(s) CA that issued user’s| “root” CA file of (usually) many
certificate trusted CA certificateg
in each browser
Trust paths mesh of bi-directional | chain of parent-child | pre-ordered certificatg-
cross certificate pairs| certificates list
Trust path finding directory based, com-| directory based, com-| minimal; find individ-
plex paratively simple ual certificates in
LDAP directory
Cross-certification basis of PKI may be supported no direct capabilit
| Extensions | ____________ | ________ | ____]
| _keyusage | _ yes _________1l_.¥es ________|_¥¢ _________|
| basicconstraints | yes | _yes ________|_) yes_ ________|
| _authority keyid___ | yes _________1_ yes _________1_ yes ________|
| _subjectkeyid ___ | yes__________1_ yes ________1_Y¥e ________|
| _certificate policy __ | yes _________1_ usually _______| no__________|
| _policy mapping | | probably needed _ | _ | lessneed | 1 no_________|
name constraint ? ? no
Certificate Status Certificate Revocation] Certificate Revocatior] none (may add suppoyt
List List for On-line Certificate
Status Protocol in fu-
ture)

* Recovery from the compromise of any CA’s private key requires only that the new public key
(and certificates signed with the corresponding new private key) be securely distributed to the
holders of certificates from that CA.

The mesh PKI also has at least two disadvantages:

¢ Certification path search strategies can be more complex;

* A user cannot provide a single certification path that is guaranteed to enable verification of his
signatures by all other users of the PKI.

4.2.3 Trust-list Architecture

The