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Repository Requirements

The Bridge CA Pilot will use repositories to facilitate storage and retrieval of certificates and CRLs.  Standard profiles from the IETF Public-Key Infrastructure (PKIX) Working Group and the ITU X.500 series of recommendations will be required to promote interoperability among the repository products used in this pilot.  Client access to the pilot repositories shall be provided through the Lightweight Directory Access Protocol (LDAP) V2 and LDAP V3 [RFC1777 and RFC 2251 respectively].   The LDAP standard is currently being extended beyond Version II to support new features, some of which are required for the successful operation of a PKI.  Where applicable, these new features will be incorporated into the Bridge CA pilot.  For example, a standard way to post and retrieve binary objects, such as certificates, is now available in LDAP V3.   Support for binary transmission of attributes is required for this demonstration and as is adherence to the “Internet X.509 Public Key Infrastructure Operational Protocols - LDAPv2” draft <http://www.ietf.org/internet-drafts/draft-ietf-pkix-ipki2opp-08.txt>.  

Support for ITU X.518 (1993) is required for server to server communication.  This standard defines procedures for distributed operations through the Directory System Protocol (DSP).  DSP will be used for all server-to-server communications.
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DPL:  In keeping with the "style" I've used in the program plan, I'd suggest that this might be reworked slightly into a "directory view", that emphasizes the directories, and which elements populate and read from each.  In such a figure, each PKI and each client type could be a single blob.  As it stands right now, the directories get a little bit lost in all of the other detail.
Repositories are required to support simple authentication for LDAP and DSP communications. Specifically, they are required to store and disseminate the following PKI related attributes:

· End-entity certificates

· Certification Authority Certificates

· Certificate Revocation Lists

· Authority Revocation Lists

· Cross Certificates

· Certificate Policy definitions

· Certification Practice Statements  DPL: still don't really see a need for these last two.
Architecture

The proposed architecture for this pilot requires three repositories, the BCA repository (Chromatix SafePages), the Entrust Repository (ICL), and the demonstration NSA repository (Chromatix SafePages).  They are defined as follows:

BCA Repository:  The BCA repository will be open to Internet for unauthenticated read access, and will make the following available:

· All certificates issued by the BCA;

· All certificates held by the BCA;

· All cross certificate pairs containing certificates held or issued by the BCA;

· All CA certificates issued by CAs within the overall demonstration PKI;

· All cross certificate pairs between CAs in the demonstration PKI;

· A consolidated demonstration ARL, that covers all CAs in the demonstration PKI.  (Not Included Per Dave Fillingham’s direction)
Entrust Organizational Repository  The Entrust Organizational repository will be open to the organization for unauthenticated read access via LDAP.   Additionally DSP requests (using simple authentication) from the NSA organizational directory will be accepted.  The repository will make the following available:

· All certificates issued by the Entrust CAs;

· All certificates held by the Entrust CAs;

· All cross certificate pairs containing certificates held or issued by the Entrust CAs;

· A CRL that covers revoked end entities in the Entrust domain;

· An ARL that covers revoked cross-certificates issued by the Entrust CAs;

NSA Organizational Repository: The NSA Organizational repository will be open to the organization for unauthenticated read access LDAP.   Additionally DSP requests (using simple authentication) from the Entrust organizational directory will be accepted.  The repository will make the following available:

Note: PCA refers to Policy Creation Authority in this context.
· All certificates issued by the NSA demonstration PAAs, PCAs, and CAs;  DPL: as of the last meeting, when Motorola made clear they would provide their own, PAA should now be PAAs (plural).
· All certificates held by the NSA demonstration PAAs, PCAs, and CAs;

· All cross certificate pairs containing certificates held or issued by the NSA PAAs, PCAs, and CAs;

· A CRL at the CA level that covers revoked end entities in the NSA Domain

· A CRL at the PAA and PCA levels that cover revoked subordinate CAs in the NSA Domain (ARL or CRL -- Waiting input from Entrust?);

· An ICRL that contains all certificates revoked for a value of keyCompromise and/or cACompromise in the NSA domain.

· Optionally provide ARLs at the PAA and PCA levels (verify PKIX Part I and ldap-v2-schema);

Schema

The schema required to support this demonstration is a mixture of Entrust, ACP133, and the Internet X.509 Public Key Infrastructure LDAPv2 Schema.  The required attributes associated with each schema are consistent with respect to syntax and semantics.  If any interoperability issues arise, the LDAPv2 schema should be used to resolve the issues. 

The following PKI related attributes are common to each of the schemas:

· cACertificate

· authorityRevocationList 

· crossCertificatePair

· userCertificate

· certificateRevocationList

· userPassword

· rfc822Mailbox 

· Need attribute for Certificate Policy definitions

· Need attribute for Certification Practice Statements

The cACertificate and crossCertificatePair attributes require special attention when accessing the directory to build the certificate path.  Neither the PKIX specification nor the X.509 standards explicitly provide an algorithm that may be used to construct a certificate path.  The PKIX LDAP-V2-schema provides guidance on what can be stored in the specific attributes.  The draft states the following about the cACertificate attribute and the crossCertificatePair attribute:

     The cACertificate attribute of a CA's directory entry shall be used

     to  store self-issued certificates (if any) and certificates issued

     to this CA by CAs in the same realm as this CA.

     The forward elements of the  crossCertificatePair  attribute  of  a

     CA's directory entry shall be used to store all, except self-issued

     certificates issued to this CA.  Optionally, the  reverse  elements

     of  the  crossCertificatePair  attribute, of a CA's directory entry

     may contain a subset of certificates issued by  this  CA  to  other

     CAs.  When both the forward and the reverse elements are present in

     a single attribute value, issuer  name  in  one  certificate  shall

     match the subject name in the other and vice versa, and the subject

     public key in one certificate shall be  capable  of  verifying  the

     digital signature on the other certificate and vice versa.

     When a reverse element is present, the forward  element  value  and

     the  reverse element value need not be stored in the same attribute

     value; in other words, they can be stored in either a single attri-

     bute value or two attribute values.

     In the case of V3 certificates, none of the above CA  certificates

     shall include a basicConstraints extension with the cA value set to

     FALSE.

Based on the above statements, a path development algorithm must consider that the CA’s certificate must be stored in the crossCertificatePair attribute, but the algorithm may consult the cACertificate attribute first, for performance reasons. The certificateRevocationList and authorityRevocationList attributes are another area of interoperability concerns.   Both the ACP 133 and the ldap-v2-schema state that the authorityRevocationList attribute includes revocation information regarding certificates issued to other CAs. Entrust application use the authorityRevocationList attribute, but certain legacy applications may not look at the authorityRevocationList attribute, and therefore not acquire a complete list of revoked CA and end-entity certificates. 

Interoperability Profile Summary DPL: I like this page, does just what we need.
1. CA Access to Directory

· Entrust CA to Entrust Directory

·  Internet X.509 Public Key Infrastructure Operational Protocols - LDAPv2 

· Simple Authentication

The support for binary objects in LDAP V2 is required.  This may be provided via a string encoding that fully preserves the  binary encoding, such as {ASN}80… or by supporting binary attributes as defined in the PKIX “Internet X.509 Public Key Infrastructure Operational Protocols - LDAPv2” draft. The following excerpt is from the draft:  

The repository is required to preserve the integrity of the binary objects such as Certificates and CRLs.  For this reason, these attributes MUST be encoded using a syntax similar to the syntax  "Undefined" from section 2.1 of RFC 1778: values of these attributes are encoded as if they were values of type  "OCTET  STRING",  with the string value of the encoding being the DER-encoding of the value itself.  For example, when writing a userCertificate to the repository, the CA generates a DER-encoding of the certificate and uses that encoding as the value of the user-Certificate attribute in the LDAP Modify request.  This encoding style is consistent with the encoding scheme proposed for LDAPv3, which is now being defined within the IETF.

· S2CA to DoD directory

· LDAPV3 with the ;binary qualifier

· Simple Authentication

· NSA CAW to DoD directory

· 1993 X.500 DAP

· Simple Authentication

· Bridge CA to BCA directory 

· LDAPV3 with the ;binary qualifier

· Simple Authentication

2. Client Access to Directory

· Entrust Clients to Entrust Directory

· Internet X.509 Public Key Infrastructure Operational Protocols - LDAPv2 

· No Authentication

· DoD clients to DoD Directory

· 1993 X.500 DAP protocol 

· LDAPv3

· No Authentication 

3. Directory to Directory 

· 1993 X.518 (DSP)

· Simple Authentication

Schema Profile Summary

· BCA directory

LDAP-v2-schema + (X.500 person and rfc822MailUser
 ) or (inetOrgPerson
)

· DoD directory

· Motorola CA/Users

ACP-133

· Spyrus CA/Users

LDAP-v2-schema + (X.500 person and rfc822MailUser ) or (inetOrgPerson)

· Entrust directory

LDAP-v2-schema + (X.500 person and rfc822MailUser ) or (inetOrgPerson)
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ISSUES

Based on the FEDPKI CONOPS, I suggest we use three directories to model the CONOPS as closely as possible. 

All agreed as long as we can do it under the existing funding.

Need to define the principal CA in the MISSI hierarchy.  I suggest we make it the PAA for the purposes of this demonstration since that would have the least impact. 


All agreed

What schema does Entrust support?  Can they support ldap-v2-schema or should we use the Entrust Schema?

We are to assume the ldap-v2-schema for now.

Are we using ARLs?  Does Entrust use or require ARLs.

Entrust is doing some research.

Do all the users agents support LDAP, or should we profile DAP.


Profile Both.

Need to determine the DNs of the Repository Servers

We will use the following:

cn=BCAP DoD Server, cn=DoD, o=U.S. Government, c=US  DPL: should that be "ou=DoD"??
cn=BCAP Entrust Server, o=Entrust Enabled Organization, c=US

cn=BCAP BCA Server, o=Test BCA, c=US

ANNEX A : DAP Profile Requirements List for Entrust, DoD and BCA directories 

Reference ADY21

This annex specifies high level requirements for the BCA Directories.  This profile is not meant to be a comprehensive profile of directory requirements, but it is meant to provide guidance to support DAP operations for client interactions in the DoD repository.   Additionally, DAP operation supported is required for DSP interoperability (DSP includes DAP operations and results).

Support Level

To specify the support level of protocol features, the following terminology is defined.

Mandatory: m: Mandatory requirement for support

A feature is supported by a DSA implementation if the DSA is able to process the feature in accordance with the base standard.

Optional: o: Optional requirement for support

The support of the feature is left to the implementor of the DSA.

Conditional: c: Conditional requirement for support

The requirement to support the item depends on a specified condition. The condition and the resulting support requirements are stated separately.

Out of scope: i: Out of scope requirement for support

Support of the feature is outside the scope of this profile.

Protocol Status

The field indicates the support level required for ITU 1993 X.500 standard conformance.

BCA Profile Status

The field indicates the support level required for the Bridge CA Profile.

A.4.1
Rolestc " A.4.1
Roles " \l 2
Ref. A.6.1

Item No.
Role
Protocol

Status
BCA

Profile

Status
Predicate
Note

1
Centralized DSA
o
i



2
Cooperating DSA
o
m

See Part 4

3
First-Level DSA
o
o

See Part 4

4
DUA for connection to centralized DSA
o
i

See Part 1

5
DUA for connection to cooperating DSA
o
i

See Part 2

A.4.2
General Capabilities and Global statement of conformancetc "A.4.2
General Capabilities and Global statement of conformance " \l 2
Answering "No" to A.6.2.1.1/1 in the PICS to element A.4.2.1/1 of this PRL indicates non-conformance to the protocol specification.  Non-supported mandatory capabilities are to be identified in the PICS, with an explanation of why the implementation is non-conformant.  Such information shall be provided in subclause A.6.6 "Other Information" of the PICS.

A.4.2.1
General Capabilitiestc "A.4.2.1
General Capabilities " \l 3
Ref. A.6.2.1.1

Item No.
Question

Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
Are all mandatory general capabilities for the DSA implemented?

m
m



2
Are all mandatory first-level DSA requirements (ITU-T X.518 | ISO/IEC 9594-4) implemented?

cn
o

See Part 4

3
Are the minimum knowledge requirements (ITU-T X.501| ISO/IEC 9594-2) implemented?

m
i

See Part 4

4
Is asynchronous (ROSE class 2) mode of operation supported?

m
m
*Async-DSA


5
Does the DSA follow the rules of extensibility as defined in section 7.5 of ITU-T X.519 |  ISO/IEC 9594-5?

m
o



6
Is the alias mechanism implemented?

m
o



7
Does the DSA support the directoryAccessAC application-context?

m
m



8
Is the DSA capable of supporting collective attributes?

o
o



9
Is the DSA capable of supporting hierarchical attributes (Subtypes)?

o
o



10
Is the DSA capable of supporting auxiliary object classes?

o
m



11
Is the DSA capable of supporting the subschema administrative operational attributes?

o
o



12
Does the DSA support signed DAP operations and results?

o
i

See Part 6

13
Does the DSA support NSSR?

o
i

See Part 4

A.4.2.2
Supported Security Levelstc "A.4.2.2
Supported Security Levels " \l 3
Ref. A.6.2.1.2
Item No.
Question

Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
none
o.n
m



2
simple
o.n
m



2.1
unprotected
-
m



2.2
protected
-
i

See Part 6

3
strong
o.n
i

See Part 6

4
external
i
i



A.4.2.3
Supported Access Control Schemestc "A.4.2.3
Supported Access Control Schemes " \l 3
Ref. A.6.2.1.3

Item No.
Access Control Scheme

Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
Simplified Access Control
o
i

See Part 9

2
Basic Access Control
o
I

See Part 9

3
Other
i
i



A.4.3
Capabilities and options. tc "A.4.3
Capabilities and options" \l 2
This part of the ISP identifies the supported application context, the PDUs and operations.

The operation arguments and PDU parameters are identified.

A.4.3.1
Supported application context. tc "A.4.3.1
Supported application context" \l 3
The only application context supported is Directory Access application context.

A.4.3.2
Operations and extensionstc "A.4.3.2
Operations and extensions" \l 3
A.4.3.2.1
Operationstc " A.4.3.2.1
Operations" \l 4 
Ref. A.6.3.2.1

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
DirectoryBind
m
m



2
DirectoryUnbind
m
m



3
Read
m
m



4
Compare
m
m



5
Abandon
cn
m



6
List
m
m



7
Search
m
m



8
AddEntry
m
o

DoD Directory (m)

9
RemoveEntry
m
o

DoD Directory (m)

10
ModifyEntry
m
o

DoD Directory (m)

11
ModifyDN
m
o

DoD Directory (m)

.

A.4.3.2.2
Extensionstc " A.4.3.2.2
Extensions" \l 4
Ref. A.6.3.2.2

Item No.
Extension
Protocol

Status
BCA
Profile

Status
Predicate Name
Note

1
subentries
o
o



2
copyShallDo
o
o



3
attributesizelimit
o
o
*attrsizelimit


4
extraAttributes
o
o



5
modifyRightsRequest
o
o
*modrightsreq


6
pagedResultsRequest
o
o
*pageresreq


7
matchedValuesOnly
o
o
*matchvalonly


8
extendedFilter
o
o
*extfilter


9
targetSystem
o
o
*targetsystem


10
useAliasOnUpdate
o
o



11
newSuperior
o
o
*newsuperior


A.4.3.3
Protocol elementstc " A.4.3.3  Protocol elements" \l 3
Some protocol elements may be digitally signed. In those cases where an operation can be signed, suppliers of implementations claiming conformance to signed protocol elements, should see part 6 (ADY 42).
A.4.3.3.1
DirectoryBind Elementstc " A.4.3.3.1  DirectoryBind Elements" \l 4 

A.4.3.3.1.1
Directory Bind Argumentstc "A.4.3.3.1.1
Directory Bind Arguments " \l 5
Ref. A.6.3.3.1.1

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
credentials
cn
c4



1.1
simple
c:cn
c:c4



1.1.1
name
c:m
c:m



1.1.2
validity
c:o
c:o



1.1.2.1
time1
c:o
c:m



1.1.2.2
time2
c:o
c:o



1.1.2.3
random1
c:o
c:m



1.1.2.4
random2
c:o
c:o



1.1.3
password
c:o
c:o



1.1.3.1
unprotected
c:o.n
c:m



1.1.3.2
protected
c:o.n
i

See Part 6

1.1.3.2.1
algorithmIdentifier
c:m
-



1.1.3.2.2
encrypted
c:m
-



1.2
strong
c:cn
i

See Part 6

1.2.1
certification-path
c:o
-



1.2.2
bind-token
c:m
-



1.2.2.1
toBeSigned
c:m
-



1.2.2.1.1
algorithm 
c:m
-



1.2.2.1.2
name  
c:m
-



1.2.2.1.3
time
c:m
-



1.2.2.1.4
random
c:m
-



1.2.2.2
algorithmIdentifier
c:m
-



1.2.2.3
encrypted
c:m
-



1.2.3
name
c:o
-



1.3
externalProcedure
i
i



2
versions
m
m



2.1
v1
m
m



c4:
If  [Simple-DSA] then support of this feature is m else o.

A.4.3.3.1.2
Directory Bind Resulttc "A.4.3.3.1.2
Directory Bind Result " \l 5 
Ref. A.6.3.3.1.2

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
credentials
cn
c4



1.1
simple
c:cn
c:c4



1.1.1
name
c:m
c:m



1.1.2
validity
c:o
c:o



1.1.2.1
time1
c:o
c:m



1.1.2.2
time2
c:o
c:o



1.1.2.3
random1
c;o
c:m



1.1.2.4
random2
c:o
c:o



1.1.3
password
c:o
c:o



1.1.3.1
unprotected
c:o.n
c:m



1.1.3.2
protected
c;o.n
i

See Part 6

1.1.3.2.1
algorithmIdentifier
c:m
-



1.1.3.2.2
encrypted
c:m
-



1.2
strong
c:cn
i

See Part 6

1.2.1
certification-path
c:o
-



1.2.2
bind-token
c:m
-



1.2.2.1
toBeSigned
c:m
-



1.2.2.1.1
algorithm
c:m
-



1.2.2.1.2
name
c:m
-



1.2.2.1.3
time
c:m
-



1.2.2.1.4
random
c:m
-



1.2.2.2
algorithmIdentifier
c:m
-



1.2.2.3
encrypted
c:m
-



1.2.3
name
c:o
-



1.3
externalProcedure
i
i



2
versions
m
m



2.1
v1
m
m



c4:
If  [Simple-DSA] then support of this feature is m else o.

A.4.3.3.1.3
Directory Bind Errortc "A.4.3.3.1.3
Directory Bind Error " \l 5 
Ref. A.6.3.3.1.3

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
versions
m
m



1.1
v1
m
m



2
error
m
m



2.1
ServiceError
m
m



2.2
SecurityError
m
m



A.4.3.3.2
Directory Unbind Elementstc "A.4.3.3.2
Directory Unbind Elements" \l 4 

DirectoryUnbind has no arguments (see Section 8.2 of ITU-T X.511 | ISO/IEC 9594-3).

A.4.3.3.3
Read Elementstc "A.4.3.3.3
Read Elements" \l 4
Ref. A.6.3.3.3

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
ReadArgument
m
m



1.1
toBeSigned
-
-



1.2
object
m
m



1.3
selection
m
m



1.4
modifyRightsRequest
cn
c5



1.5
CommonArguments 
m
m
*Comm-Arg
See A.4.3.13

1.6
algorithmIdentifier
-
-



1.7
encrypted
-
-



2
ReadResult
m
m



2.1
toBeSigned
-
-



2.2
entry
m
m



2.3
modifyRights
o
o



2.3.1
item
c:m
c:m



2.3.1.1
entry
c:m
c:m



2.3.1.2
attribute
c:m
c:m



2.3.1.3
value
c:m
c:m



2.3.2
permission
c:m
c:m



2.4
CommonResults
m
m
*Comm-Res
See A.4.3.14

2.5
algorithmIdentifier
-
-



2.6
encrypted
-
-



3
Errors
m
m



c5:
If [modrightsreq] then m else o

A.4.3.3.4
Compare Elementstc "A.4.3.3.4
Compare Elements" \l 4
Ref. A.6.3.3.4

IItem No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
CompareArgument
m
m



1.1
toBeSigned
-
-



1.2
object
m
m



1.3
purported
m
m



1.4
CommonArguments
m
m
*Comm-Arg
See A.4.3.13

1.5
algorithmIdentifier
-
-



1.6
encrypted
-
-



2
CompareResult
m
m



2.1
toBeSigned
-
-



2.2
name
o
m



2.3
matched
m
m



2.4
fromEntry
m
m



2.5
matchedSubtype
o
m



2.6
CommonResults
m
m
*Comm-Res
See A.4.3.14

2.7
algorithmIdentifier
-
-



2.8
encrypted
-
-



3
Errors
m
m



A.4.3.3.5
Abandon Elementstc "A.4.3.3.5
Abandon Elements" \l 4 
Ref. A.6.3.3.5

Prerequisite: [Abandon]

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
AbandonArgument
m
m



1.1
nvokeID
m
m



2
AbandonResult
m
m



3
Errors
m
m



A.4.3.3.6
List Elementstc "A.4.3.3.6
List Elements" \l 4 
Ref. A.6.3.3.6

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
ListArgument
m
m



1.1
toBeSigned
-
-



1.2
object
m
m



1.3
pagedResults
cn
c7

See A.4.3.20

1.4
CommonArguments
m
m
*Comm-Arg
See A.4.3.13

1.5
algorithmIdentifier
-
-



1.6
encrypted
-
-



2
ListResult
m
m



2.1
toBeSigned
-
-



2.2
listInfo
m
m



2.2.1
name
o
m



2.2.2
subordinates
m
m



2.2.2.1
rdn
m
m



2.2.2.2
aliasEntry
m
m



2.2.2.3
fromEntry
m
m



2.2.3
partialOutcomeQualifier
m
m



2.2.3.1
limitProblem
o
m



2.2.3.1.1
timeLimitExceeded
c:m
m



2.2.3.1.2
sizeLimitExceeded
c:m
m



2.2.3.1.3
administrativeLimitExceeded
c:m
m



2.2.3.2
unexplored
o
m



2.2.3.3
unavailableCriticalExtensions
m
m



2.2.3.4
unknownErrors
o
m



2.2.3.5
queryReference
cn
c7



2.2.4
CommonResults
m
m
*Comm-Res
See A.4.3.14

2.3
uncorrelatedListInfo
o
m



2.4
algorithmIdentifier
-
-



2.5
encrypted
-
-



3
Errors
m
m



c7:
If [pageresreq] then support of this feature is m else o.

A.4.3.3.7
Search Elementstc "A.4.3.3.7
Search Elements" \l 4
Ref. Ref. A.6.3.3.7

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
SearchArgument
m
m



1.1
toBeSigned
-
-



1.2
baseObject
m
m



1.3
subset
m
m



1.4
filter
m
m
*Filter
See A.4.3.18

1.5
searchAliases
m
m



1.6
selection 
m
m
*Info-Sel
See A.4.3.16

1.7
pagedResults
cn
c6



1.8
matchedValuesOnly
cn
c7



1.9
extendedFilter
cn
c8



1.10
CommonArguments
m
m
*Comm-Arg
See A.4.3.13

1.11
algorithmIdentifier
-
-



1.12
encrypted
-
-



2
SearchResult
m
m



2.1
toBeSigned
-
-



2.2
searchInfo
m
m



2.2.1
name
o
m



2.2.2
entries
m
m
*Entry-Info
See A.4.3.17

2.2.3
partialOutcomeQualifier
m
m



2.2.3.1
limitProblem
o
m



2.2.3.1.1
timeLimitExceeded
c:m
m



2.2.3.1.2
sizeLimitExceeded
c:m
m



2.2.3.1.3
administrativeLimitExceeded
c:m
m



2.2.3.2
unexplored
o
m



2.2.3.3
unavailableCriticalExtensions
m
m



2.2.3.4
unknownErrors
o
m



2.2.3.5
queryReference
cn
c6



2.2.4
CommonResults
m
m
*Comm-Res
See A.4.3.14

2.3
uncorrelatedSearchInfo
o
m



2.4
algorithmIdentifier
-
-



2.5
encrypted
-
-



3
Errors
m
m

See A.4.3.12

c6:
If [pageresreq] then support of this feature is m else o.

c7:
If [matchvalonly] then support of this feature is m else o.

c8:
If [extfilter] then support of this feature is m else o.

A.4.3.3.8
Add Entry Elementstc "A.4.3.3.8
Add Entry Elements" \l 4 (DoD Only)
Ref. A.6.3.3.8

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
AddEntryArgument
m
m



1.1
toBeSigned
-
-



1.2
object
m
m



1.3
entry
m
m



1.4
targetSystem
cn
c9

See A.4.3.26

1.5
CommonArguments
m
m
*Comm-Arg
See A.4.3.13

1.6
algorithmIdentifier
-
-



1.7
encrypted
-
-



2
AddEntryResult
m
m



3
Errors
m
m

See A.4.3.12

c9:
If[ targetsystem] then support of this feature is m else o.

A.4.3.3.9
Remove Entry Elementstc "A.4.3.3.9
Remove Entry Elements" \l 4 (DoD Only)
Ref. A.6.3.3.9

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
RemoveEntryArgument
m
m



1.1
toBeSigned
-
-



1.2
object
m
m



1.3
CommonArguments
m
m
*Comm-Arg
See A.4.3.13

1.4
algorithmIdentifier
-
-



1.5
encrypted
-
-



2
RemoveEntryResult
m
m



3
Errors
m
m

See A.4.3.12

A.4.3.3.10
Modify Entry Elementstc "A.4.3.3.10
Modify Entry Elements" \l 4 (DoD Only)
Ref. A.6.3.3.10

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
ModifyEntryArgument
m
m



1.1
toBeSigned
-
-



1.2
object
m
m



1.3
changes
m
m



1.3.1
addAttribute
m
m



1.3.2
removeAttribute
m
m



1.3.3
addValues
m
m



1.3.4
removeValues
m
m



1.4
CommonArguments
m
m
*Comm-Arg
See A.4.3.13

1.5
algorithmIdentifier
-
-



1.6
encrypted
-
-



2
ModifyEntryResult
m
m



3
Errors
m
m

See A.4.3.12

A.4.3.3.11
ModifyDN Elementstc "A.4.3.3.11
ModifyDN Elements" \l 4 (DoD Only)
Ref. A.6.3.3.11

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
ModifyDNArgument
m
m



1.1
toBeSigned
-
-



1.2
object
m
m



1.3
newRDN
m
m



1.4
deleteOldRDN
o
m



1.5
newSuperior
cn
c10



1.6
CommonArguments
m
m
*Comm-Arg
See A.4.3.13

1.7
algorithmIdentifier
-
-



1.8
encrypted
-
-



2
ModifyDNResult
m
m



3
Errors
m
m

See A.4.3.12

c10:
If [newsuperior] then support of this feature is m else o.

A.4.3.3.12
Errors and Parameterstc "A.4.3.3.12
Errors and Parameters" \l 4 
Ref. A.6.3.3.12

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
Abandoned
m
m



2
AbandonFailed
m
m



2.1
problem
m
m



2.1.1
noSuchOperation
m
m



2.1.2
tooLate
m
m



2.1.3
cannotAbandon
m
m



2.2
operation
m
m



3
AttributeError
m
m



3.1
object
m
m



3.2
problems
m
m



3.2.1
problem
m
m



3.2.1.1
noSuchAttributeOrValue
m
m



3.2.1.2
invalidAttributeSyntax
m
m



3.2.1.3
undefinedAttributeType
m
m



3.2.1.4
inappropriateMatching
m
m



3.2.1.5
constraintViolation
m
m



3.2.1.6
attributeOrValueAlreadyExists
m
m



3.3
type
m
m



3.4
value
o
m



4
NameError
m
m



4.1
problem
m
m



4.1.1
noSuchObject
m
m



4.1.2
aliasProblem
m
m



4.1.3
invalidAttributeSyntax
m
m



4.1.4
aliasDereferencingProblem
m
m



4.2
matched
m
m



5
Referral
cn
m



5.1
candidate
c:m
m



6
SecurityError
m
m



6.1
problem
m
m



6.1.1
InappropriateAuthentication
m
m



6.1.2
invalidCredentials
m
m



6.1.3
insufficientAccessRights
m
m



6.1.4
invalidSignature
cn
i

See Part 6

6.1.5
protectionRequired
cn
i

See Part 6

6.1.6
noInformation
m
m



7
ServiceError
m
m



7.1
problem
m
m



7.1.1
busy
m
m



7.1.2
unavailable
m
m



7.1.3
unwillingToPerform
m
m



7.1.4
chainingRequired
m
m



7.1.5
unableToProceed
m
m



7.1.6
invalidReference
m
m



7.1.7
timeLimitExceeded
m
m



7.1.8
administrativeLimitExceeded
m
m



7.1.9
loopDetected
m
m



7.1.10
unavailableCriticalExtension
m
m



7.1.11
outOfScope
m
m



7.1.12
ditError
m
m



7.1.13
invalidQueryReference
cn
c11



8
UpdateError
m
m



8.1
problem
m
m



8.1.1
namingViolation
m
m



8.1.2
objectClassViolation
m
m



8.1.3
notAllowedOnNonLeaf
m
m



8.1.4
notAllowed OnRDN
m
m



8.1.5
entryAlreadyExists
m
m



8.1.6
affectsMultipleDSAs
m
m



8.1.7
objectClassModificationProhibited
m
m



c11:
If [pageresreq] then support of this feature is m else -.

A.4.3.3.13
Common Arguments Elementstc "A.4.3.3.13
Common Arguments Elements" \l 4 
Ref. A.6.3.3.13

Prerequisite: [Comm-Arg]

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
serviceControls
m
m
*Serv-Ctrls
SeeA.4.3.3.15

2
securityParameters
cn
i

See Part 6

3
requestor
o
o



4
operationProgress
m
i

See Part 4

4.1
nameResolutionPhase
m
-



4.1.1
notStarted
m
-



4.1.2
proceeding
m
-



4.1.3
completed
m
-



4.2
nextRDNToBeResolved
o
-



5
aliasedRDNs
o
m



6
criticalExtensions
m
m



7
referenceType
o
i

See Part 4

8
entryOnly
m
i

See Part4

9
exclusions
o
i

See Part 4

10
nameResolveOnMaster
o
i

See Part 4

A.4.3.3.14
Common Results Elementstc "A.4.3.3.14
Common Results Elements" \l 4 
Ref. A.6.3.3.14

Prerequisite: [Comm-Res]

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
securityParameters
cn
i

See Part 6

2
performer
o
o



3
aliasDereferenced
m
m



A.4.3.3.15
Service Controlstc "A.4.3.3.15
Service Controls" \l 4
Ref. A.6.3.3.15 
Prerequisite: [Serv-Ctrls]

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
options
m
m



1.1
preferChaining
m
m



1.2
chainingProhibited
m
m



1.3
localScope
m
m



1.4
dontUseCopy
m
m



1.5
dontDereferenceAliases
m
m



1.6
subentries
m
m



1.7
copyShallDo
m
m



2
priority
m
m



3
timeLimit
o
m



4
sizeLimit
o
m



5
scopeOfReferral
o
m



6
attributeSizeLimit
cn
c12



c12:
If [attrsizelimit] then support of this feature is m else o.

A.4.3.3.16
Entry Information Selectiontc "A.4.3.3.16
Entry Information Selection" \l 4 
Ref. A.6.3.3.16

Prerequisite:[Info-Sel]

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
attributes
m
m



1.1
allUserAttributes
m
m



1.2
select
m
m



2
infoTypes
m
m



2.1
attributeTypesOnly
m
m



2.2
attributeTypesAndValues
m
m



3
extraAttributes
o
m



3.1
allOperationalAttributes
c:m
m



3.2
select
c:m
m



A.4.3.3.17
Entry Informationtc "A.4.3.3.17
Entry Information" \l 4 
Ref. A.6.3.3.17

Prerequisite: [Entry-Info]

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
name
m
m



2
fromEntry
m
m



3
information
o
m



3.1
attributeType
c:m
m



3.2
attribute
c:m
m



4
incompleteEntry
m
m



A.4.3.3.18
Filter Elementstc "A.4.3.3.18
Filter Elements" \l 4 
Ref. A.6.3.3.18

Prerequisite: [Filter or extfilter]

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
item
m
m



2
and
m
m



3
or
m
m



4
not
m
m



A.4.3.3.19
Filter Item Elementstc "A.4.3.3.19
Filter Item Elements" \l 4
Ref. A.6.3.3.319 

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
equality
m
m



2
substrings
m
m



2.1
type
m
m



2.2
strings
m
m



2.2.1
initial
m
m



2.2.2
any
m
m



2.2.3
final
m
m



3
greaterOrEqual
m
m



4
lessOrEqual
m
m



5
present
m
m



6
approximateMatch
m
m



7
extensibleMatch
cn
c8



7.1
matchingRule
c:m
c:m



7.2
type
c:m
c:m



7.3
matchValue  
c:m
c:m



7.4
dnAttributes
c:m
c:m



c8:
If [extfilter] then support of this feature is m else o.

A.4.3.3.20
Paged Resultstc "A.4.3.3.20
Paged Results" \l 4 
Ref. A.6.3.3.20

Prerequisite: [pageresreq]

Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
PagedResultsRequest
m
o



1.1
newRequest
m
o



1.1.1
pageSize
m
o



1.1.2
sortkeys
o
o



1.1.2.1
type
c:m
o



1.1.2.2
orderingRule
c:o
o



1.1.3
reverse
m
o



1.1.4
unmerged
m
o



1.2
queryReference
m
o



A.4.3.3.21
Continuation Referencetc "A.4.3.3.21
Continuation Reference" \l 4 
Ref. A.6.3.3.21
Item No.
Protocol Element
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
targetObject
m
m



2
aliasedRDNs
o
m



3
operationProgress
m
m



3.1
nameResolutionPhase
m
m



3.1.1
notStarted
m
m



3.1.2
proceeding
m
m



3.1.3
completed
m
m



3.2
nextRDNToBeResolved
o
o



4
rdnsResolved
o
o



5
referenceType
m
m



6
accessPoints
m
m



6.1
MasterOrShadowAccessPoint
m
m



6.1.1
AccessPoint
m
m



6.1.1.1
ae-title
m
m



6.1.1.2
address
m
m



6.1.1.2.1
pSelector
o
o



6.1.1.2.2
sSelector
o
o



6.1.1.2.3
tSelector
o
o



6.1.1.2.4
nAddresses
m
m



6.1.1.3
protocolInformation
o
o



6.1.2
category
o
o



6.1.2.1
master
c:m
c:m



6.1.2.2
shadow
c:m
c:m



6.2
additionalPoints
o
o



6.2.1
AccessPoint
c:m
c:m



6.2.1.1
ae-title
c:m
c:m



6.2.1.2
address
c:m
c:m



6.2.1.2.1
pSelector
c:o
c:o



6.2.1.2.2
sSelector
c:o
c:o



6.2.1.2.3
tSelector
c:o
c:o



6.2.1.2.4
nAddresses
c:m
c:m



6.2.1.3
protocolInformation
c:o
c:o



6.2.2
category
c:o
c:o



6.2.2.1
master
c:m
c:m



6.2.2.2
shadow
c:m
c:m



7
entryOnly
o
o



8
exclusions
o
o



9
returnToDUA
o
m



10
nameResolveOnMaster
o
o



A.4.3.3.22
Security Parameterstc "A.4.3.3.22
Security Parameters" \l 4 

Out of scope. See ISO/IEC ISP 15125-6.

A.4.3.3.23
CertificationPathtc "A.4.3.3.23
CertificationPath" \l 4 

Out of scope. See ISO/IEC ISP 15125-6

A.4.3.3.24
Access Controltc "A.4.3.3.24
Access Control" \l 4 
Out of scope. See ISO/IEC ISP 15125-9.

A.4.3.3.25
Supported Referencestc "A.4.3.3.25
Supported References" \l 4
Ref. A.6.3.3.25
Item No.
Reference
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
Self Reference
o
o



2
Superior Reference
o
i



3
Immediate Superior Reference
o
i



4
Subordinate Reference
o
i



5
Non-Specific Subordinate Reference
o
i



6
Cross Reference
o
i



7
Supplier Reference
i
i



8
Consumer Reference
i
i



A.4.3.3.26
Access Pointtc "A.4.3.3.26
Access Point" \l 4
Ref. A.6.3.3.26
Item No.
Protocol Elements
Protocol

Status
BCA

Profile

Status
Predicate Name
Note

1
AccessPoint
m
m



1.1
ae-title
m
m



1.2
address
m
m



1.2.1
pSelector
m
m



1.2.2
sSelector
m
m



1.2.3
tSelector
m
m



1.2.4
nAddresses
m
m



1.3
protocolInformation
o
o



ANNEX B : DSP Profile Requirements List for Bridge CA Servers 

Reference ADY22

This annex specifies high level requirements for the BCA Directories.  This profile is not meant to be a comprehensive profile of directory requirements, but it is meant to provide guidance to support for inter-repository DSP(chaining).

Support Level

To specify the support level of protocol features, the following terminology is defined.

Mandatory: m: Mandatory requirement for support

A feature is supported by a DSA implementation if the DSA is able to process the feature in accordance with the base standard.

Optional: o: Optional requirement for support

The support of the feature is left to the implementor of the DSA.

Conditional: c: Conditional requirement for support

The requirement to support the item depends on a specified condition. The condition and the resulting support requirements are stated separately.

Out of scope: i: Out of scope requirement for support

Support of the feature is outside the scope of this profile.

Introduction

This Annex specifies the constraints and characteristics of DSAs that claim conformance to this ISP.

DSAs shall support the performing role (see clause Error! Reference source not found.), and may optionally support the invoking role.

Invoking DSAs are considered to be acting in one of two modes, relaying or acting:

· An invoking DSA in a relaying mode chains on an operation to another DSA without undertaking an Evaluation Phase as defined in [ISO/IEC 9594-4 : 1993 | ITU-T Rec. X.518 (1993)] clause 5.2 (this will occur if name resolution is incomplete)

· An invoking DSA in an acting mode is one that chains on an operation having undertaken the Evaluation Phase 

Similarly, responding DSAs are considered to be acting in one of two modes, relaying or acting:

· A responding DSA in a relaying mode passes back unchanged the result or error, or some component of it, as received from a DSA to which the operation was originally chained

· A responding DSA in an acting mode is one that creates or changes the result or error, or some component of it, as received from a DSA to which the operation was originally chained

The abbreviations used in the heading of the tables in this Annex are:

D - conformance requirement as defined in the base standard

P - conformance requirement as defined for the Bridge CA Profile

There are three columns indicating the mandatory, optional or conditional status (etc) of elements within associations (i.e. after bind has taken place).

For invokes

Column heading:
Rel (relaying)
Act (acting)
Resp (responding)

Applies to
Initiator
Initiator
Responder

Meaning:
Initiates a chained operation as a result of relaying in the Name Resolution Phase 
Initiates a chained operation in the Evaluation Phase 
Responds to a chained operation as a result of relaying or acting

For return-results or errors:

Column heading:
Init (initiating)
Rel (relaying)
Act (acting)

Applies to
Initiator
Responder
Responder

Meaning:
Accepts a response to a chained operation
Returns an element unchanged
Returns a new or changed element

A definition of the Name Resolution and Evaluation phases is given in [ISO/IEC 9594-4 : 1993 | ITU-T Rec. X.518 (1993)] clause 15.2.
B.1.3
Identification of the system supplier and/or test laboratory client

(void)

B.2
Identification of the protocol

Item no
Question
Response

1
Title, Reference, No., publication date of the protocol standard
[ISO/IEC 9594-4 : 1993 | ITU-T Rec. X.518 (1993)]

2
Protocol Version Number
Version 1

3
Implemented Addenda


4
Implemented Defect Reports (Reference No.)
See Annex B

B.3
Global statement of conformance

B.3.1
DSA implementation and/or system

Item No.
Question
D
P
Predicate Name or note
Response

1. 
Are all mandatory general capabilities for the DSA implemented?
m
m



2. 
Are all mandatory First-level DSA requirements ([ISO/IEC 9594-4 : 1993 | ITU-T Rec. X.518 (1993)]) implemented?
c
o
p_first_level_dsa


3. 
Are minimum knowledge requirements [ISO/IEC 9594-2 : 1993 | ITU-T Rec. X.501 (1993)] implemented?
m
m



4. 
Is a Superior Reference supported?
-
c1
B.3.1/8


5. 
Are Subordinate References supported?
-
m



6. 
Are Cross References supported?
o
o
p_cross_references


7. 
Are Non-Specific Subordinate References supported?
o
o
p_nssr


8. 
Are Supplier References supported?
-
c2
B.3.1/11


9. 
Are Master References supported
-
o
p_master_reference


10. 
Are Immediate Superior References supported
-
c3
B.3.1/12


11. 
Is shadowing supported as a consumer?

i
p_shadow_consumer


12. 
Are Hierarchical operational bindings supported?
-
o
p_hob


13. 
Is asynchronous (ROSE class 2) mode of operation supported?
m
m



14. 
Does the DSA follow the rules of extensibility as defined in section 7.5 of [ISO/IEC 9594-5 : 1993 | ITU-T Rec. X.519 (1993)]?
m
m



15. 
Is the alias dereferencing mechanism implemented in name resolution?
m
m



16. 
Is the alias dereferencing mechanism implemented in the evaluation phase of search operations?
m
m



17. 
Does the DSA support the application-context(s) directorySystemAC?
m
m



18. 
Does the DSA support being a non-first-level DSA?
-
o
p_non_first_level_dsa


19. 
Does the DSA support the invoker role?
-
o
p_invoker


20. 
Does the DSA support “none” credentials in the DSA Bind?

m
Note 1


21. 
Does the DSA support simple unprotected credentials in the DSA Bind?
o
m
Note 1


22. 
Does the DSA support simple protected credentials in the DSA Bind?
o
o
p_simple_protected
Note 2


23. 
Does the DSA support strong credentials in the DSA Bind?
o
o
p_strong
Note 2


24. 
Does the DSA support signed chained operations?
o
o
p_signed_chained 
Note 2


25. 
Does the DSA support unique names? (See [ISO/IEC 9594-4 : 1993 | ITU-T Rec. X.518 (1993)] clause 10.3 n)
o
o
p_unique_name


26. 
Does the DSA support authentication level? (see [ISO/IEC 9594-4 : 1993 | ITU-T Rec. X.518 (1993)] clause 10.3 m)
o
o
p_auth_level


27. 
Does the DSA support exclusions (see [ISO/IEC 9594-4 : 1993 | ITU-T Rec. X.518 (1993)] clause 10.3 p)
o
o
p_exclusions


28. 
Does the DSA support excludeShadows (see [ISO/IEC 9594-4 : 1993 | ITU-T Rec. X.518 (1993)] clause 10.3 q)
o
o
p_excludeShadows


29. 
Does the DSA support nameResolveOnMaster (see [ISO/IEC 9594-4 : 1993 | ITU-T Rec. X.518 (1993)] clause 10.3 r)
o
o
p_nameResolveOnMaster


30. 
Does the DSA support alreadySearched (see [ISO/IEC 9594-4 : 1993 | ITU-T Rec. X.518 (1993)] clause 10.4 d)
o
o
p_alreadySearched


31. 
Does the DSA support creation of a request for cross-references (see [ISO/IEC 9594-4 : 1993 | ITU-T Rec. X.518 (1993)] clause 10.3 f)
o
o
p_obtain_xr


32. 
Does the DSA support the supply of cross-references on request (see [ISO/IEC 9594-4 : 1993 | ITU-T Rec. X.518 (1993)] clause 10.4 b)
o
o
p_supply_xr


33. 
Does the DSA support the request to return the operation to the DUA (see [ISO/IEC 9594-4 : 1993 | ITU-T Rec. X.518 (1993)] clause 10.10 i)
o
o
p_return_to_dua


Conditionals:

c1: if p_non_first_level_dsa then m else o

c2: if p_shadow_consumer then m else o

c3: if p_hob then m else o

Notes:

1. As required by clause Error! Reference source not found..

2. Security levels are profiled in ADY43. They are represented in this PRL by the predicates p_simple_protected (B.3.1.22), p_strong (B.3.1.23),  p_signed_chained(B.3.1.24).

B.4
Capabilities and options

B.4.1
Supported application context

The only application context supported by this ISP is the Directory System Application Context.

B.4.2
Operations and Extensibility

B.4.2.1
Operations

Item No.
Protocol Element
D
Init
D
Resp
P
Rel
P
Act
P
Resp
Reference/notes

1
DirectoryBind
m
m
c4
c4
m
Note 1

2
DirectoryUnbind
m
m
c4
c4
m
Note 1

3
ChainedRead
m
m
c4
c4
m
Note 1

4
ChainedCompare
m
m
c4
c4
m
Note 1

5
ChainedAbandon
m
m
c4
c4
m
Note 1

6
ChainedList
m
m
c4
c4
m
Note 1

7
ChainedSearch
m
m
c4
c4
m
Note 1

8
ChainedAddEntry
m
m
c4
c4
o


9
ChainedRemoveEntry
m
m
c4
c4
o


10
ChainedModifyEntry
m
m
c4
c4
o


11
ChainedModifyDN
m
m
c4
c4
o


Conditionals:

c4: if p_invoker then m else o

Notes

1. The PICS doesn’t distinguish between the relaying and acting role.

B.4.2.2
Extensibility

The Directory System Protocol requires general conformance to the principles of extensibility, as defined in [ISO/IEC 9594-5 : 1993 | ITU-T Rec. X.519 (1993)]. No additional requirements are specified.

B.4.3
Protocol Elements

B.4.3.1
DSA Bind Elements

B.4.3.1.1
DSA Bind Arguments

The column marked Init correspond to the bind initiator

Item No.
Protocol Element
D
Init
D
Resp
P
Init
P
Resp
References/Notes

1 
DirectoryBindArg
m
m
m
m
B.4.2.1/1

2 

credentials
c
c
m
m


3 


simple
c
c
m
m


4 



name
m
m
m
m


5 



validity
o
o
c5
c5
Note 1

6 




time1
o
o
c5
c5
Note 1

7 




time2
o
o
o
o
Note 1

8 




random1
o
o
c5
c5
Note 1

9 




random1
o
o
o
o
Note 1

10 



password
o
o
m
m


11 
 



unprotected
o
o
m
m


12 




protected
o
o
c5
c5
Note 1

13 





algorithmIdentifier
m
m
m
m


14 





encrypted
m
m
m
m


15 


strong
o
o
o
o


16 



certification-path
o
o
o
o


17 



bind-token
o
o
o
o


18 




toBeSigned
o
o
o
o


19 





algorithm 
o
o
o
o


20 





name  
o
o
o
o


21 





time
o
o
o
o


22 





random
o
o
o
o


23 




algorithmIdentifier
o
o
o
o


24 




encrypted
o
o
o
o


25 



name
o
o
o
m


26 


externalProcedure
i
i
i
i


27 

versions
m
m
m
m


Predicates:

c5: If p_simple_protected then m else o

c6: If p_strong then m else o

Notes.

1. The support of simple protected authentication is profiled by ADY43.

2. Requirements on certification-path are profiled by ADY43

B.4.3.1.2   DSA Bind Result

Item No.
Protocol Element
D
Init
D
Resp
P
Init
P
Resp
References/Notes

1 
DirectoryBindResult
m
m
m
m
B.4.2.1/1

2 

credentials
c
c
m
m


3 


simple
c
c
m
m


4 



name
m
m
m
m


5 



validity
o
o
c5
c5
Note 1

6 




time1
o
o
c5
c5
Note 1

7 




time2
o
o
o
o
Note 1

8 




random1
o
o
c5
c5
Note 1

9 




random1
o
o
o
o
Note 1

10 



password
o
o
m
m


11 
 



unprotected
o
o
m
m


12 




protected
o
o
c5
c5
Note 1

13 





algorithmIdentifier
m
m
m
m


14 





encrypted
m
m
m
m


15 


strong
o
o
o
o


16 



certification-path
o
o
o
o
Note 2

17 



bind-token
o
o
o
o


18 




toBeSigned
o
o
o
o


19 





algorithm 
o
o
o
o


20 





name  
o
o
o
o


21 





time
o
o
o
o


22 





random
o
o
o
o


23 




algorithmIdentifier
o
o
o
o


24 




encrypted
m
o
o
o


25 



name
o
o
o
m


26 


externalProcedure
i
i
i
i


27 

versions
m
m
m
m


Predicates:

c5: If p_simple_protected then m else o

c6: If p_strong then m else o

Notes.

1. The support of simple protected authentication is profiled by ADY43.

2. Requirements on certification-path are profiled by ADY43

B.4.3.1.3
Directory Bind Error

Item No.
Protocol Element
D
Init
D
Resp
P
Init
P
Resp
References/Notes

1 
DirectoryBindError
m
m
m
m
B.4.2.1/1

2 

versions
m
m
m
m


3 

error
m
m
m
m


4 


serviceError
m
m
m
m


5 


securityError
m
m
m
m


B.4.3.2
Directory Unbind Elements

DirectoryUnbind has no argument (see Section 8.2 of [ISO/IEC 9594-3 : 1993 | ITU-T Rec. X.511 (1993)]).

B.4.3.3
Chained Operation Elements

B.4.3.3.1
Argument

Item No.
Protocol Element
D
Init
D
Resp
P
Rel
P
Act
P
Resp
References/Notes

1 
chainedXxx
c
m
c4
c4
m
B.4.1.1/3-11 omitting B.4.1.1/5
Note 1

2 
chainedXxxArgument
m
m
m
m
m
Note 1

3 
unsigned (chainedXxxArgument)
m
m
m
m
m
Note 1

4 
ChainingArguments
m
m
m
m
m


5 
XxxArgument
m
m
m
m
m
Note 1

6 
signed (chainedXxxArgument)
o
o
o
o
o
 

7 
ToBeSigned
o
o
o
o
o


8 
ChainingArguments
o
o
o
o
o


9 
XxxArgument
o
o
o
o
o


10 
algorithmIdentifier
o
o
o
o
o


11 
encrypted
o
o
o
o
o


12 
ChainingArguments
m
m
m
m
m


13 
XxxArgument
m
m
m
m
m
Note 1

Predicates:

c4: if p_invoker them m else o

c7: if p_signed_chained them m else o

Notes.

1. Xxx is any one of:

read (B.4.2.1/3)
compare (B.4.2.1/4)
list (B.4.2.1/6)
search (B.4.2.1/7)
add-entry (B.4.2.1/8)
remove-entry (B.4.2.1/9)
modify-entry (B.4.2.1/10)
modify-DN (B.4.2.1/11)

2. Requirements on the signatures of chained operations are profiled in ADY43. Requirements on arguments are profiled in ADY12.

3. Requirements on algorithmIdentifier are profiled in ADY43.

B.4.3.3.2
Result

Item No.
Protocol Element
D
Init
D
Resp
P
Init
P
Rel
P
Act
References/Notes

1 
 chainedYyyResult
m
m
m
m
m
B.4.1.1/3-11 omitting B.4.1.1/5
Note 1

2 
unsigned (chainedYyyResult)
m
m
m
m
m
Note 1

3 
ChainingResults
m
m
m
m
m


4 
YyyResult
m
m
m
m
m
Note 1

5 
signed (chainedYyyResult)
o
o
o
o
o


6 
ToBeSigned
o
o
o
o
o


7 
ChainingResults
o
o
o
o
o


8 
YyyResult
o
o
o
o
o


9 
algorithmIdentifier
o
o
o
o
o


10 
encrypted
o
o
o
o
o


11 
ChainingResults
m
m
m
m
m


12 
YyyResult
m
m
m
m
m
Note 2

13 
Errors
m
m
m
m
m


Predicates:

c7: if p_signed_chained them m else o

Notes.

1. Yyy is any one of:

read (B.4.2.1/3)
compare (B.4.2.1/4)
list (B.4.2.1/6)
search (B.4.2.1/7)
add-entry (B.4.2.1/8)
remove-entry (B.4.2.1/9)
modify-entry (B.4.2.1/10)
modify-DN (B.4.2.1/11)

2. Requirements on the signatures of chained operations are profiled in ADY43. Requirements on results are profiled in ADY21.

3. Requirements on algorithmIdentifier are profiled in ADY43.

B.4.3.4
Chained Abandon Elements

B.4.3.4.1
Argument

Item No.
Protocol Element
D
Init
D
Resp
P
Rel
P
Act
P
Resp
References/Notes

1. 
ChainedAbandon
m
m
m
m
m
B.4.2.1/5

2. 

invokeId
m
m
m
m
m


B.4.3.4.2
Result
Item No.
Protocol Element
D
Init
D
Resp
P
Init
P
Rel
P
Act
References/Notes

1. 
AbandonResult
m
m
m
m
m
B.4.2.1/5

2. 
Errors
m
m
m
m
m
B.4.3.5

B.4.3.5
Errors and Parameters

Item No.
Protocol Element
D
Init
D
Resp
P
Init
P
Rel
P
Act
References/Notes

1. 
Abandoned
m
m
m
m
m


2. 
AbandonFailed
m
m
m
m
m


3. 

problem
m
m
m
m
m


4. 

operation
m
m
m
m
m


5. 
AttributeError
m
m
m
m
m


6. 

object
m
m
m
m
m


7. 

problems
m
m
m
m
m


8. 


problem
m
m
m
m
m


9. 


type
m
m
m
m
m


10. 


value
o
o
m
m
o
Note 1

11. 
NameError
m
m
m
m
m


12. 

problem
m
m
m
m
m


13. 

matched
m
m
m
m
m


14. 
DSAReferral
m
m
m
m
m


15. 

continuationReference
m
m
m
m
m
B.4.3.6

16. 

contextPrefix
m
m
m
m
m


17. 
SecurityError
m
m
m
m
m


18. 

problem
m
m
m
m
m


19. 
ServiceError
m
m
m
m
m


20. 

problem
m
m
m
m
m


21. 
UpdateError
m
m
m
m
m


22. 

problem
m
m
m
m
m


Notes

1. DSAs need to be able to pass on this item, even if they do not generate it.

B.4.3.6
Continuation References

Item No.
Protocol Element
D
Init
D
Resp
P
Init
P
Rel
P
Act
References/Notes

1. 
ContinuationReference
m
m
m
m
m
B.4.3.5/15

2. 

targetObject
m
m
m
m
m


3. 

aliasedRDNs
o
o
m
m
m


4. 

operationProgress
m
m
m
m
m


5. 


nameResolutionPhase
m
m
m
m
m


6. 


nextRDNToBeResolved
m
m
m
m
m


7. 

rdnsResolved
o
o
m
m
m


8. 

referenceType
m
m
m
m
m


9. 

accessPoints
m
m
m
m
m


10. 


MasterOrShadow
Access



Point
m
m
m
m
m


11. 



AccessPoint
m
m
m
m
m
B.4.3.11

12. 



category
m
m
m
m
m


13. 




master
m
m
m
m
m


14. 




shadow
m
m
m
m
m


15. 


AdditionalPoints
o
o
o
o
o


16. 

entryOnly
m
m
m
m
m


17. 

exclusions

m
m
m
m
m


18. 

returnToDUA
m
m
m
m
c8


19. 

nameResolveOnMaster
m
m
m
m
m


Conditionals:

c8: if p_return_to_dua then m else o
B.4.3.7
Chaining Argument Elements

 <Some of the PICS values seem strange, and mismatches are therefore included> 
Item No.
Protocol Element
DSP
D
Act
DSP
D
Resp
DSP
P
Rel
DSP
P
Act
DSP
P
Resp
References/notes

1. 
ChainingArguments
o
m
m
m
m
B.4.3.3.1/4

2. 

originator
o
m
m
m
m
 <query o in the PICS> 

3. 

targetObject
o
m
m
m
m
<query o in the PICS>

4. 

operationProgress
m
m
m
m
m


5. 


nameResolutionPhase
m
m
m
m
m


6. 


nextRDNToBe



Resolved
o
m
m
m
m


7. 

traceInformation
m
m
m
m
m


8. 

aliasDereferenced
m
m
m
m
m


9. 

aliasedRDNs
o
m
m
m
m


10. 

returnCrossRefs
 <m>
<m>
m
c9
c10
<Mismatch: is PICS wrong?>

11. 

referenceType
m
m
m
m
m


12. 

info
o
o
o
o
m


13. 

timeLimit
o
m
m
m
m
 <query o in the PICS> 

14. 

securityParameters
 <m>
<m>
c6
c6
c6
B.4.3.12.1<Mismatch: is PICS wrong?> 

15. 

entryOnly
m
m
m
m
m


16. 

uniqueIdentifier
o
o
c11
c11
m


17. 

authenticationLevel
o
o
c12
c12
m


18. 

exclusions
o
o
c13
c13
m


19. 

excludeShadows
o
m
c14
c14
m


20. 

nameResolveOnMaster
m
m
c15
c15
m
<Mismatch: is PICS wrong?>

Conditionals:

c6: if p_signed_chained then m else 0

c9: if p_obtain_xr then m else o

c10: if p_supply_xr then m else o

c11: if p_unique_name then m else o

c12: if p_auth_level then m else o

c13: if p_exclusions then m else o

c14: if p_exclude_shadows then m else o

c15: if p_name_resolve_on_master then m else o

B.4.3.8
Chaining Result Elements

Item No.
Protocol Element
D
Act
D
Resp
P
Init
P
Rel
P
Act
References/notes

1. 
ChainingResults
m
m
m
m
m


2. 
info
o
o
o
o
o


3. 
crossReferences
o
o
c9
m
c10


4. 
securityParameters
<m>
<m>
c6
c6
c6
B.4.3.12.2<Mismatch: is PICS wrong?>

5. 
alreadySearched
m
o
m
m
c16


Conditionals:

c6: if p_signed_chained then m else 0

c9: if p_obtain_xr then m else o

c10: if p_supply_xr then m else o

c16: if p_already_searched then m else o

Notes

1. See also Error! Reference source not found..
2. No cross reference is returned unless requested in ChainingArguments. 
B.4.3.9
CrossReferences

Item No.
Protocol Element
D
Init
D
Resp
P
Init
P
Rel
P
Act
References/Notes

1. 
CrossReferences
o
o
o
o
o
B.4.3.8/3

2. 

contextPrefix
m
m
m
m
m


3. 

accessPoint
m
m
m
m
m


4. 


MasterOrShadow
Access



Point
m
m
m
m
m


5. 



AccessPoint
m
m
m
m
m
B.4.3.11

6. 



category
m
m
m
m
m


7. 




master
m
m
m
m
m


8. 




shadow
m
m
m
m
m


9. 


AdditionalPoints
o
o
o
m
o


B.4.3.10
Trace Information

Item No.
Protocol Element
D
Init
D
Resp
P
Rel
P
Act
P
Resp
References/Notes

1. 
TraceInformation
m
m
m
m
m
B.4.3.6/7

2. 

TraceItem
m
m
m
m
m


3. 


dsa
m
m
m
m
m


4. 


targetObject
o
o
m
m
m


5. 


operationProgress
m
m
m
m
m


6. 



nameResolutionPhase
m
m
m
m
m


7. 




notStarted
m
m
m
m
m


8. 




proceeding
m
m
m
m
m


9. 




completed
m
m
m
m
m


10. 



NextRDNToBeResolved
o
o
m
m
m


B.4.3.11

AccessPoint

Item No.
Protocol Element
D
Init
D
Resp
P
Init
P
Rel
P
Act
References/Notes

1. 
AccessPoint
m
m
m
m
m
B.4.3.8/5, B.4.3.11/11

2. 

ae-title
m
m
m
m
m


3. 

address
m
m
m
m
m


4. 


pSelector
m
m
m
m
m


5. 


sSelector
m
m
m
m
m


6. 


tSelector
m
m
m
m
m


7. 


nAddresses
m
m
m
m
m


8. 

protocolInformation
o
o
o
o
o


B.4.3.12
Security Parameters

B.4.3.12.1
Argument (initiator-generated)

Item No.
Protocol Element
D
Init
D
Resp
P
Init
P
Rel
P
Act
References/Notes

1. 
SecurityParameters
o
o
o
o
o


2. 

certification-path
o
o
o
o
o


3. 

name
o
o
o
o
o


4. 

time
o
o
o
o
o


5. 

randomr
o
o
o
o
o


6. 

target
o
o
o
o
o


Conditionals:

c7: if p_signed_chained then m else o

B.4.3.12.2
Argument (responder-generated)

Item No.
Protocol Element
D
Init
D
Resp
P
Init
P
Rel
P
Act
References/Notes

7. 
SecurityParameters
o
o
o
o
o


8. 

certification-path
o
o
o
o
o


9. 

name
o
o
o
o
o


10. 

time
o
o
o
o
o


11. 

randomr
o
o
o
o
o


12. 

target
o
o
o
o
o


Conditionals:

c7: if p_signed_chained then m else o







� The Entrust object class rfc822MailUser provides support for the rfc822Mailbox attribute


� The Netscape/IETF draft InetOrgPerson provides support for the rfc822Mailbox attribute
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