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The Computer Security Resource Center (CSRC) has information on many of NIST's cybersecurity- and information security-related projects, publications, news and events. CSRC supports people and organizations in government, industry, and academia—both in the U.S. and internationally.
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Highlights:

	The NIST Cybersecurity Framework (CSF) 2.0 is now available, along with numerous supplemental resources.
	The Cybersecurity and Privacy Reference Tool (CPRT) offers a consistent format for accessing the reference data of NIST cybersecurity and privacy standards, guidelines, and frameworks.






            

            
                 Recent News

                    

                            
                                The AC Rule Logic Circuit Simulation has been Updated
                                March 6, 2024

                                The Access Control Rule Logic Circuit Simulation (ACRLCS) has been updated and is now available from the CSRC project webpage.
                            

                            
                                NIST to Revise SP 800-38D, GCM and GMAC Modes
                                March 5, 2024

                                After two periods of public comment, NIST has decided to revise Special Publication 800-38D, "Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode (GCM) and GMAC."
                            

                            
                                NIST IR 8472 is Now Available
                                March 1, 2024

                                NIST has published the final version of Internal Report (IR) 8472, Non-Fungible Token Security.
                            

                            
                                The NIST CSF 2.0 is Here!
                                February 26, 2024

                                The NIST Cybersecurity Framework (CSF) 2.0 is now available, along with many supplementary resources.
                            

                            
                                NIST Publishes SP 800-66 Revision 2, Implementing the HIPAA Security Rule
                                February 14, 2024

                                NIST published the final version of Special Publication (SP) 800-66r2 (Revision 2), Implementing the Health Insurance Portability and Accountability Act (HIPAA) Security Rule: A Cybersecurity Resource Guide.
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                 Upcoming Events

                    

                            
                                Information Security and Privacy Advisory Board (ISPAB) March 2024 Meeting
                                March 20, 2024 - March 21, 2024

                                The Information Security and Privacy Advisory Board (ISPAB) is authorized by 15 U.S.C. 278g-4, as amended, and advises the National Institute of Standards and Technology (NIST), the Secretary of Homeland Security (DHS), and...
                            

                            
                                Fifth PQC Standardization Conference
                                April 10, 2024 - April 12, 2024

                                REGISTER NOW Registration will close April 3.  No on-site registration.  NIST plans to hold the 5th NIST PQC Standardization Conference from April 10-12, 2024, in Rockville, Maryland.  The purpose of the conference is to...
                            

                            
                                NIST Workshop on the Requirements for an Accordion Cipher Mode 2024
                                June 20, 2024 - June 21, 2024

                                NIST will host a workshop on the development of a new block cipher mode of operation on June 20–21, 2024, at the National Cybersecurity Center of Excellence in Rockville, Maryland.   Important Dates    	Workshop: June 20-21,...
                            

                            
                                NIST Workshop on Formal Methods within Certification Programs (FMCP 2024)
                                July 23, 2024 - July 25, 2024

                                Full Workshop and Registration Details  NIST will host the Workshop on Formal Methods within Certification Programs (FMCP 2024) on July 23-25, 2024, at the National Cybersecurity Center of Excellence in Rockville, Maryland....
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