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ISO/IEC 27036 is a 4-part standard, aligned with ISO/IEC15288 and 
with the four parts building on each other

Part 1 – Overview and Concepts

Part 2 –Requirements

Part 3 –
Guidelines for 

hardware, 
software, and 

services supply 
chain

Part 4 –
Guidelines for 

Security of 
Cloud Services

General overview 
that describes 
Parts 2-4

Information security 
requirements for any 
acquirer/supplier relationship 
applicable to products and 
services

Part 2 requirements + Part 3 
guidance applicable to 
hardware, software, and 
services

Part 2 requirements + 
Part 3 guidance + Part 4 
guidelines for cloud 
security services



2 Co
py

ri
gh

t 
©

 2
02

3 
by

 B
os

to
n 

Co
ns

ul
ti

ng
 G

ro
up

. 
Al

l 
ri

gh
ts

 r
es

er
ve

d.

ISO/IEC 27036 is undergoing the first round of revisions

Part 1 – Overview and Concepts

Part 2 –Requirements

Part 3 –
Guidelines for 

ICT Supply 
Chain Security

Part 4 –
Guidelines for 

Security of 
Cloud Services

2021

2023 Revision pending 
ISO/IEC 27017 WD 
reaching DIS

2022
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ISO/IEC 27306 was envisioned as a connector standard for system and software 
engineering and information and cybersecurity

ISO/IEC 15288 ISO/IEC 27036 ISO/IEC 27002



4 Co
py

ri
gh

t 
©

 2
02

3 
by

 B
os

to
n 

Co
ns

ul
ti

ng
 G

ro
up

. 
Al

l 
ri

gh
ts

 r
es

er
ve

d.

How does the alignment of ISO/IEC 27036 and ISO/IEC 15288 work

1. Overview
2. Conformance
3. Normative references
4. Terms, definitions, and abbreviated terms
5. Key concepts and applications of this standard
6. System lifecycle processes

1. Scope
2. Normative references
3. Terms and definitions
4. Structure of this standard
5. Key concepts
6. Lifecycle processes (varying 

titles in Parts 2, 3, and 4)
7. Information security in a supplier 

relationship instance (lifecycle, 
only part 2)

ISO/IEC 15288 ISO/IEC 27036
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ISO/IEC 27036-2 integrates security requirements for any products and services 
into ISO/IEC 15288 lifecycle processes and into supplier relationship lifecycle

6.1 Agreement processes

6.1.1 Acquisition 
Process

6.1.2 Supply 
process

6.2 Organisational project-
enabling processes

6.2.1 Life cycle 
model 
management 
process

6.2.2 
Infrastructure 
management 
process

6.2.4 Human 
resource 
management 
process

6.2.5 Quality 
management 
process

6.2.3 Project 
portfolio 
management 
process

6.2.6 Knowledge 
management 
process

6.3 Technical management processes
6.3.1 Project 
planning 
process

6.3.2 Project 
assessment and 
control process

6.3.4 Risk 
management 
process

6.3.5 
Configuration 
management 
process

6.3.6 Information 
management 
process

6.3.7 
Measurement 
process

6.3.3 Decision 
management 
process

6.3.8 Quality 
assurance process

6.4 Technical processes

6.4.1 Business or 
mission analysis 
process

6.4.2 Architecture 
definition process

7.3 Supplier 
relationship 
agreement 
process

7.1 Supplier 
relationship 
planning process

7.2 Supplier 
selection process

7.4 Supplier 
relationship 
management 
process

7.5 Supplier 
relationship 
termination 
process 

ISO/IEC 15288 clauses augmented in ISO/IEC 27036-2

ISO/IEC 27036-2 supplier relationship lifecycle content
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ISO/IEC 27036-3 integrates security requirements for hardware, software, and 
services into ISO/IEC 15288

6.1 Agreement processes

6.1.1 Acquisition 
Process

6.1.2 Supply 
process

6.2 Organisational project-
enabling processes

6.2.1 Life cycle 
model 
management 
process

6.2.2 
Infrastructure 
management 
process

6.2.4 Human 
resource 
management 
process

6.2.5 Quality 
management 
process

6.2.3 Project 
portfolio 
management 
process

6.2.6 Knowledge 
management 
process

6.3 Technical management 
processes

6.3.1 Project 
planning 
process

6.3.2 Project 
assessment and 
control process

6.3.4 Risk 
management 
process

6.3.5 
Configuration 
management 
process

6.3.6 Information 
management 
process

6.3.7 
Measurement 
process

6.3.3 Decision 
management 
process

6.3.8 Quality 
assurance process

6.4 Technical processes

6.4.1 Business or 
mission analysis 
process

6.4.3 System 
Requirements 
Definition Process

ISO/IEC 15288 clauses augmented in ISO/IEC 27036-3

6.4.2 Stakeholder 
Needs & 
Requirements 
Definition Process

6.4.4 Architecture 
Definition Process

6.4.9 Verification 
Process

6.4.10 Transition 
Process

6.4.11 Validation 
Process

6.4.12 Operation 
Process

6.4.13 
Maintenance 
Process

6.4.14 Disposal 
Process

6.4.8 Integration 
Process

6.4.7 
Implementation 
Process

6.4.6 System 
Analysis Process

6.4.5 Design
Definition Process

Additional Technical Processes in ISO/IEC 27036-3
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Using ISO/IEC 27036

Part 2, Clause 6 – security requirements for any 
supplier relationship regardless of lifecycle phase

Part 2, Clause 7 – security requirements for an 
individual supplier relationship lifecycle

Part 3 – security guidelines for defining hardware, 
software and services security requirements

Part 4 – security guidelines for cloud-based services
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The services and materials provided by Boston Consulting Group (BCG) are subject to BCG's Standard Terms 
(a copy of which is available upon request) or such other agreement as may have been previously executed by BCG. 
BCG does not provide legal, accounting, or tax advice. The Client is responsible for obtaining independent advice 
concerning these matters. This advice may affect the guidance given by BCG. Further, BCG has made no undertaking 
to update these materials after the date hereof, notwithstanding that such information may become outdated 
or inaccurate.

The materials contained in this presentation are designed for the sole use by the board of directors or senior 
management of the Client and solely for the limited purposes described in the presentation. The materials shall not be 
copied or given to any person or entity other than the Client (“Third Party”) without the prior written consent of BCG. 
These materials serve only as the focus for discussion; they are incomplete without the accompanying oral commentary 
and may not be relied on as a stand-alone document. Further, Third Parties may not, and it is unreasonable for any 
Third Party to, rely on these materials for any purpose whatsoever. To the fullest extent permitted by law (and except 
to the extent otherwise agreed in a signed writing by BCG), BCG shall have no liability whatsoever to any Third Party, 
and any Third Party hereby waives any rights and claims it may have at any time against BCG with regard to the 
services, this presentation, or other materials, including the accuracy or completeness thereof. Receipt and review of 
this document shall be deemed agreement with and consideration for the foregoing.

BCG does not provide fairness opinions or valuations of market transactions, and these materials should not be relied on 
or construed as such. Further, the financial evaluations, projected market and financial information, and conclusions 
contained in these materials are based upon standard valuation methodologies, are not definitive forecasts, and are not 
guaranteed by BCG. BCG has used public and/or confidential data and assumptions provided to BCG by the Client. 
BCG has not independently verified the data and assumptions used in these analyses. Changes in the underlying data or 
operating assumptions will clearly impact the analyses and conclusions.
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