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Our Mission 

To help organizations 
maximize the utility of 

their data while 
mitigating security and 

privacy risks through 
applied cryptography 

and cybersecurity.

HQ in Los Angeles, co-founded by UCLA 
Distinguished Professor Rafail Ostrovsky. 
We additionally work with consultants who 
are world-renowned cryptographers. 

Founded in 2006. We have competitively won 
over a dozen major contracts from leading 
agencies in cryptography.

Multiple breakthroughs in cryptography, 
matured for deployment, including 
privacy-preserving computation, 
analysis, and storage.

Stealth Team – About Us



Certificate Authority

Centralized Systems

Data Warehouse

Trust in Centralized Entity

Registry



• MPC and Threshold Cryptography are clearly related, but 

often not mentioned in the same breath

• MPC usually deals with players who already have inputs 

and want to compute a joint (arbitrary) function

• Threshold cryptography wants to distribute an existing 

functionality – a specific goal for a specific problem

Secure Multiparty Computation (MPC) to the Rescue?



In This Talk

Threshold Cryptography



Modeling     Implementation



Modeling     Implementation



Modeling



Modeling

• Modeling attributes of Threshold Cryptography can help identify and fine-tune 

the tradeoffs

• Obvious Attribute: Threshold (t-out-of-n)



Modeling Attributes

• Just looking at threshold ECDSA, a survey paper [AHS20]:

Honest

  Dishonest

Majority

Static

  Adaptive

Corruption

DDH

  Enhanced ECDSA

  etc.

Assumptions

VSS

  Commitments

  ZK

Building Blocks

Setup

  Signing

  On/Offline

Rounds

Identifiable Abort

  UC

  etc.

Features



Modeling Attributes

• These are the same kinds of attributes listed in MPC 

survey literature!

• As we standardize threshold cryptography, take a page 

from the categorization of MPC schemes

• Cryptographers generally do a good job writing down the 

model, can standardization help w/ communicating them?



Modeling     Implementation



Implementation

• Use an existing library

OR

• Implement paper from scratch, possibly releasing a library

• Decision largely influenced by ease of integration and 

utility to application



Implementation

• Non-distributed versions of these crypto primitives are 

already difficult to implement right

– E.g. plain signature schemes have many flavors and 

optimizations, not to mention many buggy implementations

• Standardizing threshold cryptography should come with a 

lot more suggestions on getting it right

– Interactive schemes are much more complex than primitives

• Viewing it as MPC can help modularize the problem



Implementation

• One story: working on asynchronous MPC has helped in 

other areas such as Private Set Intersection (PSI)

– Boost.Asio/libevent/Netty

• In one particular instance, work with Virginia Longitudinal 

Data System on a (honest-but-curious) PSI system, we 

applied our async knowledge:

– 1Mx1M PSI in 5 seconds, 100Mx100M in 20 minutes

– Despite high latency between the AUS, UK, US regions

• Hypothesis: large overlap in skillset between threshold 

cryptography and MPC engineering



“Generality”

Threshold Schemes MPC Frameworks

Custom computation

Custom messages

Faster, fewer rounds

Off-the-shelf algo 

(maybe tweaked for 

MPC-friendliness)

Run MPC

Can we find more common ground?



MPC Frameworks

• This talk is sandwiched by two threshold-from-MPC talks

• Demonstrates thresholding of many existing primitives

– Easily extends to new ones as well

• But...

– Might be tricky to integrate or deploy

– Still many difficult modeling questions and choices

• Work on standardizing components, as well as good 

guiding principles a la NIST Privacy Framework



Additional Remarks



Standardizing MPC May Help Related Areas

• Zero-Knowledge Proofs

• Private Set Intersection

– Apple (CSAM), Signal (Contact Discovery)  

• Secure Analytics

– Prio, Google Ads, Amazon Cleanrooms



● Access structures beyond t-out-of-n threshold

● Formal Verification

● etc.
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Other Considerations



Dr. Steve Lu, CEO 
steve@stealthsoftwareinc.com 

Dr. Rafail Ostrovsky, Co-Founder 
rafail@stealthsoftwareinc.com

https://stealthsoftwareinc.com

Info Key Takeaways

MPC offers plenty of modeling concepts that 

apply to threshold cryptography

Engineering can be made more modular with 

MPC frameworks, can we make them easier 

to integrate and deploy?

Standardization effort for threshold 

cryptography can take advantage of the two-

way street it has with MPC

mailto:steve@stealthsoftwareinc.com
mailto:rafail@stealthsoftwareinc.com
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