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Recall: BLS Signature

Sign(sk,m)à (𝜎): 
- 𝜎 := H(m)sk

Verify(vk, m, 𝜎)à 1/0
- RET (e(H(m),vk) = e (𝜎, g2))

e : G1 × G2 à GTPairing(bilinear map) 

H : MSG à G1  (Random Oracle)

KGenà (sk, vk): 
- sk ß$ Zp
- vk := g2

sk

: e(g1
a,g2

b) = e(g1
b,g2

a) = e(g1,g2)ab



Recall: BLS Signature

Main Distinctive Features: 
• Verifiably deterministic (Unique)
• Succinct
• Key-homomorphism 

• Any linear combination in the exponent: 
• 𝜎𝑖= H(m)ski

• KEY-HOM(𝜎1, 𝜎2… , 𝜎! ; e1, … ,et):
•  𝜎	 = 	∏ 𝜎"ei = H(m)∑ ski ei 

à Readily threshold-friendly: simple design
• Use linear secret sharing for sk and use ei = 𝜆"
• Non-interactive threshold signing

Cons: 
• Needs Bilinear Pairing
• Verification more expensive: Pairing
• Not PQ-secure 

Recall

• Key-homomorphism also in the vk 
• Any linear combination in the exponent: 

• vki= g2
ski

• KEY-HOM(vk1,vk2… vkt; e1, … ,et):
• vk = ∏ vki

ei = g2
∑ ski ei 

à Multi-sig friendly: simple design
• Use linear secret sharing for sk and use ei = 𝜆"
• Non-interactive, simple aggregation



Recall: Threshold BLS (Example: N = 3, T = 2) 

Dist-Kgen (similar to Schnorr/ECDSA)



Recall: Threshold BLS (Example: N = 3, T = 2) 

Dist-Kgen (similar to Schnorr/ECDSA)

sk1 sk2

sk3

vk

(sk1, sk2, sk3)ß Shamir2,3(sk)



Recall: Threshold BLS (Example: N = 3, T = 2) 

Part-Sign (same as non-threshold BLS)

sk1 sk2

sk3

Part-Sign(sk1,m)à 𝜎1
	 𝜎( := H(m)sk1

Part-Sign(sk2,m)à 𝜎2
	 𝜎) := H(m)sk2

Part-Sign(sk3,m)à 𝜎3

 𝜎* := H(m)sk3



Recall: Threshold BLS (Example: N = 3, T = 2) 

sk1 sk2

sk3

vk
Aggregate (𝜎1, 𝜎3)à 𝜎:
RET 𝜎 ≔KEY-HOM(𝜎1, 𝜎3,𝜆!, 𝜆"	)

Verify(vk, m, 𝜎)à 1/0
- RET (e(H(m),vk) = e (𝜎, g2))

Interchangeability – same verification



Threshold BLS: Non-interactive workflow
Dist-Kgen: Interactive, but reusable*

sk1 sk2

sk3

vk

*Schnorr, ECDSA’s pre-processing NOT reausable



Threshold BLS: Non-interactive workflow
Signing

sk1 sk2

sk3

Bulletin Board
 (Blockchain)

𝜎2𝜎1

𝜎3

vk 



Threshold BLS: Non-interactive workflow
Signing

sk1 sk2

sk3

Bulletin Board
 (Blockchain)

vk 

𝜎1

Delayed
𝜎2 𝜎3

Aggregate (𝜎2, 𝜎3)à 𝜎:

Any t signatures suffice – suitable to SMR/Blockchain channel

28th Sept@ MPTS



Performance

• Signing: 1 exp per singer
• Aggregation: 1 t-multi-exp over G1: O(t/log(t)) 
• Verification: 2 pairing 
• Signature size: 1 G1

Ethereum BLS implementation numbers



More features: (Distributed) VRF from BLS 

Sign(sk,m)à (𝜎): 
- 𝜎 := H(m)sk

Verify(vk, m, 𝜎)à 1/0
- RET (e(H(m),vk) = e (𝜎, g2))

Signature

EVAL(sk,x)à (y, 𝜋): 
- 𝜋 := H(m)sk

- y = H’(𝜋)

Verify(vk, x, y, 𝜋)à 1/0
- RET (e(H(m),vk) = e (𝜋, g2))
                            AND
                       (H’(𝜋) = y) 

VRF

Readily distributed using key-homomorphism



Even more… 

• New results: 
• Efficient Weighted (in fact, general access structure) Threshold Signature 

without DKG (compatibility with SNARK + Key-hom) [GJMSWZ’24, 
DCXNBR’23]: 
• Multiverse Threshold Signatures [BGJMSWZ’23] (Key-hom)
• Adaptive security in AGM [BL’22]



High-level comparison w ECDSA and Schnorr

• Verifiably deterministic: only BLS
• Fully Non-interactive: only BLS
• Most threshold/multi-

sig/aggregation friendly: BLS
• Most succinct: BLS 
• 2x smaller

• Signing time: Similar (?)

• Assumption: 
• BLS – pairing; ECDSA – heuristic; 

Schnorr – Dlog 

• Verification time: 
• BLS about 5x costlier



Adaptation (in blockchain) 

Ethereum 2.0 Validation (Multi-sig)

Dfinity Chain-key

DVRF based on Threshold BLS

Algorand Validation

Hashgraph State-proof



Standardization of (non-threshold) BLS



Summary

• Threshold BLS is great!  (if ok with bilinear pairing)
• Simple, non-interactive, deterministic, aggregatable….

• Active area of research:
• Adaptive security (currently only in AGM + OMDL)
• More efficient robustness
• More efficient verification
• More efficient weighted signatures

Thank You!

A Great Match


