
Gadget Note: 
Garbled Circuit Lookup Tables
David Heath 
University of Illinois Urbana-Champaign

1



Gadget Note: 
Garbled Circuit Lookup Tables

2

In connection with  
“Thresholding symmetric-key primitives based 
on active general-purpose MPC” 

Xiao Wang et al.
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https:///github.com/kokke/tiny-AES-c

In everyday computing, 
often useful to use 

lookup tables

Can we garble 
lookup tables?
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One-Hot Garbling Garbled RAM

ℋ(x) ⊗ y =

0 0 ⋯ 0
⋮

0 0 ⋯ 0
y0 y1 ⋯ ym−1

0 0 ⋯ 0
⋮

0 0 ⋯ 0

[HK21] [LO13,…,HKO22,PLS23,HKO23]

CPU
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One-Hot Garbling Garbled RAM

One-time-use lookup tables

Trades computation for 
improved communication

ℋ(x) ⊗ y =

0 0 ⋯ 0
⋮

0 0 ⋯ 0
y0 y1 ⋯ ym−1

0 0 ⋯ 0
⋮

0 0 ⋯ 0

CPU

“Outsources certain functions 
to the evaluator”

Basis for general-purpose 
garbling of programs

Balances computation and 
communication

“Oblivious RAM protocol 
between the Garbled Circuit 

and the evaluator”

Amortized read/write array
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One-Hot Garbling Garbled RAM

ℋ(x) ⊗ y =

0 0 ⋯ 0
⋮

0 0 ⋯ 0
y0 y1 ⋯ ym−1

0 0 ⋯ 0
⋮

0 0 ⋯ 0

CPU

Useful for functions with 
algebraic structure

Useful for large, complex 
functions with little structure

O(log n) comm.

O(n log n) comp.

less than 
 O(log4 n) comm./comp.

n row table

Rows size log n
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One-Hot Garbling Garbled RAM

ℋ(x) ⊗ y =

0 0 ⋯ 0
⋮

0 0 ⋯ 0
y0 y1 ⋯ ym−1

0 0 ⋯ 0
⋮

0 0 ⋯ 0

CPU

AES S-Box: ~10% 
communication improvement 

compared to Boolean circuit 

evaluation with [ZRE15]

~30% with recent updates
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CPU

Integer multiplication,


Field arithmetic,


Matrix operations

Opens a design space
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One-Hot Garbling Garbled RAM

ℋ(x) ⊗ y =

0 0 ⋯ 0
⋮

0 0 ⋯ 0
y0 y1 ⋯ ym−1

0 0 ⋯ 0
⋮

0 0 ⋯ 0

CPU

Integer multiplication,


Field arithmetic,


Matrix operations

Opens a design space Compatible with authenticated garbling
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Garbled Lookup Tables

ℋ(x) ⊗ y =

0 0 ⋯ 0
⋮

0 0 ⋯ 0
y0 y1 ⋯ ym−1

0 0 ⋯ 0
⋮

0 0 ⋯ 0

CPU

Generalize garbling beyond Boolean circuits

Offer new ways forward for significant improvement

Useful for evaluation of cryptographic primitives

One-Hot Garbling Garbled RAM


