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Source of public randomness 

Emits bits at regular intervals (usually) 

Can be verified to be unbiased  

and unpredictable 

Maintains an immutable record of  

past values
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Useful for enabling unbiased choices 

needed in high-stakes decisions
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Why build another beacon?

There are already randomness beacons

• NIST Randomness Beacon Gaithersburg 

• Singapore Randomness Beacon (in development) 

• Random UChile 

• DRAND (Cloudflare)
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The Bell Experiment confirms that nature,  

as described by quantum mechanics, 

behaves in a fundamentally  

non-deterministic way.
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Bell Experiment
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DIRNG (Device-Independent Random Number 

Generation) uses Bell Experiment data to extract entropy 

from that non-deterministic part of nature.

This is great for generating truly random numbers
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DIRNG (Device-Independent Random Number Generation)

Extraction

Raw Data Random Seed

512 bits  
certified randomness

Certificate of 
entropy
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Benefits

With other RNG methods it's very difficult to verify the 

process is truly random. 

With DIRNG the output is certified to have a certain 

amount of entropy, and that entropy must have come 

from a non-deterministic process. 

...regardless of the experimental setup.
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Building a randomness beacon

NIST wrote instructions
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Building a randomness beacon

In a nutshell...

A hash-chain of digitally signed pulses
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Building a randomness beacon

In a nutshell...

#( + + )
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Building a randomness beacon

#( + + )

In a nutshell...
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Building a randomness beacon

#( + + )

In a nutshell...

private randomness
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Building a randomness beacon

Challenge 2: 

DIRNG extracts randomness from raw bell data using a 

random seed which influences the output randomness. 

Need a way to prove that the seed was chosen by a 

neutral party. 

Need a way to prove that we pre-committed to using a 

value that we didn't know at the time we committed to it. 

Extraction

Raw Data Random Seed

512 bits  
certified randomness

Certificate of 
entropy
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Building a randomness beacon
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Three separate processes = Three separate chains 

Extraction

Raw Data Random Seed

512 bits  
certified randomness

Certificate of 
entropy

One protocol to rule them all?

The Twine Protocol
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Three separate processes = Three separate chains 

 

Pulses are generic containers. 

 

Each chain can have its own sub-protocol  

for its own use-case. 

One protocol to rule them all?

The Twine Protocol

  { 
    ... 
    specification: "twine/1.0.x/nist-rng/1.0.x" 
    payload: { arbitrary data } 
  }

Twine pulse 
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Cross-chain hash linking

The Twine Protocol

1

2

Pulses include hashes of pulses on other chains 

Serves two purposes: 

1. Time bound on the output hash. Blue pulse hash can 

not be known until after purple pulse is published and 

vice versa.
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The Twine Protocol

Pulses include hashes of pulses on other chains 

Serves two purposes: 

1. Time bound on the output hash. Blue pulse hash can 

not be known until after purple pulse is published and 

vice versa. 

2. Preserves the history of the external chain.  

Blue chain's past pulses cannot be rewritten without 

purple chain knowing.

Cross-chain hash linking



Stitching pulses of different chains 

together using hash-linking provides both 

tight time bounds and data integrity.



A stitch in Twine saves time
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H A S H - T I M E

A different way to think about time-stamping

Past

Future
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H A S H - T I M E

This creates a DAG (Directed Acyclic Graph)
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H A S H - T I M E

Pathfinding implies causal ordering

Past

Future
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H A S H - T I M E

But in general a DAG only implies partial ordering
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H A S H - T I M E

Compare it with spacetime

x

t

c

past

future

undefinedundefined
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H A S H - T I M E

Stitching together chains creates a "hash-time"

Information propagates at the "hash-speed"



This is more faithfully reflects the 

true (relativistic) nature of time 
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It takes three to tangle

CU Chain carries out the DIRNG protocol 

NIST Chain records experiment events 

DRAND wrapper Chain acts as the seed chain 

Communication happens through Twine. 

CU requests data. NIST provides data privately. 

CU publishes precommitment pulse with hash of raw 

data, seed length, seed source (chain). 

Once seed becomes available, randomness is extracted 

and published along with the raw data.
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The CURBy Tangle
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Bell Experiment (NIST)

CURBy-Q (DIRNG)

Time-stamp (TSA) 

DRAND wrapper

NIST-style RNG

Seam chain

Boulder weather
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Live demo?





CURBy Network (actual data)
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M O R E  T W I N E  F E AT U R E S

Features that make Twine flexible

• Generic payloads and sub-protocols.
Twine

NIST-style RNG
Time-stamping 

Service

DIRNG Ledger
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M O R E  T W I N E  F E AT U R E S

Features that make Twine flexible

• Generic payloads and sub-protocols. 

• Content addressing and CIDs (hashes are the identifier) 



41

M O R E  T W I N E  F E AT U R E S

Features that make Twine flexible

• Generic payloads and sub-protocols. 

• Content addressing and CIDs (hashes are the identifier) 

• Chain data structures associate chains with CIDs 

  { 
    public key 
    structural meta data 
    source meta data 
  }

Chain Meta Data

CID(bafyriqa5k2d3t3r774geicu...)
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M O R E  T W I N E  F E AT U R E S

Features that make Twine flexible

• Generic payloads and sub-protocols. 

• Content addressing and CIDs (hashes are the identifier) 

• Chain data structures associate chains with CIDs 

• Flexible storage options

http://

ipfs://

file://

sql://

s3://

resolver
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V I S I O N  O F  T H E  F U T U R E

Possible futures

"Cat's Cradle" is more fun with friends

UChile

Gaithersburg

Singapore

archive.org
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V I S I O N  O F  T H E  F U T U R E

Thanks

Here are some key takeaways

• Twine is still in development but very 

fleshed out and easy to develop with 

• CURBy is the first example use-case 

but hopefully the first of many 

• Welcome interest for testing it out and 

or solving outstanding questions

jasper.palfree@colorado.edu

mailto:jasper.palfree@colorado.edu



