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la·con·ic: using or involving the use of a minimum of words [Merriam Webster]
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Motivation: Federated Learning
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DB1

DB2

DB3

• Jointly train models on datasets 

held by different owners

• Partially trained models leak 

information

• Conventional MPC leads to 

exorbitant communication and 

computation costs
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9

res

Nothing more than  is revealed, even if parties colluderes

Need a primitive to let garbled program access large database!
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c

mDBi
= Dec(DB, c)

Learns nothing about m1−DBi

succinct
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Hash Encryption from DDH (CDH)

k =

✓

g,
g1,0 = g

α1,0 , . . . , gi,0 = g
αi,0 , . . . , gn,0 = g

αn,0

g1,1 = g
α1,1 , . . . , gi,1 = g

αi,1 , . . . , gn,1 = g
αn,

◆

H(k, x; r) ← gr ·
Y

j

gj,xj
= h

c1 ← h
s

e ← g
s
i,b ·m

8j 6= i : cj,0 ← g
s
j,0

cj,1 ← g
s
j,1

c0 ← g
s

m ← e ·

c
r
0
·

Q
j 6=i cj,xj

c1

= e ·
c
r
0
·

Q
j 6=i cj,xj

hs

= e ·

c
r
0
·

Q
j 6=i cj,xj

g
s
i,xi

· c
r
0
·

Q
j 6=i cj,xj

= m ·

g
s
i,b

g
s
i,xi

= m

Enc(k, (h, i, b),m) : Dec(k, (x, r), c) :
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(C̃, lab) ← Garble(C)

x̃ ← GarbleInput1(lab, x)

ỹ ← GarbleInput1(lab, y)

C̃

= labx
<latexit sha1_base64="4riz4gQl+hmwooYAocBXr/aHhhE=">AAAB+HicbVBNS8NAFHypX7V+RT16WSyCp5KIoB6EohePFYwttCFstpt26WYTdjfFEvpPvHhQ8epP8ea/cZvmoK0DC8PMe7zZCVPOlHacb6uysrq2vlHdrG1t7+zu2fsHjyrJJKEeSXgiOyFWlDNBPc00p51UUhyHnLbD0e3Mb4+pVCwRD3qSUj/GA8EiRrA2UmDb16gXYz1UUc5xOA2eArvuNJwCaJm4JalDiVZgf/X6CcliKjThWKmu66Taz7HUjHA6rfUyRVNMRnhAu4YKHFPl50XyKToxSh9FiTRPaFSovzdyHCs1iUMzWaRc9Gbif14309GlnzORZpoKMj8UZRzpBM1qQH0mKdF8YggmkpmsiAyxxESbsmqmBHfxy8vEO2tcNdz783rzpmyjCkdwDKfgwgU04Q5a4AGBMTzDK7xZufVivVsf89GKVe4cwh9Ynz/WN5NZ</latexit><latexit sha1_base64="4riz4gQl+hmwooYAocBXr/aHhhE=">AAAB+HicbVBNS8NAFHypX7V+RT16WSyCp5KIoB6EohePFYwttCFstpt26WYTdjfFEvpPvHhQ8epP8ea/cZvmoK0DC8PMe7zZCVPOlHacb6uysrq2vlHdrG1t7+zu2fsHjyrJJKEeSXgiOyFWlDNBPc00p51UUhyHnLbD0e3Mb4+pVCwRD3qSUj/GA8EiRrA2UmDb16gXYz1UUc5xOA2eArvuNJwCaJm4JalDiVZgf/X6CcliKjThWKmu66Taz7HUjHA6rfUyRVNMRnhAu4YKHFPl50XyKToxSh9FiTRPaFSovzdyHCs1iUMzWaRc9Gbif14309GlnzORZpoKMj8UZRzpBM1qQH0mKdF8YggmkpmsiAyxxESbsmqmBHfxy8vEO2tcNdz783rzpmyjCkdwDKfgwgU04Q5a4AGBMTzDK7xZufVivVsf89GKVe4cwh9Ynz/WN5NZ</latexit><latexit sha1_base64="4riz4gQl+hmwooYAocBXr/aHhhE=">AAAB+HicbVBNS8NAFHypX7V+RT16WSyCp5KIoB6EohePFYwttCFstpt26WYTdjfFEvpPvHhQ8epP8ea/cZvmoK0DC8PMe7zZCVPOlHacb6uysrq2vlHdrG1t7+zu2fsHjyrJJKEeSXgiOyFWlDNBPc00p51UUhyHnLbD0e3Mb4+pVCwRD3qSUj/GA8EiRrA2UmDb16gXYz1UUc5xOA2eArvuNJwCaJm4JalDiVZgf/X6CcliKjThWKmu66Taz7HUjHA6rfUyRVNMRnhAu4YKHFPl50XyKToxSh9FiTRPaFSovzdyHCs1iUMzWaRc9Gbif14309GlnzORZpoKMj8UZRzpBM1qQH0mKdF8YggmkpmsiAyxxESbsmqmBHfxy8vEO2tcNdz783rzpmyjCkdwDKfgwgU04Q5a4AGBMTzDK7xZufVivVsf89GKVe4cwh9Ynz/WN5NZ</latexit><latexit sha1_base64="4riz4gQl+hmwooYAocBXr/aHhhE=">AAAB+HicbVBNS8NAFHypX7V+RT16WSyCp5KIoB6EohePFYwttCFstpt26WYTdjfFEvpPvHhQ8epP8ea/cZvmoK0DC8PMe7zZCVPOlHacb6uysrq2vlHdrG1t7+zu2fsHjyrJJKEeSXgiOyFWlDNBPc00p51UUhyHnLbD0e3Mb4+pVCwRD3qSUj/GA8EiRrA2UmDb16gXYz1UUc5xOA2eArvuNJwCaJm4JalDiVZgf/X6CcliKjThWKmu66Taz7HUjHA6rfUyRVNMRnhAu4YKHFPl50XyKToxSh9FiTRPaFSovzdyHCs1iUMzWaRc9Gbif14309GlnzORZpoKMj8UZRzpBM1qQH0mKdF8YggmkpmsiAyxxESbsmqmBHfxy8vEO2tcNdz783rzpmyjCkdwDKfgwgU04Q5a4AGBMTzDK7xZufVivVsf89GKVe4cwh9Ynz/WN5NZ</latexit>

= laby
<latexit sha1_base64="l0p1ctGX58RayxVwTjbIVCJxFOg=">AAAB+HicbVBNS8NAFHzxs9avqEcvi0XwVBIR1INQ9OKxgrGFNoTNdtMu3WzC7qYQQv+JFw8qXv0p3vw3btMctHVgYZh5jzc7YcqZ0o7zba2srq1vbNa26ts7u3v79sHhk0oySahHEp7IbogV5UxQTzPNaTeVFMchp51wfDfzOxMqFUvEo85T6sd4KFjECNZGCmz7BvVjrEcqKjgOp0Ee2A2n6ZRAy8StSAMqtAP7qz9ISBZToQnHSvVcJ9V+gaVmhNNpvZ8pmmIyxkPaM1TgmCq/KJNP0alRBihKpHlCo1L9vVHgWKk8Ds1kmXLRm4n/eb1MR1d+wUSaaSrI/FCUcaQTNKsBDZikRPPcEEwkM1kRGWGJiTZl1U0J7uKXl4l33rxuug8XjdZt1UYNjuEEzsCFS2jBPbTBAwITeIZXeLMK68V6tz7moytWtXMEf2B9/gDXupNa</latexit><latexit sha1_base64="l0p1ctGX58RayxVwTjbIVCJxFOg=">AAAB+HicbVBNS8NAFHzxs9avqEcvi0XwVBIR1INQ9OKxgrGFNoTNdtMu3WzC7qYQQv+JFw8qXv0p3vw3btMctHVgYZh5jzc7YcqZ0o7zba2srq1vbNa26ts7u3v79sHhk0oySahHEp7IbogV5UxQTzPNaTeVFMchp51wfDfzOxMqFUvEo85T6sd4KFjECNZGCmz7BvVjrEcqKjgOp0Ee2A2n6ZRAy8StSAMqtAP7qz9ISBZToQnHSvVcJ9V+gaVmhNNpvZ8pmmIyxkPaM1TgmCq/KJNP0alRBihKpHlCo1L9vVHgWKk8Ds1kmXLRm4n/eb1MR1d+wUSaaSrI/FCUcaQTNKsBDZikRPPcEEwkM1kRGWGJiTZl1U0J7uKXl4l33rxuug8XjdZt1UYNjuEEzsCFS2jBPbTBAwITeIZXeLMK68V6tz7moytWtXMEf2B9/gDXupNa</latexit><latexit sha1_base64="l0p1ctGX58RayxVwTjbIVCJxFOg=">AAAB+HicbVBNS8NAFHzxs9avqEcvi0XwVBIR1INQ9OKxgrGFNoTNdtMu3WzC7qYQQv+JFw8qXv0p3vw3btMctHVgYZh5jzc7YcqZ0o7zba2srq1vbNa26ts7u3v79sHhk0oySahHEp7IbogV5UxQTzPNaTeVFMchp51wfDfzOxMqFUvEo85T6sd4KFjECNZGCmz7BvVjrEcqKjgOp0Ee2A2n6ZRAy8StSAMqtAP7qz9ISBZToQnHSvVcJ9V+gaVmhNNpvZ8pmmIyxkPaM1TgmCq/KJNP0alRBihKpHlCo1L9vVHgWKk8Ds1kmXLRm4n/eb1MR1d+wUSaaSrI/FCUcaQTNKsBDZikRPPcEEwkM1kRGWGJiTZl1U0J7uKXl4l33rxuug8XjdZt1UYNjuEEzsCFS2jBPbTBAwITeIZXeLMK68V6tz7moytWtXMEf2B9/gDXupNa</latexit><latexit sha1_base64="l0p1ctGX58RayxVwTjbIVCJxFOg=">AAAB+HicbVBNS8NAFHzxs9avqEcvi0XwVBIR1INQ9OKxgrGFNoTNdtMu3WzC7qYQQv+JFw8qXv0p3vw3btMctHVgYZh5jzc7YcqZ0o7zba2srq1vbNa26ts7u3v79sHhk0oySahHEp7IbogV5UxQTzPNaTeVFMchp51wfDfzOxMqFUvEo85T6sd4KFjECNZGCmz7BvVjrEcqKjgOp0Ee2A2n6ZRAy8StSAMqtAP7qz9ISBZToQnHSvVcJ9V+gaVmhNNpvZ8pmmIyxkPaM1TgmCq/KJNP0alRBihKpHlCo1L9vVHgWKk8Ds1kmXLRm4n/eb1MR1d+wUSaaSrI/FCUcaQTNKsBDZikRPPcEEwkM1kRGWGJiTZl1U0J7uKXl4l33rxuug8XjdZt1UYNjuEEzsCFS2jBPbTBAwITeIZXeLMK68V6tz7moytWtXMEf2B9/gDXupNa</latexit>
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x

y

(C̃, lab) ← Garble(C)

x̃ ← GarbleInput1(lab, x)

ỹ ← GarbleInput1(lab, y)

Eval(C̃, x̃, ỹ)
C̃

= labx
<latexit sha1_base64="4riz4gQl+hmwooYAocBXr/aHhhE=">AAAB+HicbVBNS8NAFHypX7V+RT16WSyCp5KIoB6EohePFYwttCFstpt26WYTdjfFEvpPvHhQ8epP8ea/cZvmoK0DC8PMe7zZCVPOlHacb6uysrq2vlHdrG1t7+zu2fsHjyrJJKEeSXgiOyFWlDNBPc00p51UUhyHnLbD0e3Mb4+pVCwRD3qSUj/GA8EiRrA2UmDb16gXYz1UUc5xOA2eArvuNJwCaJm4JalDiVZgf/X6CcliKjThWKmu66Taz7HUjHA6rfUyRVNMRnhAu4YKHFPl50XyKToxSh9FiTRPaFSovzdyHCs1iUMzWaRc9Gbif14309GlnzORZpoKMj8UZRzpBM1qQH0mKdF8YggmkpmsiAyxxESbsmqmBHfxy8vEO2tcNdz783rzpmyjCkdwDKfgwgU04Q5a4AGBMTzDK7xZufVivVsf89GKVe4cwh9Ynz/WN5NZ</latexit><latexit sha1_base64="4riz4gQl+hmwooYAocBXr/aHhhE=">AAAB+HicbVBNS8NAFHypX7V+RT16WSyCp5KIoB6EohePFYwttCFstpt26WYTdjfFEvpPvHhQ8epP8ea/cZvmoK0DC8PMe7zZCVPOlHacb6uysrq2vlHdrG1t7+zu2fsHjyrJJKEeSXgiOyFWlDNBPc00p51UUhyHnLbD0e3Mb4+pVCwRD3qSUj/GA8EiRrA2UmDb16gXYz1UUc5xOA2eArvuNJwCaJm4JalDiVZgf/X6CcliKjThWKmu66Taz7HUjHA6rfUyRVNMRnhAu4YKHFPl50XyKToxSh9FiTRPaFSovzdyHCs1iUMzWaRc9Gbif14309GlnzORZpoKMj8UZRzpBM1qQH0mKdF8YggmkpmsiAyxxESbsmqmBHfxy8vEO2tcNdz783rzpmyjCkdwDKfgwgU04Q5a4AGBMTzDK7xZufVivVsf89GKVe4cwh9Ynz/WN5NZ</latexit><latexit sha1_base64="4riz4gQl+hmwooYAocBXr/aHhhE=">AAAB+HicbVBNS8NAFHypX7V+RT16WSyCp5KIoB6EohePFYwttCFstpt26WYTdjfFEvpPvHhQ8epP8ea/cZvmoK0DC8PMe7zZCVPOlHacb6uysrq2vlHdrG1t7+zu2fsHjyrJJKEeSXgiOyFWlDNBPc00p51UUhyHnLbD0e3Mb4+pVCwRD3qSUj/GA8EiRrA2UmDb16gXYz1UUc5xOA2eArvuNJwCaJm4JalDiVZgf/X6CcliKjThWKmu66Taz7HUjHA6rfUyRVNMRnhAu4YKHFPl50XyKToxSh9FiTRPaFSovzdyHCs1iUMzWaRc9Gbif14309GlnzORZpoKMj8UZRzpBM1qQH0mKdF8YggmkpmsiAyxxESbsmqmBHfxy8vEO2tcNdz783rzpmyjCkdwDKfgwgU04Q5a4AGBMTzDK7xZufVivVsf89GKVe4cwh9Ynz/WN5NZ</latexit><latexit sha1_base64="4riz4gQl+hmwooYAocBXr/aHhhE=">AAAB+HicbVBNS8NAFHypX7V+RT16WSyCp5KIoB6EohePFYwttCFstpt26WYTdjfFEvpPvHhQ8epP8ea/cZvmoK0DC8PMe7zZCVPOlHacb6uysrq2vlHdrG1t7+zu2fsHjyrJJKEeSXgiOyFWlDNBPc00p51UUhyHnLbD0e3Mb4+pVCwRD3qSUj/GA8EiRrA2UmDb16gXYz1UUc5xOA2eArvuNJwCaJm4JalDiVZgf/X6CcliKjThWKmu66Taz7HUjHA6rfUyRVNMRnhAu4YKHFPl50XyKToxSh9FiTRPaFSovzdyHCs1iUMzWaRc9Gbif14309GlnzORZpoKMj8UZRzpBM1qQH0mKdF8YggmkpmsiAyxxESbsmqmBHfxy8vEO2tcNdz783rzpmyjCkdwDKfgwgU04Q5a4AGBMTzDK7xZufVivVsf89GKVe4cwh9Ynz/WN5NZ</latexit>
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C̃

= labx
<latexit sha1_base64="4riz4gQl+hmwooYAocBXr/aHhhE=">AAAB+HicbVBNS8NAFHypX7V+RT16WSyCp5KIoB6EohePFYwttCFstpt26WYTdjfFEvpPvHhQ8epP8ea/cZvmoK0DC8PMe7zZCVPOlHacb6uysrq2vlHdrG1t7+zu2fsHjyrJJKEeSXgiOyFWlDNBPc00p51UUhyHnLbD0e3Mb4+pVCwRD3qSUj/GA8EiRrA2UmDb16gXYz1UUc5xOA2eArvuNJwCaJm4JalDiVZgf/X6CcliKjThWKmu66Taz7HUjHA6rfUyRVNMRnhAu4YKHFPl50XyKToxSh9FiTRPaFSovzdyHCs1iUMzWaRc9Gbif14309GlnzORZpoKMj8UZRzpBM1qQH0mKdF8YggmkpmsiAyxxESbsmqmBHfxy8vEO2tcNdz783rzpmyjCkdwDKfgwgU04Q5a4AGBMTzDK7xZufVivVsf89GKVe4cwh9Ynz/WN5NZ</latexit><latexit sha1_base64="4riz4gQl+hmwooYAocBXr/aHhhE=">AAAB+HicbVBNS8NAFHypX7V+RT16WSyCp5KIoB6EohePFYwttCFstpt26WYTdjfFEvpPvHhQ8epP8ea/cZvmoK0DC8PMe7zZCVPOlHacb6uysrq2vlHdrG1t7+zu2fsHjyrJJKEeSXgiOyFWlDNBPc00p51UUhyHnLbD0e3Mb4+pVCwRD3qSUj/GA8EiRrA2UmDb16gXYz1UUc5xOA2eArvuNJwCaJm4JalDiVZgf/X6CcliKjThWKmu66Taz7HUjHA6rfUyRVNMRnhAu4YKHFPl50XyKToxSh9FiTRPaFSovzdyHCs1iUMzWaRc9Gbif14309GlnzORZpoKMj8UZRzpBM1qQH0mKdF8YggmkpmsiAyxxESbsmqmBHfxy8vEO2tcNdz783rzpmyjCkdwDKfgwgU04Q5a4AGBMTzDK7xZufVivVsf89GKVe4cwh9Ynz/WN5NZ</latexit><latexit sha1_base64="4riz4gQl+hmwooYAocBXr/aHhhE=">AAAB+HicbVBNS8NAFHypX7V+RT16WSyCp5KIoB6EohePFYwttCFstpt26WYTdjfFEvpPvHhQ8epP8ea/cZvmoK0DC8PMe7zZCVPOlHacb6uysrq2vlHdrG1t7+zu2fsHjyrJJKEeSXgiOyFWlDNBPc00p51UUhyHnLbD0e3Mb4+pVCwRD3qSUj/GA8EiRrA2UmDb16gXYz1UUc5xOA2eArvuNJwCaJm4JalDiVZgf/X6CcliKjThWKmu66Taz7HUjHA6rfUyRVNMRnhAu4YKHFPl50XyKToxSh9FiTRPaFSovzdyHCs1iUMzWaRc9Gbif14309GlnzORZpoKMj8UZRzpBM1qQH0mKdF8YggmkpmsiAyxxESbsmqmBHfxy8vEO2tcNdz783rzpmyjCkdwDKfgwgU04Q5a4AGBMTzDK7xZufVivVsf89GKVe4cwh9Ynz/WN5NZ</latexit><latexit sha1_base64="4riz4gQl+hmwooYAocBXr/aHhhE=">AAAB+HicbVBNS8NAFHypX7V+RT16WSyCp5KIoB6EohePFYwttCFstpt26WYTdjfFEvpPvHhQ8epP8ea/cZvmoK0DC8PMe7zZCVPOlHacb6uysrq2vlHdrG1t7+zu2fsHjyrJJKEeSXgiOyFWlDNBPc00p51UUhyHnLbD0e3Mb4+pVCwRD3qSUj/GA8EiRrA2UmDb16gXYz1UUc5xOA2eArvuNJwCaJm4JalDiVZgf/X6CcliKjThWKmu66Taz7HUjHA6rfUyRVNMRnhAu4YKHFPl50XyKToxSh9FiTRPaFSovzdyHCs1iUMzWaRc9Gbif14309GlnzORZpoKMj8UZRzpBM1qQH0mKdF8YggmkpmsiAyxxESbsmqmBHfxy8vEO2tcNdz783rzpmyjCkdwDKfgwgU04Q5a4AGBMTzDK7xZufVivVsf89GKVe4cwh9Ynz/WN5NZ</latexit>
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(C̃, lab) ← Garble(C)

x̃ ← GarbleInput1(lab, x)

ỹ ← GarbleInput1(lab, y)

Eval(C̃, x̃, ỹ)= C(x, y)
C̃

= labx
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= laby
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(C̃, x̃, ỹ) ≈c GCSim(C,C(x, y))
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Core Paradigm: Delegate Work “into the Future”
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needed to decrypt
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Identity-Based Encryption [Sha84]
(mpk,msk) ← Setup(1λ)

mpk
<latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit><latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit><latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit><latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit>



Identity-Based Encryption [Sha84]

“bob@nist.gov”

(mpk,msk) ← Setup(1λ)

mpk
<latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit><latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit><latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit><latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit>



Identity-Based Encryption [Sha84]

“bob@nist.gov”

(mpk,msk) ← Setup(1λ)

skid ← KeyGen(msk, id)

mpk
<latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit><latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit><latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit><latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit>



Identity-Based Encryption [Sha84]

“bob@nist.gov”

(mpk,msk) ← Setup(1λ)

skid ← KeyGen(msk, id)

mpk
<latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit><latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit><latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit><latexit sha1_base64="lGo3SacMqZdSWzKswFfyPF4/lmU=">AAAB6XicbVBNSwMxEJ2tX7V+VT16CRbBU9kVQb0VvXis6NpCu5Rsmm1Dk2xIskJZ+hO8eFDx6j/y5r8xbfegrQ8GHu/NMDMvVpwZ6/vfXmlldW19o7xZ2dre2d2r7h88mjTThIYk5alux9hQziQNLbOctpWmWMSctuLRzdRvPVFtWCof7FjRSOCBZAkj2DrpXqhRr1rz6/4MaJkEBalBgWav+tXtpyQTVFrCsTGdwFc2yrG2jHA6qXQzQxUmIzygHUclFtRE+ezUCTpxSh8lqXYlLZqpvydyLIwZi9h1CmyHZtGbiv95ncwml1HOpMoslWS+KMk4sima/o36TFNi+dgRTDRztyIyxBoT69KpuBCCxZeXSXhWv6oHd+e1xnWRRhmO4BhOIYALaMAtNCEEAgN4hld487j34r17H/PWklfMHMIfeJ8/2jCNtA==</latexit>

skbob@nist.gov



Identity-Based Encryption [Sha84]

“bob@nist.gov”

(mpk,msk) ← Setup(1λ)

c ← Encrypt(mpk, id,m)

skid ← KeyGen(msk, id)

mpk
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• Simpler Setting: Key 
generator has “pre-
generated” a polynomial 
number of keys and hands 
them out “on demand”

• Can be turned into full-
blown IBE (with 
exponentially many 
identities) by using 
pseudorandomness and 
trapdoors (Chameleon 
encryption)
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(pk , sk) ← KeyGen()
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h, st′ 

h

c ← Encrypt(h, id, m) m ← Dec(wid, sk, m)

• Master Secret Key 
 is single point 
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Laconic Private Set Intersection (LPSI) [ABDGHP21]

28

S

h

hx

c = Enc(h, x)

c

Dec(C, c) = x if x ∈ S otherwise ⊥

Learns nothing about  if x x ∉ S

• [ABDGHP21] provides an efficient black-box 
construction of LPSI from number-theoretic 
assumptions
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S

h

pk, sk

c = Enc(h, pk, m)
m = Dec(sk, c)

c

• Can decrypt  if m m ∈ S

• Otherwise learns nothing about m
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• [DKLLMR’22]: First Laconic Crypto 
Schemes without bootstrapping

• Key Insight: Lattice-based re-encryption 
gadget without intermediate decryption

• Practically efficient: Prototype 
Implementation with Single Digit 
Millisecond runtimes

• Applications: Registration-based 
Encryption, Laconic Oblivious Transfer, 

Private Set Intersection 
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h

h0 h1

c ≈ s ⋅ (A + (G∥0))

c1 ≈ s ⋅ h +
q

2
m

c′ 1 = c1 − c (G−1(h0)

G−1(h1)) ≈ s ⋅ h0 +
q
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• Generally: Laconic OT ciphertext  

either reveals query index  or 

decryption has linear complexity

c
i

• [DHMW24]: Private laconic OT 

(hiding query index ) and 

polylogerithmic decryption complexity

i

• Leverages recent breakthrough on 

doubly efficient private information 

retrieval [LMW23]
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• Preprocessing model: Sender and 

receiver compute and store a 

“correlations” before e.g. sender gets his 

input

• Emerging line of research in sublinear 

PIR with preprocessing following [CK20].

• Very efficient, online phase uses only 

symmetric key crypto

• [BDHL24]: private laconic OT with 

preprocessing. Also only using 

symmetric key crypto in online phase 
35
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• Laconic Cryptography: Secure 

computation on LARGE data with 

small communication in 2 messages

• Beyond succinct communication: 

sublinear computation

• Unexpected Applications: IBE, RBE, 

Self-Revealing Encryption

• Until recently: Mostly theoretical 

progress

• Now: Breaking the wall to practical 

usefulness, new ideas such as 

preprocessing

Conclusion
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