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— BGF is a live distributed svstem spanning the o i

globe; comprised of ~30K distinct administrative |
domains and millions of routers.

— BGP issues are technical, economic and political §-
Effectively enables the business model(s) of ISP
interconnection.

- BGP Robustness Concerns

— Nosecurity model - subjectto malicious attacks
and large scale misconfigurations.
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BGP Threats / Risks
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» Unauthorized routing How can we validate ownership of address blocks
» Denial of Service and the advertised paths used to reachthem?

Remedies for the BGP Vulnerabilities RPKI — The Corner Stone of BGP Security

« Resource Public Key Infrastructure LANA

— Global PKI of limited scopel/purpose.
— RFEKI Components

« | Certficate Authonties

+ Cryptographic Security Mechanisms

— Deploy global Resource Pkl (RPKI) to validate
address ownership and routing relationships.

— Develop tools to automate route ongin validation 3 + | Route Origin Atteststions
based upon RPKI data. - — Possession of cerificate indicates ownership of resource

— Develop security extensions to BGP to further use | (address block, or AS number).

FPEK]l to validate the full AS Path. « Mot identity centificates. Doesn't identify the name of the owner, only
that the holder of the Ceant is the owner.  Much like the key to your

* Data Driven Robustness Mechanisms Cubda . office.

— Exploit existing global registries of addressingand bl - - — Validation of RPKI components follows chain of trustup
routing arrangements (Registry data) ArEEGP - towards one or more trust anchors.

Exploit BGP monitoring and measurement SeREClons S » RPKI Uses to Secure Routing.
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BGP Robustness Mechanisms
+ TERRAIN

— MNIST Evaluation Framework

Data Driven BGP Robustness

What are the Data Sources? Why is this hard?
+  Addressing Registnes Registries
— global databases of address block — knownto be incomplete and

and autonomous system number inaccurate, and are maintainedin Ec-gtéggusly e_:s:tractsdlntemet s registry
assignments. differing formats, by differing an monitonng data.

+ Routing Registries processes in different regions of the Unified data model for storing disparate

o world. data sources.
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. . . . analysis of robustness mechanisms.
relationships forrouting services. — tobe effective, mustmake precise Y
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