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Preventing Website Hacking 
Goal: Raise the level of softwareGoal: Raise the level of software 

assurance (SA) in U.S. 
Broad scope: The Software Assurance 

Metrics And Tool Evaluation 
(SAMATE) helps helps developers 
build better software from OS to 

 Select classes of SA tools 
or methods, write specs, 
develop test procedures. 

build better software, from OS to 
firewalls, SCADA to web services, 
source code security analyzers to
correct-by-construction methods. 

 Develop metrics for 
effectiveness of SA tools 
and methods. 

 Identify gaps and develop
R&D funding requirements 
and study proposals. 

 Establish software 
reference dataset 

http://samate.nist.gov/SRD/Currently: 
W b application 

Source Code Security Analysis Tool 
Functional Specification Version 1.0 

Web application scanners 
Source code security analyzers 
Study: Do tools help assurance? Partners: DHS National Cybersecurity 

Division, vendors, ITL Security 
Division, NSA 


