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Cryptographic Module Validation Program 
(CMVP)

• Purpose: to test and validate cryptographic modules to 

FIPS 140-2, Security Requirements for Cryptographic Modules

– 11 Security Sections
– 4   Security Assurance Levels 

• Established by NIST and the Communications Security Establishment 
Canada (CSEC) in 1995

• Independent 3rd party conformance testing

• With the passage of the Federal Information Security Management Act 
of 2002, there is no longer a statutory provision to allow for agencies
to waive mandatory Federal Information Processing Standards

• Therefore All cryptographic modules used by US Federal Government 
to protect non-classified sensitive information go through CMVP 
validation program



Cryptographic Module Validation Program 
(CMVP)

• International Standards Organization

– ISO/IEC 19790 Security Requirements for Cryptographic Modules
• Published March 2006

– ISO/IEC 24759 Test requirements for cryptographic modules 
• Published July 2008 

Randall Easter (NIST CMVP) was the editor for both international standards

• Japanese Government Relationship (October 11, 2006)

– Japan Cryptographic Module Validation Program (JCMVP)
• Managed by the Information-Technology Promotion Agency (IPA), Japan
• Support Japanese Laboratories to become accredited by NVLAP
• Assist JCMVP regarding CMVP requirements and technical guidance

• Cryptographic and Security Testing Laboratories (CSTL) are accredited by the National Voluntary 
Laboratory Accreditation Program (NIST NVLAP) 

– Perform the 3rd party independent conformance testing

– CMVP provides the technical assessors for laboratory accreditation

• Works jointly with the NIST Cryptographic Algorithm Validation Program (CAVP)

– CAVP algorithmic validation is a prerequisite for CMVP module validation

• List of validated implementations posted publicly on CMVP website

– http://csrc.nist.gov/groups/STM/cmvp/validation.html



CMVP Testing and Validation Process for 
Cryptographic Module Implementations

3 of the 10 US CST Labs reside in Maryland

Vendor

Designs and 
Produces

Hardware • Software • Firmware

Define Boundary

Define Approved Mode 
of Operation

Security Policy

CST Lab

Tests for 
Conformance

Derived Test Requirements

Algorithm Testing

Documentation Review

Source Code Review

Operational and 
Physical Testing

CMVP
NIST and CSEC

Validates

Review Test Results
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NIST Cost Recovery Fee
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Security and 
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Applications or products 
with embedded modules



Accredited CST Laboratories

CEAL

COACT

EWA

DOMUS

Atlan

Aspect

TÜViT

atsec

SAIC

ICSA

InfoGard

Ægisolve

ECSEC

TTC

E&E ITSCCSC

Maryland CST Labs
New domestic and international laboratory initial accreditation currently in process.



FIPS 140-1 and FIPS 140-2 Validation
Certificates by Year and Level

(January 5 2010)
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Examples of Cryptographic Modules or Products with 
embedded Cryptographic Modules



Impact! … Making a Difference
• Cryptographic Modules Surveyed (during testing)

– Percentage of modules that contained at least one security 
relevant non-conformance error

• 59% Level 1 and Level 2 Modules
• 65% Level 3 and Level 4 Modules

– In addition

• 96.3% FIPS Interpretation and Documentation Errors
• ~10% Algorithm Implementation Errors

• Corrected during testing and prior to CMVP validation
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