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Diane Honeycutt

National Institute of Standards and Technology
100 Bureau Drive, Stop 8930

Gaithersburg, MD 20899

Via email: cyberframework@nist.gov

Reference: Experience with the Framework for Improving Critical Infrastructure Cybersecurity

Dear Ms. Honeycutt:

CA Technologies (CA) appreciates this opportunity to provide comments to the National Institute of Standards and
Technology (NIST) on the level of awareness throughout critical infrastructure organizations, and initial experiences with
the Framework for Improving Critical Infrastructure Cybersecurity (the Framework).

CA Technologies helps customers succeed in a future where every business is being rewritten by software. From planning to
development to management to security, at CA we create software that fuels transformation for companies in the
application economy.

Since the release of the Framework, NIST, the Department of Homeland Security (DHS), and other Federal agencies have
focused efforts on raising awareness of the Framework and its application in overall organizational risk management. The
information technology industry, including CA, has been an active partner in raising awareness levels. In addition, NIST,
DHS, and other agencies are working with industry sectors, standards organizations, and other organizations to facilitate
use of the Framework. CA is a partner in many organizations and initiatives, including ISACA and the National Cybersecurity
Center of Excellence (NCCoE), that have developed tools to help critical infrastructure organizations use the Framework.
And, NIST is interested in exploring further a set issues and challenges that will need to be addressed in order to improve
future versions of the Framework. CA participation in the NCCoE and the National Strategy for Trusted Identities in
Cyberspace (NSTIC) program is helping to develop use cases and new platforms to improve authentication and identity
management.

Our response to the RFl is provided in the enclosed attachment. We look forward to continue working with NIST and other
agencies on promoting awareness and encouraging use of the Framework, and on developing the next generation of
security solutions to improve critical infrastructure cybersecurity. If you have any questions or comments, please contact
Jamie Brown (jamie.brown@ca.com).

Sincerely,

Jamie Brown
Director, Global Government Relations
CA, Inc.
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Section 1: Current Awareness of the Cybersecurity Framework:

Since releasing Version 1.0 of the Framework for Improving Critical Infrastructure Cybersecurity (the Framework) in February
2014, the National Institute of Standards and Technology (NIST), the Department of Homeland Security (DHS), and other federal
agencies have actively sought to raise awareness of the Framework among owners and operators of critical infrastructure. At
CA Technologies (CA), we have encountered both growing awareness of the Framework, and recognition of its utility in
improving cyber risk management among critical infrastructure organizations across multiple sectors.

CA initially learned about the Framework when it was proposed in Executive Order 13636 through our government relations
office and our trade associations. We have been an active participant in the Framework development process through company
and association submissions to Requests for Information about the Framework and through participation in NIST workshops.
Since the release of the Framework in February 2014, we have tracked Framework developments through news publications,
trade association communications, standards development organization updates, congressional inquiries, Administration
communications and speeches, and sector-specific Framework implementation guidance initiatives.

CA has been working with IT sector specific groups to share information and lessons learned about the Framework. We are also
a member of ISACA, an information technology standards development organization, which has developed implementation
guidance for the Framework.

CA has received initial inquiries and communications about Framework adoption from customers in the banking sector, in
federal and state governments, and from international customers. We also conducted a webinar describing the goals and
contents of the Framework, and highlighting CA products and solutions that can help organizations adopt the Framework. As
part of this webinar, we conducted a poll of participants, where a majority indicated at least some general awareness of the
Framework.

The CA global government relations team has also participated in both US and international panels which have helped raise
awareness of the Framework, and of the role industry played in the Framework’s development process. In the US, we
participated in an American Bar Association panel, discussing potential impacts of the Framework on commercial and public
sector markets. Earlier this month, we participated in a Forum to kick off Cybersecurity Awareness Month and discussed how
CA and our customers are currently leveraging the framework. In Korea and Japan, we participated in information technology
industry panels, with audience members from government and industry, describing the role industry played in the Framework
development process, explaining the Framework’s goals and contents, and highlighting policy provisions which could be
applicable in other national cybersecurity policies. We have also engaged with policy officials in the EU as they continue to
consider their approach to cybersecurity in critical infrastructure sectors.

While there is strong awareness of the Framework, the level to which different organizations are utilizing the Framework to
manage cyber risks is unclear at this point. This indicates that awareness may still be compartmentalized within certain critical
infrastructure organizations. We recommend that the Federal Government continue to focus on raising awareness of the
Framework and its goals, particularly in the first year. The Framework, while leveraging existing standards and best practices,
represents a novel approach at standardizing cyber methodologies into a holistic, repeatable cybersecurity discipline.
Therefore, focusing on outreach and education efforts in the short term will be paramount to promoting broad adoption in the
long term.

NIST can help increase awareness of the Framework by supporting industry-led efforts to raise awareness and education levels
on the Framework, and by working with federal agency partners to coordinate sector-specific outreach and education
workshops on the Framework. NIST can also encourage sector-specific Federal agencies to improve visibility and promotion of
the Framework on their web sites, and to include more sector specific Framework content.
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Voluntary Use and Risk Management

There is general awareness among CA, its peers, and its customers that the Framework is intended for voluntary use. However,
there is uncertainty about whether sector-specific agencies will reference components of the Framework Core in regulations,
making Framework use de facto compulsory for regulated critical infrastructure sectors as well as for private contractors
supporting those sectors, and other agencies that may adopt the Framework. Administration statements indicating that the
Framework is intended to be utilized within existing regulatory authorities, and will not require new regulatory authority, have
been helpful. As we note below, we encourage NIST, DHS and other agencies involved with the Framework to continue to
amplify this reality.

CAis seeing increasing awareness that the Framework builds on existing cybersecurity frameworks, standards, and guidelines in
conversations with both customers and with international policy makers. We are also seeing a greater emphasis in sector-
specific publications stressing how the Framework is meant to build off of and complement existing cybersecurity practices,
rather than replace them. However, we are still encountering some confusion at different levels of organizations both
domestically and internationally on this issue. We think this is an area where further communication from NIST, the
Department of Homeland Security, and other sector specific agencies would be helpful in providing clarity.

At CA, we are committed to helping raise awareness of cybersecurity and risk management. We regularly conduct educational
webinars for IT security and other business professionals on cybersecurity. These webcasts cover a range of topics, including
software and IT asset management, application performance monitoring, identity and access management, insider threats, data
breaches, access governance, intelligent authentication, securing APIs, and others. In July 2014, we conducted a Framework-
specific webinar titled, “Leveraging the NIST Framework to Improve Cybersecurity.” This webinar provided viewers with
information about the Framework, and demonstrated how identity and access management solutions can help organizations
achieve security outcomes under the “Protect” Function of the Framework.

The greatest challenge for NIST, the Federal Government, and the private sector in improving awareness of the Framework
continues to be helping organizations and their leaders understand the importance of cybersecurity management specifically,
and risk management more generally in an organization’s business practices. There remains a disconnect between many
organizations’ business practices, and the role that risk management plays in those business practices, including proper
understanding of the potential risks and costs to an organization of a successful cyber-attack within their overall risk
management strategies. NIST and its federal agency partners can continue to work with industry to help educate critical
infrastructure owners and operators on the role of cybersecurity in business risk management.

Section 2: Experiences with the Cybersecurity Framework

CA has comprehensive cybersecurity policies, procedures and plans covering a range of areas including acceptable use and
access to IT systems and assets, data classification, malware, and incident response. All of our policies and procedures are
reviewed regularly as a control to maintain the company’s ISO 27001 certification, a key informative reference in the
Framework. These policies and procedures drive the underlying security controls we have adopted throughout the company to
provide defense in depth protection of our intellectual property and critical assets and to maintain business continuity.

CA leverages internally defined security control frameworks as well as industry recognized frameworks (ISO 27001) as part of
our security governance model. Many of our policies and procedures leverage NIST, SANS, ISO, IEEE, and other industry best
practices and recommendations. We leverage our own risk ranking methodology to assess the cybersecurity risk severity and
prioritize our action plans accordingly. We report security project metrics to executive management monthly to facilitate future
investment considerations. And we provide regular risk management reporting to company executives and the Board of
Directors. Changes to and adoption of new technology follow a strong and mature selection process. Cybersecurity risk is a top
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priority for the organization and we are taking a measured approach to continuously improve our countermeasures and manage
and reduce our overall risks over time.

Multiple organizations within the company have been evaluating and leveraging the Framework in different ways: senior
management and the Board of Directors have received briefings on the Framework and its relation to our existing practices;
development and engineering teams have examined controls and their implementation within specific CA products; and the
legal team will continue to evaluate the Framework and its potential applicability in both commercial and government
contracts. Our corporate strategy team is evaluating market awareness and projected uptake, and our internal IT security
organization is analyzing existing practices against the Framework and leveraging multiple resources to continually evaluate and
adapt our security policies and technologies.

CA customers in both the finance and defense industries have indicated that they would like their suppliers to adopt risk
management practices. They have cited the Framework, as well as other international best practices as potential requirements
for future engagement in ongoing contractual discussions during the acquisition of varied software tools from CA. In certain
cases, large contractors have indicated that they will be updating contract language for supplier cybersecurity requirements to
reflect the lexicon used in the Framework.

As a major software provider, CA provides solutions that help critical infrastructure organizations achieve a range of security
outcomes outlined within four of the five Functions (ldentify, Protect, Respond, and Recover.) These solutions span across
several CA business units focused on providing solutions for IT Business Management, Application Delivery, Enterprise
Management, Mobility & e-Commerce, and Security. Our strategy, product and marketing teams continue to map the range of
solutions we offer to the Framework, and are developing a range of tools to help our customers understand the Framework and
the application of specific CA software solutions to the defined functions in the Framework.

CA offers these solutions both directly to Critical Infrastructure owners and operators and through partner channels, so we are
pursuing education and implementation paths directly to customers and through our partner network.

CA employees are also active participants in standards development organizations, including ISACA (formerly the Information
Systems Audit and Control Association), which recently published, “Implementing the NIST Cybersecurity Framework,” which
helps organizations assess their risk environments, and provides guidance on Framework implementation.

NIST, the Department of Commerce, and other departments and agencies can encourage use of the Framework by promoting
industry-led Framework implementation guidance initiatives, by promoting these initiatives on easily accessible federal web
sites, and by updating (and not adding to) current sector-specific regulations with Framework lexicon.

Section 3: Roadmap for the Future of the Cybersecurity Framework

NIST has identified important cybersecurity areas to be addressed in its Roadmap for the Future of the Cybersecurity
Framework. CA agrees that further development work in authentication, automated indicator sharing, conformity assessment,
cybersecurity workforce, data analytics, Federal Agency cybersecurity alignment, international alignment, supply chain risk
management, and privacy standards development will help improve critical infrastructure cybersecurity.

CA believes that further development of robust identity access management is vital to mitigating cyber risks to critical
infrastructure. In this new threat landscape, identity is the new security perimeter; identities of individuals as well as the
identities of things. The need to identify who or what is accessing a resource, what level of assurance is required, what
constraints are placed on the usage and dissemination of data, and how the activity should be traced and potentially certified
are all items that have identity as a common thread.
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CA is an active contributor to both the National Strategy for Trusted Identities in Cyberspace (NSTIC) and the National
Cybersecurity Center of Excellence (NCCOE) programs, developing identity management use cases and best practices. Through
the NSTIC program, CA is participating in the Cross Sector Digital Identity Initiative (CSDII), to produce a secure online identity
ecosystem, and in a pilot to deploy an online identity verification marketplace. At NCCOE, CA is participating in an Identity and
Access Management use case for the energy sector to authenticate individuals and systems to which they are providing access
rights, and in an initiative for attribute-based access control, to enable federated identity management between multiple
enterprises through the use of an attributed exchange service. This work enables current use of the Framework and informs
future versions of the Framework.

CA has also participated in the NIST Privacy Engineering initiative, focusing on providing guidance information to system users,
owners, developers and designers that handle personal information. And CA officials are actively working with policy makers
around the world to align cybersecurity policies with international industry best practices and standards, which will allow
information security solutions providers to focus their resources on security innovation rather than on alignment with several
country-specific standards.

CA believes that each of the areas listed in the Roadmap are of great importance to improving cybersecurity, and that further
research and standards development work in these areas would be very helpful. However, CA does not support updating the
Framework Core with further Functions, outcomes or informative references until such time as there is broad industry adoption
of any respective best practices or standards. Therefore, in the near future, we recommend that NIST and other federal
agencies continue to focus on awareness and implementation of version 1.0 of the Framework, and focus on further research
and development activities for the areas listed in the Roadmap. Until such time as these areas have matured with broad
industry and stakeholder adoption, they should not be incorporated into future versions of the Framework Core.
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