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Introduction 

FireEye appreciates the opportunity to provide comments to the National 

Institute of Standards and Technology’s (NIST) Request for Information about the 

level of awareness throughout critical infrastructure organizations, and initial 

experiences with the Framework for Improving Critical Infrastructure 

Cybersecurity (the “Framework”).  FireEye has been engaged with NIST and the 

Department of Homeland Security (DHS) throughout the Framework 

development process and strongly supports the U.S. Government’s effort to 

provide critical infrastructure companies with tools and resources to improve 

their cybersecurity programs.   

FireEye applauds the Framework’s risk management approach to cyber 

security and believes the Framework is having a positive impact on the 

cybersecurity posture of the Nation’s critical infrastructure.  Many organizations 

are now adopting a methodological, process-based approach to 

cybersecurity.  

To capitalize on the progress made to date, FireEye recommends that 

DHS, NIST and other organizations within the United States Government: 

1. Continue to raise awareness about the evolving cyber threat 

landscape; 

2. Expand the community understanding of what constitutes basic cyber 

hygiene in light of the evolving threat landscape; 

3. Encourage organizations to adopt security controls and best practices 

that manage risk from unique malware and zero-day exploits at all  

Implementation Tiers;  

4. Encourage organizations to adopt security controls and best practices 

that facilitate a rapid response to a cybersecurity breach, which are 

inevitable; and 

5. Emphasize controls that manage risk associated with sophisticated and 

dynamic cyber threats in the next iteration of the Framework. 

These actions will help reduce the frequency, severity and impact of attacks 

against organizations of all levels of sophistication. 
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The Evolving Threat Landscape 

 The cyber threat landscape is evolving rapidly.  Instead of broad 

scattershot attacks of the past, organized threat actors are laser-focused on 

breaching systems and stealing data using sophisticated attacks that are 

tailored to compromise a specific target and evade tradition signature-based 

defenses, a core aspect of what currently constitutes basic cyber hygiene.   

Based on analysis of real-time data from 1216 organizations with up to 

date anti-virus signatures or firewalls in 63 countries across 20 industry verticals 

from October 23, 2013 to March 2014, FireEye determined that 97% of the  

organizations were breached and 27% experienced events that involved tools 

and tactics used by advanced persistent threat (APT) actors.1  Out of the 

208,184 malware downloads FireEye observed during this analysis, 124,289 were 

unique malware variants. Of those unique variants, 75% were detected in only 

one environment, suggesting that malware was being custom made for a 

particular attack.  

 The failure of traditional defenses to stop a highly motivated and dynamic 

threat presents tremendous risk to the cybersecurity posture of our nation’s 

critical infrastructure, negatively impacting our national and economic security. 

For example, in a multi-year attack campaign known as Operation Beebus, 

advanced cyber threats targeted the aerospace and defense industrial base 

sectors to gain access to sensitive drone technology.  Soon thereafter, China 

announced the development of a special industrial base for the development 

of unmanned aerial vehicles.  The full scope of the economic and security 

impact of this incident will not be fully quantified for years. 

In light of the Threat, the Nations’ Understanding of Basic Cyber 

Hygiene Must Expand  

In spite of the existing threat landscape characterized by rapidly evolving, 

customized malware and the exploitation of previously unknown vulnerabilities 

(“zero-day exploits”), the vast majority of cybersecurity dollars are still spent on  

 

                                            
1 See., Cybersecurity’s Maginot Line: A Real Word Assessment of the Defense-in-Depth Model. 

Available at https://www2.fireeye.com/real-world-assessment.html. Accessed October 10, 2014. 
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traditional signature-based tools that constitute a core component of basic 

cyber hygiene.  The nation needs to shift to more sophisticated detection and 

remediation capabilities.  As noted above, FireEye’s experience has 

demonstrated that 100 percent of victim organizations had up-to-date anti-virus 

signatures or firewalls.  In addition, on average, 229 days elapsed before a 

successful breach was detected, providing cyber adversaries with ample time 

to steal sensitive information and intellectual property.   

The traditional, basic cyber hygiene approach to security, which involves 

pattern-matching technologies that detect and block known attacks, is failing. 

To counter the existing and evolving threats, organization must (1) include 

approaches to security that prevent and detect unknown threats in real time in 

their security strategies and (ii) ensure they have the ability to rapidly respond to 

breaches in minutes, not months, to mitigate adverse consequences and 

impacts of a breach.  These measures must be incorporated into our basic 

understanding of what constitutes effective cyber hygiene. 

While the majority of Informative References in the Framework point to 

measures that constitute basic cyber hygiene as that term is understood today, 

FireEye is very encouraged by the inclusion of security controls and best 

practices that point to innovative, non-signature based approaches to security, 

including NIST 800.53 Rev 4 SI(3), SC-7, and SC-44 and CSC-5.  These behavioral 

based approaches to security and/or the use of virtualization tools are 

specifically identified for the following subcategories: 

 PR.DS-5:  Protections against data leaks are implemented (NIST 800.53 SC-

7) 

 PR.PT-4:  Communications and control networks are protected (NIST 800.53 

SC-7) 

 DE.CM-1:  The network is monitored to detect potential cybersecurity 

events (NIST 800.53 SC-7) 

 DE.CM-4:  Malicious code is detected (CCS CSC 5, NIST 800.53 SI-3) 

 DE.CM-5:  Unauthorized mobile code is detected (NIST 800.53 SC 44) 

 DE.DP-1:  Roles and responsibilities for detection are well defined to ensure 

accountability (CCS CSC 5) 

 DE.DP-3:  Detection processes are tested (NIST 800.53 SI-3) 

 

Beyond additional education and outreach focused on these effective 

approaches, there are a number of measures NIST could include in the next 

iteration of the Framework to help critical infrastructure organizations (a) better 
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manage risk and reduce the likelihood of successful breaches and (b) minimize 

the time to detect and remediate a breach. In particular, several of the controls 

and best practices identified above should be expanded to other 

subcategories.  For example, NIST 800.53 SC-44 Detonation Chambers applies far 

more broadly than the detection of unauthorized mobile code.  The next version 

of the Framework should also emphasize incident response practices designed 

to drive down the time to contain and resolve a breach.   

Responses to Specific Questions 

Experiences with the Cybersecurity Framework Question 7: Is the Framework’s 

approach of major components – Core, Profile, and Implementation Tiers – 

reasonable and helpful?   

While FireEye believes that the Framework’s approach is reasonable and helpful, 

it only provides guidance for common activities and does not map that 

guidance to a target maturity level.  For the next iteration of the Framework, 

FireEye recommends that the Framework provide an accelerating set of 

guidance profiles by implementation tier.  Providing such mapping guidance will 

enable organizations to more easily understand how to achieve the desired end 

state of cybersecurity.  In addition, FireEye recommends that the next iteration 

of the Framework provide more guidance on appropriate risk management at 

each implementation tier.  For example, more mature organizations measure risk 

more quantitatively, understand their model and variables for measuring risk, use 

industry specific threat data based on a well-defined asset base, measure risk 

more frequently and have metrics defined with a history to demonstrate the 

effectiveness of their risk management programs.   

Experiences with the Cybersecurity Framework Question 9: Which activities by 

NIST, Department of Commerce . . . or other departments or agencies could be 

expanded or initiated to promote implementation of the Framework? 

NIST and other government agencies should incentivize Framework 

implementation through Department of Homeland Security grant programs; 

insurance benefits, and government procurement preferences and acquisition 

reform that provides agencies with greater agility and flexibility to procure and 

deploy innovative technologies.  Specifically, source selection criteria should 

provide for and encourage “best value” approaches and discourage “low-cost, 

technically acceptable procurements” for high cybersecurity risk procurements.  
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