
 

 

 
  

 
 

     
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
  

  
 

 
 

Before the
 
National Institute of Standards and Technology 


DEPARTMENT OF COMMERCE 

Washington, D.C. 20230 


In the Matter of  ) 
) 

Experience With the Framework for    ) Docket No. 140721609-4609-01 
Improving Critical Infrastructure Cybersecurity ) 

COMMENTS OF 

THE NATIONAL CABLE & TELECOMMUNICATIONS ASSOCIATION 


William A. Check, Ph. D.  Rick Chessen 
Senior Vice President, Science & Technology Loretta Polk 
Chief Technical Officer    National Cable & Telecommunications 

Association 
Matthew J. Tooley     25 Massachusetts Avenue, N.W. – Suite 100 
Vice President, Broadband Technology Washington, D.C. 20001-1431 
Science & Technology    (202) 222-2445 

October 10, 2014 



 

 
 

 
 

 
 

 

 
 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

TABLE OF CONTENTS
 

INTRODUCTION AND OVERVIEW ...........................................................................................1
 

I.	 THERE IS WIDESPREAD AWARENESS OF THE CYBERSECURITY 
FRAMEWORK WITHIN THE CABLE INDUSTRy .........................................................3 

II.	 CABLE COMPANIES ARE WORKING DILIGENTLY TO IDENTIFY AND 
EVALUATE THE MOST PRODUCTIVE WAYS TO USE THE 
CYBERSECURITY FRAMEWORK TO STRENGTHEN THEIR 
MANAGEMENT OF CYBER RISKS ................................................................................8 

CONCLUSION ..............................................................................................................................16
 



 

 

 
  

 
 

     
 

 
 

 

 

                                                 
 

   
 

  
   

  
   

    

   
 

Before the
 
National Institute of Standards and Technology 


DEPARTMENT OF COMMERCE 

Washington, D.C. 20230 


In the Matter of	  ) 
) 

Experience With the Framework for    ) Docket No. 140721609-4609-01 
Improving Critical Infrastructure Cybersecurity ) 

COMMENTS OF 

THE NATIONAL CABLE & TELECOMMUNICATIONS ASSOCIATION 


The National Cable & Telecommunications Association (NCTA)1/ hereby submits its 

comments in response to the Request for Information (RFI)2/ issued by the National Institute of 

Standards and Technology (NIST) at the U.S. Department of Commerce in the above-captioned 

proceeding.  

INTRODUCTION AND OVERVIEW 

The release of the NIST Cybersecurity Framework earlier this year marked an important 

milestone in the evolution of the nation’s cybersecurity policy.3/  Both procedurally and 

substantively, the NIST Framework broke significant new ground.  From a process perspective, 

NIST employed an inclusive and collaborative approach that effectively incorporated 

contributions from a broad-cross section of affected industries, as well as other key stakeholder 

groups. Substantively, NIST recognized that a flexible, voluntary framework – rather than 

1/	 NCTA is the principal trade association for the U.S. cable industry, representing cable operators serving more 
than 90 percent of the nation’s cable television households and more than 200 cable program networks. The 
cable industry is the nation’s largest provider of broadband service after investing over $210 billion since 1996 
to build two-way interactive networks with fiber optic technology.  Cable companies also provide state-of-the-art 
competitive voice service to more than 27 million customers. 

2/	 Department of Commerce, National Institute of Standards and Technology, Experience with the Framework for 
Improving Critical Infrastructure Cybersecurity, Docket No. 140721609-4609-01, 79 Fed. Reg. 50891 (Aug. 26, 
2014) (“RFI”). 

3/	 Framework for Improving Critical Infrastructure Cybersecurity, Version 1.0, National Institute for Standards 
and Technology, Feb. 12, 2014 (“NIST Framework”). 



 
 

 
 

 

                                                 
 

prescriptive rules – constitutes the best means of strengthening our overall cyber defense posture.   

The key to the success of the Framework to date may well be the mutually reinforcing nature of 

the voluntary foundation of the document’s substance in conjunction with the collaborative 

process employed by NIST.  By continually emphasizing the “voluntary” nature of the 

framework, NIST was able to solicit from industry and other stakeholders the input and feedback 

necessary to produce a document that relies upon “business drivers to guide cybersecurity 

activities” and manages “cybersecurity risk in a cost-effective way based on business needs 

without placing additional regulatory requirements on businesses.”4/  The end result is a 

framework that serves as a combination of a business process document on cybersecurity risk 

management and a compendium of cyber defense tools and practices that can assist critical 

infrastructure owners – in a manner suited to their particular network architecture and business 

operations – in identifying, assessing and mitigating cyber threats and risks.  

NCTA and its members participated extensively in the development of the Framework, 

and have been actively involved in moving to the next steps of building awareness of the 

Framework among the industry and encouraging its use by individual companies as part of their 

overall process of managing cyber risk.  Those activities are set forth below in greater detail.   

For NCTA member companies serving the bulk of the nation’s cable households, many 

key risk management processes and cyber defense measures referenced in the framework were 

already incorporated into existing business practices.  For smaller companies, the Framework can 

serve as a useful guide for organizing and strengthening cybersecurity practices and protocols.  

Across the board, the release of the Framework has served as a galvanizing event, helping to 

4/ NIST Framework at 1. 
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foster a common taxonomy on cyber issues both within – and across – business sectors that 

operate and/or serve critical infrastructure. 

While it is still very early in this next phase of building awareness and promoting use of 

the Framework, it is clear that the cornerstones of the initial phase – collaboration with industry 

and voluntary adoption and usage – will remain critically important.  Cyber defense policy 

should continue to preserve and strengthen the flexibility of individual companies to devise the 

best strategies and solutions to the cyber threats they face, tailored to their business needs.  At 

the same time, government also should continue to encourage inter-industry and multi-

stakeholder initiatives aimed at promoting resource and information sharing and identifying and 

disseminating best practices.  NIST has played a key role in advancing this approach through the 

development of the Cybersecurity Framework, and NCTA looks forward to continuing to work 

with NIST and other government entities in building awareness and fostering usage of the 

Framework.   

I.	 THERE IS WIDESPREAD AWARENESS OF THE CYBERSECURITY 
FRAMEWORK WITHIN THE CABLE INDUSTRY 

Among the cable companies that serve the great majority of the nation’s households, 

there is widespread awareness of the Cybersecurity Framework as an important tool in 

developing a comprehensive cybersecurity posture.  As NCTA explained in its comments to 

NIST on Developing a Framework to Improve Critical Infrastructure Cybersecurity, “cable 

companies have strong, market-based incentives to address cyber threats and vulnerabilities the 

cybersecurity practices and protocols into their business operations.”5/  Because a secure network 

environment is a top business priority, broadband service providers, such as cable companies, 

5/ NCTA Comments at 4-5. 
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treat cybersecurity as a central component of their overarching enterprise risk management 

strategy. This generally means keeping abreast of all major advancements in cybersecurity 

technology and policy. 

As NCTA has previously described, many cable companies have established designated 

teams or cyber committees with representatives from key areas of the company, such as risk 

management and governance, security, privacy, engineering, legal, network operations, and 

government relations, which meet on a regular basis to provide strategic oversight in policy and 

leading practices. Throughout the NIST process, these cybersecurity teams have taken steps to 

ensure that their organizations are aware of the Cybersecurity Framework.  As part of their 

ongoing efforts to ensure that information flows to all levels of their companies, cybersecurity 

teams regularly give presentations on cybersecurity to C-suite executives and their Boards of 

Directors, often bringing in regulatory counsel to provide guidance on the issues and to explain 

what the Cybersecurity Framework means from an operational standpoint. 

Like many industry sectors,6/ the cable industry in particular – and the communications 

industry in general – are taking steps to promote awareness of the Framework, disseminate 

information, and share lessons learned.  For example, NCTA hosts a Cybersecurity Working 

Group, primarily comprised of key security and technology officers from member companies 

such as Brighthouse, Cablevision, Charter, Comcast, Cox, Mediacom, Suddenlink, and Time 

Warner Cable, as well as CableLabs, the industry’s non-profit research and development 

consortium focusing on technology and innovation.  The Cybersecurity Working Group 

6/ See generally, Letter of June 11, 2014, from U.S. Chamber of Commerce and various industry associations, to 
Michael Daniel, Special Assistant to the President and Cybersecurity Coordinator (“Chamber of Commerce 
Letter”), at 1 (Noting that “many associations are creating resources for their members and holding events across 
the country and taking other initiatives to promote cybersecurity education and awareness of the framework” and 
listing various awareness and outreach efforts). 
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convenes regularly to address pertinent cyber issues, share information about the threat 

landscape, and discuss best practices, recent technical developments, and new cyber defense 

tools and protocols. Within this group, the Framework has been a primary topic of conversation 

for the past 18 months, and NCTA has arranged and hosted presentations by the Federal 

Communications Commission’s (FCC) Public Safety and Homeland Security Bureau Chief, 

Admiral David Simpson, and other senior FCC staff.  The NCTA Working Group has worked 

extensively to facilitate its members’ awareness and understanding of the substance of the 

Framework document, and has encouraged companies to begin to examine the best ways to draw 

upon the Framework in connection with their management of cyber risk.7/ 

Cable companies also coordinate with government agencies in public-private partnerships 

and participate in a number of industry-wide and cross-sector initiatives that focus on 

cybersecurity issues. As an initial matter, representatives from NCTA and major cable 

companies attended and participated in all of the NIST Cybersecurity Framework workshops, 

providing input and guidance on the processes and procedures that were eventually included in 

the framework’s design.  CableLabs, together with several member companies, also met with 

NIST to discuss the Framework’s application to the cable industry and provide comments and 

suggested modifications to the various drafts of the Framework document.8/ 

The cable industry has remained engaged with these issues since the release of Version 

1.0 of the Cybersecurity Framework, largely through the Communications Sector Coordinating 

Council’s (CSCC) Cyber Committee.  The CSCC has been extremely active in this area, hosting 

7/    In addition, the Society of Cable Telecommunications Engineers (SCTE) offers cybersecurity training, including 
a cable-specific version of Cisco’s CCNA and CCENT training programs.  The SCTE also plans to offer 
additional courses on basic security for the cable workforce in the coming months. 

8/ Susan Joseph, A Cybersecurity Framework for the Nation’s Critical Infrastructure: How CableLabs is Helping, 
CABLELABS, http://www.cablelabs.com/a-cybersecurity-framework-for-the-nations-critical-infrastructure-how­
cablelabs-is-helping/ (last visited Oct. 9, 2014). 
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weekly conference calls and conducting outreach through a series of webinars and ongoing 

industry-wide meetings.  CSCC members have participated in multiple NIST, Department of 

Homeland Security (DHS), and industry association-sponsored programs, webinars, and panels 

with future events being planned.9/  NCTA and its member companies also are participating in 

the FCC’s Communications Security, Reliability and Interoperability Council’s (CSRIC IV) 

working group 4 on cybersecurity best practices, which is working to harmonize and update 

CSRIC’s most critical existing cybersecurity best practices for communications companies with 

the NIST Cybersecurity Framework.  

NCTA and other cable members are working with DHS, which is the Sector Specific 

Agency for the communications sector.10/  One of the highlights of NCTA’s most recent 

Cybersecurity Working Group Face-to-Face meeting was a thorough discussion of DHS’s role in 

promoting and coordinating cybersecurity activities within the communications sector.  The 

discussion included a review of the DHS component entities that are directly responsible for 

coordinating communications sector activities, including that National Cybersecurity and 

Communications Integration Center, which is housed in the Office of Cybersecurity & 

Communications. 

Cable companies also are actively participating in DHS’s Framework-related initiative, 

the Critical Infrastructure Cyber Community (C3) Voluntary Program.  The C³ Voluntary 

Program, which launched in February of this year, aims to 1) support industry in increasing its 

cyber resilience; 2) increase awareness and use of the Framework; and 3) encourage 

9/ Chamber of Commerce Letter at 2. 
10/ Presidential Policy Directive/PPD-21, Critical Infrastructure Security and Resilience (Feb. 12, 2013) (“PPD-

21”), available at http://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical­
infrastructure-security-and-resil. 
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organizations to manage cybersecurity as part of an all hazards approach to enterprise risk 

management.11/  The program’s focus during its first year is to promote engagement with Sector 

Specific Agencies and organizations using the Framework to develop guidance on how to 

implement the Framework.  The C3 Voluntary Program will help evolve the framework for cable 

companies and provide lessons learned on its use within the industry.  Cable companies are 

taking significant steps to raise awareness of cybersecurity issues, not just within the 

communications sector, but also across all critical infrastructure industries.  For example, 

Comcast recently launched the Comcast Center of Excellence for Security Innovation (CSI), a 

joint venture with the University of Connecticut and the country’s first dedicated laboratory 

focusing on the research and testing of hardware security advancements.  The Comcast CSI was 

created specifically to identify and address existing gaps in hardware security, consistent with the 

Framework’s Core Functions.12/ 

Notwithstanding the ongoing efforts of the cable industry and across all critical 

infrastructure sectors, it may be useful to promote public-private efforts and initiatives aimed at 

raising awareness of the Cybersecurity Framework among smaller companies that may lack 

technical expertise or the resources to support dedicated cybersecurity personnel.  While NCTA 

and CableLabs have been making a concerted effort to conduct outreach to smaller cable 

companies, that effort has highlighted the potential benefits that could flow from a NIST-

supported handbook for small businesses that streamlines and simplifies for small entities the 

11/ Department of Homeland Security, About the Critical Infrastructure Cyber Community C3 Voluntary Program, 
http://www.dhs.gov/about-critical-infrastructure-cyber-community-c%C2%B3-voluntary-program (last visited 
Oct. 8, 2014). 

12/ The Comcast CSI is sponsoring the first ever CyberSEED: Cybersecurity, Education & Diversity Challenge 
Week in October 2014.  The event will feature awareness presentations on cybercrime, malware, and evolving 
threats, and will have a dedicated Conference Session on the NIST Cybersecurity Framework.  National 
Leadership Participants for CyberSEED include the White House, the FCC, NIST, the Department of Justice, 
and NCTA. 
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Getting Started tools already available on the NIST web site.13/  A publication dedicated to 

explaining importance of the Cybersecurity Framework and its application to smaller companies 

could be of significant use not only to small cable companies, but to small companies across all 

industries. Such a publication could be used in conjunction with the initiatives underway at DHS 

to promote awareness and use of the Framework among small entities.14/ 

In many parts of the country, critical infrastructure, such as water plants and electrical or 

power facilities, may be owned by small companies or rural co-ops that may not be fully versed 

in the services and tools available to them to secure their physical assets – and the information 

systems that may help operate those assets.  Another potential area of public-private 

collaboration may revolve around providing more information and resources to small operators 

of critical infrastructure about the products and services that are available to them today on the 

market to help protect their assets, such as enhanced security features, redundancy and other 

back-up and defense-in-depth solutions, and other cyber tools offered by communications 

companies and IT specialists. 

II.	 CABLE COMPANIES ARE WORKING DILIGENTLY TO IDENTIFY AND 
EVALUATE THE MOST PRODUCTIVE WAYS TO USE THE 
CYBERSECURITY FRAMEWORK TO STRENGTHEN THEIR 
MANAGEMENT OF CYBER RISKS 

As discussed in NCTA’s prior comments, NCTA’s member companies have been at the 

forefront of developing and implementing a wide range of practices and protocols for identifying 

and addressing cybersecurity risks and vulnerabilities.  The Framework is widely recognized in 

the cable industry and the communications sector at large as a comprehensive guide for 

13/	 See generally http://www.nist.gov/cyberframework/csf_reference_tool.cfm. 
14/	 See e.g. DHS Official:  Small businesses less aware of cyber risks than expected, INSIDE CYBER SECURITY (Aug. 

26, 2014) (Noting DHS RFI to gather views on industry's "capacity to provide broadly scalable cyber security 
solutions at an affordable cost to Small and Medium Businesses (SMB) in support of adoption" of the framework 
and need for more initiatives to promote broad awareness of the Framework among small businesses). 

8
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evaluating cyber readiness and as a comprehensive compendium of sound and effective cyber 

defense processes, practices, and protocols. 

Early Experience with the Framework.  Upon the release of Version 1.0 of the 

Cybersecurity Framework, cable companies began evaluating the Framework to assess the 

manner in which it could best be adapted to their own business circumstances and network 

configurations. In the process, it became clear that the holistic and integrated approach 

recommended by the Framework was generally well aligned with the approach that many cable 

broadband ISPs were already employing.  For example, the Framework approach emphasizes 

cyber risk management as a component of overall enterprise risk management.  NCTA members 

had adhered to this approach well before the release of the Framework and have for the past 

several years been treating cybersecurity risk management as a C-suite matter, and not as solely 

an IT or network operations issue. While the specific approaches of individual companies may 

vary, with some having security functions distributed across different organizational silos and 

others operating centralized security departments, the emphasis on cybersecurity as a key 

component of enterprise risk management – rather than as an IT sub-specialty addressed on an ad 

hoc and reactive basis – has been widespread across the industry for some time now. 

Notwithstanding their familiarity with many of the key concepts in the Framework, 

NCTA’s members view the document as a potentially valuable resource in connection with the 

management of cybersecurity risk.  For example, following its release, Comcast characterized 

the Framework as “a comprehensive compendium of sound and effective cyber defense 

processes, practices, and protocols available today” and stated it would “evaluate the Framework 

Core to assess whether it can be tailored and adapted to our business circumstances and network 

9
 



 
 

 
 

 

                                                 
 

 

configuration” to serve as “a reference tool for managing the cyber risks and threats we face.”15/ 

Time Warner Cable praised “the collaborative approach established by NIST” and the agency’s 

efforts “to ensure that the Cybersecurity Framework promotes innovation, and is flexible and 

adaptable.”16/ 

NCTA has used its regular Cybersecurity Working Group Face-to-Face meetings to 

encourage member companies to begin the process of examining the extent to which their 

cybersecurity risk management practices align with the Framework’s categories, subcategories 

and informative references.  The objective here is not to achieve strict adherence to the structure 

of the Framework, since that is both operationally difficult and fundamentally inconsistent with 

the cornerstone principles of voluntariness and flexibility that underlie the Framework.  Instead, 

the goal is to promote use of the Framework as a tool in assessing cyber risk management 

practices and protocols, and identifying areas of strength as well as potential areas for 

improvement or further innovation.   

Both within the cable industry and across the communications business and other 

industry sectors, cyber personnel have highlighted the Framework’s role in helping to create a 

common taxonomy of cyber risk management terms and processes.  This is particularly helpful 

in the cyber context because network security and cyber risk management are cross-disciplinary 

activities that may encompass multiple organizational divisions and functions.  The Framework 

is helping to forge a shared language and common conceptual approach that will greatly facilitate 

identifying and executing on cyber risk management priorities and best practices, both within 

15/ Framework for Improving Critical Infrastructure Cybersecurity, What Others Are Saying, 
http://www.whitehouse.gov//sites/default/files/docs/cybersecurity_framework_­
_what_others_are_saying_2_27.pdf. 

16/ See id. 
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individual companies and across industry sectors.  Members of the NCTA Cybersecurity 

Working Group have specifically noted the Framework’s usefulness in fostering communications 

among the cross-functional roles represented within the group and within their companies. 

Some NCTA member companies are currently using the Framework to guide their own 

internal gap analysis, evaluating internal risk processes as recommended by the Framework to 

identify gaps. Many other cable companies had implemented internal gap analyses well prior to 

the release of the Framework, but then conducted additional analyses after the Framework was 

adopted. In general, the post-adoption analyses affirmed that the companies were implementing 

strong cybersecurity policies, with many already implementing roughly 80 to 90 percent of the 

Framework’s recommended practices.  Regardless of what stage of analysis the companies are 

in, the majority have found that the Framework’s Informative References are a useful resource 

for addressing identified gaps. 

CSRIC IV.  The cable industry also is actively involved in broader efforts within the 

communications sector to review the NIST Framework in conjunction with CSRIC IV, working 

to identify elements that might serve as core best practices for the sector as a whole.  FCC 

Chairman Wheeler has described the initiative undertaken by CSRIC Working Group Four (WG 

4) as an effort to “develop risk management processes to tailor the NIST Cyber Security 

Framework for the communications sector.”17/  Chairman Wheeler described the CSRIC WG 4 

effort as “a landmark initiative – the central proving ground . . . our attempt to create a new 

paradigm . . . of business driven cybersecurity risk management” that is “based on private sector 

innovation.”18/ 

17/ Remarks of FCC Chairman Tom Wheeler, American Enterprise Institute, June 12, 2014, at 6. 
18/ See id. at 4,6. 
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Cable organizations are participating extensively in WG 4, with over a dozen 

representatives from NCTA, Cablevision, CableLabs, Charter, Comcast, Cox and Time Warner 

Cable involved in the effort. Brian Allen from Time Warner Cable serves as Co-Chair of the 

working group. The core objective of WG 4 is to help communications companies understand 

how to draw upon the Cybersecurity Framework in order to elevate the “industry’s ability to 

understand their risk exposure and risk management posture.”19/  Recognizing the diversity of the 

communications industry, the reality that companies are different and have different processes 

for managing risk, and the shortcomings of a uniform process, WG 4 has divided the 

communications sector into five segments and aims to produce “segment specific roadmaps” that 

build upon the Cybersecurity Framework and are “tailored to the five common operating 

environments.”20/ 

NCTA’s Matt Tooley is leading the Cable Segment of WG 4, which has already 

produced an initial draft report for review by the larger group. Like the other sub-groups 

(Broadcasting, Wireline, Wireless, and Satellite), the Cable Segment report is designed to 

analyze the cyber risk management practices within the cable industry and identify ways in 

which the NIST Framework can be adapted for voluntary use by cable companies.21/  The Cable 

Segment report will draw upon the seven operational steps suggested in the NIST Framework for 

establishing or strengthening a cybersecurity program,22/ and analyze the manner in which those 

steps align with cable companies business and network operations.  This analysis will facilitate 

19/ “Cybersecurity Risk Management Best Practices (WG 4), Cybersecurity Framework for the Communications 
Sector,” Presentation to CSRIC IV, September 24, 2014, at 6 available at 
http://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Presentation_09242014.pdf. 

20/ Id. 
21/ See id. at 8. 
22/ NIST Framework at § 3.2. 
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development of an example application of the NIST Framework to a cyber use case, in order to 

illustrate how the Framework can work as a tool for addressing threats to cable critical 

infrastructure. Here again, the voluntary nature of the NIST Framework facilitates development 

of a useful document, since participants recognize that the template can and should be adapted to 

their particular organizational design, operational practices and constellation of network assets - 

even if that means discarding or revising some elements.  

DHS and CSCC Activities. As the Sector Specific Agency for the communications 

sector, DHS has been working closely with private industry to connect critical infrastructure 

stakeholders to the national resilience efforts, to ensure that Cybersecurity Framework 

implementation planning efforts reinforce Sector Specific planning and reporting guidance, and 

to reinforce cybersecurity as part of the all-hazards risk management approach.  Through the C³ 

Voluntary Program, DHS provides a number of resources to help individual organizations 

implement the Framework, including the Cyber Resilience Review, a no-cost, voluntary, non­

technical assessment to evaluate an organization’s operations, resilience and cybersecurity 

practices. NCTA and its members are using the C³ Voluntary Program to assess their 

implementation of the Framework.   

Going forward, DHS should continue to look for any opportunities to highlight where the 

Cybersecurity Framework can be used to support the security and resilience of critical 

infrastructure across all critical infrastructure sectors.  DHS should continue its efforts to engage 

with NIST and the Department of Commerce, as well as the Sector Specific Agencies for other 

critical infrastructure sectors, to advance the cybersecurity posture of the entire Internet 

ecosystem.  Because cyber threats are global and do not necessarily recognize international 

borders, DHS should also work closely with the Department of State and with international 
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partners to spread awareness of the Cybersecurity Framework and coordinate its implementation 

in a manner that is consistent with the Framework’s voluntary nature. 

Preliminary Lessons Learned.  The cable industry’s experience with the Cybersecurity 

Framework thus far has highlighted a number of key benefits – and some potential drawbacks – 

that should be considered in future versions of the document.  First, as discussed above, the 

industry has found that the common taxonomy provided by the Framework Core is extremely 

useful in facilitating discussions, both internally and across multiple industries, making it easier 

to share vital information about cybersecurity threats and best practices.  Second, the Framework 

Profiles are extremely useful in helping individual organizations assess their existing 

cybersecurity posture. The profiles aid companies in conducting internal gap analyses and 

identifying any weaknesses. Third, there is widespread agreement across the industry that the 

Framework’s Informative References provide a thorough compilation of measures and protocols 

available today that can be used to address any gaps identified during the internal analyses. 

Cable companies continue to harbor reservations regarding the utility of the Framework 

Implementation Tiers.  NCTA recognizes NIST’s responsiveness to concerns expressed 

following release of the initial draft of the Framework that the Tiers amounted to little more than 

a rudimentary quantitative ranking scheme.  Language added to the final Version 1.0 does note 

that “tiers do not represent maturity levels,” and that “progression to higher Tiers is encouraged 

when such a change would reduce cybersecurity risk and be cost effective.”23/  While this new 

language is helpful, it is not at all clear that it will be enough to keep insurers (and possibly even 

regulatory agencies) from using the Tiers as a ratings mechanism, which would be highly 

counterproductive.  As NIST itself noted, “[s]uccessful implementation of the Framework is 

23/ NIST Framework at 9. 
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based upon achievement of the outcomes described in the organization’s Target Profile(s) and 

not upon Tier determination.”24/  NIST should consider taking further steps to downplay the 

significance of the Framework Implementation Tiers to ensure that they are not misused to 

determine eligibility for products or services or to drive oversight or action by regulatory 

agencies.  Otherwise, there is a risk that companies will manage their cyber defense activities 

with an eye toward achieving a target quantitative ranking under the Tier system, rather than 

focusing on the ability to respond agilely to new attack vectors and previously-unknown threats.   

In a similar vein, NCTA believes NIST should move cautiously with regard to spurring 

establishment of conformity assessment programs.25/  While the cable industry recognizes that 

there is interest in devising ways to measure adoption of the Framework, conformity assessment 

obligations could lead to a process-driven, checklist compliance approach to cybersecurity, 

instead of a solutions-driven approach. Companies are still in the early stages of evaluating how 

best to use the Framework given their particular organizational structure, business dynamic and 

network architecture. Meanwhile, the threat landscape remains dynamic, with cyber criminals 

and other malefactors developing new attack vectors and incursion methods.  Under these 

circumstances, the government should continue to focus on encouraging companies to develop 

and strengthen their capabilities to identify and respond to the latest iteration of cyber threats, 

rather than focusing on compliance with reporting requirements or audit-type obligations. 

24/ Id. 
25/ NIST Roadmap for Improving Critical Infrastructure Cybersecurity, February 12, 2014, at § 4.3. 
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CONCLUSION 


NCTA appreciates the opportunity to share the cable industry’s experience with the NIST 

Cybersecurity Framework thus far.  As the comments demonstrate, cable companies remain at 

the forefront of the efforts to protect the nation’s critical infrastructure against cyber threats.  We 

look forward to continuing our collaboration with NIST, DHS, and other government agencies 

and industry participants on promoting awareness and use of the Framework as a tool for 

managing cybersecurity risk.  

Respectfully submitted, 

/s/ Rick Chessen 

William A. Check, Ph. D.  Rick Chessen 
Senior Vice President, Science & Technology Loretta Polk 
Chief Technical Officer    National Cable & Telecommunications 

Association 
Matthew J. Tooley 25 Massachusetts Avenue, N.W. – Suite 100 
Vice President, Broadband Technology Washington, D.C. 20001-1431 
Science & Technology    (202) 222-2445 

October 10, 2014 
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