Developing a Framework to Improve Critical Infrastructure
Cybersecurity

Response to the NIST “Developing a Framework to Improve Critical Infrastructure Cybersecurity” RFI

This was hastily written and sent after my reading a number of the RFI responses, which | felt seem to either focus on
obscure technical solutions or listed more things asset owners needed to do the make their systems secure. | did not see
anything that addressed the broader issue of the various players role in solving the serious, and growing, problem of
cyber security and the dangers to our national intellectual property and assets. Hopefully, in my rush | have managed to
be somewhat cohesive in my thoughts.

Whoam1

My name is Phil White and | have worked in industrial control / SCADA systems for over 25 years as a user,
manufacturer, integrator, and reseller. | have also architected and developed E911 emergency response systems. The
past few years | have been involved in Computer Network Operations (CNO) for the USAF, so | believe | have a
somewhat unique perspective on some areas of Critical Infrastructure cybersecurity.

It is my opinion (I believe shared by many) that world has changed. Defending our country from hostile action no longer
required planes, ships, or boots on the ground. Instead a wire installed in every building, or home, and even wirelessly
through the air carries the Internet, and that now has become a way for our adversaries to directly obtain our
intellectual property and potentially attack our assets easier, cheaper, and with minimal threat of retaliation.

The following are thoughts on how the NIST framework should be broadened to include some of these other players.

Define a Role for the Federal Government

Historically the defense of the nation from foreign attack has been the responsibility of the federal government. Until
recently these attacks have been primarily physical in nature (Land, Sea, Air, and Space). There have always been attacks
against some aspects of our nation’s intellectual property in the form of espionage, but these have typically been very
limited due to the need for foreign agents on US soil and other domestic co-conspirators. Historically, the defense
against espionage (counter intelligence) has also been a role of the federal government, primarily the Federal Bureau of
Investigation (FBI).

Espionage that once required physical human activities on US soil now can be done remotely with little or no domestic
human involvement. This automation of espionage has massively expanded the potential domestic target base and
reduced the cost in terms of dollars, and the need for foreign agents (attribution/retaliation). Today, massive amounts
of US intellectual property in the form of digital data are being transmitted to a variety of foreign entities every second.

The same malware that is being used for foreign espionage on US systems today can easily be used for destruction
tomorrow. All it takes is a few simple commands to potentially change the malware from reading files to deleting them.
Put another way, foreign espionage can instantly become a foreign attack against the assets and intellectual property of
infected domestic critical infrastructure providers with the click of a mouse.

We have been reading more and more about Government threat information sharing which is fine, but assumes a
knowledgeable party on the receiving side to do something useful with the information. It has been noted many times
that the majority of US Critical Infrastructure is privately owned, many of these are small entities that do not have the
resources to properly defend their assets from attack. Information sharing is a necessary but not sufficient role for the
Federal Government. In the same way that air raid sirens are nice to have, but as a citizen | want to know there is
something more our country is doing to defend against an attack.



The NIST Cyber Security Framework must clearly define a prominent role for the Federal Government to protect the
assets and intellectual property of domestic critical infrastructure providers. That role is clear for foreign physical
attacks, but it must be made clear for foreign cyber-attacks as well.

Define a role for Communication Service Providers

As has been noted numerous times cyber security community, the communication infrastructure of many critical
infrastructure systems use to be isolated (air gaped), but today they have become increasingly connected to the
Internet. This is becoming increasingly common because the Internet is the least expensive ubiquitous geographically
distributed network available and this is not going to change any time soon.

A connection to the Internet is actually a connection to an Internet Service Provider (ISP) of some sort (Verizon, ATT,
etc.), and although this communication infrastructure is not owned or controlled by the Federal Government, it can be
used by foreign entities for espionage and attack as easily (arguably easier) as the traditional Land, Sea, Air and Space.

ISPs are in a good position to utilize and take action based on the potential threat information the Federal Government
could provide. Laws and policies need to be developed that balance individual privacy with protection from the threats.
It is senseless to allow a foreign entity to freely exfiltrate financial information from a company, when an ISP passing the
exfiltrated data could monitor, detect, and notify the victim that there is an issue.

The NIST Cyber Security Framework must clearly define a prominent role for the ISPs to monitor network based cyber
activity and potentially take action based on policies defined by the Federal Government. Part of this is outlining the
boundaries of their responsibilities and legal repercussions (fines, etc.) for exceeding them.

Define a Role for Critical Infrastructure Owners

This area seems to be where most existing efforts (DOE, DHS, etc.) thus far have been focused. Everyone is trying to get
those darn critical infrastructure asset owners to just get off the ball and secure their systems. Current guidance from
FERC/NERC, DHS, and NIST all seem to revolve around this approach. This approach may have worked in the past with
fairly unsophisticated cyber attackers, but is nowhere near enough with the sophisticated attackers of today and
tomorrow (Advance Persistent Threats (APTs), etc.). All but a few do not, and will not, have the resources to adequately
defend themselves from a determined foreign adversary.

This is not to say Critical Infrastructure owners are off the hook, but there needs to be well defined reasonable minimum
level of security that they are responsible for and must be achieved. This no different than in the physical world, facilities
in the US are protected in a physical sense depending on their general importance. For example:

e General security (Any asset): Locking doors and windows
o Higher security facilities (More important assets): Adding a fence and locked gate
o Highest security facilities (Most important assets): Adding armed guards

In all cases, it is assumed that additional security is always available in the form of local law enforcement and Federal
defense forces when needed. In general, it is not expected that any of these facilities do anything additional to protect
themselves from foreign physical attack. Why do we expect this for a cyber-attack?

These levels of cybersecurity need to be defined in a simple and unambiguous way. Obviously work must be done here,
but the goals should be:

e Focus on the future: There is a lot of legacy equipment out there, but don’t focus on that. Focus on what the
result should look like and let the vendor community provide bridges to that future.



o Keep itsimple: Leverage the work of US NSA (SANS 20 Critical Security Controls) and Australian DSD (35
Mitigation Strategies — top 4 mitigate 85% of attacks) to make something easy to understand, implement and
audit.

e Regulations that help: In general, critical infrastructure owners install equipment and systems that meet
appropriate regulations (UL, FM., FCC, NEC, etc.), but when it comes to cyber security there is nothing to go on.
How does an asset owner know if a given piece of equipment of system is secure (other than taking the word of
some vendor)? Regulation needs to be developed that allow the asset owner to easily tell the level of security
of a given system. Work being done by Wurldtech and ISA99 are a step in that direction, but need to be
accelerated.

The NIST Cyber Security Framework must clearly define what MINIMUM level of security a critical infrastructure owner
needs to provide based on the importance of the assets they are protecting. To adequately provide this it is necessary to
know what the cyber equivalent of local law enforcement and Federal defense forces are (see Roles for Communication
Providers and the Federal Government above).

Define a Role for Equipment Providers

For the most part critical infrastructure owners are users of equipment built by others. These providers build equipment
that meet the perceived market needs of the asset owners. Today, the cyber security needs of asset owners are unclear,
so the response from the vendor community is muddled at best. As soon as the needs of asset owners in the area of
cyber security become clear, the vendors of equipment will be there to satisfy those needs.

This level of clarity can only be achieved by government regulation and/or insurance coverage mandates. One of the
reasons Hazardous Area Classification design is so closely followed worldwide is because of the ramification to insurance
premiums / claims (you did not do it right, so we are not paying for the resulting damage). Levels of security need to be
established that make it clear to asset owners, and equipment providers, what a given application needs. For example, a
water line does not need a Class 1 Div 1 automatic valve or flow sensor, but natural gas line better have one! This will
not be solved over night, but again work being done by Wurltech and ISA99 can be a good guide here.

The NIST Cyber Security Framework must outline levels of security that make sense, so that asset owner can objectively
judge the appropriateness of vendor offering for their application, and auditors can readily determine if the correct
equipment is actually in use.

Hopefully, this did not read too much like a rant. | do feel strongly that change need to happen, and that change will only
occur if a comprehensive approach is taken incorporating the roles, and drivers, of the major stake holders involved.

Please contact me if you have any questions.
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