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                Federal Information Security Modernization Act of 2014 (Public Law 113-283; December 18, 2014).


The original FISMA was Federal Information Security Management Act of 2002 (Public Law 107-347 (Title III); December 17, 2002), in the E-Government Act of 2002.
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                            Recent Updates      November 7, 2023:  NIST issues SP 800-53 Release 5.1.1 in the Cybersecurity...
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                            An Introduction to Draft SP 800-157 Rev 1, Derived PIV Credentials and SP 800-217, PIV Federation

                            
                                February 1, 2023
                            

                            A virtual workshop on February 1, 2023 will introduce the initial public drafts of two NIST Special...
                        

                        
                            Information Security and Privacy Advisory Board (ISPAB) March 2022 Meeting

                            
                                March 9, 2022
                                    to March 10, 2022
                            

                            The Information Security and Privacy Advisory Board (ISPAB) is authorized by 15 U.S.C. 278g-4, as...
                        

                        
                            Federal Cybersecurity & Privacy Professionals Forum Meeting - February 15, 2022
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                            Presentations & Speakers at a Glance:   	GSA’s Approach to Identifying Requirements: FISMA,...
                        

                        
                            NIST Risk Management Framework Workshop

                            
                                October 3, 2017
                            

                            Purpose:   Convene users of the NIST Risk Management Framework to discuss how the RMF is currently...
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                            NIST Requests Comments on SP 800-60r2

                            January 31, 2024

                            NIST seeks to update and improve the guidance in Special Publication (SP) 800-60, Guide for Mapping...
                        

                        
                            Pre-Draft Call for Comments SP 800-100, Information Security Handbook

                            January 9, 2024

                            NIST plans to update Special Publication (SP) 800-100, Information Security Handbook: A Guide for...
                        

                        
                            Cybersecurity of Genomic Data: NIST IR 8432
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                            The NIST National Cybersecurity Center of Excellence has released NIST Internal Report (IR) 8432,...
                        

                        
                            Drafts of 800-171 Rev. 3 and 800-171A Rev. 3 Available for Comment

                            November 9, 2023

                            The final public draft (fpd) of NIST Special Publication (SP) 800-171r3 (Revision 3) and initial...
                        

                        
                            Cybersecurity and Privacy Reference Tool Update

                            November 7, 2023

                            NIST has issued SP 800-53 Release 5.1.1 in the Cybersecurity and Privacy Reference Tool (CPRT).
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	                        SP 800-60 Rev. 2 (Initial Working Draft)
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	                        SP 800-100 Rev. 1 (Initial Preliminary Draft)

                                January 9, 2024
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                                May 26, 2021
                            
                        

                        
                            RMF 2.0, Risk Management Framework: Simplify. Innovate. Automate.
 
                            
                                    Presentation - 
                                May 9, 2018
                            
                        

                    
                    
                        View All Presentations
                    

                

            
        

        
        
            
                
                    Used For

                    Federal Information Security Management Act
                



            
                
                Topics

                	 Security and Privacy	 cryptography	 digital signatures
	 encryption
	 key management
	 lightweight cryptography
	 message authentication
	 post-quantum cryptography
	 random number generation
	 secure hashing



	 cybersecurity supply chain risk management
	 general security & privacy
	 identity & access management	 access authorization
	 access control
	 authentication	 passwords



	 Personal Identity Verification
	 public key infrastructure



	 privacy	 personally identifiable information
	 privacy engineering



	 risk management	 categorization
	 continuous monitoring
	 controls	 controls assessment
	 privacy controls
	 security controls



	 risk assessment
	 roots of trust
	 system authorization
	 threats	 advanced persistent threats
	 botnets
	 information sharing
	 intrusion detection & prevention
	 malware
	 phishing



	 vulnerability management



	 security & behavior	 accessibility
	 behavior
	 usability



	 security measurement	 analytics
	 assurance
	 modeling
	 testing & validation



	 security programs & operations	 acquisition
	 asset management
	 audit & accountability
	 awareness training & education
	 configuration management
	 contingency planning
	 incident response
	 maintenance
	 media protection
	 patch management
	 personnel security
	 physical & environmental protection
	 planning
	 program management
	 security automation



	 systems security engineering	 trustworthiness	 reliability
	 resilience
	 safety






	 zero trust



	 Technologies	 artificial intelligence
	 big data
	 biometrics
	 blockchain
	 cloud & virtualization
	 combinatorial testing
	 complexity
	 hardware	 circuits
	 personal computers
	 sensors



	 mobile
	 networks	 email
	 firewalls
	 internet



	 quantum information science
	 servers
	 smart cards
	 software & firmware	 BIOS
	 databases
	 operating systems



	 storage



	 Applications	 communications & wireless
	 cyber-physical systems
	 cybersecurity education
	 cybersecurity framework
	 cybersecurity workforce
	 enterprise
	 forensics
	 industrial control systems
	 Internet of Things
	 mathematics
	 positioning navigation & timing
	 small & medium business
	 telework
	 voting



	 Laws and Regulations	 executive documents	 Comprehensive National Cybersecurity Initiative
	 Cybersecurity Strategy and Implementation Plan
	 Cyberspace Policy Review
	 Executive Order 13636
	 Executive Order 13702
	 Executive Order 13718
	 Executive Order 13800
	 Executive Order 13905
	 Executive Order 14028
	 Executive Order 14110
	 Federal Cybersecurity Research and Development Strategic Plan
	 Homeland Security Presidential Directive 7
	 Homeland Security Presidential Directive 12
	 OMB Circular A-11
	 OMB Circular A-130



	 laws	 Cyber Security R&D Act
	 Cybersecurity Enhancement Act
	 E-Government Act
	 Energy Independence and Security Act
	 Federal Information Security Modernization Act
	 First Responder Network Authority
	 Health Insurance Portability and Accountability Act
	 Help America Vote Act
	 Internet of Things Cybersecurity Improvement Act



	 regulations	 Federal Acquisition Regulation






	 Activities and Products	 annual reports
	 conferences & workshops
	 groups
	 quick start guides
	 reference materials
	 standards development



	 Sectors	 energy	 smart grid



	 financial services
	 healthcare
	 hospitality
	 manufacturing
	 public safety
	 retail
	 telecommunications
	 transportation
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