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The Center for Democracy and Technology is pleased to submit these comments in response to the Department’s “Public Forum on Certificate Authorities and Digital Signatures: Enhancing Global Electronic Commerce,” to be held on July 24, 1997.   For the public record, the Center also wishes to submit a recent experts’ report entitled “The Risks of Key Recovery, Key Escrow, and Trusted Third Party Encryption” as an attachment to these comments.  This report by eleven prominent cryptographers and computer security experts addresses several critical issues of concern relating to key recovery infrastructures.





The main point of our comments is straightforward:  CDT strongly discourages any federal government policies that link the certificate authority and digital signature infrastructures with key recovery systems designed to meet law enforcement demands.  Such a linkage, which has been supported by the Administration in draft legislation and which is embodied in the current Senate bill S.909, would introduce potential insecurities and privacy problems into the certificate authority infrastructure, use the certificate authority infrastructure to force the adoption of key recovery by individuals and business who do not otherwise want it, and unnecessarily confuse two distinct and complex areas of public policymaking.





We expect that this NIST proceeding will show that the subject of certificate authorities and digital signatures poses complex technical and legal issues, solutions to which are being developed by the market and by state law.  We hope that the result of this proceeding will be a recognition that any federal effort at this point to regulate the public key infrastructure would be premature and would preempt a developing body of state digital signature law without adequate study.   What is required instead is an ongoing process of consultation to better understand the rapid developments underway with respect to certificate authorities and digital signatures, leading to a fuller appreciation of the likely effects of federal intervention.





1. Efforts to Link Certificate Authorities, Digital Signatures, and Key Recovery





For some months now, the linkage of certificate authorities and key recovery has been a centerpiece of Administration encryption policy.  This follows other unsuccessful efforts beginning with the introduction of the Clipper Chip in 1993, to promote “key escrow” or “key recovery” systems that allow third-party access to encryption keys without the notice or consent of the key owners, in response to law enforcement and national security interests.   The Clipper was followed by the June 1996 White Paper, in which the Administration proposed a federally supported “public key infrastructure” that included the escrowing of private encryption keys.�





With the circulation of a draft bill in March of this year, the Administration began to explicitly rely on a linkage between licensed private sector certificate authorities (CA’s) and key recovery as a means of meeting law enforcement needs.  This concept is embodied in S.909, the McCain-Kerrey encryption bill. The bill would create a federally-licensed system of highly-regulated certificate authorities and key recovery agents.  Strong regulatory incentives would be provided to coerce the use of federally-licensed CA’s and agents -- including a sweeping safe-harbor provision exempting registered CA’s from all noncontractual tort liability relating to public key infrastructure services. Most importantly,  S.909 would make it a federal crime for licensed CA’s to issue “a public key certificate that certifies a public key that can be used for encryption [defined as encryption used for confidentiality]” to anyone that does not use federally approved key recovery systems.





2. Problems with Key Recovery 





There is no reason for tying certificates to key recovery -- other than to force otherwise unwilling computer users to use federally licensed key recovery agents.  If the federal government were concerned with promoting electronic commerce, it could easily create a CA system that did not require the use of key recovery.  Such a system would be more responsive to user needs, less expensive, and more secure than the one contemplated by such a linkage.





There is a great deal of ambiguity with regard to exactly which public key certificates would be required for escrow.  While the Administration has indicated that it has no interest in recovering keys used for identification or authentication, in practice it is often difficult to make such distinctions since the same public key may be used for confidentiality, identification, or authentication.  Moreover, it is technically quite easy for parties to use their authentication keys to negotiate encryption keys for secure communications.  Under some readings, S.909 would therefore require the use of key recovery in the case of any public key certificate issued.





To the extent that linkages with key recovery require the recovery of authentication and signature keys, they introduce significant new risks and costs.  Such systems, with must maintain built-in “back door” access to keys, introduce all of the inherent security risks and added costs that have made key recovery so controversial.  Moreover, such systems jeopardize the absolute non-repudiation features that make CA’s and digital signatures so useful in creating the binding commitments needed to maintain electronic commerce.  Finally, there is no legitimate law enforcement need for access to authentication or signature keys; in fact, the potential for abuse of such keys -- which would allow the impersonation of a key owner -- is chilling. 





To the extent that linkages with key recovery might not require the recovery of authentication keys, they still create problems. Such linkages have the effect of forcing individuals and businesses to adopt key recovery systems that they would not otherwise want to use.  If the public key infrastructure takes on the importance in commerce that many expect it will, the use of key recovery will become a precondition for participation in electronic commerce. 





The risks and costs associated with key recovery, are more fully explored in the attached “Risks of Key Recovery” report.





3. The Premature Regulation of Public Key Infrastructures





There are many unanswered questions surrounding the appropriate role of federal regulation in the public key infrastructures, and CDT commends the Commerce Department for conducting this public meeting to explore these issues.  We believe it is premature to thrust the federal government into regulation of the PKI.  Unfortunately, pending legislation would do precisely that.   S.909, for example,  would create a potentially comprehensive new federal licensing system for certificate authorities and key recovery agents. The Commerce Department would have broad authority to license, or revoke the licenses, of “trustworthyî private sector agents or authorities under its own regulations.  Valuable safe harbor provisions would exempt CA’s from liability and preclude consumers from appropriate judicial recourse.





Congress has just begun to explore the wisdom of entering into the controversial area of CA regulation. This involves issues of contract and tort law normally left to the states. Indeed, the issue is already being handled at the state level, with many states and groups promoting uniform state laws taking the lead in sorting out the complex and emerging issues surrounding digital signature laws. S.909 places Congress in the position of prematurely regulating a market that is still evolving, and in a way that the market itself would never choose.





4. Conclusion





We stress the need for an ongoing process of consultation and review of developments with respect to certificate authorities and digital signatures.  The very question of whether there is any need for a federal role in CA regulation remains open.  The marketplace is rapidly developing, deploying and testing the viability of solutions.  There is a need for a process -- perhaps at NIST -- that will ensure that federal policy does not develop in ways that are incompatible with these market-driven developments.  





The record of these proceedings should demonstrate to the Administration and Congress the need to avoid any policies that link the certificate authority or digital signature infrastructures with key recovery systems, and further should convince policymakers to adopt a “go-slow” approach to the regulation of public key infrastructures. Even if some appropriate federal role may prove appropriate in the long term, at this time the issues surrounding regulation of the PKI are still not fully understood and a robust body of state law is serving as a laboratory to better inform this complex debate.  It would be a damaging blow to individual privacy, Internet security, and electronic commerce if policymakers were to allow law enforcement demands for access to keys to drive the federal government into unwise regulation of the PKI.





Statement of Interest:  CDT is a non-profit 501(c)(3) organization providing legal, policy, and technical expertise regarding civil liberties and new communications media. CDT's staff has had long-standing involvement in the ongoing dialogue over U.S. encryption policy, and more generally in issues of privacy policy in electronic communications media.
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� While revised drafts of the White Paper indicated that “certification keys” were not to be escrowed, there was never a clear statement of how to differentiate keys used for confidentiality and those used for identification or authentication.
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