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Abstract



The National Aeronautics and Space Administration (NASA) will utilize “digital certificates”, and a supporting set of services known as a Public Key Infrastructure (PKI), as a core component of its scientific, administrative, un-classified, non-mission Information Technology (IT) environment. While NASA will reap many of the same benefits, and face many of the same implementation challenges, as private-sector Enterprises in the process of implementing a PKI, there are unique characteristics associated with the fact that NASA is a Public Agency and with the current and emerging NASA IT environment  that serve to better illuminate the general nature of a PKI implementation.



NASA has a large, diverse end-user community and a highly heterogeneous computing environment. IT utilization within NASA, formed in 1958, has followed a predictable progression from mainframes to the Internet and, until recently, IT planning has been left largely to the discretion of the ten NASA field-Centers. However, in recent years, Agency-wide architectures and standards have been established for core communications, security and desktop systems. The establishment of these architectures uniquely positions NASA for a successful PKI implementation.



As a scientific Agency, NASA was originally charged by Congress to be a public information provider. At the same time, NASA has the responsibility to protect its information, certify information authenticity and, where appropriate, ensure information privacy. Therefore, within NASA, digital certificates and PKI, as one component of an overall security strategy, will enable domestic, international and nomadic NASA end-users and partners to participate in secure communications with other NASA end-users and partners, and with end-users outside the Agency, over an open network.



Even though NASA is well positioned for a PKI implementation, challenges remain. They include; Federal IT regulation compliance, hardening the existing infrastructure to support PKI, key escrow issues, records management issues, and key export restrictions. However, the added end-user utility, combined with the cost advantage of scaleable, open PKI technologies, outweigh the difficulties associated with the implementation of digital certificates within a Public Agency.

I. Background



The National Aeronautics and Space Administration (NASA) will utilize “digital certificates” in a fundamental way as a core component of it's Information Technology (IT) infrastructure. Within NASA, as in other Enterprises, these data structures will be used to house private and public “keys” that will enable trusted electronic signatures and private communication between end-users. Discussions of the use of digital certificates within the IT industry and media usually revolve around private-sector Enterprises devoted to commerce. While these organizations will certainly utilize, and probably drive the maturation and assimilation of digital certificate technologies, digital signature and encrypted communications are equally important to governmental and non-profit organizations such as NASA.



The technology underlying the use of digital certificates will be much the same throughout the Global Information Infrastructure, however, the NASA implementation of these tools is textured by a set of circumstances that provide a unique perspective on the benefits and challenges associated with the creation of the organizational structures that issue, utilize, revoke and expire digital certificates - a Public Key Infrastructure (PKI). The following three NASA characteristics serve as background to illuminate the broader issues associated with the design and implementation of a PKI:



NASA is a public Agency with an explicit charter requiring the open provision of NASA generated information to government agencies, private and public institutions and the public-at-large. At the same time, NASA has the responsibility to preserve the integrity and availability of this information and, further, as a Federal Agency, NASA is bound by government regulations associated with IT usage.



Within NASA, IT planning and implementation has traditionally been left to the discretion of each of the ten primary NASA field-Centers and various major Project Offices. Until recently, there has been little centralized, strategic, Agency-wide IT planning, resulting in a cultural predisposition to field-Center-centric thinking toward IT implementations. 



At the same time, driven by end-user demand for inter-Center interoperability and cost constraints, NASA has, in recent years, made a distinct move toward the design and deployment of IT infrastructure components from an Agency-wide perspective (e.g. wide area networks, electronic mail, directory services and desktop systems). The Agency-wide approach to the implementation of these core IT architecture components uniquely facilitates the implementation of a NASA-wide PKI.



Within the context of the preceding three factors, this paper explores the current and emerging NASA IT environment, the nature of a PKI, the probable NASA usage of digital certificates and NASA PKI implementation considerations. It is the intent of this case study to illustrate both the unique, and the universal, benefits and challenges associated with the deployment of a PKI within a public Agency.

II. The NASA Information Technology Environment



The National Aeronautics and Space Act of 1958, the congressional declaration that chartered NASA, defines three primary NASA functions, the third of which states, “The Administration (NASA) shall…provide for the widest practicable and appropriate dissemination of information concerning its activities and the results thereof.”. The challenge inherent in “practicable and appropriate” goes to the heart of issues related to IT security practices within NASA. The open provision of information must be tempered by the responsibility to ensure a high degree of confidence that the origin of information is as represented, that this information, once published, is available, and that information determined to warrant privacy remains so.



In many ways, the evolution of the use of Information Technology within NASA mirrors that of a typical large enterprise. For scientific and office-automation applications, there has been a predictable, non-linear technology progression (i.e., residual use of legacy technologies always exists): from the use of centralized mainframe computer systems networked with proprietary protocols, to the use of mini-computer systems, to the use of personal computers, to LAN-based work-group and client-server based systems, to the current standards-based, open systems full-service Intranet model (which captures the best of all these worlds). It should be noted that information referred to in this paper is limited to un-classified, non-mission(spaceflight)-related scientific and administrative information.  While, in the future, there will be implications for the use of digital certificates in NASA spaceflight-related IT systems, today, these systems, which use a variety of technologies to ensure security and availability, are out-of-scope.



Formed in 1958, NASA consists of a 25,000 seat civil-servant community distributed across 10 primary field-Centers and various domestic and international sites. NASA end-users represent a mix of scientists, project managers, administrative personnel and management who work closely with a very large and diverse set of contractors and scientific and business partners located both domestically and internationally. These partners may, or may not be, be physically located at government-owned and operated facilities. Due to a wide range of  end-user and project requirements, NASA has historically utilized an extraordinarily heterogeneous IT environment and is likely to continue to do so.



One characteristic of the NASA IT environment that is atypical of most corporate IT environments has been, until the recent few years, the lack of centralized, Agency-wide IT planning and deployment. This scenario led to the implementation of solutions that met immediate field-Center or Project Office requirements, but sometimes failed to be cognizant of requirements for interoperability with other Agency entities. The problems caused by this situation have been compounded by increasing, top-down pressure to “do more with less”. The existence of isolated IT islands exacerbates duplication of effort, limits efforts toward interoperability, hampers the ability to take advantage of economies of scale and, quite simply, costs more and adds less value to the NASA mission.



Recently, attention has been placed within NASA on the development of Agency-wide architectures and standards for communications, security and desktop systems. Enabled by increasing requirements for interoperability, cost pressures and advances in information technology itself, these activities have met with resounding success. In the last three years, NASA has deployed a distributed X.500 directory service utilized for universal, simplified electronic mail addressing and locator services, established specific guidelines for a standards-based, Agency-wide electronic mail environment, and is in the process of consolidating several non-mission-related networks into a single Transmission Control Protocol/Internet Protocol (TCP/IP) network backbone that will be available to all NASA end-users.



These components; network, directory services and electronic mail, form the core of an environment that demonstrates the end-user utility and cost management benefits derived from general-use, standards-based, widely-available tools that enable digital communication. This approach allows NASA field-Center IT service provider organizations to continue to function somewhat autonomously while providing an infrastructure that is open to varied participants (e.g. inter-Center NASA end-users, contractors, partners, and nomadic end-users). Further, the availability of this open systems communications framework, combined with a set of organizational lessons-learned, uniquely positions NASA for a successful PKI implementation.





III. The Nature Of A Public Key Infrastructure



The act of encoding information with key-based cryptographic “ciphers” and the subsequent sharing of these keys between two or more people (symmetric key exchange) is as old as the act of writing. As the sophistication of these cryptographic techniques increased in parallel to the increase in the power and availability of digital computers, so too has the complexity and risk involved with the sharing and distribution of keys utilized to encode and decode information.



In 1976 Whitfield Diffie and Martin Hellman released a seminal paper, “New Directions in Cryptography", which described a mechanism by which two end-users may exchange a secret key over an insecure medium without any prior secrets. This represented the beginning of “public key cryptography” in which two uniquely mated keys are used to encode and decode strings of information. In 1977, a more secure public key encryption system, RSA, was created by Ronald Rivest, Adi Shamir and Leornard Adleman based on the construction of very large numbers with two prime factors that are all but impossible to discern from the product.



A “digital certificate” is a data structure, digitally signed by the issuing authority, that houses a public or private key, information about the key (e.g. certificate expiration date, issuing authority) and, most importantly, binds the identity of an end-user to the key. A certificate is simply a piece information that is used by an application to interpret and convey information about a digital object; a message, a document, a drawing. This information (certificate) may be stored on a computer, or other hardware device. It is important to understand that a certificate is a digital entity and, as such, has the potential to be transmitted, or otherwise moved, from one device to another. The format of a digital certificate may be arbitrary, however, for the purposes of interoperability and usability, should adhere to an industry-recognized standard such as the ITU X.509 specification.



Historically, a communications technology (e.g. telephone, television, electronic mail) does not achieve its ultimate impact until it reaches critical mass, that is, until it is accessible by a majority of participants in an Enterprise, or a society. Two telephones are a novelty, two thousand telephones are a phenomenon, two hundred million telephones constitute an infrastructure. The same may be said of a PKI. In order to derive the maximum utility from digital signatures and private communications, it is necessary that all users within an Enterprise have access to the PKI tool-set. Therefore, within an organization like NASA, a PKI must scale to support tens of thousands of users, be highly reliable and easy to use - or better yet, invisible. In the optimal (mature) implementation, an end-user participating in secure communications should be no more aware of the Public Key Infrastructure than a caller is aware of the technology underlying the telephone system.



As previously stated, a PKI consists of those services that enable the issuance, use, revocation and expiration of digital certificates. They include:



A Certificate Authority (CA): A trusted entity that issues and revokes certificates to, and from, end-users and posts public key certificates and Certificate Revocation Lists (CRL) to a publicly accessible repository. A CRL is a list of certificates that, for some reason, have been revoked, or invalidated, by the CA. Certificates invalid due to age (expired: each certificate has an expiration date) are not listed in a CRL.



A Registration Authority (RA): An organizational entity responsible for working with the CA and end-users to ensure the validity and appropriateness of the end-user information bound to a specific public/private key-pair and to subsequently make this information available to the CA. (This may be the same functional entity as the CA.)



A Directory Service: A publicly-available, electronic repository utilized to store, and provide access to, public key certificates and Certificate Revocation Lists (CRL’s).



Cryptographic Algorithms: Software or hardware mechanisms that enable the creation of digital signatures and encrypt and decrypt information objects. Algorithms relevant to NASA are those that adhere to the Federal Information Processing Standards, the RSA Corporation technologies and the emerging elliptical curve cryptographic technologies. 



PKI-aware Client Applications: These are end-user devices, or software executing on end-user devices, that utilize the preceding components in order to retrieve and verify certificates and CRL’s, to create and interpret digital signatures, and to encrypt and decrypt information objects (e.g. messages, documents, drawings, images). PKI-aware clients include electronic mail clients, World Wide Web browsers and custom applications.



There are two fundamental capabilities provided by digital certificates supported by a PKI: digital signatures and encryption. These two capabilities may be integrated with other IT services in a manner that enables a wide range of IT functionality.



Digital Signature



Utilizing an originator’s private key to encode an information object (message or file) with a digital signature, and the subsequent decoding of this information object with an originator’s publicly available public key, enables three basic functions:



Integrity: Because the decoding process will report a change in the size, content or structure of the information object, a recipient is assured an encoded information object has not been modified, or otherwise tampered with.



Non-repudiation: Because an originator’s public key will only decode an object that has been encoded by a unique, matched private key, which is assumed to be in the controlled possession of a message originator, a message originator cannot deny the origination of a message.



Authentication: Likewise, because an originator’s public key will only decode an object that has been encoded by a uniquely matched private key, which is assumed to be in the controlled possession of a message originator, a message recipient can be assured a message originated from the assumed originator.



Encryption



Utilizing an intended recipient’s public key to encrypt an information object (message or file), and the subsequent decoding of this information object with a recipient’s private key, which is assumed to be in the controlled possession of an intended recipient enables three basic functions:



Integrity: Because the decryption process will report a change in the size, content or structure of the information object, a recipient is assured the information object has not been modified, or otherwise tampered with.



Privacy: Because a information object, which has been encrypted with an intended recipient’s public key, can only be decrypted with an intended recipient’s private key, which is assumed to in the controlled possession of an intended recipient, no entity, other than an intended recipient has the capability to decrypt the encrypted information object.



Secure Symmetric Key Exchange: In this scenario, if, because of performance considerations, two end-users wish to perform symmetric key exchange to facilitate subsequent private communications, these end-users my facilitate private, trusted key exchange utilizing the public/private key system through a combination of digital signature and encryption.



The capability for end-users to securely, easily, and reliably sign and encrypt information objects, in and of itself, justifies the implementation of a PKI. However, the power of the combination a publicly-accessible public key matched with a securely held private key reaches beyond the basic functionality of digital signature and basic object encryption. The availability of user-bound digital certificates in an open, interoperable manner to the core information services within an Intranet addresses many existing IT related issues. Disparate usernames and passwords on multiple hosts, passwords in the clear and uncertainty when downloading software or information from an unknown, or known hosts, are just a few of the IT issues that will be addressed as PKI’s become a more commonly encountered element of the IT landscape.



A Word About The Concept of Trust



Much of the discussion surrounding digital certificates and PKI deals with the issue of trust. End-users must “trust” a certificate - and hence the issuing Certificate Authority - that is bound to an end-user with which they wish to communicate in a secure manner. There is no technological magic associated with a PKI that makes an institution or group of end-users anymore trustworthy than they were before the implementation of technologies to support digital signatures. The technology can ensure that messages are signed by who they say are and can ensure the integrity and privacy of files and objects, but it has little control over, and is therefore limited by, the processes and intentions of the certifying entities. Many digital age “visionaries” assert that distributed, networked computer systems herald the demise of the large, hierarchical Enterprise, when, in fact, as end-user communities become more diverse, dynamic and distributed, the necessity for a well-defined, “trusted” set of institutional policies and practices becomes all the more necessary to define and protect the institutional community and livelihood.





IV. Potential NASA Usage Of Digital Certificates



A complete NASA IT security environment includes a variety of technologies that meet the following information protection requirements:



Privacy: 		Control over disclosure of information

Possession: 	Control over the use of information

Integrity:		Validity, correctness and completeness of information

Authenticity	Correct attribution of the origin or authorship of information

Availability	Timely, reliable access to information



Digital Certificates and an underlying PKI represent but one component of a total IT security solution. Digital certificates can ensure privacy, integrity and authenticity, can aid somewhat in ensuring controlled information possession but do very little to ensure availability. Therefore, digital certificate technologies should be used in concert with other security technologies such as network firewalls, virtual private networks, and host level security measures to provide a complete solution. Despite some degree of overlap, each of these technologies solve a different security problem and, as such, their ultimate use should result from specific functional requirements.



While NASA is clearly a public Agency with an explicit charter to provide information in a open manner, there are many types of information within NASA that warrant protection through encryption and several scenarios that require secure end-user, and host, authentication utilizing digital signatures.



The following are examples of potential NASA use of digital certificates:



1. The Transmission of Private Information Between End-Users



The transmission of encrypted messages, documents, drawings, images is required for a variety of NASA scenarios. These include, but are not limited, to personnel medical information, personnel information protected under Federal privacy regulations, contract and procurement sensitive information, and mutually agreed upon vendor non-disclosure information. Secure communications of this type may occur between NASA civil servants and their contractors and business partners, both domestically and internationally. In order to enable this functionality, the PKI should be accessible by electronic mail, file transfer and “sneaker-net” client applications.



2. Authenticated Signature and Signature Non-repudiation



Authenticated, non-repudiable (the signatory cannot deny the signature) digital signatures are appropriate for many NASA activities. These include, but are not limited to, procurement and funds transfer authorizations, personnel transactions such as leave requests, travel and training requests, process approvals, and documents that require a time stamp. These transactions may occur between civil-servants or between civil-servants and their contractors and business partners, both domestically and internationally. Applications utilized for this capability include commercial-off-the-shelf systems and applications developed specifically for NASA requirements (e.g. custom workflow systems), all of which require access to the PKI.



3. Information Integrity



There are many instances within NASA that require trusted methods to ensure that documents, drawings and images have not been modified or otherwise tampered with. These include procurement and contract documents, documents used to incur legal liability, personnel documentation and records of financial transactions and funds transfer. Applications used to ensure document integrity should be fully interoperable with the NASA PKI.



4. End-User Authentication to IT Services



Digital certificates have the potential to be used within NASA to facilitate authenticated  end-user access to IT resources such as file servers, electronic mail systems, client/server and World-Wide-Web based information services. Client-side and server-side systems should be fully interoperable with, and have full access to, the PKI where appropriate. A single Enterprise token (public/private key pair) to facilitate log-in to all primary IT resources is desirable from an end-user and system management perspective. This also applies to nomadic end-users. Further, IT services may exist, or emerge, that warrant strong authentication services that combine digital certificates and challenge-response mechanisms.



5. Secure Sessions with IT Hosts and Services



Digital certificates with a PKI may be used to enable secure sessions (encrypted conversations) between end-user (clients) and server-side IT resources (e.g. World-Wide-Web secure transactions, client/server database systems, etc.). This capability would replace, or augment, existing certificate-based server systems that issue a one-time session key to facilitate secure sessions (Secure Socket Layer).



6. Host and IT Service Authentication



Digital certificates issued by a trusted CA may be used to assure end-users and services of the authenticity and “trust-worthiness”, and thus the perceived value and safe-use, of software and/or information that is downloaded from a host or service via the Internet or Intranet to an end-user device.



7. Other



As the use of digital certificates matures, many unexpected uses may emerge. Examples include the presentation of a private key to facilities access control systems (smart cards) and the provision of parking decal and badges based on certificate-based authentication.



A technological synergy exists between directory services, digital certificates and PKI, information sharing tools such as the World-Wide-Web, electronic mail and security technologies such as Virtual Private Networks. These tools have the potential to be combined to provide a rich set of capabilities, which include real-time and asynchronous collaborative environments, sophisticated and trusted electronic commerce, secure and dynamically defined workgroups and secure and reliable transactive database applications. It should be mentioned that the capabilities discussed in the previous sections anticipate the wide availability of standards-based, interoperable commercial-off-the-shelf IT solutions that take advantage of PKI’s.



In summary, within NASA, digital certificates and PKI, as one component of an overall security strategy, will enable domestic, international and nomadic NASA end-users and partners to participate in secure communications with other NASA end-users and partners and with end-users outside the Agency over an open network.





V. Considerations for Building a NASA Public Key Infrastructure



The design of the NASA PKI will be driven by the Agency-wide communications, desktop and security architecture and standards activities currently underway within NASA. Specific PKI product selections will be bound by well-defined, fair and reasonable procurement government procurement practices. It is inappropriate and out-of-scope for this document to speculate about the specifics of the NASA PKI implementation. However, enough is known about the nature of digital certificates and PKI and the current and emerging NASA IT environment to discuss some considerations that will impact the ultimate NASA PKI design and implementation.



The Certificate Authority



The CA is the trusted organizational entity that issues and revokes certificates to, and from, end-users and posts public key certificates and Certificate Revocation Lists (CRL) to a publicly accessible repository. Given the requirement for the CA to control, and perhaps operate, electronic computing systems in order to perform these functions in an automated manner, this task will, in all likelihood, fall to the IT service providers as defined by the Agency-wide architecture and standards processes. Product selection will, almost certainly, be limited to commercial-off-the-shelf solutions. Design and implementation choices concerning the PKI deployment topology (distributed vs. centralized, hierarchical vs networked) will have to be evaluated.



The NASA CA will, in all likelihood, begin as a hierarchical model with a “root” NASA CA which, in turn, will certify “leaf” CA’s that may, or may not, map to specific field-Centers. Further, due to the high degree of requirements for interoperability with contractor, university, scientific and governmental organizations, the NASA CA will be required to “cross-certify” with other CA’s outside the NASA CA hierarchy. Cross-certification design approaches must ensure that over-complicated certificate “path” scenarios do not emerge which could lead to client fragility during certificate validation and verification.



NASA will, in all likelihood, require that all NASA certificates adhere to the American National Standards Institute X9.55-1995, the Internet Engineering Task Force's Internet Public Key Infrastructure working document, PKIX1 and the ITU-T (draft) X.509 version 3 standard. The NASA Certificate Revocation Lists will, in all likelihood, be required to adhere to the X.509 version 2 CRL definitions.



The Registration Authority



The RA is the organizational entity responsible for working with the CA and end-users to ensure the validity and appropriateness of  end-user information that is bound to a specific public/private key-pair and to subsequently make this information available to the CA. (This may be the same functional entity as the CA.)



Within NASA, the RA will, in all likelihood, be an existing organizational entity(s) such as a security office, badging authority or personnel organization that traditionally validates end-user authenticity. A close working relationship with the CA is assumed and clear processes and practices defining this relationship are essential.



The Directory Service



The Directory Service is a publicly-available, electronic repository utilized to store, and provide access to, public key certificates and CRL’s.



As previously stated, NASA currently has an operational, distributed X.500 directory system that is used for simplified electronic mail addressing and for basic locator service functions. These distributed directories contain both civil-servant and contractor entries. This system will, in all likelihood, be enhanced, extended and hardened to support the storage and provision of X.509 version 3 digital certificates and version 2 CRL’s. Decisions concerning data population and deployment topologies (distributed vs. centralized) will have to be evaluated. It is key that the owners of these systems work closely, or merge with, the CA.



PKI client and other directory service access to the NASA Directory Service will, in all likelihood, be accomplished via the Light Directory Access Protocol (LDAP) version 3 (IETF RFC 1777) and the X.500 Directory Access Protocol (DAP).



Cryptographic Algorithms



Cryptographic algorithms are software or hardware mechanisms that enable the creation of digital signatures and encrypt and decrypt information objects. NASA is bound by the Federal Information Processing Standards (FIPS) in this area. Where no FIPS exist, international or national standards are preferred.  De facto standards may be used where formal standards are unavailable. NASA end-users are required to use the FIPS Digital Signature Standard (DSS) for signatures and Data Encryption Standard for encryption

for communications within the government. These requirements are found in FIPS 140�1, 180�1, 186 and 46-2.  NASA digital certificates will contain a DSS public key and will be signed with a DSS signature. 



At the same time, NASA end-users will, almost certainly, have the requirement to interact with end-users outside of NASA that utilize other cryptographic algorithms, such as the RSA technologies. Therefore, the NASA PKI must provide a mechanism to support interoperability with non-FIPS compliant PKI components. 



PKI-aware Client Applications



PKI-aware client applications are end-user devices, or software executing on end-user devices, that utilize the preceding components in order to retrieve and verify certificates and CRL’s, to create and interpret digital signatures, and to encrypt and decrypt information objects. These include electronic mail clients, World-Wide-Web browsers and custom applications.



Within NASA, PKI-aware clients will include electronic mail clients and World Wide Web browsers. Further, the NASA PKI must provide a robust set of cryptographic application programming interfaces (API’s) in order to allow custom application-level access to the PKI services.



There are three additional significant process and practice considerations that will affect NASA during a PKI implementation:



Key Recovery



There are organizational circumstances that will require the recovery of private keys by the CA. These include employee termination, lost keys, and the resolution of disciplinary and legal matters. Further, in its effort to promote the progress of the Global Information Infrastructure while protecting the public welfare, the Federal government will enact specific Federal regulations concerning key escrow and recovery within government Departments and Agencies, and, for that matter, within the private-sector. Therefore the NASA PKI implementation must be cognizant of, and abide by, all Federal guidelines in this area. 



Key Export Limitations



NASA end-users have extensive interaction with international partners. Further, there are several internationally located NASA sites in which NASA civil-servants work. Therefore, in light of governmental restrictions and sensitivity toward the export of “strong” authentication technologies, the NASA PKI must be cognizant of, and adhere to, all government regulations in this area.



Record Keeping and Archiving Requirements



The introduction of the PKI technologies, functionality and processes have the potential to create unexpected scenarios for increased or highly visible record keeping and archiving requirements. Close attention should be placed in these areas to ensure compliance with governmental rules and regulations.



�VI. Summary



Even though NASA is a public Agency, chartered to create and share knowledge, measures to protect information and assure its authenticity are not only prudent, but a requirement. Digital signatures along with the underlying Public Key Infrastructure are one component of an overall security tool-set that may be used to ensure the privacy and integrity of NASA information. The emerging standards-based PKI technologies can serve as an interoperable component of an overall IT framework to provide a high degree of technological synergy between IT services such as electronic mail, collaborative tools and information sharing systems. As a result of this standards-based, interoperable approach, NASA end-users have access to the functional utility of digital certificates and, at the same time, NASA administrators and IT service providers can take advantage of cost efficiencies and economies of scale.



The implementation of digital certificates and a PKI within NASA is not without it’s challenges. They include:



NASA has many international partners and a significant international presence and, therefore, must be concerned with cryptography export regulations.

Can NASA assume that digitally signed documents will stand up in court?

What are the organizational decision points around deploying a distributed, yet Agency-wide, CA ?

What are the decision points around key escrow and recovery?



After reviewing the NASA IT environment and the current thinking within the IT industry, some basic precepts can be applied to PKI implementations in general:



A false sense of security is worse than no security.

PKI-aware client applications cannot be fragile in the presence end-user error.

End-users must know when secure communications are occurring, when they are not, and how to tell the difference.

The focus should be on standards-bound, commercial-off-the-shelf solutions.

Build infrastructure first. The applications will follow. It will not work the other way around.

Implement incremental functionality as client functionality matures.

Do not confuse technology and policy.



It will be equally interesting to observe the impact of digital certificates on private-sector commerce and on the behavior of large, not-for-profit institutions. While the relative dynamics are different, the benefits, and challenges, will be same for the use digital certificates within a Public Agency.
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