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MEMORANDUM





Thursday July 24, 1997





TO:	Public Forum on Digital Signatures & Certification Authorities





FROM:	Stewart Baker


          Steptoe & Johnson llp





RE:	State Digital Signature Laws


  





In response to your request for public comments on state digital signature laws, we thought it would be helpful to forward the attached charts that detail the current status of state digital signature legislation and proposals.  The attached charts also summarize those states adopting "general use" statutes as well as "limited use" statutes.


�
General�use statutes apply to communications between private parties as well as with the government.  Eight states in all have enacted comprehensive general�use statutes.�  Nine more states are considering general�use legislation.�  These bills and statutes vary greatly in the extent to which they establish rules for digital signature use.


The most influential and exhaustive of the general�use state laws to date is Utah's Digital Signature Act.  The adoption of the Digital Signature Act in February 1995 made Utah the first legal system in the world to establish a comprehensive framework for Digital Signature use.  The Digital Signature Act has served as the basis for two other state laws (in Minnesota and Washington) as well as six proposed statutes (in Hawaii, Maryland, Michigan, New York, Rhode Island, and Vermont).�


Other States have passed limited�use statutes that address communications or transactions with the state government or a branch of the state government.  Typically the regulations found in these statutes are minimal and the statutes allow the agency affected (or the Secretary of State) to determine the


�



detailed requirements the Digital Signature form must meet.  Fourteen states have adopted limited�use statutes.�
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STATUS OF STATE DIGITAL SIGNATURE LAWS


AS OF JUNE 27, 1997
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STATES WITH GENERAL�USE DIGITAL SIGNATURE STATUTES


(ENACTED OR PENDING)














State
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Evidentiary
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Specificity
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�
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No rule�



To be determined�
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�
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None�
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No rule�
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�
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�



No rule
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Nebraska *


(short model)�



None�



Neutral�
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No rule�



No rule�
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None
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�
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Specificity


�



CA Liability
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Licensing
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Privacy


�
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Oregon *


�



None


�



Specific


�



No rule


�



Dept. of Consumer and Business Services to register CAs�



No rule
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Utah Model


Hawaii *


Maryland *


Michigan *


Minnesota


New York *


Rhode Island *


Utah


Vermont *


Washington�



Presumption of validity with certificate�



Specific


�



Reliance liability; some minor variations�



Yes


�



No rule


�
�






* denotes legislation that has yet to be enacted.


�
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STATES WITH LIMITED 


DIGITAL SIGNATURE STATUTES











State


�



Requirements for validity set out?�



Who sets rules?


�



For use with ...


�



Statute cite


�
�



Arizona�



No�



Secretary of State�



all state agencie�



1996 Ariz Sess. Laws 213�
�



California�



Yes�



Secretary of State�



all state agencies�



Cal. Gov't .Code ' 16.5�
�



Colorado�



Yes�



Financial Filing officer�



financing statements�



S. 155 (Colo. 1997)�
�



Connecticut


�



No


�



Commissioner of Public Health and Addictive Services�



medical records


�



Conn. Gen. Stat. 19a�25a (1994)�
�



Delaware�



No�



No provision of authority�



state accounting offices�



S. 458 (Del. 1995)�
�



Georgia�



No�



State Revenue Commissioner�



motor vehicles; taxation�



H. 479, 487 (Ga. 1997)


�
�



Indiana�



Yes�



State Board of Accounts�



all state agencies�



S. 5a (Ind. 1997)�
�



Iowa�



No�



State Voter Registration Commission; for pharmacies, no specifications�



voter registration, prescriptions�



Iowa Code ' 48A.13 (1995); S. 457 (Iowa 1997)�
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Dept. of Health and Hospitals�
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La. Rev. Stat. Ann. 40:2144 (1995)�
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Requirements for validity set out?
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For use with ...


�
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Secretary of State�
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H. 1015 (Me. 1997)�
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Commissioner of Transportation�



transportation�



H. 241 (Minn. 1997)�
�



Nevada�



No�



State Controller�



all state agencies�



1997 Nev. S.B. 42�
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No�



State courts�



court documents�



H. 1718 (Tenn. 1997)�
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Dept. of Info Services


all state agencies�



all state �



H 984 (Tex. 1997)
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Virginia�



Yes�



Council on Info Management�



all executive agencies�



S. 923 (Va. 1997)


�
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Wyoming�



No�



Secretary of State�



Sec. of State�



Wyoming Stat. 9�1�306�
�
�
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GENERAL�USE STATUTES
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GENERAL-USE STATUTES


States with general-use statutes are in black;


states considering general-use legislation are in gray
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LIMITED�USE STATUTES
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�


LIMITED�USE STATUTES


States with general�use statutes are in black;


states with limited�use statutes are in dark gray;


states considering limited�use legislation are in light gray








�/	Florida, Georgia, Kansas, Minnesota, Mississippi, New 		Mexico, Utah, and Washington.





�/	Hawaii, Maryland, Michigan, Nebraska, New Hampshire, New 	York, Oregon, Rhode Island, and Vermont





�/	The DSA was also the model for a Digital Signature Bill 	introduced in the Malaysian legislature.  See 			<http://www.geocities.com/Tokyo/3399/sigisign.html> (last 	visited July 15, 1997).








�	Arizona, California, Colorado, Connecticut, Delaware, 		Indiana, Iowa, Louisiana, Maine, Nevada, Tennessee, Texas, 	Virginia, and Wyoming. 
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