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PREFACE

The culmination of New Management System (NMS) Major Application Security Certification and Accreditation (C&A) will be the formal authorization of the NMS to process.  This authorization is required by the Office of Management and Budget’s Circular A-130:

“A major application should be authorized by the management official responsible for the function supported by the application at least every three years, but more often where the risk and magnitude of harm is high.  The intent of this requirement is to assure that the senior official whose mission will be adversely affected by security weaknesses in the application periodically assesses and accepts the risk of operating the application…”  

- Office of Management and Budget (OMB) Circular A-130, Appendix III, B. b. 4).

By law, the heads of executive agencies are required to report the “material weaknesses” of their financial management systems to Congress:

“…the head of each executive agency, based on an evaluation conducted according to guidelines prescribed under [this Act] shall prepare a statement on whether the systems of the agency comply with [this Act], including…a report identifying any material weakness in the systems and describing the plans and schedule for correcting the weakness…”



- Federal Managers’ Financial Integrity Act of 1982, 31 U.S.C. 3512(d)(2).

In 1997, the Security and Access Controls of NMS were reported as a “material weakness” under the Federal Manager’s Financial Integrity Act.  USAID has pledged to correct this weakness by fiscal year 2001:

“USAID identified the security and access controls in NMS as a material weakness in fiscal year 1997…The material weakness resulted from the level at which controls are implemented in the system, the design of access control roles, audit trails of system activity, user identification and password administration, and access to sensitive Privacy Act information...USAID expects to fully correct this weakness by fiscal year 2001.”

- USAID Accountability Report, 1998, p.48.

To conform with the system authorization requirements of OMB Circular A-130, and to remedy the Security and Access Controls material weakness reported under the Federal Manager’s Financial Integrity Act, it has been determined by the USAID Chief Financial Officer (CFO) and Information Systems Security Officer (ISSO) that NMS will undergo Security Certification and Accreditation.  This C&A will be performed under the USAID Principal Resource for Information Management – Enterprise-wide (PRIME) Contract by Computer Sciences Corporation (CSC).

The CSC Contacts for this Plan are:
Mr. Scott Little, Security Team, Rosslyn, Virginia, 703-465-7398

Mr. Tom Kenavan, Security Team Lead, Rosslyn, Virginia, 703-465-7380 
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