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PREFACE

The culmination of New Management System (NMS) Major Application Security Certification and Accreditation (C&A) will be the formal authorization of the NMS to process.  This authorization is required by the Office of Management and Budget’s Circular A-130:

“A major application should be authorized by the management official responsible for the function supported by the application at least every three years, but more often where the risk and magnitude of harm is high.  The intent of this requirement is to assure that the senior official whose mission will be adversely affected by security weaknesses in the application periodically assesses and accepts the risk of operating the application…”  

- Office of Management and Budget (OMB) Circular A-130, Appendix III, B. b. 4).

By law, the heads of executive agencies are required to report the “material weaknesses” of their financial management systems to Congress:

“…the head of each executive agency, based on an evaluation conducted according to guidelines prescribed under [this Act] shall prepare a statement on whether the systems of the agency comply with [this Act], including…a report identifying any material weakness in the systems and describing the plans and schedule for correcting the weakness…”



- Federal Managers’ Financial Integrity Act of 1982, 31 U.S.C. 3512(d)(2).

In 1997, the Security and Access Controls of NMS were reported as a “material weakness” under the Federal Manager’s Financial Integrity Act.  USAID has pledged to correct this weakness by fiscal year 2001:

“USAID identified the security and access controls in NMS as a material weakness in fiscal year 1997…The material weakness resulted from the level at which controls are implemented in the system, the design of access control roles, audit trails of system activity, user identification and password administration, and access to sensitive Privacy Act information...USAID expects to fully correct this weakness by fiscal year 2001.”

- USAID Accountability Report, 1998, p.48.

To conform with the system authorization requirements of OMB Circular A-130, and to remedy the Security and Access Controls material weakness reported under the Federal Manager’s Financial Integrity Act, it was determined by the USAID Chief Financial Officer (CFO) and Information Systems Security Officer (ISSO) that NMS would undergo Security Certification and Accreditation.  This C&A has been performed under the USAID Principal Resource for Information Management – Enterprise-wide (PRIME) Contract by Computer Sciences Corporation (CSC).

The CSC Contacts for this Plan are:
Mr. Scott Little, Security Team, Rosslyn, Virginia, 703-465-7398

Mr. Tom Kenavan, Security Team Lead, Rosslyn, Virginia, 703-465-7380 
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1. INTRODUCTION

This Report of Findings summarizes the results of the Major Application Security Certification and Accreditation (C&A) initiative for the United States Agency for International Development (USAID) New Management System (NMS).

1.1 Background

The New Management System is the core financial system of the United States Agency for International Development.  In 1997, NMS Security and Access Controls were identified by the Agency as constituting a “material weakness” under the Federal Manager’s Financial Integrity Act.  As a major step toward remedying this issue, the USAID Chief Financial Officer (CFO) and the USAID Information Systems Security Officer (ISSO) determined that the NMS would be taken through formal Security Certification and Accreditation.  An eight-step process was agreed upon which has been completed at the time this report is being written.

Numerous improvements have been made to NMS since its security and access controls were first reported as a material weakness.  Changes to NMS software and to Agency operations and management have improved the security environment considerably.  In addition, two major Agency decisions have indirectly reduced the magnitude of long-term NMS security risk:

· NMS is being replaced by the Integrated Financial Management System (IFMS).  The NMS core accounting subsystem, the budgeting subsystem, and the operations subsystem are scheduled to be replaced by an entirely new system, the IFMS.  Replacement of these NMS subsystems is scheduled to be complete by the end of calendar year 2000.

· NMS operation at remote mission sites has been discontinued.  One of the primary security vulnerabilities of NMS had been its operation at remote missions.  At these sites, data transmission often occurred unencrypted, many users were uncleared foreign nationals, and enforcement of USAID security policies was difficult to monitor.  NMS operation at these remote mission sites has been discontinued.

1.2 Standards

As required by Office of Management and Budget (OMB) Circular A-130,
 NMS C&A has been based on the requirements identified in the NMS Security Plan.  These requirements were derived from a comprehensive analysis of OMB Circular A-130, the National Institute of Standards and Technology (NIST) Special Publication 800-18, the General Accounting Office (GAO) Federal Information Systems Controls Audit Manual (FISCAM), and the USAID Automated Directives System (ADS). 

Guidance for conduct of the overall NMS C&A Process was provided by National Computer Security Center (NCSC) Publication TG-031 and by Federal Information Processing Standard (FIPS) Publication 102.  These standards governed the contents of NMS C&A products, with supplementary guidance provided by the Institute for Electrical and Electronic Engineers (IEEE) Standard 829-1998, “IEEE Standard for Software Test Documentation,” and IEEE Standard 12207.1, “Software Life Cycle Processes – Life Cycle Data.”
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MAJOR FINDINGS

This section presents the major findings of the NMS Certification and Accreditation initiative.

1.3 Overview

Considerable progress has been made in improving security of the NMS since its security and access controls were reported as an Agency material weakness in 1997.  NMS users no longer have accounts on Unix servers running the NMS database, and DBAs have been provided with individual user IDs.  Sensitive data in the training database has been sanitized, and password complexity checks and password aging have been implemented.  Inactive user accounts have been identified and closed.  Accounts with passwords equal to user ID are now disabled automatically, and a 90-day limit on the use of an NMS password is enforced at the database level.  Security training classes are conducted routinely, and users accessing USAID systems must first sign a set of security rules of behavior.  Perhaps most important, the NMS now has a Security Plan (see Attachment 6), satisfying the system’s remaining deficiency under the Computer Security Act of 1987.

However, there are inherent limitations in the design of the NMS that remain troublesome.  

[Redacted]

1.4 Conditions Subsequent to Certifying and Accrediting

As conditions to certifying and accrediting the NMS, the following should be stipulated:

· NMS is accredited until its replacement by the IFMS.

· NMS accreditation will be withdrawn should its operation resume at USAID mission sites.

· NMS accreditation will be withdrawn should the following enhancements fail to be made by the times designated.  (See Exhibit 7):

[Redacted]

These enhancements have been approved and are being incorporated into upcoming NMS releases.  Most require only a few weeks of effort.  They are necessary for USAID to correct the material weakness of NMS Security and Access Controls.  They are also required for secure operation of the NMS Acquisition & Assistance subsystem, which is now planned to continue in operation indefinitely. 

1.5 NMS Compliance Approach

NMS compliance with the substantive requirements of Certification and Accreditation has been measured against the following set of criteria:

· The 8-Step USAID Stakeholder Plan, briefed in February, 2000  (See Exhibit 1);

· OMB Circular A-130 Authorization to Process Requirements;

· Authorization Requirements in NIST Special Publication 800-18;  and

· NMS Security and Access Controls Reported as an Agency Material Weakness.

For each set of requirements, the following sections discuss the level of NMS compliance and assign a grade of red, yellow, or green:

[image: image2.wmf]PRIME

Principal Resource for

Information Management Enterprise-wide

USAID


Red indicates a state of non-compliance sufficient by itself to make NMS Certification and Accreditation inadvisable.  (Note that no requirements have been graded as red).
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Yellow indicates some noncompliance with C&A requirements, but the Certification and Accreditation process may proceed with qualifications. 

Green indicates NMS compliance sufficient for C&A to proceed without qualifications.

1.6 NMS Compliance with the 8-Step Stakeholder Plan

NMS stakeholders have agreed to go forward with an eight-step process resulting in NMS Certification and Accreditation.  The briefing presented at the stakeholder meeting and resulting in this agreement is attached as Exhibit 1.  The eight steps are as follows:

· Obtain Approval of the Certification and Accreditation Policy.  A high-level description of the USAID Security Certification and Accreditation Policy has been developed, documented, and signed by senior USAID management.  (See Exhibit 2). 

Status:  Green

· Conduct Certification and Accreditation Planning.  This requirement has been met by the NMS Certification and Accreditation Plan produced as part of the NMS C&A process.  (See Attachment 3).

Status:  Green

· Implement Technical Fixes. Five major technical fixes were identified in support of NMS security requirements prior to development of the NMS Security Plan.  The following enhancements remain outstanding in support of these fixes and their implementation should be monitored.  (See Exhibit 7):

[Redacted]


Status:  Yellow

· Obtain Approval of Security Roles and Responsibilities.  A high-level description of the USAID security roles and responsibilities has been developed, documented, and signed by senior USAID management.  (See Exhibit 3). 

Status:  Green

· Designate Systems Security Managers.  The following NMS Security Managers have been designated:

Organization
Name


Phone


Designated by                         

USAID 

Mr. Andrew Plitt
202-712-4997

Mr. James Craft, ISSO


CSC/PRIME 
Mr. Jon Griffin

703-465-7377

Ms. Kitty Richmond, NMS PM

Status:  Green

· Conduct NMS Security Training.  General information system security training is in place for all members of USAID and its contractors.  In addition, supplemental NMS-specific security information has been posted to various locations on the USAID intranet and incorporated into the curriculum of existing NMS training courses.  (See Exhibit 5).

Status:  Green

· Implement NMS Security Plan Actions.  The NMS Security Plan identifies the comprehensive set of security requirements applicable to NMS or any other federal unclassified financial “major application.”  While it will not be possible for the NMS to fully satisfy all requirements of the security plan, implementation of the following security plan recommendations should be monitored:

[Redacted]

Status:  Yellow

· Conduct a Risk Assessment.  A risk assessment has been developed for NMS as part of the Security Certification and Accreditation process. It identifies the major security threats, safeguards, and vulnerabilities of the NMS.  (See Attachment 1).

Status:  Green

1.7 NMS Compliance with OMB Circular A-130

The requirements of Office of Management and Budget (OMB) Circular A-130 are straightforward – an Agency official must authorize systems to process.  By signing the accreditation letter, this requirement will be met by the CFO.

· Authorize Processing.  OMB Circular A-130 requires a major application to be authorized by management to process.  The intent of this requirement is to assure that the senior official whose mission will be adversely affected by security weaknesses assesses and accepts the risk of operating the system.  This requirement can be met by obtaining NMS Certification and Accreditation.

Status:  Green

1.8 NMS Compliance with NIST 800-18

The Computer Security Act of 1987 vests the National Institute of Standards and Technology (NIST) with the responsibility to set requirements for unclassified information system security.  NIST Special Publication 800-18 states that the following are prerequisites to obtaining Security Certification and Accreditation (i.e., authorization to process).

· Evaluate Technical and Security Features.  A technical and security evaluation of the NMS has been performed in development of its security plan.  (See Attachment 6).  Additional technical and security evaluation  has been performed as part of the Certification and Accreditation process.  (See The NMS Security Test and Evaluation Report, Attachment 2).

Status:  Green

· Conduct a Risk Assessment.  An NMS security risk assessment has been performed as part of the Certification and Accreditation process.  (See Attachment 1).

Status:  Green

· Establish Rules of Behavior.  Agency rules of behavior have been established in the form of the “USAID Unclassified Automated Information Systems Access Request Acknowledgement.”  These rules are signed by every member of USAID and its contractors as a condition to obtaining access to the USAID Banyan network.  Additional rules are incorporated into the USAID automated directives system.  (See Exhibit 4).

Status:  Green

· Develop and Test Contingency Plans.  Contingency planning is a weakness of USAID.  There has never been a formal contingency plan developed for the NMS.  However, there was an Agency-wide contingency plan developed for all IT systems (including NMS) as part of the Y2K program.  While this plan is not being tested, it is recent and reasonably comprehensive.  In addition, NMS performs Unix-level backups of its production database which are stored in a secure off-site facility and which have been successfully tested.  More needs to be done by USAID to ensure the continued availability of its information systems.   However, this is not an NMS-specific shortcoming that should prevent its authorization to operate.

Status:  Yellow

· Develop a Security Plan.  A comprehensive NMS Security Plan was developed prior to beginning the Certification and Accreditation process.  This Security Plan follows the guidelines of NIST Special Publication 800-18.  (See Attachment 6).

Status:  Green

· Ensure the NMS Meets Applicable Federal Law.  Only the Office of the General Counsel can speak authoritatively on the ability of the Agency and its systems to comply with the substantial body of law that governs USAID operations.   Nevertheless, the Agency can only further its compliance with federal law by following through on NMS Certification and Accreditation.  Currently, USAID is not in compliance with OMB requirements to formally authorize processing.

Status:  Yellow

· Ensure Adequacy and Appropriateness of In-place and Planned Security Safeguards.  By implementing approved system enhancements, NMS will have a set of security safeguards, adequate and appropriate given its planned transition to a successor system.  (See Exhibit 7).

Status:  Yellow

· Ensure In-place Safeguards Operate as Intended.  Security testing and evaluation performed as part of the Certification and Accreditation process have confirmed the operational status of NMS security controls.  Where safeguards are not operating as intended, enhancements have been identified.  (See Attachment 2).

Status:  Yellow 
1.9 NMS Compliance with Requirements Defining the Material Weakness

NMS security and access controls were reported as an Agency material weakness in 1997 under the Federal Manager’s Financial Integrity Act.
  This weakness was reported as a lack of compliance with the following five requirements:

· Prevent Unauthorized Access to Privacy Act Information.  Privacy Act
 data has been suppressed from the user interface where it is not needed.  The NMS training database has been sanitized.  Remaining access to Privacy Act data exists only in limited-access testing instances where an actual copy of production data is required (i.e., for debug and regression testing).  Several NMS warning banners notify users of the need to treat Privacy Act data confidentially.  Moreover, Privacy Act data is specifically addressed in Agency security training.

Status:  Green

· Provide Adequate Audit Trails of System Activity.  Current audit trails of NMS activity are weak.  Many auditing features were turned off to improve system performance.  However, with reduced utilization resulting from the elimination of processing at USAID missions, audit enhancements are now feasible and will provide substantial audit capability for the NMS. (See Exhibit 7).

Status:  Yellow

· Provide Adequate User ID and Password Administration.  Password aging and complexity checks have been established.  Inactive user accounts have been identified and closed, as have accounts with user IDs set equal to their passwords.  Additional enhancements have been approved which will provide more powerful NMS user ID and password administration.

Status:  Yellow

· Ensure Security of Access Roles.  Analysis of role assignments in NMS shows conservative assignment of administrator roles.  Moreover, the average user is assigned only about 8% of the available roles, indicating basic adherence to the principle of least privilege.  The role definition in NMS is very complex, making changes to role definition software prohibitively expensive.  However, implementation of auditing enhancements will provide an ongoing means to police assignment and utilization of NMS roles.

Status:  Yellow

· Provide Database Level Access Controls.  [Redacted]


Status:  Yellow

RECOMMENDED CORRECTIVE ACTIONS

This section presents the corrective actions recommended as part of NMS Certification and Accreditation.

1.10 Pending Software Enhancements

As discussed in Section 2 of this Report, implementation of the following corrective actions should be made a condition of the NMS retaining its Certification and Accreditation, once granted: 

[Redacted]

These enhancements are discussed in more detail in Exhibit 7.

1.11 Agency-wide Initiatives

In addition, it is important that the following Agency initiatives continue:

· Certification and Accreditation of the USAID General Support System.  The NMS is only one of USAID’s information systems.  Underlying its operation and security is the Agency general support system (GSS).  The GSS consists of the hardware, operating system, and communications infrastructure on which applications run.  At the time of this report, USAID has not completed a Security Plan for its General Support System, nor has the Agency formally authorized it to operate.  

· Implementation of the USAID Information Systems Security Program Plan (ISSPP). Most required management and operational security controls apply to the entire Agency and are not application-specific.  USAID has taken a significant step forward with the development of the ISSPP.  The plan must be implemented to ensure that sound security practices are followed Agency-wide.

· Development of a Standard USAID Certification and Accreditation Program.  While general guidance has been available for NMS C&A from a wide variety of sources, the Agency would benefit from developing a more robust set of standard C&A guidelines to help ensure the reusability of C&A lessons learned on future Agency accreditations. 
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CERTIFICATION AND ACCREDITATION NEXT STEPS

This section presents the next steps required by USAID management to complete the process of NMS Certification and Accreditation.

4.1 The Eight-Step Stakeholder Plan

The actions necessary to obtain NMS Security Certification and Accreditation were briefed to the USAID Chief Financial Officer by the Information Systems Security Officer.  NMS compliance with these eight actions was addressed in Section 2. 

[1]  Certification and Accreditation (C&A) Policy Approval
[2]  Certification and Accreditation (C&A) Planning  

[3]  Technical Fixes
[4]  Roles and Responsibilities Approval 

[5]  Designation of Systems Security Managers  

[6]  NMS Security Training 

[7]  NMS Security Plan Actions  

[8]  Risk Assessment  

The following four steps must now be accomplished by USAID personnel:

[9]  Security Certification.  The NMS Certification Statement must be signed by the Director of Information Resources Management, Mr. John Streufert. 

[10] Security Accreditation.  Once certified, NMS will be recommended for Accreditation to the NMS Accrediting Authority.  The NMS Accreditation Statement must be signed by the USAID Chief Financial Officer, Mr. Michael Smokovich.

[11] Audit by the Office of the Inspector General (OIG).  Following C&A, the OIG will be asked to conduct an audit to verify that the material weakness of NMS Security and Access Controls warrants removal.

[12] Executive Briefing.  At the conclusion of NMS Certification and Accreditation, and following the OIG audit, the USAID ISSO will brief senior USAID management on the Agency’s readiness to remove the material weakness of NMS Security and Access Controls.

4.2 Schedule

Figure 1 presents the NMS Certification and Accreditation schedule.  The duration of each of the above twelve steps is presented in GANTT chart form.  This is the same schedule that was presented to NMS stakeholders in February when the C&A process was first authorized.  

Figure 1:  The NMS Certification and Accreditation Schedule

Note that the NMS Certification and Accreditation process has adhered to the schedule originally presented.
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ABBREVIATIONS & ACRONYMS

ADS

Automated Directives System

C&A

Certification and Accreditation 

CFO

Chief Financial Officer

CSC

Computer Science Corporation

DBA

Database Administrator

FIPS

Federal Information Processing Standards

FISCAM
Federal Information Systems Controls Audit Manual

GAO

General Accounting Office

ID

Identifier

IEEE

Institute of Electrical and Electronics Engineers

IFMS

Integrated Financial Management System

IRM

Information Resources Management

ISSO

Information Systems Security Officer

IT

Information Technology

IV&V

Independent Verification and Validation

NCSC

National Computer Security Center

NIST

National Institute for Standards and Technology

NMS

New Management System

OIG

Office of the Inspector General

OMB

Office of Management and Budget

PR

Problem Report

PRIME

Principal Resource for Information Management – Enterprise-wide

QA

Quality Assurance

TAC

Task Assignment Control

USAID

United States Agency for International Development

V&V

Verification and Validation

Y2K

Year 2000
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� See OMB Circular A-130, Appendix III, B. b. 4).


� Computer Security Activity 1987, P.L. 100-235.


� See the USAID Federal Manager’s Financial Integrity Act Report, Fiscal Year 1997.


� See the Privacy Act of 1974, 5 U.S.C. Section 552a.
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