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U.S. AGENCY FOR
INTERNATIONAL
DEVELOPMENT

ACTION MEMORANDUM

TO: " M/AA, Richard C. Nygard, Acting Assistant
Administrator

THROUGH: M/IRM, John Streu t

FROM: CFO, Michael Smokovich!

SUBJECT: Recommendation to Delegate Authority for Implementing
the Security Certification and Accreditation Program

to Process USAID General Support Systems and Major
Applications

ISSUE (S) FOR DECISION

The revised OMB Ciroular A-130, Appendix-III: "Security of
Federal Automated Information Resources," requires a security
program and the implementation of security plans for security
‘controls for Agency’s general support systems and major
applications.

ESSENTIAL FACTORS

USAID approved the USAID Information System Security (ISS)
Program (ISSP) on August 17, 1999. The next important step is
_to initiate the implementation of the corresponding security

plans for general controls and major aﬁpllcatiéhé“éf‘fﬁé“Agency;‘

Since 1997, the requirement of implementing an Agency-wide
Security Plan has been repeatedly noted by the Office of the
Inspector General in its reports to the Administrator, to the
Agency's CFO, and to Congress. These reports state that USAID
needs to establish and operate its major applications with
authority to process transactions according to federal
? " guidelines. In March 1999, the absence of an implemented
security program is still cited as the major 'material weakness'
of the Agency's core financial systems. (Attachment-A)
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The Inspectors General are required to report the lack of
prevailing compliance to Congress if material weaknesses reported
in the Agency's FFMIA report of 1997 are not remedied within
three years by FY-2000. (Attachment-B) ‘

The planned replacement of AWACS with a GSA-certified COTS
product does not alleviate all of the material weaknesses
reported in the FFMIA reports because USAID does not have a
formalized process for implementing the security requirements
for general support systems and major applications.

USAID senior management has not assigned roles and
responsibilities. In addition, the agency has not delegated.
authority for security certification and accreditation, which
should be implemented as prerequisites'for the authority to
process general support systems, major applications, and
especially the Agency's key financial systems.

To bring USAID in compliance with federal guidelines for
1SS and related corrected material weaknesses, I recommend that
you approve and execute the following actions:

1. Approve and direct the implementation of the proposed USAID
Certification and Accreditation process.

Approve }

DiSappiove

Date ‘l’/l?/m
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responsibilities.
' bApprove @

Disapprove

pate_ \f [ig|m

3. Assign the CIO the role of Designated Accreditation
Authority (DAA) for the Agency's general controls and authority
to process USAID’s general support systems. Additionally,
authorize the CIO to appoint a certifying official for the

Agency’s general support systems.
: Approve @

Disapprove

Date \-ff/!\’ /n)

4, Assign the CFO the role of Designated Accreditation
Authority (DAA) for the Agency's core financial systems.
Additionally, authorize the CFO to assign a certifying official

for the Agency’s core financial systems. 7
Approve ' J

Disapprove

Déte q'/lﬁ’/ob
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Tab 1 - USAID’s Accreditation and Certification Process

Tab 2 - Security Plan Roles and Responsibilities for the

Agency's:
(1) CIO
(2) CFO -

(3)  Director M/IRM

Delegation of Authority: Assignment of Authority To the Chief
Tnformation Officer (CIO)to Implement the USAID IT Security
Program Plan and to serve as the accreditation authority to
process USAID’s general -support systems.. '

Deiegation of Authority: Assignment of Authority To the Chief
Financial Officer (CFO) to serve as the accreditation authority
to process USAID's core financial systems. ' , '
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A-000-97-008-P ’

March 31, 1997
Audit of USAID's Compliance with Federal Computer Security Requirements
Everette Orr, AIG/A to Richarfd C. Nygard, M/B/OD
Page-1: )
"This report shows that USAID has not implemented an effective security program that meeis the
requirements of the Computer Security Act of 1987 and the OMB Circular A-1 30."

Marech 31, 1999 | A-000-99-005-P:

Audit of General Controls Over USAID's Client-Server Computer Environment
Page-1: :

The Audit found that USAID's client-server controls that support key financial systems are not
effective. Specifically, the audit found that USAID's:

(1) agency-wide security program and management,

(2) access controls, ) )

(3) application sofiware development and change controls,

(4) segregation of computer system duties,

(5) system software controls, and

(6) continuity of services provided inadequate controls over client server operations.

The general control weaknesses pose risks to USAID's clinet-server sysgtems and data, including the
New Management System (NMS). Because of this weaknesses, USAID lacks the assurance that the
data is accurately processed or that systems and data are adequately secured

A primary reason for USAID's ineffective general controls is the lack of an agency-wide security
program that includes clear security responsibilities and agency-wide security processes.

«.. USAID must successfully complete actions identified in this and other reports to reduce the
risks of its sensitive and critical information systems.

1. We recommend that M/IRM, in conjunction with system owners, correct the access control
problems identified in this report by implementing access controls to protect client-server resources
and data from unauthorized access.

2. We recommend that the Director, M/IRM, correct the software development and change
problems identified in this report by implementing an adequate design, development, and disciplined
change process for software maintenance on the client-server operations. This process should include

m&nceiesﬁngreﬁecﬂmompuw@mgmmthg&comwrmedmemwsnmv

adequate documentation.

3. We recommend that the Director of M/IRM implement policies and procedures to correct the
problems identified in this report by ensuring adequate segregation of duties to the client-server
environment. )

4. We recommend that the Director of IRM conduct a feasibility study to determine if it is cost-
effective to obtain system software to control access to client-servers and the tape library.

5. We recommend that the Director of IRM, system owners, and Office of Administrative
Services develop a contingency plan and COOP that include NMS and the client-server

platform. The process should ensure that the plans are periodically updated and tested as
the back-up sites. - : :
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March 2, 1998

A-000-98-003-P:
Audit to the Extent to Which USAID's Financial management System Meets

Requirements Identified in the FFMIA of 1996

Page-1: ’ )

"This report shows that USAID has not implemented and maintained a financial management system that
complies substantially with -~ )

(1) federal financial management system requirements,

(2) applicable federal accounting standards, and

(3) the United States Standard General Ledger at the transaction level as required by Section 803 (a) of the
_ Federal Financial Management Improvement Act of 1996 (FFMIA).

As a result, USATD managers do not always receive the complete, reliable, timely, and consistent
information they need to reliably report financial or performance results or efficiently manage agency
operations. USAID accurately reported this condition in its fiscal year 1997 Federal Managers' Financial
Integrity Act report, and is taking action to implement a financial management system that complies with
these requirements.

The purposes of this report are to provide senior USAID managers (1) a description of the nature and
importance of the requirements for an effective federal financial management system as outlined in Section
7 of Office of Management and Budget Circular No. A-127, and (2) the impact on agency operations from
not meeting the requirements. We expect this report to serve as a baseline, against which USAID's
progress in correcting the system deficiencies can be measured. )

Because these deficiencies have been previously reported and USAID is taking action to implement prior
Office of Inspector General recommendations to correct the problems, this report contains no additional
recommendations. Appendix HI lists previous Office of Inspector General audit reports as well as USAID
management analyses that have identified these deficiencies. .

Background ) :

The Federal Financial Management Improvement Act of 1996 (PL 104-208) requires that agencies
implement and maintain financial management systems that comply substantially with federal financial
management system requirements, applicable federal accounting standards, and the United States Standard
General Ledger at the transaction level (SGL)'.. The Act also requires, beginning with the fiscal year 1997
audit of agency financial statements, that auditors report whether the agency's financial management system
complies with these system and accounting require:ments.2 If the system is found not to be compliant, the
report is to address the nature and extent of noncompliance, the cause of noncompliance, the organization
responsible for noncompliance, comments from responsibie officials, and recommendations to correct the
deficiencies.”. We met this requirement in our report on USAID's compliance with laws and regulations,
which is one component of our fiscal year 1997 financial statement audit.*" )

! The SGL provides a standard chart of accounts and standardized transactions that agencies are to use in all their financial

systems.

2 OMB calls on agencies to implement a single integrated financial management system, which is a unified set of financial
systems and the financial portion of mixed systems that are used to carry out financial management functions; manage
financial operations; and report financial information to central management agencies, the Congress, and the public.

3 The Act also requires the agency head to make a determination whether the agency's financial management system
substantially compties with the requirements. If the agency head determines that the system does not comply, a remediation
plan is required. Generally, the plan should bring the system into compliance within _three years. Inspectors’ General are
then required to report to Congress if the agency does not meet the target dates identified in the plan. i

4 Repott No. 0-000-98-001-F, dated March 2, 1997, Reports on USAID's Financial Statements, Internal Controls, and
Compliance for Fiscal Years 1997 and 1996.
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U.S. AGENCY FOR
INTERNATIONAL

DEVELOPMENT
MEMORANDUM
TO: M/AA, Richard C. Nygard, Acting Assistant

Administrator
.CFO, Michael Smokovich’

THROUGH: M/IRM/OD, John M. Streuferi;
FROM: M/IRM, Jim Craft |

SUBJECT: USAID Informationl Technology (IT) Security
' Certification and Accreditation (C&A) Process

//\\‘ REFERENCES :

(a) Public Law 100-235, “Computer Security Act of
1987” January 8, 1988 ' '

(b) Office of Management and Budget Circular No. A-

130, “Management of Federal Information
Resources”, February 8, 1996

1. PURPOSE

This Memo:

s frTr-Establishes—the USAID-Information-Technology (ITT)— e oo

Security Certification and Accreditation process as a
standard process for USAID unclassified information
systems.

1.2. Stresses the imporfance of a life-cycle management
approach to the C&A and reaccreditation of USAID IT.

/f\\ '2.  PROCEDURES \

1300 PENNSYLVANIA AVENUE, NW.
WASHINGTON, D.C. 20523
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"leading to security C&A. The activities are grouped
together in a logical sequence to create the standard C&A
Process. This procedure presents the objectives, '
activities, and management of the C&A process.

2.2. Objective. The objective of the C&A process is to
establish a USAID standard infrastructure-centric approach
that protects and secures the entities comprising the USAID
information infrastructure. The set of activities
presented in this memo standardizes the C&A process for
major applications as well as general support systems. The
process considers the system mission, environment, and
architecture while assessing the impact of operation of
that system within the USAID information infrastructure.

2.3. C&A Process. The document defines a process that
standardizes all activities leading to a successful

" accreditation. The principle purpose of this process is to
protect and secure the entities comprising the USAID
infrastructure. Standardizing the process minimizes risks
associated with nonstandard security implementations across
shared infrastructure and end systems. The USAID process
shall consist of the following four phases:

2.3.1 Phase 1, Definition. The Definition Phase (fig. 1)
shall include activities to document the system mission,
environment, and architecture; identify the threat; define
the levels of effort; identify the certification authority
(ca), and document the necessary security requirements for
CgA. Phase 1 shall culminate with an agreement of the
approach between the program manger, the CA, and the user
representative. A single document is prepared to describe
the results of the agreement and the results of the phase 1
activities. '

2.3.2. Phase 2, Verification. The Verification phase (fig.
1)_shall include activities to verify compliance of the

system with previously agreed security requirements. For
each life-cycle development activity, there is a
corresponding set of security activities that shall verify
compliance with the security requirements and evaluate
vulnerabilities.

2.3.3. Phase 3, Validation. The Validation Phase (fig. 1)
shall include activities to evaluate the fully integrated
system to validate system operation in a specified
computing environment with an acceptable level of residual






[image: image9.png]risk. Validation shall culminate in an approval to
operate.

2.3.4. Phase 4, Post Accreditation. The Post Accreditation
phase (fig.l) shall include activities to monitor system
management and operation to ensure an acceptable level of
residual risk is preserved. Security management, change
management, and periodic compliance validation reviews are
conducted. ' '

2.4. Life cycle and tailoring.. The C&A process is
applicable throughout the life-cycle of any system
requiring C&A. It is designed to be adaptable to any type
of IT system and any computing environment and mission. It
may be adapted to include existing system certifications,
‘evaluated products, usage of new security technology or
programs, and adjustment to applicable standards. The C&A
process may be mapped to any system life-cycle process but
is independent of the life-cycle strategy. The process is
designed to adjust to the development, modification, and
operational life-cycle phases. Each new C&A effort begins
with phase 1, Definition and ends with phase 4, Post
Accreditation, in which follow-up actions ensure that the
approved information system or system component continues
to operate in its computing environment in accordance with
its accreditation. The activities defined in these four
phases are mandatory. However, implementation details of
these activities may be tailored, and where applicable,
integrated with other acquisition activities and
documentation.
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[image: image12.png]N - USAID / General Notice
' ES: _°
Issue Date: 01/__/2000

Delegation of Authority

SUBJECT: Assignment of Authority To the Chief Financial Officer (CFO) -
to Accredit and Certify USAID's Core Financial Systems

I hereby delegate authority to the Agency's Chief Financial
Officer (CFO), Mr. Michael Smokovich, to take all steps pursuant to
federal requirements for implementing the USAID Information Systems
Security Program Plan (ISSPP) for the Agency's core financial systems.

I further assign to the Agency's CFO the responsibility to serve
‘as the De31gnated Accreditation Authority (DAA) for the securlty
accreditation of USAID's core financial systems.

In support of this delegation of authorlty, I direct the CFO to
assign an individual to certify the Agency's core flnanc1al systems,
N in coordination with M/IRM and the USAID/ISSO.

"Finally, I direct that the CFO establish a mechanism to report on
the performance and cost-effectiveness of the Agency's core financial
system to senior management and to the CIRB.

%@w

Signed: /Richard C. Wygard,
Acting Assistant Administrator/

O

Clearances:
M/IRM/Director John Streufert s , Date 4//7/212

M/IRM/ISSO Jim Craft Date 6_%%)
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Issue Date: 01/__/2000

Delegation of Authority

SUBJECT: Assigni’nent of Authority To the Deputy Chief Information Officer (CIO)
to Implement the USAID IT Security Program Plan

and to serve as the accreditation authority

I hereby delegate authority to the Agency's Deputy Chief
Information Officer (CIO), Mr. Peter Benedict, to take all steps
pursuant to federal requirements for implementing the USAID
information Systems Security Program Plan (1sspPP) for the
Accreditation of the Agency's general support -systems.

I further assign to the Agency's Deputy CIO the responsibility to
serve as the Designated Accreditation Authority (DAA) for the security
accreditation of USAID's general support systems and to authorize
processing when compliant with federal directives. ’

The Security Program for the Agency's general support systems
shall incorporate the life-cycles provided in the attachment and lead
at the earliest practical date to the development of a Security Plan
for the agency-wide general support systems, including security
certification and accreditation for new and upgraded components.
Additionally, it shall address USAID's connectivity with its mission
sites, external Partners, other Government Agencies, contractors, and
business entities.

In support of this delegation of authority, I direct the Deputy
CIO to assign an individual to certify the Agency's general support
systems, .in coordination with M/IRM and the USAID/ISSO.

Signed: /Richard C. Nygard, Acting

Assistant Administrator /

Clearances: W f Y P el
M/FM/CFO Mike Smokovich ¢ Date )

M/IRM/Director John Streufert Date 4[] 2000
Date 4 flo e,
\

M/IRM/ISSO Jim Craft
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