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Background

For the National Labor Relations Board (NLRB) Network, identification and authentication (I&A) is the first line of defense for maintaining security and integrity.  I&A is a technical measure that prevents unauthorized people (or unauthorized processes) from entering a computer system.  A critical building block, I&A is the basis for most types of access control and for establishing user accountability on the network.

•
Identification is the means by which a user provides a claimed identity to the system.

•
Authentication is the means of establishing the validity of this claim.

The network uses user ID for identification and a password for authentication purposes. The purpose of this document is to provide a recommendation for user and administrative passwords to use on the Network.  With approval of the password scheme, then the recovery from the security problems can commence as annotated in paragraph 5 based on High, Medium and Low Network Security priorities.

Password Cracking Test Results

Test Setup

Server: Compaq P5500 with Two Zeon 400Mhz CPU

Crack SW: L0pht Cracker 

Default Setup: Dictionary/Brute Hybrid Enabled 2 Characters

Test Results Matrix

	Password Type
	Length
	Example
	Estimate Time

	Dictionary A-Z
	8
	Exchange
	<1 Sec

	
	9
	Exchange A
	<1 Sec

	
	10
	Exchange Ab
	<1 hr 15 min

	
	11
	Exchange Use
	<1 hr 20 min

	
	12
	Exchange User
	<1 hr 20 min

	
	13
	Exchange UserA
	<3 his 2 min

	
	14
	Exchange UserAb
	<3 hrs 10 min

	Alpha Numeric A—Z; 0-9
	8
	4Exchange
	<23 hrs 50 min

	
	9
	4Exchange
	<25 hrs 10 min

	
	10
	4Exchangel
	<27 hrs 30 min

	
	11
	
	

	
	12
	4Exchangel 2A
	<34 hrs 50 min

	
	13
	
	

	
	14
	4Exchange2User
	<39 hrs 20 min

	Alpha Numeric Plus Special Characters 

A—Z O—9 !@#$%^&*()-_+=
	8
	Exch@USA
	<130 hrs 10 min

	
	9
	
	

	
	10
	Exch@USA4!
	<203 hrs 30 min

	
	11
	
	

	
	12
	
	

	
	13
	
	

	
	14
	4Exch&4U&I@pec
	<223 hrs 50 min

	Alpha Numeric Plus Advanced Special Characters
A-Z, O-9 !@#$%^&*()-_+= {}`~’”? <>:;|\,./[]
	8 **
	Exch@t41
	<2365 hrs 10 min

	
	9
	
	

	
	10
	4Exch@(4U]
	<2170 hrs 8 min*

	
	11
	
	

	
	12
	
	

	
	13
14
	4Excb@~pec4U!]
	<2335hrs41min*


*-The estimated time displayed after 2 characters found

Password Recommendation (Best Practice)

Composition: Alpha Numeric Plus Advanced Special Characters, which include: A-Z, O-9 !@#$%^&*()-_+={}`~’”?<>:;|\,./[]
3.2 Length Range: Minimum of 8 characters.


Maximum Life: 2160 hours (90 days).


Source: User generated.


Ownership: User owned.


Entry: User entered.


Authentication Period: 3 Attempts then lockout.
Do’s and Don’t


The best password is a mixture of letters, numbers, punctuation and special characters.


Do not use words found in a dictionary, including names, obscene words, phrases, and well-known combinations (i.e., NLRB 1234, attorney1, judge111, etc.).


Mix upper and lower case.


Use at least two special use characters.


Do change frequently.


Never give the password to anyone.


Do not write your password down.


Do not share a common password between computers or applications.


Do not send your password via Email.
Penetration Test Plan Metrics

High priority items will be fixed first, followed by the Medium, and Low priority issues.  

	Poor user and administrator passwords.  

Admin accounts had “password” as their passwords.  

File room server accounts had no password.  

Oracle account had “oracle” as password.

testuser account had “testuser” as password.  

Penetration testing will be done against all domains. All passwords on the network must be changed.  

Exchange administrator contains the same passwords across enterprise.
	High

High

High

High

High

High

High

	Server contained all router config files for network


Some servers had no forwarding enabled.


Some hubs had accounts with no passwords. 

Most hubs still had default accounts enabled.


IIS/FFP running on several servers with default security.
	Medium


Medium


Medium 

Medium


Medium

	Printers had no passwords.


Four routers were running RIP 1.0.


Some hubs were sending SNMP traps using PUBLIC community,
	Low


Low


Low

	XXX domain contained good passwords. Domain cou1d not be penetrated.


Server (xxx.xx.xx.xxx) exporting NFS.


NT Workstation (xxx.xx.xx.xx) had an
“Administrator” account with NO password.
	N/A


N/A


N/A


