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1.0 Overview

1.1 Purpose

The purpose of this document is twofold. First, the document describes the process that will be used by the Department of Education to establish and maintain an inventory of general support systems (GSSs) and major applications (MAs). Second, the document provides guidance to the Principal Offices (POs) regarding the standards to be employed throughout this process. The concepts of GSSs and MAs are defined in OMB Circular A-130 Management of Federal Information Resources as follows:

· GSS is “an interconnected set of information resources under the same direct management control which shares common functionality,” 

· MA is “an application that requires special attention to security due to the risk and magnitude of the harm resulting from the loss, misuse, or unauthorized access to or modification of the information in the application.” 

This process enables the Department of Education’s GSS and MA inventory to officially identify and document the security classifications of GSSs and MAs in use by the Department, in compliance with Federal requirements. This GSS and MA inventory is intended to complement existing Departmental security initiatives, such as those under the Government Information Security Reform Act (GISRA)
 and Critical Infrastructure Protection mandates.

1.2 Objectives & Goals

The primary objective in developing a systematic approach for the inventory and classification of the GSSs and MAs in the Department is to ensure that automated information resources, which “include both government information and information technology,”
 have adequate security to protect “information collected, processed, transmitted, stored, or disseminated by the Department.”
 Without an accurate assessment of what constitutes the Department's GSSs and MAs, it is impossible to ensure that all automated information resources implement the appropriate level of protection.

While all automated information resources require a level of security, some require additional security controls due to the sensitivity of the information processed or criticality to the Department’s missions. Successful completion of this GSS and MA inventory process will identify the GSSs and MAs that require additional security controls. This follows the tenet that applications that do not qualify for inclusion in this GSS and MA inventory rely on the GSSs in which they operate for the provision of adequate security. Thus, the applications are not required to undergo the certification and accreditation process. It is therefore incumbent to accurately complete this GSS and MA inventory process to ensure that adequate security is applied to the entirety of the Department’s automated information resources. The specific security requirements for the GSSs and MAs included in the inventory can be found in the Department’s Certification and Accreditation related guidance.

1.3 Audience

This document is intended for the following Department of Education personnel:

· Principal Officers – In their capacity as the senior officials responsible for providing security for the information collected, processed, transmitted, stored, or disseminated by GSSs and MAs under their control.

· Computer Security Officers (CSOs) – In their capacity for maintaining the information security program within their respective POs.

· System owners – In their capacity to provide security controls appropriate for the protection of Department information.

· The Chief Information Officer (CIO) – In his/her capacity as the official responsible for providing guidance on information security throughout the Department.

1.4 Document Structure

This document is organized into five sections, each discussing an aspect of the GSS and MA inventory process. 

1-Overview of the procedures. 

2-Steps to be taken to complete the process along with standardized definitions and criteria to be employed throughout the process. 

3-Guidance for ongoing maintenance of the GSS and MA inventory. 

4-List of all applicable definitions. 

5-List of references relevant to the creation and maintenance of the Department’s GSS and MA inventory.

Appendix A-The GSS and MA Inventory Submission Form that must be used to document and submit the results of the inventory process. 

Appendix B-A sample completed GSS and MA Inventory Submission Form. 

Appendix C-A sample memoranda for PO and CIO validation of the GSS and MA inventory.  Appendix D-Additional guidance related to the classification of information.

2.0 Methodology for Determination of GSS and MA Inventory

The following subsections provide detailed information on the five steps necessary for the Department to create and maintain its GSS and MA inventory:

Step 1: Identify GSSs and Applications – Determine the business functions that are automated and identify the automated information resources that support them

a) Identify Business Functions

b) Identify Automated Information Resources

c) Categorize Automated Information Resources as GSS or Applications

Step 2: Classify GSSs and Applications – Ascertain the security needs of each based upon additional considerations 

Step 3: Identify MAs – Use security classifications to determine if an application qualifies as an MA – those applications that require special security considerations due to the nature of the information in the application.  (Only applications determined to be MAs will be included in the GSS and MA inventory; see Section 2.3)

Step 4: Submit to CIO – POs validate and acknowledge the GSS and MA inventory as accurate

Step 5: Endorsement by CIO – Generate the official GSS and MA Inventory for the Department.

Once steps 1-3 are completed for a particular GSS or MA their results must be documented in the attached form in Appendix A and endorsed, with the entirety of the PO’s GSSs and MAs, under cover of the sample memorandum in Appendix C.  This process is highlighted in Figure 2-1.  

To retain a current and comprehensive list of the GSSs and MAs, the inventory process will be undertaken semi-annually, with final validation of the GSS and MA inventory to occur on January 31 and July 31. During each cycle, POs will need to validate the inventory on record or update information on the GSSs and MAs in their PO. CIO receipt of PO validation of the GSS and MA inventory will be required no less than 2 weeks prior to the final validation date. If there is a need for clarification at any point during the GSS and MA inventory process, CSOs should consult with the Office of the Chief Information Officer (OCIO) to ensure compliance with the applicable requirements. 

2.1 Step 1: Identify General Support Systems and Applications

2.1.1 Step 1A: Identify Business Functions

The first step in creating and maintaining an inventory of GSSs and MAs is to identify all automated information resources used by the PO to perform its business functions. All automated information resources in the PO are either a GSS or an application. (See Section 2.1.3)

To begin, identify the business functions (the work the PO performs in support of the Department’s mission, vision, and goals) that occur within the PO. This may include such functions as grants management, provision of public information, or human resources management. These functions should then be divided into the specific activities that support the overall business function.

2.1.2 Step 1B: Identify Automated Information Resources

Each business function identified may have certain associated automated processes. Once these automated processes have been identified, the automated information resources that support these processes must be identified. Those automated information resources are included as candidates for the GSS and MA inventory. 

For each business function, identify and describe any automated process that supports each function. Identify the automated information resources employed by the automated process including databases, stand-alone systems, communications systems, networks, and any other type of information technology-related support. Automated information resources that utilize general-purpose software such as spreadsheets and word processing software are not included as candidates because their security is provided by the GSS on which they reside.
  

Note: It is possible to have several automated information resources to support a single business function. It is also possible to have a single automated information resource support several business functions.

2.1.2.1 Shared Resources & System Interconnectivity

OMB Circular A-130 delineates the need for agencies to ensure “information is protected commensurate with the risk and magnitude of the harm that would result from the loss, misuse, or unauthorized access to or modification of such information,” regardless of its location or the owner of the automated information resource. 

Therefore, all automated information resources that support automated processes must be identified, including those that are owned, in whole or in part, by a party other than the Department. All automated information resources that collect, process, transmit, store, or disseminate Department information must be identified, regardless of ownership. For example, if a payroll system is operated by another Federal agency but part of the system is loaded on the Department’s computers to perform a business function, the Department is responsible for ensuring appropriate security controls are in place for that automated information resource.


If another agency runs a system that processes Department information, an interagency agreement must be put in place to officially verify terms of agreement for the protection of information between the agencies as well as to ensure that adequate security measures are instituted to protect the information.

Consideration must also be given to all automated information resources operated by contractors in support of Department work. OMB Circular A-130 states that information technology (and, thereby, automated information resources) includes those resources “used by a contractor under a contract with the executive agency which (1) requires the use of such equipment, or (2) requires the use, to a significant extent, of such equipment in the performance of a service or the furnishing of a product.” 

2.1.2.2 Automated Information Resource Boundaries

An automated information resource is defined by constructing a logical boundary around a set of processes, communications, storage, and related resources. The elements within this boundary constitute a single automated information resource and must:

· Be under the same direct management control

· Have the same function or mission objective

· Have essentially the same operating characteristics and security needs, and

· Reside in the same general operating environment.

2.1.2.3 Additional Considerations in Identifying Automated Information Resources 

The following additional items are guidance to be considered during the process of defining the automated information resources.

2.1.2.3.1 Manual Processes 

The process described in this document is designed to identify and inventory the automated information resources that support automated processes. As such, manual processes or locations that support specific business functions, such as libraries and record archives, should be excluded. 

2.1.2.3.2 Lifecycle Considerations 

Providing security is an ongoing process, conducted throughout the lifecycle. Ideally security is incorporated into the development of an automated information resource. As noted in OMB Circular A-130, Appendix III, “for security to be most effective, the controls must be part of day-to-day operations. This is best accomplished by planning for security not as a separate activity, but as an integral part of overall planning.” 

Additionally GISRA, citing the Clinger-Cohen Act and the Computer Security Act of 1987, directs the heads of agencies to “incorporate information security principles and practices throughout the lifecycles of the agency’s information systems.”  Therefore, any automated information resource under development, at any stage, must be included in the list of candidates identified in this step.  Automated information resources must be considered as they are planned to operate when fully functional, not necessarily how they currently operate.  Security must be planned for the data that will be processed, whether or not that data is yet processed by the automated information resource.  It is understood that these classifications may change throughout the life of the automated information resource, but it is important to have accurate classifications at each stage of the life cycle, so that appropriate security controls will applied.  As the need for changes to the data classifications arise, the inventory must be updated to accurately reflect the current state of the data sensitivity or mission criticality.  (See Section 2.4)

Similarly, an automated information resource may not be excluded from the list of candidates if it is only scheduled for retirement. The automated information resource may not be removed from consideration unless it has been completely disconnected or shut down, information requiring protection is properly removed from the automated information resource, and official confirmation of such action has been received by the CIO.  This must include completion of the System Disposal Checklist, Appendix H of the IT Security Risk Assessment Procedures.

The consideration of automated information resources in all stages of the system development life cycle (SDLC) is in direct correlation with the Department’s IT Security Risk Assessment Procedures, which provides specific guidelines for ensuring appropriate security for systems in all phases of the SDLC.

2.1.2.3.3 Information Technology Capital Planning 
Consistent with Section 2.1.2.3.2, Lifecycle Considerations, all automated information resources that receive consideration during the information technology capital planning process must also be included among the list of candidates for the GSS and MA inventory, even if they are only in a developmental state. 

If the automated information resource does not receive funding during the process, the inventory may be updated to reflect this decision.  (See Section 3.0)

2.1.3 Step 1C: Categorize Automated Information Resources as GSS or Application

Per the guidance of OMB Circular A-130, Appendix III, Federal agencies are directed to provide adequate security for all automated information resources, which include both government information and information technology.

Each automated information resource identified in Section 2.1.2 must be reviewed to determine its status as a GSS or application. Each automated information resource will be either a GSS or an application. This status will be determined by applying the following definitions. 

2.1.3.1 General Support System

A GSS is “an interconnected set of information resources under the same direct management control which shares common functionality. A system normally includes hardware, software, information, data, applications, communications, and people. A system can be, for example, a local area network (LAN) including smart terminals that support a branch office, an agency-wide backbone, a communications network, a departmental data processing center including its operating system and utilities, a tactical radio network, or a shared information processing service organization (IPSO).”
 

2.1.3.2 Application

An application is “the use of information resources to satisfy a specific set of user requirements.”

Identification as an MA is based upon the classifications in Section 2.2 and is fully explained in Section 2.3. Only applications identified as MAs will be included in the final GSS and MA inventory.  Those determined not to be GSSs or MAs are not required to undergo certification and accreditations as they rely on the GSS they reside on to provide adequate security.
2.2 Step 2: Classify GSS and Applications

To support the development and maintenance of appropriate security controls for GSSs and MAs on the inventory, it is necessary to identify security classifications for each and the information it handles. This section will describe and define several sets of security classifications to be applied to the GSSs and applications identified in Section 2.1 to appropriately evaluate the level of security required for each. 

If, in Section 2.1.3, the automated information resource is determined to be a GSS, it will be included in the GSS and MA inventory and requires the classifications outlined in the following sections.

If, in Section 2.1.3, the automated information resource is determined to be an application, the classifications outlined in the following sections must be used to determine if it qualifies as an MA (see Section 2.3). Only applications determined to be MAs will be included in the final GSS and MA inventory. 

2.2.1 Information Sensitivity

To appropriately protect information, its relationship to and impact on the mission of the Department must be understood. Therefore, it is necessary to know the requirements of the data to be protected from specific risks to apply appropriate security controls.

The NIST Security Self Assessment Procedures for IT Systems (SP 800-26) uses three basic protection requirements in order to determine the information sensitivity - confidentiality, integrity (which, for the purposes of the Procedures, includes non-repudiation and authenticity), and availability. 

· Confidentiality – Protection from unauthorized disclosure

· Integrity – Protection from unauthorized, unanticipated, or unintentional modification

· Non-repudiation – Verification of the origin or receipt of a message

· Authenticity – Verification that the content of a message has not changed in transit

· Availability – Available on a timely basis to meet mission requirements or to avoid substantial losses.

Each area must be rated on the scale of high, medium, or low, using the following guidance from NIST SP 800-18, Procedures for Developing Security Plans for Information Technology Systems, and NIST SP 800-26, Security Self Assessment Procedures for Information Technology Systems, for making the determination.

· High: 

· A critical concern for the automated information resource

· Extremely grave injury accrues to U.S. interests if the information is compromised; could cause loss of life, major financial loss (greater than $1 million), or require legal action up to imprisonment for correction.
· Medium:

· An important concern, but not necessarily paramount in the organization’s priorities

· Serious injury to U.S. interests if the information is compromised; could cause significant financial loss ($100,000 to $1 million) or require legal action for correction.


· Low:

· Some minimal level of security is required, but not to the same degree as the previous two categories.

· Injury accrues to U.S. interests if the information is compromised; would cause only minor financial loss (less than $100,000) or require only administrative action for correction.
2.2.1.1 Confidentiality

To determine the appropriate level of confidentiality, an application or GSS must take into consideration the need for its information to be protected from unauthorized disclosure.  The level of confidentiality depends on the nature of the information.  For example, information that is widely available to the public has a low level of confidentiality because it requires only minimal, or perhaps no, protection from disclosure.  However, there are certain types of information that must be protected from disclosure due to the expectation or assurance of privacy, or because unauthorized disclosure could result in a loss to the Department.  

Information that includes financial, proprietary, or personal information must be protected at a high or medium level of confidentiality.  The Privacy Act makes it clear that the Department is not allowed to disclose any record that is contained in a system of records, by any means of communication, to any person or agency, except pursuant to a written authorization.  

Although an application or GSS may not meet Privacy Act criteria, it may still contain information that must be protected at a high or medium level of confidentiality.    
FOIA provides access to federal agency records except those that are protected from disclosure by any of nine exemptions and three special law enforcement record exclusions in the Act.  For the Department, only three of these exemptions are applicable:

· Information related solely to the internal personnel rules and practices of an agency, but does not include business contact information of employees or contractors

· Trade secrets, commercial information, or financial information obtained from a person that is privileged or confidential

· Personal or medical information or information that would constitute a clearly unwarranted invasion of personal privacy.
If an application or GSS has information covered under the Privacy Act, the system owner must contact the Department Privacy Officer to ensure compliance through the completion of a Privacy Act questionnaire.

See Appendix D for more information on the Privacy Act and FOIA exemptions.  

Example Confidentiality Considerations

High
The application or GSS contains information such as proprietary business information, financial information, or personal information (i.e., social security numbers), which, if disclosed to unauthorized sources, could adversely impact the Department, resulting in over $1 million dollars in damages or leading to legal action with the potential of a jail sentence.  This level indicates that security requirements for assuring confidentiality are of high importance.
For example, an application that keeps track of letters sent to various offices within the Department scans higher priority letters and stores them as an image in case the letter is lost or destroyed.  General information such as the sender's name and address is often captured in the image.  However, some letters contain social security numbers.  Since unauthorized disclosure of social security numbers could result in identity theft, the confidentiality requirement is high.

As a second example, an application is required to provide sensitive structured personnel and payroll information for the Department.  Program offices are stakeholders in the analysis and usage of this information.  Unauthorized disclosure or modification of this information could result in fraud or loss of public confidence.  If the information were to be disclosed, the financial impact could be over $1 million dollars.  Therefore, the confidentiality requirement for this application is high.

Medium
The application or GSS contains only information that could only moderately impact the Department if disclosed.  A GSS or application with information specifically covered by the Privacy Act or a FOIA exemption (see Appendix D) must have a confidentiality requirement of no less than medium.  Unauthorized disclosure of information could result in between $100,000 and $1 million dollars in damages or lead to legal action without the potential of a jail sentence.  This level indicates that security requirements for assuring confidentiality are of moderate importance.

For example, an application that manages grant abstracts for the Department contains home addresses and other sensitive information that must not be disclosed to unauthorized individuals.  Although a personal identifier cannot retrieve the addresses, the information must still be protected by some means such as an application-specific password or privileges that determine access level. Financially, a breach in confidentiality could result in damages between $100,000 to $1 million.  Since the confidentiality of the data is of some importance, the level of confidentiality for this application is medium.
Low

The application or GSS contains general information that is widely available to the public and, if disclosed, could not have an impact on the Department.  None of the information on the application or GSS requires protection against disclosure.  The impact on the Department’s assets and resources could be minor, resulting in less than $100,000 in damages or leading to administrative penalties.  This level indicates that security requirements for assuring confidentiality are of low importance.
For example, an application designed to disseminate information to the public, such as a database of regulations, contains no proprietary data or data that requires protection under the Privacy Act or a FOIA exemption.  Disclosure of data could not result in any unfair advantage in activities performed or decisions made resulting from the revelation of that information.
2.2.1.2 Integrity

To determine the appropriate level for integrity, consider the needs of the information to be protected from unauthorized, unanticipated, or unintentional modification. This includes, but is not limited to, consideration of authenticity, non-repudiation, and accountability (requirements can be traced to the originating entity). For example, the nature of the loan information processed by the Department may cause it to be targeted for unauthorized modification. 

How the GSS or application is employed in the business process, must be included in this decision.  For example, if the data in the GSS or application is not the sole source of input into the business process and the normal course of business is to check data provided electronically against the original source, the need for data integrity would generally be lower than if the data is fully relied upon to complete the business function.  However, merely having a backup source of data does not fit this criteria; the data check must exist as a regular part of the business process. 

The following examples from NIST SP 800-18 can be used as guidance in making a determination of the appropriate rating for integrity.

Example Integrity Considerations

High
The application is a financial transaction system. Unauthorized or unintentional modification of this information could result in fraud, under or over payments of obligations, fines, or penalties resulting from late or inadequate payments, and loss of public confidence.

Medium
Assurance of the integrity of the information is required to the extent that destruction of the information could require significant expenditures of time and effort to replace. Although corrupted information could present an inconvenience to the staff, most information, and all vital information, is backed up by either paper documentation or on disk. 

Low
The GSS or application mainly contains messages and reports. If these messages and reports were modified by unauthorized, unanticipated, or unintentional means, employees would detect the modifications; however, these modifications would not be a major concern for the organization.

2.2.1.3 Availability

To determine the appropriate level for availability, consider the needs of the information to be available on a timely basis to meet mission requirements or to avoid substantial losses. Availability also includes ensuring that resources are used only for intended purposes. 

The availability requirement must be based on the period of operation during which the GSS or application is most critical to the business function it enables. For instance, if a GSS or application operates only one month a year, consider the availability requirement for that month.

The following examples from NIST SP 800-18 can be used as guidance in making this determination.

Example Availability Considerations
High
The application contains personnel and payroll information concerning employees of the various user groups. Unavailability of the application could result in an inability to meet payroll obligations and could cause work stoppage and failure of user organizations to meet critical mission requirements. The application requires 24-hour access.

Medium
Information availability is of moderate concern to the mission. Availability would be required within the four to five-day range. Information backups maintained at off-site storage would be sufficient to carry on with limited office tasks.

Low
The GSS or application has a duplicate from which the information can be accessed and processed, causing no interruption in the continuity of business functions.

2.2.2 Mission Criticality

Mission criticality, or how integral the GSS or application is to carrying out the mission of the agency
, must also be considered in this inventory process.  The criticality of some GSSs and applications for performing a business function may be more critical during certain periods of operation. Determine the mission-criticality based on the period of operation during which it is most essential for the business function to be conducted. Using the current Department definitions below, each must be evaluated to be mission critical, mission important, or mission supportive. 

Employing the Department’s Mission Essential Infrastructure Evaluation Survey will validate mission criticality.  This evaluation will provide a more objective, repeatable means of determining mission criticality, based on answering a range of questions related to the critical missions of the Department.  All candidate GSSs and applications must complete the MEI Evaluation Survey to determine mission criticality.  The resultant data will be considered as the official Department list of mission critical, mission important, and mission supportive GSSs and applications.  In future inventory cycles, the MEI Evaluation Survey will serve as the sole source of mission criticality data.

2.3 Step 3: Identify Major Applications

Per OMB Circular A-130, an application must be considered an MA when it “requires special attention to security due to the risk and magnitude of the harm resulting from the loss, misuse, or unauthorized access to or modification of the information in the application. Note: All Federal applications require some level of protection. Certain applications, because of the information in them, however, require special management oversight and must be treated as major. Adequate security for other applications must be provided by the security of the GSS in which they operate.”
 

Note: The term major application is not synonymous with the term “major information system,” defined in OMB Circular A-130 as “an information system that requires special management attention because of its importance to an agency mission; its high development, operating, or maintenance costs; or its significant role in the administration of agency programs, finances, property, or other resources.” The status of an application as a major information system also does not preclude it from being a major application.

2.3.1 Determination of Status as Major Application

An application will be considered an MA if it meets one of the following criteria:

· Determined to be Mission Critical or Mission Important

· Determined to be Mission Supportive, but for which at least one of the Information Sensitivity categories is rated as medium or high.

Only applications determined to be MAs are included in the GSS and MA inventory.  Those determined not to be GSSs or MAs are not required to undergo certification and accreditations as they rely on the GSS they reside on to provide adequate security.
2.3.2 Major Application-General Support System Linkages

If the application meets the definition of an MA, it is necessary to identify the GSS upon which it resides. Identifying these links will assist with the application of more appropriate security controls to both the MAs and the GSSs.

Additionally, due to the existence of these links, a GSS must be rated, at a minimum, at the same levels as the highest-rated MA that resides on that GSS.  Therefore, if the highest-rated MA receives a high for confidentiality, the GSS must also receive a high rating; if the highest-rated MA receives a medium for availability, the GSS must receive at least a medium rating.

2.4 Step 4: Submit to CIO

All GSSs and MAs included in the GSS and MA inventory must include justification for their respective information sensitivity classifications. The documentation must be submitted to the CIO via the GSS and MA Inventory Submission Form (Appendix A) accompanying an official, signed memorandum by the Principal Officer acknowledging ownership of and responsibility for the security of those GSSs and MAs (see Appendix C for sample memorandum). 

It is highly recommended that the GSS and MA Inventory Submission Form and MEI Evaluation Survey be completed for all other applications as well, to document the reason for not considering them as MAs. 

Once this documentation is provided for every GSS and MA, future cycles
 of the GSS and MA inventory process will require all POs to validate the inventory by reviewing those GSSs and MAs under their responsibility as listed in the published GSS and MA inventory. This review will determine whether changes need to be made or that the inventory is accurate. 

Once the process is complete, an official, signed memorandum must be submitted to the CIO by the Principal Officer to verify that the GSS and MA inventory is accurate. This memorandum will also acknowledge responsibility for the security of those GSSs and MAs. If a change(s) must be made, a GSS and MA Inventory Submission Form, with the change(s) incorporated, including justification for the change(s), must accompany this memorandum. 

The GSS and MA Inventory Submission Form will include the following information:

· Principal Office

· Automated information resource name

· Points of contact

· Type of automated information resource – GSS or MA

· Description of data and business function supported by GSS or MA and technical information

· In development or operational

· Mission criticality (including justification)

· Information sensitivity (including justification) in the areas of

· Confidentiality

· Integrity

· Availability

· Interconnectivity

· Comments.

2.5 Step 5: Endorsement by the CIO

2.5.1 OCIO Review of Inventory

Following receipt of the Principal Officers’ submission and prior to official publication, OCIO will review the lists and the supporting classifications using the criteria outlined above to ensure the validity and completeness of the lists. If any issue is uncovered, OCIO will work with the appropriate Principal Officer to resolve any and all outstanding questions.

Following receipt of the Principal Officers’ submission and the completion of the review process, the CIO will send an endorsement memorandum to each Principal Officer, as highlighted in Figure 2-2.

3.0 Changes to the Inventory Between Cycles

The information included in the GSS and MA inventory, and even those GSSs and MAs included, may change between inventory cycles. Notification of these changes must be made to OCIO to maintain the appropriate level of security controls for respective GSSs and MAs. Edits to the GSS and MA inventory may occur for any number of reasons including changes in the nature of the information processed or a change in dependence on a GSS or MA. These changes may also include system birth and death or changes to the mission criticality or information sensitivity levels. For guidance on automated information resource birth and death, see Section 2.1.2.3.2; for guidance on changes to mission criticality or information sensitivity levels, see Section 2.2 and its subsections.

4.0 Relevant definitions

	Application
	The use of information resources to satisfy a specific set of user requirements.

	Automated information resource
	Both government information and information technology.

	Capital planning and investment control process
	A management process for ongoing identification, selection, control, and evaluation of investments in information resources.

The process links budget formulation and execution, and is focused on agency missions and achieving specific program outcomes.

	General Support System (GSS)
	An interconnected set of information resources under the same direct management control, which shares common functionality. A GSS normally includes hardware, software, information, data, applications, communications, and people. A GSS can be, for example, a local area network (LAN) including smart terminals that supports a branch office, an agency-wide backbone, a communications network, a departmental data processing center including its operating system and utilities, a tactical radio network, or a shared information processing service organization (IPSO).

	Government information
	Information created, collected, processed, disseminated, or disposed of by or for the Federal Government.

	Information
	Any communication or representation of knowledge such as facts, data, or opinions in any medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual forms.

	Information life cycle
	The stages through which information passes, typically characterized as creation or collection, processing, dissemination, use, storage, and disposition.

	Information resources
	Both government information and information technology.

	Information technology
	Any equipment or interconnected system or subsystem of equipment that is used in the automatic acquisition, storage, manipulations, management, movement, control, display, switching, interchange, transmission, or reception of data or information by an executive agency. This includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services), and related resources. 

	Major Application (MA)
	An application that requires special attention to security due to the risk and magnitude of the harm resulting from the loss, misuse, or unauthorized access to or modification of the information in the application.

	Major Information System
	An information system that requires special management attention because of its importance to an agency mission; its high development, operating, or maintenance costs; or its significant role in the administration of agency programs, finances, property, or other resources.


5.0 References

This is a listing of legislation, OMB guidance, and NIST documents relevant to the maintenance of an inventory of GSSs and MAs.

Laws
Clinger-Cohen Act, Public Law 104-106

Paperwork Reduction Act, Public Law 104-13

Freedom of Information Act, Public Law 104-231

Government Information Security Reform Act, Public Law 106-398

Computer Security Act of 1987, Public Law 100-235

Privacy Act, Public Law 93-579

OMB Circulars

OMB Circular A-130, Management of Federal Information Resources
OMB Circular A-11, Planning, Budgeting, Acquisition of Capital Assets, Strategic Plans, Performance Plans
NIST Guidance
NIST SP 800-12, An Introduction to Computer Security: The NIST Handbook
NIST SP 800-18, Procedures for Developing Security Plans for Information Technology Systems
NIST SP 800-26, Self-Assessment Procedures for Information Technology Systems
NIST SP 500-167, Information Management Directions: The Integration Challenge
Department Guidance
IT Security Policy

IT Security Program and Management Plan

IT Security Certification and Accreditation Procedures
IT Security Risk Assessment Procedures.

DEPARTMENT OF EDUCATION

GENERAL SUPPORT SYSTEMS AND MAJOR APPLICATIONS INVENTORY:

Appendix A– GSS and MA Inventory Submission Form


Department of Education
General Support System (GSS) & Major Application (MA) Inventory Submission Form

Date: 









Principal Office: 







Automated Information Resource Name: 






Point(s) of Contact:











Computer Security Officer

Name: 





 Phone #: 





Automated Information Resource Owner(s)

Name: 





 Phone #: 





Name: 





 Phone #: 





Automated Information Resource Manager(s)
Name: 





 Phone #: 





Name: 





 Phone #: 





The following form must be completed for every GSS and MA within the Principal Office. In addition, completion of this form is highly recommended for each application in order for each Principal Office to document that all automated information resources are properly evaluated.  

Please fill in the columns labeled “Category” and “Explanation” for each area.  For each of the areas addressed, there must be at least one check in the “Category” column. The “Explanation” column must include your explanation as to why the selected answer in the “Category” column was provided. Explanations must be based on Federal laws and guidance as well as the appropriate Department guidance as indicated in the “Reference” section.  Specific references to the definitions provided in the Department of Education GSS and MA Inventory Guidance must be included in the explanation. The “Reference” column is provided solely for guidance and does not require a response.

	Category (check one)
	Explanation
	Reference



	Automated Information Resource
	 FORMCHECKBOX 
  General Support System (GSS)

 FORMCHECKBOX 
  Major Application (MA)

Identified as:

· mission-critical or important; or

· mission-supportive and an Information Sensitivity category rated as ‘Medium’ or ‘High’
 FORMCHECKBOX 
  Application

Identified as mission-supportive and all Information Sensitivity categories rated as ‘Low’

	Business Function:
Data:      

Hardware:  

Hardware Location: 

Software: 

Software Location: 

In development or operational:

	Include business processes that the automated information resource accomplishes, such as the type of data it contains and technical information (hardware, hardware location, software, software location, etc.).

Department of Education General Support System and Major Applications Inventory Procedures

Section 2.1.2 Identify Automated Information Resources

Section 2.1.3 Categorize Automated Information Resources as GSS or Application

Section 2.3. Identify MAs



	Information Sensitivity
	Confidentiality
 FORMCHECKBOX 
  High

 FORMCHECKBOX 
  Medium

 FORMCHECKBOX 
  Low


	
	Department of Education General Support System and Major Applications Inventory Procedures

Section 2.2.1 Information Sensitivity

	
	Integrity

 FORMCHECKBOX 
  High 

 FORMCHECKBOX 
  Medium

 FORMCHECKBOX 
  Low
	
	Department of Education General Support System and Major Applications Inventory:  Appendix A – Inventory Process

Section 2.2.1 Information Sensitivity

	
	Availability

 FORMCHECKBOX 
  High 

 FORMCHECKBOX 
  Medium

 FORMCHECKBOX 
  Low
	
	Department of Education General Support System and Major Applications Inventory:  Appendix A – Inventory Process

Section 2.2.1 Information Sensitivity

	Mission Criticality
	 FORMCHECKBOX 
  Critical

 FORMCHECKBOX 
  Important

 FORMCHECKBOX 
  Supportive


	
	Department of Education General Support System and Major Applications Inventory:  Appendix A – Inventory Process

Section 2.2.2 Mission Criticality

	Interconnectivity
	If an application or major application, list the GSS on which it resides

Does the automated information resource have interconnectivity with other GSSs or applications?

 FORMCHECKBOX 

Yes

 FORMCHECKBOX 

No


	
	


DEPARTMENT OF EDUCATION
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Appendix B– Sample GSS and MA Inventory Submission Form


Department of Education
General Support System (GSS) & Major Application (MA) Inventory Submission Form

Date: Dec 28, 2001

Principal Office: Office of Educational Furniture

Automated Information Resource Name: Imaginary Chair Tracking System (ChTS)
Point(s) of Contact:

Computer Security Officer

Name: I.B. Security_______________________ Phone #: 111-2222_____________________

Automated Information Resource Owner(s) and Manager(s)

Name: Bob Smith_________________________ Phone #: 111-5625_____________________

Name: __________________________________ Phone #: ____________________________

Automated Information Resource Manager(s)
Name: 





 Phone #: 





Name: Ethan Allen




 Phone #: 111-5684




The following form must be completed for every GSS and MA within the Principal Office. In addition, completion of this form is highly recommended for each application in order for each Principal Office to document that all automated information resources are properly evaluated.  

Please fill in the columns labeled “Category” and “Explanation” for each area.  For each of the areas addressed, there must be at least one check in the “Category” column. The “Explanation” column must include your explanation as to why the selected answer in the “Category” column was provided. Explanations must be based on Federal laws and guidance as well as the appropriate Department guidance as indicated in the “Reference” section.  Specific references to the definitions provided in the Department of Education GSS and MA Inventory Guidance must be included in the explanation. The “Reference” column is provided solely for guidance and does not require a response.

	Category (check one)
	Explanation
	Reference



	Automated Information Resource
	 FORMCHECKBOX 
  General Support System (GSS)
 FORMCHECKBOX 
  Major Application (MA)

Identified as:

· mission-critical or important; or

· mission-supportive and an Information Sensitivity category rated as ‘Medium’ or ‘High’
 FORMCHECKBOX 
  Application

Identified as mission-supportive and all Information Sensitivity categories rated as ‘Low’

	Business Function: Supports a PO-wide activity limited to just the Office of Educational Furniture. The database helps produce an annual report on the chairs in the POC. It is used to assist in the assignment of new chairs. OEF tests all kinds of Educational Furniture. There are more chairs to be tested than any other type of furniture. OEF assigns a particular chair to one staff member for one month and then the chair is rotated to another staff person for another month. The database tracks the initial delivery of the chair and its pertinent information, and then follows the chair through five staff assignments. Only Executive Office staff can assign chairs, but everyone must complete their chair evaluations in the database. A weekly chair status report is prepared for the Executive Officer. A monthly report and briefing is prepared for the Assistant Secretary.

Data:      Specific details about the chairs such as, color, brand, model number, category (arm, side, table), or fabric. Details about where the chair is currently assigned such as staff name, room number, and date assigned. There is no privacy act information. The last four digits of the SSN are used in conjunction with the staff name as a staff ID number.

There is not Privacy Act, financial or proprietary data contained in the ChTS.

Currently operational

Hardware:  EDNET Application Server – Compaq 3000 and EDNET DELL workstations used by OEF staff.

Hardware Location: EDNET server room in ROB3, the RAS server in ROB3 (for those dialing into EDNET) and OEF offices in FB6.

Software: Access 97

Software Location: Two Access 97 database files (forms and tables) reside on EDNET server (\\ROB3FPR02\Groups\OEP); access 97 is launched off of local EDNET workstations and connect to the forms database that accesses linked tables from the tables database.


	Include business processes that the automated information resource accomplishes, such as the type of data it contains and technical information (hardware, hardware location, software, software location, etc.).

Department of Education General Support System and Major Applications Inventory Procedures

Section 2.1.2 Identify Automated Information Resources

Section 2.1.3 Categorize Automated Information Resources as GSS or Application

Section 2.3. Identify MAs



	Information Sensitivity
	Confidentiality
 FORMCHECKBOX 
  High

 FORMCHECKBOX 
  Medium

 FORMCHECKBOX 
  Low


	There is no privacy act or proprietary data to protect. No vendor or cost information is tracked on the chairs, only brand and model. If a non-authorized person read data that they are not “allowed” to see, administrative action (such as suspension or a letter of reprimand) would be the most severe consequence. If the chair ratings were discovered by outside chair competitors, the financial impact would be under 100,000 dollars.

	Department of Education General Support System and Major Applications Inventory Procedures

Section 2.2.1 Information Sensitivity

	
	Integrity

 FORMCHECKBOX 
  High 

 FORMCHECKBOX 
  Medium

 FORMCHECKBOX 
  Low
	The data maintained on the chair ratings does affect recommendations for particular chairs. Since entire school districts use these recommendations, the financial impact of manipulated ratings could be between $150,000 and $300,000, but less than a million dollars. Anyone involved with such data manipulation would possibly be sued but not sent to jail.
	Department of Education General Support System and Major Applications Inventory Procedures

Section 2.2.1 Information Sensitivity

	
	Availability

 FORMCHECKBOX 
  High 

 FORMCHECKBOX 
  Medium

 FORMCHECKBOX 
  Low
	The reports are much easier to prepare with the database and it would be very inconvenient if the database were unavailable to quickly locate a specific chair. However, manual inspection of invoices (for receipt information) and office space (to locate chairs) could be used. The consequences of the database being unavailable would probably never be even administrative. The extra manpower required to manually prepare the reports would be less than $100,000 since at worst, a contractor could be hired to prepare the most important reports for $75,000.
	Department of Education General Support System and Major Applications Inventory Procedures

Section 2.2.1 Information Sensitivity

	Mission Criticality
	 FORMCHECKBOX 
  Critical

 FORMCHECKBOX 
  Important

 FORMCHECKBOX 
  Supportive


	It makes OEF more efficient and expedites their reports but does not directly support one of the 8 primary Department missions (as identified under PDD63).
	Department of Education General Support System and Major Applications Inventory:  Appendix A – Inventory Process

Section 2.2.2 Mission Criticality

	Interconnectivity
	If an application or major application, list the GSS on which it resides

Does the automated information resource have interconnectivity with other GSSs or applications?

 FORMCHECKBOX 

Yes

 FORMCHECKBOX 

No


	The ChTS does not give or receive any data to any other MA or GSS. It resides on EDNET as its GSS, but otherwise does not interface with any other system. It is accessed from local OEF workstations. OEF staff may access this database when they connect remotely either through analog dialup to the RAS server or through the VPN connection.
	Department of Education General Support System and Major Applications Inventory:  Appendix A – Inventory Process

Section 2.3.2 Major Application-General Support System Linkages
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Appendix C – Sample Memoranda


Sample Memorandum from the Chief Information Officer

To:

[PRINCIPAL OFFICER NAME]
Principal Officer for [PO NAME] 

From:

Craig B. Luigart

Chief Information Officer

Subject:
Endorsement of [PO NAME]’s General Support System and Major Application Inventory.
As the Chief Information Officer for the Department of Education, I hereby acknowledge that the following General Support System (GSS) and Major Application (MA) inventory is accurate and comprehensive – consistent with the requirements of the Office of Management and Budget (OMB) Circular A-130, Management of Federal Information Resources, the Clinger-Cohen Act
, the Government Information Security Reform Act (GISRA)
, and the Computer Security Act of 1987
 – as of [DATE OF SUBMISSON] for the [PO NAME]. 
	GSS/MA Name


	Type 

(GSS or MA)
	Mission Criticality
	Information Sensitivity
	Last Inventory Update

	
	
	
	Confidentiality
	Integrity
	Availability
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


My point of contact for the maintenance of this GSS and MA inventory is Jenny Beale at 202-401-2195.

Sample Memorandum from Principal Officers to the Chief Information Officer Validating the GSS and MA Inventory 

To:

Craig B. Luigart

Chief Information Officer 

From:

[PRINCIPAL OFFICER NAME]
Principal Officer for [PO NAME]
Subject:
Endorsement of [PO NAME]’s General Support System and Major Application Inventory.

As the Principal Officer for the [PO NAME], I hereby acknowledge that the following General Support System (GSS) and Major Application (MA) inventory and the attached inventory submission forms for each GSS and MA is accurate and comprehensive – consistent with the requirements of the Office of Management and Budget (OMB) Circular A-130, Management of Federal Information Resources, the Clinger-Cohen Act
, the Government Information Security Reform Act (GISRA)
, and the Computer Security Act of 1987
, as of [DATE OF SUBMISSON] for the [PO NAME].
	GSS/MA Name


	Type 

(GSS or MA)
	Mission Criticality
	Information Sensitivity
	Last Inventory Update

	
	
	
	Confidentiality
	Integrity
	Availability
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


My point of contact for the maintenance of this GSS and MA inventory is [POC NAME & NUMBER].

Attachments [N] inventory submission forms

DEPARTMENT OF EDUCATION

GENERAL SUPPORT SYSTEMS AND MAJOR APPLICATIONS INVENTORY:

Appendix D – Information Covered by the Privacy Act & Freedom of Information Act (FOIA) Exemptions


Confidential information transmitted, stored, or processed on the GSS or MA, may include, but is not limited to, financial, proprietary and personal information.

	types of Confidential information

	Financial Information

	· Sales statistics

· Profit and loss data

· Overhead and operating costs

· Reports on financial condition

· Capital expenditures

· Budgets
	Exemption (b)(4) of the FOIA protects proprietary “commercial or financial information obtained from a person [that is] privileged or confidential.”  The term "person" refers to a wide range of entities, including corporations, banks, state governments, agencies of foreign governments, and Native American tribes or nations.  This exemption protects the interests of both the government and submitters of information.

	Proprietary Information

	· Trade Secrets

· Business plans or technical designs

· Research and development data

· Internal personnel rules & practices of the agency
	Exemption (b)(2) of the FOIA protests from disclosure records that are related solely to the internal personnel rules and practices of the agency.  Exemption (b)(4) of the FOIA also protects "trade secrets."    A trade secret is a commercially valuable plan, formula process or device that is used for making or processing trade commodities and that is the end result of substantial effort or innovation.

	Personal Information

	· Social security numbers

· Credit history

· Loan history

· Personal addresses

· Personal financial information
	Exemption (b)(6) of the FOIA protects from disclosure information about individuals contained in  “personnel or medical files ” when release of the information “would constitute a clearly unwarranted invasion of personal privacy.”  An individual's name and address may not be sold or rented by an agency unless specifically authorized by law.  On the other hand, no agency shall withhold names and addresses that are otherwise permitted to be made public.  Any contractor or employee of a contractor is considered to be an employee of the agency.

	types of NON-Confidential information

	· Grantee name

· Employee names, titles, grades, salaries, duty stations or office phone numbers

· Contractor names, e-mail addresses or business contact information
	Exemption (b)(6) of the FOIA states that information submitted with no expectation of privacy should be considered non-confidential information.


Figure 2-1: GSS and MA Inventory Process





Is any business function supported by automated information resources not owned by the Department?





Are there any automated information resources under development to support business functions?





Government information is information created, collected, processed, disseminated, or disposed of by or for the Federal Government. 





Information technology includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services), and related resources.








How severe a loss would occur as a result of disclosure of data?














How severe a loss would occur if the information were not available as needed?








How severe a loss would occur if the data were incorrect?











Do other automated information resources to transmit or store data use the automated information resource?





Some automated information resources may be identified as both a General Support System and an application, as in the case where a database is run from a stand-alone computer.





Figure 2-2: Review and Endorsement of �GSS and MA Inventory





Any automated information resource that receives federal funding must be considered as a candidate general support system or application.





If an application or GSS contains social security numbers, the confidentiality level must be no less than high.  





If the GSS or application contains any information protected by the Privacy Act or the Freedom of Information Act (FOIA), then the confidentiality level must be no less than Medium.  





Note: The Department does not have automated information resources that could cause injury to U.S. interests.  Thus, the financial and legal ramifications should be used as a guide to determine information sensitivity.
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Is the automated information resource a local or wide-area network?





Does the automated information resource support multiple other automated information resources?








� Public Law 106-398.


� OMB Circular A-130.


� OMB CircularA-130, Appendix III.


� Public Law 106-398, October 30, 2000


� NIST SP 800-18, Procedures for Developing Security Plans for Information Technology Systems


�NIST SP 800-18, Procedures for Developing Security Plans for Information Technology Systems 


�NIST SP 800-18, Procedures for Developing Security Plans for Information Technology Systems 


� OMB Circular A-130, Appendix III


� OMB Circular A-130, Appendix III


� See Critical Missions and Mission-Essential Infrastructure Assets, May 17, 2001


� OMB Circular A-130, Appendix III


� The GSS and MA inventory validation process will be completed semi-annually, on January 31 and July 31, with CIO receipt of PO validation of the GSS and MA inventory no less than 2 weeks prior to the final validation date.


� Public Law 104-106


� Public Law 106-398


� Public Law 100-235


� Public Law 104-106


� Public Law 106-398


� Public Law 100-235






