Certification and Accreditation Document Support Services

Task Three – Risk Assessments

Note:  Read the Certification and Accreditation Document Support Services Blanket Purchase Agreement (BPA) Statement of Work first.  There is a section in that that tied the RA's in with the overall BPA SOW.
Scope

The Department requires independent Risk Assessments on all General Support Systems (GSSs) and Major Applications (MAs) listed in the GSS and MA Inventory  with a completion goal of June 30, 2002.  This task will be to conduct Risk Assessments compliant with NIST Special Publication 800-30, Risk Management for Information Technology Systems, and conforming to the Department of Education Information Technology Security Risk Assessment Guide.  The written report of each Risk Assessment should conform to the Risk Assessment Template included in the Guide.  Each Risk Assessment must also validate a NIST Security Self-Assessment Guide for Information Technology Systems (NIST Special Publication 800-26) for the GSS or MA that it assessed.  Each Risk Assessment must be conducted in coordination with the Information Assurance office within the Office of the Chief Information Officer.  Each Risk Assessment will include six steps as follows:

· System Characterization to include a description of the business function that supports this GSS or MA; the hardware and software (and their locations) that supports this GSS or MA; the Mission Criticality of this GSS or MA; the level of sensitivity risk for confidentiality, integrity and availability for the data contained in this GSS or MA; the GSS supporting the system if it is a MA; any interdependencies with other GSSs or MAs.

· Identification of threats to this GSS or MA

· Identification of vulnerabilities of this GSS or MA

· Determination of Risks for this GSS or MA

· Remediation Plan to address all Risks determined for this GSS or MA

· Written Report encompassing the previous five steps and in the format of the Template included in the Department of Education Information Technology Security Risk Assessment Guide. 

Deliverable Delivery Schedule. 

· Work Breakdown Schedule for implementing this task.  Date of Award (DOA) plus 5 business days.

· Action Plan for completing Risk Assessments.  DOA plus 10 business days.

· Activities approved in action plan.  To be determined.

Period of Performance.  Base period consisting of date of award through December 31, 2002 and one option period from January 1, 2003 through December 31, 2003.  The option period is to be exercised at the government’s discretion.
Other Pertinent Information or Special Considerations and Requirements

The Department encourages identification of processes and products used by other Government entities that can be modified for use in this Department. 
