Application Certification and Accreditation (C&A)  

Boundary/Scope Memo v[Insert #]


[Application Acronym] Boundary Scope Memo          
            Version [Insert #]

	Scoping Meeting Date: 
	
	Scoping Meeting Location:
	


	Application Name: 
	

	Application Acronym: 
	

	Information System Type (Major Application or Minor Application):
	

	Business Unit Name: 
	

	Business Unit POC:
	

	Designated Approving Authority (DAA) Name: 
	

	Organization:
	

	Title:
	

	Office Number:
	


	Location(s):

	Production Environment (i.e., hardware):
	

	Development/Test Environment (i.e., hardware):
	

	Developers:
	

	Working Session:
	

	Security Test & Evaluation (ST&E):
	


Purpose:

The purpose of this memo is to document the boundary of [Application Name], hereafter referred to as [Application Acronym], and the scope for performing the Certification & Accreditation (C&A) of [Application Acronym].
[Note:  Fields in blue font are template fields and should be removed upon completion of this document.]

Milestones & Deliverables:

The following deliverables will be developed as part of the C&A:
	Milestones:
	Start Date:
	End Date:
	Deliverables:

	Working Session
	
	
	Draft SSP, ITCP

	Validation Session
	
	
	Updated Draft SSP, ITCP,
Draft PIA, ST&E Plan

	ST&E Execution/TT&E
	
	
	Updated ST&E Plan with Results, Appendix P of ITCP,
Draft ST&E Findings Matrix 

	Security Assessment Report
	
	
	Draft Security Assessment Report

	Risk Overview Session
	
	
	Updated Draft C&A Documents

	Deliver C&A Package to Stakeholders
	
	
	Draft C&A Package

	Certifier Sign Certification Memo
	
	
	Final C&A Package, Final Certification Memo

	DAA Sign Accreditation Memo
	
	
	Final C&A Package, Final Certification Memo, Final Accreditation Memo


Application Description:

[Insert a description of the function and purpose of the system.  Include a list of user organizations, whether they are internal or external to the system owner’s organization, and a general description of the type of information and processing provided.  In addition, include a description of each of the application’s distinct modules and their functions in Table 1.]


Table 1:  Application Modules

	Module Name:
	Module Function:

	
	


Application Hardware and Software: 

[Insert a detailed description of the technical environment of the application, including information such as the name and description of application software and how the application is accessed by users (e.g., via Intranet).  In addition, discuss the GSS on which the application resides.  Document hardware and software components in Table 2, including components that support the application’s development/test environment.  When documenting these components, use the example below for guidance.  Be sure to include version numbers where applicable.]


Table 2:  Application Hardware and Software

	Hardware Component:
	Location(s):
	Operating System, Version:
	Database(s), Version(s):
	Other Software, Version(s):
	Function/Supported Module(s):

	
	
	
	
	
	


Proposed Scope:

This section documents the components of the application that are included within the scope of this C&A review, as well as the components that are outside of the scope of the review.  The proposed scope for this review includes the components noted as “In Scope” in Table 3 below.  For the components noted as being “In Scope”, the required NIST Special Publication (SP) 800-53 security controls will be documented and tested.
[Populate the table shown below with the application components that are listed above, including both application modules and supporting hardware/software.  If the application is not broken into modules, list only the name of the application in the “Application Components” section of Table 3 below.  Based on collaboration with the system owner and relevant stakeholders, document the components of the application that have been determined to be “In Scope”, as well as the components that have been determined to be “Out of Scope”.  For each component listed as being “Out of Scope”, note the reason why the component is “Out of Scope” in the “Comments” column.  Use the example below for guidance.]

Table 3:  Proposed Scope
	Component Name:
	In Scope:
	Out of Scope:
	Comments:

	Application Components:

	AppX
	X
	
	

	AppX Module 1
	X
	
	

	AppX Module 2
	X
	
	

	AppX Module 3
	X
	
	

	Supporting Infrastructure Components*:

	AppX Application Server
	
	X
	Part of GSS-XX accreditation boundary

	AppX Oracle Database Server
	
	X
	Part of GSS-XX accreditation boundary


*Note: For any infrastructure components listed as “Out of Scope”, please note that the RA-5 and CM-6 security controls will be tested as part of the ST&E.

Security Test & Evaluation (ST&E) execution must take place in the application’s production environment unless approval is granted by the appropriate senior level organizational official. 
Security Categorization:
Application security categorization will be performed as the first step in the application C&A as required by FIPS 199 in order to select appropriate system security controls to be addressed throughout the rest of the C&A.  FIPS 199 categories are derived according to the potential impact on a system that would occur if its Confidentiality, Integrity, or Availability were compromised.  FIPS 199 category definitions are as follows:  

· High Impact:  The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals. 

· Moderate Impact:  The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals.

· Low Impact: The loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals.
[Application Acronym] has been categorized as a [High, Moderate, or Low] system according to FIPS 199.

Certification & Accreditation Team

The C&A team for this Application will be comprised of the following member(s):

	Responsibility:
	Name:
	Phone:
	E-mail:
	Organization:

	C&A Team Manager - responsible for application review oversight
	
	
	
	

	C&A Team Lead - responsible for overall coordination
	
	
	
	

	ST&E POC (Primary) -support coordination of C&A and ST&E Lead
	
	
	
	

	ST&E POC (Secondary)
	
	
	
	

	SSP Lead
	
	
	
	

	e-Authentication
	
	
	
	

	PIA Lead 
	
	
	
	

	ITCP Lead                      (including BIA, TT&E)
	
	
	
	

	Overall Coordination for ITCP
	
	
	
	

	ST&E Support (Primary)
	
	
	
	

	ST&E Support (Secondary)
	
	
	
	

	SAR Lead
	
	
	
	


Business Owner Points of Contact

	Responsibility:
	Name:
	Phone:
	E-mail:
	Organization:

	Application POC
	
	
	
	

	BU POC
	
	
	
	

	DAA POC
	
	
	
	

	Business Unit FISMA Liaison POC
	
	
	
	

	Support Coordination of On-site ST&E
	
	
	
	

	PIA and SORN 
	
	
	
	

	Security Engineering Support
	
	
	
	

	Developer
	
	
	
	

	Database Administrator
	
	
	
	

	Functional/ Non-Functional Tester
	
	
	
	

	Configuration Management POC
	
	
	
	

	System Administrator
	
	
	
	


As the Designated Approving Authority (DAA) for [Application Acronym], I hereby certify that the [Application Acronym] boundary described in this Boundary Scope Memo is complete and provides an accurate representation of the application, the application’s components, and the application’s supporting hardware and software.  However, I understand that this document is a DRAFT, and changes may be made until it is submitted as FINAL with the v1.0 C&A package.  

/s/

_____​​​​​​​​​​​​​​________________________​____________



_____________

[Application Acronym] Designated Approving Authority


Date
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