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Preface

As the Center for Disease Control and Prevention (CDC) Information Security Program evolves, this document will be subject to review and update, which will occur annually or when changes occur to the HHS Plan of Action and Milestones (POA&M) Guide.  These changes may include the following:

· Changes in roles and responsibilities

· Release of new executive, legislative, technical, or Departmental guidance

· Identification of changes in governing policies

· Changes in vulnerabilities, risks, and threats

· Inspector General findings that stem from a security audit

Revisions will be highlighted in the Document Change History table.  Each revised guidance document is subject to OCISO’s document review and approval process before becoming final.  When it is approved, a new version of this document will be issued, and all affected parties will be informed of the changes made.

Introduction

A plan of action and milestones (POA&M) is a tool identifying tasks that need to be accomplished.  It details resources required to accomplish the elements of the plan, any milestones in meeting the task, and scheduled completion dates for the milestones.

Purpose 

The purpose of a POA&M is to assist agencies in identifying, assessing, prioritizing, and monitoring the progress of corrective efforts for security weaknesses found in programs and systems.

Requirements

Office of Management and Budget (OMB) policy requires agencies to prepare POA&Ms for all programs and systems where an Information Technology (IT) security weakness has been found.  This applies to all of CDC’s Centers, Institutes, and Offices (C/I/O)s and agency programs and directs officials to develop, implement, and manage POA&Ms for all programs and systems they operate and control (e.g. for program officials this includes all systems that support their operations and assets).  Additionally, program officials shall regularly (at least quarterly and at the direction of the C/I/O) update the agency Chief Information Officer (CIO) on POA&M progress.

Definitions

Office of the Chief Information Security Officer (OCISO) – OCISO is responsible for all phases of the cyber security program at the Centers for Disease Control and Prevention (CDC).  OCISO’s primary focus is to spearhead all operations centered on vulnerability scanning, intrusion monitoring, firewall operations, and cyber security testing and evaluation.  OCISO is directed by the Chief Information Security Officer (CISO) who has certifying authority over all systems.

HHS POA&M Tool – The HHS POA&M is an online tool specifically designed to collect, analyze, and report OMB Federal Information Security Management Act (FISMA) data.  The HHS POA&M Tool provides HHS with a POA&M tracking tool and an online survey creator for other FISMA and Information Security data requests.  The HHS POA&M Tool collects and manages information from the Operating Divisions (OPDIV).  Management uses the application’s reporting functionality for internal and external data requests, predominately for the POA&M reports.

Report Coordinator – The Report Coordinator is a culmination of several individuals working on the CISO Representative Team and the Test & Evaluation Team.  They are responsible for monitoring the Report Coordinator mailbox ([e-mail address]) and serve as the point of contact (POC) for all POA&M tracking and inquiries. 
Analyst – An Analyst refers to a CISO representative on the POA&M Review or Certification & Accreditation (C&A) Team who work with system Stewards initially or throughout the system’s lifecycle.  The C&A Analyst will assist the Steward/system owner in developing the system’s characterization data, creating the system’s POA&M, and preparing for the risk mitigation negotiation meeting in order to receive final authorization to operate (ATO) the system.  The POA&M Review Analyst works to verify and close out outstanding POA&M items throughout the system’s lifecycle.  This work involves verifying both document-based and technical controls implemented by system Stewards to remediate risks identified for their systems during the C&A process.  Multiple analysts on these teams provide services for POA&M weakness mitigation.

CISO Representative – The CISO Representative is the individual(s) responsible for compiling, coordinating, and reporting to HHS/OMB on cyber security and vulnerabilities through POA&M data capture.  As the CISO Representative(s), they will ensure compliance with HHS and OMB policy, guidance and regulations concerning POA&M reporting are in compliance.  They are also responsible for maintaining the HHS POA&M Tool and for notifying the Stewards of changes, modifications, and/or updates to the POA&M process.

POA&M Review Team – The OCISO POA&M Review Team is responsible for verifying and closing out outstanding POA&M items.  The metrics by which the document-based and technical controls are measured are derived directly from NIST Special Publications and OMB Memorandums, and these metrics are intended to aid system Stewards in producing document-based security controls that will satisfy future Office of the Inspector General (OIG) inquiries.  The POA&M Review Analyst works closely with the Stewards and the CISO Representative(s) to provide assistance and recommendations for closing out POA&M items.

Certification & Accreditation (C&A) – The C&A process is a continuous succession of activities: planning for C&A, system analysis, vulnerability analysis, formal approval by a Designated Approving Authority (DAA) based on level of acceptable risk, and system implementation. The C&A process also generates several documents (e.g. System Security Plan (SSP), Risk Mitigation Worksheet (RMW), Risk Assessment Report (RAR), Business Continuity Plan (BCP), Rules of Behavior (ROB), to ensure the system is in compliance with HHS, OMB, and National Institute of Standards and Technology (NIST) guidance.  Agencies periodically review the security controls in their information systems and authorize system processing, both prior to operation and periodically thereafter.  The detailed review of security controls is typically referred to as security certification and the official management decision to authorize system operations is known as accreditation.

System Owner – The System Owner and/or Business Steward manages system-level corrective action plans for all systems that support their operations and assets.  They update management regularly on the progress of weakness remediation efforts, enabling OCISO to monitor agency-wide remediation efforts and provide the agency’s quarterly update to OMB.

Information System Security Officer (ISSO) – The ISSO oversees systems in his/her organization.  Their span of responsibility may include (but is not limited to) the following: work with system owners to develop, implement, and manage corrective action plans for all systems they own and operate; ensure that POA&Ms contain appropriate details, as required by OMB and HHS; centralize POA&M information; conduct follow-up to verify corrective action status and update management on a regular basis of the progress of the mitigation activities for each weakness.

Steward – The Steward (for purposes of POA&M tracking) is the person who is responsible for the system’s information security and for keeping POA&M data current, which includes ensuring that the correct Stewards are listed in the contact information.  The Stewards are aware of and have accepted their roles and responsibilities as a Steward.

Stewards’ Responsibilities

The system POA&M is the property of the System Stewards.

· Business Steward:  the person with overall responsibility for the POA&M as the actual system and business process owner

· Security Steward:  someone who is responsible for playing the lead role in maintaining the systems information security.  They provide direct security oversight and coordination regarding POA&M issues for the Business Steward to ensure that application POA&M issues are actively pursued and coordinated

· Technical Steward (typically an information technology professional):  the person responsible for the technical day-to-day aspects of the system, including the details of system development

It is the responsibility of all the Stewards to maintain the POA&M document by submitting POA&M updates and supporting documentation to the [e-mail address] mailbox within the prescribed timeframe.

The main activities of the Stewards concerning the POA&M are:

· Responsible for tracking POA&M items.  During risk mitigation the Steward takes responsibility for accepting risks identified for compiling POA&M weakness items.  The Steward will track these POA&M weaknesses through completion.

· Receive notifications from the CISO Representative three weeks prior to fiscal quarter end (1 Dec, 1 Mar, 1 Jun, 1 Sep) requesting status updates for POA&M items that are coming due or have passed the due date.  Stewards must provide a status and update comments for items marked as ongoing or delayed (delayed items require a revised date in the comments field).  POA&M updates should continue until all weaknesses and milestones are officially completed and the system POA&M is closed-out.

· Work with the POA&M Review Analyst to schedule control verification appointments (for physical and technical controls), and provide copies of all documentation used as a control (document-based control) for verification.  POA&M items are not complete until independently verified by the POA&M Review Team.  All controls (document-based, physical, and technical) implemented to remediate POA&M weaknesses will be verified by the POA&M Review Team prior to being reported to the CISO Representative for HHS reporting.

· Responsible to notify the CISO Representative when their assignment as a Steward has changed.  The Stewards must supply the name of their replacement prior to reassignment (if possible) and forward the name of the replacement via email to the [e-mail address] mailbox and carbon copy their CISO Representative.

· Work with ISSO to develop, implement, and manage system-level corrective action plans for all systems that support their operations and assets.

· Update management regularly on the progress of weakness remediation efforts, enable monitoring of remediation efforts, and provide the quarterly updates to OCISO.

OCISO Responsibilities

OCISO:

· OCISO will serve as the centralized location for maintaining all up-to-date system and program POA&M files (hard and soft copy) and supporting information, reports, audits, and archived data.

· OCISO will serve as the POC for all OIG and FISMA Audits, Chief Financial Officer (CFO) reviews, and Internal Assessment efforts.  A CISO Representative will coordinate contacts for auditors with the ISSOs, Stewards, and others as required.

CISO Representative or C&A Analyst:

· The CISO Representative or C&A Analyst will be the initial point of contact for Stewards during the system lifecycle in preparation for the C&A process.  The C&A Analyst will work closely with the Stewards to develop the systems characterization data, create the system POA&M, and prepare the Steward/system owner for the risk mitigation in order to receive final ATO the system.

· The CISO Representative will: assist in the creation and management of the IT security program POA&Ms; inform management of weakness mitigation progress; work with the ISSOs and system owners to reduce risk; ensure system POA&Ms are developed and maintained; and make certain all POA&M data reflects the current state of security weaknesses across CDC and is consistent with reporting requirements.

· The CISO Representative will forward to the Steward all updates and changes from HHS/OMB which may affect the Stewards responsibilities concerning POA&M formats, POA&M processing, and POA&M reporting.

· It is the responsibility of the CISO Representative to track and maintain all POA&M activities, to manage the POA&M process for updating, coordinating, and reporting POA&M status to HHS / OMB on a quarterly basis (i.e., 1 Dec, 1 Mar, 1 Jun, 1 Sep).  The CISO Representative will also monitor progress of POA&M implementation and remediation efforts.

· The CISO Representative will be responsible for maintaining and updating the HHS POA&M Tool on the HHS website with the appropriate information.

POA&M Review Analyst:

· The POA&M Review Analyst will verify controls and close out outstanding POA&M items.  The POA&M Review Analyst will work closely with the Stewards to provide assistance and make recommendations for closing out the POA&M items.

· POA&M Review Analysts will contact system Stewards via the OCISO Report Coordinator mailbox if any of the controls implemented do not satisfy POA&M requirements.

· The POA&M Review Analyst will contact the Stewards via the OCISO Report Coordinator mailbox when all POA&M items have been completely closed out and verified (i.e. approved and signed by the Chief Information Security Officer).

POA&M Tracking/Notification Procedures

When status updates are received by the Report Coordinator within the required timeframe, a system message will be generated to the Technical Steward, Security Steward and POC (if applicable).  The following message is an example of the type of email that may be sent at OCISO’s discretion upon receipt and completion of POA&M weaknesses:

	TO:
Business Steward, Technical Steward, Security Steward and POC (if applicable)

SUBJ:
<System Name> POA&M Tracking - COMPLETION

Thank you for submitting your POA&M update(s) in a timely manner.  This message is to inform you that we are in receipt of all requirements for closure to your POA&M item(s).  Verification of controls has been conducted and your POA&M item(s) passed.  Please note that you have successfully completed the POA&M item(s) listed below.  If you have any further questions or need assistance, please call [phone number] and ask for the Report Coordinator.




In the event that OCISO does not receive status updates from Stewards within the prescribed timeframe(s), OCISO management may utilize the following email notifications to underscore the importance of timely submission:

· 1st contact (60 days prior)

	TO:
Technical Steward, Security Steward and POC (if applicable)

SUBJ:
<System Name> POA&M Tracking - 1st Reminder

This is a reminder that you have POA&M weaknesses that will come due within 60 days from the receipt of this notice.  You may forward your updates and supporting documentation to [e-mail address] upon completion.  If submitting documentation, please specify which document corresponds with which weakness.  All documents should be sent in Microsoft Word format whenever possible.  Please note that we require adequate time to thoroughly evaluate and verify your controls for completion and close-out of POA&M weaknesses.  If you have any questions or need assistance, please call [phone number] and ask for the Report Coordinator.




· 2nd contact (30 days prior)

	TO:
Technical Steward, Security Steward and POC (if   applicable)

SUBJ:
<System Name> POA&M Tracking – 2nd Reminder

This is a reminder that you have POA&M weaknesses that will come due within 30 days from the receipt of this notice.  You may forward your updates and supporting documentation to [e-mail address] upon completion.  If submitting documentation, please specify which document corresponds with which weakness.  All documents should be sent in Microsoft Word format whenever possible.  Please note that we require adequate time for the evaluation and verification of controls to complete this process.  If you have any questions or need assistance, please call [phone number] and ask for the Report Coordinator.




· 3rd contact (14 days prior)

	TO:
Business Steward, Technical Steward, Security Steward and POC (if applicable)

SUBJ:
<System Name> POA&M Tracking - NOTIFICATION

This is a follow-up reminder to the phone conversation or message left concerning your third reminder that you have POA&M weaknesses that will come due within 14 days from the receipt of this email.  Please forward your updates and supporting documentation to: [e-mail address] as soon as possible.  To ensure timeliness of the evaluation and verification of controls, we request your immediate response.  If you have any questions or need assistance, please call [phone number] and ask for the Report Coordinator.




· Escalation #1 (overdue)

	TO:
[name]

SUBJ:
<System Name> POA&M Tracking - POSSIBLE LATE WEAKNESSES

This notification is being sent to inform you that _____________ system has been contacted three times concerning POA&M weaknesses that were due on ________.  It has become necessary to escalate this item for management intervention and/or resolution.




· Escalation #2 

	TO:
DAA, Business Steward, Technical Steward, Security Steward and POC (if applicable)

cc:
[name] 

SUBJ:
<System Name> POA&M Tracking - LATE WEAKNESSES

This notification is being sent to inform you that the _____________ system has been contacted three times concerning POA&M weaknesses that are late/delayed and requires an update on progress and a new projected completion date.  Please send POA&M updates and supporting documentation to [e-mail address] immediately.  If you have questions or concerns please call [phone number] and ask for the Report Coordinator.




Appendix A

POA&M Process Frequently Asked Questions (FAQ)

What is a POA&M?

A plan of action and milestones (POA&M) is a tool that identifies tasks that need to be accomplished.  It details resources required to accomplish the elements of the plan, any milestones in meeting the task, and scheduled completion dates for the milestones.  A POA&M document, also referred to as a Corrective Action Plan, is a management tool that outlines identified information security system weaknesses along with the tasks necessary to mitigate them.  To facilitate the remediation of weaknesses, the POA&M process provides a means of planning and monitoring corrective actions, defines roles and responsibilities for solving problems, assists in identifying security funding requirements, tracks and prioritizes resources, and informs decision-makers.

Who uses the POA&M?
These plans are designed to be used largely by: (1) C/I/Os, program officials, and other appropriate agency employees to track progress of corrective actions; (2) Inspector General Auditors to perform follow-up work with agencies; and (3) OMB to assist in its oversight responsibilities.

How is the POA&M tied to the budget process?
To promote greater attention to security as a fundamental management priority, HHS has taken steps to integrate security into the capital planning and budget process.  This integration promotes security that complies with the agency's enterprise architecture, supports business operations, and is funded within each information system over its life-cycle.  To further assist in this integration, the POA&Ms and annual security reports and executive summaries are cross referenced to the budget materials sent to HHS, including exhibits 300 and 53.  On all POA&Ms which reflect estimated resource needs for correcting reported weaknesses, Stewards must specify whether funds will come from a reallocation of base resources or a request for new funding.  When developing a new system, the Steward is instructed to first contact the Capital Planning and Investment Control (CPIC) office and request to have the system entered into the Enterprise Systems Catalog (ESC), at which time a Unique Project Identifier (UPI) number will be assigned.  The UPI number(s) is then added to the POA&M for budget tracking purposes.

What level of detail and sensitivity should the POA&Ms include?
Sensitive descriptions of specific weaknesses are not necessary, but sufficient data is necessary to permit oversight and tracking.  For example, to the maximum extent practicable agencies should use the types of descriptions commonly found in reports of the GAO Office and Inspectors General such as "inadequate password controls," "insufficient or inconsistent data integrity controls," "inadequate firewall configuration reviews," "background investigations not been performed prior to system access," "physical access controls are insufficient," etc.  Where it is necessary to provide more sensitive data, the POA&M should note the fact of its special sensitivity.

Who can I ask about POA&M items I don’t understand?

System Stewards are held responsible for completion of POA&M items.  When Stewards are in need of assistance, require information, or status updates, they are advised to forward their inquiries to the [e-mail address].  This will help with tracking and allow for assignment of requests received.  An analyst or representative will periodically contact the Stewards and request a status update.
Reporting

Who should report POA&M status?

POA&M status updates will only be accepted when submitted via the [e-mail address] by a recognized System Steward or authorized point of contact.  Stewards may supply updates to the POA&M concerning status of weaknesses, changes in contact information, or provide comments to support delayed items.
What should be reported and when?

Stewards should report the status of weaknesses and milestones that are due for completion in the current month, or those completed ahead of deadline.  POA&Ms are reported to HHS quarterly by the CISO Representative.  Quarterly updates enable CDC to monitor agency remediation efforts and identify progress and problems.  Additionally, these updates are used to assess agency IT security status and progress. 

What form should be used to report the status of POA&M items?

Stewards should refer to the HHS POA&M spreadsheet to report the status of security controls.  Refer to the weakness Identifier (ID) and description on the spreadsheet when providing an update.  Stewards may simply copy/paste the weakness to an email.  Reported updates may be submitted in the body of an email and sent to [e-mail address].

What descriptors should be used in the “Status” field?

Status must be reported using one of the following descriptions:  Ongoing, Completed, or Delayed.  Use Ongoing unless the controls are in place and ready for verification, in which case Completed would be the appropriate designation.  Delayed is to be used if the weakness remediation is Ongoing and is past its due date.

What is the “Comments” field for?

The “Comments” field is the appropriate place to include additional information about the status of POA&M weaknesses.  It is not the appropriate place for a lengthy or technical description of controls, procedures, or methods for implementing them.  An example of an appropriate comment might be:  “Control was implemented by the hosting organization’s datacenter staff on ______________.”

Where is POA&M status reported?

All updates, changes and/or inquiries should be made via: [e-mail address].

How should POA&M weaknesses be referred to in correspondence, etc.?

The convention used to uniquely designate system weaknesses on the POA&M has changed.  CDC has moved away from the old format, and the new format is as follows:  SYSTEMNAME_QUARTER(B)_YEAR_#  Where SYSTEMNAME is the abbreviated name or acronym for the system, B is the letter A-D (e.g. A = Oct – Dec, B = Jan – Mar, C = Apr – Jun and D = Jul – Sep) which corresponds with the current fiscal quarter, YEAR is the current fiscal year, and # is the decimal representation of a particular weakness (whole numbers are used for the weakness while decimal increments of that number, e.g., 1.1, 1.2, are used to designate multiple milestones for that weakness.)  Ex.:  NASYS_B_2005_1.3 would be used to identify the fourth milestone (1.3) of the first weakness listed on the POA&M for the system named NASYS reported in the second fiscal quarter of 2005.  For security and consistency, system Stewards should use this weakness identifier to report the status of their system’s weaknesses.

Verification

What is the POA&M Verification Process?

OCISO has established a formal POA&M process to ensure steps are taken to verify information.  The POA&M Review Analyst utilize this verification process, which includes steps to validate that completed weaknesses have been tested to ensure their mitigation, and to ensure the accuracy of all reported information.  POA&M Review verifications begin upon receipt of notification of completed weakness items from the Steward(s) via [e-mail address].

Who is responsible for POA&M verification?

The POA&M Review Team within OCISO is responsible for verifying and closing outstanding POA&M items.  The metrics by which the document-based and technical controls are measured are derived directly from NIST special publications and OMB memorandums, and are intended to aid system Stewards in producing document-based security controls that will satisfy future OIG inquiries.  The POA&M Review Analyst will work closely with the Stewards to provide assistance and recommendations for closing out the POA&M items.
When is a POA&M verified and complete?

After receiving email notification via [e-mail address] of the completed POA&M item, the POA&M Review Analyst will review the support documentation and or technical control to ensure it adequately meets requirements.

Where does verification take place?

Most verification of controls take place on an administrative level in OCISO; however, for certain controls an Analyst from the POA&M Review Team will need to conduct on-site tests to determine pass / fail status.
Why is verification necessary?

Verification is necessary to ensure the POA&M items have been mitigated with the recommended controls in accordance with HHS, OMB, FISMA, FIPS, and NIST, and provides documentation in support of OIG audits.

How is the verification process implemented and what is the timeline? 

Whether the control is electronic copy or hard copy, it should be attached to an email and sent to the [e-mail address], where the POA&M Review Analyst   will review the document to ensure that federal requirements are met.  When the implemented control is technical or physical in nature, the Stewards must schedule Verification & Evaluation (V&E) with the POA&M Review Analyst and provide for a system administrator to accompany the POA&M Review Analyst to the host site where the verification will be carried out.  The POA&M Review Analyst will then sign-off on the control and submit it for internal OCISO review.  Approved control implementations will be reported and the POA&M item will be closed out and considered complete.  The timeline is dependent upon the responsiveness of the Steward(s) in supplying support documentation and complexity of the control.

What if the control fails verification?

If the control does not pass verification, the verification process begins again.  The control will be expeditiously redeployed / corrected and re-evaluated until it passes.  The POA&M Review Analyst provides recommendations and explanations for correcting the controls as necessary.

Close-Out

When is a POA&M item closed-out?

POA&M close-out dates are determined by OCISO once documentation is forwarded by the Steward and verification is made and approved by the POA&M Review Team.  The POA&M item will then reflect the completed date.  Updated POA&Ms are forwarded to Stewards quarterly unless otherwise requested.  A CISO Representative will work through [e-mail address] to notify Stewards of the status of POA&M items after official close-out.

Who is responsible for close-out of POA&M items?

A POA&M item is closed out when POA&M Review Analysts have verified the documentation and presented it to the POA&M Review Project Manager to ensure all requirements have been satisfied.  After this step, the POA&M item is officially closed by the approval and signature of the CISO or Certification Agent.

Where is the POA&M close-out information updated?

The CISO Representative will input the updated close-out information quarterly to HHS via the HHS POA&M Tool, and a hard and soft copy is kept on file with OCISO.

How is the POA&M officially closed-out?

After all controls have been verified for each POA&M weakness and milestone, the CISO will approve the POA&M status and it will be reported to HHS and closed out.

How long should the closed-out POA&M document be kept?

POA&M documents should be kept on file until after the system completes the disposal phase of the System Development Life Cycle (SDLC).

What can the Steward expect from close-out?

To fully realize the benefits of the POA&M process, Steward(s) should be able to apply the knowledge gained from the remediation of weaknesses to future improvement efforts.  Over time, information collected from completing milestones, and from the POA&M process in general, can be used to advance the overall effectiveness of future weakness mitigation.

Recertifications

What happens when we recertify a system?

When a system is re-certified, a new POA&M is compiled.  The POA&M may have identical POA&M items and/or newly identified POA&M items to be mitigated.

Appendix B

CONTACTS

The individuals listed below are OCISO points of contact, should you have any questions or need assistance mitigating your POA&M weaknesses.  All POA&M tracking however must be processed through the Report Coordinator mailbox ([e-mail address]). 

CISO Representatives


Report Coordinator

[phone number]

[name] 


[phone number]


[name]



[phone number]


[name]



[phone number]

POA&M Review Analyst  


Report Coordinator

[phone number]

[name]



[phone number]

[name]



[phone number]


[name]



[phone number]

C&A Analyst


[name]



[phone number]


[name]



[phone number] 


[name]



[phone number]

Appendix C

Plan of Action & Milestones (POA&M) Example

	Quarter A
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2006


	
	
	
	
	
	
	

	Ongoing: 0 Completed: 0 Delayed: 0
	
	
	
	
	
	
	
	
	

	System Name:
	System Critically as defined by FIPS:
	Confidentiality
	Availability
	Integrity
	If no weakness, provide a reason
	
	
	
	
	
	
	
	
	

	 Generic
	 Medium
	 Medium
	 Medium
	 Medium
	 
	
	
	
	
	
	
	
	
	

	 
	
	
	
	
	
	
	
	
	

	Exhibit 300
	Project ID (300)
	Project Name
	Exhibit 53
	Project ID (53)
	Security Costs
	Accreditation Date (Actual or Scheduled YYYY-MM-DD)
	
	
	
	
	
	
	
	

	 Yes
	 009-223334-55873
	 CDC Generic
	 Yes
	 009-223334-55873
	 $15k
	8/31/05 
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ID
	Weakness 
	POC
	Estimated Resource Hours Required
	Scheduled Completion Date 
	Milestones With Completion Dates 
	Changes to Milestones 
	Identified in CFO Audit or other review? 
	Completion Date
	Status
	Comments
	Risk Level
	Weakness Severity

	Gen_A_2006_1
	Standard procedures for disposition of data not established
	Jane Doe, ITSO,  Jack Doe, NCEH 
	100 hrs
	10/31/06
	Draft standard procedures for data by 7/31/06
	
	Risk Assessment 4/30/06
	9/30/06
	Completed



	
	Medium
	Weakness



                                    

	1.  Weakness Severity.  Possible selections: Weakness, Significant Deficiency, or Reportable Condition. All will annotate “weakness” unless otherwise instructed.



	2.  If no weaknesses provide a reason from the following six options:
- All weaknesses eliminated
- No review conducted
- No weaknesses found
- System in development
- System reclassified – not a system
- System retired
	
	

	3.  To be consistent across all C&A documents, when you transfer your risks and controls from the RMW to the RAR, and POA&M continue to include the control number in front of both the weakness and recommended control.  If your control has enhancements indicate which one(s) has been identified as missing (e.g., CP-7 (2)(3)(4) ).  When you complete each milestone indicate which control or enhancement you are addressing (e.g., CP-7 (2) ). 


Explanations should be offered for any weakness that shows “delayed”





Date of actual completion





Indicate Office and person’s name 





Field cannot be changed once submitted





Naming convention is by system acronym 





When a corrective action is not completed as originally scheduled, indicate new date. 





All systems must indicate Exhibit 53 UPI number, see CPIC





Record the level of risk that the weakness may be exploited





For POA&M purposes ONLY, use Medium
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