[image: image1.png]CENTERS for MEDICARE & MEDICAID SERVICES






Department of Health & Human Services
Centers for Medicare & Medicaid Services

7500 Security Boulevard, Mail Stop N3-13-27
Baltimore, Maryland 21244-1850

CENTERS FOR MEDICARE & MEDICAID SERVICES (CMS)

Office of Information Services (OIS)

Enterprise Architecture and Strategy Group (EASG)
CMS CONTINGENCY PLANNING TABLETOP TEST PROCEDURES 

Version 1.1 

July 25, 2007
Summary of changes in CP Tabletop Test Plan Procedures version 1.1

1. Version 1.0 of this document was never posted to the Information Security web page.  With the posting of this document to the web page on July 25, 2007, only minor administrative changes are being made to the document.  

a. All references to the System Security Group (SSG) have been changed to the Enterprise Architecture and Strategy Group (EASG), along with the old SSG Mailstop being changed to the EASG Mailstop of N3-13-27.

b. The Table of Contents has been modified to include all 1st and 2nd level headers entries.

c. The page number convention for the Appendices has been modified.

d. The “SAMPLE” watermark on Appendix D and E have been changed to blue to make them more prominent.  
2.  The templates for this procedure are available in MS-Word format at http://cms.hhs.gov/informationsecurity. 
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tabletop test procedures

Overview

Every contingency plan (CP) is required to be tested at least annually or after a substantive system change that necessitates a revision to the CP. For those applications that are both hosted at the Centers for Medicare & Medicaid Services (CMS) and not participating in a broader recovery test to a CMS approved recovery site during their annual test cycle, a tabletop test is required. A tabletop test is a cost-effective tool to validate the content of the CP. The goal of the tabletop test is to ensure the plan content is viable and can be implemented in an emergency situation. In addition, the tabletop test provides a forum for finding weak points in the plan, such as role confusion, inadequate procedures, or gaps in coverage. These weaknesses should be remedied in an updated version of the CP. 

The CP tabletop test is discussion-based only, and does not involve deploying equipment or other resources.  The discussion during the test can be based on a single scenario or multiple scenarios.  By simulating an emergency in an informal, stress-free environment, this test method allows for the free exchange of ideas and provides participants an opportunity to practice the steps to be followed in an actual event and to identify areas in the CP for enhancement.  

Overall, the benefits of testing include:

· Practicing procedures before a disaster

· Identifying areas that need modification

· Determining the adequacy of CP training

· Demonstrating the ability to recover

· Providing a mechanism for maintaining and updating the CP

· Meeting legal and audit requirements

A successful tabletop test steps participants through real-life scenarios; captures its results in a formal report; and incorporates the “lessons learned” into subsequent versions of the CP and the CP tabletop test plan.

Step-by-Step instructions

Tabletop tests are conducted in an informal setting.  The facilitator guides participants through a discussion designed to meet pre-defined objectives as documented in the CP tabletop test plan.  The discussion centers on a single scenario or multiple scenarios.  The steps involved in the test planning, execution, and reporting process are an interrelated set of tasks that have been organized into the four major functions listed below:

1 Design the CP tabletop test.
a. Document the objective(s) and scope and of the CP tabletop test,

b. Identify participants,

c. Identify the test facilitator(s),

d. Develop the CP tabletop test,

e. Develop realistic scenarios, and 

f. Establish evaluation criteria and document results (expected versus actual).

2 Conduct the CP tabletop test.

3 Review and analyze the results of the CP tabletop test in order to create the After Action Report (AAR).

4 Update the CP and CP tabletop test plan, as appropriate, based on lessons learned.

1 Design the Tabletop Test

Proper planning is key to successfully executing the CP tabletop test.  During the planning stage, the following elements need to be addressed in order to design a meaningful test:

A. Document the objective(s) and scope of the CP tabletop test

The system/application owner or designee must assign responsibility for overseeing the CP tabletop test process to a specific individual who is familiar with both the business function supported by the application and the underlying technology.  This individual, heretofore referred to as the “facilitator”, is responsible for identifying the scope of the test, developing the CP tabletop test plan, overseeing its execution, and creating the after-action report. 

The objective of the CP tabletop test is to focus on ensuring that the content of the CP is accurate; interdependencies are defined and correct; and the roles and responsibilities of the participants are documented in the CP.  To meet this objective, the scope of the CP tabletop test, should encompass testing the roles and responsibilities of personnel within the CP.  In accordance with management direction, the entire CP or portions of the CP may be targeted for testing.  The types of questions asked of the participants during the course of the test should be tailored to the level of personnel attending the CP tabletop test.  

The CP tabletop test can be focused on testing the roles and responsibilities of personnel with regard to the following, but not limited to:

· the recovery of processes, procedures, and communication;

· strategies for relocation to an alternate site;

· performing essential functions at the alternate site; etc.

B. Identify participants

The facilitator will identify the appropriate personnel to participate in the CP tabletop test based upon the scenario being tested and coordinate all logistics.  For example, if the primary objective is to validate operational procedures, then operational-level personnel are invited to the test.  Senior-level personnel and their deputies should participate if the primary test objective is to validate the decision-making and oversight processes within the CP.  The Contingency Plan Coordinator (CPC) is a required participant regardless of the chosen test scenario.
The CPC is responsible for the CP process.  He / she is typically a resource manager within the agency.  Specifically, the CPC develops the contingency strategy, in cooperation with other functional and resource managers associated with the system/application or the business processes supported by the system/application.  The CPC also manages development and execution of the CP.  When the CP is activated, the CPC will draw upon the expertise of various participants in the defined recovery process.

Participants may be drawn from some or all of the following functional groups:

· Emergency Management,
· Technical Group, 

· Administrative Support, 

· Transportation and Relocation, 

· Media Relations, 

· Legal Affairs, 

· Physical/Personnel Security, and/or

· Procurement (equipment and supplies). 

C. Develop realistic scenarios

A scenario is a sequential, narrative account of a hypothetical incident.  Scenarios are intended to introduce situations that will inspire response, and thus allow testing of the objectives.  They are succinct and give the initiating event as well as specific information concerning the activities associated with the CP.  The planning for the test scenarios should be focused on realistic issues that will engage the participants, exercise the robustness of the CP, and encompass communications with several stakeholders.  Also, each scenario should be specific enough to attain objectives. 

Scenario Example:

An application user calls the help desk because they cannot access a CMS application.

D. Establish evaluation criteria and document results (expected versus actual)

Criteria to evaluate the success of the test shall be developed and documented in the CP Tabletop Checklist prior to executing the test.  The evaluation criteria should be aligned with test objectives and scope.  By defining the expected results up front, any deviations from the expected outcomes are quickly identified for subsequent analysis.

The results of the test shall be documented as per criteria identified and should include:



(1)
Expected versus actual results, and 



(2)
Unexpected results.

Using this qualitative approach, the facilitator will be able to answer “How well?” the team performed.
For example:

	Evaluation Criteria
	Expected Results
	Actual Results
	Evaluation Results (Satisfactory/Unsatisfactory

	Upon notification that an application has failed, the CP Coordinator notifies the key personnel using the Notification Roster.
	CP Coordinator contacts TMG officials, the ISSO, system/application owners, and others on the Notification Roster, informs them of the contingency event and relays all known information. The CP Coordinator directs all notification efforts.
	The CP Coordinator did not call the ISSO
	Unsatisfactory


NOTE:  This CP Tabletop Checklist is developed and used by the facilitator.  It is not provided to the other participants.

E. Develop the list of questions

The facilitator is responsible for providing the participants with a list of questions to orient participants to the types of issues that will be discussed during the CP tabletop test, ensuring the objectives are met.  Questions documented by the facilitator are posed to the participants to start a discussion.  Appendix A contains a sample set of questions that may be leveraged by the facilitator. 

F. Develop the CP tabletop test

Having established the scope, identified the participants, created test scenarios, captured the evaluation criteria, and developed a list of questions, it is time to synthesize these materials into a formal CP tabletop test plan and develop supporting material to assist in a smooth execution of the test.  To aid the facilitator in this duty, Appendix B contains a template for completing the CP Tabletop Test Plan; and Appendix D contains a sample of a completed CP Tabletop Test Plan template.  Additional materials that need to be created include the following:

· Agenda and logistical information;

· Purpose for conducting the test;

· Scope, objectives, scenario(s) and facilitator questions;

· Inventory of resources that shall be needed at the time of the test;

· Pre-identified evaluation criteria (as defined in Section 1-D); and

· Copy of the CP being tested.

2 Conduct the Tabletop TEST

The tabletop test should be conducted in such a manner that it allows the facilitator to address each individual or the participants as a group.  The facilitator should try to ensure that there is easy communication among participants and teams who work within different operational areas within the organization.  

The facilitator is responsible for providing the participants with the purpose for conducting the CP tabletop test, scope, objectives, scenario, a list of questions and a copy of the CP being tested.  Furthermore, it is the responsibility of the facilitator to introduce the various participants with a general description of their roles within the organization and provide any logistical information and the scenario being tested.  Questions documented by the facilitator are posed to the participants to start a discussion.  

During the CP tabletop test, any barriers to the successful execution of the CP are documented for inclusion in the After Action Report.  At the conclusion of the CP tabletop test, participants are asked for their feedback in order to identify ways to improve both the CP Tabletop Test Plan and the CP.  Typically, the facilitator will ask participants their views on areas of the test that went smoothly or for which additional training or detailed procedures are needed to address gaps in the current CP.  Actionable feedback received from the participants is incorporated into the facilitator’s analysis of the test result and may be the basis for recommendations. 

3 Create THE after action report AND EVALUTATE THE TEST
Following the completion of the tabletop test, the facilitator will create the After Action Report, which is typically completed within one or two weeks following the conduct of the test.  This report summarizes the execution and results of the CP tabletop test as well as provides recommendations for improving the CP and CP tabletop test, as appropriate. To aid the facilitator in this duty, Appendix C contains a template for completing the After Action Report; and Appendix E contains a sample of a completed After Action Report template.

4 Update the CP 
Following the development of the After Action Report, the facilitator will recommend changes to the CPC based on the lessons learned from the test.  The CPC then updates the CP, if appropriate, by implementing recommendations made in the After Action Report.  

Appendix A – Sample Facilitator Questions

1. What are the system/application priorities?

2. What are the roles of persons?

3. What are the evacuation route /assembly points for facility / division?
4. Who is the Team Leader?

5. What is the chain of command?

6. What are the means of communication?

7. Who makes the decision to activate the CP?  On what basis?

8. Is there a central meeting point or communication for initiation of the CP tasks?

9. Who does what first/next?

10. What is the timing or sequence of this action?  How long will it take?  Can the next step begin?

11. Are there any anticipated barriers?  What could prevent activity from proceeding

12.  Are there any possible accelerators?  What could be done to assist recovery?

13. What is the alternative (i.e., if “Plan A” is unavailable)

14. Who else needs to be notified or involved?  Are they included in the plan(s)?

15. Is contact information complete, current and accurate?

16. What if a key person is unavailable?  What if a key resource is unavailable?

17. Does additional detail need to be in the plan?  Are any steps missing?  Are any required resources missing?  If so, who will add them?  If not, why?  (Existing CP, SOP, common practice etc.)

18. Are other listed documents available?

19. When can we return “back to business?  What can we do?  What can’t we do?

20. At what point does this contingency procedure become a problem?  What can be done at that point?

21. Have personnel been trained in the alternate procedure?

22. How do we check to ensure that all records are entered and accurate?

23. What is required to return to Normal? 

24. Are Team resources different than those assigned to recovery and operations?

25. Have we captured all issues/concerns/questions? 

26. Identify the person responsible for updating plan for each issue?

Appendix B – CP Tabletop TEST PLAN Template

Department of Health & Human Services
Centers for Medicare & Medicaid Services

7500 Security Boulevard, Mail Stop N3-13-27
Baltimore, Maryland 21244-1850

CENTERS FOR MEDICARE & MEDICAID SERVICES (CMS)

<Office/Center>
 <Group Name>
<Address>
<SYSTEM/APPLICATION NAME> 

CONTINGENCY PLANNING TABLETOP TEST PLAN 

<Version #.# >

<Month DD, YYYY>

Contingency Planning Tabletop Test Plan <Month DD, YYYY, Version #.#>
5 Introduction

5.1 PURPOSE

5.2  OBJECTIVES AND SCOPE 

5.3 PARTICIPANTS

	NAME
	ORGANIZATION
	ROLES/RESPONSIBILITY
	PHONE NUMBER

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


6 CP tabletop TEST

6.1 CP TABLETOP TEST CONDUCT

6.2 CP TABLETOP TEST SCENARIO

6.2.1 Scenario (Event) Description

6.2.2 Scenario Test Cards

	CP Scenario Test Card (1)

Time Event Occurred: 

Time Event Reported to CP Coordinator:  

   Event Description:  



	CP Scenario Test Card (2)

Time of Assessment:  

Time of Report:  
Damage Assessment Summary:  



	CP Scenario Test Card (2) Detailed Information

Facility Report:

Security Report: 

Casualty Report:  
IT Services Report:  

Damage Estimate: 


6.2.3 CP Tabletop Test Checklist

	CP Tabletop Test Checklist

	System/Application Tested: <system/application name>
	Test Type:
	Tabletop 
	
	

	Test Date:
	Start Time:
	End Time:

	Facilitator:
	Signature:

	

	TEST SCENARIO: <Describe scenario here>

	

	Test Step
	Step Description
	Expected Result
	Actual Result
	Evaluation Results       (check one)

	
	
	
	
	Satisfactory
	Unsatisfactory

	

	1
	
	
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	2
	
	
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	3
	
	
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	

	Outcome:
	Satisfactory   FORMCHECKBOX 

	Unsatisfactory   FORMCHECKBOX 
    (check one)

	Comments:

	Facilitator Recommendation:


7 After Action Meeting 

Appendix C –after test action report Template

Department of Health & Human Services

Centers for Medicare & Medicaid Services

7500 Security Boulevard, Mail Stop N3-13-27
Baltimore, Maryland 21244-1850

CENTERS FOR MEDICARE & MEDICAID SERVICES (CMS)

<Office/Center>
 <Group Name>
<Address>
<SYSTEM/APPLICATION NAME>
CMS CP TABLETOP TEST - AFTER ACTION REPORT

<Version #.# >

<Month DD, YYYY>

Contingency Planning Tabletop Test – After Action Report <Month DD, YYYY, Version #.#>
INTRODUCTION

	NAME
	ORGANIZATION
	ROLES/RESPONSIBILITY
	PHONE NUMBER

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


8 Summary of Test Results 

9 Recommendations

10 CP TABLETOP TEST checklist


	CP Test Checklist

	System/Application Tested: <system/application name>
	Test Type:
	Tabletop  
	
	

	Test Date: XXXXX
	Start Time: 
	End Time: 

	Facilitator: 
	Signature:

	

	TEST SCENARIO:  <Insert here a description of the scenario for which the CP tabletop test is being conducted>

	

	Test Step
	Step Description
	Expected Result
	Actual Result
	Evaluation Results

	
	
	
	
	Satisfactory
	Unsatisfactory

	

	1
	
	
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	2
	
	
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	3
	
	
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	4
	
	
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	5
	
	
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	6
	
	
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	

	Outcome:
	Satisfactory   FORMCHECKBOX 

	Unsatisfactory   FORMCHECKBOX 


	Comments:

	Facilitator Recommendation(s): See <system/application name> CP Tabletop Test After-Action Report Recommendations Section


Appendix D – CP Tabletop test sample
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7500 Security Boulevard, Mail Stop N3-13-27
Baltimore, Maryland 21244-1850

CENTERS FOR MEDICARE & MEDICAID SERVICES (CMS)

Office of Management and Budget

Payroll Management Group
7500 Security Boulevard, Mail Stop N0-99-00
Baltimore, Maryland 21244-1850

CMS PAYROLL APPLICATION CONTINGENCY PLANNING TABLETOP TEST PLAN

Version 1.1
July 25, 2007
Contingency Planning Tabletop Test Template July 25, 2007, Version 1.1
11 Introduction

11.1 Purpose

In accordance with FISMA and CMS requirements, all systems/applications reported in the CMS systems inventory are required to have a successfully tested CP as part of the CMS C&A program.  Testing the CP is a critical element of the C&A process.  Testing will identify deficiencies in the CP, in addition to evaluating the ability of designated personnel to implement it.  The tabletop test has been approved to meet the annual CP testing requirement.  

The Payroll Application CP tabletop test brings members of the CP response team together in a conference room setting to simulate their response to a contingency scenario(s).  This is a cost-effective and efficient way to identify gaps, overlaps, and discrepancies in the CP.  A test facilitator keeps participants focused on the pertinent issues and ensures objectives are accomplished.  The facilitator captures the primary discussions and decisions for use in an after action evaluation report.

11.2 Objectives and Scope

The CP tabletop test will verify the accuracy and validity of the Payroll Application CP.  The primary objective of the Payroll Application CP tabletop test is to ensure designated personnel are knowledgeable and capable of performing their responsibilities and procedures as outlined in the CP, in a timely manner.  Personnel must complete the specified items on the facilitator’s checklist to satisfy compliance with this standard.

11.3 Participants

It is anticipated that participation in this tabletop test will be limited to select individuals and members of the following teams:

	NAME
	ORGANIZATION
	ROLES/RESPONSIBILITY
	PHONE NUMBER

	Morgan Stanley
	OMB
	Facilitator
	410-786-1234

	James Smith
	OMB
	CP Coordinator
	410-786-1235

	Albert Einstein
	TMG
	System Administrator.  Assess damage to the application and/or supporting hardware and restore network communications.
	410-786-1236

	David Parker
	Systems And Programming
	Manager, Team Captain.  Ensure Payroll Application is restored and verify continuity of ongoing processing.  
	410-786-1237

	Robert Jones
	Systems And Programming
	Dep. Manager, Alternate Contact.  Ensure Payroll Application is restored and verify continuity of ongoing processing.
	410-786-1238


12 CP tabletop test

12.1 CP Tabletop Test Conduct

The test will evaluate the ability of select personnel to communicate, coordinate, and carry out the recovery of the Payroll Application operations in the event of a contingency.  To properly test actions under the scenario provided, the facilitator will provide participants with the following information:

CP Scenario Test Card (1) – The CP Scenario Test Card (1) imparts the basic information regarding the test scenario, such as: the Event Description; the Time of Event; and Time Reported to the CP Coordinator.

CP Scenario Test Card (2) – After observing and recording the response to CP Scenario Test Card (1), which notified the participants of an event, participants are provided CP Scenario Test Card (2) that contains a preliminary damage assessment.  This information is all an individual will be provided to decide what action(s) should be employed.  The action(s) taken are what will be recorded on the CP Tabletop Checklist and assessed by the facilitator against the actual CP.  For successful execution of the tabletop exercise, a copy of the CP will be an attachment to this document.  

12.2 CP Tabletop Test Scenario

The tabletop test will begin with the CP Coordinator or his designated representative being presented with the test scenario by the facilitator.  Once the preliminary Notification Phase (e.g., contacting officials, team members, etc.) initiated with CP Scenario Test Card 1 is completed, the CP Coordinator will be provided with a damage assessment report on CP Scenario Test Card 2 detailing specific damages associated with the event, such as data corruption in all records processed in the previous 24 hours or a hardware failure that will render the application unavailable for 72 hours.  With this information the CP Coordinator will then make a decision on the next course of action to be taken.

12.2.1 Scenario (Event) Description

The Payroll Application encounters problems at the end of the month.  Employee payroll is due on the first of the month which is only 4 days away.  The application is essential for the processing of the employee payroll.  Checks need to be made manually and dispatched to the employees within the next 5 days.

12.2.2 Scenario Test Cards

	CP Scenario Test Card (1)

Time Event Occurred: 12.00 PM 1/31/2007
Time Event Reported to CP Coordinator:  1.00 PM 1/31/2007
Event Description:  Employees began experiencing intermittent availability of the Payroll Application at 11:00am with complete unavailability at noon.  Employee called the Help Desk to see if the network was experiencing problems.


	CP Scenario Test Card (2)

Time of Assessment:  4:00 PM 1/31/2007
Time of Report:  5:00 PM 1/31/2007
Damage Assessment Summary:  The problem is in the application software requiring extensive code review and database restoration that will take in excess of 4 days.



	CP Scenario Test Card (2) Detailed Information

Facility Report:  N/A

Security Report: N/A

Casualty Report: N/A

IT Services Report:  The payroll processing application cannot be accessed due to a software failure.  Employee checks cannot be processed.  A code review needs to be conducted to determine the problem.  Database has to be restored since the last backup in order to resume operations.

Damage Estimate: Code review of the Payroll Application is estimated to take approximately 1 to 2 days.  The database restoration will take approximately 1 day.  Payroll Application to resume full operations will take in excess of 4 days.


12.2.3 CP Tabletop Test Checklist

	CP Tabletop Test Checklist

	System/Application Tested: Payroll Application
	Test Type:
	Tabletop 
	
	

	Test Date: 01/17/2007
	Start Time: 1:00 PM
	End Time:  2:00 PM

	Facilitator: Morgan Stanley
	Signature:

	

	TEST SCENARIO: Employees began experiencing intermittent availability of the Payroll Application at 11:00am with complete unavailability at noon.  Employee called the Help Desk to see if the network was experiencing problems.

	

	Test Step
	Step Description
	Expected Result
	Actual Result
	Evaluation Results

	
	
	
	
	Satisfactory
	Unsatisfactory

	

	1
	Upon notification that a contingency event has occurred, the CP Coordinator will contact key personnel (using Notification Roster).
	CP Coordinator should contact CP team members, System/Application Owner, and others on the Notification Roster, and inform them of the contingency event and relay all known information.  CP Coordinator should direct notification efforts.
	
	
	

	2
	TMG personnel will initiate damage assessment process.
	TMG personnel should conduct the initial damage assessment.
	
	
	

	3
	TMG Team Lead compiles damage assessment report.
	TMG Team Lead should compile a synopsis report for the CP Coordinator 

TMG Team Lead should contact CP Coordinator and report initial damage assessment results, suggest a course of action based on report results. 


	
	
	

	4
	CP Coordinator receives damage assessment report from TMG Lead. (At this point distribute CP Scenario Test Card (2))
	CP Coordinator should determine if the application will resume operation in 48 hours.  If not, CP Coordinator should activate the CP.
	
	
	

	5
	CP Coordinator activates the CP.
	CP Coordinator should notify the management, System/Application Owner, TMG Lead, and others that he has activated the CP.
	
	
	

	6
	
	Upon CP activation, CP Coordinator should notify Systems and Programming Team Lead, inform him of the contingency event, relay all known information, and state that code review of the Payroll application is required.

CP Coordinator should notify Network Management Team Lead, inform him of the contingency event, relay all known information, and state that backup restoration of the Payroll application is required.

CP Coordinator should notify System/Application Owner, inform him of the contingency event, relay all known information, and state that the alternate manual process needs to be activated.
	
	
	

	

	Outcome:
	Satisfactory   FORMCHECKBOX 

	Unsatisfactory   FORMCHECKBOX 


	Comments:

	Facilitator Recommendation:


13 After Action Meeting

Following the completion of the test, and a brief break period, all participants will meet again to attend an After Action Meeting to review the results of the test.  The After Action Meeting is held to summarize lessons learned from observed CP implementation effectiveness and deficiencies.  

Appendix e – CP Tabletop test – after action report sample

Department of Health & Human Services
Centers for Medicare & Medicaid Services

7500 Security Boulevard, Mail Stop N3-13-27
Baltimore, Maryland 21244-1850

CENTERS FOR MEDICARE & MEDICAID SERVICES (CMS)

Office of Management and Budget

Payroll Management Group
7500 Security Boulevard, Mail Stop N0-99-00
Baltimore, Maryland 21244-1850

CMS PAYROLL APPLICATION CP TABLETOP TEST - AFTER ACTION REPORT

Version 1.1
July 25, 2007
CP Tabletop Test After Action Report Template July 25, 2007, Version 1.1
INTRODUCTION

A Tabletop Test was conducted of the Payroll Application CP on 1/17/2007.  The participants and their assigned roles are listed below.

	NAME
	ORGANIZATION
	ROLES/RESPONSIBILITY
	PHONE NUMBER

	Morgan Stanley
	OMB
	Facilitator
	410-786-1234

	James Smith
	OMB
	CP Coordinator
	410-786-1235

	Albert Einstein
	TMG
	System Administrator.  Assess damage to the application and/or supporting hardware and restore network communications.
	410-786-1236

	David Parker
	Systems And Programming
	Manager, Team Captain.  Ensure Payroll Application is restored and verify continuity of ongoing processing.  
	410-786-1237

	Robert Jones
	Systems And Programming
	Dep. Manager, Alternate Contact.  Ensure Payroll Application is restored and verify continuity of ongoing processing.
	410-786-1238


The CP tabletop test was conducted in accordance with the Payroll Application CP Tabletop Test Plan.  The CP tabletop test evaluated the ability of select personnel to communicate, coordinate, and carry out Payroll Application operations in the event of a contingency.

14 Summary of Test Results 

The CP Coordinator, TMG Lead, and Systems and Programming Lead were knowledgeable of their responsibilities and performed the notification/activation with no significant discrepancies. 

The overall rating is SATISFACTORY.

15 Recommendations

There were items noted during the test that required corrective action.  These items were addressed and corrected during the test and, therefore do not require tracking through the CMS Program of Actions & Milestones reporting process.

The items noted were:

1. In the absence of the primary contact an alternate contact personnel will need to provide damage assessment and should be so stated in the CP.  Hence, identify alternates for all key personnel in the CP.

2. Update CP sections and Appendices to reflect correct titles for Team Leads.

3. Update Key Contact List.

4. Once updated, submit a copy of the revised Payroll Application CP to EASG.
All of the above mentioned were completed by January 25, 2007.

16 cp tabletop test checklist

	CP Tabletop Test Checklist

	System/Application Tested: Payroll Application
	Test Type:
	Tabletop 
	
	

	Test Date: 01/17/2007
	Start Time: 1:00 PM
	End Time:  2:00 PM

	Facilitator: Morgan Stanley
	Signature:

	

	TEST SCENARIO: Employees began experiencing intermittent availability of the Payroll Application at 11:00am with complete unavailability at noon.  Employee called the Help Desk to see if the network was experiencing problems.

	

	Test Step
	Step Description
	Expected Result
	Actual Result
	Evaluation Results

	
	
	
	
	Satisfactory
	Unsatisfactory

	

	1
	Upon notification that a contingency event has occurred, the CP Coordinator will contact key personnel (using Notification Roster).
	CP Coordinator should contact CP team members, System/Application Owner, and others on the Notification Roster, and inform them of the contingency event and relay all known information.  CP Coordinator should direct notification efforts.
	James Smith contacted other CP team members, System/Application Owner, and others on the Notification Roster, and informed them of the contingency event and relayed all known information.  James Smith directed notification efforts.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	2
	TMG personnel will initiate damage assessment process.
	TMG personnel should conduct the initial damage assessment.
	The team captain Albert Einstein was not available.  James Smith had to contact TMG to get the details of alternate contact in absence of Albert Einstein.  

Scott Lane, the alternate contact, conducted the initial damage assessment.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	3
	TMG Team Lead compiles damage assessment report.
	TMG Team Lead should compile a synopsis report for the CP Coordinator 

TMG Team Lead should contact CP Coordinator and report initial damage assessment results, suggest a course of action based on report results.
	The alternate contact, Scott Lane, compiled the damage assessment report and provided to the TMG team lead, Albert Einstein.

Albert E. contacted the CP coordinator, reported initial damage assessment results and suggested course of actions
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	4
	CP Coordinator receives damage assessment report from TMG Lead. (At this point distribute CP Scenario Test Card (2))
	CP Coordinator should determine if the application will resume operation in 48 hours.  If not, CP Coordinator should activate the CP.
	CP coordinator determines that the application won’t resume operations in 48 hours.  He activates the CP.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	5
	CP Coordinator activates the CP.
	CP Coordinator should notify the management, System/Application  Owner, TMG Lead, and others that he has activated the CP.
	CP Coordinator notified the management, System/Application Owner, TMG Lead, and others that he has activated the CP.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	6
	
	Upon CP activation, CP Coordinator should notify Systems and Programming Team Lead, inform him of the contingency event, relay all known information, and state that code review of the Payroll application is required.

CP Coordinator should notify Network Management Team Lead, inform him of the contingency event, relay all known information, and state that backup restoration of the Payroll application is required.

CP Coordinator should notify System/Application Owner, inform him of the contingency event, relay all known information, and state that the alternate manual process needs to be activated.
	CP coordinator contacted Systems and Programming Team Lead, Network Management Team Lead, System/Application Owner and other on the NOTIFICATION ROSTER of the CP.

He informed them of the contingency event, relayed all known information and suggested a course of actions.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	
	
	
	
	
	

	

	Outcome:
	Satisfactory   FORMCHECKBOX 

	Unsatisfactory   FORMCHECKBOX 


	Comments: Test was well-run and demonstrated the team could adequately address the contingency.

	Facilitator Recommendation: Need to have backups designated for key personnel.


Document the purpose of this test using the language provided below.  The text below is not comprehensive and should be modified to meet specific system/application considerations.





In accordance with FISMA and CMS requirements, all systems/applications reported in the CMS systems inventory are required to have a successfully tested CP as part of the CMS C&A program.  Testing the CP is a critical element of the C&A process.  Testing will identify deficiencies in the CP, in addition to evaluating the ability of designated personnel to implement it.  The tabletop test has been approved to meet the annual CP testing requirement.  





The CP tabletop test brings members of the CP response team together in a conference room setting to simulate their response to a contingency scenario(s).  This is a cost-effective and efficient way to identify gaps, overlaps, and discrepancies in the CP.  A test facilitator keeps participants focused on the pertinent issues and ensures objectives are accomplished.  The facilitator captures the primary discussions and decisions for use in an after action evaluation report.











Begin documenting the objective and scope of the CP tabletop test using the language provided below.  Expand upon this language to meet system/application-specific objectives and scope.  The objective of the tabletop test should be focused on ensuring that the content of the CP is accurate; interdependencies are defined and correct; and the roles and responsibilities of the participants are understood as documented in the CP.  The scope of the CP tabletop test should encompass the testing of the roles and responsibilities of personnel within the CP.  








The CP tabletop test will verify the accuracy and validity of the CP.  The primary objective of the CP tabletop test is to ensure designated personnel are knowledgeable and capable of performing their responsibilities and procedures as outlined in the CP, in a timely manner.  Personnel must complete the specified items on the facilitator’s checklist to satisfy compliance with this standard.














Document here the participants for this CP tabletop test.  The facilitator should identify the appropriate personnel to participate in the CP tabletop test.





Begin documenting the summary of how this test will be conducted using the language provided below.  Expand upon this to meet system/application-specific requirements.





The test will evaluate the ability of select personnel to communicate, coordinate, and carry out the recovery of the System/application operations in the event of a contingency.  To properly test actions under the scenario provided, the facilitator will provide participants with the following information:





CP Scenario Test Card (1) – The CP Scenario Test Card (1) imparts the basic information regarding the test scenario, such as: the Event Description; the Time of Event; and Time Reported to the CP Coordinator.





CP Scenario Test Card (2) – After observing and recording the response to CP Scenario Test Card (1), which notified the participants of an event, participants are provided CP Scenario Test Card (2) that contains a preliminary damage assessment.  This information is all an individual will be provided to decide what action(s) should be employed.  The action(s) taken are what will be recorded on the CP Tabletop Checklist and assessed by the facilitator against the actual CP.  For successful execution of the tabletop exercise, a copy of the CP will be an attachment to this document.  





Document the test scenario using the language provided below.  The text below is not comprehensive and should be modified to meet specific system/application-specific considerations.





The tabletop test will begin with the CP Coordinator or his designated representative being presented with the test scenario by the facilitator.  Once the preliminary Notification Phase (e.g., contacting officials, team members, etc.) initiated with CP Scenario Test Card 1 is completed, the CP Coordinator will be provided with a damage assessment report on CP Scenario Test Card 2 detailing specific damages associated with the event, such as data corruption in all records processed in the previous 24 hours or a hardware failure that will render the application unavailable for 72 hours.  With this information the CP Coordinator will then make a decision on the next course of action to be taken.








Provide the brief description of the contingency event.





Document the basic information regarding each test scenario.  





Document System/Application Tested, Test Type, Date of Test, Start Time, End Time, Name of Facilitator, Test Scenario, Participants, Test Steps and Descriptions, and Expected Results.  Evaluation of the actions taken relevant to the scenario tested shall be made on the CP Tabletop Test Checklist. Use iterative copies of this table for multiple scenarios.  The checklist is designed to evaluate the actions of specific personnel and is created and used by the facilitator.  It is not provided to other participants.





Document the purpose and time for conduction the After Action Meeting using the language provided below.  Expand upon this language to meet system/application-specific requirements.





Following the completion of the test, and a brief break period, all participants will be asked to attend an After Action Meeting to review the results of the test.  The After Action Meeting is held to summarize lessons learned from observed CP implementation effectiveness and deficiencies.





Summarize the execution of the tabletop test using the language provided below.  The text below is not comprehensive and should be modified to meet specific system/application considerations.





A Tabletop Test was conducted of the <System/Application Name> CP on <insert date here>.  The CP tabletop test was conducted in accordance with the <System/Application Name> CP Tabletop Test Plan.  The CP tabletop test validated <notification/activation phase> of the <System/Application Name> CP.  It was conducted to evaluate the ability of select personnel to communicate, coordinate, and carry out <System/Application Name> operations in the event of a contingency.  The participants and their assigned roles are listed below:





Develop a general summary of the test results and document them here using the language provided below.  The text below is not comprehensive and should be modified to meet specific system/application considerations





The CP Coordinator and other team members were knowledgeable of their responsibilities and performed the notification/activation with no significant discrepancies.





The overall rating is <SATISFACTORY / UNSATISFACTORY>.





Based on observations made during the execution of the tabletop test, the facilitator will provide actionable recommendations to improve the system/application’s ability to recover.  These “findings” may be addressed by the After Action Report becomes final or tracked via the CMS Plan of Action & Milestones reporting process, thereafter.





Attach the completed CP Tabletop Test checklist from the test plan. Be sure to populate all fields such as Actual Result, Evaluation Results, Outcome, Comments, and Recommendation(s) based on observations made during the execution of the tabletop test.









