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This <Click here to insert application name> CP Review Log is maintained to record the reviews that have taken place over a three year period.  The <Click here to insert application name> CP Review Log is provided below.
review log

	Date of the review
	Initials of the reviewer
	Staff name of the reviewer
	Staff reviewer's organization
	CP Version reviewed

	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>

	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>

	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>


1. Introduction
The Centers for Medicare and Medicaid Services (CMS) <click here to enter Application Name> Contingency Plan (CP), documents the strategies, personnel, procedures, and resources that the <click here to enter Appication Name> Business Owner uses to respond to any short or long term interruption to their supported applications/system. This <click here to enter Appication Name> CP will help the <click here to enter Appication Name> Business Owner and System Developer/Maintainer to quickly determine the appropriate actions to be taken due to an interruption or disaster.  
1.1 overview

<Click here to enter Overview information>
1.2 scope
<click here to enter Scope information> 
1.3 roles and responsibilities
The <click here to enter Application Name> roles and responsibilities for various task assignments and deliverables throughout the contingency planning process are depicted in the table below.  

	Roles
	Responsibilities

	BUSINESS OWNER – Normal Operations
	The responsibilities of the <click here to enter Appication Name> Business Owner during normal operations is as follows:

· <Click here to enter responsibilities>
· <Click here to enter responsibilities>
· <Click here to enter responsibilities>


	BUSINESS OWNER – Disruption Occurs
	The responsibilities of the Business Owner when a disruption occurs are listed but not limited to the following:

· <Click here to enter responsibilities>
· <Click here to enter responsibilities>
· <Click here to enter responsibilities>


	SYSTEM DEVELOPER / MAINTAINER
	The responsibilities of the System Developer/Maintainer are listed but not limited to the following:   

· <Click here to enter responsibilities>
· <Click here to enter responsibilities>
· <Click here to enter responsibilities>

	CONTINGENCY PLAN COORDINATOR (CPC)
	The responsibilities of the Contingency Plan Coordinator are listed but not limited to the following:   

· <Click here to enter responsibilities>
· <Click here to enter responsibilities>
· <Click here to enter responsibilities>

	INFRASTRUCTURE SUPPOR /DATA CENTER
	The responsibilities of the Infrastructure Support/Data Centers are listed but not limited to the following:   

· <Click here to enter responsibilities>
· <Click here to enter responsibilities>
· <Click here to enter responsibilities>


1.4 Assumptions and constraints
The following assumptions were used when developing the <Application Name> CP:

· <Click here and enter assumptions and constraints>
· <Click here and enter assumptions and constraints>
· <Click here and enter assumptions and constraints>
1.5 Record of Changes 

The record of change history for the <Click here to insert application name> is provide below:

	Plan Version No.
	Release Date
	Summary of Changes
	Section No./ Paragraph No.
	Changes Made By

	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>

	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>

	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>
	<Click here to enter data>


2. Concept of operations

2.1 application description and architecture
<Click here to enter a statement describing each application>
<Click here to enter the business process supported by the application and any interdependencies on other CMS systems/applications>
<Click here to enter a description of the technical environment>
	Official System Name
	<Click here to enter data>

	System Acronym
	<Click here to enter data>

	System of Records (SOR)
	<Click here to enter data>

	Financial Management Investment

Board (FMIB) Number
	<Click here to enter data>

	Name of Organization
	<Click here to enter data>

	Address
	<Click here to enter data>

	City, State, Zip
	<Click here to enter data>

	Contract Number, Contractor

contact information (if applicable)
	<Click here to enter data>


	Name of Business Owner
	<Click here to enter data>

	Title
	<Click here to enter data>

	Address
	<Click here to enter data>

	City, State, Zip
	<Click here to enter data>

	Email Address
	<Click here to enter data>

	Phone Number
	<Click here to enter data>

	Contract Number, Contractor

contact information (if applicable)
	<Click here to enter data>


2.2 Document Application Interdependencies

<Click here and enter data>
In this section, provide the following information concerning the authorization for the connection to other systems or the sharing of information for each interconnection between applications: 

	Description
	Data

	Name of system(s);  
	<Click here to enter data>

	Organization owning the other system(s);
	<Click here to enter data>

	Type of interconnection (Transmission Control Protocol/Internet Protocol (TCP/IP), Domain Trust, Dial, etc.);
	<Click here to enter data>

	Detailed descriptions of interconnections to other systems/applications outside the scope of the documented system;
	<Click here to enter data>

	Describe the connectivity between systems;
	<Click here to enter data>

	Physical and logical security controls between systems;
	<Click here to enter data>

	Information/data that is shared and transmitted between systems, and the security controls that are implemented to safeguard the confidentiality, integrity and availability such as encryption, virtual private network (VPN)s, etc;
	<Click here to enter data>


	Describe how information/data is accessed in other systems and what permissions (“read”, “modify”, etc) the current system is granted on other interconnected system(s) and vice versa;
	<Click here to enter data>

	Interconnection or information sharing agreements; and
	<Click here to enter data>

	Description of major security concerns or considerations in determining interconnection.
	<Click here to enter data>



2.3 Notification and Activation Phase

This phase addresses the initial actions taken to detect and assess damage due to a disruption to the <click here to enter Application Name>. The <click here to enter Application Name> Business Owner/System Developer/Maintainer shall activate the CP if the interruption is Type A and notify personnel based on the assessment of the event, as documented in  disaster type definition section of  the CMS Information Security (IS) Application Contingency Plan (CP) Procedures. Contact information for key personnel is located in Appendix A- Contact List.  The Line of Succession can be found in Appendix E.
For the Type A disaster of the <click here to enter Application Name>, the Business Owner/ System Developer/Maintainer shall have completed the damage assessment which can be found in Appendix F: Application Damage Assessment Checklist. 

2.3.1
BUSINESS OWNER AND SYSTEM DEVELOPER/MAINTAINER CHECKLIST

The <Click her to enter Application name> Business Owner and/or System Developer/Maintainer shall use this checklist as a guideline to expedite the decision making process and execute any activities required to provide immediate response and subsequent recovery from the interruption or disaster.  The following checklist contains sample language that should be modified based on the application.
	Steps
	Status

	1. Determine the status of the work in progress at the time of the disruption and provide a status update to the customers and management.
	<Click here to enter status>

	2. Determine preliminary disruption scenario. 
	<Click here to enter status>

	3. Perform damage assessment (Appendix F - Damage Assessment).
	<Click here to enter status>

	4. For Type B or C scenarios, participate as part of the Disaster Recovery Management and/or the Emergency Management teams during their Damage Assessment and Evaluation.
	<Click here to enter status>

	5. Review section Appendix H- Current Configuration for a good understanding of the applications / system. 
	<Click here to enter status>

	6. Determine criticality of damaged/destroyed items or components.
	<Click here to enter status>

	7. Determine the need for disaster declaration if disaster level escalating to Type B or Type C.  
	<Click here to enter status>

	8. Send out notification to appropriate personnel according to the disaster scenario and type.  
	<Click here to enter status>

	9. Use section Appendix A- Contact List, Appendix B-Vendor Contacts to notify and coordinate with the internal or external supports if necessary.
	<Click here to enter status>

	10. Follow the Recovery Procedures reference in Section 2.4 (Keep in mind that it is impossible to write up procedures for varied scenarios, so use your judgment when executing the procedures.) 
	<Click here to enter status>

	11. Provide as needed updates according to the disaster scenario.
	<Click here to enter status>

	12. Document and monitor all recovery activities.
	<Click here to enter status>

	13. Resume normal operations.  
	<Click here to enter status>


2.3.2
NOTIFICATION AND ACTIVATION CHECKLIST
The <click here to enter Application Name>notification and activation procedures are documented in the table below:
	Date of Incident
	<Click here to enter data>
	Time of Incident
	<Click here to enter data>

	Type of Incident
	<Click here to enter data>

	Facility / System / Application or Business Impacted
	<Click here to enter data>

	Expected Duration
	Type A, B, or C Incident
	Completion Status (As tasks are completed, initial where indicated)

	< 2 hr
	Receive report of incident or potential event through pager, telephone notification, etc. 
	<Click here to enter data>

	
	Review to determine the level of disaster.
	<Click here to enter data>

	
	If a Type A disaster, the Business Owners and/or System Developers/Maintainers shall conduct the damage assessment for the application. See Appendix F. 
	<Click here to enter data>

	
	When it is determined that the disaster is a Type B or C, decide whether to declare a disaster.
	<Click here to enter data>

	
	Conduct initial status meeting with the various team leaders.
	<Click here to enter data>

	2-4 hr
	Begin activation of the CP for the type of disaster. 
	<Click here to enter data>

	
	Business Owners and/or System Developers/Maintainers coordinate with the CPC for participation in the recovery efforts.  
	<Click here to enter data>

	
	Business Owners and/or System Developers/Maintainers to instruct Recovery Team to direct all incident status to the CPC or designated alternate(s). 
	<Click here to enter data>

	
	Determine the extent of response and recovery actions to be performed.
	<Click here to enter data>

	
	Establish frequency of communications with other Recovery Teams to provide support and on-going status of current response and recovery activities.  
	<Click here to enter data>

	
	Establish frequency of communications with the institutional Emergency Management Teams to provide on-going status of current response and recovery activities.  
	<Click here to enter data>

	
	Established frequency of communications to keep staff informed of the response and recovery progress. 
	<Click here to enter data>

	> 4 hr
	Observe all staff behaviors and as needed provide periods of rest and relief to elevate stress and correct inappropriate behavior.
	<Click here to enter data>

	
	Authorize resources as needed or requested by Recovery Team.
	<Click here to enter data>

	
	Maintain a log of recovery activities (e.g., problems encountered, suggestions for improvements to the plan) of each business function affected. 
	<Click here to enter data>

	
	Document actions and decisions on a continual basis.  
	<Click here to enter data>


2.4 DAMAGE ASSESSMENT

The Business Owner and System Developer/Maintainer must coordinate with Infrastructure Support/Data Center service to complete the Damage Assessment Checklist. The Checklist must be completed in Appendix F: Damage Assessment Checklist, within the application CP document. The damage assessment checklist shall contain the following:

2.5 LINE OF SUCCESSION 
The <click here to enter Application Name> Business Owner/ System Maintainer sets forth an order of succession, in coordination with the order set forth by CMS to ensure that decision-making authority for the Application CP is uninterrupted.  The line of succession for the <click here to enter Application Name>can be found in Appendix E -Line of Succession
2.6 KEY PERSONNEL
The key personnel contact information for the <Click here to enter Application Name> are provided in Appendix A of the CP.

3. Recovery and Restoration PHASE
This Phase describes the procedures for recovering <Click here to enter Application Name>. The teams shall follow the procedures as documented within the checklist and in accordance with each group’s internal procedures.   

3.1 Recovery team responsibility

The jobs, resources and data required for the successful restoration of the application are provided as follows:

· <Click here to enter job name>;
· <Click here to enter job frequency>;
· <Click here to enter job description>;
· <Click here to enter Type (A, B, C) recovery prerequisite selected>;
· <Click here to enter allowable outage time>;
· <Click here to enter cost considerations for being down>;
· <Click here to enter cost considerations for restoring operations>; and
· <Click here to enter application specific informaiton for documentation required to restore the applicaiton>.
3.2 Recovery PrIorities

The <Click here to enter application name> recovery priorities are provided below:
	RECOVERY PRIORITY
	HARDWARE
	SOFTWARE

	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>


3.3 Recovery Pre-Requisites

The recovery prerequisites are dependant on the type of disaster that occurs and these may be different for different types of scenarios for the application. Before recovery of <Application Name>can be started, various jobs may be required to be performed or data may need to be available. The requirements have been documented by the type of disaster in the table below:
	Job Name
	Job Frequency
	Job Description

	
	Type A Recovery Prerequisites  Minor (Outage - three calendar days or less)
	

	<job name1>
	Daily, <time> Mon-Sat
	<Provide brief description>

	<job name2>
	Weekly, <time> Sat
	<Provide brief description>

	
	Type B- Recovery Prerequisites  Major (Outage 3-7 calendar days)
	

	<job name1>
	Daily, <time> Mon-Sat
	<Provide brief description>

	<job name2>
	Weekly, <time> Sat
	<Provide brief description>

	
	Type C- Recovery Prerequisites  Catastrophic (Outage – At least 7 days)
	

	<job name1>
	Daily, <time> Mon-Sat
	<Provide brief description>

	<job name1>
	Daily, <time> Mon-Sat
	<Provide brief description>


Location of Primary Files and Backup Files

<Click here and enter data>
3.4 alternate storage/processing site and telecommunication services
Note:  The Business Owner and/or System Developer/Maintainer are not responsible for Alternate Storage Site, Alternate Processing Site, and Telecommunications Services recovery procedures.  The Business Owner and/or System Developer/Maintainer shall refer to the appropriate GSS CP to address these areas.  The Business Owner and/or System Developer/Maintainer are responsible for capturing the alternate storage/process site information from the organizations that will carry out this function and documenting the information in the CP.

3.5 information system backup and information system recovery ad reconstitution

The Business Owner and/or System Developer/Maintainer shall communicate their respective Information System Backup and Information System Recovery & Reconstitution process requirements that are more stringent then the current processes being performed by the Data Centers.  The Business Owner and/or System Developer/Maintainer shall record the Data Centers agreement to alter processing to meet the application’s information system backup and information system recovery & reconstitution requirements.

3.6 recovery and restoration checklist
The Application Technical Operations Manual contains information for restoring any technical and business services related to the <Application Name>. All necessary documentation used to restore the <Application Name> is stored at <Location Name and Address>. The <Application Name>recovery and restoration procedures are documented in the table below: 

	Description
	Recovery and Restoration

	Application Business Owner or Designated Alternate(s)
	<Click here and enter data>

	Date of Incident
	<Click here and enter data>
	Time of Incident
	<Click here and enter data>

	Type of Incident (Type A/B /C) Describe incident
	<Click here and enter data>

	Facility / Application or Business Impacted
	<Click here and enter data>

	Expected Duration
	Type A, B, or C

Incident

	Completion Status (As tasks are completed, initial where indicated)

	<Click here and enter data>
	<Click here and enter data>

	<Click here and enter data>

	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	<Click here and enter data>
	<Click here and enter data>

	<Click here and enter data>

	<Click here and enter data>
	<Click here and enter data>

	<Click here and enter data>


4. return to normal operations phase

The <Application Name> return to normal operations procedures are documented in the table below:
	Description
	Return To Normal Operations

	Application Business Owner or Designated Alternate(s)
	<Click here and enter data>

	Date of Incident
	<Click here and enter data>
	Time of Incident
	<Click here and enter data>

	Type of Incident (Type A/B/C) Describe incident
	<Click here and enter data>

	Facility/Application or Business Impacted
	<Click here and enter data>

	Expected Duration
	<Click here and enter data>
(Type A, B, or C)
	Completion Status (As tasks are completed, initial where indicated)

	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>


5. Appendices

The appendices included in the <Click here to enter application name> CP are based on <Click here to enter application name> and plan requirements.  The Appendices identified in the <Click here to enter application name> Application Contingency Plan Template are as follows:   

· Appendix A – Contact List; 

· Appendix B – Vendor Contact List;  

· Appendix C – Equipment and Software Specifications;  

· Appendix D – Service Level Agreements;  

· Appendix E – Order of Succession;

· Appendix F – Application damage assessment checklist;

· Appendix G – Vital Records;

· Appendix H – Current Configuration; and

· Appendix I – Certification - The Application Business Owner must sign this certification page on completion of the Application CP.

Appendix A – Contact List
	#
	Name

	Office Phone
	Home Phone
	Cell Phone
	Email

	1
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	2
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	3
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	4
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	5
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	6
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	7
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	8
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	9
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	10
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	11
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	12
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	13
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	14
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>


	#
	Vendor
	Contact Person
	Reference documentation
	Phone Number
	Email

	1
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	2
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	3
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	4
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	5
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	6
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	7
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	8
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	9
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	10
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	11
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	12
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	13
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	14
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>


Appendix B – Vendor Contact list

Appendix C – Equipment and Software Specifications

	#
	Component / Group
	Contact Person
	Area of Responsibility
	Version of the Software / Hardware
	Reference Documentation

	1
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	2
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	3
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	4
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	5
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	6
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	7
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	8
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	9
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	10
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	11
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	12
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	13
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	14
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>


Appendix D – Service Level Agreements

Agreement 1:

<Click here and enter data>
Agreement 2:

<Click here and enter data>
Agreement 3:

<Click here and enter data>
Agreement 4:

<Click here and enter data>
Appendix E – Line of Succession

	#
	Name and Title


	Office Location and Phone
	Home Phone
	Cell Phone
	Email

	1
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	2
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	3
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	4
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	5
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>


Appendix F – APPLICATION damage assessment checklist 

	CATEGORY (i.e., Servers, Routers, Telephone Systems)
	UND

status
	REC

status
	REP

status
	TIME TO

RESTORE
	IMPACT

	<Click here and enter data>
	
	
	
	<Click here and enter data>
	<Click here and enter data>

	<Click here and enter data>
	
	
	
	<Click here and enter data>
	<Click here and enter data>

	<Click here and enter data>
	
	
	
	<Click here and enter data>
	<Click here and enter data>

	<Click here and enter data>
	
	
	
	<Click here and enter data>
	<Click here and enter data>

	<Click here and enter data>
	
	
	
	<Click here and enter data>
	<Click here and enter data>

	<Click here and enter data>
	
	
	
	<Click here and enter data>
	<Click here and enter data>


Status Legend:

UND          
Undamaged

REC          
Recoverable

REP          
Replace

Appendix G – VITAL RECORDS CHECKLIST

	#
	Document Name
	Media
	Department
	Contact

	1
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	2
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	3
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	4
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>

	5
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>
	<Click here and enter data>


Appendix H – CURRENT CONFIGURATION

Connectivity Diagram/Data Flow

Provide a data flow and connectivity diagram of the system/application

<Click here and enter data>
Inter-dependencies/Interfaces

Provide the list of interdependencies and Interfaces of the application and explain the importance of the dependency.

<Click here and enter data>
Current Configuration Table

The configuration of each sub-system (server / hardware) that comprise the system overall is provided below:  
	Server / Sub-System 1
	Data
	Server / Sub-System 2
	Data

	Purpose / description
	<Click here and enter data>
	Purpose / description
	<Click here and enter data>

	IP
	<Click here and enter data>
	IP
	<Click here and enter data>

	OS
	<Click here and enter data>
	OS
	<Click here and enter data>

	Patch Level
	<Click here and enter data>
	Patch Level
	<Click here and enter data>

	Hardware
	<Click here and enter data>
	Hardware
	<Click here and enter data>

	Processor speed
	<Click here and enter data>
	Processor speed
	<Click here and enter data>

	NIC configuration
	<Click here and enter data>
	NIC configuration
	<Click here and enter data>

	Memory
	<Click here and enter data>
	Memory
	<Click here and enter data>

	Connectivity (Ethernet,  bandwidth requirements)
	<Click here and enter data>
	Connectivity (Ethernet, modem, bandwidth requirements)
	<Click here and enter data>


	

	Server / Sub-System 1
	Data
	Server / Sub-System 2
	Data

	Specific location in DC (Rack Info)
	<Click here and enter data>
	Specific location in DC (Rack Info)
	<Click here and enter data>


	Storage type (SAN)
	<Click here and enter data>
	Storage type (SAN)
	<Click here and enter data>

	Storage allocation
	<Click here and enter data>
	Storage allocation
	<Click here and enter data>

	Backup rotation
	<Click here and enter data>
	Backup rotation
	<Click here and enter data>

	Backup type (where’s the backup / storage location)
	<Click here and enter data>
	Backup type (where’s the backup / storage location)
	<Click here and enter data>

	List all the applications or the sub-system that are running on this server & their versions
	<Click here and enter data>
	List all the applications or the sub-system that are running on this server & their versions
	<Click here and enter data>

	Location
	<Click here and enter data>
	Location
	<Click here and enter data>


	Client Configuration
	Data
	Client Configuration
	Data

	Desktop requirement
	<Click here and enter data>
	Desktop requirement
	<Click here and enter data>

	Client name & Software
	<Click here and enter data>
	Client name & Software
	<Click here and enter data>

	Version supported
	<Click here and enter data>
	Version supported
	<Click here and enter data>


	Authentication
	Data

	Describe authentication method?
	<Click here and enter data>

	How the roles are handled?  
	<Click here and enter data>

	Are roles managed locally to the application or provided by Directory Services?
	<Click here and enter data>

	How are Directory Services configured?
	<Click here and enter data>

	Other
	<Click here and enter data>


Appendix I - Certification
CMS <click here and enter Application Name>Contingency Certification
I have reviewed the <click here to enter Application Name and Version>Contingency Plan.  The procedures described in the plan are an accurate and complete description of the actions to be taken in the event of a disruption of service/disaster.  All parties involved in the contingency planning process have been informed and accept their roles and responsibilities.  In addition, they have concurred that the process can be put into effect as described within the plan.

____________________________________
(Signature)



   (Date)

<click here and enter Application Business Owner Name> 

Director,<Group Name>/<Office/Center Name>
End of Document
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