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CMS Security Incident Reporting Template Version 2.0, dated August 16, 2007

For assistance in completing these templates, refer to the CMS Information Security (IS) Incident Handling and Breach Analysis/Notification Procedure which is located at http://www.cms.hhs.gov/informationsecurity/downloads/Incident_Handling.pdf.

If you have a question or comment regarding this template or the CMS Information Security Program, send an email to CyberTyger@cms.hhs.gov.   

Appendix A:  CMS Security Incidents Reporting Template

	CMS Security Incident Report

	Incident Detector’s Information

	Date/Time of Report
	

	First Name
	

	Last Name
	

	OPDIV
	

	Title/Position
	

	Work Email Address
	

	Contact Phone Numbers
	Work
	Government Mobile
	Government Pager
	Other

	Reported Incident Information

	Initial Report Filed With (Name, Organization)
	

	Start Date/Time
	

	Incident Location
	

	Incident Point of Contact (if different than above)
	

	Priority
	Level 1 / Level 2

	Possible Compromise of PII?
	YES / NO

	Privacy Information
	Was the incident a violation of the Privacy Act? / Did the target suffer an adverse effect? / As a result, was the OPDIV the direct or proximate cause of the adverse effect? \ Was the violation intentional or willful? / Was the PII used maliciously? / INCLUDE PRIVACY IMPACT BELOW

	Incident Type
	Exposure of information / Alteration or destruction of information / Increased notoriety of attacker / Loss of reputation of target / Theft of IT resources / Theft of other assets 

	US-CERT Category
	DoS / Malicious Code / Probes and Scans / Unauthorized Access / Other

	US-CERT Submission Number
	

	Description
	

	Additional Support Action Requested
	

	Method Detected
	IDS/Log Review/ A/V Systems/ User Notification/ Other

	Number of Hosts Affected
	

	OPDIV / Department Impact
	

	Information Sharing
	Entities with which CMS and US-CERT can share incident data.

	System
	Name of FISMA reported system (if known)

	Status
	Ongoing/ Resolved/ Etc.

	Attacking Computer(s) Information

	IP Address / Range
	Host Name
	Operating System
	Ports Targeted
	System Purpose

	
	
	
	
	

	
	
	
	
	

	Victims Computer(s) Information

	IP Address / Range
	Host Name
	Operating System
	Ports Targeted
	System Purpose

	
	
	
	
	

	
	
	
	
	

	Action Plan

	Action Description
	

	Requestor
	

	Assignee
	

	Time Frame
	

	Status
	

	Conclusion / Summary

	Entities Notified
	

	Resolution
	Include whether lost materials recovered as part of the solution


Appendix B:  Incidents Involving Personally Identifiable Information (PII)

An incident has occurred that involves Personally Identifiable Information (PII).  The available details of this incident are listed below.  Indicate the status of the incident.

[ ] Initial Notification [ ] Update [ ] Resolution

	Key Information

	

	<Incident Title – CMS  (month Day, Year)>



	· <One or two sentence description>

	· <Describe the roles of the people involved, be it contractors, government employees, etc.>

	· <Who owned the PII?>

	· <The type of PII compromised>

	· <Number of individuals impacted>

	· <Name of FISMA reported system, if known>

	· <Current Status>

	· <Remedial steps taken and steps planned to be taken>

	Executive Summary

	<High level summary of incident elaborating on bulleted format>



	Detailed Incident Description

	<Detailed description of incident with time stamps>
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