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1. Introduction.  

The Department Interim Network Perimeter Security Standard (INPSS) specifies the minimum risk mitigation requirements for the exposure to the Internet of sensitive information and information systems supporting Department assets and requires immediate implementation Department-wide.  This Perimeter Security Interim Policy Document responds to this standard.

2.  Purpose.  

This policy establishes minimum security requirements for the use of the Internet network by XX Agency (XXA).  This policy is written to ensure that adequate protection is in place to protect XXA data from intruders, file tampering, break in, and service disruption.       

3. Objective.   

The objective is to comply with the federal guidelines to maintain a proper level of network security, specifically in regards to connectivity to the Internet, commensurate with risk and threat assessment.  The Department policy states that firewalling from the Internet must be used for ensuring the proper protection of the sensitive information, network, or system.  

4. Reference.  

Computer Security Act of 1987 (PL 100-235)

OMB Circular A-130, Appendix III, Security of Federal Automated Information Resources

NIST Special Publication 800-18, Guide for Developing Security Plans for Information Technology Systems

Interim Network Perimeter Security Standard (INPSS), January 5, 2001

Policies on Limited use of Government Equipment and Telephone Use., Issued June 14, 2000

INTERNET Acceptable Use Policy,  June 13, 1997

5. Policy

The responsibility for protecting XXA resources from the Internet is the responsibility of all XXA employees.  This policy ALSO applies to contractors, franchisees, and State and Tribal constituencies that are provided network access by XXA.

Employees will access the Internet only through trusted XXA Internet access points.  Any form of communication to or from workstations outside the internal (trusted) network is strictly prohibited without review and authorization of the XXA Security Working Group (SWG).  This includes modems, leased lines to other networks, etc.

All users who require access to Internet services must do so by using XXA approved software and Internet gateways.

The basic XXA policy for security strategy on the Internet is to deny any service that is not expressly permitted.  

The details of XXA’s internal trusted network should not be visible from outside the firewall.

6.  Scope. 

The scope of this interim policy is XXA-wide.  It includes all PC’s, laptops, workstations, servers, or any other network devices connected to the XXA wide area network or local area networks.  This includes all employees, full-time, part-time, or temporary; contractors; States, and all others that are directly connected to XXA’s network.

7.  Responsibilities.
Information Resource Management Review Council (IRMRC)

· Provides the delegated appointment letter delineating responsibility to the Information Technology Security Manager (ITSM) for the oversight of network security policy.  

· Is responsible for the overall development, coordination, interpretation and approval of IT security policy. 

· Oversees compliance with Federal and Department policies, guidelines, and regulations governing IT security.

Council of Information Management Officials (CIMO) is responsible for:

·  Approving documents prepared by the Security Working Group for the purpose of maintaining network security and/or for Director, XX Agency signature.

· Within the guidelines of this document, approves security policy on behalf of the Agency.

· Is responsible for development, coordination, and interpretation of IT security policy

· Has the authority to shutdown the XXA network to protect the sensitive and proprietary information and to protect the integrity of the XXA network from a cyber attack. 

· Appoints the Chairperson of the SWG and directs the SWG in meeting its security responsibilities.

Information Technology Security Manager (ITSM) is responsible for:

· Chairing the Security Working Group. 

· Overseeing the development and implementation of an overall network security plan for XXA systems. 

· Issuing security policy, guidelines and procedures.

· Providing oversight for XXA network security.

Security Working Group (SWG) is responsible for:

· The development of XXA IT security policies that affect the entire Agency.

· Managing the IT security program, coordinating all activities designed to protect IT resources, and reporting on the effectiveness of these activities to the CIMO and the IRMRC. 

· Performing the duties of the Quality Control board on firewall related issues.

Program Information Technology Security Managers (PITSM) are responsible for:

· Serving as the program’s representative on the Security Working Group.

· Managing the program’s IT security program, coordinating all program activities designed to protect IT resources.

· Working closely with their IITSM representatives to insure consistency of security policy through out the organization.

XXA Operations Security Administrators are responsible for:

· Providing the technical direction to the firewall contractor to carry out the policies established by the SWG in conjunctions with this technical working group.

8.  Procedures

Firewall

The firewall will be configured using Industry “best practices” including but not limited to the following:

· The XXA will use a robust “Firewall System” interposed between the Internet and the XXA business network.  All Internet traffic from inside to outside, and vice-versa, must pass through the firewall implementation.

· Access from the Internet to the XXA public information systems must not make sensitive information or information systems vulnerable to compromise.

· Only network sessions using strong authentication and encryption will be permitted to pass from the Internet to inside through the firewall implementation.  Where users are required to access internal systems and networks from, or across, the Internet, end-to-end encryption and strong authentication controlled by a Department organization will be employed.
· The firewall will be configured to deny all services not expressly permitted and will be regularly audited and monitored to detect intrusions or misuse. 

· The firewall will notify the firewall administrator(s) and the members of the SWG in near-real-time of any item that may need immediate attention such as a break-in into the network, little disk space available, or other related messages so that an immediate action could be taken.

· If the firewall software is run on a dedicated computer - all non-firewall related software, such as compilers, editors, communications software, etc., will be deleted or disabled.

· After a failure, all firewalls will fail to a configuration that denies all services, and require a firewall administrator(s) to re-enable services.

· Source routing will be disabled on all firewalls and external routers. 

· The firewall will not accept traffic on its external interfaces that appear to be coming from internal network addresses.

· The firewall will provide detailed audit logs of all sessions so that these logs can be reviewed for any anomalies.

· Secure media will be used to store log reports such that access to this media is restricted to only authorized personnel.

· Firewalls will be tested off-line and the proper configuration verified.

· The firewall will be configured to implement transparency for all outbound services. Unless approved by the XXA SWG, all in-bound services will be intercepted and processed by the firewall. 

· Appropriate firewall documentation will be maintained on off-line storage at all times. Such information will include but not be limited to the network diagram, including all IP addresses of all network devices, the IP addresses of relevant hosts of the Internet Service Provider (ISP) such as external news server, router, DNS server, etc. and all other configuration parameters such as packet filter rules, etc. Such documentation will be updated any time the firewall configuration is changed. 

· The XXA SWG and firewall administrator(s) will review the network security policy and maintenance procedures on a regular basis (every three months minimum). Where requirements for network connections and services have changed, the security policy will be updated and approved. 

· The firewall implementation (system software, configuration data, database files, etc.) must be backed up daily, weekly, and monthly so that in case of system failure, data and configuration files can be recovered. Backup files should be locked up so that the media is only accessible to the appropriate personnel.

· Only the firewall administrator(s) will have privileges for updating system executables or other system software. Any modification of the firewall component software must be done by a firewall administrator(s) and requires the formal approval of the ITSM.

· The firewall administrator(s) must evaluate each new release of the firewall software to determine if an upgrade is required. All security patches recommended by the firewall vendor should be implemented in a timely manner.

· All services and traffic to be authorized across the firewall implementation must be well documented. Documented will be the business need, protocol used, inbound and/or outbound, port assignments, known vulnerabilities, and risk mitigation statements. 

· If application-level proxy firewalls are used, out-bound network traffic should appear as if the traffic had originated from the firewall (i.e. only the firewall is visible to outside networks).

Host based security

Host-based security will be the primary method of protecting XXA systems.   This Internet security policy in no way abrogates the responsibilities of users, system managers, system owners, or administrators to protect sensitive data and systems.

DMZ 

The XXA will limit incoming access to XXA data and systems from the Internet. This limit will be implemented via use of a Demilitarized Zone (DMZ), which is a part of the firewall architecture.  IN NO CASE WILL ACCESS BE GRANTED TO THE PUBLIC TO ACCESS DATA DIRECTLY ON SERVERS ON THE XXA TRUSTED NETWORK, WHICH ARE INSIDE OF THE FIREWALL SYSTEM. 

Network Information Dissemination

Information regarding access to, or configuration of, XXA computer and communication systems, such as dial-up modem phone numbers or network diagrams, are considered confidential. This information must not be posted on electronic bulletin boards, listed in telephone directories, placed on business cards, or made available to third parties without the written permission of the XXA Security Work Group (SWG). 

SWG will direct periodical scanning of direct dial-in lines to monitor compliance with policies and may periodically change the telephone numbers to make it more difficult for unauthorized parties to locate XXA communications numbers.

Intrusion Detection 

Normal logging processes will be enabled on all host and server systems. Alarm and alert functions, as well as logging, of any firewalls and other network perimeter access control systems will be enabled.

Firewall Architectures

Routing by the firewall will be disabled for a dual-homed firewall so that IP packets from one network are not directly routed from one network to the other.

All in-bound Internet services must be processed by proxy software or state-full inspection at the firewall. If a new service is requested, that service will not be made available until a proxy is available from the firewall vendor and tested by the firewall administrator(s). A custom proxy can be developed in-house or by other vendors only when approved by the Infrastructure Working Group (IWG) and SWG.

The firewall is to run as a DNS server in order to provide public/Internet addresses to clients. The firewall will be configured to hide information about the network so that internal host data are not advertised to the outside world.

To reduce the vulnerability of protocol-based attacks, firewall implementations will use technologies capable of access control decisions based on information examined as high as the application layer. That is, application proxy or stateful aware technologies. Simple packet filtering or circuit-level firewall implementation will not be used.

If application-level proxy firewalls are used, out-bound network traffic should appear as if the traffic had originated from the firewall (i.e. only the firewall is visible to outside networks).

Network Trust Relationships

All connections from the XXA network to external networks must be approved by the SWG and managed by the IWG.  Connections will be allowed only with external networks that have been reviewed and found to have acceptable security controls and procedures. All connections to approved external networks will pass through XXA approved firewalls.

The SWG will ask functional managers to validate the need for all such connections on an annual basis.  When notified by the SWG that the need for connection to a particular network is no longer valid, all accounts and parameters related to the connection should be deleted within two working days.

Virtual Private Networks (VPN)

Any connection between firewalls over public networks will use encrypted Virtual Private Networks to ensure the privacy and integrity of the data passing over the public network.  All VPN connections must be approved by the SWG. 

All connections between clients to services or applications located behind the firewall within XXA’s trusted network, that are over untrusted public networks will use encrypted Virtual Private Networks to ensure the privacy and integrity of the data passing over the public network.  Such connections will be considered extensions of XXA’s trusted network, and as such will not fall under the service restrictions that follow.

Service Specific Policies 

The table in Appendix 1 contains examples of some of the most common  services that need to be approved by the Security Working Group before implementation.   It is not an all-inclusive list and is subject to change.

Appendix 1

Service Specific Policies

	
	Policy
	

	Service
	Inside to Outside
	Outside to Inside
	Policy

	
	Status1
	Auth2
	Status1
	Auth2
	

	FTP
	Yes
	No
	No
	No
	FTP access will be allowed from the internal network to the external.  For transmission of sensitive information, VPN’s should be implemented. No FTP access will be allowed externally through the Firewall to FTP servers within XXA’s trusted network.  FTP servers in the DMZ will be allowed.  FTP clients on the inside will be configured to use FTP Passive Mode and will not use FTP Normal Mode.

	Telnet
	Yes
	No
	No
	No
	Telnet access will be allowed from the inside network to the outside network.  For telnet from the outside to the inside network VPN will be required.

	TN3270
	Yes
	Yes
	Yes
	Yes
	TN3270 access will be allowed from the inside network to the outside network (e.g. FPPS).  Access from outside to inside will be restricted to the specific subnets requiring access to MRM’s mainframe applications.

	Rlogin
	No
	No
	No
	No
	rlogin to XXA hosts from external networks requires written approval from the IWG and the use of strong authentication.

	HTTP
	Yes
	No
	No
	No
	All WWW servers intended for access by external users will be hosted outside the XXA firewall. No inbound HTTP will be allowed through the XXA firewall unless it uses reverse proxy and strong encryption/authentication (e.g. SSL).

	SSL
	Yes
	No
	Yes
	Yes
	Secure Sockets Layer sessions using client side certificates is required when SSL sessions are to be passed through the XXA firewall.

	POP3
	No
	No
	No
	No
	XXA will not use the POP3 protocol for mail services.

	NNTP
	Yes
	No
	No
	No
	No external access will be allowed to the NNTP server.

	Streaming Audio and Video
	No
	No
	No
	No
	Department policy specifically denies the use of the Internet as a radio or music player.  Due to its bandwidth requirements streaming video by default will be denied.  However specific cases will be considered if a business requirement can be shown.

	Lp
	Yes
	No
	No
	No
	Inbound lp services are to be disabled at the XXA firewall.

	finger
	Yes
	No
	No
	No
	Inbound finger services are to be disabled at the XXA firewall.

	gopher
	Yes
	No
	No
	No
	Inbound gopher services are to be disabled at the XXA firewall.

	whois
	Yes
	No
	No
	No
	Inbound whois services are to be disabled at the XXA firewall.

	SQL
	No
	No
	No
	No
	Direct connections from external hosts to internal databases are not allowed. The use of reverse proxy will be considered by the SWG on a case by case basis.

	Rsh
	Yes
	No
	No
	No
	Inbound rsh services are to be disabled at the XXA firewall.

	Other, such as NFS
	No
	No
	No
	No
	Access to any other service not mentioned above will be denied in both directions.


1Status (Y/N) = whether users can use the service 

2Auth (Y/N)  = whether any form of authentication (strong or otherwise) is performed before the service can be used

